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ABSTRACT

A catalog of comercially available physical protection equip-

ment has been prepared under MITRE contract AT(49-24)-03/6 for use

by the U. S. Nuclear Regulatory Commission (NRC). Included is

infonnation on barrier structures and equipment, interior and ex-

terior intrusion detection sensors, entry (access) control devices,

surveillance and alarm assessment equipment, contraband detection

sensors, automated response equipment, general purpose displays and

general purpose comunications, with one volume devoted to each of

these eight areas. For each item of equipment the information

included consists of performance, physical, cost and supply / logistics

data. The entire catalog is contained in three notebooks for ease

in its use by licensing and inspection staff at NRC.

THIS CATALOG DOES NOT REPRESENT A QUALIFIED PRODUCTS LIST.

INCLUSION OF ANY ITEM IN THE CATALOG DOES NOT CONSTITUTE AN ENDORSE-

MENT BY EITHER THE MITRE CORPORATION OR THE U. S. NUCLEAR REGULATORY

COMMISSION.

'') C Q
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PREFACE AND ACKNOWLEDGEMENTS

The Catalog of Physical Protection Equipment presents information
on currently used or currently available physical protection equip-
ment that could be employed to safeguard special nuclear materials.
The primary source of informatio9 was the responses of manufacturers
and vendors to requests for literature and data, unless otherwise
noted, and as disr.ussed in the Final Report (NUREG-0271, MTR 3458).
All equipment listed in the Catalog has been screened in accordance
with the following general criteria, and only items meeting one or
more of these criteria have been included:

* Equipment is comercially available off-the-shelf;
* Equipment is currently in use at comercial nuclear

facilities licensed or to be licensed by NPC;
* Equipment is applicable for use at nuclear facilities

licensed or to be licensed by NRC;
* Equipment can operate in the environmental conditions
present at nuclear facilities;

* Equipment is not designed solely or primarily for resi-
dential use.
The final report describes the methodology and rationale used

to create the Catalog of Physical Protection Equipment. Individuals
seeking background information concerning the Catalog are directed
to that report.

736 260
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The Catalog of Physical Protection Equipment was edited and

reviewed by W. L. Parlee; W. Haberman had overall responsibility
for its preparation. Inputs to the Catalog were prepared by the
following individuals, and their contributions ar. , nefully
acknowledged:

Volume I.

L. I. Egelson Sections 1, 4, 5, 6, 7, 8, 9, 10

R. G. Hansen Sections 2, 3
Volume II.

J. L. Conway Section 1
R. D. Cotell Section 2
Z. Kohorn Sections 11, 14
R. N. Lawson Sections 4, 5, 7, 9, 12

J. O. Runkle Sections 6, 8, 10, 13, 15
G. O. Sauermann Section 3

Volume III.
W. L. Parlee

Volume IV.

G. O. Sauermann

Volume V.

A. J. Graff

Volume VI.

R. N. Lawson

Volume VII.

C. E. Dolberg
Volume VIII.

D. Stone

D. G. Willard
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CODE COMBINATION LOCKS

There are three basic methods by which the identity of ar
individual may be established:

0 Something known by the individual.
O Something possessed by the individual, or

8 Some characteristic of the individual.

Code combination locks rely or something known by the individual,
specifically a numerical or alphanumerical code. Typically, code
combination locks are intended for unattended, self-contained

use at a single entry point. A single, comon code is provided
to all authorized personnel. Codes are composed of three to six
characters, usually numbers. Longer codes provide greater
security since thev require a substantially larger number of
random attempts to guess the correct code than shorter codes;
however, longer codes are more difficult to tremorize.

Code combination locks fall into two categories: mechanical
and electronic. Mechanical combination locks use internal gears
and/or tumblers which are aligned when a correct code is entered.

Mechanical combination locks are available with a built-in latch
which is operable when the internal gears / tumblers are aligned,
or with a switch which is opened or closed wher. a correct code

is entered. The switches are used to energize or de-engergize
electric latches or strikes. Code changes for mechanical com-
bination locks usually require disassembly of the lock. Mechan-
ical combination lo'ks with built-in latches require. no electrical
power for operation. Those that use switches do not require power
for their operation, but electrical power is required for energiz-
ing the electric latches and strikes. Electronic combination locks

DATE Volume SECTioN CATEGORY SHEET PAGE
31 DEC 1976 III 1 a 0 1
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use solid-state digital devices and circuitry to register the code

and to compare 'i. with ore-set code. Entry of a correct code

will cause a switch to open or close which energizes or de-ener-
gizes electric latches or strikes. Code changes are accomplished
by plugging pins into a circuit board or by re-setting micro-
switch 2s. Typically, code change circuitry is included in a
separate control unit which is connected by wires to a keyboard.
Keyboards for both mechanical and electronic combination locks
are either of the push-b. .on type or three-position rocker
switches.

Code combination locks should be designed in such a way that
the code can be entered by the user in a concealed manner. Risk
of compromise at the time that a code is entered is a chief
limitation of code combination locks. A second major limitation

is that the code may be compromised either accidently or through
collusion. Codes should be changed frequently to reduce the pos-
sibility that an accidently discovered code might be used. There
is no protection against collusion.

9

DATE VOLUME SECTioN CATEGORY SHEET PAGE
~

31 DEC 1976 III 1 a 0 2
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CODE COMBINATION LOCKS

Manufacturer A.P.O. Secunty Systems
24700 Crestview Court
Farmington, MI 48024
(313)477-2703

- - -. - _ _ - _ _ . . . _ _ . - - - _ -

Model Selectronic 220

Reference Evaluaton Guide Procedure No. lil-1.A NRC fdentifcaton No.

NARRATIVE DESCRIPTION

The Selectronic 220 is a 12-push-button keyboard-controlled combination lock for self-contained use at a
singie door. The code for each combinaton lock is determined by setting switches mounted on the pnnted
circuit module to the selected combination. Any keyboard switch operated out of proper sequence resets the
locking mechanis'n. If the correct ude sequence is entered, an output will be generated for approximately 3
seconds to activate a door str,ke or movable gate arm. 500 three d.grt combinatons are available (digits not
repeated in sequence).

PERFORMANCE DATA

Random Reading Error: Informaton not available.
Processing Time: Informaton not available.
Identification Mechanism: Three digit code entered on keyboard.
Enrol | ment Capacity: Common code.
Terminal / Reader Capacity: Self-contained cumbinaton lock for use at single door.
Terminal / Reader

Characteristics: Code for each combinaten set by switches mounted on ponted circuit module.
Central Display

Characteristics: No central display, printer optional
Resistance to Spoofing and

Tampering: None, if code is known; otherwise, must guess code number. No resistance to
tampenng.

Temperature: Weather resistant enclosure with SU220.WR option. O to 125F (- 18 to + 52C);
cold weather enclosure including heater and thermostat with SL'220.CWO
opt on.

Humidity: Information not available
Other Environmental

Characteristics: Informaton not available.
Interface: SA, Form "C" relay contact.

PHYSICAL DATA

Size: Combinat on lock with iiush nic int e', closure,5.5x5.5in x adj. (14x14cm x adj );
combinaten lock with weather resistant enclosure,7x6x12in (17.8x15x30 f cm).

Weight: Informaton not available.
't(Primary / Secondary): Combinaton lock only,24V ac - 10VA; with heater,24V ac,2A; no backs .p.is

Empin.Jment: Stand, post, or wall-mounted; SL'220. FM flush mount opton for walls.

DATE CATALOG VOLtJME SECTION CATEGORY DATA SHEET PAGE
31 December 1976 Ill 1 a i 1
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SUPPLY / LOGISTICS DATA

Documentation and Training: Information not available.
Parts and Repairs: Information not available.
Reliability: MTBF not available.
Maintainability: MTTR not r * lable.

.

WarrantyInformation: Information nut available.
Government or Profess! anal

Standards: Information not available.
Lead Time: Information not available.

COST DATA

Unit Acquisition %st: SL'220, $300. ; SL'220/FM, option, 54C 3L'220.WR, option $50. SL'220. CWO
option, $45.

Unit Installation Cost: Information not available.
Tral,-ing Cost: infemation not available.
Maintenance Cost: Infc . nation not available.
Operation Cost: Information not available.

NOTES

Printer option available using A.P.D. Printer.

INSTALLATIONS

lil- 1.a.1 2
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CODE COMBINATION LOCKS

Manufacturer CardKey Systems
20339 Nordhoff St.
Chatsworth.C/ 91311
(213)882-8111

Model Interrogator i

Reference Evaluaton Guide Procedure No. til-1. A NRC Identification H.
-

NARRATIVE DESCRIPTION

The Interrogator I code cornbinaton locks are pushbutton-controlled combinator locks for self-contained use at
a single door. The keyboard is a 10-button touchtone type. Access is gained bs keystroking a common
memorized four digit code number. Code changes are accomplished by the u' a of thumbwheel switches in a
collocated control unit. Up to 10,000 code combinations are available ar'd numbers may be repeated in a se-
quence. Entry of a correct code activates a relay contact. Control unit may oe located up to 500ft (153m)
f rom lock.

PERFORM ANCE DATA

Random Reading Error Information not available.
Processing Time: Informaton not available.
Identification Mechanism: Four digit code entered on pushbutton assembly.
Enrollment Capacity: Common code.
Terminal / Reader Capacity: Self-contained combination lock for use at a single door.
Terminal / Reader

Characteristics: Keyboard is a 10-button touchtone type. Code changes are accomplished by
setting thumbwheel switches in lock housing equipped with key lock and tamper
switch. Relay output lasts for 0 to 10 seconds, depending on adjustment.
Optonal error annunciator.

Central Display
Characteristics: None.

Resistance to Spoofing and
Tampering: Incorrect entries cause an error timer to inhibit keyboard from 1 to 10 seconds,

adjustable in control unit. A tamper switch is on cnntrol unit.
Temperature: 32 to 131F (0 to SSC); -30 to + 131F (-35 to + 55C) for readers with weather

resistant housing.
,

Humidity: 0 to 95 percent (non-condensing).
Other Environmental

Characteristics: Informaton not available.
Interface: Output relay capacity,28V de or 115V ac, SA.

PHYSICAL DATA

Size: Reader, approximate depending on housing: 5.30x7.80x4.75in

(13 5x19.8x12cm). Control Unit 7.75x8 62x3 Oin (19.7x21.9x7.6cm).
Weight: Informaton not available.
Power (Primary / Secondary): 7.25V ac,0.7A; rechargeable battery and charger located in control unit.
Emplacement: Flush mount, surface mount and weather resistant surface mount housings, for

keyboards; surface mount for control units; control unit can operate up to 500ft
(153m) from keyboard unit.

DATE CATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
31 December 1976 til 1 a 2 1
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SUPPLY / LOGISTICS DATA

Documentation and Training: Information not available.
Parts and Repairs: Information not available.
Reliability: MTBF not available.
Maintainability: MTTR not available.
Warranty information: Informaton not available.
Government or Professional

Standards: Informaton not available.
Lead Time: Informadon not available.

COST DATA

Unit Acquisition Cost: Lock and Control Unit, $523. to $594., depending on housing- Error.

Annunciator, $385.
Unitinstallation Cost; Informabon not avadable.
Training Cost: Information not available.
Maintenance Cost: Informaton not available.
Operation Cost: Informaton not available.

NOTES

Error Annuncia..or provides an alarm (audible and'or visual) for one of the following-

a. A| lows a preset number of errors (up to 10 tnes) to be made dunng code entry before s.gnalhng an alarm,10
positon thumbwheel used to select number of tries.

b. Signals an alarm if door is held open longer than a preset time (10 to 30 seconds); time set by potentometer.
c. Signals an alarm when a duress code number entered.

INSTALLATIONS

,

111-1 a 2-2
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CODE COMBINATION LOCKS

Manufacturer CardKey Systems
20339 Nordhoff St.
Chatsworth, CA 91311

(213)882-8111

Model Memon-Lock Senes

Reference Evaluation Guide Procedure No. lil-1.A NRC Identification No.

N ARRATIVE DESCRIPTION

The ML Senes code combinaton locks are pushbutton-controlled combinaton locks for self-contained use at a
single door. One available pushbutton assembly Consists of five 3-positon switches (providing 10 numbers).
The other assembly consists of fifteen pushbuttons (providing 15 numbers). Both assembl.es require correct
selecton of four digits. The code numbers and their proper sequence are determined by wiring jacks in the
logic housing

PERFORMANCE DATA

Random Reading Error- Informator, not available.

Processing Time: Informaton r,ot available.
Identificaison Mschanism: Four digit code entered on pushbutton assembly.
Enrollmem 0 gecity: Common code.
Terminal / Reader ".apacity: Self-contained combination lock for use at a single door.
Terminal / Reader

Characteristics: Code for each combination set by winng appropnate jacks and sockets in logic
housing. Logic and pushbutton assembly are two separate units connected by
cable.

Central Display
Characteristics: None.

Resista ce to Spoofing and
Tamsering: None, if code is known; otherwise, must guess code number.

Temp rature: Information not available.
ttumidify: Informaton not avai!able.
Other Environmental

Charaeteristics: Information not avadable.
Interface: Informaton not available.

PHYSICAL DATA

Size: Information not available.
Weight: Informaton not available.
Power (Primary /Secorbrv): 117V sc; will accept a rechargeabl , battery and integral recharger.
Emplacement: Wall surface mount.

DATE CATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
31 December 1976 111 1 a 3 1
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SUPPLY / LOG'9LS DATA

Documentatior and Training: Informaton not available.
Parts and Repsirs: Informaton not available.
Rellability: MTBF not available.
Maintzinability: MTTR not availabs'.
Warranty infennation: Informaton not avaricble.
Government or Professional

Standards: Informaton not available.
Lead Time: Informaton not available.

COST DATA

Unit Acquisition Cost: informaton not available.
Unitinstallation Cost: Informaton not available.
Training Cost: Informatori not available.
Maintenance Cost: Information not available.
Operation Cost Informaton not available.

NOTES

INSTALLATIONS

lil-1.a 3-2
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CODE COMBINATION LOCK 3

Manufacturer Coley Lc:k Corp.
4692 Knight Arnol.: Rd.
Memphis, TN 3F I 18

(901) 794-97FJ

Model Col-E LOC
Refe ence Evaluation Guide Procedure No. lil-1.A NRC Identificaton No

NARRATIVE DESCRIPTION

The COL-E-LOC is a pushbutton-controlled combination lock for self-contained use at a single door. The
keyboard has 12 buttons, numbers 0 through 9 and two extra pushbuttons. Access is gained by keystroking
a common, memorized 6 digit code number. Code changes are accomplished in the lock.

PERFORMANCE DATA

Random Reading Error: Informaton not available.
Processing Time: Informaton not available.
1:!sntification Mechanism: Six digit code entered on keyboard.
Enrollment Capacity: Common code.
Terminal / Reader Capacity: Self-contained combinaton lock for use at a single door.
TerminaliReader

Characteristics: Keyboard is 12 pushbutton; code changes are accomplished at the lock.
Central Display

Characteristics: None.
Resistance to Spoofing and

Tampering: None,if code is known; otherwise, must guess code number.
7 Temperature: Information not available.

Humidity: Informaton not available.
Other Environmental

Characteristics: Informaton not available.
Interface: None.

PHYSICAL DATA

Size: Informaton no' available.
Weight: Informaton not available.
Power (Primary / Secondary): Informaton not availab'e.
Emplacement: Information not ava;lable.
Emplacement- Pushbutton Panel: Weather-resistant surface mount, surface mount, flush

mount; Control Unit: Weather resistant surf ace mount, surf ace mount.

SUPPLY / LOGISTICS DATA

Documentation and Training: Informaton not available.
Parts and Repairs: Informaton not available.
Reliability: MTBF not a/ailable.
Maintainability: MTi R not available.
WarrantyInformation: Guaranteed for one year.
Government or Professiont .

Standards: Informaton not available.
Lead Time: Informaton not available.

DATE CATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
31 December 1976 lil 1 a 4 1
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COST DATA

Unit Acquisition Cost: Pushbutton Panel and Control Unit. 53M to $540., depending on optons.
Unit installation Cost: Informaton not avadable.
Training Cost: Infon aaton not available.
Maintenal.ca Cost: Informaton not avadable.
Operation Cost: Informaton not avadable.

NOTES

INSTALLATIONS

/

lil-1.a.4-2

[) (),



| CODE COMBINATION LOCKS

Manufacturer Continental Instruments Corp.
170 Lauman Lane
Hcksville, NY 11801

(516)938-0800

Model Cypher Lock

Reference Evaluation Guide Procedure No. lil *.A NRC Identification No.

NARRATIVE DESCRIPTION

The Cypher Lock is a pushbutton-operated code combination lock for self-contained use at a single door. The
pushbutton panel has five 3-position rocker switches to accommodate 10 numbers and a rest positen for
each switch. Access is gained by keystroking a common memorized 4 digit code number. The Cypher Lock
consists of tne pushbutton panel and a separately located control unit. Programming of the code combina-
ton is performed in the control unit by inserting plug wires into the code sockets. Er try of a correct code ac-
tavates a retay contact. Optonal features include allowing one, two or no errors in keystroking and use of a
duress code number.

PERFORMANCE DATA

Raridom Reading Error Informaton not available.
Prosessing Time: Informaton not available.
Identnication Mechanism: Four digit code entered on rocker switch assembly.
Enrollment Capacity: Common code.
Terminal / Reader Capacity: Self-contained combinaton leck for use at a single door.
Terminal / Reader

Characteristics: The pushbutton assembly has a shielded panel containing five (5) rocker
switches for 10 nismbers and a rest position for each switch. The separately
locked control unu is programmable by inserting plug wires into the code
sockets; control unit is keylocked and can be equipped with an optonal tamper
switch.

Central Display
Characteristics: None.

Resistance to Spoofing and
Tampering: Incorrect entries cause an error timer to inhibit keyboard from 0 to 60 seconds;

output relay can be energized from 1 to 15 seconds and after one, two or no errors
in keystroking. All features adjustable in control unit. Control unit equiptwwi with
tamper switch.

Temperature: Informaton not available.
Humidity: Information not available.
Other Environmental

Charactcelstics: Weather resistant housings available.

Interface: Output voltage,6,12 and 24V ac or V dc.

PHYSICAL DATA

Size: Pushbutton Panel: approximately 3%x4%x3%in (8.6x12x8 9cm), depending on
housing; Control Unit: approximately 6x6%x5%in (15.2x 17.1 x 13.6cm),
depending on options.

Weight Information not available.
Power (Primary / Secondary): 115V ac; rechargeable battery and charger optional; can be located in control

unit.
Emplacement Wall surface mount.

DATE CATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
31 December 1976 ill 1 a 5 1
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SUPPLYiLOGISTICS DATA

Documentation and Training: Informaton not available.
Parts and Repairs: Informaton not available.
Reliability: MTBF not available.
Maintainability: MTTR not available.
WarrantyInformation: Informaton not available.
Government or Professional

Standards: Information not available.
Lead T'me: Informaton not available.

COST DATA

Unit Acquisition Cost: Informaton not available.
UnitInstallation Cost: Informaton not available.
Training Cost: informaton rot available.
Maintenance Cost: Informaton not available.
Operation Cost: Informaton not available.

NOTES

INSTALLATIONS
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CODE COMBINATION LOCKS

Manufacturer Preso-Matic Lock Co., Inc.
3048 Ind. 33rd St.
Fort Pierce, FL 33450

(305) 465-7400

Model PRESO-MATIC

Reference Evaluaton Guide Procedure No. Ill-1.A NRC Identification No.
_

NARRATIVE DESCRIPTION

The Preso-matic Code Combinaton Lock is a ruechanscal. pushbutton-operated combinaton lock for self-
contained use at a single door. The keyboard has 10 outtons, numbers 0 through 9. Access is ga:ned by
keystroking a common memonzed 4 digit (or optonal 7 digit) code nJmber. Deadlock or deadiatch part of
lock assembly, one individual and one master code combinaton available for each lock. Combinatine cE.1 be
changed by replacing two " combination shdes" (metal sti.ps with apprepnately positoned teeth).

PERFORM ANCE DATA

Random Reading Error: Informaton r et available.
Processing Time: Information not available.
Identification Mechanism: Four or seven digit code entered on keyboard.
Enrollment Capacity: Common code.
Terminal / Reader Capacity: Se6 contained combinaten lock for use at a :: ingle door.
Terminal / Reader

Characteristics: Deadiatch or deadlock part of assembly; latch bolt mechanically activated by
enter'ng four or seven digit code number on ten digit keyboard Code changes
are accomphshed by changing two " combination shdes" within lock.

Central Olsplay
Characteristics: None.

Resistance to Spoofing and
Tampering: No resistance to tampenng; latch bolts hardened steel, no tamper switches

Temperature: InMrmation not availab e.
Humidity: Informaton not avaitable.
Other Environmental

Characteristics Information not available.
Interface: None.

PHYSICAL DATA

Size: Lock, approximately 6x2bx3in (15 2x6.4x7.6cm), depending or decorative
housing.

Weight: Information '.ot available.
Power (Primary / Secondary): None required; all mechanical ooerat;on.
Emplacement: Flush-mounted on door.

1
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SUPPLY / LOGISTICS DATA

Documentation and Training. Informaton not available.
Parts and Repairs: Informaton not available.
Bt ability: MTBF not available.
Maintainability: MTTR not available.
Warranty Information: Unconditonal guarantee against manufacturer's defects.
Government or Proft.slonal

Standards: Informaton not available.
Lead Time: Informaaon not available.

COST DATA

Unit Acquisition Cost: Lock: Sin bolt projection, $25.35, t in bolt projection, $29 25.
UnitInstallation Cost: Informaton not available.
Training Cost: Informaton not ava,lable.

Ma!ntenance Cost Informa' on not available.
Operation Cost: Informaton not available.

NOTES

INSTALLATIONS

Ill-1.a 6-2
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CODE COMBINATION LOCKS

Manufacturer Sargent and Greenleaf, Inc.
One Secunty Dnve
Nicholasville, KY 40356

(606)885-9411

Model Code /Tronic 8418,3419
8420,8421

Reference Evaluation Guide Procedure No. lil-1.A NRC Identif,caton No.

NARRATIVE DESCRIPTION

The Code,Tronic Lock is a pushbutton-controlled code combination lock for self-contained use at a single
door. The pushbutton panel has five 3-positon rocker switches to accommodate 10 numbers and a rest
position for each switch. Access is gained by keystroking a common memorized code number. Mudels 8420
and 8421 use a 6 digit code number. Models 8418 and 8419 use a 4 digit code number. The unit cor.sists of
a pushbutton panel and a separately located control unit r'regramming of the code combination is per-
formed by changing slide swates in the control unit. Entry of a ccrrect code activates a relay contact.
Models 8421 and 8419 provide an alarm ou<put when improper entries are made.

PERFORMANCE DATA

Random Reading Error: Informaton not avariable
Processing Time: Information not available.
Identification Mechanism: Four (Models 8418 and 8419) or six (Model 8420 and 8421) codes entered on a

rocker switch assembly.
Enrollment Capacity: Common code.
TerminaliReader Capacity: Self-contained combination lock for use at a single door.
Terminal, Reader

Characteristics: The pushbutton assembly has a shielded panel containing 5 rocker switches for
10 numbers and a rest positon for each switch. The separately located control
unit is programmable by adjusting slide switches inside the unit. Also adjustable
in the control unit are the number of errors allowed (1 to 9); the penalty time
dunr'g which the keyboard is inhibited (2 to 26 seconde and the length of time
the lock is energized (2 to 26 seconds).

Central Display
Characteristics: None.

Resistance to Spoofing and
Tampering: Each digit af the code must be keystroked within 5 seconds; number of attempts

is limited; the keyboard is inhibited after the programmed number of errors;
control unit is key!ocked and equipped with a tamper switch.

Temperature: Informaton not available.
Humidity: Informaton not available.
Other Environmental

Characteristics: Informaton not available.
Interface: Alarm indicator output: 24V dc; Output for latch: 28V ac.

PHYSICAL DATA

Size: Informa*on not available.
Weight: Information not available.
Power (Primary / Secondary): Input to transformer,117V ac,50. 60Hz; output from transformer 24V ac. 700mA

RMS; rechargeable battery and charger available; standby time is 48 hours,
charge time is 24 to 30 hours.

Emplacement: Pushbutton assembly and control unit are surface-mounted.

DATE CATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
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SUPPLY / LOGISTICS DATA

Documentation and Trairing: Informaton not available.
Parts and Repairs: Informahon not available.
Rellibility: MTBF not available.
Maintain:bility: MTTR not available.
Warranty Information: Informaton not available.
Government or Professional

Standards: h;formaton not available.
Lead Time: Information not availab!e.

COST DATA

Unit Acquisition Cost: Model 8418 $322.34
Model 8419 389 09
Model 8420 558.60
Model 8421 603.09

Unit installation Cost: Information not ava;Iable.
Training Cnt Informaton not available.
Maintenance Cost: Informaton not available.
Operation Cost: Informaton not available.

NOTES

INSTALLATIONS

,
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CODE COMBINATION LOCKS

Manufacturer Simplex Secunty Systems, Inc.
10 5 ront St.
Collinsville, CT 06022

(203) 698-8391

Model Simplex 100 Series
and 200 Senes

Reference Evaluaton Guide Procedure No. lil-1.A NRC Identification No.
_

NARRATIVE DESCRIPTION

The Simplex Lock is a mechanical, pushbutton-operated code cambinaton lock for self-contained use at a s'ngle
door. The latch mechanism is a part of the pushbutton asse soly. The pushbutton assembly consists of five
pushbuMons located in a circular pattern. The button can br r . shed individually or in unison with one or more of
the other buttons as part of the lock comb nation. Code changing is performed by pressing a butto i inside the
lock assembly, tuming the know on button panel, entering the new code on the front panel button, ant' then
turning the kr.ob back to the original position. Up to 5 single or two-at-a-time norr,bers make up the cc.te.

PERFORMANCE DATA

Random Reading Error: Informaton not availabi.
Processing Time: Information not available.
Identification Mechanism: Code combination entered on keyboard.
Enrollment Capacity: Common code.
Terminal / Reader Capacity: Self-contained combination lock for use at a single door.
Terminal / Reader

Charaeteristics: A combined mechanical combination lock and latch mechanism. The pushbutton
assembly consists of the pushbuttons locateo in a circular pattern. The code
combination consists of 5 singte numbers or two-at-a-time numbers pressed in
sequence. The proper combinaton allows activation of the latch assembly.

Central Display
Characteristics: None,

Resistance to Spoofing and
Tampering: Cembination change access can be padlocked, no tamper switches.

Temperature: Information not available.
Humidity: Information not available.
Other Environmental

Characteristics: Information not available.
Interface: None.

PHYSICAL DATA

Size: 3 bin (8 9cm) wide x 2%in (6.4cm) high, for use with 1 %in (3.5cm) tnick doors
(100 Series), or 1% to 2%in (4.4 to 5.4cm) thick doors (200 Senes)

Weight: Informaton not available.
Power (Primary / Secondary): None.
Emplacement: Rim-mounted on door, pushbutton panel on one side and latch mechanism on

the other.
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SUPPLY / LOGISTICS DATA

Docur.:entation and Training: Informaton not available.
Parts and Repairs: Information not available
Reliability: MTBF not available.
Maintainability: MTTR not available.
Warranty Information: Information not available.
Government or Professional

Standards: Informaton not available.
Lead Time: Informa%n not available.

COST DATA

Unit Ascalsition Cost: Lock with lin (2.5cm) dead bolt 554.20.
Unit installation Cost: Informaton not available.
Training Cost: Information not available.
Maintenance Cost: Informaton not available.
Operation Cost: Informat'on not available.

NOTES

INSTALLATIONS

lil-1.a 8-2
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CODE COMBINATION LOCKS

Manufacturer Unican
P.O. Box 307
Plattsburg, NY 12901
(514)273-0451

Model 1000 Seriea

Reference Evaluaton Guide Procedure No. Ill-1.A NRC Identificaton No.

NARRATIVE DESCRIPTION

The Series 1000 code combinaton lock is a mechanical, pushbunn-operated combination lock for self-
contained use at a sinole door. The keyboard has 5 buttons, digits through 5. Access is gained by keystroking a
common, memonzed code number. Deadlock in paw t' - :cmbi "ranrEr ! rhagod irmide the lock
assembly. Key override for master keying.

PERFORMANCE DATA

Random Reading Error informaton not availabM
Processing Time: Information not availabL.
Identification Mechanism: Code entered on keyboard.
Enrollment Capacity: Common code.
TenninaliReadcr Capacity: Self-contained combination lock for use at a single door.
Terminal / Reader

Characteristics: * Deadlock part of assembly: latch bo!! mechanica!!y activated by enteririg code
number on five digit keyboard. Code changes are accomplished by making
changes internal to the lock assembly. Keylock overnde for master keying
purposes.

Centra! Display
Charaeteristics: None.

Resistance to Spoofing and
Tampering: None.

Temperature: Information not available.
Humidity: Informaton not available.
Other Environmental

Characteristics: Information not available.
Interface: None.

PHYSICAL DATA

Size: Lock, approximately 7%x3x30/nin (18.7x6x9.7cm).
Weight Information not available.
Power (Primary /Secacdary): None required.
Emplacement: Flush-mounted on door.

SUPPLY / LOGISTICS DATA

Documentation and Training: Information not available.
Parts and Repairs: Informaton not available.
Reliability: MTBF not available.
Maintainability: MTTR not available.
Warrantyinformation: Informaton not available.
Government cr Professanal

Standards: Informaton not available.
Lead Time: Informaton not availaole.

DATE CATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
31 December 1976 til 1 a 9 1

56 285



_,

COSTDATA

Unit Acquisition Cost: Informaton not available
UnitInstallation Cost informaton not available.
Trainir0 Cost information not available.
Maintenance Cost: Informaton not available.
Operation Cost: Informaton not available.

NOTES

INSTA'.LATIONS

-
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CODE COMBINATION LOCKS

Manufacturer Unican
P.O. Box 307
Plattsbutg, NY 12901
(51/;273-0451

Model 2000 Senes

Reference Evaluaton Guxie Procedure No. Ill-1.A NRC Ident4ficaton No.

NARRATIVE DESCRIPTION

The Senes 2000 code combinaten lock is a mechanical, pushbutton-controlled combinaten lock for use at a
single door. The keyboard has 5 buttons, numbers 1 through 5. Access is gained by keystroking a commen,
memonzed code number. Keystroking correct number causes activaton of an output switch. The switch has a
vanable time delay (0 to 30 seconds) to allow the electnc door release to remain energized for a preset interval.
Code changes accomplished by mak:ng changes intemal to the lock assembly.

PERFORMANCE DATA

Random Reading Error: Informaton not available.
Processing Time: Information not available.

- Ident!!icathn Mechanism: Code numoer entered on keyboard.
Enrollment Capacity: Common code.
Terminal! Reader Capacity: Self-contained combinaton lock for use at a single door.
Terminal / Reader

Characteristics: Keyboard is a 5 pushbutton type. Code combination ch:Inges accomplished
by making changes internal to the lock assembly, accessible through keylocked
front opening. Relay output has variable time delay;it can remain energized from
0 to 30 seconds.

Central Display
Characteristics: None.

Resistance to Spoofing and
Tampering: None.

Temperature: -15 to + 120F (-26 to + 49C).
Humidity: Informaton not avslable.
Other Environmental

Characteristics: Informaton not available.
Interface: Output elay rated at 250V ac or dc. SA.

PHYSICAL DATA

Size: 3% wide x 8%in high (7.9x21.9cm).
Weight Informaton ".ut available.
Power (Primary / Secondary): None reo; ired.
Emplacement informaton not available.
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SUPPLY / LOGISTICS DATA

Documentation and Training: !nformaton not available.
Parts and Repairs: Informaton not available.
Reliability: MTBF not available.
Maintainability: MTTR not available.
WarrantyInformation: Information not availaNe.
Government or Professional

Standards: Informaton not available.
Lead Time: Information not available.

COST DATA

Unit Acquisition Cost informaton not available.
UnitInstallation Cost infomraton not available.
Training Cost Information not available.
Maintenance Cost: Information not available.
Operation Cost informaton not available.

NOTES

INSTALLATIONS
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MAGNETIC CARD LOCKS

There are three basic methods by which the identity of an
individual may be established:

0 Something known by the individual,
9 Something possessed by the individual, or

0 Some characteristic of the individual.

Magnetic card locks rely on something possessed by the individual,
specifically a card magnetically coded with a comon code. For
some cards this data is encoded on a strip of magnetic tape, which

can be either attached to the outside surface of the card or em-
bedded within the card. The data is read by a magnetic pickun

or reader head as the card is inserted into or withdrawn from the
reader. Another type of magnetic-coded card contains data in an

array of ferromagnetic spots that are polarized so that they can
be raad as the presence or absence of data bits. The cards may be
readily re-encoded by reversing the polarity of any of the mag-
netic spots. A comon billfold-size card or pass badge is 21/8 by
3 3/8 inches. Cards are constructed of three or more separately
bonded layers or laminations. The outer layers are usually clear;
the innermost layer or layers contain the data for access control

and identification. The material used to bond the different
layers together is a clear vinyl or polyester film coated with

an adhesive. In addition to the information needed for access
control, a seal, logo, photo or special design, included to make
tampering more difficult, may be printed on the laminating film,
placed on the inner layer before it is laminated, or heat impreg-
nated or embossed onto the finished card. To color-code a card,
the laminating plastic or the background of photos may be colored,
or colored photographic mounting paper may be inserted with or.2

of the laminations. Magnetic card readers may contain replace-
able code reader cartridges ints which the cards are inserted. In
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order to change the code for the lock, the cartridge is replaced.
The card readers include a relay or switch which is opened or
closed when a properly coded card is used. The switch energizes
or de-energizes an electric latch or strike.

In general, all magnetically coded cards can be duplicated.
Some cards are more resistant than others, but none are counter-
feit proof. Another limitation is that lost or stolen cards

can be used for access, and cards can be transferred among in-
dividuals acting in collusion. Periodic code changes can reduce
the possibility that a forged, lost or stolen card will allow an

intruder to gain access. However, in some cases a lock code
change also means a card change, which can be difficult to imple-
ment for a large number of card holders. Some locks allow the
use of time zones either through the use of an external timer
which slightly changes the code circuitry of the card reader or

by actually changing the code reader cartridge. This allows a
corTaon code for each time zone. Time zones permit individuals
to gain access only during specified time periods and to be re-
jected at all other times. The use of time zones can make it

slightly more difficult for the individual who has a forged, stolen

or lost card to gain access since the valid entry time must be
guessed. A technique available with some magnetic card locks to
limit the effectiveness of collusion is an " anti-pass back" fea-

ture. Card locks featuring anti-pass back usually employ both an
enter card reader and exit card reader. The enter card reader
modifies the code on the card so that it can be used only with an
exit card reader, and vice versa. Thus, an individual who has

gained access cannot " pass back" a card to an accomplice.
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MAGNETIC CARD LOCKS

Manufacturer A.P D. Secunty Systems
24700 Crestview Court
Farmington, MI 48024
(313)477-2703

. _ . - . .. __
.

Model ARL-1000

Reference Evaluation Guide Procedure No. til-2.A NRC ldentificotton No.

NARRATIVE DESCRIPTION

The ARL-1000 is a magnetic card access reader for self-contained use at a single door. The code for each reader
is determined by 15 code switches which are mounted on the card lock. When a properly encoded magnetic card
is inserted in the reader, a card-in switch rs activated and the magnetic code is read. If the code switch corre-
sponds to the Magncard and the card has the correct entrance exit code, an output will be generated to ac-
tivate a door sinke or movable gate arm. An operational feature of the card-lock is anti-passback. A common
side number is utilized.

PERFORMANCE DATA*

Random Reading Error. Information not avaitable.
Processing Time: Informaton not available.
Identification Mechanism: Encoded magnetic card read, and code matched against pre-selected number.
Enrollment Capacity: Common code.
Terminal / Reader Capacity: Self-contained reader for use at a single door.
Terminal / Header

Characteristics: The code for each reader is determined by 15 miniature code switches; control
switch provided to inhibit the anti-passback mode; two perod operationitime
zone capability with ARUTZ opton.

Central Display
Characteristics: No central display; pnnter optonal.

Resistance to Spoofing and
Tampering: Anti-passback; no resistance to tampering.

Temperature: Weather-resistant enclosure with ARU1000/WR opton; O to + 125F (- 15 to

52C).
Humidity: Inforrnation not available.
Other Environraental

Characteristics: Cold weather enclosure including heater and thermostat with ARUCWO opton.
Interface: 5A Form "C" relay contacts which pulse for approximately 500 milliseconds;

transistor open collector output with sufficient dnve to activate an external relay or
surveillance lamp.

PHYSICAL DA(A

Size: Card lock only:4.75x2.5xSin (12x6 4x12.5cm); Card locks with weather-resistant
enclosure: 7.0x6.0x12.0in (17 5x15x30cm); Card locks with surface-mount

enclosure: 5.5x5.5x6 Oin (14x 14x 15cm).
Weight: Information not available.
Power (Primary / Secondary): Card lock only,24V ac,10VA: w,"1 heater, addition 24V ac,2 A; no backup power.
Emplacement: Stand. post or wall-mount.

-
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SUPPLY / LOGISTICS DATA

Documentation and Training: Informaton not available.
Parts and Repairs: Information not available.
Reliability: MTBF not available.
Malr.tainability: MTTR not availablo.
Warranty Information: 90 day warranty on parts and labor.
Government or Professional

*
Standards: Information not available.

Lead Time: Information not available.

COST DATA

Unit Acquisition Cost: ARL-1000, $375.; ARU1000/WR option. 550.: ARUCWO option, $50.
UnitInstallation Cost: information not available.
Training Cost: Informaton not available.
Maintenance Cost: Informaton not available.
Operation Cost: Informaton not available.

NOTES .

Pnnter option available using APD Pnnter.

Magnetc card (Magnicard) is embedded with a rubber-banded barium fernte composite matenoi which gener-
ates a strong magnetic field with a high-resistance to de-magnetization. Cards are factory encoded. Card size
2.125x3.375x0.035in or 0 060in (5.4x8.6x0.09 or 0.15cm). Cards may be slotted, stamped, pnnted and can
have i D. photos mounted.

INSTALLATIONS
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MAGNETIC CARD LOCKS

Manufacturer Card Key Systems
20339 Nordhoff St.
Chatsworth, CA 91311

Model MDL Senes (G1,G2,G3)

Reference Evaluation Guide Procedure No. lil-2. A NRC Identification No.

NARRATIVE DESCRIPTION

The MDL card lock is a non-powered, magnetic card access reader for self-contained use at a singlc door. The
card lock includes card reader, door knobs and latch bolt. The code for each reader is determined by a " program
board" which is inserted in the card lock through a locked cover plate. When a properly encoded magnetic card is
inserted in the reader, magnetic pins are repelled, allowing the knob to be turned releasing the latch bolt.

PERFORM ANCE DATA

Random Reading Error- Information not available.
Processing Time: Information not available.
Identification Mechanism: Encoded magnetic card read, and matched against " program board".
Enrollment Capacity: Common code.
Terminal / Reader Capacity: Self-contained reader foi use at a single door.
Terminal / Reader

Characteristics: Terminal includes card reader, inside and outside knobs and latch bolt
mechanism; G1 option has a ngid outside knob, uniocked by insertion of proper
card; G2 option has a lever near the inside knob to deactivate card reader; G3
option has a key hole on the outside knob and a purhbutton on the inside knob to
allow either key or card use; time zones selected by inserting different program
boards.

Central Display
Characteristics: None.

Resistance to Spoofing and
Tampering: No resistance to spoofing !atch bolt deadlocked, otherwise no resistance to

tampenng.
Temperature: Information not available.
Hc nidity: Information not available.
Other Environmental

Characteristics: Indoor use only.
Interface: None.

PHYSICAL DATA

Size: For doors 1 %in (4.4cm) thick: 3%x8 n (8.2x20cm).
Weight: Information not available.
Power (Primary / Secondary): None.
Emplacement: Door-mounted.
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SUPPLY / LOGISTICS DATA

Documentation and Training: Information not available.
Parts and Repairs: Information not available.
Reliability: MTBF not available.
Maintainability: MTTR not available.
WarrantyInformation: Information not available.
Government or Professional

Standards: Information not available.
Lead Time: Information not available.

COST DATA

Unit Acquisition Cost: Card cost. $1.20 to $1.90, depending on options. Program boards. $5 30.
Unit installation Cost: Information not available.
Training Cost Information not available.
Maintenance Cost information not available.
Operation Cost: Information not available.

NOTES

Magnetic cards are sealed in laminated polyvinyl chlande; card size 2.12a ' 375x0.040in (5.4x8.6x0.1cm)
and can have I.D. photos mounted; cards may be slotted, stamped pnnted.

INSTALLATIONS

s
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MAGNETIC CARD LOCKS

Manufacturer Card Key Systems
20339 Nordhoff St.
Chatsworth, CA 91311

(213) 882-8111
. _ . _-- _ -- -_-- - . _ ._.

Model PSL Senes

Reference Evaluation Guide Procedure No. lil-2.A NRC Identificaton No.

NARR ATIVE DESCRIPTION

The PSL Senes card lock consists of a magnetic card access reader for self-contained use at a single door. The
code for each lock is determined by inserting a code matnx card into the rear of the lock.

PERFORMAr4C6 DATA

Random Reading Error: Information not available.
Processing Time: Informaton not available.
Identification Mechanism: Encoded magnetic card is matched against a code matnx card.
Enrollment Capacity: Common code.
Terminal / Reader Capacity: Self-contained reader fi r use at a single door.
Terminav6.d?r

Characteristics: The code for each loc) is determined by a replaceable code matrix card which is
inserted in the lock. "'Jual-Code" opton allows two levels of secunty which are
slected by means o' a switch on the lock. An external timer may be used to
activate the sw.tch. Other time zones may be set by changing the code matrix
card

Central Display
Characteristics: None

Resistance to Spoofing and
Tampering: None.

Temperature: Informaton not available.
Humidity: Informaton not available.
Other Environmental

Characteristics: Informaton not available.
Interface: Singlevole, double-throw ss ,;h rated at 125V ac,5A or 28V ac, SA.

PHYSICAL DATA

Size: Approximately, depending on housing: 4.5x5 3x4.75in (11.5x13.5x12ci 1).
Weight: Information not available.
Power (Primary / Secondary): None
Emplacement: Flush-mount housing for walls; glass door mount housing; weatherproot iounts

for walls, posts and chain link fences.

SUPPLYlLOGISTICS DATA

Documentation and Training: Infcmiat:on not available.
Parts and Repairs: Informaton not avariable.
Reliability: MTBF not available.
Maintainability: MTTA not available.
Warranty informatici: Informaton not available.
Government or Professional

Standards: Informaton not available.
Lead Time: Informato.i not availcble.
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COST DATA

Unit Acquisition Cost: Card cost. $ a.20 to $1.90, depending on options; code matr.x card, $5.50 card
lock assembhes, $194,00 to $515 00, depending on housinj and optons-

UnitInstallation Cost: Information not available.
Training Cost: Information not available.
Maintenance Cost- Informaton not available.
Operation Cost: Informaton not available.

NOTES

Magnetic Cards are sealed in laminated polyvinyl chlonde. Card Size is 2.125x3.375x0.040in (5.4x8.6x0.1cm).
Cards may be slotted, stamped or pnnted a 1d can have I.D. photos mounted.

INSTALLATIONS
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MAGNETIC CARD LOCKS

Vanufacturer Card Key Systems
20339 Nordhoff St.
Chatsworth, CA 91311

(213)882-8111
_

Model IN-X-|T

Reference Evaluation Guide Procedure No. Ill-2.A NRC Identification No.

NARRATIVE DESCRIPTION

The IN-X-IT card bck consists of two magnetic card access readers for self-contained use at a single door. One
card reader is used for entry and the other is used for exit. A magnet 2c card coded for ent. j will only operate when
used with an entry access reader. With its ir'sertion into an entry access reader, the entry code is cancelled and
the card is encoded to activate only an exit card lock. Each magnetic card contains two types of codes: the
entry exit code and the programmable lock code. The programmable lock code is determined by a " program
board" which is inserted in each card access reader through a locked cover plate When a property encoded
magnetic card is inserted in the reader, magnetic pins are repelled allowing activation of a relay or switch.

PERFORMANCE DATA

Random Reading Error Information nut available.
Processing Time: Information not available.
Identification Mechanism: Encoded magnetic card read, and matched against a program board.
Enrollmcat Capacity: Common code.
TerminaLReader Capacity: Self-contained readers for use at a single docr.
Terminal / Reader

Characteristics: The code for each reader is determined by a program matrix board inserted in t1e
card access reader through a key-locked front cover plate.

Cantral Display
Characteristics: None.

Resistance to Spoofing and
Tampering: Use of entry ' exit readers reduces anti-passback problems, otherwise, none; no

resistance to tampenng.
Temperature: Information not available.
Humidity: Information not available.
Other Environmental

Characteristics: Weather-resistant enclosures.
Intedare: Relay output control.

PHYSICAL DATA

Size: Informat on not available.
Weight: Information not available.
Power (Primary / Secondary): 24V ac: no backup power.
Emplacement: Flush-mount housing for walls; weather-resistant housing for post mounting.

DATE C ATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
31 December 1976 Ill 2 a 7 1
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SUPPLY / LOGISTICS DATA

Documentation and Training: Informaton not available.
Parts and Repairs: Information hot available.
Reliability: MTBF not available.
Maintainabilitr. MTTR not available.
Warrantyinformation: Informaton not available.
Government or Professional

Standards: Information not available,..

Lead Time: Information not available.

COST DATA

Unit Acquisition Cost Card cost $1.20 to $1.90, depending on optons; program board, $5.50; card
locks, S484.00.

UnitInstallation Cost Information not available.
Training Cost information not available.
Maintenance Cost Information not available.
Operation Cost Informaton not available.

NOTES

Magnetic cards are sealed in laminated polyvinyl chloride. Card Pize is 2.125x3.375x.040in (5.4x8.6x0.1cm).
Cards may be slotted, stamped or printed, and can have I.D. photos mounted.

INSTALLATIONS

lif-2.a 7-2
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MAGNETIC CARD LOCKS

Manufacturer Detex Corporaton
4147 N. Ravenswood Ave.
Chicago, IL 60613
(312)348-3377

_ _ _ _ __ _

Reference Evaluaton Guide Procedure No. lil-2. A NRC Identification No.

*
NARRATIVE DESCRIPTION

The DENT CO card lock consists of a magnetc card reader for self-contained use at a singi&r. The code for
each lock is determined by inserting a cartndge in the lock through a keylocked front opening.

PERFORMANCE DATA

Random Reading Error. Informaton not available.
Processing Time: Infu maton not available.
Identification Mechanism: Encoded magnetc card is matched against a code cartndge.
Enrollment Capacity: Common code.
Terminal / Reader Capacity- Se!f <ontained reader for use at a single door.
Terminal / Reader

Characteristics: The code for each lock is determined by a replaceable code cartridge in the lock.
Access is through a keylocked front opening.

Central Display
Characteristics: None.

Resistance to Spoofing and
Tampering: None

Temperature: In armaton not available.
Humidity: Informaton not available.
Other Environmental

Characteristics: Informaton not available.
Interface: Output relay capacity: 24V ac, SA.

PHYSICAL DATA

Size: Reader: Approximately,4x5x3:n (10x12.5x7.6cm), dependino on housing.
Weight: Informaton not available.
Power (Primary / Secondary): None required.
Emplaccment: Surface mount or flush mount.

SUPPLY / LOGISTICS DATA

Dxumentation and Training: Information not available.
Parts and Repairs: Informaton not availaole.
Reliability: MTBF not available.
Maintainability: MTTR not available.
Waqanty Information: Information not available.
Governmert or Professional

Standarts: Informaticn mt available.
Lead Time: Informator, not available.

DATE CATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
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COST DATA

Unit Acquisition Cost: Information not available.
Unitinstallation Cost: Information not available.
Training Cost: Information not available
Maintenance Cost: information not availab e.
Operation Cost: Information not available.

NOTES

, Cards are laminated polyvinyl chlonde, may be pnnted and can have I.D. photos mounted.

INSTALLATIONS

lil-2.a 8-2
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MAGNETIC CARD LOCKS

Manufacturer Kee Company
P.O. Box 1063
Canoga Park, CA 19304
(213)341-7788

Model WDF, AG, WP, CL

_' v Evaluation Guide Procedure No. Ill 2.A NRC Identificaton No.Re

NARRATIVE DESCRIPTION

The Kee card lock consists of a magnetic card access reader for self-contained use at a sr ' . u., . The code for
each lock is determined by inserting a cartndge in the lock.

PERFORMANCE DATA

Random Reading Error: Informaton not available.
Processing Time: Informaton not available.
Identifiestion Mechanism: Encoded magnetic card is matched against a code cartndge.
Enrollment Capacity: Common code.
Terminal / Reader Capacity: Self-contained reader for use at a single door.
TerminaliReader

Characteristics: The code for each lock is determined by a replaceable code cartndge. Three time
zones available by using switch.

Central Display
Characteristics: None.

Resistance to Sp< f:.g and
Tampering: None.

Temperaturt Informaton not available.
Humidity: !nformatoa not available.
Other EnWronmental

Characteristics: Information not available.
Interface: Informat,on not available.

PHYSICAL DATA

Size: Reader: Approximately 4x4x5:n (10x10x12.Scm), dependng on housing.
Weight: Informaton not available.
Power (Prirnary/ Secondary): WDF: 16V ac; AG: 16 to 24V ac or dc: WP and CL: 8 to 12V ac or 3 to 6V dc;

rechargeable battTy and power supply available.
Emplacement: Wall or door flush-mount; glass door mount; weather-resistant post mount,

weather-resistant chain link fence mount.

SUPPLY / LOGISTICS DATA

Documentation and Training: Informaton not availabb.
Parts and Repairs: Information not available.
Reliability; MTBF not available.
Maintainability: MTTR not available.
Warranty information: One year guarantee on electnc components and housings; readers guaranteed

for lifetime of ' , stem.
Government or Professional

Standards: Informaton not available.
Lead Time: Informaton not available.

DATE CATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
31 December 1976 Ill 2 a 9 1
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COST DATA

Unit Acquisition Cost Information not avadable.
Unitinstallation Cost information not available.
Training Cost Infw don not availab:e.
Maintenance Cost Inf. < p <m not available.
Operation Cost Info. . not available.,.

NOTES

Kee Cards: Impregnated paper 'a clear plastic jacket or laminated in vinyt plastic; plastic cards may be embos-
sed, printed, equire 4 with apparel clip and can have i D. photos mounted.

INSTALLATIONS

lil-2.a 9-2
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MAGNETIC CARD LOCKS

Manufacturer Rusco Electronic Systems
P.O. Box 5005
Glendale, CA 91201

(800)423-2557

Model R-10

Refe ence Evaluaton Gude Procedure No. til-2.A NRC Identificaton No.

NARRATIVE DESCRIPTION

The R-10 card lock consists of a magnette card access reader for self-contained use at a single door. The code
for each lock is determined by inserting a code circuit board in the lock.

PERFORMANCE DATA

Randorn Reading Error- Information not available.
Processing Time: Information not available.
Identification Mechanism: Encoded magnetic card is matched against a code matrix card.
Enrollment Capacity: Common code.
Terminal / Reader Capacity: Self-contained reader for use at a single door.
Terminal / Reader

Characleristics: The code for each lock is determined by a replaceable code circuit board which it,
inserted in the lock.

Central Display
Characteristics: None.

Resistance tc Spoofing and
Tampering: None.

Temperature: 32 to 125F (0 to 52C); 10 to 125F (- 10 to + 52C) for readers with
weather-resistant housings.

Humidity: 0 to 90 percent, non-condensing.
Other Environmental

Characteristics: Information not available.
Interface: Output relay capacity,115V ac or 28V de,5A.

PHYSICAL DATA

Size: Reader: Approximataly 4x3x5in (10x7.6x12.5cm), depending on housing.
Weight: Informcfon not available.
Power (Primary / Secondary): None required; backup power for use with electric latches / strikes available.
Emplacement: Weather-resistant post mount; flush mount; surface mount; front access flush

mount; chain link fence mount.

SUPPLY / LOGISTICS DATA

Documentation and Training: Informaton not available.
Parts and Repairs: Information not available.
Reliability- MTBF not available.
Maintainability- MTTR not available.
WarrantyInformation: Informaton not available.
Government or Professional

Standards: Information ret available.
Lead Time: Informaton not available.

DATE CATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
31 December 1976 Ill 2 a 10 1
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COST DATA

Unit Acquisition Cost: Informaton not available.
Unit installation Cost: Information not available.
Training Cost: Informaton not available.
Maintenance Cost: Information not available.
Operation Cost: Information not available.

NOTES

Magnetic cards are sealed in lantnated polyvinyl chlonde. Card size is 2.125x3.375in (5.4x8.6cm). Cards may
be printed embossed cr slotted, and can have I.D. photos mounted.

INSTALLATIONS

lil-2.a.10-2
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MAGNETIC CARD LOCKS

Manufacturer Rusco Electronic Systems
P O. Box 5005
Glendale, CA 91201

(800)423-2557

Model R-15 and R-15'R
_._

Reference Evaluation Guide Procedure No. lil-2 A NRC Ident,fcation No.

NARRATIVE DESCRIPTION

The R-15 card lock consists of a magnetic card access reader for self-contained use at a single door. The code
for each lock is determined by inserting a code circuit board in the lock. Two time zones are available which
may be se' manually by activating a switch in the lock or may be controlled by the use of an external timer.
The R-15 R Card Lock contains an anti-passback feature. When a property coded card is inserted in an en-
try reader, entraace is permnted and the card is automatically recoded to allow operation onh/ with an exit
reader. The R-15/R contains an ovenide switch to inhibit the anti-passback feature. Two R-15, R readers are
required, one for entry and one for exit.

PERF ORMANCE DATA

Random Reading Error. Information not available.
Processing Time: Information not available.
Identification Mechanism: Encoded magnetic card is matched against a code matrix card.
Enrollment Capacity: Common code.
Terminal / Reader Capacity: Self-contained reader for use at a single door.
Terminal! Reader

Characteristics: The code for each lock is determined by a replaceable code circuit board which is
inserted in the lock. Reader is all sohd state. Two time zones can be selected by
setting a switch in the lock.

Central Display
Characteristics: None.

Resistance to Spoofing and
Tampering: R-15, none; R 15 R. has anti-passback feature. Neither is resistant to tampering.

Temperature: 10 to 125F (- 10 to + 52C).
Humidity: 0 to 90 percent, non-condensing.
Other Environmental

Characteristics: Information not available.
Interface: Output solid state switch capacity: 115V ac maximum,3A maximum for R-15;

12V ac,3A rnaximum for R-15/R.

PHYSICAL DATA

Size: Reader: Approximately 4x3x5:n (10x7.6x12.5cm), depending on housing.
Weight: Information not available.
Power (Primary / Secondary): 12V ac,50,60Hz,0.2A; optional backup power available.
Emplacement: Weather-resistant post ri sunt; flush mount, surface mount, front access flush

mount, chain link mount.

DATE CATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
31 December 1976 Ill 2 a 11 1
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SUPPLY!LCG?STICS DATA

Documentation and Training: Informaton not available.
Parts and Repairs: Informaten not available.
Reliability: MTBF not available.
Maintainability: MTTR not av .;able.
WarrantyInfarmation: Informaton not available.
Government or Profess!onal

Standards: Information not available.
Lead Time: Inrormation not available.

COST DATA

Unit Acquisition Cost: Informaton not available.
UnitInstallation Cost: Informat:on not available.
Training Cost: Information not available.
Main,enance Cost: Informaton not available.
Opu ation Cost: Informaton not available.

NOTES

Magnetic cards are sealed in laminate.d potyvinyl chlonde. Card size is 2.125x3.375in (5.4x8.6cm). Cards may
be ponted, embossed, equipped with appare! clip, and can have I.D. photos mounted.

INSTALLATIONS

Ill-Za.11 -2
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MAGNETIC CARD LOCKS

Manufacturer Rusco Electronic Systems'

_ P O Bow 5005
Glendale, CA 91201

(800)423-2557 . _ .
.-

Model RS-20 'A

Reference Evaluation Guide Procedure No. til-2. A NRC Identification No. 'fe

n

N ARRADVE DESCRIPDON *
i

The RS-20 card loch consists of a magnetic card access reader for self-conta, ied use at a sing'c door. The code
for each lock is determined by inserting a coded circuit board in the lock. Encoding systern for the RS-20 is more

-

secure than for the RS-10 or RS-15 Senes readers. Three time zones are ava lable which may be set manually
by activating a switch in the lock or may be controlled by the use of an external timer.

PERFORMANCE DATA

Random Reading Error: Informaton not available.
Processing Time: Informaton not available.
Identification Mechanism: Encoded magnetic und is matched against a code matrix card.
Enrollment Capacity: Common code.
Terminal / Reader Capacity: Self-containea reader for use at a sing |e door.,

-

TerminaliReader
Characteristics: The code for each lock is uetermined by a rep!aceable code circuit board which is

-

inserted in the lock. Reader is all solid state. Three time zones can be selected by
setting a switch in the lock.

Central Dl: play
Characteristics: None.

Resistance to Spoofing and
Tampering: None.

Temperature: 10 to 125F (- 10 to + 52C).
; Humidif : 0 to 90 percent, non-condensing.f

Other Environmental
- Characteristics: Informaton not available.

Interface: Contact Closuce.115V ac or 28V d; maximum,3 A, maximum.

-

PHYSICAL DATA

Size: Reader: Approxiniately 4x3x5 n (10x7.6x12.5 cmp, depending on housing.
Weight: Informat on not available.i

Power (Primary / Secondary): 12V ac,60Hz; 0.5A, maximum; optonal backup power available.m

Emplacement: Weather-resistant post mount, flush mount, surface mount, front access flush
mount, chain link fence mount.

-
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SUPPLY / LOGISTICS DATA

Documentation and Training: Informaton not available.
Parts and Repairs: Infc:maten not available.
Rellability: MTBF not available.
Ma!r:tainab!!!!y: MTTR not available.
Warranty information: Information not available.
Gcvernment or Professional

Standards: Informaton not available.
Lead Tir..e: Information not available.

COST DATA

Unit Acquisitior Cost: Information not available.
UnitInstaliation Cost: Information not available.
Training Cost: Informaton not available.
Maintenance Gst: Information not available.
Operation Cost: Informaton not available.

NOTES

Magnetic cards a e sealed in laminated polyvinyl chionde. Card size is 2.125x3.375in (5 4x8.6cm). Cards may
be pnnted, embossed, equipped with apparel clip, and have I.D. photos mounted.

INSTALLATIONS

\
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MAGNETIC CARD LOCKS

Manufacturer A.P D Secunty Systems
24700 Crestview Court
Farmington, MI 48024
(313)477-2703

Model ASL 100

Reference Evaluaton Guide Procedure No.111-2 A NRC Ident.ficaton No.

NARR ATIVE DESCRIPTION

The ASL-100 card lock is a non-powered, magnetic card aaess reader for self-contained uso at a single docr.
The code for each reader is determined by a matnx card which is inserted in the rear of the lock. When a
proputy encoded magnetic matnx card is inser'ed in the reader, magnetic pins aro repelled allowing the
card to activate an output switch, thus releasing a door stnke, gate or other barner

PERFORM ANCE D ATA

Random Reading Error. Informaton not available.
Processing Time: Informat.on not available.
Identification Mechanism: Encoded magnetic card read and code rna',ned against number 'n matrix card
Enrollment Capacity: Common code.
TerminaliReader Capacity: Se|f-contained reader for use at a s agte door.
Terminal' Reader

Characteristics: The code for each reader is deterrn 'ed by a matnx card inserted in the back of
the lock; time Zones may be select ' J by inserting different matrix cards.

Central Display
Characteristics: No central displays; pnnter ,ptonal

Resistance to Spoofing and
Tampering: None.

Temperature: Weather-resistant enclosure wn AoJ100,WR option - 40 to + 140F (-40 to
60C)

Humidity: Informaton not available.
Other Environmental

Characteristics: Cold weather enclosure including heater and thermostat with ASU100 CWO
opton.

Interface: SPST switch, enclosure UL-listed.115V ac at 15A.

PHYSICAL DATA

Size: Card lock only. 3 5x1.0x5en (9x2 5x12.Scm), Card lock with weather-resistant
enclosure. 7x 6x 12in (17.8x 15.2x30cm); Card lock with fiush-mount enclosure
5 5x5 54nx adjustable (14x14cm x adj ).

Weight: Informaton not available.
Power (Primary / Secondary): No power required for normal operaton; with heater,24V ac,2A; no backup

needed.
Emplacement: Flush-mount opton; ASU100, FM for walls; stand or post mount with other

options.

DATE CATAl.OG VOLUVE SECTION CATEGORY OATA SHEET PAGE
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SUPPLY / LOGISTICS DATA

Documentation and Training: Information not available.
Parts and Repairs: Information not availabie
Reliability: MTBF not available.
Ma!ntainability: MTTR not available.
Warranty Information: 90 day warranty on parts and labor.
Governrnent or Professional

Standards: Enclosure UL-listed.
Lead Time: Informatio.' not evailable.

COST DATA

Unit Acquisillan Cost; ASL 100, $215.; ASU100.FM, $40.; ASU:00WR, $50.; ASU100 CWO, $50
Unit Installation Cost: Ir'formaton not available.
Training Cost. Information not available.
Maintenance Cost: Information not available.
Operation Cost: Informaton not available.

NOTES

Pnnter option available using APD Pnnter.
Magnetic C ?rd (Magnicard) is embedded with a rubber-bonded banum ferrite compostte matenal which gener-
ates a strong magnetic field with a high-resistance to de-magnetization. Cards are factory-encoded. Card size
2.125x3 375x0 035 or 0.060in (5 4x8 6x0 09 or 0.15cm). Cards may be slotted, stamped, pnnted and can have
i D. photos mounted.

INSTALL ATIONS

111-2 a 2-2
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MAGNETIC CARD LOCKS

Manufacturer A.P.D. Secunty Systems
24700 Crestview Court
Farmington, Mi 8024
(313)477-2703

Model BSL-1000

Reference Evaluaton Guide Procedure No Ill-2. A NRC ldentitcation No.

N ARR ATIVE DESCRIPTION

The DSL-1000 card lock is a magnetic card access reader for self-contained use at a single door. The code for
each reader is determined by 15 code switches which are mounted on the card lock; when a property encoded
magnetic card is inserted in the reader, a card-in switch is activated and the magnetic code is read. If the code
switch corresponds to the Magnicard, an output will be g 3nerated for approximately 3 seconds to actwate a door
stoke or movab!e safe arm. No ann-passback options are available. Utahzes a common code aua.ber.

PERFORVANCE DATA

Random Reading Error- Informaton not available.
Processing Time: Informaton not available.
Identification Mechanism: Encoded magnetic card read, and code matched against pre-selected number.
Enrollment Capacity: Common code.
Terminal / Reader Capacity: Self-contained reader for use at a single door.
Terminal | Reader

Characteristics: The code for each reader is determined by 15 miniature code switches;
two-pered time zone operation capabihty with BSL-TZ option.

Central Display
Characteristics: No central dispby; pnnter optonal.

Resistance to Spooling and
Tamperin0: None.

Temperature: Weather-resistant enclosure with BSU1000/WR option; O to + 125F (- 15 to
+ 52C).

Humidity: Informaton not availt.ble.
Other Environmental

Characteristics: Cold weather enclosure inc!u6ng heater and thermostat with BSU1000 CWO.
Interface: Up to 48V ac,2A. sohd state Darhngton transistor output.

PHYSICAL DATA

Size: Card lock with flush-mount enclosure: 5.5x5. Sin x adj (14x14cm x adj.) Card lock
for surface mounting: 3.5x5 5x6in (14x14x15cm); Card lock with
weather-resistant enclosure: 7x6x12in (17.5x15x30cm).

Weight: Information not available.
Power (Primary! Secondary): Card lock only: 24V ac 10VA; with heater, add tional 24V ac,2A.
Emplacement: Stand, oost or wall-mounted; BSU1000, FM flush-mount option

DATE CATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
31 December 1976 lil 2 a 3 1
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SUPPLY! LOGISTICS DATA

Documentation and Training: |nformaton not available.
Parts and Repairs: Information not available.
Rellability: MTBF not available.
Maintainability: MTTR not available.
Warranty Information: 90 day warranty on parts and labor.
Government or Professional

Standards: Informaton nct ava.lable.
Lead Time. Informaton not available

COST DATA

Unit Acquisition Cost: BSU1000,5255, BSU1000.FM opton. 540: BSU1000/WR opton,550
BSU1000'CWO, 550, BSU1000/72. 5100,

Unit Installation Cost: Informaton not available.
Training Cost: Informaton not available
Maintenance Cost: Informaton not available.
Operation Cost: Informaton not available.

NOTES

Pnnter opton available using A.P D. Pnnter.

Magnetic card (Magnicard) is embedded with a rubber-bonded bar:um fernte composite matenal which gener-
ates a strong magnetic field with a high-resistance to de-magnetization Cards are factory encoded. Card size
2.125x3 375x0 035in or 60in (5 4x8 6x0.09 or 0.15cm). Cards may be slotted, stamped and pnnted and can
have 1.D. photos rr.ounted.

INSTALLATIONS

111-2 a.3-2
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MAGNETIC CARD LOCKS

Manufacturer Card Key Systems Secura Key Card Lock Co , Inc.
20339 Nordhoff St. 6319 Desoto Ave. P.O. Box 550
Chatsworth, CA 91311 Woodland Hills, CA 91364 163 W. Third St.

(213)882-8111 (213)883-6221 Prattville, AL 36067

(205)365-9787

Model CSL and SSL Senes SK-01 and SK-03 CSL

Reference Evaluaton Guide Procedure No. til-2.A NRC Identificaton No.

NARRATIVE DESCRIPTION

The CSL and SSL Senes card lock consists of a magnetic card access reader for self-contained use at a single
door. The code for each door is determined by a lock cartrdge which also operates as the card reader. Insert on
of a card with the proper coding causes magnetically activated internal tumbler elements to close a singfe-pole,
s,ngle-throw switch, thus operating the electnc stnke or other controlled element. Changing of the code requires
changing the lock cartndge. A common code ;3 used with all cards. The SSL Senes has more magnetic tumblers
and a heavier duty controlled switch.

PERFORMANCE DATA

Random Reading Error: :aformaton not available.
Processing Time: Informaton not available.
Identification Mechanism: Encoded magnetic code is matched against lock cartrdge.
Enrollment Capacity: Common code.
Terminal / Reader Capacity: Self-contained reader for use at a single door.
Terminal | Reader

Characteristics: The code for each reader is determined by a lock cartridge which is an integral
component of the card lock.

Central Display
Characteristics: None.

Resistance to Sp ofing and
Tampedng: None.

Temperature: Secura Key: up to 180F (82C);informaton not available for other manuf acturers.
Humidity: Secura Key: up to 95 percent; informaton not availab.e for other manufacturers.
Other Environmental

Characteristics: Weatherproof mount available for Card Key.
Interface: Normally open or normally closed switch logic; 250V ac or 28V dc 5A switching

capacity.

PHYSICAL DATA

Size: Card lock unit onty: 3 75x3.125x1.625in (8.57x7.94x4.13cm).
Weight: Card lock unit only: 10oz (0 26kg).
Power (Primary / Secondary): No power required for normal operaten.
Emplacement: Flush-mount housing for walls; glass door mount housing; weatherproof mounts

for walls, posts and chain link fences.

DATE CATALO'I VOLUME SECTION CATEGORY DATA SHEET PAGE
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SUPPLYiLOGISTICS DATA

Documentation and Training: Informaton not ava,lable.

Parts and Repairs: Informaton not available.
Reliability: MTBF not available.
Maintainability- MTTR not available.
Warranty Information: Information not available
Government or Pro'+ssional

Standards: Information not available.
Lead Time: Informaton not available.

COST DATA

Unit Acquisition Cost: Card Key Cost. $1.20 to $ 1.90, depending on options; Secura Key Cost: Card
Lock only, SK-01/SK03, $65, programmable opton, $80, cartndges. $4 50 to
$5 00, card cost, S 50 to $1.15, depending on optons; Card Lock Co. Inc , no
information available.

UnitInstallation Cost: Informaton not available.
Training Cost: Info mation not available.
Maintenance Cost: Informaton not available
Gperation Cost: Informaton not available.

AOTES

Magentic Cards are sealed in laminated polyvinyl chlonde. Card size is 2.125x3.375x 040in (5.4x8 6x0.1cm).
Cards may be slotted, stamped, ponted and can have i D. photos mounted.

INSTALLATIONS

s
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CAPACITIVE CARD LOCKS

There are three basic methods by which the identit" of an
individual may be established:

4 Something known by the individual,
9 Something possessed by the individual, or

6 Some characteristic of the individual.

Capacitive card locks rely on something possessed by the individual,
specifically a card capacitively coded with a common code. The
cards have embedded in them a piece of metal foil, sections of which
are removed when the card is coded. The presence or absence of
the foil changes the capacitance of diffteent areas of the card.
The capacitance changes are determined by the reader in the
terminal.

A comon billfold-size card or pass badge is 21/8 by 3 3/8 inches.
Cards are constructed of three or more separately bonded layers
or laminations. The outer layers are usually clear. The inner-
most layer or layers contain the data fer access control and
identification. The n.aterici used to bond the different layers
together is a clear vinyl or polyester film coated with an adhe-
sive. In addition to the infomation needed for access control,
a seal, logo, photo o special design, included to make tampering
more difficult, may be printed on the laminating film, placed on
the inner layer before it is laminated, or heat impregnated or
entossed onto the finished card. To color code a card, the lam-
inating plastic or the background of photos may be colored or
colored photographic mounting paper may be inserted with one of

the laminations. Capacitive card readers may contain replaceable
code readei cartridges into which the cards are inserted. In
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order to change the code for the lock, the cartridge is replaced.
The card readers include a relay or switch which is opened or
closed to energize or de-energize an electric latch or strike when
a properly coded card is used.

In general, all capactively coded cards can be duplicated.
Sone cards are more resistant than others, but none are cJuntt.'-
feit proof. Another limitation is that lost or stolen cards can
be used for access, and cards can be transferred among individuals
acting in collusion. Periodic code changes can reduce the possi-
bility that a forged, lost or stolen card will allow an intruder
to gain access. However, in most cases, a lock code change also

'

means a card change, wnich can be difficult to implement for a
large number of card holders. Some locks allow the use of time

zones either through the use of an external timer, wh:ch changes
slightly the code circuitry of the card reader, or by actually
changing the code reader cartridge. This allows a common code for

each time zone. Time zones permit individuals to gain access only
during specified time periods and to be rejected at all other
times. The use of time zones can make it slightly more difficult
for the individual who has a forged, stolen or lost card to gain (
access since the valid entry time must be guessed.

-

J
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CMACITIVE CARD LOCKS

Manufacturer Sentracon Corp.
80 Wilson Way
Westwood, MA 02090

(617)449-0800

Mode [ 110 Senes

Reference Evaluation Guide Procedure No Ill-2.A NRC Identification No.

NARRATIVE DESCRIPTION

The 110 Senes card lock consists of a capacitive coded card reader for self-contained use at a single door. The
code for each lock is determined by inserting a code circuit board in the lock. Access to the code change board is
through the front panel which is keytocked and which can have an optional tamper switch. Ins ertng proper card
provides output voltage to operate a locking device.

'

PERFORM ANCE DATA

P.ndom Rtading Error Information not available.
Processing T'me: Information not available.
Identification Mechanism: Encoded capacitive card is matched against a stored code on a code circuit

board.
Enrollment Capacity: Informaton not available.
Terminal / Reader C:pacity: Self-contained reader for use at a sing'e door.
Terminal / Reader

Characteristics: The code for each lock is determined by a replaceable code circuit board which is
inserted io the lock through the front panel. The front panel is keylocked and can
be equipped with an optonal tamper switch.

Central Display
Characteristics: None.

Resistance to Spoofing and
Tampering: No resistance to spoofing; cpt onal tamper switch on front panel access.

Temperature: 32 te 120F (0 to 50C).
Humidity: Information not available.
Other .nvironmental

Ch racteristics: Weather esistant housing available.
Interuce: Output oower ha|f-wave rectified,45V peak.

PHYSICAL DATA

Size: In%nor Housing. 8'2x6%x5in (21.5x16.5x12.5cm); Extenor Housing:
1 r ex5%:'13%in (31x15 5x35cm).

Weight: hformation not available.
Power (Primary / Set,ondary;: .15V ac,60Hz; transformer supplied 36V ac.
Emplacement: Semi-ilush, surface or pedestal-mounted.

.
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SUPPLY / LOGISTICS DATA

Documentation and Training: Informaton nc t available.
Parts an2 Repairs: Information not available.
Reliability: MTBF not available.
Meintainability: MTTR not available.
WarrantyInformation: One year guarantee.
Government or Professional

Standards: Informaton r ut available.
Lead Time: Informaton not available.

COST DATA

Unit Acquisition Cost Cards: $2.00: Card lock: $240. to $370., depending on housing
Unitinstallation Cost: Information not available.
Training Cost: Information not available.
Maintenance Cost: Informaton not available.
Operation Cost: Informaton not available.

NOTES

Cards are constructed of heat-fused resilient plastic, and contain embedded metal strips whch act like
capacitors. Cards may be pnnted, equipped with apparel clips and can have i D. photos mounted.

INSTALLATIONS
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CAPACITIVE CARD LOCKS

Manufacturer Avant, Inc. Sentracon Corp.
l ewis St. 80 Wason Way
Lincoln, M A 01773 Westwood, MA 02090

(61/)259 4200 (617)449-0800

Model Access Control System 810

Reference Evaluation Guide Procedure No. |||-2 A NRC Ident.iicatcn No.

N ARRATIVE DESCRIPTION

The Avant and Sentracon card locks consist of a capacitive coded card reader for self-contained use at a single
door. The code for each lock is determined by setting four switcSe s in the lock; up to 14 different codes are
avadable. Access to the code change switches is through the front panel which is keylocked and which can have
an optional tamper switch. Insertint, , aper card provides output voltages to operate a locking device inserting a
wrong card provides an alarm.

PERFORMANCE DATA

Random Reading Error: Informaton not avadable.
Processing iime: information not available.
Identification Mechanism: Encoded capacitive card is matched against a stored code.
Enrollment Capacity: Common code.
Terminal | Reader Capacity: Se!f-contained reader for use at a sing!e door.
Terminal, Reader

Characteristics: The code for each lock is determined by sotting four switches in the lock: up to 14
diff ere~ codes are avadab's. Access to the code change switches is through the
front panel which is keylocked and which can have an optional tamper switen

Central Display
Characteristics: None.

Resistance to Spoofing and
Tampering: No resistance to spoof.s.g' optional tamper switch on front panel access.,

Temperature: 32 to 120F (0 to 50C).
Humidity: Information not avadable.
Othsr Environmental

Characteristics: Weather resistant housing avadable.
Interface- Output power:24V ac or dc.

PHYSICAL DATA

Size: 13%x6CexShin (35x 15.5x17cm) approximately, depending on housing.
Weight: Information not avadable.
Power (Primary Secoadary): 115V ac,60Hz; transformer supplied. 24V ac. Optonal rechargeable battery and

charger.
Emplacement: Semi-f!ush, surface and pedestal mount.
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SUPPLY / LOGISTICS Da, A

Documentation and Training: Informaton not available.
Parts and Repairs: Informaton not available.
Reliability: MTBF not availab'e
Maintainability: MTTR not available
Warranty Information: One year guarantee.
Government or Professional

Standards: Information not availsale.
Lead Time: Informaton not ava';able.

COST DATA

Un t Acquisition Cost: Cards: $2.00, Card lock: $395. to $510.
Uni,' Installation Cost: Informaton not available.
Trairing Cost: Informaton not available.
Malmenance Cost Informaton not available.

|Opera; ion Cost: Informaton not available-

NOTES
Cards are constructed of heat-fused resilient plast <: and contain embedded metal stnps which are like
capaciton. Cards may be ponted, equipped with apparel clips and can have i D. photos mounted.

INSTALLATIONS
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EMBOSSED CARD LOCKS

There are three basic methods by which the identity of an
individual may be established:

0 Something known by the individual,
8 Something possessed by the individual, or
8 Some characteristic of the individual.

Embossed card locks rely on something possessed by the individual,
specifically an embossed card coded with a common code. These

cards are widely used, especially as credit cards and as pase
badges. They usually contain such information as name, address,
identification number, and validation or expiration data in raised
letters, and they also have a space for a signature. These cards
are of low security as they offer almost no protection against
misuse. A common billfold-size card or pass badge is 21/8 by 3 3/8
inches. In addition to the information needed for access control,
a seal, logo, photo or special design alsc may be ir.luded to
make tampering more difficult. To color code a card, the plastic
or the background of photos may be colored. The card reader: in-
clude a relay or switch which is opened or closed to energize or
de-energize an electric latch or strike when a rroperly coded card
is used.

In general, all embossed coded cards can be duplicated. An-
other limitation is that lost or stolen cards car, be used for

access, and cards can be transferred among individcals acting in
collusion. Periodic code changes can reduce the possibility that
a forged, lost or stolen card will allow an intruder to gain access.
However, in most cases, a lock code change also means a card change,
which can be difficult to implement for a large number of card
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holders. Some locks allow the use of time zones by changing the code
reader cartridge. This allows a comon code for each time zone.
Time zones permit individuals to gain access only during specified
time periods and to be rejected a t all other times. The use of
time zones can make it slightly more difficult for the individual
who has a forged, stolen or lost card to gain access since the
valia entry time must be guessed.
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EMBOSSED CARD LOCKS

Manufacturer Robot industnes, Inc.
7041 Orchard St.
Dearborn, MI 48216

(313)846-2623
_

Model KK-Senes

Reference Evaluat:on Guide Procedure No.111-2 A NRC Identification No.

N ARRATIVE DESCRIPTION

The Robot card lock consists of an embossed card reader for se|f-contained use at a single door.

PERFORMANCE DATA

Random Reading Error: Informaton not available.
Processing Time: Informaton not availtele.
Identification Mechanism: Embossed code matched against position sensors in reader.
Enrollment Capacity: Common code
Terminal | Reader Capacity: Self-contmned reader for use at a single door.
TerminaliReader

Characteristics: The commor' : ode for each lock is changed in the lock assembly tnrough access
of a keylocked door.

Cen*Jal Display

Characteristics: Noni
Res.Jwe to Sponfing and

Tampering None.
Temperature: Informaton not available.
Humidity: Informaton not available.
Other Environmental

Characteristics: Weather-resistant housing available.
Interface: Informaton not available.

PHYSICAL DATA

Size: Informaticn not available.
Weight: Information not avadable.
Power (Primary / Secondary): 110V ac.
Emplacement: Flush mount, weather-resistant post mount.

SUPPLY / LOGISTICS DATA

Documentation and Training: Informaton not ava c 4e.
Parts and Repairs: Informaton not availat e.
Reliability: MTBF not availablo.
Maintainatellity: MTTR not available.
Warranty Information: Information not avariable.
Government or Professional

Standards: Ir;formaton not available.
Lead Time: Information not available.
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COST DATA

Unit Acquisition Cost Information not available.
UnitInstallation Cost Informator. not available.
Training Cest Informaton not available.
Maintenance Cost Infonnation not available.
Operation Cost information not available.

NOTEE

Embossed cards are white, laminated plastic card stock, size 2Psx3%x0 024r (5.4x8 6x0.06cm).

INSTALLATIONS

_
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RADIO FREQUENCY CARD LOCKS

There are three basic methods by which the identity of an
individual may be established:

0 Something known by the individual,
6 Something possessed by the individual, or

8 Some characteristic of the individual.

RF interrogation / response card locks rely on something possessed
by the individual, specifically a card containing tuned circuits
coded with a common code. When the card is brought within 6 in

- (15 cm) of a transmitter-receiver sensor which sweeps through a
specif'ied frequency range, the frequencies radiated by each of
the tuned circuits in the card are sensed by the receiver portion
of the sensor. The sensor is a flat disc with a radius of 5 in
(12.5 cm) and is mounted on a surface or wall. Because RF energy
is used in the card validation process, the card does not have to

be inserted 9 to a card reader. A common billfold-size card or
cass badge is 2 1/8 by 3 3/8 inches. Cards are constructed of
three or more separately bonded layers or laminations. The outer
layers are usually clear. The innermost layer or layers contain

the data for access control and identification. The material used
te bond the different layers together is a clear vinyl or poly-
ester film coated with an adhesive. In addition to the infomation
needed for access control, a seal, logo, photo or special design,
included to make tampering more difficult, may be printed on the
laminating film, olaced on the inner layer before it is laminated,
or heat impregnated or embossed onto the finished card. To color
code a card, the laminating plastic or the background of photos
may be colored, or colored photographic mounting paper may be in-
serted with one of the laminations. RF interrogat son / response card
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control units contain replaceable oscillater crystals. In order to
change the code for the lock, a crystal is replaced. The card-
reading units include a relay or switch which is opened or closed to
energize or de-energize an electric latch or strike when a properly
coded card is used.

In general, all RF interrogation / response coded cards can be
duplicated. Some cards are more resistant than others, but none
are counterfeit proof. Another limitation is that the card may
be lost or stolen and used by an intruder for access. Periodic
code changes can reduce the possiblity that a forged, lost or
stolen card will allow an intruder to gain access. However,
usually a lock code change also means a card change, which can be
difficult to implement for a large number of card holders.
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RADIO FREQUENCY CARD LCCKS

Manufacturer Schlage E!ectronics
1135 Kem Ave.
Sunnyvale, CA 94086
(408) 736-8430

Model 114

Reference Evaluaton Guide Procedure No.111-2 A rgRC Identificaton No.

NARRATIVE DESCRIPTION

The Schlage card lock con ists cf cards containing tuned circuits, a transmitter: receiver and a control unit. The
transmitter / receiver transm is a signal that sweeps over the range of 4 to 32MHz. The receiver senses when the
transmitted frequencies and the frequencies of the tuned circuits in the cards match. When a match occurs, entry
is allowad. The code for each lock S a 6 digit code and is determined by the tuned circuits and by replaceable
tuned circuit modules in tha control unit. The card must be with.n 7 inches (17.8cm) of the tiar. e 1stter/ receiver for
proper operation. Three levels of access are allowed by changing the modules in the cc>,tmi .iit.

PERFORMANCE DATA

Random Reading Error. Informaton not available.
Processi1g Time: Informaton not available.
Identification Mechanism: The transmitter, receiver transmits a signal that sweeps over the range of 4 to

32MHz. The receiver senses when the transmitted frequencies and the
frequencies of the tuned circuits in the caro match. When a match occurs, entry is
allowed.

Enrollment Capacity: Common code.
Terminal, Reader Capacity: Self-contained reader for use at a single door.
Terminal / Reader

Characteristics: The transmitter / receiver is a flat, plastic disk with a built-in loop antenna. The card
must be held within 7 inches (17.8cm) of the transmdter/ receiver for proper
operaton. The ;ontrol unit contains electron.ic circuitry, power supplies,
programmed code modules, lock control and alarm relays.

Central Display
Characteristics: None.

Resistance to Spoofing and
Tampering: No resistance to spoofing; transmitter!,eceiver may be located within wall side

that is not accessible; the control unit has a tamper switch on the keylocked cover
plate.

Temperature: 0 to 140F (- 18 to + 60C).
Humidity: 0 to 95 percent.
Other Environmental

Characteristics: Radio Frequency,4 to 32 MHz: radiated power less than the FCC minimum;does
not require FCC license.

Interface: Lock control relay.
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PHYSICAL DATA

Size: Transmitter Receiver: 8.4:n (21cm) diameter,1.ain (0.32cm) thickness; fiberof ass
unit, 9x 12x lin (22.5x30x2.5cm); control unit: 10x6x2in t25x 1Sx10cm)

Weight: Information not available
Power (F.. mary / Secondary): Standard equipment includes transformer for 120V ac to 12V ac. SW; optio.1al

equipment is a standby power unit which replaces the transformer, and consists
of a rechargeable battery and charger; battery good for 8 hours or 100 lock
activations.

Emplacement: Transm.tter Receiver: Plaste disk may be rurf ace mounted or located within wall
or door, fiberglass unit is W3ather-resistant for surface-mounting, control unit is
surface-mounted.

SUPPLY / LOGISTICS DAT/,

Documentation and Training: Information not available.
Parts and Repalts: Information not available
Reliability: MTBF not available
Maintainabihty: MTTR not available
Warranty Information: Information not available.
Government or Professional

Standards: Informat on not available.
Lead Time: Information not available.

(,OST DATA

Unit Acquisition Cost: Information not availabfe.
Unit installation Cost: !nformat on not available.
Training Cost: Information not available
Maintenance Cost: Informaton not ava.lable.
Operation Cost: Information not available.

NOTES

Card is a polyvinyl chlonde laminated card with embedded tuned circuits: size is IBM standard
2 328x3.25x0 046in; cards may be ponted, equipped with apparel clip and can have | D. photos mounted.

INSTALLA TlONS
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CODED CIRCUITRY CARD LOCKS

There are thret basic methods by which the identity of an
individual may be established:

O Something known by the individual.
O Something rossessed by the individual, or
8 Some characteristics of the individual.

I

Coded circuitry card locks rely on something possessed by the individual,
specifically a card with a common code. The code on the card is deter-
mined by a printed circuit laminated within each card. Connectors on
one end of the card provide electrical contacts for the card reader.
The code for each lock is determined by a replaceable printed circuit

card in the associated control unit. A common billfold-size card or
pass badge is 21/8 by 3 3/8 inches. Cards are constructed of three
or more separately bonded layers or laminations. The outer layers
are usually clear. The innermost layer or layers contain the data for
access control and identification. The material used to bond the dif-
ferent layers together is a clear vinyl or polyester film coated with
an adhesive. in addition to the information needed for access control,
a seal, logo, photo or special design, included to make tampering more
difficult, may be printed on the laminating film, placed on the inner
layer before it is laminated, or heat impregnated or embossed onto the
finished card. To color code a card, the laminating plastic or the back-
ground of photos may be colored, or colored photographic mounting paper
may be inserted with one of the laminations. The card readers include
a relay or switch which is opened or closed to energize or de-energize
an electric latch or strike when a properly coded card is used.

In general, all coded circuitry cards can be duplicated. Some
cards tre more resistant than others, but none are counterfeit proof.

Another limitation is that lost or stolen cards can be used for access.
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Periodic code changes can reduce the possibility that a forged, lost
or stolen card will allow an intruder to gain access. liowever, usually
a lock code change also means a card change, which can be difficult to
implement for a large number of card holders.
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CODED CIRCulTRY CARD LOCKS

Manufacturer Eaun Corp. General Binding Corp.
Lock & Hardware Div. 1101 Skokie bevd.
P.O. Box 25288 Northbrook. IL 60062
Charlotte NC 28212 (312)272 3700

Model IdenteLock 1001 & 2001 :001 and 2001

Reference Evaluaton Guide Procedure No. Ill-2.A NRC Identificaton No.

NARRATIVE DESCRIPTION

The idento Lock consists of a ponted circuit card reader and a control unit for self-contained use at a single door.
The code on each card is determined by a pnnted circuit laminated in each card Connectors on one end of the
card provde electncal contacts for the card reader. The code for each lock is determined by a replaceablo
pnnted circuit card in the control unit The Model 1001 had 4 access levels and Model 2001 has 10 access levels
Access levels are programmed in the control unit. If an incorrect card is inserted in the reader, an alarm output is
provided

PERFORMANCE DATA

Random Reading Error: Information not availab:e.
Processing Time: Informaton not ava'lable.
Identification Mechanism: Binary coded pnnted circuit board in card has electncal readings made on

connector; the readings are compared with the programmed code.
Enro!! ment Capacity: Informaton not available.
Terminal / Reader Capacity: Self-contained reader for use at a single terminal
Terminal. Reader

Characteristics: Terminal consists of a card reader and a control unit. The reader consists of an
erectncal connector into whch the Card is inserted. The control unit contains a
orogrammed pnnted circuit board. Up to 4 access levels may be used with Model
1001 and up to 10 access levels with Model 2001.

Central Display
Characteristics: None.

Resistance to Spoofing and
Tampering: None

Temperature: Informaton not available.
Humidity: Informaton not available.
Other Environment

Characteristics: Info maton not available.
Interface: Output for latch is 6V ac,1 A, maximum; output for alarm is 10V de,200mA.

PHYSICAL DATA

Size: Reader: 2hx412x2in (7x 11.5x5cm): Model 1001, Control Unit: 5x3 x lin
(12.5x7 6x2.Scm); Model 2001 Control Unit: 6x8x2 bin (15x20x6.2cm).

Weight information not available.
Power (Primary $econdary): 6V de,1 A,6W; includes a compact transformer which plugs into a wall outlet.
Emplacement: Reader: Flush mount; Contrci Unit: Surf ace mount.
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SUPPLY / LOGISTICS DATA

Documentation and Training: Informaton not available.
Parts and Repairs: Informaton not available
Reliability: MTBF not available.
Maintainability: MTTR not available
Warranty Information: Informat on not avatlable.
Government er Professional

Standards: Informat.on not available.
Lead Time: Informaton not available

COST DATA

Unit Acquisition Cost: Cards, approximate, depending on design: $ 100. Model 1001, $260 00. Model
2001,5430 00, cost for General Binding not available.

Unit installation Cost: Informaton not available.
Training Cost: Informaton not available
Maintenance Cost: Inforrnation not available.
Operation Cost: Informaton not avadable.

NOTES

Cards are printed circuit stnps faminated in polyvinyl chlonde, ends of stops are exposed at end of card for
inserton into electrical connector. Cards are available in four configurations besides credit card Creoit card size
is standard 2125x3 375 n Cards may be pnnted and can have i D. photos mounted

INSTALLATIONS
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CODE COMBINATION AND CARD LOCKS

There are three basic methods by which the identity of an
individual may be established:

9 Something known by the individual,
O Something possessed by the individual, or

e Some characteristic of the individual.

Code combination and card locks rely on both something known by the
individual and something possessed by the individual, specifically
a numerical or alphanumerical code and a coded card. Typically, code
combination and card locks are intended for unattended, self-contained
use at a single door. A unique, personal code composed of four to six
characters, usually numbers, is provided to all authorized personnel.
Longer codes are more secure since they require a substantially larger
number of random attempts to guess the correct code than shorter codes;
however, longer codes are more difficult to memorize. The code com-
bination is compared within the lock to the code present on a coded

card. If the code combination corresponds with the card code, entry
(or exit) is permitted.

Code combination and card locks use digital, solid-state devices
and circuitry to register the code and to compare it with the code
read from the card. Keyboards are typically of the touch tone, push-
button type with 10 or 12 buttons; cards are typically magnetically
coded.

Some cards have the data encoded in a strip of magnetic tape,

which can be either attached to the outside surface of the card or
embedded within the card. The data is read by a magnetic pickup or
reader head as the card is being inserted into or withdrawn from the
rea de r. Another type of magnetically coded card contains an array of
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ferromagnetic spots that are polarized so that they can be read as the
presence or absence of data bits. The cards may be readily re-encoded
by reversing the polarity of any of the magnetic spots. A connon
billfold-size card or pass badge is 21/8 by 3 3/8 inches. Cards are
constructed of three or more separate 1; bonded layers or laminations.
The outer layers are usually clear; the innermost layer oc layers con-
tain the data for access control and identification. The material
used to bond the different layers together is a clear vinyl or poly-

ester film coated with an adhesive. In addition to the information
needed for access control, a seal, logo, photo or special design, in-

cluded to mc.ke tampering more difficult, may be printed on the laminat-
ing film, placed on the inner layer before it is laminated, or heat

impregnated or embossed onto the finished card. To color code a card,
the laminating plastic or the background of photos may be colored, or
colored photographic mounting paper may be inserted with one of the
laminations. The card readers include a relay cr switch which is

opened or closed to energize or de-energize an electric latch or
strike when a match between a code combination and a coded card

occurs.

In general, all magnetically coded cards can be duplicated.
Some cards are more resistant than others, but none are counterfeit

proof. Another limitation is that lost or stolen cards can be used
by an intruder for access. However, since a unique, personal code
combination must te used also, a possible intruder would need to
gain possession of the card and knowledge of the code combination.

(Some individuals have been known to write their code on the card.)
Collusion is still possible since both the code and card may be
transferred. Some locks allow the use of time zones either through

the use of an external timer, which changes the code circuitry of
the card reader, or by actually changing the code reader cartridge.
Time zones permit individuals to gain access only during specified

time periods and to be rejected at all other times. The use of
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time zones can make it slightly merc difficult for the individual
who has a forged, stolen or lost card and a code combination to gain
access, since the valid entry time must be guessed.
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CODE COMBINATION add CARD LOCK

Manufacturer A P D Secunty Sys ; ems
24700 Crestview court
Farmington, MI 48024
(313)477-2703

Model Selectronic, Lock 1220

Reference Evaluaton Guide Procedure No. Ill-3 A NRC Identificaton No.

N ARR ATiVE DESCRIPTION

The Selectronic/ Lock 1220 is both a 12-position keyboard combinaton lock and a magnetic card access reader
for self-contained use at a single door. The correct 3 digit code combin aton must be entered on the keyboard
and a properly encoded magnetic card must be inserted in the card lock for access. The code for each combina-
ton lock is determined by setting switches on the combination lock ponted circuit module and the code for the
card lock is determined by setting 15 code switches mounted on the card lock pr:nted circuit module Operaton
may be selected for either card lock only, combination lock on!y or both card and combinat:on lock. 500 three digit
combinatons are available (digits not repeated in sequence). Combinaton code is common and card code is
common for all users. When correct combination code and encoded card are used, an output will be generated
for approximatefy 3 seconds to activate 3 door strike or movable gate arm.

PERFORM ANCE DATA

Random Reading Error: Informaton not ava,lable

Processing Time: 'nformaton not available.
Identificat!on Mechanism: Three digit combination code and encoded magnetc card matched against

pre-selected numbers.
Enrollment Capacity: Common code.
TermiraliReader Capacity: Self-contained unit for use at a single door.
TerminaliReader

Characteristics: Both 3 digit combinat.on code and encoded magnetic card reader combined into
a single terminal; coocs set by switches on the circuit boards mounted in the
terminal, two perod time zone operaton capability for card lock only with
SU1220.T option.

Central Display
Characteristics: No central display, pnntar opton.

Resistance to Spo: Jing and
Tampering: None, if code is known; otherv.ise must guesd code number.

Temperaturo: Weather-resistant enclosure with SL BSU1220 WR option O to + 125F (- 18 to
+ 52C), cold weather enclosure including heater and thermostat with
SL'BSU1220 CWO option.

Humidity: Information not available.
Other Environmental

Chm *teristics: Information not available.
Interface: SA, Form "C" relay contact.

PHYSICAL DATA

Size: Flush mount wall enclosure,11x11:n x adj (2812Bcrn x adj ); Weather resi,dnt
enclosure,7xGx12in (17.8x15 2x30 Scm).

Weight Informaton not available.
Power (Primary / Secondary): 2 4V ac,20VA: with heater, additional 24V ac,2A.
Emplacement 5 tand, post or wall mount; SUBSU1220, FM flush mount opton.

DATE CATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
31 December 1976 til 3 a 1 1
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SUPPLY / LOGISTICS DATA

Documentation and Training: Informaton not available.
Parts and Repairs: Informaton not available.
Reliability: Information not available.
Malntainability: Information nct available.
Warranty Information: 90 days warranty on parts and labor.
Government or Professional

Standards: Informat.on not available.
Lead Time: Informaton not available.

COST DATA

UNf Acquisition Cost SL< BSU 1220,5550., SL'BSU1220/FM, $50.; SL'BSU 1220,WR,550.;
SL.BSU1220/CWO, $50.

Unit Installation Cost: Information not available.
Training Cost: Informaton not available.
Maintenance Cost Informaton not available.
Operation Cost: Information not available.

NOTES

Pnnter option available with A P.D. Pnnter.

Magnetic card (Magnicard) is embedded with a rubber-t.onded barium fernte composite mr terial which gener-
ates a strong magnetic field with a high-resistance to de-magnetization. Cards are factory-encoded. Card size
2.125x3,075x0.035 or 0.060in (5 4x8.6x0 09 or 0.15cm); cards may be slotted, stamped, ponted and can have
1 D. photos mounted.

INSTALLAT10NS

.
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CODE COMBINATION AND CARD LOCZ

Manufacturer Card Key Systems
20339 Nordhoff St.
Chatsworth, CA 91311

(213)882-8111
.-. _ _ . . _ - _ _ _ _ - . - . -- - - _ . . -__ .-- - -

Mode! Interrogator il

Reference Evaluation Guide Procedure No. Ill-1 A NRC Identification No.

NARR ATIVE DESCRIPTION

The Interrogator || is both a pushbutton combination lock and a magnet c card access reader for self-containedi

use at a single door. Interrogator || uses a common memorized four digit numercal code and a common card
code. Entry is conditional on use of both the correct card and correct keystroking of the code number. The four
digit numencal coas is determined by setting three thumbwt sei switches in the control unit. Access to the control
unit is through a keylock opening which is equipped with a tamper switch. The card lock is programmed by
means of a matrix card inserted into the secured side of the card lock with a unique f acihty code. The lock has
available up to 10,000 code combinations numbors of digits utilized in any sequence. Switches in the control
unit allow selection of card only, code combination only or both. Incorrect entnes cause the keyboard and
reader to be inhibited from 1 to 10 seconds (determined by switch in control unit). Correct entry causes the
activation of a relay output Activation of the relay is from 1 to 10 seconds (determined by switch in control
unit). The control unit can operate up to 500ft (153m) from the keyboard unit. May be used with SCD Senes.
In SCD System Senes, a three digit numercal code number is used instaad of the four digit fiumber.

PERFORMANCE DATA

Random Reading Error- Information not available.
Processing Time: Informaton not availab%.
Identification Mechanism: Four dig t combinaton code and encoded magnctic card matched a;ainst a

coded matrix card.
Enrollment Capacity: Common code.
Terminal / Reader Capacity: Self-contained unit for use at a sing!e door.
Terminal / Reader

Characteristics: Unit combines Interrogator I coded combination lock r nd a PSL Senes card lock:
control unit is located at a separate secure locaton.

Central Display
Characteristics: None when used as self-contained unit; uses SCD Senescontrol|er/ display when

cart of SCD System.
R.sistance to Spoofing h i

Tampering: Incorrect entries cause an error timer to inhibit keyboard from 1 to 10 secends;
adjustable in control unit; tamper switch on control unit.

Temperature: 32 to 131 F (0 to 55C) (- 30 to + 131F (-35 to 55C) for readers with
weather-resistant housing).

Humidity: 0 to 95 percent, non-condensing.
Other Environraental

Characteristics: Informaton not available.
Interface: Output relay capacity,28V de or 115V ac, SA; card reader for use with SCO

System Series; has edge connector for interf ace with cen;ral controller.

DATE CATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
31 December 1976 Ill 3 a 2 1
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PHYSICAL DATA

Size: Reader,5.30x7.80x4.75in (13.5x19 8x 12cm ); approximately, depending on
housing; Control Unit, 7.75x8.62x3in (19.7x21.9x7.6cm).

Weight Informatien not available.
Power (Primary / Secondary): 7.25V ac. 0.7A; rechargeable battery and charger located in control unit.
Emplacement Flush mount, surface mount and weather resistant surface mount housing for

terminals; surface mount for control units; control unit can operate up to 500ft
(153m) from terminal.

SUPPLYiLOGISTICS DATA

Documentation and Training: Information not available.
Parts and Repairs: Information not available.
Reliability: MTBF not available.
Maintainability: MTTR not available.
Warranty: Informaton not available.
Government or Professional

Standards: Information not available.
Lead Time: Informaton not available.

COST DATA

Unit Acquisition Cost Self-contarned terminal and Control Unit: $633. to $704., depending on housing;
Error Annunciator, $375.; Terminal and Control Unit for use with SCD System
Senes, $1,228. to $1,266. depending cn housin 1.

Unit Iristallation Cost: Information not available.
Training Cost Informaton not available.
Maintenance Cost Informaton not available.
Operation Cost Informaton not available.

NOTES

Error Annuncu. tor provides an alarm (audible and 'or visual) for one of the ?ollowing:

a. Allows a preset number of errors (up to 10 tries) to be made dunng code entry before signalling an alarm;
10-position thumbwheel used to select number of tnes;

b. Signals an alarm if door is neld open longer than a preset time (10 to 30 seconds); time set by poten-
tomater;

c. Signals an alarm when a duress code number is entered.

INSTALL,,TIONS

_
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CODE COMBINATION AND CARD LOCK

Manufacturer CardKey Systems
20339 Nordhoff St.
Chatsworth, CA 91311

(213) 882-8111

Model Interrogator lll

Reference Evaluaton Guide Procedure No. til-3.A NRC Identification No.

NARRATIVE DESCRIPTION

The interrogator ||| is both a pushbutton combination lock and a magnetic card access reader for self-contained
use at a single door. The card code has two parts: one part of the card code is compared to a matrix card in the
card lock; the second part of the code is read and held in a memory located within the control lock. The control
unit processes this code through a portion of its circuitry to establish the unique four digit numerical code that
must be correctly keystroked for entry to be allowed. Each card has a personalized individual four digit code
necessary to obtain access. A ten-position rotary switch located within the control unit is used to permit changes
in all personalized codes through a scramble circuit. Access to the control unit is through a keylock opening
which is equipped with a tamper switch. Up to 10,000 personalized code numbers are available. Switches
located in the control unit are used to determine either card only operaton or card and numencal code operaton.
Ir. correct entries cause the keyboard and card reader to be inhibited from 1 to 10 seconds (determined by switch
in control unit). Correct entries cause the activation of a relay output. Activation of the relay is from 1 to 10
seconds (determined by switch in control unit). Activation of the relay is from 1 to 10 seconds (determined by
switch in control unit). The control unit can operate up to 500ft (153m) f rom the keyboard /cas d reader unit.
Interrogator til may be used with an SCD Senes or Interrogator 880 controller to provide a centralized entry
control system.

PERFORMANCE DATA

Random Reading Error Informaton not available.
Processing Time: Informaton not available.
Identificatfor. Mechanism: Four digit combinaton code matched against one part of code on magnetic card;

second part of code on magnetic card matched against a coded matrix card.
Enrollment C.pacity: Up to 10,000 personalized numerical code numbers of four digits.
Terminal / Reader Capacity: Felf-contained for use at a single door; control unit is located at a separa:e,

secure location.
Terminal / Reader

Characteristics: Unit combines a touchtone keyboard and a combination card reader! card lock.
Central Display

Characteristics: Ncne when used as a self-contained unit; use SCD Series or Interrogator 880
controller / display when part of a system.

Resistance to Spoofing and
Tampering: Incorrect entnes cause an error timer to inhibit keyboard from 1 to 10 seconds;

adjustacle in control unit; tamper switch on control unit.
Temperature: 32 to 131F (0 to 55C). -30 to + 131 F (-35 to + SSC; for readers with

weather-resistant housing.
Humidity: 0 to 95 percent, non-condensing.
Other Environmental

Characteristics: Information not available.
Interface: Output relay capacity,28V dc or 116V ac, SA: term .al has interface for either

GCD System Series or interrogator 880.

DATE CATALOG VOLUME SECTON CATEGORY DATA SHEET PAGE
31 December 1976 111 3 a 3 1
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PHYSICAL DATA

Size: Reader: approximately 5 30x7.80x4.75in (13.5x19.8x12cm), depending on
housing; Control Unit: 7.75x8.62x3 n. (19.7x21.9x7.6cm).

Weight: Information not available.
Power (Primary / Secondary): 7.25V ac,0.7A; rechargeable battery and charger located in control unit.
Emplacement: Flush mount, surface mount and weather-resistant surface mount housings for

terminals; surf ace mount for control units; control unit can operate up to 500ft

(153m) from terminal.

SUPPL 1f! LOGISTICS DATA

Documentation and Training: Informaton not available.
Parts and Repairs: Information not available.
Reliability: MTBF not available.
Maintainability: MTTR not available.
Warranty: Informaton not available.
Government or Professional

Standards: Informaton not available.
Lead Time: Information r%t available.

COST DATA

Unit Acquisition Cost: Self-contair,ed terminal and control unit, $1,305. to $1,507., depending on
housing; erro. annunciator, $375.; terminal and control unit for use with SCD
System Senes,31,590. to $1.628.; for use with Interrogaior 880, $1,969. to
$2,002., depending on housing.

Unit installation Cost- Information not ava labic
Training Cost: Informaton not available.
Maintenance Cost: Informaton not available.
Operation Cost: Informaticn not available.

NOTES

Error annunciator provides an alarm (audible ar for visual) for one of the following:

a. Allows a preset number of errors (up to 10 trie 1) to be made dunng code entry before signalling an alarm;
10-position thumbwheel used to select numbe. of tnes;

b. Sgnals an alarm if door is held open longer than i preset time (10 to 30 seconds); time set by potentiometer;
c. Signals an alarm when a duress code number is intered.

INSTALLATIONS
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CODE COMBINATION AND CARD LOCK
_

Manufacturer CardXey Systems
20339 Nordhoff St.
Chatsworth, CA 91311

(213) 882-8111

Model Memon-Lock Code
and Card Lock

Reference Evaluation Guide Procedure No. lil-3. A NRC ldcatificaton No.

NARRATIVE DESCRIPTION

1 he Memori-Lock Senes is both a pushbutton combination lock and a magnetic card access reader for self-
contained use at a single door. One available pushbutton assembly consists of five 3-positon switches (provid-
ing 10 numbers). The other assembly consists of 15 pus 5 buttons (providing 15 numbers). Entry is permitted by
inserton of the croper card into the card reader and pushing three pushbuttons in a predetermined sequence.
Cards use a common code.

PERFORMANCE DATA

Random Reading Error: Informaton not available.
Processing Tiras: Information not available.
Ident.ification Mechanism: Three digit combination code and encoded magneuc card matched against a

coded matnx card.
Enrollment Capacity: Co.nmon code.
Terminal; Reader Capacity: Self-contained unit for use at a single door.
Terminal / Reader

Characteristics: Unit combines PSL Senes card lock and Memon-Lock Series code combination
lock

Central Display
Characteristics: None.

Resistance to Spoofing and
Tempering: None, when code is known and card is possessed.

Temperature: Information not available.
Humidity: Informaton not available.
Other Envhonmental

Characteristics: Informaton not availab:e.
Interface: Information not available.

PHYSICAL DATA

Size: Informaton not available.
Weight informaton not available.
Pnwer(Primary / Secondary): Informaton not available.
Emplacement Informaton not available.

s
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SUPPLY / LOGISTICS DATA

Documentation and Training: Informaton not available.
Parts and Repairs: 'nformation not ava''able.,

Reliability- MTBF not available.
Maintainability: MTTR rot available.
Warranty Informatiorr Information not available.
Government or Professional

Standards: Information not available.
Lead Time: Inform & bon not available.

COST DATA

Unit Acquisition Cost: Information not available.
Ui.it Installation Cost: Information not available.
Training Cost: Informaton not available.
Maintenance Cost: informaton not avadable.
Operation Cost: Information not available.

NOTES

INSTALLATIONS
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CODE COMBINATION AND CARD LOCK
.__

Manufacturer Rusco Elect,onic Systems
P.O. Box 5005
Glendale, CA 91201

(800) 423-2557

Model R-10/lO SYSTEM

Reference Evaluation Guide Procedure No. til-3. A NRC Identificaton No.

NARRATIVE DESCRIPTION

The R-10,lD System is both a 12-button keyboard combination lock and a magnetic card access reader for
self-contained use at a single door. The correct four digit code must be entered on the keyboard and a properly
encoded magnetic card must be inserted in the card lock for access. The code for each combination is deter-
mined by setting 4 switches in the lock assembly, and the code for the card lock is determined by inserting a code
circuit board in the lock. Access to the switches and circuit board is by keylock. Up to 10,000 combinations of 4
dig:ts may be used for the code number. Readers can be operated by combinaton code only, card only or both.
Selecton is made by a switch in the reader.

PERFORMANCE DATA

Random Reading Error informaton not available.
Processing Time: Information not avadable.
Identificatloa Mechanism: Four digit combination code and encoded magnetic card matched against

preselected numbers.
Enrollment Capacity: Common code.
Terminal,hader Capacity: Self-contained unit for use at a single door.
Terminal / Reader

Characteristics: Goth four digit combination code and encoded magnetic card reader combined
into a single terminal: number for combination code set by using four switches
located in lock: replaceable circuit board determines card code; selection of
combination code only, card only or both made by setting switch in lock.

Central Display
Characteristics: None.

Resistance to Spoofing a-t
Tampering: None when code is known and card possessed.

Temperature: 35 to 125F (2 tu 52C).
Humidity: 0 to 90 percent, non-condensing.
Other Environmental

Characteristics: Information not available.
Interface: Output relay capacity,12/24V ac,3/1.5A.

PHYSICAL DATA

Size: Reader. Keyboard: Approximately,5x7x6 n (12.7x17.8x 15.2cm), depending on
housing.

Weight: Information not available.
Power (Primary /Secordary): 115V ac,60Hz,1 A; 230V ac,50Hz,0.5A; optonal backup available.
Emplacement: Fmnt access, flush mount.

DATE CATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
31 December 1976 Ill 3 a 5 1
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SUPPLY / LOGISTICS DATA

Documentation ann N' sing: Information not evailable.
Parts and Repairs: Information not available.
Reliability: MTBF not availabie.
Maintainability: MTTR not available.
Warranty Information: Informaton not available.
Government or Professional

Standards: Informaton not available.
Lead Time: Information not available.

COST DATA

Unit Acquisition Cost: Informaton not available.
Unitinstallation Cost Informaton not available.
Training Cost info.maton not available.
Maintenance Cost: Informaton not available.
Operation Cost: Informaton not available.

NOTES

Magnetic cards are sealed in laminated polyvinyl ch:oride: card size 2.125x3.375:n (5.4x8.6cm) ccids may be
pnnted, embossed, slotted and can have I.D. photos mounted.

INSTALLATIONS

111-3 a 5-2
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CODE COMBINATION AND CARD LOCK

Manufacturer Rusco Electronic Systems
P.O. Box 5005
Glendale, CA 91201

(800)423-2557

Moa R 15/ID and
RS-20,ID

Reference Evaluation Guide Procedure No. lil-3. A NRC Identification No.
_

NARR ATIVE DESCRIPTION

The RS-15/ID System is both a 12-button keyboard combination lock arid a magnetic card access reader for
self-contained use at a s;ngle door. The correct four digit code must be entered on the keyboard and a properly
encoded magnetic card must be inserted in the card lock for access. The code for each combinaton is deter-
mined by setting four switches in the lock assembly and the code for t% card lock is determined by inserting a
code circuit board in the lock. Two time zones are available, which ma/ be set manually by activating a switch in
the lock or may be contrulled by the use of an external timer. Access to the switches and circuit board is by
keylock. Up to 10,000 combinatons of four digits may be used for the code number. The RS-20,lD has similar
features with the exceptons that a riore sophisticated encoding scheme is used a id that three time zones are
available.

PERFORMANCE DATA

Random Reading Error. Info.mation not available.
Processing Time: Information not available.
Idertification Mechanism: Four digit combination rode and encoded magnetic card matched against

preselected numbers.
Enrollment Capacity: Common code.
Terminal / Reader Capacity: Self-contained unit for use at a single door.
Terminal / Reader

Characteristics: Both four digit combinaton code and encoded magnetic card reader combined
into a single terminal; number for combination code set by using four switches in
locks; replaceable circuit board determines card code; two (RS-15/ID) or 3
(RS-20/ID) time zone operation capability by using swi:ch in lock; selecton of
combination code only; card only or both made by setting switch in lock.

Central Display
Characteristics: None.

Resistance to Spoofing and
Tampering: None, when code is known and card possessed.

Temperature: 10Fto 125F(-12 to + 52C).
Humidity: 0 to 90 percent, non-condensing.
Other Environmental

Characteristics: Information not available.
Interface: Output contact closure,12/24V ac,3/1.5A maximum.

PHYSICAL DATA

Size: Reader / Keyboard: 6x9%x6%in (15.2x24x 16.5cm).
Weight: Information not available.
Power (Primary / Secondary): 115V ac,60Hz,1 A. maximum; 230V ac,50Hz,0. 5A, maximum; optonal backup

available.
Emplacement: Front access, flush mount.

__
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SUPPLY / LOGISTICS DATA

Documentation and Training: Informaton not available.
Parts and Repairs: Infromation not available
Reliability: MTBF not available.
Maintainability: MTTR not avail &ble.
Warranty information: Informaton not avar a.

Government or Professiona!
Standards: Information not available.

Lead Time: Information r et available.

COST DATA

Unit Acquisi'ai Cost: Information not available.
Unit installation Cost: information not available.
Trainin0 Cost: Informaton not available.
Maintenance Cost: Informaton not available.
Operation Cost: Informatton not available.

NOTES

Magnetic (5.4x8 6cm) cards are sealed in laminated polyv mi chionde: card size 2.125x3.375in cards may be
printed, embossed. equippeu eth apparel chps, and can have I D. photoF mounted.

INSTAL %rlONS
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CODE COMBINATION AND CARD LOCK

Manufacturer Rusco Electronic Systems
P.O. Box 5005
Glenda!e, CA 91201

(800)423-2557

M[> del RS-2b. lDEK

Reference Evalua'.an Guide Procedure No. til-3.A NRC Identification No.

N ARRATIVE DESCRIPTION

The RS-20 lDEK is both a pushbutton combinaton lock and a magnetc card access reader for self-contained
use at a sing'e door. The card code has two parts; one part of the card code is compared to a code circuit board in
the lock assembly, the second part of the code is read and held in memory in the lou c3sembly for comparison
with the personabzed four digit numerical Code that must be correctly keystroked for entry to be allowed. Each
card has a persondized indivioual four digit code necessary to obtain access. Access to the lock assembly is by
keylock. A switch in the lock assembly is used to determine either card only operation, or card and numencal
code operat!on. Three t me zones are available, which rhay be set manually be activating a switch in the lock
assembly. Up to 10.000 combinatons of four digits may be used for the code number.

PERFORMANCE DATA

Random Heading Error Informaton not ava,lable.
Processing Time: Informaton not ava:lable.
.dentification Mechanism: Four digit combination code matched against one part of code on magnetic card;

second part of code ori aagnetic card matched against a coded matnx card.
Enrollment Capacity: Up to 10 000 personalized numencal code numbers of four digrts.
Terminal! Reader Capacity: Self-contained for use at a singte door.
Terminal! Reader

Characteristics: Unit combines a 12-pushbutton keyboard and a combinatiun card reader' card
lock.

Central Display
Characteristics: None when used as a self-contained unit.

Resistance to Spoofing and
Tampering: None when code is known and card possessed.

Temperature: 10 to 125F (- 12 to + 52C).
Humidity: 0 to 90 percent, non-condensing.
Other Environmental

Characteristics: Informaton not available.
Interface: Output contact closure,12/24V ac,31.5A, maximum.

PHYSICAL DATA

Size: Reader Keyboard: 6x952x612in (15.2x24x16 ~cm).
Weight: Informaton not available.
Power (Primary / Secondary): 115V ac,60Hz,1 A maximum: 230V ac. 50Hz,0.5A, maximum, optional backup

avatlable.
Emplacerr.ent Front access, t'ush mount.
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SUPri.Y/ LOGISTICS DATA

Documentation and Training: Informaton not avaiiatie.
Parts and Repairs: Informaton not available.
Reliability- MTBF not avai|able.
Maintainability: MTTR not available.
Warranty Wormation: Information not available.
Government or Professional

Standards: Information not available.
Lead Time: Information not available.

COST DATA

Unit Acquisition Cost: Informaton not available.
Unit Installation Cost: Informaton not available.
Training Cost: Informaton not ava; table.

Maintenance Cost Informaton not available.
Operation Cost: Informaton not available.

NOTES

Magnetic carris are sealed in laminated polyvinyl chlonde, card size 2.125x3.375in (5.4x8.6cm): cards may be
pnnled, embossed, equipped with apparel clips, and can have I.D. photos mounted.

INSTALLATIONS

|
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MAGNETIC CARD SYSTEMS

There are three basic methods by which the identity of an
individual may bc established:

1 Something known by the individual,
8 Something possessed by the individual, or

8 Some characteristic of the individual.

Magnetic-card systems rely on something possessed by the individual,
specifically a magnetically coded card. Some cards have this data
encoded in a strip of magnetic tape, which can be either attached

to the outside surface of the card or embedded within the card.
The data is read by a magnetic pickup or reader head as the card
is being inserted irito or withdrawn from the reader. Another
type of ignetic-coded card contains data in an array of ferro-
magnetic spots that are polarized so that they c~ i be read as
the presence or absence of data bits. The cards may be read.fy
re-encoded by reversing the polarity of any of the magnetic spots.
A common billfold-size card or pass badge is 21/8 by 3 3/8 inches.
Cards are constructed of three or more separately bonded layers
or lamir,ations. The outer layers are usually clear; the inner-
most layer or layers contain the data for access control and
identification. The material used to bond the different layers
together is a c'?ar vinyl or pe' yester film coated with an adhe-
sive. In addition to the information needed for access control,
a s "1. logo, photo or special design, included to make tampering
mure difficult, may be printed on the laminating film, placed on
the inner layer before it is laminated, or heat impregnated or
embossed onto the finished card. To color code a card, the
laminating plastic or the background of photos may be colored, or
colored photographic mounting paper may be inserted with cne of
the luminations.

DATE VOLUME SECTloN CATEGORY $HElr PAGE
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After the code on the card is read by the readm , it is trans-
mitted to a central porcessor, usually over a dedicated wire
cable or a telephone line. Some units employ line supervision
(see Volume VIII - General Purpose Connunications) between the
reader and the central processor. The received card code is
compared within the central processor to a previously assigned
code. If the codes are equivalent, authorization is granted, and
a signal is transmitted back to the reader location to actuate
a relay which energizes or de-energizes an electric strike or
latch. Because of the storage capability of the central processor,
each individual who has entry authorization can be assigned a
unique code. With the use of a central processor as a comparator
for stored and entered cre.ientials, features in addition to
identity verification are possible. These features include auto-
matic entry / exit recording and display, allowance for different
levels of access, limits on the time periods in which entry is
authorized for different doors, speed in adding or deleting in-
dividuals from the systeni, aild employment of an anti-passback
feature in which a card must have been used for an entry before

it can be used for an exit and vice versa.

Ir :aral, all magnetically coced cards can be duplicated.
Some cards are more resistant than others, but none are counter-

feit proof. Another limitation is that lost or stolen cards can
be used for access,and cards can be transferred among individuals

acting in collusion. An advantage of a system with a central
processor is that an individual's card cede can be eliminated
from the file quickly and consequenti ' cannot be used thereafter at
any card reader connected to the processor. However, the fact that
a card is lost or stolen is often not recognized until wr a con-

siderable period of time during which the card could be used by an
intruder.
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MAGNETIC CARD SYSTEMS

Manufacturer CardKey Systems
20J9 Nordhoff St.
Chatsworth, CA 91311

(213)882
_ ~_ _ ___-8111 . _ _ _ _ . - - - _ _ - - - - . - - - - - _ _

- .-

Model interrogator 770 Senes
and
interrogator 880 Se,ies

Reference Evaluation Guide Procedure No. lil-4.A NRC Identification No.
--

NARRATIVE DESCRIPTION

The Interrogator 880 controller monitors up to 128 magnetic card reader, terminals in rems te locations, and
controls access at those locations. The card reader / terminal is a combined card lock and cara reader. The cards
contain a two-part magre. 'ic code, one part to actuate the card lock at the terminal and one part which is read to
determine the unique identification number assigned to the card. The data is then transmitted to the central
controller, which evaluates the data, determines whether or not access should be granted, and returns the
appropnate signal to the terminal location. Terminals may be located up to 1.5 miles (2.4km) from the controller.
Programming of the co: : roller allows setting up to 128 separate access levels,8 time zones, up to 62,000 e

different card codes. All programming b performed by means of a "Touchtone" telephone keyboard and a
16 butt v ny-pad. Key-operated sw:tch on contro!Ier inhibits programming operations. An optie.,nal printer is
available. Anti-passback is also available as an option. The Interrogator 770 contruller has s 9 tar features but
less capability. The controller monitors up to 16 card readcr/ terminals, and allows up to 32 access levels,8 time
zones, and up to 1500 separate card codes.

PERFORM ANCE DATA

Random Ptading Error: Information not available.
Promhg Time: Information not available.
Ideniacmion Mechanis;n: Two-pas t magnetic code on card; one part activates terminal for transmission of

second part of code to controller for venfication. First part of code is a unique
f acilities code, the second part is a personalized code.

Enrollment Capacity: Interrogator 880, up to 62,000 cards in steps of 7 J00 or 4,000 cards, ,nterrogator
770, up to 16 terminals and 1500 separate codes

TerminaliReader Capacity: Interrogator F80, up to 128 terminals in steps of 16 termir,als; interrogator 770, up
to 16.

Tertrinal/ Reader
Characteristics: Terminalconsists of a card reader and separate!y located terminalinterf ace unit.

The terminal interf ace unit is keylocked and is equipped with a tamper switch.
Central Display

Characteristics: The Interrogator 880 has Touchtone telephone keyboard,16 button keypad,
digital readout display, and an sudible alarm. Interrogator 770 has a 161 . Mon
key pad, digital readout display, and an audcle alarm. An optional st . 4.nne
printer is available for the 880 and a built-in printer for the 770.

Resistance to Tamperf te and
Spoofing: Antepassback prevents repeat use of a card for 5 minutes to 24 hours at selected

terminals; time is prr'qrammable. Tamper switches on terminals.
Temperature: Central Controller sad associated 6 iipment 32F to 131 F (0 to SSC).

Radar / Terminal 32 to 131F (0 to 55C) or -30to + 131F (-34 to + SSC) with
weather resistant hoi sing.

Humidity: Information not availab!e.

DATE CATALOG VGLUME SECTION CATEGORY DATA SHEET PAGE
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Other Environmental
Characteristics: Informaton not available.

Interfau: Reader / Terminal: Access output is 28V de or 115V ac,15A. Controller: 20mA
current loop or RS232C interfaces available to connect controller to a remote
terminal or computer.

PHYS! CAL DATA

Size: Reader / Terminal. 4.50x5.30x5.15 n (11.4x13.5x13cm) approximre depending
on configuraton. Controller: 19x12x22in (48x30.5x5Sem) approximate,
depending on configuration.

Weight: Informaton not available.
Power primary / Secondary): Reader / Terminal 8V ac,10VA or 16V ac,10VA at 50/60Hz Controller 115V ac,

3A,50/60Hz; 230V ac,1.5A; 50/6CHz Rechargeable bactery and charger
available for use wi a Reader / Terminal.

Emplacement: Reader / Terminal: flush mount, post mount, surface mount. glass door mount,
chain link fence mount; some housings are avaliable as weattier resistant.
Controller / Associated Equipment: Table top or rack mount. Readers may be
located up to 1.5 mihs (2.4km) from controller when twisted pair wire used;
distance can be greater if modems are used.

SUPPLY / LOGISTICS DATA

Documentation and Training: Manuals are availat4e. Training informaton not avslable.
Parts and Repairs: Information not available.
Rellability: MTBF not available.
Maintainability: MTTR not available.
Warrantyinformation: Informaton not available.
Govirnment or Professional

Standards: Inforven not available. '

Lead Time: Information not avai!able.

COST DATA

Unit Acquisition Cost: Reader / Terminals: $792 to $ 1249 depending on housing Controller: $12,650 and
up depending on capability and options.

Unitinstallation Cost: Information not avatable.
Training Cost Informaton not available.
Maintenance Cost: Information not available.
Operation Cost: Informaton not available.

Ill-4 a.1-2
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NOTES

Controller operatons include:

a. Displays entry requests and reasons for denying entry
b. Monitors for malfunctions; indicates if one occurs
c. 880 stores 64 most recent transactions; 770 stores 3. nost recent transactions

Ponter modes:

a. No printout
b. Pont voided cards only
c. Pnnt valid cards only
d. Pnnt alarm combinations only
e. Pnnt any combination of the above
f. Pnnt all transactions

INSTALLATIONS

til4a 1-3
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MAGNETIC CARD SYSTEMS

Manufacturer CardKey Systems
20339 Nordhoff St.
Chatsworth, CA 91311

413) 882-8111

Model SCD Senes

Reference Evaluaton Guide Prowdure No. Ill-4.A NRC Identification No.

NARRATIVE DESCRIPTION

The SCD Senes is a centrally controlled magnetic card access system. The system is compnsed of a central
access controller, a card reader at each access point, an optional pnnter and an optonal void card alarm control.
When a vahd magnetic card is inserted into any reader, the multiplexer within the central controller scans all
reader statons at remote access points. When the active reader is located, a signal is transmitted to halt the
multiplexer. The controller then requests and accepts the data from that read,er. When th a controller determines
that the card is valid, it generates a signal that is transmitted to an access control unit such as a door stnke. The
access cordrol unit remains actuated as long as the ,ahd card is held in the reader, but the multiplexer is released
within one-half second to cycle to the f ext reader waiting to be read. Memory has capabikty of either 999
three-digit card numbers or 9,999 four-digit card numbers. System has capabihty for 10 to 30 card readers. Void
cads are denied access and an alarm switch is actuated. Alarm devices are optonal. Printer-display is optional.

PERFORMANCE DATA

Random Reading Error- Information not available.
Proces;ing Time: Polhng time of % second per reader in additon to processing time. Processing

ilme less than h second.
Identification Mechanism: Encoded magnetic card is matched against both a program matnx card in each

reader and the code stored in the central controller. Each card contai.7s two
separate coded podons.

Enrollment Capacity: Either 999 three-d. git numbers or 9,999 four-digit numbers.
Terminal! Reader Capacity: Either up to 10 readers or up to 30 readers depending on the selected option.
TerminaliReader

Characteristics: Each card reader is similar to the PSL series card lock. Level or zone coding is
performed at the readers by changing the program matnx card. Each reader
contains a PSL lock cartridge for matching against one porton of the coded card
and a set of magnetic sensors to respond to the second portion of the card and to
transmit the code to the contral controller.

Central Display
Characteristics: The centra! controller consists of a multiplexer. data converter, access control |er

and void-a-matic unit. All code numbers are vahd until voided. Voiding is
achieved by manually inserting a void pin in the socket corresponding to t'1at card
number in the void panel located under the lockable lid to the controller.
Pnnter-display is optional. Test digit switches on controller to check void caids.

Resistance to Tampering and
Spoofing: Immediate voiding of cards possible at central contro!!er, anti-passback available

with card readers using IN-X-IT opton. No tamper switches for card readers or
central controller.

Temperature: Informaton not available.
Humidity: Informaton not avc:lable.
Other Environmental

Characteristics: Card readers have weatherf roof housing, central controller is for indoor use.
Interface: Access control units can switch 28V dc 5A. Telephone interf ace Mode ICR-4

available to connect readers and access control units to central controller.

DATE CATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
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PHYSICAL DATA

Size: Central controller is 12nx20x 17 mn (31 x51 x44cm) desk mount or
10%x19x20nin (26.5x48x51.5cm) rack mount. Card readers (approximate
depending on housing) 4.5x5.3x4.75:n (11.5x13.5x12cm).

Weight Informaton not available.
Power (Primary / Secondary): No back-up power. Central controller 117V ac.100W. Reader, no power

required Power required for access devices (door stnkes) 28V dc SA.
Emplacement Central controller, desk top or rack n ount. Readers have flush mount, surf ace

mount, weather proof pole mount housing.

SUPPLY / LOGISTICS DATA

Occumentation and Training: Manuals are available. Information concerning training not available.
Parts and Repairs: It'formaton not avaifable.
Reliability: MTBF not available.
Maintainability: MTTA not available.
Warranty Information: Information not available.
Government or Professional

Standards: Informaton not available.
Lead Time: Informaton not available.

COST DATA

Unit Acquisition Cost Coded card $1.45 ta $ 1.90 depending on opton: program matrix cards $5.50,
central controller $2.866.00 to $9 444.00 depending on options; card readers
$617 to $926 depending on options.

Unit installation Cost: Informaton not available.
Training Cost Informaton not available.
Maintenanca Cast informaton not available.
0;erathn Cost informaton not available.

NOTES

Magcstic cards are sealed in laminated polyvinylchionde. Card size is 2.125x3.375x0 065in max.
(5 4x8.6x0.17cm) Cards may be s'cNd, stamped, printed and have I.D. photos mounted.

Printer / display is optional. If a printer is included in the central controller, simultaneous with actuation of the
access control unit the pnnter records:

Time of day
Date
Reader station numtx
Card number
Valid or void status

Printout data is displayed visually on the front panel until the next pnnt command.

Speoal card readers with h I-X-IT opton (requinng separate entry and exit card readers) are available for anti-
passback control.

INSTALLATIONS

-

111-4 a 2-2

]



MAGNETIC CARD SYSTEMS

Manufacturer Rusco Electronic Systems
P.O. Box 5005
Glendale, CA 91201

(800)423-2557

Model RS-30 and RS-40

Reference Evaluaton Guide Procedure No.111-4 A NRC Identificaton No.

NARRATIVE DESCRIPTION

The RS-40 controller monitors up to 100 magnetic card reader / terminals in remote locatons, and controls ac-
cess at those locations. The card reader / terminal determines the code on the card and transmits the data to the
controller, which evaluates the data, determines whether or not access should be granted, and retums the
appropriate signal to the terminallocaton. Terminals may be hardwired up to 2 miles (3.2km) from the controller.
Programming of the controller allows setting up to 95 separate access levels,7 time zones, up to 20,000,5-digit
ID numbers for cards. All programming is performed by means of switches on the controller front panel. Optional
pnnter is available. Use of two recoding, access reader! terminals (such R-15/R) permits anti-passback. The
RS-30 has similar features but less capability. The controller monitors up to 8 remote terminals,20 separate
access levels,3 time zones, and up to 1000,4-digit ID numbers.

PERFORMANCE DATA

Random Reading Error informaton not available.
Processing Time: Informaton not available.
Identification Methanism7 Encoded magnetic card is read to determine personalized code number for

transmssion to central controller for comparison with number stored in memory.
Enro!! ment Capacity: RS-40 up to 20,000; RS-301000
Terminal / Reader Capacity: RS-40 up to 100 card reader / terminals; RS-30 up to 8 card reader / terminals.
Terminal / Reader

Characteristics: Terminals are similar to P.S-20 series reader; code combinaton and card reader
terminals can be used with the controllers.

Cer.fal Display
;haracteristics: The controllers contain sw :ches on the front panel for programming the

controlle,, a digital readout display, and a card reader for testing cards.
Resistance to Tampering and

Spoofing: Optonal anti-passback when used with two reading access readers. No
resistance to tampenng.

Temperature: 10 to 125F (-12 to + 52) -25 to + 125F (-32 to + 52C) for readers equipped
with weather resistant housing.

Humidity: 0 to 90 percent hum'dity, nor. condensing.
Other Environmental

Characteristics: Information not available.
Interface: Card Readers: output relay capacity 115V ac or 28V de,3A max. Card

Reader / Code Keyboard: output relay capacity 12/24V ac,3/1.5A max.
Controller: 20m A current loop, isolatM

OATE CATALOG OLUME SECTION CATEGORY DATA SHEET PAGE
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PHYSICAL DATA

Size: Card Readers. (approximate depend,ng on housing) 3x6x6tn (7.6x15x15cm)
Card Readers / Code Combination Keyboard: 54x9%x6%in (14.6x24.4x 16.8cm)
RS-30 Controller: 7hx16'ex17%in (19.7x42.9x45cm) RS-40 Controller:
13 hx19%x20%in (35.2x50.2x52cm).

Wright Informaton not available.
P;wer(Primary / Secondary): Card Readers: 12V ac,50. 60Hz,0.5A max. Card Reader / Code Keyboard.115V

ac,60Hz,IA; 230V ac,50Hz,0 SA. Controlier:115V ac,60Hz,3A: 230V ac,50Hz,
1.5A.

Emplacement Card Readers: Front access, flush mount; surf ace mount, weather resistant post
mount. Controller: Table top, RS-30 may be rack-mounted.

SUPPLYlLOGISTICS DATA

Documentation and Training: Information not available conceming training. Mar als are available.
Parts and Repairs- Information not available.
Reliability: MTBF not available.
Maintainability: MTTR not available.
Warrant)Information: Information not available
Government or Professionai

Standards: Information not available.
Lead Time: Inform ation not available.

COST DATA

Unit Acquisition Cost information not available.
Unit installation Cost Informaton not asai!able.
Training Cost Information not available.
Maintenance Cost Information not available.
Operation Cost information not available.

NOTES

Magnetic cards are sealed in laminated polyvinalchionde. Card size is 2.125x3.375in (5.4x8.6cm). Cards may
be ponted, embossed, equ!pped with apparel clip, and can have ID photos mounted.

Printer: The ponter records:

Date
Time of day
header number
ID numar
Status le.al
invalid attempts pnnted in red; valid attempts pnnted in black

INSTALLAT10NS

||14 a.3-2

1 30



-

MAGNETIC CARD SYSTEMS

Manufacturer Rusco Electronic Systems
P.O. Box 5005
Glendale, C A 91201

(800)423-2557
. - _ _ _ _ _ _ _ - - - _ - - _ .

Model System S00

Reference Evaluaton Guide Procedure No. Mi-4 A NRC Identification No.

NARR ATIVE DESCRIPTION

The system 500 is composed of either a MAC 530 or MAC 540 controller, SAL 500 system activity logger, and
system 500 readers. The controllers are micro-computer operated. The M AC 530 controller can be programmed
to accept up to 8 terminals, up to 1000 different card codes, up to 32 status levels, and up to 32 time zone in-
tervals. The MAC 540 controller can be programmed to accept up to 256 terminals,20.000 different card
codes, up to 256 status levets, and up to 127 time zone intervals. The card code is composed of two encoded
sets of numbers, a system coda and an individual identification number. The controller checks the system
co<Je before companng the unique card code with the stored number. Each controller has a keyboard on the
front panel for programming. Operaton of the keyboard can be inhibited by the use of a keyswitch. Anti-
pastback is available. Line supervision of communicatons between reader and controller uses inquiry'
response technique.

PERFORMANCE DATA

Random Reading Error informaton not * vailable.a
Processing Time: Informaton not available
Identification Mechanism: Two part magnetic code on card, one part is system code, second part is

personalized identificaton number. Code is read by terminal and trannmitted to
controller for comparison with stored number.

Enrollment Capacity: MAC 530: up to 1000 different card codes: MAC 540: up to 20,000 different card
codes.

Terminal, Reader Capacity: MAC 530: up to 8 terminals; MAC 540: up to 256 terminals.
Terminal; Reader

Characteristics: Card readers only or card readerJkeyboard combinaton available; access to
readers through key-locked front panel. Terminals are equipped with tamper
switches. Communicatons have line supervision. When there is a loss in
communicatons, readers allow entry based on system code.

Cantral Display
Characteristics: Each controller has a keyboard for programming and digital readout display.

Controller keyboards are equipped with key switches to inhibit operation. The
system's activity logger provides a pnntout of all system activity on 3h,n (8.9cm)
wide paper.

Resistance to Tampering and
Spoofing: Anti-passback. Readers equipped with key-locks and tamper switches;line

supervision for communicatons betwean reader and controller; controllers
equipped with keyboard inhibit key switches.

Temperature: Terminals: 32 to 120F (0 to 49C). -25 to + 120F (-32 to + 49C) with y eather
resistant housing. Controllers and Logger: 32 to 120F (0 to 49C).

Humidity: 0 to 95 percent, non-condensing.
Oner Environmental

Characteristics: Irdormation not available.
Interface: Card Reader: Output relay capacity,115V ac or 28V dc,3A max. Controller:

20mA current loop, optically isolated.

DATL CATALOG VOLUME SECTION C ATEGORY DATA SHEET PAGE
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PHYSICAL DATA

Size: Card readert: approximate depending on housing,4x8x4:n (10x20x10cm). Card
reader / code keyboard: approximate depending on housing,9%x9hrMain
(24x24.8x14cm). MAC 530 controller: 10x15x23.20in (25.4x38x59cm). MAC
540 controller: 10x21.62x27.70in (25.4x55x70.4cm). SAL 500: 10x15x23.20in
(25.4x33x59cm).

Weight information nct available.
Power (Primary / Secondary): Terminal: 12 to 24V ac,50;60Hz,0.5A. M AC 530 controller: 115V ac,50/60Hz,

2A; 230V ac,50/60Hz,2A. MAC 540 controller: 115V ac,50/60Hz,4 A; 230V ac,
50/60Hz,0.2A. SAL 500: 115V ac, 50/60Hz,0 4 A; 230V ac, 50,60Hz,0.2A.

Emplacement: Card Reader: All front access; flush mount, post mount, surface mount.
Controller and Logger: Tab!e-top. Readers may be located up to 2 miles (3.2km)
from controller when hardwired; distance can be greater if modems used.

SUPPLY / LOGISTICS DATA

Documentation and Training: Manuals are available. Informaton concerning training not available.
Parts and Repaire: Informaton r.ot available.
Reliability- MTBF not available.
Maintainability: MTTR not available
Warranty Information: Informat>on not available.
Government or Professional

Standards: Information not available.
Lesd Time: Informaton not available.

COST DATA

Unit Acquisition Cost: Informauon not available.
UnitInstallation Cost: informaton not avialable.
Training Cost: informaton not available.
Maintenance Cost: Informaton not available.
Operation Cost: Informat:on not available.

NOTES

Magnetic cards are sealed in laminated polyvinyl chloride. Card size is 2.125x3 37 Sin (5.4x8.6cm). Cards rnay
be embossed, pnnted, equipped with apparel clip, and have ID photos mounted.

Line supervison on communicatons link between controllers and terminals: Controller interrogates each termi-
nal, the terminal must respond with an acknowledge message, an alarm message or a data message. If the
controller does not receive any reply, it will pnnt an alarm message.

Pnnter: Sirr'ultaneous with activaton of the access control device, the pnnter records:
Transaction code
ID number
Status .evel
Reader number
Time of day
Date

INSTALLATIONS

til-4.a 4-2
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CAPACITIVE CARD SYSTEMS

There are three basic rrethods by which the identity of an
individual may be established:

O Something known by the individual,
8 Something possessed by the indidivual, or
0 Some characteristic of the individual.

Capacitive card systems rely on something possessed by the individual,
specifically a capacitively coded card. The cards have embedded in
them a piece of metal foil, sections of which are removed when the

card b coded. The presence or absence of the foil changes the
capacitance of different areas of the card. The capacitance changes
are determined by the reader in the terminal. A comon billfold-size
card or pass badge is 21/8 by 3 3/8 inches. Cards are constructed
of three or more separately bonded layers or laminations. The outer
layers are usually clear; the innermost layer or layers contain the
data for access control and identification. The material used to bond
the different layers together is a clear vinyl or polyester film
coated with an adhlsive. In addition to the information needed for
access control, a seal, logo, photo or special design, included to
make tampering more difficult, may be printed on the laminating film,
placed on the inner layer before it is laminated, or heat impregnated
or embossed onto the finished card. To color code a card, the laminat-
ing plastic or tha background of photos may be colored, or colored
photographic mounting paper may be inserted with one of the lamina-
tions.

After the code on the card is determined by the reader, it is
transmitted to a central processor usually over a dedicated wire cable
or a telephone line. Some units employ line supervision (see Volume
VIII - General Purpose Comunications) between the reader and the

DATE VOLUME sECTloN CATEGORY SHEET PAGE
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central processor. The received card code is compared within the
central processor to a previously assigned code. If the codes are
equiv11ent, authorization is granted, and , signal is transmitted back
to the reader location to actuate a relay which clergizes or de-energizes
an electric strike or latch.

Because of the storage capability of the central processor, each
individual who has entry authorization can be assigned a unique code.
With the use of a central processor as a comparator for stored and
entered credentials, features in addition to identity verification
are possible. These features include automatic entry / exit recording
and display, allowance for different levels of acce.;s, limits on the

time periods in which entry is authorized for different doors, speed
in adding or deleting individuals from the system, and employment of
an anti-passback feature in which a card must have been used for an
entry before it can be used for an exit and vice versa.

In general, all capacitively coded cards can be duplicated.
Some cards are more resistant than others, but none are counter-

feit proof. Another limitation is that lost or stolen cards can

be used for access, and cards can be transferred among individuals
acting in collusion. An advantage of a systen with a central
p.ocessor is that an individual's card code can be eliminated

from the file quickly and consequently canoot be used thereafter
at any card reader connected to the processor. However, the
fact that a card is lost or stolen is often not recognized until

after a considerable period of time during which the card could

be used by an intruder.
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CAPACITIVE CARD SYSTEMS

Manufacturer Sentracon Corp.
80 Wilson Way
Westwood, MA 02090

(617)449-0800

Model System 600 and System 650

Reference Evaluation Guide Procedure No.111-4 A NR(' identification No.

NARRATIVE DESCRIPTION

The system 650 entry control systeri consists of senes 170 card readers and a system 650 control console. The
senes 170 card readers scan the c .rds, which are coded using a capacitive technique, to determine the code
number. The number is then trans nitted to the console where it is checked for vahdation. If the card is vahd a
signal is transmitted from the Con',0|e to the card reader to act:vate the lock device. The console will accommo-
date up to 7 card readers,512 cad codes, and 4 levels of access. The system 600 entry control system consists
of senes 870 card readers and r system 600 control console The console will accommodate up to 32 card
readers,8 access levels and 1r 00 card codes.

PERFORM ANCE DATA

Random Reading Error: Information not available.
Processing Time: Informaton not avai!able.
Identification Mechanism: Cards coded using a capacitive technique are scanned by a card reader and

then transmitted to a Console for venfiCation.
Enrollment Capacity: Up ;o 7 card readers and 512 card codes for system 650; up to 32 card readers

and 1000 card codes for system 600
TerminaliReader

Characteristics: The electron < equipment in the Card reader is accessible through the key-locked
front panet; an opt.onal tamper switch is available Power for the card reader is
provioed f rom tne console.

Central Display
Characteristics: The console consists of a pnnter and a keyboard on the front panel. The keyboard

m 23 N to authonze void or inquire about the status of cards. and to acknowledge-

the audible w%ng card alarm. BeNnd a lock ed, tamper switch equipped plate on
the front panel are a sw.tch to set the levels of access and switches to inhibit the
keyboard.

Resistance to Tampering and
Spoofing: None for spoofing. Tamper switches on the card reader and console are

optionally ava;!able.
Temperature: Card Readers: 32 to 120F (0 to 49C). weather resistant housings available.

Console:45 to 115F (7 to 47C)
Humidity: Informaton not available.
Other Environmental

Characteristics: Information not available.
Interface: Power Output: 24V ac or dc.
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PHYSICAL DATA

Size: 170 Card Reader: 9x7x5:n (22.8x17.8x12.7cm), approxirnate depending on
housing. 650 Console: 13' 2x6 tax 7 n (34 3x15.9x17.8cm), approximate
depending on mounting. 870 Card Reader: 134 x6t ex7 n (34.4x15 9x17.8cm),
approximate depending on housing. 600 Console: 8x19x27in (20 3x48x68 6:m)
approxiniate depending on mounting.

Weight: Information not available.
Power (Primary / Secondary): 115V ac,60Hz: transformer operating voltage for console 24V ac; censole

provides 12V de for card reader and 24V ac/24V de for lock deoce. m case of a
power failure, the memory is retained for 24 hours.

Emplacement Card Readers: Semi-flush or surf ace mount. Console: 19in rack mounted or table
top.

SUPPLY / LOGISTICS DATA

Documentation and Training: Informaton not available.
Parts and Repairs: Informaton not available.
Rellability: MTBF not available.
Maintainability: MTTR not avai|able.
Warranty Infor'11ation: 1 year guarantee.
Government or Professional

Standards: Information not avmiable.
Lead Time. Informaton - * c. ;able.

COST DATA

Unit Acquisition Cost: 650 Console: $3.995 to $4.770 depending on options and size.170 Card reader:
5695 to $835 depending on housings. Cards: $2 00. 600 Console. $9200 to
18.240 depending on options and size. 870 card readers:5750 to $770
depending on housings.

Unit Installaf'' cost: Informaton not available.
Training Cor informaton not available.
Maintenance Cost: Informaton not available.
Operation Cost informaton not available.

NOTES

Cards: Constructed of heat fused resilient pfostic. contain embedded metal stnps which act like capacitors.
Cards may be pnnted, equipped with apparel clips and have ID photos mounted

Pnnter: For each attempt the card pnnts the following in black for a vakd attempt and red for an invahd attempt.

Date
Time of day
Card reader number

*
Card code number

INSTALLAT10NS
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OPTICALLY CODED CARD SYSTEMS

There are three basic methods by which the identity of an
it.dividual may be established:

8 Somethino known by the individual,
4 Something possessed by the individual, or

8 Some characteristic of the individual.

Optically coded card systems rely on something possessed by the
individual, specifically an optically coded card. These cards, o m
described as a differential-optics card, are designed with a geometric
array of dots offering different levels of optical density which allow
penetration of varying degree by infrared light beams. The card itself
is opaque to ordinary light yet each dot of the pattern may be any of
10 levels of optical density when scanned by the card reader. The
number of combinations make it possible to encode up to 65,000 dif-
ferent access cards without repetition. A conraon billfold-size card
or pass badge is 21/8 by 3 3/8 inches. Cards are constructed of
three or more separately bonded layers or laminations. The outer
layers are usually clear. The innermost layer or layers contain the
data for access control and identification. The material used to
bond the different layers together is a clear vinyl or polyester film
coated with an adhesive. In addition to the information neaded for
access control, a seal, logo, photo or specia' design, included to
make tampering more differcult, may be printed on the laminating
film, placed on the inner layer before it is laminated, or heat
impregnated or embossed onto the finished card. To color code a

card, the laminating plastic or the background of photos may be
colored, or colored photographic mounting paper may be inserted with
one of the laminations.
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After the code on the card is determined by the reader, it is
transmitted to a central processor usually by a dedicated wire caole
or telephone line. Some units have line supervision (see Volume VIII -
General Purpose Comunications) between the reader and the central
processor. The received card code is compared within the central

processor to a previously assigned code. If the codes are equivalent,

authorization is granted, and a signal is transmitted back to the
reader location to actuate a relay. Such an actuation will energize
or de-energize an electric strike or latch. Because of the storage

capability of the central processor, each individual who has entry
authorization can be assigned a unique code. With the use of a central
processor as a comparator for stored and entered credentials, features
in addition to identity verification are possible. These features in-

clude automatic entry / exit recording and display, allowance for dif-
ferent levels of access, limits on the time periods in which entry is

authorized for different doors, speed in adding or deleting individuals

from the system, and employment of an anti-passback feature in which
a card must have been used for an entry before it can be used for an
exit and vice versa.

In general, all optically coded cards can be duplicated. Some

cards are more resistant than others, but none are counterfeit proof.

Another limitation .'s that lost or stolen cards can be used for access,

and cards can be tra s ferred among individuals acting in collusion. An
advantage of a system with a central processor is that an individual's
card code can be eliminated from the fi: ouic'.ly and consequently

cannot be used thereafter at any card reader connected to the processor.
However, the fact that a card is lost or stolen is often not recognized

until after a considerable period of time, during which the card could

be used by an intruder.
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OPTICALLY CODED CARD SYSTEMS

Manufacturer A P.O. Secunty Systams
24700 Crestview Court
Farmington. MI 48024
(313)477-2/03

Model System 710

Reference Evaluation Guide Procedure No. Ill-4. A NRC Identification No.

N 4RRATIVE DESCRIPTION

System 710 is a centrally control!ed access control syste.n using optically coded card readers. A central memory
unit accepts any number of card readers and has memory for 8.000 code numbers. Voiding or vahdating cards
from the memory is accomplished by entenng on the hand held programmer (located at the central 71emory/
controJer) the code number and operation. With use of an optional external timer, several time zones are availa-
ble. Anti-passback is available as an optional feature.

PERFORMANCE DATA

Random Reading Error: Informat on not available.
Processing 1 ine: Information not available.
Identification Mechanism: Encoded card using optical reading technique ( ' Differential Optics ).

~

Enrollment Capacity: Up to 8000 code numbers can be centrally stored.*

Terminal / Reader Capacity: Information not available.
Terminal Ra&r

Characteristics: Optical code reader.
Central Display

Characteristics: No central display. Pnnter option rece -ds entry attempts; invahd attempts are
panted in red

Resistance to Tampering and
Spoofing: Anti-passback feature optional. No resistance to tampenng

Temperature: Informaton not available.
Humidity: Informaton not available.
Other Environmental

Character:stics: Informaton not avadable.
Interface: !nformation not available.

PHYSICAL D ATA

Size: Information not availacle.
Weight: Information not avadable.
Power (Primary / Secondary): Information not available.
Emplacement: Card readers are t!ush mounted on walls central controller and pnnter sit on table

top

OATE CATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
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SUPPLY / LOGISTICS DATA

Documentation and Training: Information not available.
Parts and Repairs: Informaton not available.
Reliability: MTBF not available.
Maintainability: MTTR not available.
Warranty Information: Informaton not available.
Government or Professional

Standards: Informaton not available.
Lead Time: Informaaon not available.

COST DATA

Unit Acquisition Cost: Informaton not available.
Unit Installation Cost: Informaton not available.
Training Cost informaton not available.
Maintenance Cost: Information not available.
Operation Cost: informaton not available.

NOTES

INSTALLATIONS

.
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OPTICALLY CODED CARD SYSTEMS
-

Manufacturer A.P.D. Security Systems
24700 Crestview Court
Farmington, MI 48024
(313)477-2703

Model Memory Card Lock 740

Reference Evaluation Guide procedure No. Ill-4. A NRC Identi'ication No.

NARRATIVE DESCRIPTION

The Memory Card Lock is an optical card access reader with internal memory for self-contained use at a single
door.1000 card memory is standard and 2000 card memory is optonal. Voiding or validating cards from the
Memory Card Lock is accomplished by opening the front panel door (key-lock is used to .ock panel door),
plugging in the hand-held programmer and entering the card number and desired operaton on the keyboard.
With the additon of an optional extemal timer, several time zones are available. If the encoded card corresponds
to one of the programmed endes, an output will be generated to activate a door stnke or mos able gate arm. An
optonal unauthorized card alarm is available that will signal when a voided card has been inserted into the
reader. Antifassback is an optional feature.

PERFORMANCE DATA

Random Reading Error. Informaton not available.
Processing Time: Information not available.
Identification Mechanism: Encoded card using optical reading technique ("DMerential Optics").
Enrollment Capacity: 1000 code numbers,2000 code numbers optonal, at each terminal.
Terminal, Reader Capacity: Self-contained reader for use at a single door.
TerminalJteader

Characteristics: Validating or voiding coc numbers is accomplished by opt isng the front panel
door (key-lock used to locx panel door), plugging in the hand-held programmer
and entering the desired card number and operation on the keyboard. perod
operation. time zone capability optonJ; unauthorized card alarm optonal;
anti-passback optonal.

Central Display
Characteristics: Informaton not available.

Resistance to Tampering and
Spoofing: None with basic system. Anti-passh-.L .eature available

Temperature: Informaton not available.
Humidity: Informaton not available.
Other Environmental

Characteristics: Informaton not available.
Interface: N.O. and N C. contacts rated 5A; non-inductive output relay has adjustable time

delay of 0 to 15 seconds.

PHYSICAL DATA

Size: Flush or suface mounting housing,8x6x4 n (20.3x15.2x10.1cm).
Weight: Information not available.
Power (Primary /Secondar ): 24V ac or de,24W max.s

Emplacement: Wall mounting, flush or surface mount.
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SUPPLY / LOGISTICS DATA

Documentation and Training: Informaton not s.~ table.
Parts and Repairs: Informabon not avanacle.
Reliability: Informaton not avadable. 5

Maintainability: Informaton not available.
Warran'y Information: Information not avadable.
Government or Professional

Standards: Information not avadat -

Lead Time: Information not avail e.

COS DATA

Unit Acquisi! ion Cost: Inforrraton not avadable.
Unit installation Cost: Information not avadable.
Training Cost: Information net avadable.
Mainfecance Cost: Informat:on not avadable.
Operation Cost: informatic, not avadable.

NOTES

INSTALLATIONS

.
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OPTICALLY CODED CARD SYSTEMS

Manufacturer Johnson Controls, Inc.
507 E. M:chigan St.
Milwaukee, WI 53201

(414)276-9200

Model MG-7001, MG-7003,
and JC,80

Reference Evaluation Guide Procedure No Ill-4 A NRC Identification No.

NARR ATIVE DESCRIPTION

The MG 7001, MG-70C1, JC 60 card access units employ a patented level-optic technique for card venfication.
MG-7001 is used as a single unit for each portal. MG-7003 is a centrally controlled unit that allows an "untimited"
number of readers with a memory of 4000 cards. JC 80 is a centrally controlled unit that allows an " unlimited '
number of readers with 6 memory of 65,000 cards and can be used with a keyboard option. The cards will accept
photos and apparel clips. JC/ 80 e part of entire monitonng and coatrol for build;ng secunty, heating. fire-safety

PERFORMANCE DATA

Random Reading Error information not availatie
Processing Time: Maximum 1.5 seconds
identification Mechanism: Level-optic technique senses the presence or lack of code material, and the

degree of code matenal at each code position.
Enrollment Capacity: MG-7001 ?000, MG-7003. 4000; JC 80,65.000.
Number of Zones: 8 time ze .es, JC 80 allows 256 reader groupings
Terminal, Reader Capacity: informauc nw wailable
Terminal / Reader

Characteristics: MG-7001 self-conta:ned reader terminal requires MG-9001 programmer to add
or detete cards, JC,80 allows use of keyboard, exit button.

Central Disp!ay
Characteristics: MG-7003 has a cer tral pr.nter available MG-7003-4; JC. 80 uses general

purpose deplay.
Resistance to Tampering and

Spoofing: Antepassback. adjustable door strike operation, time zones, area zones on
JC.80. No resistance to tampenng

Temperature: Inf~mation not avadable.
Humidity: Information not available
Other Environmeltal

Characteristics: Information not available.
Interface: MG-7001 and MG-7003 have outputs for unauthonzed card alarms JC.80

reports alarm to central display.

PHYSIC AL DATA

Size: Information not available.
Weight; information not ava;lable.
Power (Primary / Secondary): MG-7001, V ac or de,60 hour standby, MG-7003,24V ac or de,68 hours for

system;JC A,informat;on not available
Emplacement: MG-7001 surface-mounted at portal; MG-7003 has readers surf ace or flush-

mounted at portal, pnnter at centrallocation;JC 80 readers are surface or
f!ush-mounted at portal, central display is rack-mounted or table-top.

,
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SUPPLY / LOGISTICS DATA

Documentation and Tra!ning: Informaton not available.
Parts and Repairs: Information not available.
Reliability- MTBF not available.
Maintal.. MTTR not available.
Warranty 'nfornolon: Information not available.
Governmei.: r hofessional

Standards: Information not available.
Lead Time: Informaton not available.

COST DATA

Unit Acquisition Cost: Informaton not available.
Unit Installation Cost: informat<.i not available.
Training Cost: Informa, sn not available.
Maintenance Cost: Informaton not available.
Operation Cost: Informaton not available.

NOTES

INSTALLATIONS

.
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CODED CIRCUITRY CARD SYSTEMS

There are three basic methods by which the identity of an in-
dividual may be established:

4 Something knun by the individual,
9 Fomething possessed by the individual, or

8 Some characteristic of the individual.

Coded circuitry card systems rely on something possesst 5y tFe in-
dividual, specifically a coded card. T 2 code on the card is deter-
mined by a printed circuit laminated within each card. Connectors on
one end of the card provide electrical contacts for the card reader.
The code for each lock is determined by a replaceable printed circuit

card in the associated control unit. A comon billfold-size card or
pass badge is 21/8 by 3 3/8 inches. Cards am constructed of three
or more separately bonded layers or laminations. The outer layers
are usually clear; the innemost layer or layers contain the data

for access control and identification. The material used to bond
the different layers together is a clear vinyl or polyester film
coated with an adhesive. In addition to the information needed for
access control, a seal, logo, photo or special design, included to
make tampering more difficult, may be printed on the laminating film,
placed on the inner layer before it is laminated, or heat impregnated
or embossed onto the finished card. To color code a card, the
laminating plastic or the background of photos may be colored, or
colored photographic mounting paper may be inserted with one of the
laminations.

After the code on the card is determined by the reader, it is
transmitted to a central processor usually over a dedicated wire
cable or a telephone line. The received cat J code is compared within
the central processor to a previously assigi 'd code. If the codes
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are equivalent, authorization is granted and a signal is transmitted
back to the reader location to actuate a relay which energizes or de-
energiv in electric strike or latch. Because of the storage capa-
bility of the central processor, eacn individual who has entry autnoriza-
tion can b3 assigned a unique code. With the use of a central pro-
cessor as, a comparator for stored and entered credentials, features
in additicn to identity verification are possible. These features
include automatic entry / exit recording and display, allowance for
different levels of access, limits on the periods in which entry is
authorized for different doors, speed in adding or deleting individuals
from the system, and employment of an anti-passback feature in which
a card must have been used for an entry before it can be used for
an exit and vice versa.

In genercl, all coded circuitry cards can be duplicated. An-

other limitation is Uiat lost or stolen cards can be used for access,
and cards can be transferred among individuals acting in collusion.
An advantage of a system with a central processor is that an in-
dividual's card code can be eliminated from the file quickly and con-
sequently cannot be used at any card reader connected to the pro-
cessor. However, the fact that a card is lost or stolen is often not

recognized until after a considerable period of time during which
the cara could be used by an intruder.

DATE VOLUME SECTloN CATEGORY SHEET PAGE

31 DEC 1976 III 4 J 0 2

757 014



v

CODED CIRCUITRY CARD SYSTEM

Manufacturer Eaton CorpiLock and General Binding Cc p.
Hardware Div. 1101 Skokie Blvd.

P.O. Box 25288 Northbrool,IL 60062
Charlotte, NC 28212 (312)272-3700

_

Model IDENTI-LOGIC 6002 and 6003

Reference Evaluation Guide Procedure No lif-4.A NRC Identifcation No.

N ARRATIVE DESCRl!> TION

The IdentFlogic card system consists of a Model 6002 or 6003 hardwired c 3ntral control pnnter and the Model
1001 or 2001 card reader anc.' control unit. The Medel 6002 has a capacity of 1000 cards and up to 100 cards car,
be voided. The Model 6003 has a capacity of 10,000 cards and up to 70 cards caa be voided. Voiding cards is
accomplished by patching wires into appropnate ho!es in the front panel of the unit. Each controller is able to
accommodate one entrance. For more entrances (up to 40) a Model 6400 mu't:plexer is required. Additonal
voiding of up to 200 cards is available uth Model 6303 expander. A visual and audible alarm are located on the
front panel and are activated by the use of a voided card.

PERFORMANCE DATA

Random Reading Error: Information not available.
Processing Time: lormation not available.
Identification Mechanism: onary codM pnnted circuit board has electncal readings made on tne connector:

the headings are compared with the programmed code in the central controller.
Enrollment Capacity: Information not available.
Terminal / Reader Capacity: One entrance per controller, expandable to 40 entrances with Model 6400

..iplexer.
TerminaliReader

Characteristics: Readers are ideno-Logic Model 2001 or 1001.
Central Display

Characteristics: Audio and visual af arm ind(ators. test button, pnnter controls and pnnter are
located on the front panel. A patch panel for voiding cards is located on the front
panel. Model 6002 has a capacity of 1000 cards and up to 100 can be voided.
Model 6003 has a capacity of 10,000 cards and up to 70 cards can be voided.
Additonal voiding of up to 200 cards is available with the Model 6303 expander.

Resistancela Tampering >nd
Spoofing: None.

Temperature: Information not available.
Humidity: Information not available.
Other Environmental

Characteristics: Information not available.
Interface: Information not available.

PHYSICAL DATA

Size: Model 6002 and 6003 central controller 194x9hx15in (49 5x24x38cm).
Weight: Approximately 40lb (18kg).
Power (Primary / Secondary): 120V ac,60Hz 150W dunng pnnt operation,25W in standby.
Emplacement Control unit and pnnter are for desk-top use Card reader surface moun.3d.

A
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SUPPLYiLOGISTICS DATA

Docamentation and Training: Informaton not avactable.
Parts and Repairs: Informaton not availatue.
ReliabiliY MTBF not available.
Maintainabilly MTTR not availabie.
WarrantyInformation: Information not available.
Government or Professional

Standards: Information not available.
Lead Time: Information not available.

COST DATA

Unit Acquisition Cost: Model 6002 Central Control Pnnter 58,320 Model 6003 Central Control Printer
$9,160 Model 6400 Multiplexer (5 doors) $3160, each additional 5 doors $860
Model 6303 Expander $3,380

Unit Installation Cost: Informaton not avalable.
Training Cost: Informaton not available.
Maintenance Cost: Informaton not ava:lable.
Operation Cost: Information not availabie.

NOTES

INSTALLATIONS
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FINGERPRINT VERIFICATION SYSTEMS

There are three basic methods by which the identity of an
individual may be established:

4 Souething known by the individual,
9 Something possessed by the individual, or

8 Some characteristic of the individual.

Fingerprint ve vfication equipment-falls into the third category.
Two basic approaches are pursued in automating the matching of fir ar-
prints. One method consists of a direct optical comparison between
the " search" print (the print entered by the individual) and the file
print. In the other method, the search o" int is optically scanned
and converted to an electrical signal, and e list of significant
detailed features of the fingerprint ("ninutiae , and their loca-
tion is compiled in digital form. The minutiae, which consist of
ridge endings and ridge bifurcation >, may then be compared with a
similar list on file in the processing unit.

In a personal recognition device using the direct optical com-
parison method, the comparison process must be carried out locallv
within the recognition device since it is not practical to transmit
the fingerprint image over a distance. One way of obtaining the two
images to be compared is to have the person enter a card containing
the file copy of his fingerprint and then have him place the corres-
ponding finger on an optical window through which the " live" print
can be viewed along side of the file print. This window is typically
a prism arranged tc exploit the principle of frustrated total internal
reflection to obtain a high quality fingerprint image. Alternatively,
the user might key in identifying information which would cause the

file print to be retrieved from an internal file and positioned in
the recognition device. He could then enter a card containing his
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fingerpriat to be compared with he file print. Within the device,

the images of the search print and the file print are compared using

an optical correlation technique, and an output signal is produced
_

signifying the degree of match obtained. In one device, the image of . g
the fingerprint is optically Fourier - transfomed, and the resulting
spatial frequency spectrum is compared to a holographically produced
spectrum from the card. This approach nermits a smaller reference
image, enables individualization of the card by varying the optical
parameters, conceals the reference image, and avoids the need for
lateral translation of the image. However, it is still necessary to

rotate one of the images slightly in order to compensate for mis- -

orientation. In direct comparision devices, two translations and
''

one rotation must be employed by the comparison algorithm. -

In the digital comparison method, the person keys in identify-
ing information which causes the minutiae list for his fingerprint

to be retrieved from a file at a central location. He then places

the corresponding finger on an optical window, and an optical scan-
|

ning process produces the search print. The search minutiae list,

which requires only a moderate amount of data, is sent to the _

central location either by a dedicated wire cable or telephone line.

Some units have line supervision (see Volume VIII - General Purpose '

Comunications) between the terminal and the central processor. At
the central processor a comparison is made between the search minutiae

list and the file minutiae list, using special algorithms for this

p urpose. Because of alignment problems and the plasticity of the
finger, it is generally not possible to get an exact match. There-

fore, the comparison process generates a score which indicates the
-

likelihood that the two prints are the same. The central system may

have minutiae lists on file for more than one fingerprint for a given

individual in order to allow for the possibility that the first, or

primary, finger to be tried might not be able to be scanned properly -

for some reason (e.g., the finger may have been injured).
_

"
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Performance of an automatic tingerprint verification system may
ve judged upon the level of Type 1 Errors (refusal to admit an
authorized person -- a false rejection), or Type 2 Errors (admittance
of an unauthorized person) and processing time (the time required for
a single individual to be verified). It is important that all users
of an automated identify verification system be given adequate in-
struction and training so that they will understand the system and
how it operates before they begin using the system for access control.
Experience indicates that some individuals will have an abnormally
high number of false rejects. These may be due to manual activities
(e.g., working in the garden on weekends) or to nervousness, physical
disabilities (such as dry skin, poorly defined prints, scars or
missing fingers), or simply an inability to cope with mechanical or
automated systems. Such individuals may have to be excluded from the
use of these identify verification sy" 1s. Another potential problem
is that the variables that were used for identification are subject
to change over a prolonged period of use due M aging and wearing
away of prints. Consequently, these variables might not continue
to match the data originally obtained during the initial training or
enrollrent period.
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FINGERPRINT VERIFICATION

Manufacturer Calspan Technology
Products, Inc.

P.O. Box 235
Buff alo, t,Y 14221

(716)632-7500

Model FINGERSCAN

Reference Evaluaton Guide Procedure No. lli-5.A NRC Identificaton No.

N ARRATIVE DESCRIPTION

The FINGERSCAN System is an automatic fingerpnnt venficaton system used for access control. The system
detects the minutiae in the fingerpnnt, that is. the tiny ridge endings and branche= that distinguish one peson
from another No inking or other process is required. The system includes a terminallocated at each access
site and a central staton. The remote terminals can be connected to the contral station by direct cable up to a
mile in length, or through dedicated or dial telephone connections. The comparison algorithm updates the
stored reference data each time the system is used by an individual.

PERFORM TNCE DATA

Type 1 Error DIA Test program (see Note 1). 6.1 percent; MITRE Test program 5.3 to S.5
percent. (See Note 2).

Type 2 Error DIA Test program (see Note 1):6.3 percent; MITRE Test program 2.2 to 2.3
percent. (See Nota 2).

Processing T;me: O!A Tu procram (see Note 1): 14.3 seconds; MITRE Test program 12 to 13
seconds. (See Note 2).

Verification Mechanism: Ventcaton initiated by keystroking identification number. Companson of
current hngerpnnt with stored fingerpnnt. System uses fingerpnnt minutiae for
venficaton.

Enrollment Capacity- 500 or 4000 person configuraton.
Terminal Capacity: 16 to 64 terminals.
Terminal Characteristics: 10 digit,2 functon keyboard, finger positioning and scanning equipment;

indicator lamps to display status informaton and instructions.
Central Display

Characteristics: Keyboard and alphanumenc disp'ay for operator control; log pnnter and
magnetic tape unit are optional.

Resistance tolampering aad
Spoofing: Tamper swi ch on remote terminal; central staton is keylocked. A three-t

dimensional replica of an enrolled person's fingerpnnt using plastic or rubber
type material has been tested (see Note 3). Va!id ID must be entered. has
programmable time zones and line supervision.

Temperature: 50 to 90F (10 to 30C).
Humidity' 10 to 90 percent.
Other Environmental

Characteristics: informaton not available.
Interface: Twisted pair from terminal to centrr .1 staton or telephone connection.
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PHYSICAL DATA

Size: Cen..al station:42x70x33 n (105x168x84cm); remote terminal: 18x14x15in

(45x35x38cm).
Weight: Central staton: 600lb (270kg); remote terminal:40lb (18kg).
Power (Primary / Secondary): 115V ac t 10' ,47 to 63Hz, single phase 1400W; no backup power.
Emplacement- Central staton: fioor mounted: remote terminal. desk or table top mounted.

SUPPLY | LOGISTICS DATA

Documentation and Training: Manuals and training are available.
Parts and Repairs: Informaton not available.
Reliability: MTBF not avarlable.
Maintainability: MTTR not available.
Warranty Information: Informaton not available.
Government or Professional

Standards: Informaton not available.
Lead Time: Informaton not available.

COST DATA

Unit Acquisition Cost: Approximately 530,000 (includes one remote terminal).
Unit Installation Cost: Information not available.
Training Cost: Informaton not available.
Maintenanco Cost: Information not available.
Operation Cost: Information not available.

NOTES

(1) Information System Secunty. Defense intelligence Agency. 30 May 1975
(2) Results of MITRE Test program in preparaton for publicP*~ t by the MITRE Corp.
(3) Results of this test have been published in Automatic Fingerpnnt Venhcation System Countermearare

Tests, WP-21097, MITRE Corp ,31 January 1977 (DoD Confidentia').
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HAND GEOMETRY VERIFICATION SYSTEMS

There are three basic methods by which the identity of an in-
dividual may be established:

0 Something known by the individual,
8 Something possessed by the individual, or
8 Some characteristic of the individual.

Hand geometry verification equipment falls into the third category.
The equipment meas'.res the length of the fi gers. The individual to
be identified carries a card with identifying infomation plus the
data representing the profile of his hand measurements. He inserts
the card into the recognition device and then positions his hand upon
the sensing area. His finger geometry is then measured and compared
with the data read from the card. If a match is obtained, his identity
is considered to be verified. Alternatively, the profile data may ba
stored centrally. In this case, the individual first supplies iden-
tifying information on the system and positions his hand upon the
sensing area. The measurements are then made and transmitted to the

central location for comparison with the profile data. The system
can then respond appropriately, based upon whether or not a match is
obtained.

Performance of an automatic hand geometry verification system
may be judged upon the level of Type 1 Errors (refusal to admit an
authorized person -- a false rejection), Type 2 Errors (admittance
of an unauthorized person) and processing time (the time required
for a single individual to be verified). It is important that all
users of an automatic identity verification system be given adequate
instruction and training so that they will understand the system and
how it operates before they begin using it for access control. Ex-

perience idicates that individuals with an abnomally high number
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of fa'- rejects which are due to nervousness, physical disabilities
(arthr..is, missing fingers), or inability to cope with mechanical
or automated systems may have to be excluded from the use of identity
verification systems. Another potani.ial problem is that the variables

that were used for identification are subject to change. ( Finger

lengths can change with temperature and time of day.) Consequently,
these variables might not continue to match the i:ta originally pro-

vided for the initial enrollment period.
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HANO GEOMETRY VERIFICATION SYSTEM

Manufacturer Identimat Corporation
10 Eas' 5? d St.
New York, NY 10022

(212)371-3300

Model Identimat

Reference Evaluaton Guide Procedure No. lil-5.A NRC Identificaton No.

NARRATIVE DESCRIPTION

The Identimat system measures the length of the index, middle, nng and little finger of the right hand and
records this information on a coded card. An individual requinng access to a secure area inserts his coded
card in the terminal unit wh:ch observes finger length by means of a set of photoelectric cells travelling beneath
a set of six slots on which the hand is placed. The four fingertps are referenced to the crotches between the in-
dex and middle fingers and between the ring and little fingers, and must agree with the recorded measure-
ments within a preset tolerance.

PERFORMANCE DATA

Typr 1 Error DIA Test program: *.7.6 percent (see notes).
Type 2 Error DIA Test program: 0 0 percent (see noten).
Processing Time: DIA Test program: 19.4 seconds (see notes).
Verification Mechanism: Companson of current length of fingers with measurements magnetically stored

on card.
Enrollment Capacity: Unlimited.
Terminal Capacity: Unlimited.
Terminal Characteristics: Hardwired terminal; card slot and card reading equipment. Push-button /

indicator lamps for display of status information and instructons.
Central Display

Characteristics: None.
Resistance to Tampering and

Spoofing: Tamper switch on terminal; cardboard replica of an enrolled person s hand may
be successful in achiev;.1g verificaton.

Temperature: 40 to 120F (5 to 50C).
Humidity: Informaton not available.
Other Environmental

Characteristics: InformMion not available.
Interface: Output relay contacts for lock operaton.

PHYSICAL DATA

Size: Terminal: 19x 13x 19in (48x33x48cm).
Weight Terminal: 321t (14.5kg).
Power (Primary' Secondary): 115V ac 2 10%,60Hz, single phase.
Emplacement: Desk or table top mount.

DATE CATALOG VOLUME SECTION CATEGORY DATA St ET PAGE
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SUPPLY / LOGISTICS DATA

Documentation and Training: Manuals and training available.
Parts and Repairs: Repair service available.
Reliability: MTBF not available.
Maintainability: MTTR not available.
Warranty Info'rmation: Information not available.
Government or Professional

Standards: None.
Lead Time: Off-the-shelf.

COST DATA

tinit Acquisition Cost: Approximately $2900
Unit installation Cost: Informaton not avariable.
Training Cost: Informaton not available.
Maintenance Cost: Informaton not available.
Operation Cost: Informaton not available.

NOTES

Inforrration Sprem Secunty. Defense Intelligence Agency. 30 May 1975.

INSTALLATIONS
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PHOTO SADGE AND CCTV VERIFICATION SYSTEMS
9

.

There are three basic methods by which the identity of an in-
dividual may be established:

8 Something known by the individual,
8 Something possessed by the individual, or

0 Some characteristic of the individual.

Split image ,hoto badge /CCTV verification equipment relies on a

characteristic of the individual, specifically his or her facial image.
Facial images can be compared remotely for identification by using CCTV
and photo badges. ~,his remote identification system requires a guard
to compare side by side the televised images of an individual's face
and the photo badge photograph. As an example of syster operation,
the person seeking access at an unattended access control point in-
serts a photo badge into a terminal which causes the TV image of the
photograph and of his face to appear simultaneously on either separate
monitors or as a split image on a single monitor at the central con-
trol point. The person controlling access must make an identifi a-t

tion by determining that there is a satisfactory match between the
two images before granting access. Several entrances may be monitored
by one individual using multiple terminals and multiple television
moniters (see Volume IV - Video Surveillance Components). Transmi s-
sion of the video signal from the remote terminal to the central con-
trol point is by means of either coaxial cable or microwave beam.

Primary disadvantages of this verification technique are that
photo badges can b lost, stolen and forged relatively easily; facial
disguises can be used; and even the most conscientious security guerd's
ability to compare images will vary during a shift of duty because

.

of fatigue, boredom or distraction.
s
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PHOTO BADGE AND CCTV VERIFICATION SYSTEM

Manufacturer Mardix Secunty Systems
900 Stierlin Rd.
Mountain View, CA 9 ;043

(415)961-3030
-- - - _ _ -. . - - _ _. - -. . - -

Model Videoguard 300

Reference Evaluation Guide Procedure No.111-5 A NRC Identifcation No.

NARRATIVE DESCR' oTION

Videoguard is a remotely monitored, simultaneous video display of an entrant s face and photo badge. The
entrant's face appears on one half of the 'Meo monitor and the entrant's badge appears on the second half. A
guard compares the face and badge and if the guard believes they match, allows entry. Typically, three cameras
are used at each entry, one to observe the badge, one to observe the entrant's f ace and one to observe the entry
area. The central console display can switch from face-badge view to entry area view.

PERFORMANCE DATA

Type 1 Error- Informaton not avatlable.
Type 2 Error: Information not available.
Processing Time: Claim: "an ex penenced Video-guard operator can handie as many es 150 people

through a single entrance in a 15 minute penod".
Verification Mechanism: Remote, visual companson of badge and face using CCTV.
Enrollment Capacity: Unlimit4

Terminal Capacity: One entry terminal allocated to each monitor; number of monitors is configuratio
dependent only 1

Terminal Characteristics: Terminal consists of a badge camera. f ace-view camera behind a one-way
mirror, voice intercom and control circuitry. Terminals may be located si varous
distances depending on cable or r"crowave communications.

Central Display
Characteristics: Central controller consists of monitor,2 door-selection buttor'.s. camera control

(general or f ace-badge), intercom control.
Resistance to Tampering and

Spoofing: None.
Temperature: Informat:en not available.
Humidity; information not available.
Other Environmental

Characteristics: For sheltered areas.
Interface: Requires video, audio and controllinks options are dedicated conduit and cable,

telephone lir.as for audio and control links and morowave for video.

PHYSICAL DATA

Size: Entry equipment vanes depending on configuration. Central console is
10%x11 bx13%n (26:30x34cm), rack mount is 19x 10%x11 bin
(48x26x30cm).

Weight: Information not available.
Power (Primary / Secondary): 115V ac, no back up pros ided.
Emplacement: Entry equipment should be :n an enclosed double door area. Central console is

table-top or rack-mounted.

t
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I SUPPLY / LOGISTICS DATA

Documentation and Training: Manuals and training are available.
Parts and Repairs. Service ava;lable from local representatives.
Reliability: MT BF not available.
Maintainability: MTTR not available.
Warranty infr;rmation: 1 year warranty.
Governmerd or Professional

Standards: None.
LenJ Time: 30 to 60 days.

COST DATA

Unit A:quisition Cost: Building entrance and console: $12,000.
Unit I.istallation Cost: $4.500 approximate.
Training Cost: Informaton not avad 'se.
Maintenance Cost: $960 per year apnroximate,
Operation Cost: Information not availoole.

NOTES

INSTALLATIONS
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PHOTO BADGE AND CCTV VERIFICATION SYSTEM
_

Manufacturer MP Video, Inc.
P.O. Gox 96
381 Elot St.
Newton Upper Falls, M A 02164

(617)965-5405

Model identi-Cabinet e

Reference Evaluation Guide Procedure No. lil-5 A NRC Identification No.

N ARRATIVE DESCRIPTION

The Identi-Cabinet is a remotely monitored, simultaneous video display of an entrant's face and photo badge.
The entrant's face and upper torso appears on the left half of the video monitor and the entrant's badge is
displayed in the lower, rGht quadrant. A guard compares the face and badge and if the guard beheves they
match, allows entry. Two cameras are used, one to observe the badge and one to observe tt,a entrant's face
Intercom communicaton between entrant and guard is available.

PERFORM ANCE DATA

Type 1 Error: Informaton not available.
Type 2 Error Informaton not available.
Processing Time: Informaton not available.
Verification Mechaalsm: Remate, visual companson of badge and face using CCTV.
Enrollaient Capacity: Unlimited.
Terminal Capacity: One entry terminat allocated to each monitor. number of rnonitors is configuraton

dependent onty.
Terminal Characteristics: Terminal consists of a badge camera, face-view camera behind a one-way

mirror, voice intercom and control circuitry.
Central Display

Characteristics: Central display consists of a single monitor; camera control (general or face or
f ace. badge) optonal.

Resistance to Tampering and
Spoofing: None.

Temperature: Informaton not available.
Humidity: Informaton not available.
Other Environmental

Characteristics: Sheltered area; weather proofing option available.
Interface: Requires video and audio links.

PHYSICAL DATA

Size: Terminal: 16x 14x30in (40x35x78cm).
Weight: Terminal: 70lb (31.7kg).
Power (Primary / Secondary): 115V ac; 24V dc operation optonal.
Emplacement Wall mounted.
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SUPPLY, LOGISTICS DATA

Documentation and Training: Manuals and training available.
Parts and Repairs: Parts commercially available.
Reliability: MTBF not available.
Maintainabi!ity: MTTR not available
Warranty Information: None.
Government or Professional

'

Standards: None.
Lead Time: Informaton not available

COST DATA

Unit Acquisition Cost: identi-Cabinet (without monitors). $2500; dual 10in monitors in cabinet, $480.
Unit Installation Cost: Information not available.
Training Cost: Information not available
Maintenance Cost: Information not available.
Operation Cost: Information not available.

NOTES

INSTALLATIONS

lil-5 c 2-2

\{J t v
\

,
,



PHOTO BADGE AND CCTV VERIFICATION SYSTEM

Ma.1ufacturer Visual Methods, Inc.
Box 644
200 Birchwood kd.
Westwood. NJ 07675
(201) 39 t -7383

Model Twinguard

Reference Evaluaton Guide Procedure No lil-5.A NRC Identificaton No

NARRATIVE DESCRIPTION

Twinguard is a remotely monitored, simultaneous video display of an entrant s f ace and photo badge The
entrant's facc appears on one half of the video monitor and the entrant's b Mqe aopears on the second half. A
guard compares the face, and badge and if the guard believes they match, el ou entry. A split-image optical
system in the unit focuses the entrant's face and badge simultaneously on t & televison camera. Intercom
communicaton between entrant and guard is available.

PERFORMANCE DATA

Type 1 Error informaton not available.
Type 2 Error informaton not available.
Processing Time: Informaton not available.
Verification Mechanism: Remote visual companson of badge and face using CCTV.
Enrollment Capacity: Unlimited.
Terminal Capacity: Multiple terminals allocated to each monitor. Exact numbe not ava>'able.
Terminal Characteristics: Terminal consists of a single camera and spht-image optics behind a one-way

m ror, voice intercom and control circuitry.
Control Display

Characteristics: Central controller consists of a monitor, door delection buttons, intercom control.
Resistance to Tampering and

Spoofing: No resistance to spoofing Terminal is key-locked.
Temperature: Informaton not available.
Humidity: Information not available.
Other Environmental

Characteristics: For sheltered areas.
Interface: Requires video, audio and controllinks

PHYSIC AL DATA

Size: Terminal. 5x24 hx20%in (12.5x62x52cm).
Weight 351b (16kg).
Power (Primary / Secondary): 110V ac, low voltage installaton optonal.
Emplacement: War-mounted. Located 5ft (1.5m) from floor.

SUPPLY / LOGISTICS DATA

Documentation and Training: Manuals available Informaton concerning trainins * a"ailable.
Parts and Repairs: Service available from local representatives.
Reilability- MTBF not available.
Maintainability: MTTR not available.
Warrantyinformation: None.
Government or Professional

Standards: None.
Lead Time: Informaton not available.
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COST DATA

Unit Acquisition Cost: Information not available.
Unit Installation Cost: Information not available.
Training Cost: Information not available.
Maintenance Cost: Informatron not available.
Operation Cost: Information .wt available.

NOTES

INSTALLATIONS

i

|||-5 c 3-2

7



BADGE COMPARISON

There are three basic methods by which the identity of an in-
dividual may be established:

0 Something known by the individual,
8 Something possessed by the individual, or
0 Some characteristic of the individual.

The technique of badge comparison relies on a characteristic of the
individual, specifically his or her facial image. There are two dif-
ferent methods for imr 'ementing badge comparison. Under the first
method, authorized individuals are issued photo id3ntification
badges. Wher an individual requests entry to an area, a security
guard at the entrance compares the photo on the badge with the in-
dividual; if there is a satisfactory match, entry is permitted.
Under the second method, authorized individua' 're issued color-
coded photo identification badges; duplicate b;dges with different
color codes are held at each entry point for which access is authorized.

*
When an individual requests entry to an area, the security guard matches
the badge photo to both the individual and to the photo on the corres-
ponding badge on file at the control point. If there is a satisfactory
match, the regular badge is exchanged for the one at the entry control
point, and entry is permitted. A similar exchange must take place as
the individual leaves.

Primary disadvantages of single badge comparison are that the

photo badge can be lost, stolen and forged relatively easily; facial
disguises can be used; and even the most conscientious securi v
guard's ability to compam badges will vary during a shift of duty
because of fatigue, boredom, or distraction. The exchange badge
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comparison should reduce the possibility that lost and stolen badges
might be used, and will make the use of a forged badge impract cal.
However, the problems of facial disguise and security guard effec-
tiveness still remain.

.

DATE VOLUME sECTioN CATEGORY SHEET PAGE

31 DEC 1976 III 5 d 0 2

-.-

4

LJ 'y



BADGE COMPARISON

Manufacturer G r~ral Binding Corp. Rosco Electronic Systems Polaraid Corp.
1. Skokie Blvd. P.O. Box 5005 549 Technology Sq.
Northbrook, IL 60062 Glendale, CA 91201 Cambodge, MA 02139

(800)423-2557 (617) 8(A 6000
_

Model Photo ID System Econophoto Phoic ID

Reference Evaluation Guide Procedure No Ill-5.d.1-1 NRC Identification No.

N ARRATIVE DESCRIPTION

These are photo ID cards tv. use by a guard in badge comparison with the individual. Components a e onID
camera, d+e cutter (manual or power operated) and a laminator. Up to four photos Ca1 be placed on Gne sheet.

PERFORMANCE DATA

Type 1 Error In'ormaton not available.
Type 2 Error informaton not available.
Processing Time: Informaton not available.
Identification Mechanism: Companson of individual with ID photo on badge.
Enrollment Capacity: Unhmited.
Terminal /Rerder Capacity: Not apphcable.
Terminal: Reader

Characteristics: Not apphcable
Central Display

Characteristics: Not apphcable
Resistance to Tampering and

Spoofing- None.
Tempeetture: Information not available.
Humidity: Information not anlable.
Other Environmental

Charactertstics: Informaton not available.
Interface: Not apphcable.

PHYSICAL DATA

Size: Card size: 2.328x3 25in (5 9x8.3cm), thickness vanes.
Weight: Not apphcable.
Power (Primary / Secondary): Cameras, die cutters and laminators use 110V ac.
Emplacement: Camera is topod mounted; die cutter and f aminators are desk or table-top

mounted.

SUPPLY / LOGISTICS DATA

Documentation and Training: Manuals and training are available.
Parts and Repairs: Service avariab'e from locai representatives.
Reliability: MTBF not available.
Maintainability: MTTR not available
Warranty Information: Informaton not available.
Government or Professional

Standards: None.
Lead Time: 4 to 6 weeks.
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COST DATA

Unit Acquisition Cost: Card cost cores 5.40 ea.; laminating pouches $ 09 to S 24 ea. depending on
size thickness and quantity. Camera: 5775 Die cutter: manual 5155, power $225
Lan.inator: $295

Unit Installation Cost: None.
Training Cost: information not available.
Maintenance Cost: Information not available.
Operation Cost: Information not available.

NOTES

INSTALLATIONS
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