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] ABSTRACT

This report summarizes the work performed by MITRE for the
U. S. Nuclear Regulatory Commission on each assigned task. The
major products of this effort are a Catalog of Physical Protection
Equipment, a Guide for Evaluation of Physical Protection Equipment,
a book of Reference Materials, and a set of guidelines for use
in the develorment of a methodolegy for measuring levels of
security system effectiveness. A summary of recommendations re-
sulting from this study are also presented. This report has been
prepared in partial fulfillment of MITRE's responsibilities under
NRC contract AT(49-24)-0376,
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SECTION 1

INTRODUCTION

This final report on the work performed by MITRE for the U. S.
Nuclear Regulatory Commission (NRC) under contract AT(49-24)-0376
summarizes the effort on each of the major assigned tasks and
describes the documentation produced as a result of that effort.
The tasks were performed under the direction of the NRC Office of
Nuclear Regulatory Research (RES) in support of the needs identified
by the Office of Inspection and Enforcement (I&E). However, the
products of this effort are expected to have broader application
within NRC.

The U. S. Nuclear Regulatory Commissi mn has, among its other
responsibilities, the task of approving proposed physical security
plans submitted by its licensees as part of the licensing process.
The licensees are commercial facilities that handle significant
amounts of special nuclear materials (SiM) as defined in Title 10,
Chapter 1 of the Code of Federal Regulations (10 CFR 50.2). NRC
also has the task of inspecting and enforcing all standards, regula-
tions and conditions of the license at each of the licensee's
facilities to ensure that the physical security systems of those
racilities meet the established requirements. Some efforts have
been made by NRC to standardize the basis for licensing and inspec-
tion of these systems at the various facilities. However, further
and more specific documentation was needed to improve this process.
The tasks assigned to MITRE have been a direct result of this need.

Two major products have been delivered to NRC under this
contract. The first is a Catalog of Physical Protection Equipment
(described in Section 1I) that provides a single reference source
for important infornation on a large segment of all commercially

available physical ,rotection equipment and barrier structures.
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The second is a Guide for Evaluation of Physical Protection Equip~
ment (described in Section III) that is designed for use by inspectors
in ascertaining, during preoperational and operational inspection
visits to the facilities, that the equipment has been installed
properly and is being properly operated and maintained. The data
obtained by inspection of the equipment, and by analysis and
measurement of various parameters associated with the equipment
(or structures), will then be used to ascertain compliance of the
licensee with the appropriate regulations and license conditions
as well as to ascertain the overall effectiveness of the physical
security system,

To aid in the process of determining system effectiveness,

a methodology must be developed that will utilize the data provided
by the inspectors to arrive at a measure of the level of effective-
ness, One of the tasks assigned to MITRE under this contract was
the preparation of guidelines that could be used by NRC, or its
contractors, as the basis for developing the required methodology.
This effort is described further in Section V,

The final product of the MITRE program is a document containing
reference material relevant to the Equipment Catalog and the
Evaluation Guide. Specifically it includes cross-reference indices
between those two documents accessed both by manufacturer and by
equipment category. A list of manufacturers for all equipment
included in the Catalog (along with addresses and, where available,
telephone numbers) and a glossary of terms and abbreviations used
are also provided in the reference materials volume. All of these
and their use are described further in Section IV of this report.

In performing the work under this contract, MITRE has not only
contacted by letter, telephone or in person approximately 800
companies that manufacture or sell physical protection equipment
to obtain information relevant to the Catalog and Evaluation Guide,
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but we have also met with a number of people within NRC and with
others wk~ are part of organizations under contract to NRC in order
to obtain additicnal information and ideas. During the first two
sonths of the contract (mid-October to mid-December 1976), MITRE
staff visited each of the four NRC Regional Field Offices having
Safeguards Branches at that time (Regions I, ITI, III and V). The
purpose of these visits was to describe the work MITRE was doing
under this contract to the personnel responsible for inspecting
physical protection systems at licensed commercial nuclear facilities
and to learn from those personnel any information about their in-
spection activities that would help us to make the Catalog and
Evaluation Guide more useful documents.

To obtain further experience and i{nformation on how physical
protection systems at nuclear facilities are inspected currently,
MITRE staff accompanied inspectors from Region II to the Florida
Power Corporation's nuclear power reactor at Crysta: River, Florida.
Tentative plans were made to visit other facilities as well, but
other commitments on the part of the Regional Offices prevented this
from occurring. However, a good deal of insight into the techniques
used by inspectors and the desired scope of their effort was derived
from both our visits to the Regional Offices and to the single
facility.

In order to ensure that the documentation to be produced by
MITRE would be useful not only to I&E, but to the other operating
offices as weil, MITRE staff met with representatives of Nuclear
Reactor Regulation (NRR), Nuclear Materials Safety and Safeguards
(NMSS) and Standards Development (SD) to discuss our work and its
relationship to the needs of each of those offices as described
by the NRC staff. In this way, it is believed that we have been
better able *o provide documents, particularly the Equipment
Catalog, that will have a more universal application throughout

™o
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NRC in the physical security area.

In addition, MITRE met with a number of other Government
agencies and laboratories doing work for NRC in the safeguards area.
These included fandia Laboratories in Livermore, CA, and Albuquerque,
NM, Lawrence Livermore Laboratories, CA, Los Alamos Scientific
Laboratories, NM, and U. S. Army MERADCOM, at Fr. Belvoir, VA.

These meetings were held to learn more about what each of these
organizations was doing with respect to physical protection systems
and equipment and the enhancement of techniques for the safeguacding
of special nuclear materials, MITRE was also able to ensure ourselves
and NRC that there would be no unnecessary duplication of effort
between MITRE's work and the work assigned by NRC to these other
organizarions. Information obtained from Sandia Laboratories,
Albuquerque, was of significant use in completing our work on the
guldelines for developing a methodology for measuring levels of
effec. Lveness. MITRE also utilized information from these agencies
and others in the preparation of the Catalog and Evaluation Guide
whenever applicable data was available as the result of tests,
evaluations or analyses performed on the equipment to be included

in those two documents.

In addition to our discussions with each of these agencies,
organizations and offices within NRC, there wrre many other sources
of information from which we derived the muterial utilized in our
study. Most of these were connected with the preparation o the
Equipment Catalog and are covered in Section II; others were utilized
in the development of the effectiveness methodo'ogy guidelines and
are discussed in Section V. On the other hand, there were a number
of documents requested from NRC at the outset of the program that
were not received for one reason or another (e.g., because of our
lack of a facility security clearance, because documents were out

of print, etc.). Whether or not any of our results suffered as
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a consequence 1s, of course, unknown. In addition, there are known
to be some items of equipment that are commercially available, and
which may even have been installed at licensee's facilities, but
that are not included in the Catalog because we were unable to
obtain data from the manufacturer or vendor. These should be in-
cluded by NRC or their contractors in anv updated version of the
Catalog produced at a later date.

The entire Catalog, Evaluation Cuide and Reference Materials
volumes have been typed on tape cassettes or have been computerized
for ease in making corrections or additions during the editing
process and in future revisions and updates. Although every attempt
has been made to eliminate errors from the text some may remain.

It is expected that these will be brought to the attention of NRC
Research so that they can be corrected at the time of a subsequent
revision., In addition, suggestions for improvements, for items

or categories of equipment that should be included in the Catalog,
and for new or additional evaluation procedures not covered in the
Guide are welcome and will be taken into consideration.

The work involved in assembling the documentation required
under this contract was of necessity limited by available time
and manpower. As mentioned above, there remain other items of
equipment to be included in the Catalog as well as additional
categories of equipment that were not even considered because of
those limitations. Further, there were many ‘nstances, particularly
in the case of intrusion detection components, for which insufficient
information was available from the manufacturer. The consequences
of this and our recommendations for overcoming this situation are
discussed in Sections II and VI of this report. More, too, can be
added to the Evaluation Guide to improve .ts comprehensiveness and
perhaps to the Guidelines for Developiug Levels of Effeciiveness
to clarify the requirements. However, both documents are believed
to be more than sufficient to serve the purpose for which thev were

prepared.



In summary, then, the products of this program, while their
limitations are recognized, are believed to provide a significant
level of improvement in the tools available to NRC to conduct their
safeguards function.




SECTION I1I

CATALOG OF PHYSICAL PROTECTION EQUIPMENT

OVERVIEW

The Catalog of Physical Protection Equipment presents information
for use in assessing the security of fixed-site licensee facilities.
Each of the eight volumes in the Catalog covers one major area of
physical security (e.g., barrier structures and components, sensors),
and these have been further organized into sections for similar
groups of equipment (e.g., locks, proximity sensors). When appro-
priate, a final subdivision, that of specific categories of equipuent
(e.g., mechanical locks, or external proximity sensors), has been
made. An equipment category consists of a number of itews that all
possess certa‘a similarities, such as their performance data being
comparable, and items within the category may often be interchangeable.
Overall, approximately 1750 items from 410 manufacturers are described
in the Catalog. A detailed listing of the various Catalog subdivisions
is given in Appendix I.

Data sheets ar» used to present the information on items of
equipment in each category; they emphasize the periormance data and
the physical data for each item. These data provide what is con-
sidered to be the minimum information required by an NRC inspector
to recognize the equipment and quickly determine its basic operational
characteristics. When available, supply/logistics data and cost
data are provided. A general equipment description has been
included as a preface to the data sheets for each equipment category.
This material is intended to provide ins.ght into the use and opera-
tion of items in each category by describing operating principles,
component paris, limitations and vulnerabilities that are generally
applicable to all items in the category. It should be noted that
the similar capabilities of equipment in a specific cate;o;y<w11%?x G
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enable an inspector to accummodate unlisted items of the same
category that may be encountered in the field., Also, new items

can be added to the appropriate category with minimal need to update
the general category descriptions. Although these descriptions
were not a contractual requirement, they were added by MITRE to

make the Catalog more comprehensive and useful.

The 1ist of equipment used at licensee facilities that was
provided to MITRE by NRC has been correlated with the items in the
Catalog, and a list indicating which of these are included is
presented in Appendix II. Although some of this equipment from
specific manufacturers may not be lisied in the Catalog, descriptions
of similar equipment produced by other manufacturers generally are
contained in that document.

The entire Catalog is contained in three looseleaf notebooks
to facilitate revisions and updatings, and to permit NRC inspectors
to remove pertinent data sheets prior to facility visits. Volumes
I and II are included in Book One, Volumes III, IV and V are in
Book Two, and Volumes VI, VII and VIII are in Bock Three. Each
looseleaf notebook has been tab indexed to indic-te volume and
section. It should be pointed out that the Catalog does not
represent a qualified products list, and inclusion of any item does
not constitute an endorsement by either MITRE or NRC.

CATALOG USES

The information that has been provided in the Catalog is
expected to be of significant value to all NRC staff concerned with
safeguards at licensee facilities. It will provide a reservoir
of data on the capabilities of commercially available equipment that
can be used in the development of standards and Regulatory Guides
on physical security. Both the general descriptions and the data
sheets have specific information that can be excerpted directly
for use by the Office of Standards Development in the preparation
of this documentation.



The data provided will also be useful to NRC licensing personnel
responsible for the review and approval of physical security plans
by providing the information needed by both Nuclear Materials Safety
and Safeguards and Muclear Reactor Regulation to develop exemplary
physical protection systems for purposes of comparison with those
designed by the licensees or for direct use in gaining knowledge
of the specific (or generic) equipment that a licensee has proposed
to use in terms of its operational capabilities, limitations and
vulnerabilities., To the extent that the information is available
or will be included at some later time in the data sheets, licensing
will have the information they need to make useful judgments on
the acceptability of the physical security plans submitted to them.

Ugder the auspices of Nuclear Regulatory Research studies are
being conducted that will lead to a methodology for determining
physical security system effectiveness. One aspect of this will be
the use of both generic and specific performance capabilities as
an input to effectiveness models now being developed. When all or
most of the performance data is available, the Catalog data sheets
should serve as a valuable source of that information,

Pernhaps most important of all will be the use of the Catalog
by NRC inspectors in the Regional Offices. It is expected that they
will utilize the data to obtain pertinent facts about equipment that
must be evaluated during both preoperational and annual or routine
physical security inspections at licensee facilities. This serves
as a companion document to the Evaluation Guide discussed in
Section III, which has been designed as a basic tool for the inspec-
tors, and provides details on specific models of equipment.

SOURCES OF DATA

Companies that manufacture or distribute physical protection
equipment were identified as a result of previous MITRE experience
and through a review of adve-tisements and vendor guides both in

Security World magazine and in electronic products guides. These

companies were sent letters explaining the purpose of the Catalcg

’ 727 218



and requesting information (i.e., performance measures and operational,
physical, interface, and cost data) for inclusion therein., MITRE's
ability to accommodate proprietary data was also discussed in this
letter. Those companies that did not respond to the first letter
received a second letter again requesting information. Also, an
annouricerent was prepared by MITRE requesting vendors to suomit
information similar to that asked for in our first letter, and this
was placed by NR. in the Commerce Business Daily on December 10, 1976.
The announcement was used as a means of ensuring that all equipment
vendors and manufacturers were given the opportunity to provide

data for inclusion in the Catalog. Responses were to be received

at NRC by December 30, 1976.

The data sent by most companies varied widely in scope and
typically did not previde all the information necessary to complete
each data sheet. Therefore, telephone calls were made to many
of the equipmnt vendors in an attempt to collect more information
and to resolve any ambiguities that may have resulted from a lack
of explicit data such as evaluation results that could be used to
substantiate performance claims. In some cases, meetings were
required to complete data sheets as fully as possible.

Project schedule requirements were such that any data received
at MITRE after January 3, 1977 were not included in the Catalog.
Instead, these data, which represent the responses from several dozen
vendors, have been filed separately from the product data included
in the Catalog so as to be readily available for inclusion in any
updated documentation.

The data presented in the Catalog have been exiracted from
written material (advertising brochures, engireering reports, etc.)
provided by the item manufacturers and/or from verbal communications
held with them. Test results from independent test agencies
(U. 8. Army/MERADCOM, ERDA/Sandia, and commercial testing laberatories)

10



applicable to Catalog items have been included and footnoted where
appropriate. Much of the Catalog's data has not been independently
verified, and information in those instances is based solely on
manufacturer's claims. It is important to emphasize that with few
exceptions the data included in the Catalog is objective, not
judgmental, and is based upon the information derived from these
sources. Only in areas where a manufacturer's performance claims
were vague or unsubstantiated were subjective judgments made as
to whether to: (1) include the information; (2) state that it is
based solely on the manufacturer's claims; or (3) state that either
no information was available at all or that useful data concerning
a particular parameter was not made available to MITRE (e.g., claims
that probability of detection 1is "high" or false alarm rate is "low")
and therefore was not included. Another exception is that of
the susceptability of an item of equipment to spoofing or jamming.
Since such information is not usually provided by most of the sources
used, the comments made on the data sheets are based on MITRE's
analysis of the design and our experience with similar equipment.
Accepted standards applicable to physical security at licensee
facilities were consulted in the course of preparing the catalog.
These documents included the Interim Federal Specification
W-A-00450B (GSA-FSS); USNRC documents including Regulatory Guides;
Underwriters Laboratory Standards; Military Standards and
Specifications; American National Standards (ANSI) documents;
Law Enforcement Standards Program documents; Electronic Industry
Association (EIA) Standards; Factory Mutual Approval Guides, Approval
Standards and Data Sheets; National Fire Protection Association
publications; and Micromeasurements/Measurements Group Sheets.
Other documentation used included Carnahan Conference Proceedings,
articles in Consumer Reports magazine, and reports in special interest

journals such as Security World magazine. Fimally, a considerable

11
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number of MITRE documents generated during other programs (e.g.,
the base and Installation Security System work) forned a basis
for developing this Catalog. A list of references is given in
Appendix III.

In order for an item to be included in the Catalog, it must
have been: (1) commercially available (i.e., completely developed
and in production); (2) intended for use in a physical security
system; (3) usable in an industrial or commercial environment; and
(4) not intended solely for residential or hobby use. Items known
to be in use at a licensee's facility, even though no longer in
production, were included to the extent that MITRE was provided
with the list of items and information on the items was available

from vendors by January 3, 1977 (see Appendix II).

Many of the responses {rom vendors contained dai- on items not
yet commercially available. The level ot development ranged from
conceptual to pre-pruduction prototype (i.e., equipment that will
probably be available within a few months). Although these have
not been included because they do not meet the stated criteria, their
status should be monitored during any effort to update the Equipment
Catalog.

CRITERIA USED IN SELECTING DESCRIPTIVE PARAMETFRS

Each item is characterized as fully as possible in the Catalog,
using available data, by means of several parameters. One group
of parameters includes performance characteristics of the item,
which are intended to furnish primarily quantitative data as to how
well the item can perform its intended physical protection function.
These data may be used in estimating the usefulness and effectiveness
of the item in a security system, and/or in developing a data base
against which field performance measurements can be compared.
MITRE believes that the performance parameters included on the data
sheets are those most critical to the description of the item from

12
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a physical security standpoint. Some of the more important para-
meters are as follows:

In Yolume I, Barriers and Structural Components, the penetration
times required to breach the structure or componert are provided
because these measures indicate how effective the item is expected
to be in delaying an intruder. Volume 1:, Intrusion Detection
Components, which is the largest volume, provides available data
on probability of detection and sensitivity to indicate how well
the item can perform its function of detecting an intruder. False
and nuisance alarm rates are also included as an indication of the
usefulness of each item in an operational environment. Since an
operator would have to acknowledge each alarm and determine its
cause, high false/nuisance alarm rates could seriously degrade
system performance.

In Volume III, Entry Control Components, ithe Type IT » -

(the probability that an unauthorized person will be admitted) is
reported since it indicates the system's effectiveness in rejecting
potential adversaries. Type I error (the probability that an
authorized person seeking entry to a secure facility will be rejected),
data on ranlom reading errors of coded device~, and processing times
are also addressed since they affect the usefulness of an entry
(access) contro) system and the acceptability of the system to the
entrants required to use it., Volume IV, Surveillance Components,
provides several sets of performance parameters, depending on the
section under consideration. Probability of detection of imaging
systems is presented since this parameter provides a measure of B
how well an intruder entering the zone of surveillance will be
detected. The sensitivity of video cameras indicates the minimum
light leve. required for use. Environmental requirements for

camera enclosures and mechanical requirements for camera positioning
equipment indicate the variction in capabilities available from

these components. Finally, the input signal formats for video

13
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monitors and tape recorders characterize their interccnnection
capabilities, Volume V, Contraband Detection Components, presents
data on maximum package size and minimum target size that can
be accommodated by X-ray inspection equipment, Inspection rate
is also given as an indication of device usefulness in the field.
Probability of detection for metal and SNM detectors is presented
as a reasure of the effectiveners of these devices in detecting
these forms of contraband, while false alarm rates for these two
detectors are given as an indication of their usefulness in the
field, where an operator must reconrile the cause for each alarm.
Volume VI, Automated Response Components, gives the probability
of correct activation of each device as a measure of how often it
will respond to the proper stimulus, False activation rate and
nuisance alarm rate are presented since they indicate how often
each device will disturb its environment by unintentional responses.
Volume VII, General Purpose Display Components, describes parameters
of the display (e.g., character height, width, and stroke dimensions;
contrast ratio; luminance; etc., as applicable to each section)
that the equipment operator must perceive in order to react to the
information presented to him. The controls available to the operator
that provide assistance in using the equipmert are also described
since they indicate the usefulness of the equipment in a field
environment., Volume VIIil, General Purpose Communication Equipment,
indicates the probability of transmission error of alarm signalling
systems since this parameter shows how well a system is able to
communicate the correct data without errors. Data relative to
transmitter and receiver design parameters of portable voice com-
munication equipment (e.g., radiated power, sensitivity, modulation
bandwidth, distortion, etc.) are also provided since these numbers
of fer a more useful nmeans of quantitatively characterizing com-

ponent performances than do measures of speech intelligibility.

14



In addition to the above performance characteristics, this
group of parameters also includes, when appropriate and to the
extent information is available, operational data that would be
useful in determining vulnerability or susceptibility of any
item to such threats as spoofing, tampering, and electro-magnetic
interference, and for ensuring that the device is compatible with
the intended local environment. To this end, temperature, humidity,

and other meceorological data, and any interference that may be

generated are addressed. Interface data is also included in varying

degrees »f detail.

The next group of parameters presents physical data, such as
size, we'eh’. and emplacement recommendations, for each item. This
is intended to arfsist the user in identifying each device and
ensuring that it is properly installed. Physical data supplied
by manufacturers is presente. in both English and metric units
unless the data is an orderiig size (e.g., 2-inch mesh fence).

The last two groups .f parameters present data useful in
designing or specifying a physical security system. Logistical
data, such as reliability, maintainability, and warranty informa-
tic., and cost and availability data, are included in these groups.

Certain data originally planned to be provided has not been
included in the Catalog. For example, esthetic consideratior
public acceptability and convenience, were deemed too subjec:
to assess. Data relative to known installation was obtained in
several cases, but in many others it was very difficult to obtain
since much of the equipment is sold through distributors and there-
fore would be time-consuming to trace and of doubtful benefit.
However, an area on the data sheet titled INSTALLATIONS is provided
for the use of NRC. The area has beea left blank so that each
region may write in this area the installations within the region
that use the piece of equipment des-~~""od in the data sheet. This

installation information would the those particular data

15
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sheets classified National Security Information. However, a
composite could be maintained at I&E headquarters for use in
comparing the operation of similar peices of equipment.

Each data sheet also has a space for zn NRC ldentification
Number that wo. ld be used if the Commission at some time in the
future should decide to assign ‘uch numbers to all or selected
items of physical security equipment.

DATA PRESENTATION

Data sheets of two basic formats are used to present data on
items in each category. For those items of equipment having
operational uniqueness, significant variations in characteristics,
or a limited number of models within its category, individual data
sheets with prose descriptions are used for one or several models.
Typical examples of these are presented in Figures 1 through 5.
For those categories of equipment containing large numbers of
items that can easily be grouped by operational techniques or that
have little variation in their descriptive characteristics, data
sheets with a metrix format are used (see Figures 6 through 8 for
examples). The purpose in using this matrix format is to minimize
the 4duplication of similar data that would result had an individual
data sheet been used for each model. However, the user should be
aware that comparisons and contrasts between items on a matrix
should be carefully made, since the conditions under which each
rarameter has been determined may not necessarily be fixed for
all items.

Certain entries in the data sheets and matrices may not be
complete due to the lack of available technical information.
Measurements of certain statistical parameters (e.g., probability
of detection, false alarm rate, false activation and nuisance
alarm rates, maintainability, and reliability) often require
an extensive, and consequently expensive, formal test and evaluation
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MONOSTATIC RADAR COMPONENTS

Manufacturer O W

{ Dw )

1 Or

1

'9
Moaei 1 and?
Reterence Evaluation Guide Procedure No -2 A NRC identiication No
NARRATIVE DESCRIPTION

Mouei anr coasist of & . arnutter a4 .d doppler receiver combined into a single transceiver package

Tha fransmitter radiates a cont; _iled pattern of rucrowave energy into the protected area This enerqy s re-
flected back 1o the recewer by ubjer's in the »-ea When an in"rusion occurs, both amplitude and frequency of
reflocted energy & & changed These chas g 3§ are sensed by the racever and an alarm s imtiated

PERFORMANCE DATA
Probatility of Detection 39 percent
Faise Alarm Rate: 1 per month due 10 internal electronics
Nuisance Alarm Ra'e. Adustabie
Sensitivity information not avallabie
De.ection Mechanism. Doppier shift of refiected energy from a moving intruder is detected and
activatas an alarn
Target Characieristics information not availlabie
Detection Range Area
Volume Two ranges 0 to 35t (0 to 10 5m) length x 22f1 {6 6mj width or 35to 701 (10.5
to 21m) length x 451 (13 5m) width  Has a hole in the coverage within 10ft {3m)
of the unat
Resistance to Spooting and
Tampering Case has tampe:-proof switch ECM causes an alarm rather than deactivation
Indoor Qutdoor Operation Indoor
Temperature. 010 120F { - 1810 - 50C)
Humidity Information not avadable
Other Environmental
Characteristics information not available
Radio Characteristics 10 525GHz at 10mW Fieid strength at 100 {30m) 1s 100mV per m
Operalor Controis Range control. sensitivity control
Interface Alarm contacts SPDT 2A at 28V dc
PHYSICAL DATA
Size ThaxSlaxJigin (20x15x9 Scmy
Weight 4ib (1 Bkg)
Power (Primary Secondary) 115V ac. S0/60Hz at 2 5W with standby battery
Empiacement Wall bracket mounting, 6 to 9ft (1 810 2. 8m)
DATE CATALOG VOLUME SECTION CATEGORY OATA SHEET PAGE
3% Decamber 1976 " 2 a 10 1

Figure 1. Example of Catalog Data Sheet - Intrusion Detection
17
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Documentation and Training

Parts and Repairs.

Reliability

Maintainatiiity

Warranty Information

Goveiament or Professional
Standards

Lead Time:

Unit Acguisition Cost
Umit Instaliation Cost
Training Cost:
Maintenance Cost
Operation Cost

The Mode! replaces Mode

SUPPLY/LOGISTICS DATA

Manuals are avalable Training s not provided
Available from manutacturer

MTBF s 20,000 hours

N7 TH not avadable

One year repair or repiace parts iecluding labor

UL-hsted. UL spec 839 intrusion detection devices GSA spec WAD00458
Off-the-sheif

COST DATA

$199 tor transcever with moton level mdicator ight and battery
1 hr labor

Intormation not avadable

Information not avadable

Informaton not avalabie

NOTES

Some nlormation contaned n this data sheel was obtaned by a telephone conversation with a company

represeniatve

INSTALLATIONS

Figure 1. Concluded
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MAGNETIC CARD SYSTEMS

Manufacturer c

2 St
C

i

Moqel Sernes
Reterence Evaluation Guide Procedure No fil-4 A NRC identification No

NARRATIVE DESCRIPTION

The Seres is a centrally controlied magnetic card access system. The system s compnised of a central
access controller. a card reader at each access pont, an optional printer and an optional vond card alarm control
When a vaiid magnetc card is inserted nto any reader. the multiplexer within the central controller scans all
reader statons at remote access ponts. When the active reader 1s located. a signal 1s transmitted G halt the
muitiplexer The controlier then requests and accepts the data from that reader. When the controller determines
that the card s vahd. itgeneraltes a signal that is transmitted 10 an access control unit such as a door strike The
access uontrol unit remains actuated as long as the valid card 1s held in the reader but the multiplexer is relezsed
wihin one-half second to cycie 1o the next reader warting 1o be read Memory has capability of either 999
three-digit card numbers or 9,999 four-digt card numbers. System has capability for 10 to 30 card readers Void
cards are denied access and an alarm switch s actuated Alarm devices are optional. Printer dispiay 1s ophc.-al

PERFORMANCE DATA
Random Reading Error Information not avaiable
Processing Time: Poiling ime of 'z second per reader » addition 10 processing time  Processing
time less than ' second
Identification Mechanism Encoded magnetic card is matched agamnst both a program matrix card in each

readear «nd the code stored in the central controlier Each card contar s wo
separate coded portions

Enroliment Capacity. Enner 989 three-digit numbers or 9,999 lour-digit numbers

Terminal Reader Capacity Eher up to 10 readers or up 1o 30 readers depending on the selecte option

Terminal Reader

Characteristics Each card reader s sir ilar to the senes card lock. Level or zone coding |

periormed at the readers by changing the program matrix card Each reader
contains a PSL lock cartndge for matching against one portion of the coded card
and a se! of magnetc sensors to respond o the second portion of the card and 10
transmit the code 1o the central controlier

Central Display
Characteristics: The central contrulier consists of a multiplexer. data converter, access controlier
and vaid-a-matc unit. Al code numbers are vahd until vowded Voding is
actieved by manually inserting a voud pin in the socket corresponding 1o that card
nursoer in the voud pane! located under the lockabile: id 10 the controller
Printer-display 1s optional Test digit switches on controller to check vor cards
Resistance lo Tampering and
Spoofing immediate voiding of cards possibie at cent: al controller, anti-passback available
with card readers using IN-X-1T option No tamper switches for card readers of
central controfier
Temperature. Informaton not availlable
Humidity: Information not avadabie
Other tnvironmental
Charactenistics: Card readers have weatherproo! housing, central controller s for indoor use
Interface Access control units can switch 28V dc 5A Telephone nterface Mode

available 10 connec! readers and access control unts to central controlier

DATE CATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
31 December 1976 w K a 2 1

Figure 2. Example of Catalog Data Sheet - Entry Control
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Weight:
Powe: (Primary Secondary)

Emplacement.

Documentation and Training

Parts and Repairs.

Reliahility

Maintainability

Warranty intormation

Government or Professional
Standards

Lead Time

Unit Acquisition Cost

Unit Instaliation Cost:
Traininn Cost.
Maintenance Cost
Operation Cost

Magnetic cards are seaied o

PHYSICAL DATA

Cent:al controfier 18 127:x20x1 7Yain (31x51x44cm) desk mount or

1002 19220 ain (26 5x48x51 S5cm) rack mount. Card readers (approximate
depending on housing) 4 5x5 3x4 75in (11 5x13 5x12cm)

Information not avalabile

No back-up nower Central controller. 117V ac. 100W Reader. no power
required Power required for access devices (door strikes) 28V dc 5A

Central controller. desk top or rack mount. Readers have flush mount. surface
moun!, weather proof prie mount housing

SUPPLY LOGISTICS DATA

Manuals are avadable Information concenung training not avadable
Information not availabie

MTBF not avarlabie

MTTA not avallable

Information not available

Information not avadable
Infor™ ~Yon not avadabile

COSTDATA

Coded card $1.45 to §1 90 depending on option. program matrix cards $5 50
central controfler $2 866 00 1o $9 444 00 depending on options . card readers
$617 to $926 depending pn options

information not availabie

Information not avalabie

Informa

1 NOt v niabie
Itormation not avadable

NOTES

aminated polyvwinyichlonde Card size w 2 125x3 375x0 0650 max

5 4x8 6x0 1 7cm) Cards may be siofted, stamped, ponted and have | D pholos mounted

Printer dispiay s optonal. if a printer s inciuded in the central controlier. simuitaneous with actuation of the
Access contral unit the printer recoras

Time of day

Date

Reader station number
Card number

Vaid or void status

Printout data is displayed visually on the front panet untd the next print command

Special card readers with IN-X-IT ophon (requinng separate entry and exit card readers) are avadabie for anti

passbhack control

INSTALLATIONS

-4 222

Figure 2. Concluded
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WALK-THROUGH ALL-METAL DETECTION COMPONENTS

Manufacturer
Ave

-~ 0o -

16
Moage! 1

Relerence Evaluation Guide Procedure No V-3 A NRC igentification No

NARRATIVE DESCRIPTION

The Moage! Weapons Detector s a waik-through structure employing a detector designed to detect
any metal by using pulsed madnetic helds 1o excite transient eddy currents in target metal objects. and 1o sense
and process secondary signals duning the ON and or OFF hime of the excitation pulses. This unit is widely used
within government agencies and by major aviation and industnal corporations. Double portal. co-planar portable
and baltery -operated versions are avadable for screening personnel or non-metaliic contamers Sensor cods are
encapsulated in ruggedized panels with formica hinish, console 1s construcied of heavy gauge aluminum with

SOhQ walnut end-paneis

PERFORMANCE DATA

Probability of Detection: Detection of 22 caliber handgun with non-ferrous frame or a Zoz(57g) knife with
conbdence level of 95 percent or better. alarm level adjustable

False Alarm Rate. Information not avaslabie

Detection Operation Time: Information not avadable

Detection Mechanism: Pulsed magnenc field eddy current decay, seif-balancing — freld batancing not
required

Target Characteristics: Will detect a 22 calber handgun with non-terrous frame or 202(57g) knife

Area (Volume) of Coverage Detined by sensor <oil emplacement

Alarm Presentation: Adjustabie audio red alarm lamp; green stand by normal lamp

Sell-Test Capability: Informaton not available

Indoor Outdoor Operation indoor and outdoor within temigvrature imits

Resistance to Spooting and

Tampering. insensitive 10 fixed metai objects in vicinity . Relatively insensitive to

electromagnetc or electrostanc mterterence

Temperature 3210 131F (010 55C)

Humidity Up 10 95 percent

Other Environmental

Characteristics. informaton not avadable

Interface: Shiewded par cabie for remote alarm devices up to 2008(61m) tfrom console
remote alarm contacts are provided on alarm relay and are accessible at screw
tevrminals in the rear of the console . uses standard ac outlet

PHYSICAL DATA

Size Passageway 137:x30x771n {34x76x196cm) Overall Arch Assembly
13'19x36x 79" 20 {34x91x202em) Electiome Console 127 :x17Vax6' 2in
(32x44x16cm)

Weight: Archway, 60ib (27kg). Console, 20ib (9kq)

Power (Primary Secondary) 115230V ac. 50/60Hz. less than 100VA, battery operation optional

Emplacement: Sensor panels can be relocated 10 suit special applications

»
DATE

31 December 1976

CATALOG VOLUME
.

SECTION CATEGORY
3

DATA SHEET PAGE
v 3 1

Figure 3.

Example of Catalog Data Sheet - Contraband Datection

J
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SUPPLY LOGISTICS DATA

Documentation and Training:  Installation. operation and maintenance manuals avarlabie Trawuing information
not avalable
Parts and Repairs: PC boards and IC s are remiwvabie and availabie
Reliability: MTBF not avalable
Maintainabiiity MTTR not avaitable
Warranty information: One year from acceptance date n accordance 10 terms specitied in techmical
documentation
Government or Protessional
Standards Meets requirements of FAA Security Manual. Chapter 5 U S Bureau of
Standards crteria; NiL ECJ Standards for secunty levels 1. 2 and 3
Lead Time: Information not avadlable
COST DATA
Unit Acquisition Cost information not avallable
Unit Instaliation Cost: intormation not available
Training Cest Intormation not available
Maintenance Cost: informanton not avatable
Operation Cost intormation not available
NOTES
INSTALLATIONS
V3p32

Figure 3. Concluded
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AUTOMATIC DIALERS

Manufacturer A

3

A

{ )2
Moaei D

Reference Evaluation Guide Procedure No V-4 A NPC igentfication No

NARRATIVE DESCRIPTION
This device will automatically send (over a dedicated. pre-connected lelephone line) alarm data (1 .. a8 mes-

sage code; from up to six input channels Each channel can service a sensor loop The device employs a par-
ity check tachnique to nsure that correct messages are received: a garbled or ncomplete message will He 11

sent This device is intended 10 be used with the A

Probability of Correct
Response

Faise Alarm Rate

PERFORMANCE DATA

High panty check tests for complete messages. Verified guantitative data not
avaiable
Low. special codes are used Venhied quantitative data not avalabie

Nuisance Alarm Rate. Depends upon the design of the external sensor loop Venfied quantitative data
not avallable

Sensitivity: information nut availlable

Response Mechanism Switch-activation causes message 1o be sent over dedicated line 10 receiver

Coverage—Range Area
Volume

which sounds audible alarm and provides printou! of alarm congition

Depends upon the design of the external sensor loop

Response Duration. Typically 10 seconds

Response Deiay Minimal dedicated ine used

Resistance to Spoofing and

Tampenng Depends upon the design of the external sensor op Enclosures should be

equipped with tamper alarms. Telephone ine o 4id be cut

Iindoor Outdoor Operation ingoor onty

Temperature Infe -mation not avaliabdle

Humidity: infor nation not avalable

Other Environmental

Characteristics Inte. mation not available

Interface Normally-open (N o | contacts (up to six channeis) for imertface with sensor
alarm circuitry. Direct-couple (of through coupler) 1o telephone iine for nartace
with commumncation inks

PHYSICAL DATA

Size 15%ax 11 axd ain (39x29x 1 1¢m)

Weight Gib (4 tkg)

Construction Locking steel cabmet

Power (Primary Secondary) 12V ac sell-contained battenes for up 10 100 hours of standby

Emplacement Wall mount

DATE

31 December 1376

CATALOG VOLUME
vi

SECTION CATEGORY DATA SHEET PAGE
4 a 2 1

Figure 4. Example of Catalog Data Sheet - Automated Response
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SUPPLY LOGISTICS DATA

Gocumentation and Training Manuals are avalable No special traimng requirements
Paris and Repairs. Commercially available
Reliability MTBF not available
Maintainability MTTR not available
Warranty Information: One year warranty
Government or Professional
Standards. Telephone line compatible

Lead Time Vanabie (typally off the-shelf)

COST DATA
Unit Acquisition Cost $170 each ($155 for 10, up). $1.500 for Central Station Receiver
Unit Installation Cost: Under $50
Training Cost None
Maintenance Cost Neghgible
Operation Cost Information not avallable

NOTES
09"0"! Multiple message Auto re-dial. Line sewzure. Anti-jam. Listen-i
INSTALLATIONS
Vid4aZ2d
Figure 4. Concluded




TRANSILLUMINATED DISPLAYS

Manutacturer H
5 Ave
D
( )7
Mode/ 9
Reference Evaluation Guide Procedure No VII-3 A NRC Identification No

NARRATIVE DESCRIPTION

This s a small display which operates from dc power and is designed 1o monitor up 10 ten unatiended detectors
or processes. A two-position shde switch for each sensor selects either normally open or normaily closed field
contact operation A panel light 1s lighted whenever any channel goes into the alarm state

PERFORMANCE DATA

Legibility Ywin (0 L.m) characters
Indicator Visibility: Namepiates are next 10 24V incandescen! lamps
Response Time of Display As fast as an incandescent lamp can respond
Display Mechanism Incandescent lamps
Capacity. 10 inpasts
Ilumination Requirements. Room ambient
Dispiay Contrals 10 access secure swilches 1 Acknowledge 1 Power On
Resistance to Spoofing and

Tampering None
Temperature: 0 to 140F 1510 +80C) operating. 30 1o 150F { - 3510 - 65C) storage
Humidity: Information not availabie
Other Environmenta!

Characteristics Information not avalable
Interface Switch closures NO orNC

PHYSICAL DATA
Size 5tax8%axBin (13x21 5x30cm)
Weight: Sib (2 3kg)
Power (Primary Secondary): 125V dc or 48V dc. current approximately 750mA
Emplacement. Desk-top
SUPPLY LOGISTICS DATA

Documentation and Training Manuals are supphed. tramng s not required
Parts and Repairs: Return 1o factory
Reliability Limited by derated ilamp buibs 7, least 10 000 hours
Maintainability: MTTR not avaiable
Warranty information: One year parns and labor
Government or ©-ol:ssional

Standards None
Lead Time 60 to 90 days

DATE CATALOG VOLUME SECTION  CATEGORY DATA SHEET PAGE
31 December 1976 vit 3 b 2 1

Figure 5. Fxample of Catalog Macrix Data Sheet - Displays
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Unit Acquisition Cost
Unit Instaiiation Cost
Training Cost.
Maintenance Cost
Operation Cost.

COSTDATA

$840

Nil

Naone

$5 per year

infarmation not avalable

NOTES

INSTALLATIONS

Vi3 b 2-2

Figure 5. Concluded
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Manutacturer L L H
S S 1
{ 16 { 16 Bivd
S
14
Mode! C E C
Hinge H
Evaluaton Guide Procedure |-2 A NRC Identitication No
PERFORMANCE DATA
Penetration Character- Mortise-type, used to Mortise-type. used to Mortise type, used to
istics Resistance transmit low vollage transmut a signal to a transmit low voltage
to Tampering electrical current 1o monitoring station that electncal current 1o
iocksets deadiock do0r 15 open, closed locksets, deadiock
elecine strikes or 1o activate an alarm electnc strikes
avaiable only with the reqularly turmshed does not expose any
Maximum Security Pin with the non rémovabie evidence that door
series hinge pin and bottom piug 1S electrically
concealeq winng pravents controlted
tampenng
PHYSICAL DATA
Size 4% 50 (11 5, 12 5¢cm) 4.4%; Sn{10.11 5 4 4% 50110
full mortise ball-bearing 12 5¢m) full mortise 115 12 5¢cm)
hinge bail-bearing hinge
Hinge Leaves Steel piated. solid Steel plated sohkd Non-terrous. stainiess
Base Metai brass or bronze brass or bronze steel
Pins Staniess steel, 18-8 Stainiess steel 18-8 intormaton not avalable
ELECTRICAL DATA
Switching Arrangement Not apphcable SPDT or DPDT Not apphcable
Switch Rating Information not available  5A at 125V ac (low 1A at6-12:24V ac or dc
voltage rerommended. 48V
maximuinl
SUPPLY LOGISTICS DATA
Reliability Intormation not avallable  information not avadable  Information not avaiable
War anty Information not avalable Intormation not avadlable information not availabie
Government or .
Professional Standards Information not avalable  Information not avaiabie UL listed
Lead Time 410 6 weeks 410 & weeks information not availabie
DATE CATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
31 December 1976 ! 2 1 2 1

Figure 6.

Example of Catalog Matrix Data Sheet - Barriers
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COSTDATA

Unit Acquisition Cost Information not avasiabie information not 7 arable
Unii Instailation Cost $20 above cost of hinge $20 to $50 above ¢ st

of hinge
NOTES

INSTALLATIONS

Information not avalable

intformation not avalabie

Figure 6. Concluded
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CAMERAS WITH STANDARD VIDICONS

Manufacturer J J P
3 Circle Corp M
L 2 Rd C
{ 16 o} One
{ ‘6 S
{ '3
Moage! M T W
£ w
Evaluation Gude Procedure IV-2 A NRC Identification No
PERFORMANCE DATA
Sensitivity
10 Gray Scale 1 Ofc (10im m¥) 0 3tc (3Im'm?) 0 3¢ (3lm m*)
Usabie Picture Information not availabie 0 08fc (0 BIm. m¥) intormation not avalabile
Signal Transter
Distance Information nEt available Information not availabile Information not avaiiable
Scan Format See notes information not avallable 200P 21 Random
240P 2 1 Random
external
Scan Fail Protection Information not ave .abte information not availlable information not available
Automatic
Gain Control 100001 8.000 1 5.000 1
Automatic Ins Opho al NO NO
Remote Control Provision NO NO NO
Controis Control Unit On rear paoel Target Self-contamned Ext Seit-contair =1 con
Focus Beam Beam. Target Mechamical trols are internal, Manuai
Focus, Focus Light Control switch
Temperature 1510 < 120F (- 1010 +50C) 1510 « 120F (- 1010
+ 50C) 1510 + 120F ' - 100
Indoor + 50C) Indoor
Humidity information not availabie Intormation not avadabie infarmation not avalabie
PHYSICAL DATA
Camera Tube 8844 Any standard “4 Sep 20 PE-13A or 8844
Mesh EL. MAG VID
Lens Mount C C C
Lens Provided intormation not avasiable t16 16mm £1.6 16mm
Weight 5 5lb (2 Skg) 3.5ib (1 6kg) 4.41b (2 Okq)
Size H 3 .2in (Bcm) 2.8in (7cm) 5.6 ( 14cm)
w 4 3niticm) 4 5n (11 5cm) 3 7int9.4cm)
L 10 O (25¢m) 9 .5in (24cm) 10.3 (26¢cm)
Output Connector UHF BNC BNC
Input Voltage 24V ac 120V ac 117V ac
Input Fwer 18W 14W BW
COST DATA
Price $433 $347 information not avarlable
$379
W-2at35

Figure 7. Example of Catalog Matrix Data Sheet - Surveillance
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NOTES

Scan format-2 1 Set-contained Modei for 24V ac
Crystal-controlied nput. Seif comained
Sync Scan

format-2.1 random 2 1
external E 1A standard
switch for mternal or external
‘\y."h

INSTALLATIONS

Figure 7. Concluded
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Manutacturer

Mode!

Evaluation Guide Procedure VIIi-2 A

UHF PORTABLE VOICE COMMUNICATIONS

A
PO Box
R
i |8
T

NRC Identiication No

A
PO Box
R
{ 18
=

NARRATIVE DESCRIPTION

Personal portable
racho s all sohd

state and utihzes dual
phase locked loop
circuitry to automat-
ically rack the other
transmtter for sys
tem stabiity Avail-
abile with or withouw!
tone squeich Utlizes
piug-in crcut modules

P is a fully sohd
state modular FM por-
lable radio. employing
plug-n circun
modules 3 models
available with differ
ent RF power output

Ave

- El\)l’?‘

il

The F NCoTpor
ate al sohd state
construction and dual
phase locked loop

10 keep recever

on frequency when
station dnfts

Meets EIA standaras
RS-152-A and RS-204
for vibration and shock

PERFORMANCE DATA
Recelver
Modulation Accep + 7 SkHz SkHz -~ 7 SkHz
Sens (M Quiet 0 5uV 0354V snad 0 5uV0 35uV sinad SuVv 35u\ sinad
Select (EIA Sinad) TO0cB B 704B
Intermoduiation 60aB 60dB 60dB
Spur Image Reject 60d8 mn  40d8B min 6008 6008 60dB
Freq. Stability 0 0002% =0 0008 0.0005%
Squelch Sens 025V 0.25uV 0.25uV
Audio Output
(5 Dist) 600mW at 8% dist 600mW at 8. dist 800mMW at 8% dist
Multi-freq. Spread 3 OMH2z 1MH2
Transmitter
RF output 2w aw Adjustable on all models 2w
Moageis aw
02w 04W
10 20W
20040CN
Modulation SkiHz « 5kHz tor 100%: at 1kH2
Emission 16F3 16F3 20F3
Spur emissions 46408 below carmer 46dB below carner 4648 (2W) - 49dB (4W)
Harmonics 4648 beiow carrier 4608 below carner 46dB (2W) - 4948 (4W)
Hum & Noise 5008
Freq. Stability =0 0005%« {30 10 80C) + 0 0005%: - 0.0005>
Audio Distortion 5% at 100012 5% at 1000H2 5%
Audic Response Within « 1t0 - 3dBofEIA  Within « 110 - 3aB ot EIA -
Chan. Spread - - SMHZ
DATE CATALOG VOLUME SECTION CATEGORY DATA SHEET PAGE
2 a 1 1

31 December 1976

Vil

Figure 8.
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General

Frequency Range

No. of Channels

Channe! Spacing
RF impedance

Size

Weight
Temperature

Controls

Battery Lite Cycle

Documeniation

Parts & Repairs
Reliability
Maintainability
Warranty

Lead Time

FCC Certitication

Price

Options

45010 512 MHz
Up 10 6 channels

6.8x2 58x1 Sin
(17x6 6x3 Bcm)

2102 |0 6kg) w. battery

210 - 180F
(- 30t +60C)

ON-OFF VOL. SQUELCH

12 SV dc/'8he 10°; 12 5V dc/Sig 8hv
r-10% rec heavy duty 11hr
alkalaine 35hr 10% tr-10°,
rec (2W). 5% Ir-5% rec 14W)
LOGISTICS SUPLY DATA
Oper., mant. & nstail Oper . mant & mstall

Change modules

MTFB not available
MTTR not avaiiable
90 day equip 1 year

spec parns
8 weeks

Aules 21, 89 91 & 33

o

450 to 700 MHz
Up to 6 channels
6 OMH2z

PHYSICAL DATA

6 Bx2 58x1 5in
{176 6x3 Bcm)

2110 ~ 140F
30te - 60C)

PUSH-TO-TALK

MTFB not avalable
MTTRA not availlabie
90 day equip _ ' year

spec. parts
8 weeks

COST DATA

786

NOTES

Battery chargers com

pletelnefor2 4

8 12 units, external spkr &

mike

INSTALLATIONS

220z (0 6kg) w/battery

ON-OFF. VOL. SQUELCH

Rules 21 89 91 93 & 95A

45010 512 MKz
Up 'o 6 channeis

6 Bx2 6x1 5in

(17x6 6x3 Bcm)

210z (0.Bkg) w battery
2110 - 140F

{30t0 «60C)

12 6V dc'8hr
10%- tr-10% 182

Units soid thru dealers
Oper mamt & install
avalable

MTFB not avalable
MTTR not avattable
1 year parts & labor

3o 9 weeks, depends on
crystal avadabiity
Rules 15.21, 89 91 & 93

Bch. $1071
wéch $1186

Numerous accessores
and optons

vit-2 a 1-2

Figure 8.
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program, which the vendor may not want to fund since it may hurt
profits and not necessarily increase sales. In some cases a
manufacturer may present a number for a performance easure, yet
fail to give any test conditions under which the nimber was
obtained, and so substantiation of the numbecr is not possible.

On occasion, a knowledgeable and/or cooperative person with
relevant specific data could not be located a* a vendor's facility,
although this was usually a problem only with questions relative
to price data. At other times a manufacturer was unwilling o
release certain data to MITRE, specifically performance meas': 2s,
in spite of the assurance that any proprietary information wuuld
be safeguarded and controlled in an appropriate manner. Althousl
among military-oriented firms, MITRE's reputation for its ability
to have access to proprietary data without fear of compromise

is well known, not all of the vast commercial physical security
equipment manufacturing community has been as cooperative in this
regard. Finally, price, availability, and, to some extent, warranty
data are functions of the site-specific installation. In a numbe .
of cases, data in the Catalog for these parameters should be
considered as approximations only and not necessarily the firal
information to be used to obtain complete and precise security
system costs.

The detail with which information on various items of equip-
ment has been presented in the Catalog often varies considerably.
This, of course, is primarily a function of the data made available
to us from the several sources cited earlier. Even items for
which minimal data was available were included in the Catalog at
this time with the expectation that future updated versions of

that document would provide expanded information.
RECOMMENDATIONS
There is a definite need to maintain the Catalog and to keep
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it current in terms of new information on already included items.
In addition, a program of standardized testing should be initiated
to include those items known to be used at NRC-licensed facilities
and those that have a high probability cf befug used in the future.
This test program would provide performance data not now available
and would validate manufacturer-supplied performance data. A more
extensive discu2sion of recommendations is presented in the last
section of this report.
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SECTION III

GUIDE FOR THE EVALUATION OF PHYSICAL PROTECTION EQUIPMENT

OVERVIEW

The Evaluation Guide presents information for use by NRC
inspectors in assessing, during boch preoperational and operational
inspection visits to licensee facilities, that the physical protec-
tion equipment has been installed properly, is operating properly
and is being maintained in good condition. An important benefit
will be the standardization of equipment evaluation techniques for
all of the NRC Regional Offices.

The overall format of the Guide is identical to that of the
Catalog in order to facilitate reference between the two documents.
In general, separate evaluation procedures are provided for each
category (generic type) of equipment contained in the Catalog
unless the inclusion of a separate procedure would have resulted in
unnecessary repetition. For example, in Veolume III separate pro-
cedures ace provided for Card Locks and Code Combination Locks
while no procedure is provided for integral Code Combination and
Card Lock Devices since the evaluation methodology can be extracted
from the first two procedures. Because the Guide is written on a
generic device basis, the procedures should be applicable, with
few exceptions, to new equipment having similar principles of
operation. The Evaluation Guide contains 62 procedures, a detailed
listing of which is presented in Appendix IV.

Each evaluation procedure in the Guide lists first the Equipment
Catalog reference information stating the category or categories of
equipment for which the procedure is suitable. It then presents in one
column the performance characteristic and measurement procedure to be
used for that characteristic, and in the second column it presents the

appropriate test equipment or documentation required for that procedure.
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The procedures contain methodology suitable for both preoperational

and operational inspections. In preoperational inspections, primary

emphasis is placed on the evaluation of the installation of the

equipment and the verification of certain appropriate performance

parameters (such as sensitivity and area of coverage). Quantitative

measurements are stressed in the preoperational inspection, and

the data obtained are intended to become a reference base for

comparison with future measurements. In operationa'! inspeccious,

emphasis is placed on demonstrations of system performance (typically

by means of a subset of the procedures for the preoperational in-

spection) as well as on an evaluation of equipment performance

for the period of time since the last inspection, usually by means

of a review of security alarm data, maintenance records, etc.

| Nuantitative measurements may be required on a sample basis for

con arison with the ones taken previously. The Guide is structured

in such a way that the inspector can choose among the techniques

provided in order to satisfy time and manpower constraints.

As a further aid to the inspector, a general description of

tle equipment (similar to or identical to the one in the Catalog)

precedes each section of the Guide. This information will provide

further insight into the operation, limitations and vulnerabilities

of the equipment to help put the evaluation procedures in proper

' perspective. These are repeated in the Guide in order to make that

F document more comprehensive, and to reduce the need for cross-

| reference to the Catalog.

| -It must be emphasized that, inasmuch as most of the equipm-~t
has never been formally evaluated or tested by an irdependent agency,
it might not be possible to correlate the manufacturer's claimed
performance with the data generated by the inspector in the field.
Furthermore, MITRE did not have an opportunity to evaluate the
equipment using these procedures as part of this program, and there-

fore many of the procedures require verification in the field.
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The entire Evaluation Guide is contained in a looseleaf
notebook to facill.ate revisions, updating and the removal by NRC
inspectors of pertinent procedures prior to facility visits. Each
procedure is numbered independently in a manner similar to that in
the Catalog. Each volume and section are tab-indexed, and dividers
are employed to separate the individual procedures within each

section.
GUIDE USES

The evaluation techniques provided in the Guide are expected
to be of significant value in standardizing and upgrading safe-
guards equipment inspections throughout the NRC Regional Offices.

In MITRE's discussions with NRC inspectors in the field, evaluation
standardization was'expressed as a primary concern. Much of this
concern was based on the nonhomogeneity in the inspectors' back-
grounds. While in general the inspectors have had only a little
experience in engineering/science related areas, most have extensive
knowledge in the area of law enforcement. Therefore they may tend
to place more emphasis on the evaluation «f operational procedures
than on equipment evaluations beyond the level of simple demonstra-
tions.

The Guide should be of use to NMSS and NRR in their evaluation
of physical security plans since many problems of a site-specific
nature which could adversely affect equipment performance and have
an impz . on the suitability of the equipment for the intended
application, are addressed in the Guide. It may also be useful in
developing more comprehensive acceptance criteria for these physical
security plans.

In additi~n to its use by NRC personnel responsible for facility
inspections and review/approval of physical security plans, it is
expected that the Evaluation Guide will be useful in developing a

quantitative performance data base which can be drawn upon for inputs

37

s

727 2460



to fixed-site physical protection system effectiveness models now
being d reloped (see Section V).

EVALUATION METHODOLOGY

.

The Evaluation Guide has bec¢ . written with the current NRC
facility inspection practices and inspectors' problems in mind to
ensure that it can be used effectively by them. For example,
it was recognized that time and manpower constraints, type of
facility (power reactor, research reactor, fuel facility) and type
of inspection {preoperational, operational) all have a direct bear-
ing on how detailed an inspection can be. Another constraint will
be the technical expertise of the inspector. The procedures
therefore have been made comprehensive enough to enable the inspector
to perform a credible evaluation of the physical protection system
and vet permit him to taiior the evaluation to meet the overall
objectives of the inspection visit within any time and manpower
constraints. A fundamental concept for the procedures is tha they
establish the fact that the equipment is operational; they do 10t
require an inspector to eagage in troubleshooting activi*y which
is cle=ily the responsibility of the licensee.

The techniques presented in the Guide are:

Inspection - Visual checks of system and component
instillation and direct verification of
performance characteristics which
determine the suitability of the equip-
ment for the job it must perform.

Analyses - Review of applicable system and component
maintenance and test data, experience
data, mathematical or physical models, etc.

Demonstrations - Verification of proper operation or
adjustment of the system or equipment
against a qualitative standard.

™~

—



Tests -~ Examinations and trials which yield
emperical or quantitative data in-
dicative of the overall performance
capabilities of the equipucnt. Where
possible, standardized test aids and
test equipment are recommended for
use.

Inspectors in the NRC Regions currently conduct a combination of
inspections, analyses and demonstrations. However, only a limited

number of standard tests as defined above are currently performed

(e.g., limited quantitative assessment of line supervision capabilities

and measurement of perimeter illumination values).

Complicated step by step procedures were included in the Guide
only when absolutely necessary. Ir several cases where tests are
required to generate quantitative data, the procedures are presented
in what is believed to be sufficient detail to produce the required
results with the suggested test equipment. The Evaluation Guide
together with the Equipment Catalog should enable an inspector to
acquire sufficient information to enable him to:

1) Determine that the equipment employed by the licensee
is in compliance with the approved physical security
plan, letters of commitment from the licernsee, the
applicable portions of the Code of Federal Regulations
(10 CFR 73.50 and 73.55), the rRC Regulatory Guides,
and to a limited extent, requirements of the
Interim Federal Specification W-A-00450B (GSA-FSS)
when applicable.

2) Substantiate any of his claims that the equipment is
not in compliance when deficiencies are found.

3) Determine that the physical protection equipment is
operational and performs the functions called for
in the physical security plan.

The level of detail of the evaluation procedures was determined by
these three criteria.

During a preoperational inspection, it is envisioned that the
evaluation procedures will be employed in detail to evaluate the
equipment. Special emphasis will be placed on inspection of system

A 727 248

i



e, S T TR—— Sy S gy = e pp—— | =" T — —a —

installation and demonstration of system capabilities through the
| performance of quantitative tests. The emperical data collected
‘ during the preoperational visit will provide a base-line that can

be compared with performance observed and data obtained later during

operational inspection visits so that a determination may be made
| as to whether or not the equipment has been properly maintained.
It is expected that less comprehensive techniques may be performed
during operational inspection visits to verify system performance
] and check for system/component degradation. As is the current
practice, it is envisioned that the appropriate operational
n procedures called for in the Evaluation Guide, as thev relate to

a specific site, would be performed over several visits during

the annual inspection cycle.

Many of the devices employed in a physical protection system

are characterized by such performance parameters as probability
I of detection, false/nuisance ala*m rate, etc. In general, it would
not be feasible to conduct in the field the number of repeated trials
required to verify the manuvfacturer's claims, if any, for these
parameters. In such a situation, the Evaluation Guide contains

a method of measurement that will establish, for example, device

I sensitivity through the use of standard test targets or stimuli, its
area or volume of coverage through the use of appropriate measure-
ment equipment, etec. These data will provide an indicatior of the

' device's overall detection capabilities and a quantitative basis
for comparison with performance data acquired during succeeding
evaluations. When repeated tests and/or random testing of sensors
is required, appropriate gu'darce is provided along with a rationale

| for interpreting the results of such tests.

i In order to measure a given performance parameter for a particular

device, the use of special test equipment (mercrs, probes, etc.)

and/or test aids (standard test targets, etc.) might be called for

in the Evaluation Guide. Instructions are then given as to when and

40
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where the measurements are to be made. 1In several cases appropriate

test equipment is either ncot available, too complicated to use or
too expensive., In this event, special test devices are recommended
that may require development (either modification of existing equip-
ment or a new design)., The equipment descriptions provided in the
Guide are believed to be sufficient to indicate the general
nature of these devices. It is also suggested that test programs
be established to verify the test procedures which employ these
developmental items. The concepts for the design of the dewvelop-
mental items wss guided by the xperience of MITRE staff personnel
who have performed a large number of field tests of similar com-
plexity and nature in the past. Later in this section, recommenda-
tions are made for a nrogram of research and development to produce
the needed, noncommercially available test equipment and aids.
Although it is recognized that many of the inspectors do not
have extensive technical backgrounds, in writing the Evaluation
Guide it was assumed that the NRC inspectors could be given any
technical training necessary to complete the evaluations called for,
including instructions on how to use any of the test equipment.
This training would emphasize "hands-on" experience for the use
of anv special test equipment and for following the evaluation
methods prescribed for various types of equipment. (In our visits
to the NRC Regional Offices, "hunds-on trainirg" was often suggested
by the inspectors.) A benefit of the evaluation format selected
is that technical expertise will generally be required only in the
performance of certain tests, while the inspectors should be able
to perform many of the tests and most inspections, analyses and
demonstrations with their current backgrounds, training and
experience. As the inspectors acquire additional technical training,
they should be able to employ the more sophisticated test techniques

and continually upgrade the inspection process.
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SOURCES OF DATA

The specitic evaluation methodology for each category of
equipment was prepared, in most cases, by MITRE personnel who have
had prior experience in dealing with similar devices, or devices
which operate under similar principles. This experience was
supplemented with the results of independent evaluation studies
whenever available (for example, those provided by the U. S. Army
MERADCOM, Deprrtment of Transportation / Transportation Systems
Center (TSC), Sandia Laboratories (Albuquerque), Factory Mutual
Research and the Los Alamos Scientific Laboratories (LASL)). In
addition, accepted professional/government standards and standard
test procedures, applicable to the physical protection equipment
contained in the Catalog, were consulted in the course of preparing
the Evaluation Guide. These documents have been listed earlier in

Section II.
RATIONALE FOR THE SELECTION OF EQUIPMENT PARAMETERS

The rationale for selectic: of parameters for the equipment
evaluation procedures was governed by four considerations:

1) Equipment performance has to pe examined as thoroughly
as possible to ensure compliance with original system
design specifications which were intended to provide a
defined level of physical protection.

2) The system itself has to be inspected to ensure that it
is properly maintained and serviced by qualified people
at the required intervals.

3) The system must be verified to be resistant to various
adversary countermeasures and sources o. interference.
For example, in spite of proper original installation,
the system may have been tampered with resulting in
either temporary or permanent performance degradation.
Special cuphasis has been given to procedures to iden-
tify vulnerability to tampering or outright sabotage.
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4) The system evaluation must be performed with a
minimum of test equipment and without dismantling
portions of the system or causing major disruption
of the security procedures. At the same time
the evaluation must be sufficiently detailed to
produce clear and valid results.

In the following paragraphs the selection of some of the specific
parameters and associated evaluation techniques are discussed.

In Volume I, Barriers and Structural Components, it was
difficult to adopt a standard set of parameters throughout because
of the unique nature and characteristics of the components contained
in each section. The recommended evaluation methods and procedures
for barrier. and structural comprnents are heavily concentrated 'n
visual inspection activities since there are few opportunities
for significant analysis, demonstration, or formal nondestructive
testing (except, for example, in the case of locks). One reason
for this is the cbvious constraint upon use of test or demonstration
procedures that could destroy or degrade the integrity of the item
being evaluated. The need for nondestructive evaluation procedures
has been assumed.

For some materials and components addressed in this volume,
destructive testing vnder controlled conditions has already been
accomplished independently. For example, fire and burglary resistant
vault door products and locks have been teste and rated, based
upon their design and construction characteristics, by Underwriters
Laboratories or similar rating agencies. Ratings of bull-t
resistant glazing materials hz» - alsc been established through
concrolled test programs conducted using procedures developed by
Underwriters Laboratories and the U. S. Army. Similarly, the
critical characteristics of break resistant glazing materials and
the aging characteristics of fencing materials when exposed to
extreme environmental conditions, have been tested and qualified

to meet industry-sponsored, federal, and/or military specifications

43



e i
R — J—— e i R

and standards.

Another category of components, which many times represent the
weakest points of the barrier protection provided, are mechanical
locks, switch locks, gate operators and similar devices. The require-
rents for very careful inspection of these devices, including a
determination of whether or not their function can be bypassed by
tampering and spoofing, are called out with special emphasis in this
volume.

Volume II, Intrusion Detection Components, contains evaluation
procedures for devices that have much in common (i.e., an intruder
causes a physical change in the specific local environment which
activates an alarm). Therefore, the set of parameters selected
for evaluation were more standardized than for Volume I. This set
includes installation related parameters, gsensitivityv/area of
coverage, false/nuisance alarm rates, spoofing and tampering, main-
tenance related parameters, environmental requirements and power
system checks if appropriate.

For active devices which emit a beam or ‘reate a field in its
vicinity, quantitative measurement of the value of the field strength
at v#rious locations in the area of coverage, beam divergence,
beam modulation, etc. are usually required since relatively small
chaages in these parameters (e.g., due to accidental or purposeful
misalignment . comporen* degradation, changes in system or area
configuration) can have a great influence on the performance of the
system. For passive sensors which monitor existing or ambient local
conditions, emphasis has been placed on determining the sensitivity
of the device to a minimum stimulus as well as the range over which
the device is sensitive to a standard stimulus and/or a human
intruder employing various methods of approach  For both active
and passive sensors, verification of the ability of the device to

detect a human intruder is included.
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In Volume IT1I, Entry Control Components, emphasis is placed on
the evaluation of system operation. Also included are procedures
for the evaluation of installation parameters, maintenance,
spoofing and tampering, and the power system. The procedures focus
primarily upon the equipment itself and not on the operating/adminis-
trative procedures adopted by the licensee, It must be recognized
by the inspector, however, that how the equipment is used is just
as important as what tvpe of equipment is used.

Volume IV, Surveillance Components, provides evaluation pro-
cedures for sophisticated electronic devices and systems (thermal |
imaging and television imaging devices and systems). Due to the
complexity of these devices, and the need for a great deal of
technical expertise and laboratory conditions for component evalua-
tion, system performance checks are emphasized. Within this frame-
work, the evaluation procedures were designed to obtain relevant
results as quickly and completely as possible using the smallest
amount of electronic test equipment believed reasonable.

The types of evaluations necessary for thermal imaging and
closed circuit TV are identical in most cases. Inspection of
components for signs of proper maintenance is often required.

Whenever devices can be operated or adjusted in different ways,
procedures are included to verify that the present configuration

has the same capabilities as that found in the original preoperational
inspection. Also included are evaluation of susceptibility to in-
terference, maintenance procedures, environmental requirements,

power system, and safety.

Volume V contains evaluation procedures for Contraband Dete~tion
Components. Detailed written procedures are included only for
portable and walk-through explosives detectors and for X-ray inspec-
tion equipment. The evaluation procedures for ferrous metal and ;
all-metal detectors are being prepared by the U. S. Army MERADCOM

under a separate NRC contract; SNM detector evaluation procedures
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are being prepared by LASL. The procedures generated by these
agencies are referenced in the Evaluation Guide, and no separate
procedures were prepared in order to avoid duplication of effort.

Contraband detectors are generally sophisticated devices and
have received a lot of attention as a result of their extensive use
for airport security applications. Therefore, many of the devices
have been tested and/or approved by, for example, the FAA, ERDA,
DOT, etc., and in some cases formal performance standards exist.
The Evaluation Guide emphasizes the operation o’ the devices and
their avility to detect a minimum amount of contraband material.

It i expected that there will exist at the facility minimum target
test devices/samples which can be used by NRC inspectors in their
¢valuations since the licensee must test the performance of the
detectors periodically.

Automated Response Components are evaluated in Volume VI.

The verification of proper operation of those devices and their
susceptibility to spoofing and tampering and power requirements
are also evaluated.

In Volume VII, General Purpose Display Components, the evalua-
tion procedures draw heavily on the requirements contained in
MIL-STD-1472B (Human Engineering Design Cri.-ria). Measurement/
evaluation of such characteristics as legibility, contrast, and
effectiveness of the display are considered. Procedures are also
provided for the evaluation of nofse levels (for printers),
maintenance procedure suitability, and control functions.

General Purpose Communications Components are evaluated in
Volume VIII. As in the case of other sophisticated equipment
system level checks of alarm signalling systems are preferred over
individual component performance checks since the more detailed
the evaluation becomes, t': more specizl test equipment is required
and the more technical expertise is required of the inspector.

Methods of evaluating line supervision circuits in alarm signalling
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systems are provided, however. In the case of portable voice com-
munications equipment, special performance tests are outlined to
enable the inspector to ensure that the licensee is capable of
properly maintaining the equipment and that radio frequency inter-

ference is eliminated.
MEASUREMENT EQUIPMENT

Many of the evaluation procedures call for the use of measure-
ment equipmen: to obtain quantitative data. A list of the commer-
cially available equipment included in the Evaluation Guide is
provided in Table I. A typical device is often listed by manufac-
turer and model as an example of equipment whore characteristics
would be suitable for the procedure with which it is con~ected.
However, other equipment having similar characteristics can usually
be used, In many cases the Evaluation Guide calls for the use of
records and test equipment that are maintained by the licensee;
these are also listed in Table I. If such records and equipment
are not currently kept, the licensee should be encouraged to do so
in order to facilitate the evaluation. For many of the procedures,
manufacturer's documentation should be available at the licensee's
facility. The inspector may also wish, however, to obtain a copy
of the available documents for the more sophisticated equipment to
increase his familiarity with its installation, operation and main-
tenance.

As discussed earlier in this section, suitable test equipment
or standard test aids are not always commercially available. When
this is the case, a description of the required equipment is pro-
vided in the Evaluation Guide beside the portion of the procedure
in which it is used. A summary of all the recommendations for test
equipment and test aid development is presented in Appendix V. For
convenience, the equipment is listed under the evaluation procedure
in which it is to be used.
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TABLE 1

Measurement Equipment/Test Aids

Commercially Available Equipment

Hand calculator - such as Texas Instruments SR-52
Camera, such as Polaroid with close-up lens set

Walkie-Talkie, such as Federal Signal Corporation Model HVP45
(two each per inspection team)

Stop watch timer

Lock picking tools

Glass cutter

Pocket knife

Credit card

Clip leads;12 in (30 cm)

Capacitors: 820 pf, 22 pf

Multimeter such as Simpson Model 260

Decade resistance box (six decades, 1(G M{ maximum)

Portable battery operated oscilloscope such as Tektronix Model
323 with oscilloscope camera

Field strength meter such as Singer Model NM-67
Frequency counter such as Hewlett Packard Medel 5340A
Electronic counter such as Hewlett Packard Model 5245L
Frequency counter such as Hewlett Packard Model 53834
I'istortion analyzer such as Hewlett Packard Model 332A

Communications monitor such as Cushman Model CE-6A, Lampkin
Model 107C or Motorola Model 1200A
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TABLE I (Cont'd)
Ultrasonic signal strength meter/analyzer such as Microphone
#4133, Preamp #2619, Meter #2209, Analyzer #2010, and Filter
#1616 from B&K Instruments, Cleveland, OH
Sound level meter such as General Radic Model 1565-A

Magnetic field strength meter such as RFL Model 505, Walker
Model MG-2A or F. W. Bell Model 600 (with transverse probe)

Photometer such as United Detector Technology, Model 40X with
photometric and radiometric filters and cosine corrected
foot-candle dirfuser

Spot meter such as Photo Research Model UBD-1/4°

Neutral Density filters (for near infrared) circular, 4 in
(10 cm) diameter with density values 1.0, 2.0 and 3.0

X-ray gray scale test chart such as Philips Electronic Instru-
ments, Inc. (Catalog No. 650-903-01)

Faceplate illumination calculator (available from PRODSEC
Division of General Electric Co.)

Field of view nomograph for CCTV lenses as described in
manufacturer's Application Note 205 and Tech Note 245 (avail-
able from VICON Industries)

Automatic dialer verification ir.trument such as Bodine Model |
VF-400

Ultraviolet light gun (Pyrotector, Inc.) |

Flame source (e.g., flammable liquid, wick, or punk-stick)

Quick freeze aerosol such as G.C. Electronics Catalog No. 8668

Electronegative gas (suc! as Freon or SFG)

Dynamite stick, 40 percent, 1/2 1b (250g)

Measuring tape, steel--at least 20 ft (6m) long
|
|
|

Ruler, steel--6 in (15 cm)

Drafting compass
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TABLE I (Cont'd)
Protractor
Vernier calipers
Insidesoutside calipers ,
Micrometer |
Feeler gauge set
Machinists deflection gauge
Wire gauge measuring tool
Depth gauge
Paint depth gauge
Comparator such as Edmund Scientific Company (Catalog No. 41055)
Reticule such as Edmund Scientific Company (Catalog No. 30539)

Wire tension gauge such as Defender Industries MARK II or
spring force scale (to 75 1b/35 kg)

Contact pressure meter such as Ademco Model 35

Flat blade screwdriver

Philips head screwdriver

Allen wrench set

Wedge

Pry bar ]

Screw type jack

Hacksaw blade
Machiniste hammer

Torque wrench
Calibration test hammer such as United Security Model 709




TABLE I (Cont'd)

Small magnetic compass

Small bar magnet

Water spray bottle

Rubber boots

Heavy glove (rubber, of the type used to handle chemicals)
Plexiglass rod, 1/2 in (1.25 cm) diameter by 3 ft (1m)

Opaque cardboard cards (6 each), 12 in (30 cm) and 6 it (15 cm)
square

Glass squares 3 x 3 x 1/16 in (76 x 76 x 1.5 mm)
aluminum block 3 x 3 x 1/4 in (76 x 76 x 6.3 mm)

Weight set, 10 1b (4.5 kg), 10 each; 80 1b (36 kg), 1 each;
2.2 1b (1 kg), 1 each

Licensee/Manufacturer Supplied Items

Licensee:
Walkie-Talkie
Hand tools

High impedance headset (earphones)--for testing alarm signal-
ling equipment

Explosives samples

Metal test samples--for metal detectors
Construction materials

Keys (master keys, etc.)--for testing locks
Coded cards--for testing card readers

End-of-line diode (if applicable)--for testing line super-
vis '~n circuits

Incandescent light--20 to 60 watts
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TABLE I (Conel'd)

Thermal shielding (such as blankets, loose fitting clothes,
etc.)--for evaluating infrared sensors

Vehicles

Approved Physical Security Plan

Facility drawings, floor plans, sensor coverage area plans

Security alarm logs

Maintenance schedules and

Test schedules and logs
Manufacturer:

Installation manual

Operat ion manual

Maintenance manual

For each type of equipment
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Many of the procedures contained in the Evalv tion Guide are

quite comprehensive and extensive and will require considerable time

and manpower to perform completely, particularly during preoperational

inspection visits. . wever, these procedures are necessary if the
inspector is to evealuate fully the equipment and structures used
by the licensee in his physical protection system. The complete
procedures should usually be performed only once, during the pre-
operational inspection, so that a baseline of performance can be
established. Then subsequently, less time consuming evaluations
using selected portions of the detailed procedures as indicated *n
the Guide will generally be adequate to verify that performance has
not deteriorated. Because of the larger resources required to
conduct the initial or preoperational inspections in accordance with
the procedures contained in the Evaluation Guide, the possibility
exists that NRC could employ a contractor for this purpose. An
alternative would be to have the licensee, as a condition of the
licease, contract with an independent third party to perform these
inspections, with the NRC reviewing the data for acceptability. In
either case, a team of specialized personnel would be used to over-
come any size limitations on the Regional Office physical security
cystem inspection staff, although an inspector could accompany each
coniractor team during preoperational evaluation visits. Use of
one or two special teams to perform these initial evaluations would
also tend to increase the level of standardization among the
Regional Offices.
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SECTION IV

REFERENCE MATERIALS

Cne of the products of this program is a volume that contains
several sections of useful reference material pertinent to the
Equipment Catalog and the Evaluation Guide. An important part of
this material comprises the two cross-reference indices that will
enable the user of the Catalog and Guide to locate quickly the
information needed and to determine the relationship between the
Catalog and corresponding portions of the Evaluation Guide.

Another section provides a complete, alphabetized list of the names,
addresses and telephone numbers (in most cases) of all manufacturers
whose equipment is included in this version of the Catalog. The
last section is a glossary of terms and abbreviations used in

the two documents. In dddition, space has been provided in the
looseleaf notebook containing the reference materials to hold a

copy of this final report so that it can be referred to as necessary
in clarifying certain information.

CROSS-REFERENCE INDICES

Two indices have been provided in the reference material
volume to permit the user to have rapid accessibility to information
on each of the approximately 1750 items included in the Equipment
Catalog and to its equivalent section in the Evaluation Guide. The
first inder (see Figure 9 ) is referenced by an alphabetical listing
of the equipment categories. Next to each category is an alphabeti-
cal listing of manufacturers who provide equipment in the given
category, and for each manufacturer there is a further alphabetical
listing of the models produced. The page designation for each
model included in the Equipment Catalog and for the corresponding
section in the Evaluation Guide is provided next to each model

listing.

55

727 264



e e A

e T g

A10823e) Ag X2pu] Idudiajay-ssoi) arduexy ‘g san8yg
L B 4 Al [l 1 g £ Al FOR/ e U2 -Hu4B7
L B al i 1 3 F Al ECR/LOT -0y 87
¥ r £ L ] - 4 Al TOR/TOT-a 6507 TN fOKeD FANL 13040 GAL41SNELINT-SVHINYD
R 0 0 0 0 e e L A o . ) o . e 0 A e e e e e i
¥ 2 i1 1 4 L 11 S N3 FAVRONDTIE-£4 TELT TEDOHNONS
L 2l i L e 7 1 Qo0ny CAND Ywo0NE
¥ 2 il ' L} LI i 04
A 31 i f Q@ 7 1 00t TON) WHLOGET - NS
v 11 1 ? ® 2 11 COZLA QavNlDEONEA
4 11 i 7 a7 11 o84 UEVUDAINEA SHALSAS DINDELIZTE 9 FAYAOHD 1N
v I 11 ] L 4 e 7 1 0OLL-9¥ TONl "STOBLNUD NUSKEOL
v 2 1 ] L LI 1 00st JHOLNBOEY  Sd0IATU 0aONvaUY CINANOAROD AVOVE J1ivis1s
‘I P98 .L L 1 L m #1845 Gl CL0R4 CEHCD UNTOKIE TN, ENAD ROL14YARD D d0ave
L i ff. i ¥ o " YW 00¢ TAJO ¥dawd) 4D CACHINGD RAVEOLL0NE 3L AVKOLUR
L T 4 u-.JL ] i vz 14 L-WRR N3 LONLNT CINE TSNOTSRIRT0 SI4ILNE10% STCRINND NOLANKLEOTTIE DT 4VEOLAY
LI n ﬁ. s L 1 8-804 IN1 CHLSND s A IR
v on 1A t s Y = 14 Lobe-aN N g
LA ] 1 ] Yy » I LTI § |
L 12 ‘ L 1 040T~¥é
v . I [ L 1 UL0Z -4
s m \ L b1 Iy -4
L B ia ' - LI 14 YO =g CORLINUN LAY
. IR L v » ia Loat “ONI "SWAZSAS WOILDELI0
LI id | 13 vy . 1 Tie
v o0 i ' L) L IA "Sh: #2313 WL GoRsNy
L 1a [ " LI is EL AR T}
L I t ¥ v o» 1A ZZL RN
fon i ! ? L I PEa
o 1A i i ¥y » i 7-avd *ON1 SOINONEDA 1A NODOY SESTNIC JTAVEOLNY
L} 11a L ] L 1A 140t
Vo 1ia [ ' e 3 TaA 7006 CGBTD WLNEL
¥ o 11a ‘ ' A | Ima Qui- 4 CONE SATHRASHGNT dmh
L | i t i L ! 112 Ok NONATIING DIA1IRA1D% SYRAL
¥ ol 118 “ 1 L Tia (7] TONT XINOMLNAL
LY 112 “ i L TIa SATHES OLOw SEIACLYAOEY T *WRBYLOS
o 118 “ i L 114 hn 531448-5%
¥ o 118 5 ' e o 118 On SAT4ES-5%
L 11a “ i "ot TiA 59 SATAdS-4n
¥ 4 11a 5 ] LI | 118 09 Sd18a5-50
LI 11a & i L | 118 ne STLMRS-Gn
LI ¢ 11A 5 1 e 1A 0r Salads=-4n
L11a % ] LA TiA w7 LalHdn-4n
N 134 3 ' LI | T1s 0L SaldaE-%0 IR HACLCHA
¥y & 11a . L = q 1A t6-0 IR04-00T1nd
¥ i 1A L L LA ! Tia e NOLLIVEDAR0D TALNN
oL 118 * t | 118 AdOSYRAIVED 0061 dad
L | Tia 13 ] L | A 0Z/0udas ‘eH0 BK4LOOINT
L 1 T 1 LI Tia 0oeL/s1 A0 STA QD SOIVMANRYS QL7 HAIR DIBANONYHdTY
Hd 238 oA 94 WS  I¥D D3IS  0A
0N NOLLYN AT 50 Wiv) 1300W HIWNLOVAINYN AMO93LVD

56

265

3
!
I

‘)
7 A







CATALOG
VOL SEC CAT SH PG

MANUFACTURER CATEGORY MODE L

EVALUATION GUIDE
VoL SEC PR

e B R P s WS e =1
MOSLER SAPE €O, JOOKS AND FEANES BANDIT BARRIER DOORS 1 1A “ 1 1 LY

VAULT DONARS A 1 A S 1 4 .8

ISFRARED PASSIVE COMPONENTS INFRAGUARD 183 ioA 2 1 I

INTERIOR PROXIMITY DRETRCTION “ONPCNENTS AL -26 1 Y “ 1 1 7T 8

400 1 Y & . 3 | 31 T A

PASSIVE ACOUSTIC CONPONENTS SENTINEL S 1 81 18 3 1 It 1o

®P VIDEO, INC. PHOLO BADGE AND ccvv vzuxrtcnvxo- IDENTI-CABINET 1 5 ¢ 2 1 381 5 &

MRL INC. tlAls!LLnll!lftc DISPLAYS CAB TERIES Vil I8 5 1 e 1A

- —— - — - ——— - — o ———
RULTIGCOAED, INC. PASSIVE ACOUSTIC COMPONESTS n5 -2 n 18 . 1 ﬁ 1 T
" . — - - - — - s S ——. 2 ] —
RILTITONE ELECTRONICS, [NC. UHE PORTABLE VOICE CORNUNICATION TR-100 SERIES viii A 1 1 vIir: T

VHF VOICE CORRURICAT [ON TR-20C VIl i B 1 2 L1 81 2

TR~ 100 SII.lnltl?oll YIid 2 B 1 3 vire 2

o e ot s S I S i S e S il bt B o it o 1 R e PRI | L con SR, - Bl

SAPCO SECORITY SYSTRAS, INC. ELECTRICAL/MAGNETIC SWITCHES 521 1 1A 5 1 131 1A

s -3 1 13 A 1 1 13 13 A

WINDOY BREEAKAGE Dl‘l’!t!‘lul CONPONENTS G5-1 1T e B “ |-{ 1t A »

A e e N o A e e el S A i i o e S <Pk e SR e S A A TSSO Jl <RI SRl | | Pl TSGR~ )s
NATTONAL NOCLEAR CORP, SHN DETECTION coaronrofs pm-2 v 4 a 2 1 v & A

ne- 1 v 4 A L ] 1 v “«

4 S ksl e O S D B e B e R e e e P e i A S 2 i Ao s g e B e e i s el A B
o NCR ALPHANUSERIC CET DISPLAYS 95 vik 1o LRSS | VIt 1 A
KEYBOARD TELEPRINTERS 260 KSR VIl 3 € W VIt 2

SERIAL AND READ-ONLY PRINTERS 260 R0 v LN ] 7 I 2 B

NOV AR KEYBOARD TELEPRINTERS e ) 139 - LT ) VIt F Y

$-50 L2 ¢4 & € 1 L] ni 2 A

Send vii 2 ¢ 1 . viL T 4

ODRTICS VIDRO rnvu RECORDERS TELI00 11} 4 a 1 4 I & a

YL210 13 e A 1 2 iy .

LSOO Iy “ A ] 3 iy “ A

TPUOOR iv “ A ) ] w “

YL Y10 v 4 a4 1 2 v @ A

vTIL510 1 6 A i 3 o “ A

e PRI Nl IS = E o L e R i S S gl | | M s N e
OLTVETTI ANBRICA ALEHANIN®RIC CRT DISPLAYS ToN260 Vit oA 1 2 vy 1A
KEYBOAKD TELEPRINTERS £-10B~Sw vri 4 ¢ 1 19 I P

re- 118 vii 2 < T T Vit P

Te- 114 Vil i L T vIt 2 A

TE-119 VI 2 2 1 20 (18] 2 A

TR-118 L 1% 2 ¢ v 20 vy 2 A

. TE-119 Vil 2 ¢ L Vi P
" SEEIAL AND READ-ONLY PRINTERS REIISRD Vil < A 1 7 vI! 2 &
[ RELTRED VI ‘A 1 4 Vi1 A
| WP YIAROC Vil i A ' - Vit P
er1iaRG vii 2 A 1 8 vIy 2 A

RESOS RO vii < & 3 Ll "I 2 A

sVaD vII L A 1 7 vi 2 A

Figure 10. Example Cross-Reference Index By Manufacturer

™2
o~
St
—

R S N — ) N ——



data base product or application program system if desired. This
wil)l vermit it to be used in the future by NRC, or a contractor,
to update ~he indices. A copy of the disk can be made available
to NRC if requested.
LIST OF MANUFACTURERS

In addition to the two indices, a separate listing of manu=-
facturers and their addresses is provided in the reference materials
volume. This is expected to be useful to NRC inspection or
licensing =2rsonnel if they wish to obtain more specific informs® .n
about an item from the manufacturer. The manufacturers' address
list was created using IBM's Advanced Text Management System (ATMS),
and is also stored on disk. It will be possible to update and
reprint the list using this system whenever necessary and as items
from new manufacturers are added to the Equipment Catalog. As
in the case for the cross-reference indices, a copy of the disk
can be made available to NRC if requested.
GLOSSARY OF ABBREVIATIONS AND TERMS

The last section of this reference materials volume is an
alphabetical listing of most of the unusual terms and abbreviations
employed in the Catalog and Evaluation Guide. Its purpose, of
course, is to provide -he user of these documents with a handy
place to learn the de‘inition of unfamiliar terms, MITRE has
1 tempted to makc tnis list complete, but we feel certain that

there will be terms or abbreviations either overlooked by us or

unfamiliar to the user that should be added. The Office of Nuclear
Regulatory Research should be made aware of these so that they can

be added at an appropriate time and a revised glossary generated.

The entire list has been typed on a dual-cassette Redactron unit

so that new entries can be placed easily in their correct alphabetical

order and then quickly pri-ted out in a form suitable for reproduc ion.
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SECTION V

GUIDELINES FOR DEVELOPING LEVEL OF EFFECTIVENESS MFASUREMENTS

Sandia Laboratories, under contract to NRC, is developing a
computer simulation model that has as its purpose the determination

of expected levels of effectiveness for generalized (or site-

specific) fixed-site physical protection systems. As part of our
effort MITRE prepared some concepts for both the data bases (com-
ponent-specific and generic) and the subsystem simulation tc be
used in that program. These concepts were based upon our work on
the Equipment Catalog and our previous experience in the physical
protection area.

Our main effort, however, has been involved in preparing guide-
lines that can be used by NRC, or its contvactors, for the develop-
ment of a methodology that would be used to measure the levels of
effectivenese of all or a part of a fixed-site physical protection
system. The method, when developed, would be used to describe the

actual level of effectiveness achieved by a specific facility

based upon measurements made by inspectors in the field. The guide-
lines prepared by MITRE indicate how a method can be developed that
will permit a determination to be made as to the effectiveness of
an operating system, for standard threat levels to be defined by
NRC, by converting either objective or subjective data taken by the
inspectors into 2 {ovm uecful for making a quantitetive determination
of the level of effectiveness. The guidelines provide some basic
definitions of effectiveness and outline some trpes of physical
protection capabilities at facilities whose effectiveness is to be
evaluated,

A hierarchy -f objectives for physical protection systems
beginning with the overall requirement to protect the health and

safety of the public serves as the basis for the measures of
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effectiveness (MOE) to be developed in response to these guidelines.
Lower levels of objectives within this hierarchy build upon the
effectiv .ess of individual barrier structures, protecti . equip-
ment, and administrativ® or cperational procedures. All effective-
ness measures would be based on the availability of system elements
to perform their assigned fun."ion when called upon to do so, the
dependability of those elements to continue to function during
their r~riod of use, and the capability of elements to meet the
higher order system objectives of detection, delay and/or deterrence/
neutralization as appropriate for that element. The specific factors
that should be considered for each element category are discussed
in terms of data that must be obtained and the conversion algorithms
that need to be developed to provide a useful measurement of
effectiveness. Also, a relationship of the potential threat charac-
teristi ‘s to the measurement of effectiveness levels is discussed
as part of the guidance necessary to develop the sought for
methodology.

The objective then for the follow-on research effort resui ‘ng
from the guidelines will be to establish a specific methodology
for quantitatively determining the level of effectiveness of
physical protection ~,s.cums *nstalled and operating at licensee's

facilities. To carry out this objective, a range of threats wi.l have to

be defined and supplied by NRC. It appears desirable to establish
three or more standard threat levels as the basis for assessment

of levels of system effectiveness. Although many of the parameters
that are pertinent to the measur~ment of physical protection
equipment and system performance and to the establishment of their
levels of effectiveness are centained in the guidelines, based upon
those parameters developed for the Evaluation Guide, other pertinent
parameters will have to be developed as well. Then, algorithms

that relate each of these parameters to the overall measure of
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The Equipment Evaluaticn Guide should be updated as necessary
to reflect both changes made in and additions to the Catalog.
Information on new test aids, test equipment or test techniques,
either developed commercially or as a result of work on the items
identified for development in the Cuide would have to be incor-
porated into any revisions. Other improvements in content as a
result of suggestions made by inspectors or others at NRC should

also be made.
DEVELOPMENT OF TEST EQUIPMENT/PROCEDURES FOR INSPECTORS

The inspectors in each of the Regional Offices, at the time
of the MITRE visit, had little if any test equipment which they
could use to determine how well phivsical protection systems at
licensee facilities are performing, and what equipment they had
was not standardized for all Regions. The Evaluation Guide identifies
both currently available test equipmen: that can be used by inspec-
tors as well as new equipment that requires development. Some means
of obtaining both a standard set of test equipment and th. procedures
for the use of that equipment by inspectors in the field is needed.

A set of specifications should be prepared that define such a
standard set of test aids/equipment/techniques to be used by inspectors
in all Regions for the evaluation of the performance and effectiveness
of physical protection equipment. NRC should ther contract to chtain
those items identified in the Evaluation Guide as requiring develop-
ment, and handbooks explaining how the test equipment is to be used
should be provided by the contractor.

In addition, the Evaluation Guile identifies several procedures
that require validation before they can be ascertained as serving
their intended purpose as well as procedures that must be developed
more fully. It is important that the work required for validation
or further d.elopment ot these, or any new procedures, be performed
either by NRC or their contractors.
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STALDARDIZED EVALUATIONS OF PHYSICAL PROTECTION EQUIPMENT

In the process of developing the Equipment Catalog, it was
found that much of the performance data was based on information
supplied by the equipment manufacturers because no other data was
available, and that in many cases no useful jerfcrmance data was
provided at all. Although some evaluations have been performed in
the past by various Government agencies, these are either out of
date or only represent a small sample of the equipment available.
None of these have been done in a standard and consistent manner
because no uniform procedures have been adopted for use; nor are
they generally reported on in uniform formats that can serve as a
means of comparing similar items in terms of performance. This
type of performance data is needed to update the Catalog and to
provide the information data base reyuired for developing meaning-
ful measures of equipment (and eventually systems) effectiveness.
The results of these evaluations will also be useful to Standards
Development in their preparation of new/revised NRC Regulatory
Guides or NUREG documents.

It is therefore recommended that items of physical protection
equipment be evaluated by independent tests to determine their
actual performance capabilities. The items to be selected for
evaluation should be vased on a review of equipment being used and
an assessment of items most likely to be used in the future by
licensees., Plans should then be prepared indicating the nature of
the tests to be performed, the measurements to be made and the
general approach to be taken in evaluating each selected category or
item of equipment. Reports on the results of these evaluations
should be provided by those performing the work and should be in a
standardized format approved by NRC. The Equipment Catalog (and
Evaluation Guide) should then be updated as a result of the
information obtained.

66



CATALOG OF AND EVALUATION GUIDE FOR SAFEGUARDS ADMINISTRATIVE AND
OPERALIONAL PROCEDURES

The current MITRE contract has been concerned witn the techni-
ques for evaluation by NRC inspectors of a selected set of performance
measures for physical protection equipment. However, physical
security at a given facility is provided by a combination of both
equipment and administaative/operational procedures. The Evaluation
Guide is only related to the equipment, but the NRC inspectors must
also concern themselves with the adequacy and effectiveness of the
procedures used in the process of providing site protection. There-
fore a guide that addresses “he methodology to be followed in the
evaluation of those procedures appears to be necessary. The
evaluation of administrative and operational procedures is particu-
larly important if an attempt is to be made to obtain a quantitative
measure of the total physical protection system's level of effective-
ness. Unless the proceduras being used by a licensee are appropriate
and effective, the benefits gained through use of sophisticated
protection equipment may be offset, and such equipment, therefore,
would not be the limiting factor in terms of security. One example
of this concerns entry control in which sophisticated technigues
and equipment are involved in verifying the identity of an individual
already enrolled in the system, but the administrative control on who
is errolled .5 not adequate. Another example might be the reduction
in e.fectiveness of a closed circuit television system for surveillance
and alarm assessment that would result from the absence of appropriate
operational procedures (which include guard response actions). As a
third example, the procedures used by roving or patrolling guards
may consist of a routine and consistent route. This could permit an
adversary who can observe the patrol to begin an intrusion attempt

afcer the patrol has just passed the planned point of penetration.
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use the results of tests and evaluations normally made by inspect

at each site to determine the quantitative level of performance
achieved by the total security system. 1. may be determined that
new methods for testing physical protection equipment performance
are required, and these should be developed. Similar studies
relative to measuring the effectiveness of specific procedures

used at licensee facilities to provide physical protection should

also be conducted based on results of efforts that may be performed

under the recommendation concerning a catalog and evaluation guide

for administrative and operational procedures.

SUMMARY

All of the recommendations made in this section are intended

to improve the knowledge and capabilities of the NRC staff in
carrying out their mission. There is a strong interrelationship
among all of these recommended efforts leiding, eventually, to a
method for evaluating the effectiveness of both proposed and
installed physical protection systems. Figure 11 is a chart
indicating how the products of the MITRE contract (the Equipment
Catalog and Evaluation Guide) and the products that would result
if the recommended efforts were conducted interact to achieve

a total program that will be of significant benefit to the NRC

in the conduct of their regulatory functions in the safeguards area.
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VOLUME 1.

Section

Section

Section

APPENDIX I

CATALOG SUBDIVISTIONS

BOOK 1

BARRIERS AND STRUCTURAL COMPONENTS

1. Doors ar! Frames
2. Hinges

3. Locks

Category a. . ‘echanical locks
Category b, FElectro-Magnetic Locks
Category c. Switch Locks

Section

Section

Section

Section

Section

4, Gate Operators

5. Gates/Turnstiles
6. Glazing Materia's
7. Window Guards

8., Fence

Category a. GCalvanized Steel Fence
Category b, Net Barriers and Entrapments

Section

9, Structural Materials

Section 10, Wide-Area Detection Mirrors
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VOLUME II. TINTRUSION DETECTION COMPONENTS

Section 1. Acoustic Components

Category a, Active Acoustic Components
Category b. Passive Acousti. Components

Section 2., Microwave/Radar Components

Category a. Monostatic Radar Components
Category b, Bistatic Radar Components

Section 3. Electro-optic Barriers
Category a. Infrared Passive Components
Category b. Infrared Active Components
Cate;ory c. Video Motion Detection Components

Section 4. Electric Field Components

Section 5. Orientation Components

Section 6. Ferrous Metal Detection Components

Section 7. Proximity Detection Components

Category a. Interior Proximity Detection Components
Category b. Exterior Proximity Detection Components

Section 8. Vibration Detection Components
Categc.y a. Fence-Mounted Vibration Detection Components
Category b. Window Breakage Detection Components
Category c. Wall/Object-Mounted Detection Components
Section 9., Seismic Components

Se~tion 10, Pressure-Sensitive Components

Category a. Mechanical Deformation Dete~tion Components
Category b. Trap Wires
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BOOX 3

VOLUME VI. AUTOMATED RESPONSE COMPONENTS

Section 1. Siren and Bell Controls
Section 2, Automatic Illumination Controls
Section 3. Automatic Photograph Controls

Section 4, Automatic Dialers

VOLUME VII. GENERAL PURPOSE DISPLAY COMPONENTS

Section 1. Cathode Ray Tubes (CRT)
Category a. Alphanumeric CRT Displays

Category b. Alphanumeric with Limited Graphics CRT Displays
Category c. Graphics CRT Displays

Section 2. Printers
Category a. Serial and Read-Only Printers
Category b, Data Logging, Digital and List Prin.:rs
Category c. Keyboard Teleprinters
Section 3. Other Displays
Category a. Event Displays and Recorders
Category b. Transilluminated Displays
VOLUME VIII. ENERAL PURPG3SE COMMUNICATION COMPONENTS

Section 1. Alarm Signalling Systems
Section 2. Portable Voice Communications

Category a. UHF Portable Voice Communications
Category b. VHF Portable Voice Communications
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INTELCOM RAD TECH (IRT)

ION TRACK INSTRUMENTS

JOHNSON CONTROLS, INC

MARDIX SECURITY SYSTEMS,
INC

MARSLAND ENGINEERING LTD

MOORE SYSTEMS

NATIONAL NUCLEAR CORP

OMNI SPECTRA, INC

OPTRONIXS, INC

RC4 ELECTRO OPTICS &
DEVICES

RUSCO ELECTRONIC SYSTEMS,
INC

SENTRACON CORP

Mode!

Rad Tech - SNM door-
way monitors

Model 58 - explosive
detector
Model 62 - explosive
detector

G-1 ~ microwave motion
detector
G-3 -~ microwave motion
detector

VG-3000 - videoguard

Sentry 301 - explosive
detector

Model AL - consol

SNM detector and
Metal detector

Mordel 300 - outdoor
microwave detector
Model 305 - outdoor
microwave detector
Model 115 - indoor
microwave detector

Lite Link P-22 =~ IR
perimeter sensor

TC-1010 aute Vu LL -
CC TV (silicon target
vidicen)

IDEK Model k-2 - card
reader

Card readers

82

Included

Included

Included

Included

Not Included (L)

Included

Included

Included

Included

Included
Included

Included

Not Included (1)

Included

Included

In¢cluded




Company
SOLCO ENGINEERING

SYSTRON DONNER, CORF

VICON INDUSTRIES

WALTER KIDDE & CO.

ADVANCED DEVICES LABORA-

TORY, INC

CONTINENTAL INSTRUMENTS CO.

SIMPLEX

BEST

SARGENT AND GREENLEAF

POTTER

PLASTIC MASTER CORP

SANYO
RENS
LUDLUM
GBC
POTTER
MOTOROLA

METOR

Model
Electro Search - hand
held and walk thru
metal detection system

Stress sensors and
panels

CCTV lens, housing,
controls

Ultrasonic Intrusion
detector system DR-850 -
balanced magnetic

swit;“.

KD-3 Acoustic

Microwave intruder
detector

Cypher lock

Lock

5K, 6A6G2-H door locks
8100 series
MDSBM

Roll Laminator
CCTV

15

SNM Detector-16
CCTV Monitor
BAC-24, DLP-9
MH-70

Metal Detector
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3

Included

Not Included
Included

Included

Included

Tnc.uded

Included
Included
Not Included
Included
Not Included
Not Included
Included
Included
Not Tncluded
Included
Not Included
Not Included

Included

27290

(2)

(2)

(2)

(2)

(3)

(2)
(2)
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Cogganz
RACON

STELLAR

JOHNSON SERVICE
MOSLER

SCAN INSTRUMENT
KENCO

UNITED SECURITY

IDENTI-LOGIC
DELTA
INTERFACE
ADVISOR

RADATION CORP

e e

Model
Microwave
EF-20/E-601
DG1002, BG10O8
Electrical Auto Lock
Annunciator-Bell
Model 100

704, 507,
Pressure mat

3001/3060
10400

Door Alarm
Advisor 111

Motion Detector

P G —

Included
Included
Not Included
Not Included
Not Included
Included

Included
Not Included

Not Included
Included
Not Included
Included

Not Included

(1) Manufacturer's data was not available before 3 January 1977.

(2)
(3)
(2)

(2)

(2)

(2) Information from Inspection and Enforcement concerning licensee
use of this item was received too late for data to be obtained

from manufacturer,

(3) MITRE does not consider this item to be physical protection

equipment,
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365 Police Station Connected Burglar Alarm Units and Systems
437 Key Locks

464  Audible Signal Appliances

609 Local Burglar Alarm Units and Systems

611 Central-Station Burglar-Alarm Units and Systems

632 Electrically Actuated Transmitters

634 Connectors and Switches for Use with Burglar Alarm Systems
639 Intrusion-Detection Units

768 Combination Locks

827 Central-Station for Watchman, Fire-Alarm and Supervisory
Services

FEEEEFEEEEE

864 Control Units for Fire-Protective Signalling Systems
904 Vehicle Alarm Systems and Units

972  Burglarv Resisting Glazing Material

983 Srrveillance Cameras

1022 Line Isolation Monitors

UL 1034 Burglary-Resistant Electric Door Strikes

UL 1037 Antitheft Alarms and Devices

UL 1076 Proprietary Burglar Alarm System Unit

& EF 8 F

S. Department of Justice, Law Enf.rcement Assistance Admin‘stration,
National Institute of Law Enforcement and Criminal Justice

NILECJ-STD-0204.00 Voice Privacy Equipment for Law Enforcement
Communications Systems
NILECJ-STD-0301.00 Magnetic Switches for Burglar Alarm Systems

NILECJ-STD-0302.00 Mechanically Activated Switch for Burglar
Alarm Systems

NILECJ-STD-0302.00 Test Procedures for Night Vision Devices

NILECJ-STD-0303.00 1Image Quality Criterion for the Identification
of Face

NILECJ-STD-0304.00 Simplified Procedures for Evaluating the Image
Quality of Objective Lenses for Night Vision
Devices

NILECJ-STD-0305.00 Active Night Vision Devices
NILECJ-STD-0305.00 Passive, First Generation Night Vision bLevices
86



NILECJ-STD-0306.00 Physical Security of Door Assemblies and

Components

NILECJ-STD-0601.00 Walk-through Metal Detectors for Use in

Weapons Detection

NILECJ-STD-0602.00 Hand-held Metal Detectors for Use in Weapons

Detection

NILECJ-STD-0603.00 X-Ray Systems for Bomb Disarmament

Electronic Industries Association Standards

RS~-170

RS-312

RS-330

RS-343-A

RS-375-A

Electrical Performance Standards -~ Monochrome
Television Studio Facilities

Engineering Specificatic . Format for Monochrome CCTV
Camera Equi-:. nt

Electrical Perfo: ~ance Standards for Closed Circuit
Television Camera .75/60 Interlaced 2:1

Electrical Performanc+ Standards for High Resolution
Monochrome Closed Circu't Television Camera

Electrical Performance Standards for Direct View
Monochrome Closed Circuit Television Monitors 525/60
Interlaced 2:1

The MITRE Corporation

MTR-7022

MTR-2453

WP-5471

The Threat to Licensed Nuclear Facilities;
Burnham, S., et. al.; September 1975

Investigation of Alarm Set, Anti-Intrusion,
Restricted Area, AN/GSS-15, Operation in Cold
Climates; Houlding, N.; July 1972

Measures of Effectiveness for the Airfield Denial

System Using ALTAGS/ADTAMC: Honda, L. N.; August 1973

Sandia Laboratories

SAND75-0391 Physical Security Systew~ Efferciveiess Evaluation -

A Status Report; Todd, J. u., Ni-lell, W. C.;
July 1975

SAND75-0504 Safery and Security of Nuclear Power . =actors to

Acts of Sabotage; March 1976

SAND75-0627 Adversary Characterization for Security System

Evaluation; Suber, L., A.; %pu1l 1976
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SAND75-6061

SAND75-6136

SAND75-6159

SAND76-0428

SAND76-0554

SAND76-0637
NUREG-0144

SAND76~5143

SAND76-5388

SAND76-551°
SAND76-5648

DOT-TSC-0ST-71~-15

DOT-TSC-0ST-71-20

DOT-TSC-0ST-72-27

FAA-RD-74-134

Fixed-Site Physical Protection Systems Modeling;
Chapman, L. D.; December 1975

Statement of Dr. Orval E. Jones, Director Nuclear
Security Systems, before the Assembly Committee

on Resources, Land Use, anc Energy of the California
Legislature; November 1975

Ef fectiveness Evaluation of Alternative Fixed-Site
Safeguard Security Systems; Chapman, L. D.; July 1976

Safeguards Systems Effectiveness Modeling;
Boozer, D. D., et. al.; September 1976

Intrusion Detection Systems Handbook; November 1976 (OUQ)

Summary Report of Workshop on Sabotage Frotection
in Nuclear Power Plant Design; February 1977

Sa ' guards for the Physical Protection of Nuclear
Mat¢ rials and Facilities, Statement submitted to the
U. 5. Senate Committee on Government Operations;
Jones, 0. E.; January 1976

Acvanced Physical Protection Systems for Facilities
~nd Transportation; Jones, 0. E.

Nuclear Safeguards; Ney, J. F.; June 1976

The Design of Integrated Safeguards Systems for
Nuclear Facilities; deMontmollin, J. M.,
Walton, R. B.; 1976

Physical Protection of Nuclear Material in the
Commercial Fuel Cycle (Five Volumes); March 1976:
(“acret)

Department of Transportation, Transportation Sysiems Center

Technic2l Evaluation of Mei al Detectors for
Concealed Weapons; June 191

FY71 Engineering Report on surveillance Tech-
niques for Civil Aviation Security;
Barrington, A. E., Frenkel, L., Cline, J. F.,
Landman, A.; November 1971

Laboratory Evaluation of Detectors of Explosives'
Effluents; Cline, J. E., Hnbbs, J. R.,
Barrington, A. E.; November 1972

Pevelopment of an Electron-Capture Technique
Specific for Explosives Detection; Hobbs, J. R.;
July 1974
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Technical Note Final Report Joint Services Perimeter
Barrier Penetration Evaluation; Fitej, R. A.;
April 1976

Technical Data for Commercial SNM Monitors; Los Alamos Scientific
Laboratories; December 1976

General Services Administration, Interim Federal Specification--
Alarm Systems, Interior, Secur..y, Components for; W-A-00450B
(GSA-FSS); February 16, 1973

Code of Federal Kegulations, Title 10 (10 CFR); Energy: Parts
0 to 199; January 1976

"The Avnarchist's Cookbook"; Powell, William; Lyle-Stewart
Publisher

Proceedings of the Carnahan Conferences on Crime Countermeasures
1971 through 1976; University of Kentucky, Lexington, Kentucky

American National Standard; ANST N18.17-1973; Industrial Security
for Nuclear Power "'ants

Building Security Standards; report to . he Attorney General's
Building Security Commission prepared by the California Crime
Technological Research Foundation; January 1974

Lock Security; Capt. C. Freimuth; Davis Publishing Company, Inc.,
Santa Cruz, California 95060

Personnel Access Control Systems; Bean, C. H., Argonne National
Labcratory, and Prell, J. A., U. S. Nuclear Regulatory Commission;
(Draft)
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Volume 11.

Intrusion Detection Components

Section

Aconstic Components

Microwave/Radar Components

Electro-Optic Barriers

Electric Field Components

Orientation Components

Ferrous Metal Detection
Components

Proximity Detection Components

Evaluaction Guide Number

TI=1.A
11-1.B
I1-1.A
I1-2.4A
IT=3.A
I1-3.8B

11-3.C

11-4.A

II-5.4A

11-6.A

I1-7.A

Subject

Active Acoustic Components
Passive Acoustic Components
Monostatic Radar Components
Bistatic Radar Components
Infrared Passive Components
Infrared Active Components

Video Motion Detection
Components

Electric Field Components

Fence-Mounted Orientation
Sensors

Window Mounted Orientation
Sensors

Ferrous Metal Detection
Components

Interior Proximity Detection
Components
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Volume 11 (Coancl'd)

Section Evaluatien Guide Number Subject i
14. Fire Detection Components 11-14.A Heat Detection Components
I1-14.B Smoke Detection Components
I11-14.C Flame Detection Components
15. Mechanical Contact Switches IT-15.A Tamper Switches

Take-0ff Contacts

%6

Volume III. Frcry Control Components

Section Evaluation Guide Number

Subject
1. Code Combination Locks ITI-1.A Code Combination Locks
2. Card Locks ITI-2.A Card Locks
4. Card Systems ITI-4.A Card Systems
5. Personal Characteristics ITI-5.A Personal Characteristics

Verification Systems

Verification Systems




Volume IV. Surveillance Components

Section Evaluation Guide Number
1. Thermal Imaging Systems IV-1.A
2. Video Surveillance Components IV=-2.A

Subject
Thermal Imaging Systems

Video Surveillance Components

Volume V. Contraband Detection Components

Section Evaluation Guide Number

0
w 1. Explosives Detectors V-1.A
V-1.B
2. Ferrous Metal Detectors V-2.A
3. All-Metal Detectors V-3.A

~J

J 4. SNM Detection Components V=4.A
5. X-Ray Inspection Equipment V=5.A

y *Evaluated under separate NRC contract to MERADCOM

**Evaluated under separate NRC contract to LASL

Subject

Portable Explosives Detection
Components

Walk-Through Explosives
Detection Components

* (Ferrous-Metal Detectors)

* (All-Metal Detectors)
** (SNM Detectors)

X-Ray Inspection Equipment
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Subject

Volume VI. Automated Response Components
Section Evaluation Guide Number

1. Siren Bell and Automatic
Il1l:mination Controls

3. Automatic Photograph Controls

4. Automatic Dialers

Volume VII.

VI-1.A

VI~-3.A

Vi-4.A

Siren, Bell and Automatic
Illumination Controls

Automatic Photograph Controls

Automatic Dialers

General Purpose Display Components

Section
1. Cathode Ray Tubes (CRT)
2. Printers

3. Other Displays

Evaluation Guide Number

VII-1l.A

VIT-2.A

VII-3.A

VII-3.B

Subject

CRT Display Components
Printers
Event Recorders

Transilluminated Displays

B R
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Volume VII. General Purnose Communication Components

Section
Alarm Signalling Systems

Portable Voice Communications

Evaluation Guide Number

VIii~]l.A

VIII-2.A

Subject
Alarm Signalling Systems

Portable Voice Nommunications










should be paid to the rise-tiie of the diode/amplifier to ensure that
it will be capable of responding to all modulation rates that may be

encounterad.

Evaluation Procedure “1-3.C.

Evaluation of video motion detectors requires that an appropriate
target be presented to the system. While the use of a human intruder
would suffice, it would be more convenient to employ a test aid that
would enable the inspector to evaluate the device using a standc d
input stimulus. A video tape recorder, modified to accept any
system generated synchronization signals, would be used to provide
a video input to the motion detector. Th- modification, if required,
would consist of adding a circuit to the recorder which enables the

recorder's sync generator to leck to the external system-supplied

sync signal.

A special test tape should be prepared containing a number of
recorded test scenarios/targets. As¢ one of many possibilities the

follewing test sequences of ten seconds duration are suggested:

Sequence 1., Equally spaced stationary horizontal white bars-

(20 bars per picture height) of 100 percent contrast.

Sequence 2. Black background.

Sequence 3. Equally spaced horizontal white bars (20 bars per
picture height) of 50 percent contrast.

Sequence 4. Black background.

Sequence 5. Equally spaced horizontal white bars (20 bars per
picture height) of 5 percent contrast against the background.

Sequences 1 through 5 should be repeated with 30 and 50
horizontal bars per picture height and with 20, 30 and 50 vertical
bars; all sequences should be run with the bars in wotion. Provisions
should also be made to include sequences ‘n which square areas (of

dimersion approximately 0 'V lines) having contrast levels as
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