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barrier to the PA should be controlled by an individual isolated within a
bullet-resisting structure. Acceptable means to accomplish this are to
provide a bullet-resisting booth meeting UL Level IV standards at the last
barrier of the EECP for the individual who controls the opening to the PA
or to have this opening controlled by the central alarm station (CAS) or
secondary alarm station (SAS) operator or both,

c. Package or Material Identification and Search

At PA EECPs all hand-carried packages should be searched by direct
observation, by the use of firearms detectors or explosives detectors, or
by the use of X-ray equipment for concealed firearms, explosives, incen-
diary devices or other items that could be used for theft or sabotage
purposes. Packages carried by individuals who possess an NRC or DOE mate-
rial access authorization may be excepted unless that person is one of the
sample selected randomly to undergo on entry search, in which case any hand-
carried packages should also be searched.

Hand-carried packages or matcrials that cannot be readily opened or
otherwise cannot be effectively searched by direct observation should be
submitted to suitable detection equipment, which may include X-ray devices.
If the nature of the packaging interferes with effective operation of fire-
arm or explosives detection equipment, X-ray should be used. Any item or
material determined to be of a questionable nature by search personnel
should not be allowed into the protected area until responsible security

personnel are satisfied that the material is not of a threatening nature.
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d. Vehicle and Cargo Entry and Search .

All vehicles except DOE vehicles engaged in the transport of SNM and

emergency vehicles responding to emergency conditions are required to be
searched for unauthorized personnel, firearms, explosives, and incendiary
devices prior to entry into the protected area. The search should include
the cab, engine compartment, undercarriage, and cargo area. (Refer to
NUREG 0485 for details. A level I search should be conducted as a minimum. )
The use of vehicle sally po~ts is an accertable way to facilitate identifica-
tion, control, and search functions.

All material or packages to be delivered into the PA are required to
be identified and verified as an authorized delivery prior to entry. A
sample of .al] such delivered packages or materials should be searched for

firearms, explosives, or incendiary devices, the sample rate to be a mini- .

mum of 10% selected randomly from all such deliveries. Where size, weight,
packaging, or other characteristics prohibit an effective search by direct
observation, detection equipment, or X-ray, entry may be granted so long as:
1. The material is escorted to its destination by a member of the
security organization,
2. The material is not initially offloaded or urpackaged adjacent
to a vital or material access area, and
3 Offloading and unpackaging is observed by at least two members
of the security crganization for the purpose of ensuring that only
authorized material has been delivered and that there are no concealed

firearms, explosives, or incendiary devices.
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. e. Entry and Search Aids

The use of pedestrian and venicle sally ports (secure access passage-

ways) can provide an effective means of isolating, identifying, and search-
ing individuals in a controlled area prior to allowing entry into the PA.

By interlocking the first and second openings in 'he sally port so they can-
not be ~pened simultanecusly, a positive means of preventing "piggybacking"
is a. " ble.

F ~-arms detectors, whether of the hand-held or portal variety, should
be ¢ 4t & or detecting one of the following four weapons, Colt .25 automatic,
Titan .o automatic, General Precision Model 20-.22 caliber, or COM .22 short,
locate: anywhere on an individual with 85% confidence. The false alarm rate
should not exceed 10% when adjusted to this detection level. The devices

. should be adjusted to discriminate between typical firearm and non-firearm
masses of metal.

Explosives detectors, whether of the hand-held or portal variety,
should be capable of detecting dynamite, TNT, and similar nitrogen com-
pounds in a minimum amount of 200 grams with 90% confidence. The false
alarm rate should not exceed 1% when adjusted to this detection level.

If the search for explosives is to be performed directly by security per-
sonnel, it should be performed only after a search for firearms has been
made.

A search dog may be capable of providing a satisfactory detection
capability for firearms and explosives. If used, they snould be indi-
vidually tested to ensure their continued capability and reliability. As
an animal may present unpredictable problems and weaknesses, a set of
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Individuals not possessing NRC or DOE material access authorizations
should not be allowed access unless accompanied by an authorized escort.
At no time should a lone individual be allowed entry to an MAA or a vault,
As a minimum, entry to an unoccupied MAA requires at least two individuals
to meet the intent of the twc-man concept.

b. Package or Material Identification and Search

A1l packages and materials entering a material access area should be
searched for firearms, explosives, and incendiary devices. Search proce-
dures anc equipment as discussed previously for use at protected area
EECPs should be used. In the event that security search personr \( are
suspicious of th. nature of any searched packages or materia. entry

should be delayed until the nature or identity of the package or material

can be determined.

c. Entry and Search Aids

Entry and search aids discussed in the section on protected areas are
also applicable to EECPs at MAA boundaries. In addition, EECP doors when
unmanned chould be alarmed and annunciate in both the CAS and SAS.

d. Exit Search for SSNM

Prior to exit from an MAA, all individuals, vehicles, packages, and
other materials are required to be searched for concealed SSNM. This
search should be conducted using both metal detection and SNM detection
equipment. The metal detection system used to search for concealed
shielded SSNM should be capable of detecting a minimum of 100 grams of
nonferrous metal (shielding) with 90% confidence concealed anywhere on

an individual. The false alarm rate should not exceed 1% for that level

1 340 147



equipmer + ¥ i he apat e ¥ jetect ] Jran § 4 ' r v qrat
f urar Ji 33 nNtejded ¢ 1Ll f bra ncealed anywhere | 1
vidua with 9U0% ntidence The fa e alarm rate ' d not exceed 1% for
that eve - fetect £ ¥ area nta ] | v ent ched g g t he
NM detect equipment § ild be ipable f detecting jram f 1Y in

riched t 10% Lhe irar im= ¢ Lope Y I bras ealed any
where o 3 i vidua with 5 % ¢ ience The fa e 1 Arm v ",_ houid
not exceed |% for that leve f detect An acceptable ser Livity Tor
NM detect n equipment at ex 1t from area that ta ly fabr ited
) | rete ten 1Y 4 . 3 tained + I [ vt +
the Ten witrl the ame eveE | 1etect ens1t AR AY 3 1 Ta ¢ 3 3Irm
v 1rr, 1 + i’r* | it Ve

individua I1d ungerg L eparate earche prior ¢t ex1it g a

MAA A wcceptable method f ¢ juct 1 these ea s req re {
. jua t pa thy Jn Twi eparate et T meta and NM detect equir

t, each set monitored by a different member of the security organizat
For individuals exiting an area that ta nly encapsulated or a .
)SNM, the se i search may pe f a samy g of a Iividua exiting
the area, the sample rate to be a m mum of 7o, Witl 1ividua elected
! L indergo the searcr

If a NM ietectory triggered by ar 1ividua attempt J

to exi1t an MAA EECP, t ““vidua shou:d be asked to remove a 1tems
from hi y pockets and n pa through the detect n equipment
If t ctor still triggers, a hands-on or strip search should be




conducted. In the ecvent search personnel are unsure of the nature of an
object or material uncovered during a search, the material or object should
be confiscated and the individual's exit delayed until a determination can
be made that the object or material is not SSNM or does not contain SSNM.
Vehicles, materials, or packages, including trash, uncontaminated
wastes, tools, and other equipment should be searched with SNM and meta)l
detection equipment where appropriate. This search should be conducted
by a team of at least two authorized and designated individuals who are
not normally allowed access to the material access area in question. An
acceptable means of accomplishing such searches for items too large to be
accommodated in pedestrian EECPs, is to provide a holding area within the
MAA that can be isolated from other MAA activities when search personnel
are conducting authorized searches.

e. Accountiig for Individuals in MAAs

Procedures should be employed at MAA EECPs to account for the number
and identity of individuals within the MAA. Manual or automated accounting
procedures are equally acceptable so long as the procedures can determine
at any given time that no lone individual is within the MAA. An attempted
violation of the two-man concept, e.g., if one of two individuals alone

within an MAA attempts to exit without the other, should be detectable at
the EECP, CAS, and SAS.

f. Vaults

Entry to vatlts should be controlled so that individual identification

and comparison to authorization schedules is accomplished prior to opening
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VALUE/IMPACT ASSESSMENT

A separate value/impact analysis has not been prepared for the pro-
posed revision to this regulatory guide. The changes were made to make the
guide consistent with the upgraed physical protection amendments to the

regulations proposed in the Federal Register of August 9, 1978 (43 FR 35321).

These proposed amendments are now under consideration by the Commission for
pubiication as effective amendments. A value/impact analysis prepared for
the proposed amendmenis was made available in the Commission's Public Docu-
ment Room at the time the proposed ame.dments were published. This analysis
appropriate for the final amendments as well as for Lhe regulatory guide

revisions appropriate to those amendments.
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