ENCLOSURE “C"

REGULS TORY GUIDE 5. %x
STANDARD FORMAT AND CONTENT FO. THE LICENSEE PHYSICAL SECURITY PLAN
Z0R THE PROTECTION OF SPECIAL NUCLEAR MAT 4IAL OF MODERATE OR LOw STRATEGIC SIGNIFICANCE

INTROOUCTION

The Atomic Energy Act of 1954, as amended, directed the U.S. Atomic Energy Commission (REC)
to regulate the receipt, manuficture, production, transfer, possession, use, import, and export
of special nuclear material (SNM) in crder to orotact the puplic heaith and ;afety and to provice
far the common defense and security. The Energy Reorganization Act of 1374 transferred all the
licansing and relatea regulatory functions of the AEC to the Nuclear Regulatory Commission (NRC).

The principa! requirements with respect %o the pnysical protection of Ticensed activities
against industrial sapotage and with respect t0 the physical protection of special nuclear
material in transit are founa in Title 10, Code of Federal! Reguiations, Part 30 (10 CFR
Part 30), "Licensing of Production and Utilization Facilities"; Part 70, "Special Nu ‘ear
Material™; Part 73, "Physical Protection of Plants and Materials"; ang Part 110, "Export ang
Import of Nuclear Facilities and Materiais.” :

Paragrapn 50.28(c) of 10 CFR Part 50 and Paragraphs 70.227g), 70.22(h) ang 70.22(k) of
10 CFR Part 70 identify the physical protection information that must De provided in 3 Physical
jecurity Plan as part of a license application. This plan is requirec in order for the appii~
cant to demonstrate caompliance with the specific physical protaction regquirements of 10 CFR
Part 73 and must Ce submitted with 2ach application for 2 licensy to possess or use SNM (or for
a 'icense authorizing transport or delivery of SNM), except for 2 licensee possescing, using or
transporting Tess than 10 Kg of SNM of low strategic significance ~here suomitting a chysical
security olan is not required. “owever, in tnis case, the licensee is requireq 20 meet the
requirements of 73.47 for the protection of SNM of low strategic significance.

This document (Standard Format) describes the information required 'n tne shysical security
plan tuomittad as part of an application for a license tu possess, use, or transport 3NM of
moderate strategic significance or 10 kg or more of SAM of low strategic significance and
prescriges a standard farmat for cresenting the information in an orderly arrangement. This
stangard format will thus serve as an aid to uniformity and completeness in tnhe preparation ang
review of the physical protection plan of the !icense appiication. This document can aiso De
Jsed as guidance by licensees sossessing or transporting less than 10 xg of SNM of Jow strategic
significance in understanding the intant and implementing the requirements of paragrapns 73.47(3),
73.47(f), and 73.47(g) of 10 CFR Pzrt 73,
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aside from aroviding guidance for the standard ‘ormat ard content of physical secu- 1ty pians,
tnis reguiatory guice explains the intent of the various provisicns of the reguiation. The ‘ntert
of 2ach requirement s foung in *he discussion af aach subsection and implicitl, is proviced oy
sutlining slternative systems that coulg te usau 2 fulfil! the reguirements. The aiscussion
section and list of aiternatives snould provide the licensee with the sanse ov the NRC reguiations

This guide is divided into two parts. Par: [, "SNM of moderate stratagic signi“icanca,”
prescripes a standard format for preparing the licensee’'s security plans ana provides guicance
to licensee's who possess, use, or transport SNM of moderate strategic significance. (hapters 1
through 6 of Part [ applies to applications fo~ a Ticense %o possess or use at any fixad site,
or at contiguous sites, subject to control Dy the licensee, SNM of modarate strategic signif-
icance. Chapters 7 through 11 of Part [ of the Standard Format applies to appiications for
authorization to transport or deliver %o i carrier for transport SNM of moderate st-atejic
significance.

Part [I, "SNM of Low Strategic Significance," prescribes a standard format for oregaring
the licensee's security plan for licensees who possess, use, or transport more than 10 «g of
SNM of low strategic significance. [t aiso provides guidance to all licensaes who possess, usa,
or transport SNM of low strategic significance. Chapters 12 through 15 of Part [I of the
Standard Format applies to applications for a license to possess or use it any fixed site, or
at contiguous sites, subject to control By the licensee, more than 10 kg of SNM of “ow strategic
significance. Chapters 18 through 20 of Part [l of the Standar2 Format applies to applications
for authorization %o transport or deliver to a carrier for transport more than 10 kg of SNM of
Tow strategic significance.

Table 1 shows the tyce and amount of SNM covered in 10 CFR Part 73.47. [t should 2e noted,
as stated in Taple l's footnote, that a) piutonium «ith an isotopic concentraticn 2xceeding 80%
or more in Puy~238, b) special nuclear material which is not readily secaraple “~:m ather radic-
active material and wnich has a total external ragiation d0se rate 'n excess of .J0 rems zer
hour at a distanca of J feet from any accessible surface without intervening snieiging, ang ¢)
sealeg plutonium=deryllium neutron sources totaling 300 grams or 'ess contained piutonium at
any one site or continuous sites are exampt from the reguirements of 10 CFR 73.47

This guide has Deen prepared td minimize Tost time attiriputanle to incomolete applicaticns
and %o standardize the licensing review process. The applicant is ancouraged tc grepare nis
application in accordance with this guide and to provide information in each section Q0 support
the conclusion that he will be able to operata in accordance with the pertinent reguiations.
Although conformance witn this guide is not requireg, it doces represent 3 format ind contant
acceptapolie o the NRC staff.

As developments and changes n the nuclear industry occur, the Zommission's recuirements
for information may need modification; revisions to this juice «il] De mace is necessary to
accommogdate these changes.
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TASLE 1
CATEGORIZATION OF NUCLEAR MATERIAL

ENRICHMENT T SIGNIFICANCE

LUw STRATEGIL

wATERIAL" SIGNIFICANCE
1. Plutonium *° os Less than 2000 g but mere 500 g or Tess but more
than 500 g than 15 g

2. Uranium=235

1. Uranium=233

4, Uranium=235
Uranium=233
ang Pluyton=
fua*® in com
bination

20% or more in Less than 5000 g but more
U-235 isotope than 1000 g

10% or more but 10,000 g or more
less than 20%
in U=235 isotope

Above natural .o
but 'ess than
10%

il Less than 2000 g dut more
than 500 g

U=235 portion Less than 3000 g accarging

enriched to 20% to the formula: grams =

or more. (grams contained U=235) +
2.5 (grams U-233 + grams
Plutonium®), but mor: than
1000 g according %o the
formula: grams = (grams
U=-235) + 2.0 (grams U-233
+ grams Plutonium*)

1000 g or less but more
than 15 g

Less than 10,000 g but
more than 1000 g

10,200 g or more

500 g or less but more
than 15 g

1000 g or less according
to the formuia: grams =
(grams contained U-235) +
2.0 (grams U=233 + grams
Plutonium®), but more

than 15 g according to

the formula: grams = grams
contained U=235 + grams
U=233 + grams Plutonium.*

-
Plutonium with isotopic concentration excaeding 30% or more in Pu=228 is axempt.

"Special nuclear material which is not readily separaplas from the radioactive material ana
wNich has 3 total external radiation dose rate in excess of 100 rems per nour 3t a distance
°of 3 feet from any accessible surface without intervening shielding is exempt.

Sealed plutonium=very!lium neutron sources totaling 300 grams or less contained plutsnium
it any one site or contiguous sites are exempt.
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Pyrsos and Aopiicapility

This stancard format document has Deen pregared as an aia to uniformity and compieteness
in toe preparation and review of the physical protection section of license applications ana to
clarify the intent of the regulations. The information this document contains will nelp tne
Ticensee plar a pnysical protection system cesigned to cetact the theft of SNM of mogerate or
low strategic significance. The ohysical protec.‘on subsystems identified are intended to pro-
vide a reference pnysical protection system that w uld normaily pe capaple of meeting the
performance requirements of paragrap: 73.47(a) of 1) CFR Part 73, However, it is recognized
that at any particular site there may ce some subDsystems and components not needed or addi-
tional ones needed to meet these performance requirements. In this case the licensee is

encouraged to aadress in his 1izense application specific departures from this guide of sub-
systams or components.

The information requested in this Standara Format is the minimum needed for a licanse app!i-
cation. Additional information may be r_guired for completion of the staff review of a particular
application and shouid be included as appropriate. [t is also the applicant’s responsinility
to De aware of new and revised NRC regulations. The infcrmation provided should be up-to-date
with respect to the state of technology for the physical protection technigques and systems that
the applicant proposes to use.

Information and procedures delineated in Regulatory Guidges in Division 5, "Materials and
Plant Protection,” and appropriate to certain sections of the Physical Security Plan may se
incorporated oy reference.

The applicant should discuss nis olans and programs with the NRC staff before preparing
his appiication. This discussion snoulg give particular emohasis ts the depth of information
required for the plan.

Upon receipt of an application, the NRC staff will perform 3 preliminary review to deter-
mine whether the application proviges a reasonadnly complete presentation of the infaormation
neeged Lo form a dasis for the finaings required befaore issuance of a licanse. The Standard
Format will de used by the ctaff as a guiceline for identifying the type of information needed.
if an application does not provice 3 reasonably complete presentation aof the necassary informa-
tion, further review of an application will 2e suscences until this needed information is
proviged.

Use of the Standard Format

The applicant snould follow the numpering system cf the Standara Format at l2ast down o
the Tevel of sudsection (e.g., 3.34). Uncer scme circumstances certain subsections may sot De
applicable to a specific application. [f so, this should De clearly statad ang sufricient
information should De provided to supgort that conclusion.
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The applicant may wish to submit information 1- support of his aoplication that is not
required by regulations and is not essential to the description of the applicant's physical pro-
tection program. Such information could inciuce, for example, histerical gata submitted in
demonstration of certain critaria, giscussion of alternatives considered Dy the applicant, or
supplementary data regarding assumed models, data, or calculations. This information should e
proviced as an appendix to the application.

Upon completion of the applicatisn, the applicant should use the Table of Contents of the
Standard Format as a checklist to ensure that each subject has Deen addressed.

Style and Composition

A table of conten:s should be included in each submittal.

The applicant should strive for clear, c.acise presentation of information. Confusing or
ambiguous statements and general statements of intent should be avoided. Definitions ana apore-
viations should be consistent throughout the submittal and consistent with generaily actapted
usage.

wherever possible, dunlicaticn of information should De avoided. Thus, information already
included in other sections of the applications may be covered by specific reference to those
sections.

where numerical values are stited, the number of significant figures should reflect the
accuracy or precision to which the number is known. The use of relative values should Je
clearly indicated.

Orawings, diagrams, and tables should be used when information may te presented more
adequately or conveniently by such means. These illustrations should bDe located in the section
wnere they are first referenced. Care should De taken to ensure that all informaticn presentad
in drawings is legible, that symbols are defined, ing that drawings are not recuced 0 the extent
that they cannot Se read Cy unaided  Jrmal ayes.

Physical Specifications of Submisttals

Al material submitted in an application should conform to the following physical dimensions
of page size, quality of paper and inks, numpering of pages, etc.:

S3cer Size

=3

Text pages: 8-1/2 x 11l finches.

.

Drawings and graphics: 3-1/2 x 11 inches preferred; nowever, 3 larger size is acceptanie

.

provided the finishneg ccoy when folded does not axceed 3-1/2 x 11 inches.
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Paper Stock and [nk

Suitable gquality in substance, paper color, and ink density for nanaling ang for repraauce
tion by microfiiming.

3. Page Margins

A margin of no less than one inch is to be maintained on the %op, Dottom, and binding sice
of all pages submitted.

4. Printing
Composition: text pages should be single spaced.
Type face ana style: must bDe suitable for microfilming.
Reproduction: may be mechanically sr photographically reproduced. All pages of the text
may be printed on both sides, and images should be printed head to head.

5. 8inding
Pages should b2 punchea for looseleaf ring binding.

6. Page Numpering
Pages should be numpered by section and sequentially within the section. Do not number
the entire report sequentially. (This entire Standard Format has bDeen numbered sequentially
because tne individual chapters were tog short for sequential numbering within each section
to de meaningful.)

7. Format Refarences

In the application, references to tnis Standard “ormat snhould te Dy chapter ing sestion
Aumoers.

Procedurss ‘or Updating or Revising Pages

The updating or revising of data and text should Ze on 4 replacement page basis.

The changed or revised portion of each page shouid e nignlignted by 3 vertical line. The
line should de on the margin opposite the dDinding margin for sach line changed or added. Al
page: submitted o upcate, revise, or acd pages to the report are to show tne date of change.
The transmittal letter shoulid incluade an index page listing the pages %o de inserted and the
pages to De removed. When major changes or idaitions are made, pages far 3 revised Taple of
Contents should ce provided.
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Numper of Copies

1he appiicant snould submit %he ppropriate number 0f sopies of each reguireq submittal
pursuant %o 10 CFR § 70.21.

Publi 15¢losur

The NRC had determined that the publiic disclosure of the details of pnysical protecticn
programs is not in the public interest, and such details are withheid pursuant to Paragragh
2.790(d) of 10 CFR Part 2. Thus, the physical protecticn section of each application shoula be
submitted as a separate enclosure. Other proprietary and classified information should be
clearly identified and submitted in separate enclosures. Each such sudbmission of proprietary
information should be accompanied by the appiicant's detailed reasons and justifications for

b

requesting exemption from public disclosure, as required in Paragrapn 1.730(b) of 10 CFR Part 2.

PART [: SNM OF MODERATE STRATEGIC SIGNIFICANCE

CHAPTER 1 USE AND STORAGE AREA OESCRIPTION

This chapter provides guidance on meeting the requirements of paragraphs 73.47(2)(1l) ina
(4)(2) wnich are as fo icus:

(a)(1) Use the material only within a controlled access area wnich is iliuminated sufficiantiy
to allow detection and surveillance of unauthorized penetration or activitias.

(4)(2) Store the material only within a controlled access area such 3s 3 vault=iype rocm ar
approved security cabinet or their equivailent which is flluminated sufficiently %o
allow cetaction and surveillance of unauthorized penetration or activitias.

A controlled access area (CAA) is cefined in 73.2 paragrapn (z) as, "any temporarily or
permanently established area wnich is cleariy Jemarcatea, accass to which s controlleg ang «nich
affords isolation of the material, equ.pment or perscns within it." Thus a CAA can be an aporoves
security cabinet with lock to which only authorized individuals have tne <ompination or <oy, or
a vault or vault=type room which uses :ome type of access controi system to !imit 3ccess to autnhor-
fzed individual, a lockea 'aporatory “or which only authorized ingividuals such .- Jrofassors
or 'ab instructors have the compination or key, or any open irea whcse boundaries are clearly
defined and into which access of persannel is controlled. The regulations as written are designeq
to allow the licensee a great deal of flaxidbility in meeting the reguirements in 3 cost affective
nanner,

1.1 AREA 4MERE MATERIAL IS USED (73.47(2)(1))

Intent

Temporarily estaolisned CAAs for the use of 3NM need not nave cermanent type onysical
barriers at their Soundaries. (Office nartitions, Cordons or other devices can 2e useg "0 warn
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wassersoy of the restrictad nature of the area, «nfle acces, cantro! can Je effected througn
surveillance or supervision of the area by those using *he SNM at tre time. However, if the
materiai is to be left ynattenged in such an arsa, acdditional orotection must De provideg to
control access and assure 3 detection capab‘l+’ in the absence af authorizeg personnel. This
could be accompiished, for exampie, through .r: ,osting of s1gns and the use of motion detection
equipment covering the immediate area in wnich the SNM is located. Althougn the material may

te consigered in “use.” protection requirements would De the same as though the material were

in storage, sinca authorized personnei would not be present.

Permanently designated areas for the use of SNM would more close'y approximate CAAs intanded
for the storage of SNM. In this case, permanent type physical barriers would be a more likely
choice, such as would be provided in tie case of a laboratory or reactor containment structure,
in which it was desired to have SNM continually present and in use. Such an area may also serve
as a storage area. Although access control and detection capabiiities may Je provided througn
the use of appropriate hardware during '@ period when SNM is stored in thii area, other neans
of providing these capabilities may be required to complament such hardware in the case that
alarms are deactivated or doors unlocked, etc. [n such cases, !icensees may rely upon 3uthorized
personne! to effect the requirad protection.

lumination sufficient to allow detection and surveillance of unauthorized peretr  ‘on or
activities within the CAA where the material is used need not require the use of nigh = asity
lighting throughout the CAA. What is intended is the use of normal lighting sufficias Saiform
throughout the CAA s0 tnat material or unauthorized perconnel cannct he secreted in 3 darkened
area until a time more convenient for the unauthorized removal of the natarial, For those facil-
ities where experiuents must De conducted in a darkened room, the |ighting regquirement is examctad
for as long as is needed provided access control 5 assured and the material {s accountag for
at the eng of the sxperiment.

Content

Cescribe the CAA where the material will pe used. To be ‘nc'uded in this gescription i3
inforsation on the type of barriers surrounding the material, the portals that allow accass o
the material, the size of the area, the permanenc2 of the CAA, the use of the CAA (e.g., lapo-
ratory, process area, reactor room, etc.), the lignting level ang uniformity proviced that wil!
allow cetection ana surveillance of unauthorized penetration or activities ind wnether the
material will Se stored there 1lse.

1.2 AREA WHERE WATERIAL IS STORED (73.47(a)i2))

intant

CAAs used for the storage of SNM snould provide orotection against theft eguivalent to 3
vault-type room or an approved security caginet. A vault-type room ‘s defined 'n ‘0 CFR Pare
73.2 as, "a ronm with one or more doors, all cipablie of being 'ocked, protected oy an intrusion
alarm which creates an alarm upon the entry of 3 persan anywhere 7ty tne =~oom ind ypan axit
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from the room ar ypon movement of an individual within the room.” An a3t -oved security capinet
is one that is designed %o afford protection against surreptiticus entry and lock manipulaticn
ana wnich has Deen approved oy the General lervices Acministration or other standargizing organi-
zation (e.g., ANSI) as being equivaient to a class 6 GSA rating or Deilter.

A vault-type room, by definition, must be protected by motion detection equipment. This
is considered a valid tradeoff fur the physical Barrier protection offered Dy the security
cabinet. The vault-type room can be a locked laboratory, a supply rocom, or :loset equipped
with a tamper-resistant motion detector device. The aution detector generally would also
satisfy the monitoring requirement addressed in Chapter 2 of this guide, depending upoi the site-
specific considerations. By “equivalent to a vault-type room" it meant that a piece of equipment
(such as a fission chamber, reactor core, or storage rack) even though it does not resemble a
“room" may meet the storage requirement if there is a means of controlling access to it (e.g.,
locked grill, inaccessibility beneath water as in a storage pool etc.) and it . protected with
a tamper-resistant motion detection system.

The illumination level required for the CAA should be sufficiently uniform and brignht %o
detect penetration of or tampering with the CAA (e.g., ¢nproved security capinet) or unauthor-
1zed penetration of or activitiec within the CAA (e.g.. vauit-type room).

Content

Describe in detail the CAA in which the matarial wili be stored. To be included in this
description is information on the type of barriers surrounding the material, the portals that
ailow access to the material, the ¢ize of the area, the type of CAA (e.g., vault-type room,
vault, security cabinet, etc.), and the location and level of lighting provided that wil! allow
detection of unauthorized penetration or activities. [f a vault-type room is usad to store the
material, dascribe in Chapter 2, Section 1 the type of intrusion alarm system used there. [f 3
recurity cabinet is usea, cescribe in Chapter 3, Section 3, the type of locking system used.

CHAPTER 2 OQETECTION DEVICES OR PROCEDURES

This chapter orovides the following guidance for meeting the requirement of 73.47(d)(3):

(4)(3) Monitor with an intrusion alarm or other device or grocedures the controlled access
areas to detect unauthorized penetration or activities,

In order to help detect unauthorized activities or penetrations of CaAs ~nee the naterial
i used or stored either intrusion alarms or other devices or security procedures are needed.
Section 2.1 provides guidance if the licensee chooses to use intrusion alarms or devices and
Section 2.2 provides guidance if he chooses to use security procedures.

PO VitiGiNAL
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2.1 DETECTION JEVICES (73 .47(4)(3)

Intent

For CAAs where the materia! 13 used, the licensee will probadbly wish to ~siy upon personnel-
oriented procedures for assuring that the CAA is not penetrated inaavertently or purposefully
by unauthorized perscnnel wnile the material is in use. However, material left temporarily
unattended should be protected by a motion detector (e.3., suspenced from above) which incor-
perates adequate tamper-resistant featurss. Licensees should cesign their system to minimize
the rate of spurious or false alarms through proper installaticn and procedures.

For CAAs where the material is stored, the detection capability will be satisfied through
*he use of motion detection equipment. However, the detection capability requirement may a'se
be satisfied oy different types of safety cetection devices or security procedures. [nformaticn
regarding intrusion alarm devices which could be used is available in NUREG 0320, "Interior
Intrusion Alarm Systems." However, any choice of detection device, intrusion or safety, must
include tamper-resistant features.

Content

Describe, if appiicable, the tamper-resistant in. sion alarm devices or tamper-resistant
safety devices which are used to monitor the CAA whera . « material is used ana stored. [ncluded
in this <ascription should be:

type of device used with brief theory of operation
Tocation of cetectior device

type ana location of annunciation

area of coverage

tamper-resistant features

signal line protaztion features

emergency power features for devices

conditions uncer which detection device will de used.

o @
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2.2 DETECTION PROCEDURES (73.47(d)(3))

intent

Licensees may chocs? to provide the required detsction capaoility during certain pericss
t.rough reliance on personnel-uriented prucedures rather than 2y the use of detection Jevicas.
This mey ve ussiraple during periods of neavy usage of material when frequent traffic into ang
out of a CAA may make the use of an intrusion alarm system inconvenient. Authorized personnel
engaged in the use of the material or otherwisa present within the CAA or its immegiata vicimity
"ay satisfy the detection capability requirement orovided they can reasonably maintain surveil-
lance over the material and control 2ocess %0 the CAA or its immediate vicinity wnile carrying
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on wnataver otner activities they may de engaged in. At least one jutho~ireq person should e
present at all times in the arsence of detection devices while the material is in use.

If the material is in storage in an approved security crainet or its equivalent, the material
may be left unattended without an intrusion alarm system provided some other Zetection 2rocedure
is employea. This may include remote surveillance, usi”y a closed circuit television system or
randomized periodic patrols by a watchman or campus 2olice.

Content

Describe, 1/ applicable, the procedures which are used or may be used to monitor the con=
trolled access areas whers the material is used or stored. These descriptions should incluce:
the conditions under which the procedi-es would be used; the CAAs for which the procecures woula
he used; individuals, categories of - divisuals or perscnnel positions assigneg to carry out
procedures; devices used in coniunction with the precedures; cther assignments or activities to
be performed by personnel concurrently with their execution of detection nrocedur .; provisions
for Jocumentation of inspection procedures being evecuted (e.3., log); descript.on of the croce-
dures themselves; and any technigues employed for randomization of patrois.

CHAPTER 3 ACCESS CONTROL

This chapter provides guidance on meeting the requirements of paragraphs 73.47(2)(4), (d)(%),
(2)(8), (d)(7), and (d)(10) which are as follows:

(a)(4) Corduct screening prior %o granting an individual unescorted access to the controlied
3ccess area - ¢re the material is u. 't or stored, in arder to obtain information on
which to base a decision ts nermit sLCh access,

(4)(S) Qevelop and maintain a zontrolled Dadging and lock system %3 identify and !imit access
to controlled access areas to authurizied individuals,

(d)(6) Limit access %o the contrslled access areas %o authorized or escorted inafviaduals «no
require such access in order to perform their auties,

(ax(7) Assure that all visitors to the controlled access areas are uncer the cONsSTant escort
of an individual «ho 1as been authoriZed access %o the area,

(d)(10) Search on 3 random dasis sehicles and packages leaving the controllad access areas.
3.1 PREAUTHORIZAT CREEN 73.47(d)(8)

;ntﬂt

The intent of the requirement for preauthorization screening s to assure that the Tigansee
will have sufficient knowledge of an ingividual to determine his relfapility ana neea for accas:
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prier ta jranting him authorized access to the CAA where the material is used or stored. The
selection of procedures for conducting this examination and the critaria he empioys %o make nis
judgments are the responsibility of the licensee, ang of course snouid be consistent with ai)
Tocal, state and federal laws and regulations regarding the protection of the privacy and other
rights of the individual. The screening process may be conducted in the same manner as other
investigations customarily conducted Sy potential employers for similarly sensitive positions.
There is no requirement for the licensee to irrange for an NRC clearance or similar clearance
from any other government organization. Examples of procedures and critaria which may be
employed in the screening process inciude: holding of or having recently neld a government sanc-
tioned clearance; examinaticn of past employment or educationa) record (to determine any unsatis-
factory employment or school actions or incidents which would indicate any unreliability or
previous breaches of trust between the individual and his employer); endorsements or references
from previous employers, teachers, cr colleagues which would support the need for access, trust-
worthiness and reliability of the individual; and consideration of the individual's present
employment record indicating demonstrated trustworthiness and reliability over an extended period
of employment with tr: Jicensee. (This may be considered in the nature of "grandfathering.")

Content

Cescribe the procedures and criteria that will De used for obtaining sufficient information
needed prior to making a decision on granting unescorted access or authorization %o an individual
to CAAs wnere the material is used or stored. Identify the types of individuals who will ce
screened (e.g., process engineers, supervisory personnel, professors, instructors, gracduate
students, etc.) and who wi.] perform the screening process.

3.2 BADGING SYSTEM {(73.47(d4)(5))

Intent

The purpose of the badging system is to facilitate access contral of authorized indiviguals
into or within the CAA where the material is used or stored. I[nformation on the tadge shoula
be such that 1. is possible to clearly distinguisn personnel authorized 3ccess to the TAAs from
those requiring an ascort. I[nformation on the bdadge snhould aiso uniquely identify the individual
possessing %he badge. This personalized infarmaticn can e ocbtaired through the use of pnoto-
graphs, personal vital statistics, signatures, or any means th. licensee may wish %o use that
will uniquely identify the individual.

Content

Describe the badging system usad %3 facilitata cont- cces to the CAAs. This descrip-
tion should include

a. the size, shape, color ang material constr.

0. the distinguishing features of the dadge that ic. itify thorizea 1raivicduals from
escorted individuals.

Enclosure "C"

520 169
YU i /



¢. how the badges will be used for controlling access. (For example, will all individuals
be checked prior to entering the CAAs or will periodic checks be made of individuals
within a CAA to determine if they are authorized or under ascort or will the badge
itself permit authorized entrance such as a card key.)

d. the system used for issuing, controlling, and accounting for the badges.

3.3 LOCK SYSTEM (72.37(a)(5))

Intant

Locks used to control access to CAAs should be resistant to manipulation or picking, and
should not be mastered. Examples of typical lock systems which fit this description are: three-

position dial-type combination locks, six-pin key locks, and card-key lock systems. The procedures

for assigning keys and combinations to individuals is an integral part of the lock system and
should be designed to assure that only authorized nersonnel have access to such items. Locks
and comoinations should be changed when information is obtained that the lock system may have
been compromised. Further information may ne obtained in Regulatery Guige 5.12, "General Use
of Locks in the Protection and Control of Facilities ana Special Nuclear Material."

Content

Describe the system for the locking system used to control access to the CAAs where material
is used and stored, This description should include: locations of all locks included in the
system by type of lock; the pick-resistant and manipulatiomresistant characteristics of each
lock type used; personne! responsible for issuing keys or combinations and changing combinations
or locks; criteria for changing combinations aor locks; personnel authorized to be given keys or
combinations; and descriptions of types of locks used (references may De mace to Regulatory
Guicde 5.12 for this purpose).

3.4 ACCESS CONTRCL DESCRIPTION (73.47(d)(6))

[ntent

The success of other access control system comgonents, such as preauthorization screen-
ing, badging, and lock control, is dependent upon affective control of perscnnel access into the
CAA. Physical access may e controlled in a numper of different ~ays depending upon the ictual
configuration of the CAA and other site specific factors, Some examplies of these alternatives
are:

3. Contrsl by Authorized Person

[f the area to be controlled 1s sufficiently small ang free of costructicns, an authorized
person performing other activities in a CAA may effect physical access controi by monitoring
entry into the area of unauthorized persons. A sign posted at the entrance would nelp deter
casual passers-dv. A typical application of this approach would be the case of a !aporatory
instructor conducting a class in wnich he is familiar with each of nis stugents and coulg 2asi’y

racognize unauthorized persons not in the class.

“n
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o. Card Key, Combination or Kev Lock Control 3System

A more sophisticated, hardware oriented system involves the use of 3 card key, combination
or key lock system. Physical access contre' in this case consists of the use of physical barriers
to deter unauthorized persons. A limited number of entrances ire provided which are controlled
Oy authorized personnel using a card key comoination or key. This system may be more usaful
when larger numbers of authorized persaonnel, who would not necassarily be familiar with one another,
would need to share the use of ine CAA.

c. Control by Security Organization

If security organization personne! are available, physical access control may be accomplished
by stationing a person at the entrance to the CAA to check identification and allow only autherized
persons .nto the CAA, This alternative may dDe unjustifiably expensive unless the security organi-
zation memper's salary can be justified on other grounds as well. A variation of this system
requires persons seeking entrance to the to obtain a key from a properly designated person
or security organization for each use.

Content

Describe the system for limiting physical access to each CAA identified in Sections 1.1
and 1.2 to only authorized personnel or those escorted by authorized personnel. Include in this
description the names or titles of individuals granting access authorizations, the criteria to
be used in grarting authorizations, the procadures used to assure only authorized or properly
escorted persons are allowed access to the CAA. Reference can de made to Secticns 3.1. 3.2,
3.3, 1.5, and 3.6 of this chapter as they affect tnis secticn, %o the descriptions af lock
barriers, or other haraware w«nich are usea to control access.

3.5 ESCORT SYSTEM OESCRIPTION (73.47(d)(7))

[ntent

The intent of requiring that an escort system be estanlisned is in recognition of the fact
that the Ticensee may wish to allow access to certair persons or clisses of persons on 3 temporary
or infreguent basis, or on short notice, thus making the routine process for granting access
authorizations impractical or inexpedient. Typical arrangements for ascorted iaccess may include
escorts for maintenance or repair personne!, lapcratory classes, public tours, guests and visitors
as required.

Cantent
Oescribe the system that will be used to escort individuals in the CAAs. In his security

plan, the licensee should assure that oniy properiy authorized indivicuals will ce 3llowed %o
ascort ingividuals. This description should include:
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criteria to be used for granting escorted access,
criteria to De used for escorting others,
¢. procedures for escorting individuals into CAAs (e.g., students under sugcervision of
lap instructor, public tours, etc. ).
the number of escorted individuals per escort, and
the responsibilities of the escort (e.g., periogic surveillance of ail inaividuals
under ascort, accounting for all material prior to leaving the CAA, ramaining in geners|
area during the time unauthorized individuals are present, etc.).

3.6 SEARCH DESCRIPTION (73.47(d4)(10))

[ntent

The primary intent of the search requirement is %o deter and possibly detect attempted thefts
of SNM. The search procedures developed Dy the licensee should take into consideration the envi-
ronment where "¢ material is used or stored, the physical characteristics of the material itself,
and the freguency of accounting for the material. [n some caces, this will require that all
venicles and packages leaving the CAAs te searcned in 3 random manner. The frequency of random-
ness should be determined Dy the 2ase with which the material can be stolen and the length of
time it would take to detect a theft. In other cases only packages which equal or 2xceed the
size of the material being used or stored would have to be seirched, taking into consigeration
the difficulty with which the material could be broken into smalier more 2asily concsaled parts.

Content

Describe the system to be used for randomly searching venicles or packages that Taave the
CAA. Included in the cescripticn should be information as to

1. the scope of the search -
the criteria that will be usea for searching venicles and packages (e.g., wnetner 3|l packages
and venhiclies ara subject to search or just those packages or venicles «nich are iarger than
the smallest configuration of material deing used or stored),

2.  the rancomness of the search -
the rancomness can vary from subjecting each package or venicle to a search, to using 3
rangom numger jenerator for determining whether a candidate package or venicle is to De
searched, to searching a minimum percentage of all packages or venicles l'eaving each cay

from the CAA.

CHAPTER 4 SECURITY ORGANIZATICN OESCRIPTION

y(3) whigh

This chapter provides guidance on meeting the reguirements of paragrapn 73.47(¢
states:

i
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(d)(8) Establish a security organization or modify the current sacurity organization to consist
of at least one watcnman® per shift abla to assess and respend to any Jnauthorized pene-
trations or activities in the controlled access areas.

4.1 SECURITY ORGANIZATION (73.47(d)(8))

[ntent

The intent of this requirement is to assure that in the event of a security incident someone
will be available to assess alarms or other unauthorized penetrations or activities and, if
warranted, notify the NRC, the local law enforcement authorities, and the responsible person in
Ticensee management. E£arly detection and notification of any missing material will help facil-
itate its prompt recovery. In some cases the licensee may assign additicnal duties to members
of the security organization, wnere proceduraily oriented options are chosen to satisfy pnysical
protection requirements (e.3., periodic patrels and inspections of CAAs for storage of SNM).
Security crganization mempers are not required to be fully dedicated, fu!! time employees of
the licensee. They may include unarmed campus security personnel * contract guards, mempers of
the local law enforcement agency (if sufficiently close to the site), atc. No formal or com~
prenensive training program is requirea for security organization personnel. However, under
10 CFR Part 73, Appendix 3, the licensee should be prepared to ZJemonstrate that each security
person understands and is fully qualified and trained to perform those particuiar duties
assigned to him.

Content

Describe the security organization which «ill be responsible for issessing and responding
to security incidents. I[ndicate the other responsidilities of the security organization such
as:

conducting pericdic physical security checks of CAAs,
maintaining liaison with the local Taw enforcement agency,
notifying the local law enforceme % agency of any unauthorized penetrations or active
itiee in the (AAs, and

d. notifying licensee management of any unauthorized penetrations or activities in the
CAAs.

CHAPTER 5 COMMUNICATIONS

This chapter provides guidance on meeting the requirements of paragraph 73.47(ad)(? which
states:

(4)(9) Provide a communication capapility Deftween the security organization and appropriate
response force.

L
A "watcnman” is defined in 10 CFR Part 73.2 as "an indivigual, not necessarily uniformed or
irmea with 3 firearm, who provides protection for 3 plant anag =he special nuclear material
therein in the course of performing other auties.

PGCR
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S.1 COMMUNICATION SYSTEM DESCRIPTION (73.47(4)(9))

[ntent

The intant of this regulation is to assure that a communication capability exists between
the licensee and the designated response force. [t is implied that prior to setting up a communi-
cation capability, procedures and responsipilitas will have bee= established between the response
force and the licensee. (Note: see (hapter & esponse Procedures.) The type of communicaticn
system chosen by a licensee shoula:

a. provide for a full duplex voice communication capability,
be easily accessible to the licensee's securfty organization, and
be reliable and availaple for immedia 2 use at any time.

Some communication systems which would provide these capabilities are: dedicated teiephone
system, non-dedicated public telephone system, radio, or any combination thereof.

Content

Describe the communication system which is used between the security organization ana the
appropriate response force. Included in this description should be information on:

type of communication system, £

Tocation of voice terminals in relationship to CAAs,
availapility of communication system on a 24-hour basis, ana
reliapility of communication system.

A

CHAPTER 6 RESPONSE PROCEDURES

This chapter provides guidance on meeting the requirements of paragraph 70.47(d)(1l) which
states:

(a)(11l) Establish and maintain responsa procedures for dealing w«ith threats of thefts or thefts
of such materials.

6.1 RESPONSE PROCEDURES DJESCRIPTION (73.47(4)(11))

Intent

The intent of this reguiation is to heip tne licensee identify those security incidents
which could resyit in the loss of SNM of moderate strategic sign: ficance and to deveicp response
proceaures to prevent or reduce the likelihood of such a loss. Some types of incicents wnich
shoula be considered and for which response 3rocedures should te deve'oped are:
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a. civil strife such as student demonstrations or employz2e strikes,
b. fire,
¢. discovery that some SNM is missing, and
d. bomb threats.
Content

Identify those events for which response procedures will bDe ceveloped. Alsc describe the
type of response to be accomplished for each event identified and the c.ties and responsibilities
of the security organization and management involved in the response. Assure that the NRC will
be notified immediately in the event of theft or attempted theft of the material. Describe what
local law enforcement assistance is available, their response capabilities, and any agreements
made with them to respond in the case of theft of the materiai.

CHAPTER 7 M TER] L TRANSPORTATION REQUIREMENTS

This chapter provides guidance on meeting the requirements of paragraph 73.47(e)(1) which
are as follows:

L .1) Each licensee who iransports, exports, or delivers to a carrier for transport special
nuclear material ¢l moderate strategic significance ruaii:

(i) Provide adva-ce notification to the receiver of any planned shipment specifying
the mode of t.insport, estimated time of arrival, location of the nuclear material
transfer point, name of carrier and transpor: igentification,

(11) Receive confirmation from the receiver prior to the commencemen’. of the planned
shipment that the receiver will 2e ready to accept the shipment at the plannea
time and location and that he acknowiedges the specifiea moce of transport,

(i1i) Transport the material in a tamper indicating sealed container,

(iv) Check the integrity of the containers and seals prior to shipment, ind N

(v) Arrange for the in-transit physical protection of the naterial in accordance ~ith
the requirements of paragrapn 73.47e(3) of this part, unless the raceiver is a
licensee and has agreed by written contract to arrange for the in-transit physical

protection.

| 7.1 ADVANCE NOTIFICATION DESCRIPTICN (73.47(e)(1)(i)

It is the intant of this section that the shipper will have preplanned the transportation
»f the material and informed the receiver of nis plans prior to :Yipment. This is the first of
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the several transportation requirements that will allow the receiver to take delivery of the
material as .ianned or to help assure traceaoility of anv missing material that mignt occur.

Content

The licensee should assure, in his security plan, that prior to each shipment of material,
notification of the impending shipment wil] be given to tha receiver proviaing him with the fui-
lowing types cf information:

a. mode of transport (e.g., truck, plane, train or sh .),
b. estimsted time of arrival,
¢. location where material is to be transferred to receiver,
name of carrier, and
transport identification (e.g., truck, train, or flight number, ship name, etc.).

7.2 RECEIVER CONFIRMATION OESCRIPTION (73.47(e)(1)(ii)

Intent

[t is the intent of this requirement that prior to shipment the shipper will be assured that
the receiver is ready to accept the shipment at the planned time and location and acknowiedges
the mode of transport.
Contant

Jescribe what procedures will be used to assure that shipgment of material does rot take
place until the receiver acknow edges the pianned shipment and moge of trarsport, and that ne

will be ready to accept the shipment at the olanned time and location.

7.3 CONTAINER DESCRIPTION (77.47(e)(1)( "))

Intent

The intent of this requirement is to provide 3 mechanism or system that «ill help the
receiver detect any tampering that may have occurred w<ith the material's container during ship-
ment. Regulatory Guide 5.15 entitled, "Security Seals for the Protection and Control of Special
Nuclear Material,"” is available from the NRC for guidance in this area. Requirements for con-
tainers are contained in 10 CFR Part 71 and a summary report of iapproved containers is in
NUREG-0383.

Caontent

Describe the types of seals that will be used to monitor the matarial's container
during transport.

~
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7.4 INSPECTION JESCRIPTION (73.47)3(e)(iv))

[ntent

It i+ the intent of this requirement that the shipper check the integrity of the materiai
container's seals just prior to shipment, so that ne can be assured that they naven't Ceen
compromised. Then, if upon receipt of the shipment, the receiver discovers the container's
integrity has been compromised and the material missing, the scope of the recovery operation
can focus on the transportation route.

Content

Describe the procedures to be used to assure *hat the integrity of the containers or seals
is checked just prior to shipment.

7.5 IN-TRANSIT PHYSICAL PROTECTION (73.47(e)(1)(v))

[ntent

[t is the intent of this requirement that either the shipper or receiver be made responsible
for the ohysical protection of *he material while it is in transit and that the responsible
licensee has ackowiedged this responsibility Dy written agreement.

Content

In his security plan, the shipper should either acknowledge responsibility for the in-transit
physical protection of SNM of moderate strategic significance, or iassure that writtan agreement
from the recefver licensee has bDeen received in which the receiver either accepts full responsi-
bility or shared responsibility for tha in-transit physical protection of this material accoraing
to 10 CFR Part 73.47e(3).

CHAPTER 8 RECEIVER REQUIREMENTS

This chapter provides guidance on meeting the requirements of paragraph 73.47(e)(2) which
are as follows:

(e)(2) Each licensee who receives special nuclear material of moderate ‘trategic significance
shall:

(i) Check the integrity of the containers and seals upon receipt of the shipment,
and

(ii) Notify the shipper of receipt of the material as required in 70.34 of Part 70
of this chapter.
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(ii1) Arrange for the in-transit physical protection of the matarial in accordance ~ith
the requirements of paragraph 73.47e(3) of this part unless the shipper is a
licensee and has agreed in writing to arrange for the in=-iransit physical
protection.

8.1 INSPECTION DESCRIPTION (73.47(e)(2)(i))

[ntent

This requirement is intended to determine whether t° .terial's container has been com=
promised enroute and whether any material has been removeu s0 that immediate recovery aJrocedures
can be initiated, if required.

Content

Describe the procedures to be used to assure that the integrity of the containers and
seals will be checked upon raceipt of the shipment of material.

8.2 MOTIFICATION DESCRIPTION (73.47(e)(2)(ii})

Intent
This requirement is intended to:

a. allow that knowledge of the current location of all SNM is available, and
b. formally inform the shipper that the material has been received.

Content
Assure that a completad copy of standard Form MRC-741, "Nuclear Material Transaction Report,”
will be sent *o the shipper within (10) days of receiving a shipmert of material as required in

§ 70.58 of Part 70 of 10 CFR.

8.3 [IN=TRANSIT PHYSICAL PROTECTION (73.47(3)(2)(ifi))

[ntent

It is the intent of this requirement that aither the !icensee receiver or shipper De made
responsitie for tne physical protection of the material while it is in transit ana that the
responsible person has acknowiedged this responsibiiity by written agreement.

Content

In nis security plan, the receiver should either acknowledge resgonsibility for the in=transit
physical protection of SNM of moderate strategic significance or assure that written agreement

i ) Enclosure "C"




from the shipper has been received in which the shipper either accepts full responsibility or
shared responsibility for the in transit physical protection of this material according to 10 CFR
Part 73.472(3).

CHAPTER 9 IN-TRANSIT PHYSICAL PROTECTION REQUIREMENTS

This chapter provides guidance on meeting the requirements of paragraph 73.47(e)(3) which
are as follows:

e)(3) Each licensee, either shipper or receiver, who arranges for the physical protection
of special nuclear material of moderate strategic significance while in transit or
who takes delivery of such material free on board (f.0.b.) the point at which it is
delivered to a carrier for transport shall:

(i) Arrange for a telephone or radio communications capability, for notification of
any delays in the scheduled shipment, between the carrier of the material and
the shipper or receiver, '

(i1) Minimize the time that the material is in transit Ly reducing the number and dura-
tion of nuclear material transfers and by routing the material in tne most safe
and direct manner.

(i11) ZJonduct screening of all licensee employees involved in the transportation of
the material in order to obtain information on which to base a decision to permit
them control over the material,

(iv) Establisn and maintain response procedures for dealing with threats of thefts or
thefts of such material,

(v) Make arrangements to be notified immediately of the arrival - *he shipment at
its destination, or of any such shipment that is lost or unaccounted for after
the estimated time of arrival at its destination. and

(vi) Conduct immediateiy a trace investigation of any shipment that is lcst or
unaccounted for after the estimated arrival time and report to the MNuclear
Regulatory Commission as specifiad in § 73.71 and to the shipper or receiver as
appropriate. The licensee who made the physical protectinn zrrangements shall
also immediately notify the Director of the apporopriate Nucleur Regqulatory
Commission [nspection and Enforcement Regional Office listed in Appendix A of
the antion being taxen to trace the snipment.
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9.1 CCMMUNICATIONS OESCRIPTICN (73.47(e)(3)(i))

intent

The primary intent of this requirement is to as:ure tha' the carrier will notify the shipper
or receiver of any changes in plans or delays in the scheauled arrival of a shipment ty its
destination due to mechanical breakdown, adverse environmental corgitions, public disoraders,
etc. The shipner or receiver can th:n decide wnether or not to initiate ressonse procedures.

The intent of this regulation is not to require periodic check-in. Public teiephone or full
duplex voice radio are acceptable methods for meeting the intent of this requirement.

Content
Describe the type of communication system ard procedures to De used by the ca~rier of SiM
of mode—~ate strategic significance for notifying the shipper or receiver of any change in plans

or delays in arrival.

9.2 MINIMUM TRANSIT TIMES OESCRIPTION (73.47(e)(3)(ii))

[ntent
This requirement is intended *» hav- cthe snhipper ar receiver make 3 reasonacie effort to
ship the material in the fastest and most direct method possible. .t is not intended to neces-

sarily require exclusive-use carriers or expensive modes of travel.

Content

Jescribe the procedures and considerations which apply in the transportaticn planning process
which assure that a determ ied affort will be made tc minimize transit times.

9.3 PREAUTHORIZATION SCREENING (73.47(e)(3)(iii))

[ntant

The intent of the requirement for preauthorization screeni-g is to assure that the !icensee
wil have sufficient knowledge of an individual to determine nis eliapility and need for access
prior to graating h'm authorized access to the material in transit. The selection of procadures
for conducting this examination and the criteria he employs %o make his judgements are the
responsibility of the licensee, and of course snould be consistent w~ith all Teocal, State ana
Federal laws and regulations regarding the protection of the privacy and other rights of the
indiviguai. The screening process may De conducted in the same manner as other investigations
customarily conu. ed by potential employers for similarly sensitive positions. There is no
requirement for the licensee to arrange for an NRC clearance or simi’ar clearance from any otner
government arganization. Examples of procedures and criteria which may te employed in the
screening process incluge: Nhelding of or having recently neid a covernment sanctionea clearance
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examination of past emplo,ment recorc (to determine any wuisatisfactory employment or incigents
which would in“icate “ny unreliapility or previous breaches of trust “etween the individual and
his amployer); endorsements or references from previous employers or colleagues wnich would
support the need for access, trustworthiness, and reliapility of the individual; and consicera-
tion of the individual's present employment record indicating demonstrated trustworthiness and
reliability over an extended period of employment with the licensee. (This may be considered
in the nature of “granifatherinrg.”)

Content

Oescribe the procedures that will be used for obtaining sufficient information prior to
making a decision on granting unescorted access authorization to those licensee employees who
will be involved in the transportation of the material. Identify by title or name those empioyees
who will be screered and those who wil' erform the screening process.

9.4 RESPONSE PROCECURES DESCRIPT .n (73.87(e)(3)(iv))

Intent

The intent of this regulation is to help the licensee identify those transportation incidents
for which he might expect to be  otified and which mignt affect the security of the SNM in transit
ana to plan response procedures !3r such situations. For example, if the shipper is informed
Dy the carrier that zdverse weather conditions nave temporariiy prevented further progress of
the shipment, the licensee should inform the receiver of a new estimatad time of arrival.

Content

Igentify those events for which response procedures will be developed. Also describe tvpes
of response to be accomplished for each event identified ind the duties and responsibiiities of
members of the security organization and management for dealing with the response. Assure that
the NRC will be notified immediately in the event of theft or attempted theft of the material.

9.5 NCTIFICATION DESCRIPTION (73.47(e)(3)(v))

‘ntent

The intent of this requirement is to assure that the licensee responsible for the physical
protection of SNM in transit will have a firm basis for deciding whether or not to initiate
response procedures in the avent 3 shipment becomes overdue or s lost.

Content

Describe the arraigements and procedures wnich will ce used for 1otifying the licensee who
arranges for the physical protaction of material in transit of the arrival of the shipment at
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its destination, or of any such shipment that is lost or unaccounted for after the aestimated
time of arrival at its destination.

9.6 LOST MATERIAL NOTIFICATION (73.47(e)(3)(vi))

Intent

The intent of this requirement is to assure that in case a shipment beccmes overdue, and
no reasonable explanation has been received from the carrier regarding its status, a trace
investigation will be conducted to locate the missing SNM. The NRC is to be notified at this
time that the material is missing and informed as to what steps are being taken to recover the
missing material. Although the licensee is -esponsible for notifying the-NRC of any missing
material and to initiate and assist in the ..usequent investigation, the law enforcement
agencies bears the responsibility for physically recovering the material.

Content

Describe whati procedures will be used to trace any shipmment that is lost or has not arrived
by the estimated arrival time. Assure that all lost or missing material will be immediateiy
reported to the appropriate NRC Regional Office along with what acticns 2re being taken to trace
tie shipment, that the NRC will be notified as specified in § 73.71 and thal the shipper or
receiver, as appropriate, will also be notified.

CHAPTER 10 EXPORT T“NUIREMENTS

This chapter provides guidance on meeting the ruquirements of paragraph 73.47(e)(4) which
reads as follows:

(e (4) Each licensee who exports special nuclear material of moderate strategic significance
shall comply with the reguirements specified in § 73.47(c), (e)(1l) and (e)(3).

10.1 SECURLITY DESCRIPTIONS (73.37(e)(8))

aptars 7 and 3 of this guide to describe the security arocedures which will De used
to + « . the material up %o the point where the receiver accepts physical protection responsi-
bility for the shipment.

CHAPTER 11 IMPORT REQUIREMENTS

This chaoter provides guidanc2 on meeting the requirements of paragraph 73.47(e)(5) which
reads as follows:
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{e)(5) Each licensee who imports special nuclear material of moderate strategic significance
shall:

(i) Comply with the requirements specified in § 73.47(c), (2)(2) and (e)(3), ana

(i1) Notify the exporter who delivered the material to a carrier for transport of the
arrival of such material.

11.1 SECURITY REQUIREMENTS (73.47(e)(5)(i))

Use Chapters 8 and 9 of this Standard Format to describe the security procedures which will
be used to protect the material from the first point where the shipment is picked up inside the
United States.

11.2 NOTIFICATION (73.47(e)(S)(i1))

Intent

The intent of this requirement is to notify the exporter that the material has arrived
safely.

Content

Describe the procedures to be used for notifying the exporter *f the material that the snip-
rent has Deern received.

PART II: SNM OF LOW STRATEGIC SIGNIFICANCE

CHAPTER 12 USE AND STORAGE AREA DESCRIPTION

This chapter provides guidance on meeting the regquirement of paragrapn 73.47(f)(1) which
is as follows:

(f)(1) Store or use such material cnly within a controlled access area.

A controlled access area is defined in 73.2 paragraph (2) as, "any temporarily or permanentiy
estabiisned clearly demarcated area, access to which is controlled and which affords isoiation
of the material, eguipment or persons within it." Thus a CAA can be an approved .ecurity cabinet
with lock to which only authorized individuals have the combinaticn or xey or a vault or vauit-
type room which uses some type of acc:ss control system to 1imit access to authorized individual
or a locked laboratory for which only authorized individuals such as professors or lab instrucicrs
have the compination or «ey.

POCR CTICINAR
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12.1 AREA WHERE MATERIAL IS USED (73.47(f)(1))

[ntent

Temporarily established CAAs for the use of SNM need not have permanent type physical barriers
at their bouncaries. Office partiticns, cordons or other devices can DSe used to warn passers-by
of the restricted nature of the area, while acc->5 control can be effected through sur eillance
or supervision of the area by those usii.g the 3NM at the time. However, if the material is to
be left unattended in such an area, addi'ional protection must be provided to control access
and assure a detection capability ‘n the absence of authorized personnel. This could be accom=
plished, for example, through the posting of signs and the use of motion detection equipment
covering the immediate area in which the SNM is located. Although the material may be considered
in "use," protection requirements would De the same as though the material .ere in storage, since
authorized personne! would not be present.

Permanently designated aeas fcr the use of SNM would more closely approximate CAAs intended
for the storage of SNM. In this case, permanent type physical barriers would be a more likely
choice, such as would be provided in the case of a laboratory or reactor containment structure,
in which it was desired to have SNM continuaily present and in use. Such an area may also serve
as a storage area. Although access control and detection capabilities may be provided through
the use of appronriate hardware during the period when SNM is stored in this area, other means
of providing these capabilities may be required to compliement such hardware in the case that
alarms are deactivated or doors unlocked, etc. In such cases, licensees may rely upon authar=
ized persoinel to effect the reguired protection.

Content

Describe the Controlled Access Area (CAA) where the material will be used. To de inclugea
in this description is information on the type of barriers surrounding the CAA, the portals that
allow access to the CAA, and the size of the area. Some typical CAAs where the material may be

uysed are: laboratories, process areas, reactor rcoms, spent fuel poois, or fenced=in areas.

12.2 AREA WHERE MATERIAL IS STORED (73.47(f)(1))

Intent

This area may be similar to that required for the storage of special nuclear material of
moderate strategic significance (see Chapter 1, Section 1.2 of this Guige), but does not neras-
sarily have to be equivalent to a vault, vault-type room, or approved security cabinet. Zxamoies
of typical CAAs where special nuclear material of low strategic significance may Le stored are:

Vault - has barriers sufficiently strong Lo prevent or deter penetration 3ndsa locking

i o]
P L

mechanism on the door. b U




2. Approved Security Cabinets - cabinets whicn are GSA approved, class 6 or greater, or cther
testing group approved for protection against surreptitious en_sy and lock manipuiation.

3. Reactor - the reactor is so designed that it does nct allow for easy removal of material.

4, Vault-type Room - some typical vault-type rooms where materials are stored and protected
with & motion detector are storage poals, rooms containing in-procass storage racks and
laboratories where material is left unattended. In all cases mcvement in the near~vicinity
of the material should generate an alarm sign.i.

5. Locked laboratories or Supply Rooms - these areas must be sufficiently penetration
resistant to afford a means of access control and permit the proper functioning of the
system for monitoring of the storage area as required under § 73.47(f)(2) of the rule as
described in Chapter 13 of this guide.

Contant

Describe in detail! the CAA in which the material will be stored. To be included in this
description is information on the type of barriers surrounding the material, the portals that
allow access to the material, the size of the area, and the locking mechanism used %0 secure
the material (see Chapter 3 of this guide for guidance on locking mechanisms).

CHAPTER 13 DOETECTION OEVICES OR PROCEDURES

This chapter provides guicdance for meeting the requirement of 73.47(d)(3) which is as
follows:

(f)(2) Monitor with an intrusio~ alarm or otner device or procedures the controlled access
areas to detect unauthorized penetration or activities.

[n order to help detect unautharized activities or penetratiocns of CAAs where the material

is used or stored either intrusion alarms or other devices or security procedures are needed.

saction 13.1 provides guidance if the licensee chooses to use intrusion alarms or devices and

Section 13.2 provides guidance if he chooses to use security procedures.

12.1 DETECTION DEVICES (73.47(f)(2))

[ntent

For CAAs where the mate: !al is used the licensee will probably wisn to rely upon personnel-
oriented procedures for assuring that the CAA is not penetrated inadvertantly or purposefully
by unauthorized personnei. However,K naterial left temporarily unatiended shculd be protacted
by a motion detector (e.g., suspended from apove) which incorporates idequate tampe: resistant
features. Licensees should design their system %o minimize the rate of spurious or faise alarms

throuy: ;. 'per installation and procedures. 2 0l
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For CAAs where the material is stored, the detaction capabiiity will be satisfied through
the use of motion detection equipment. However, the detection capability requirement may alsc
be satisfied by different types of safety detection devices or security procedures. Information
reqarding intrusion alarm devices which could be used is available in NUREC 032U, "Interior
Intrusion Alarm Systems." However, any choice of detection device, intrusion or safety, must
include tamper-resistant features.

Content

Describe the tamper-resistant intrusion alarm devices or tamper-resistant safety devices
whici are used to monftor the controlled access areas (CAA) where the material is used and stored.
Included in this description should be:

a. type of device used with brief theory of operation,
location of detection device,

type and location of annunciation,

d. a. nf coverage,

tamper-resistant faatures,

signal line protection features,

emergency power features for devices, and

conditions under which detection devicas wiil be use..

o
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13.2 DETECTICK PROZEDURES (73.47(f)(2))

[ntent

Licansees may choose to provide the required detection capability during certain periods
through reliance on personnei-oriented procedures rather than by the use of detection devices.
This may de desirable during periods of heavy usage of material, when freguent traffic into and
out of a CAA may make the use of an intrusion alarm system inccnvenient. Autherized personnel
engaged in the use of the material or otherwise present within the CAA or its immediate vicinity
may satisfy the detection capability requirement provided they can reascnadiy maintain surveil=
lance over the material and control access to tne CAA or its immediate vicinity wnile carrying
on the other activities tney may be engaged in. At least one authorized person should ue presant
at all t.mes in the absence of detection devices while the material is in use.

If the material is in storage in an approved security cabinet or its equivalent, the material
may be left uns .ended without an intrusion alarm system provided scme other detcction procedure
is empioyed. This may include remota surveillance, using a closed-circuit television system, or
randomized periocdic patrols by a watchman.

Content

Describe, if applicable, tie procadures which are used or may be used to monitor the can=
trolled access areas where the material is used or stored. These descriptions should include:

L; ,’,) ~ J
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the conditions under which the procedures woull be vsed; the CAAs for which the procedures wouin
be used; individuals, categories of individuals, or personnel positions assigned to carry out
procedures; devices used in conjunction with the procedures; other assignments or activities to
be performed by personnel con-urrently with their execution of detection procedures; provisions
for documentation of inspection procedures being executed (e.g. log); and gescription of the
procedures themselves.

CHAPTER 14 SECURITY RESPONSE

This chapter provides guidance on meeting the requirement of paragraph 73.47(f)(3) which
is as follows:

(f)(3) Assure that a watchman or offsite response force will respond to all unauthorized
penetrations or activities.

14.1 SECURITY (73.47(f)(3))

[ntant

The intent of this requirement is to assure that in the event of a security incident scmeone
will be available to assess alar=, or any unauthorized penetrations or activities and, if warranted,
notify the NRC, the 'ocal 'aw enforcement authorities, and the responsible person in licensee
management. Early detection and notification of aiy missing material will help facilitata its
prompt recovery. For purpose of this regulation, an offsite response force can be a loca! lTaw
enforcement agency or a contract guard service.

Content

Describe the security organization which will be responsible for assessing and responding
to any unauthorized penetrations or activities. Assure that at least one guard, watchman, or
member of an offsite response force will respond to all unauthorized penetrations or security

incidents at the CAAs.

CHAPTER 15 RESPONSE PROCEDURES

This chapter provides guidance on meeting the requirements of paragraph 70.47(f)(4) wnich
states:

(£)(4) Estaolish and maintain response procacures for dealing #ith threats of thefts or thefis
of such materiails.

nm Aminn
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15.1 RESPONSE PROCEDURES DESCRIPTION (73.47 (f)(4))

[ntent

The intent of this regulation is to help the licensee identify those security incidents
which couid result in the loss of SNM of low strategic significance ana to develop response pro=
cedures to prevent or reduce the likelihooc ~¢ such a loss. Some types of incidents which should
be considered and for which response procedures should de developed are:

a. civi] strife such as student demonstrations or employee strikes,

b. fire,
discovery that some SNM is missing, and
bomd threats
Content

ldentify those events for which response procadures will be developed. Also describe the
type of response to be accomplished for each event identified and the duties and responsibilities
of the security organization and management involved in the response. Assure that the NRC will
be notified immediately in the event of theft or attemptea theft of the material. Describe what
local law enforcement assistance is available, their response capabilities and any agreements
made with them to respond in the case of theft of the material.

CHAPTER 16 MATERIAL TRANSPORTATION REQUIREMENTS

This chapter provides guidance on meeting the requirements of paragraph 73.47(g)(1l) which
are as follows:

(g)(1) Each licensee who transports, exports, or who delivers to a carrier for transport
special nuclear material of low strategic significance shall:

(i) Provide advance notifiratign to the receiver of any planned shipments specifying
the mede of transport, estimated time of arrival, location of the nuclear material
transfer point, name of carrier and transport identification,

(11) Receive confirmation from the receiver prior to the commencement of the planned
shipment that the receiver will be ready to accept the shipment at the planned
time and location and that he acknowledges the specified mode of transport,

(i1i) Transport the material in a tamper-indicating sealed container,

(iv) Check the integrity 2f the containers and seals prior to shipment, ana

(v) Arrange for the in-transit physical pretection of the material in accordance with
the requirements of paragraph 73.47(g)(3) of tais part, unless the receiver is a
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licensee and has agreed by written contract to arrange for the in-transit physical
protection.

16.1 ADVANCE NOTIFICATION OESCRIPTION (73.47(g)(1(i))

Intent

It is the intent of this section that the shipper will have preplanned the transportation
of the material and informed the receiver of his plans prior to shipment. This is the first of
the several transportation requirements that will allow the rece’ver to take delivery of the
material as planned or to help assure traceadility cf any missing material that might occur.

Content

The licensee should assure that prior to each shipment of material notification of the
impending shipment will be given to the receiver giving him the following types of information:

mode of transport (e.g., truck, plane, train or ship),

estimated time of arrival,

location where material is to be transferred to receiver,

name of carrier, and

transport identification (e.g., truck, train, or flight number, ship name, 2tc.).

® a nNn o »

16.2 RECEIVER CONFIRMATION OESCRIPTION (73.47(g)(1 (ii))

Intent

It is the intent of this requirement that orior to shipment the transporter will be assurea
that the receiver is ready to accept the shipment at the planned time and 'occation and acknowiecges
the mode of transport.

Content

Describe what procedures will be used to assure that snhipment of material does not take
place until the receiver acknowiedges the planned shipment and mode of transport, and assures
ne will e ready to accept the =hipment at the planned time and location.

16.3 CONTAINER DESCRIPTION (73.47(gq)(1)(iii))

Intent

The intent of this requirement is to provide a mechanism or system that will help the
receiver detect any tampering that may have accurred with the material's container during snip=-
ment. Regulatory Guide 5.15 entitled "Security Seals for the Protection and Control of Special
Nuclear Material," is availapie from the NRC for guigance in this area.
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Cantent

Describe the type: 4* secals that will be uysed to secure the material's container dusing
transport.

16.4 INSPECTION DESCRIPTION (73.47(g)(1)(iv))

Intent

The intent of this requirement that the shipper check the integrity of the material con-
tainer's seals just prior to shipment, so that ne can be assured that they haven't been com=
promised. Then if upon receint of the shipment the receiver discovers the container’'s integ-
rity has been compromised and the material missing, the scope of the recovery operation can
focus on *he transportation route.

Content

Describe the procedures to be used to assure that the integrity of the containers or seals
fs checked just prior to shipment.

16.5 IN-TRANSIT PHYSICAL PROTECTION (73.47(g)(1)(v))

[ntent

[t is the intent of this reguirement that either the shipper or receiver be made responsible
for the physical protection of the material while it is in transit and that the responsible person
has acknowledged this responsibility Dy written ajreement.

Content

In his security plan, the shipper should either ».a~"wiedge responsibility for the in-transit
physicai .rotection of SNM of low strategic significaice, or assure that written agreement from
the rece’ ver has been received in which the receiver either accepts full responsipility or snared
responsibility for the in-transit pnysical protection of this material according to 10 CFR Part
73.47(g)(32).

CHAPTER 17 QECEIVER REQUIREMENTS

This chapter provides guidance on meeting the requirements of paragraph 73.47(g)(2) which
are as follows:

(g)(2) Each licensee who receives special nuclear material of low strategic significance shall:

(1) Check the integrity of the containers and seals upon receipt of the shipment,
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(i) 4Hotify the shipper of receipt of the materi:’ as required in § 70.54 of Part 70
of this chapter, and

(1i1) Arrange for the in-transit physical protection of the matarial in accordance with
the reguirements of paragraph 73.47(g)(3) of this part, unless the shipper is a

licensee and has agreed in writing to arrange for the in-transit physical
protectica,

17.1 INSPECTION DESCRIPTION (73.47(g)(2)(i))

Intent

This requirement 's intended to determine whether the material's container has been com~
promised enroute and whether any material has Deen removed, so that immediate recovery proce-
dures can be initiated, if required.

Content

Describe the procedures tc be used to assure that the integrity of the containers and
seals will be checked upon receipt of the material shipment.

17.2 NOTIFICATION DESCRIPTION (73.47(g)(2)(ii))

This requirement s intented to:

a. allow that knowiedge of the current location of all 'NM is available, and

b. formally inform the shipper that the material has been received.
Content

Assure that a completed copy of standard Form NRC-741, “Nucl!ear Material Transaction Report "
will be sent to the shipper within (10) days of receiving a material shioment as required in

§ 70.54 of Part 70 of 10 CFR.

17.3 IN-TRANSIT PHYSICAL PROTECTION (73.47(g)(2)(iii))

[ntent

[t is the intent of this requirement that 2ither the raceiver or shipper licensee be nage
responsible for the pnysical protection of the mate 21i wh .2 it is in transit and that the

responsible lic acknowiedged this respons (ivy by written agreement.
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Content

In his security plan, the receiver should either .:knowiedge responsibility for the
in=transit physical protaction of SNM of fou strategic significance, or assure that written
agreement from the shipper has been received in which the shipper either accepts full responsi-
bility or sha~ed responsibility for the in-transit physical protection of this material accoraing
to 10 CFR Part 73.47(g)(3).

CHAPTER 18 IN-TRANSIT PHYSICAL PROTECTION REQUIREMENTS

This chapter provides guidance on meeting the requirements of paragraph 73.47(g)(3) which
are as follows:

(g)(3) Each licensee, either shipper or receiver, who arrangis for the physical protection of
special nuclear material of low stratagic significance while in transit or who takes
delivery of such material free on board (f.o0.b.) the point at which it is delivered
to a carrier for transport shall:

(i) Establish and maintain response procedures for dealing with th-sats of thefts or
thefts of such material,

(i1) Make arrangements to be notified immediately of the arrival of the shipment at
its destination, or of any such shipment that is lost or unaccounted for after
the estimated time of arrival at its destination, and

(1ii) Conduct immeriately a trace investigation of any shipment that is lost or
unaccounted for after the estimated arrival time and report to the Nuclear
Ragulatory Commission as specified in § 73.71 and to the shipper or receiver as
appropriate. The licensee who made the physical protaction arrangements shall
also immediately notify the Director of the appropriate Nuclear Regulatory Commis-
sion Inspection and Enforcement Regional Office listed in Appenuix A of the action
being taken to trace the shipment.

18.1 RESPONSE PROCEDURE (73.47(g)(3)(i))
Intent

The intent of this regulation is to help the licensee identify those transportation incidents
that could affect the security of the SMM in transit for which he might expect to be notified

and for which response procedures should be planned.

Content

[dentify those events for which response pricedures will be developed. Also describe type
of response to be accomplished for each event ider “ified and the duties and responsibilities of
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the security organization and management invoived in the response. Assure that the NRC will re
notified immediately in the event of theft or attempten cheft of the material.

18.2 NOTIFICATION DESCRIPTION (73.47(2)(3)(ii))

Intent

The intent of this requirement is to assure that the licensee respontible for the physical
protection of SNM in transit will have a firm basis for deciding whether or sot to initiate
response procedures in the event a shipment becomes cverdue or is Jost.

Content

Describe the arrangements and procedures wnich will be used for notifying the licensee who
arraisges for the physical protection of mate~ial in transit of the arrivai of the shipment at
its destination, or of any such shipment that is lost or unaccounted for after the estimated
time of arrival at its destination.

18.3 LOST MATERIAL NOTIFTCATION (73.47 (g)(3)(111))

The intent ¢f this requirement is to assure that in the case a shipment Decomes overdue,
and no reasonable explanation has been received from the carrier regarding its status, a trace
investigation wiil be conducted to locate the missing SNM. The NRC is o be notified at this
time that the material is missing and informed as to wnat steps are being taken tr -~ecover the
missing material. Although the li~ensee is responsible for notifying the NRC of a sing
material and to initiate and assist in the subsequent investigation, the law enforces .
agencies bear the responsibility for physically recovering the material.

Content

Describe what procedures will be used to trace any shipment that is lost or has not arrived
by the estimated arrival time. Assure that all Tost or missing material will (¢ immediate’v
reporied to the appropriate NRC Regional Office along with what actions are being taken %o trace
the shipment, that the NRC will be notified as specified in § 73.71 and that the shippe-~ or
receiver, as appropriate, will also be notified.

CHAPTER 19 EXPORT REQUIREMENTS

This chapter provides guidance on meeting the reguirements of paragraph 73.47(g)(4) wnich
reads as follows:

(g)(4)  Each licensee who exports special nuclear material of low strategic significance shall
comply with the requirements specified in § 73.47(c), (g)(1) and (g)(3).
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19.1 SECURITY DESCRIPTIONS (73.47(g)(4))

Use Chapters 16 and 18 of this Standurd Format to describe the security procedures which
will be used to protect the material up %o the point where the receiver acceptis physical protec-
tion responsibility fo: the shipment.

CHAPieR 20 [MPORT REQUREMENTS

This chapter provides guidance on meeting the requirements of paragraph 73.47(g)(5) which
reads as follows:

(g)(5) Each licensee who import: special nuclear material of Jow strategic significance shall:
(i) Comply with the requirements specified in § 73.47(c), (g)(2) ana (g)(3), and

(iiY Nctify the exporter whn delivered the material to a carrier fur transport of the
ar-ival oy such material.

20.1 SECURITY REQI'.REMENTS (73.47(g)(S)(i))

Use Chapters 17 and 18 of this 3tandard Format to describe the security procedures which
will be used to protect the material from the first point where the shipment is picked up.

- 20 2 NOTIFICATION (73.47(g)/5)(ii))

Intent

The intent of this regulation is to notify the exporter Lhat the material hac arrived
safely.

Content

Describe the procedures to be used for notif ng the exporter of the material that the
shipment was received.
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ENCLOSURE D

VALUE/IMPACT ASSESSMENT CONTAINING A
REPORT JUSTIFICATION ANALYSIS
PHYSICAL PROTECTION OF PLANTS AND MATERIALS



