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New Activities

Activities initiated during April included (1) development of a

pathfinding algorithm for multiple-target, single-adversary sabotage

patas, (2) further improvements to the Safeguards Automated Facility

Evaluation (SAFE) methodology, the Brief Adversary-Threat Loss-

Estimator (BATLE) model, and the Estimate of Adversary Sequence

Interruption (EASI) Graphics program, (3) participation in the 1st

Annual Symposium on Safeguards and Nuclear Material Management, and (4)
assistance in the Thr7e Mile Island accident.

The multiple-target sabotage path algorithm which was developed

solves the path problem associated with a single sabotage team which

has as a goal the destruction of more than one target. The problem

involves determining in what order and along what path the adversary

must travel in order to minimize the probability of interruption.

Imyrovements to the SAFE methodology now allow the analyst to
analyze larger problems on the Sandia Laboratories NOS computer tin.a-
sharing system and to perform the facility digitization process with-
out regard to the orientation of a layout drawing on the digitizing

table. In addition, a model for calculating guard response times

within SAFE is being developed.

The BATLE model was modified to reflect weapo* .ype and range,

c ver, and osture of the target and provide a ambush (first-shot)c

capability. The EASI Graphic s package was modified to include ar.
option to examine the probr.oility of system win as a function of the
system variables.
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Assistance was sup:llt. tc the NRC 'coLab llst c Analysis Staff

(PAS) for the evaluation of the Three Mile Islano accident. This work

included a series of SANDI A-ORIGE:, calculations of the radionuclide

inventory of the core and deca 3 heat ceneration rates.

Continuina Activities

Work continued on the effort to analyze sabotage fault trees for

operating reactor facilities. Two factors have contributed signifi-

cantly to the ( 'mination of the backlog of facilities awaiting fault

tree analysis: (1) the development of a capability at Los Alamos Sci-

entific Laboratory (LASL) to prepare the computer input data needed

for the fault trees and (2) the development of a new procedure for the

analysis of the fault trces.

Other continuina activities included (1) development of COBOL and

FORTRAh interfaces for the Safeguards Engineering and Analysis Data-

Base (SEAD), (2) the application of the SAFE methodology to various _

nuclear facilities, and (3) documentation of the afegualds Network

Analysis Procedure (SNAP) and the SAFE methodologi.

FACILITY CtIARACTERIZATION

In-House Activities

The principal effort during April continued to be the joint pro-

gram with LASL for the Nuclear Regulatory Comnission, Office of Nuclear

*

L. D. Chapman, et. al., " Safeguards Methodology Development
History," SAND 79-0059, to be published.
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r u m.ctc (Iu. f m. - . ll'les (E'." 2 th cugh Ei' E) are currently being rou-

itit. to re:icct syster chances speci:ief b) L7 E L The cornuter ar 11-

ycis ic: several of these facilities w.ll have to be redc:.u. Fivc

pressurizea water reactors (FWE) facilities were studiea this conth;
.

the status of this work is surn ': i ne . as follows:

PWR 6 - fault tree development in process

Pi:R 7 - location analysis in tne process of being redone
due to modifications

PWR 8 - fault tree plotted, loct. tion analysis done

FWR 9 - fault tree being plotted

PWR 10 - fault tree being plottec

LASL has developed the capability of preparing the computer input
data for the fault trees. All of the data received from LASL during

March and April have been on punched cards (except for PNR 6) . This

fact nas aided the data input process considerably.

A new procedure for analysis of the fauit trees was implemented
this month. A bottom-up substitution procedure is now being used
rather than the top-cown approach normally used in the Set Equation
Trar.sf ormation System (SETS) analyses. The development of this new

procedure has greatly reduced the analyst and computer time required
to complete a major oortion of the analysis. Analyr s that formerly

required days can now be accomplished in a few hours; computer run
times have been reduced from minutes to seconds. As a result of

LASL's contribution to data preparation and the improvement in analyt-
ic capability, the large backlog of facilities awaiting analysis is
being elininated.

The development of an in-place reduction algorithm for the SETS
code continued, and a description of a new factoring algorithm was
written. Work also continued on the solution of the large directed

graph (digraph) supplied by Lawrence Livermore Laboratory from their
Material Control and Accounting program.
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cevelope tt: a . ; 2 7 z in- a: ci :te ziro a licht water reactor (LV.)

spent-fuel rt; .ct . i t. : a-.: .t. a h. "inct bec: use; for a variet;

cf tuul-cycle :. r c L l e r ' " !x t u .. z :: 1 r.p a t prepm ation ar,a ecde opera-.

t cn allowed f a s t. t :. around; the initial results were telephonec to

PAE wi t t.in a :ew r. - _ r : 'ter the request was made. E% sequent codc<

runs u t :' e performes a requeste.: fo: varying conditions and the output

listin:*> were flown to Washington, D.C. The development of the

S A::D I A -O RIGET. code anc L' : fuel-cycle models allowed rapid response to

!;RC ' s rs quest for detaile: calculations related to the Three ':_le Island-

accident.

P ATH-GE::ERJ.TIO:, 'SELECTIO:. "ETHODOLOG'

In-House Isctivities

Sincle-Taract Adversary Pa!hs

Documentation of the A:' PATH (aaversary paths) code is currently

being performed. ADPATli has beeri tested, modified, and put into

final f o rm and ia now read > for use in finding single-target theft

and sabotage paths for insiders or outsiders in a digraph model of

a facility. mhe details of liDPIETH's performance during testing were

reported in the January-March 1979 Quarterly Report.

Multiple-Target Sabotage Paths

An algorithm has been developed to solve the path problem associ-

ated with a single sabotage team which has a goal of more than one

target. The problem is to find in what order and along what path a

given set of targets should be visited so that the adversary will

minimize his interruption probability. An outline of the basic ideas

behind the solution process was presented in the March 1979 Progress

Report. Coding of a subroutine to implement this algorithm has begun.
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S a f e';ua rd s E' J nt" rin- and I.nal'Jcat Data-bart
Developmcr.t of COEDL an' F C F T F1.' i nt e r ' re s to the enhanctd FEAD

r.ouules was emphas12e; dur1rn this rc, art n ne r i o:' . COP 0L int c r f acer.

are recuired for ad hoc retrievals and data-base r'.aintenance. FO RT FJd,

interfaces are used to link SEAD tc the SAFE methodology
,

Updating of the old BARRIER data base is almost complete. No

difficulties are anticipated in replacing the old BAPRIER data base

with the new version, which will serve as an interim repository

pending implementation of the SEAD maintenance interfaces. The work

on SEltD is a joint project being sponsored by both the Department of

Energy and NRC.

,

EVALUATION METHODOLOGY

In-House Activities

Automation of System Evaluation

SAFE Applications -- Application of the SAFE methodology to

various nuclear facilities continued in April. A representative of

Savannah River Operations visited Sandia for the purpose of applying

the SAFE methodology to a facility which is being studied at Savanrah
River. The complete analysis of this facility was accomplished in

1-1/2 days.

The digitized facility layout for the Standardized Nuclear Unit
Power Plant System (SNUPPS) reactor is currently being reviewed.
Corrections have been made to the layout which reflect up-to-date

SNUPF; design plans. After the physical protection system for the

SNUPPS is defined, the analysis will continue.

Improvem_ents to SAFE -- Further improvements to the 3AFE method-
ology have be<n made. The first improvement was an alteration of the
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curan the claitir :tio: phant.

Initial work wat be a u:. on tbt d e cel o;~.c n t of a model for calcu-

latir.a cuala response t1mes within SAFE. Guard positions will be Input

craphicall), arJ then sncrtest-time path to targets in the facilit;

can be determineu using existina shortert-nath routines and a modified

faciliti graph. The analyst can then exanine the results in order to

choose cuard response times that are required as input b) SAPI.

SAFE Do cune n t a t i on -- h'o r k is proceeding on tne preparation of a

draft of the document, " Safeguards Automated Facility Evaluation (SAFE)

'4ethodology, Volume 2: Methodology Description." Partial roun: drafts

of this document have been reviewed and illustrations are being pre-

pared. Areas that require further description have been identified

and are being documentea.

Model Development

Expansion of the BATLE Model -- Improvements are being made to
the BATLE model. Attrition rates have neen greatly expanded to

reflect weapon type and range, cover, and posture of the taraet. Two

additional weapon categories have been added to the model: semi-

automatic rifles and submachine guns. An ambush or first-shot capa-

bility has also been added that allow: the user to specify whether a
first shot is fired and, if so, which side fires the shot and the

length of the firing time. Another modification will allow the user to

alter the effects of the training degradation rule, if so desired.

EASI Graphic: -- Another option has been added to the EASI Gra; :-
ics package. This option allows the user to examine the probability
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vari:nle_ of the ryster (restor n tiro, probability of c or.~ u n i c a t i or. ,

t a t, . tir or crotal. lit-, of detectic.;,

Syrnoslur or. Safe,uards an: !;u cl ea r ''a t e: ia l ''.a n a a e m e n t-

a.. _ - __ _ -

Thc European Saftaualat Research anu Develop ~.ent Associatio:

conducted th( lst Annual Syrposium on Safeguards and !;uclear Material

Management in Brussels, Belgiur, on 25-27 April 1979. The majority

of the rouahly 100 papers that were presented at this meeting relaten

to nuclear material accounting. This emphasis on nuclear material

accounting is consistent with the role of ESARDA in support of activ-

ities of the International Atomic Energy Agency (IAEA) which are, in

essence, exclusively of an accountina nature.

A paper was presented which describes the evolution of method-

ologies (developed primarily by Organization 4416 under the sponsor-

ship of the NRC Office of Regulatory Research) for . valuating the

effectiveness of physical protection systems. Based on the content

of the papers vehich were even peripherally related to the modeling

of physical protection systems, it is clear that the Sandia develop-

mental effort in this area is years ahead of any similar offorts in

other countries. Moreover, since it is currently beyond the scope

of IAEA responsibilities, physical protection assurances are relegated

to domestic authorities. Consequently, in the ab cnce of domestic

pressures for authorities to provide physical prots.ction assurance,

it ts doubtful that any substantial developmental effort in this area

will be initiated in the near future.
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facilities. Icr thest a;nlications, v2cits v.ll be r .t to t h< -

va: 1eco sites. I cllowir.c this activit,, F',' f 1111t; r.o i e l s ,c 1 12

be dcVelopct. Io ar.alysis of each facility will be made usine

different auard and acversar" scenarics.

S ,'l.' Documentation -- 11 prelininary draft of the report "An

Iqplication of S:;Ir Using the Guard Tactics Simulator Facility" is.

currently in review. This report describes the results of a

exercise conducted to demonstrate the feasibility of applying S?.''

to an analysis of the physical protection system of a realistic

nuclear faciliti.
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