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General Comment
Please fund attached my comments and questions regarding Physical Security for Advanced 
Reactors; Request for Comment on Regulatory Basis Docket ID: NRC-2017-0227-0001 with 
a specific focus on comment are number three: "It is anticipated that engineered safety 
features may result in a slow accident progression that could allow for reliance on offsite 
licensee response to support the prevention of offsite consequences for advanced reactors with 
attributes as defined in the Policy Statement. The staff expects that future discussions will 
involve evaluating the feasibility of reliance on these resources for security response and to 
help recover facilities and mitigate events. What types of engineering, administrative, and 
programmatic controls should be considered in any future evaluations of this approach?"

Thank you for this opportunity,

Pia C. Jensen
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Physical Security for Advanced Reactors; Request for Comment on Regulatory Basis 
Docket ID: NRC-2017-0227-0001 

Thank you for this opportunity to comment on security of new generation nuclear reactors.


With respect to comment area, number three ("It is anticipated that engineered safety features 
may result in a slow accident progression that could allow for reliance on offsite licensee response 
to support the prevention of offsite consequences for advanced reactors with attributes as 
defined in the Policy Statement. The staff expects that future discussions will involve evaluating 
the feasibility of reliance on these resources for security response and to help recover facilities 
and mitigate events. What types of engineering, administrative, and programmatic controls should 
be considered in any future evaluations of this approach?").


Regarding the 3 January 2014 Congressional Research Service publication, Nuclear Power 
Plant Security and Vulnerabilities https://fas.org/sgp/crs/homesec/RL34331.pdf 


"The Energy Policy Act of 2005 (EPACT05, P.L. 109-58) imposed specific criteria for NRC to 
consider in revising the “Design Basis Threat” (DBT), which specifies the maximum severity of 
potential attacks that a nuclear plant’s security force must be capable of repelling. In response to 
the legislative mandate, NRC revised the DBT (10 C.F.R. Part 73.1) on April 18, 2007." 


1. What impact will the proposed new regulation have on the above, Design Basis Threat, 
mandates? 


2. If those mandates are affected, what justification is given for changes to those mandates in 
order to conform with this proposed rule change? 


"NRC published final rules on June 12, 2009, to require all new nuclear power plants to 
incorporate design features that would ensure that, in the event of a crash by a large 
commercial aircraft, the reactor core would remain cooled or the reactor containment 
would remain intact, and radioactive releases would not occur from spent fuel storage 
pools." 

1. What technology will be mandated and employed to detect and respond to aviation threats? 

2. What level of reliability is there in any detection and response system in case of aviation 

threats? 

3. Reference 911 attacks on the Twin Towers and the Pentagon and Greenpeace drone activities 

at French nuclear facilities. Any lessons learned? 


"Protection of spent fuel cooling also is included in the design requirements for new 
reactors under NRC’s June 2009 aircraft impact regulations."  

1.  Will the proposed rule change impact the June 2009 aircraft impact regulations? 

2. If so, what justification is given? 


"NRC has long contended that the potential effects of terrorist attacks are not “reasonably 
foreseeable” impacts that must be included in environmental studies for proposed spent 
fuel storage and other nuclear facilities. However, the U.S. Court of Appeals for the 9th 
Circuit ruled in June 2006 that terrorist attacks must be included in the environmental study 
of a dry storage facility at California’s Diablo Canyon nuclear plant. NRC reissued the Diablo 
Canyon study May 29, 2007, to comply with the court ruling, but it did not include terrorism 
in other recent environmental studies outside the jurisdiction of the 9th Circuit.32 The U.S. 
Court of Appeals for the 3rd Circuit subsequently ruled that NRC did not have to consider 
the impact of terrorist attacks in the license renewal application for the Oyster Creek plant 
in New Jersey.33" 

1. Considering years of lost, stolen, or missing radioactive materials and recent, significant, 
nuclear accidents at Russian facilities, the ending of nuclear treaties, and Russia's vow to 
continue developing nuclear weapons, I have several questions. 


https://fas.org/sgp/crs/homesec/RL34331.pdf


2. Does the NRC still maintain that "potential effects of terrorist attacks are not “reasonably 
foreseeable” impacts that must be included in environmental studies for proposed spent fuel 
storage and other nuclear facilities"? 


3. Will the proposed rule have positive impacts on the capacity of nuclear power operators to 
secure and successfully prevent the loss, theft, or misplacement of radioactive materials? 


4. Specific to dry cask storage, the NRC has put confidence in Holtec International, though 
Holtec has a documented history of bribery and dishonesty, and may be subject to a hostile 
takeover by foreign interests. Does the proposed rule change take into account business 
practices that result in criminal activity which could increase the likelihood of both internal and 
external threats? 


5. In reference to the development and use of Stuxnet, documented espionage of US nuclear 
technology by Chinese agents, increased hostility of foreign nations towards the US, and this 
article dated 16 April 2019: ‘There is no margin to be complacent’: Conference brings Nuclear 
insider threats into focus https://www.energy.gov/nnsa/articles/there-no-margin-be-
complacent-conference-brings-nuclear-insider-threats-focus, has the NRC invited and/or 
received comments on this rule change from security based stakeholders, such as 
International Society of Automation, the Institute of Electrical and Electronics Engineers, the 
National Institute of Standards and Technology, and the Department of Homeland Security 
and related organizations and agencies as noted here https://www.nrc.gov/reading-rm/doc-
collections/fact-sheets/cyber-security-bg.html?


"NRC began inspecting the implementation of nuclear plant cybersecurity plans in January 
2013. The inspections are part of NRC’s Cyber Security Oversight Program, which is being 
incorporated into the existing Reactor Oversight Program.45 

Nuclear power plants are also required by the Federal Energy Regulatory Commission 
(FERC) to comply with cybersecurity standards issued by the North American Electric 
Reliability Corporation (NERC). However, nuclear plant computer systems that are covered 
by NRC security regulations are exempt from the NERC standards. As a result, the NERC 
standards apply mostly to “balance of plant” (non-reactor) systems at nuclear power plants.
46" 

1. Previously, I have brought up the benefits of using standardized systems such as the 
International Standards Organization (ISO) offers. It was not until 2018 that the nuclear 
industry began using ISO protocol. But, the responses I received during teleconferences when 
I brought up ISO left me wondering if the nuclear industry or the NRC are interested in using 
standardized systems and protocol. Does the proposed rule offer alignment with standardized 
systems and protocols?  


2. Was the North American Electric Reliability Corporation (NERC) invited to submit comments 
on this proposed rule?


3. Was the Federal Energy Regulatory Commission (FERC) invited to submit comments on this 
proposed rule? 


4. Please add this to the record: New standard to improve safety in the nuclear sector https://
www.iso.org/news/ref2296.html 


With reference to the September 2013 Advanced Small Modular Reactor (SMR) Probabilistic 
Risk Assessment (PRA) Technical Exchange Meeting https://inldigitallibrary.inl.gov/sites/sti/
sti/5877349.pdf: 

1. Regarding "engineering, administrative, and programmatic controls," have new generation 
nuclear facility industry plans demonstrated that "development of SMR-specific safety models 
for margin determination will provide a safety case that describes potential accidents, design 
options (including postulated controls), and supports licensing activities by providing a 
technical basis for the safety envelope." It is a 289 page document from Idaho National 
Laboratory, so, I imagine there are a lot of 'boxes to tick off.'


2. Does the proposed rule take this point into consideration: "It may be needed to make the 
initiating events list for advanced SMRs a “living document” to accommodate new issues, 
new ideas, and new modeling techniques as the project progresses. For example, if we move 
to simulating a variety of loss-of- coolant-accident (LOCA) break sizes, it may be that we 
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simply have an initiating event called “LOCAs” rather than small LOCAs, medium LOCAS, 
large LOCAs, etc."


And, finally, one comment. Lately, I have posed questions to NRC staff during teleconferences 
and through email. While promised that responses will be forthcoming, I have yet to receive any 
responses to my questions and comments. I think this is unfortunate considering recent legislator 
requests to the NRC to include public comments. 


Respectfully,


Pia Jensen

Former Cotati, California City Council member/Vice Mayor and concerned citizen 

14 August 2019
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