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This report was prepared as an account of work sponsored by
an agency of the United States Government. Neither the
United States Government nor any agency thereof, or any of '
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its use by such third party wowd not infringe privately owned
rights.
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APPENDIX A

ORGANIZATIONS FOR THE SAFEGUARDS REGULATIONS

Thie Appendix summarizee the various sourcee which organize the safeguards
regulations or other safeguards comcerms. In order to select the bases and
identify their elements, a number of safeguards studies and NRC documents were
reviewed. Most of the studies or documents describe safeguards structures;
however, because their purposes differ, the structures which were presented to
support the specific needs or objectives of the document are different.

The two sections of this Appendix present the categories used by various
sources to organize the safequards regulations. Section A.] surveys how safe-
guards concerns are organized by NRC. A number of safeguards studies also
provide organizations for various safeguards concerns; these are discussed
in Section A.2.

A.1 ORGANIZATIONS USED WITHIN NRC

A number of sources are available that provide general and specific
classifications which can be used to divide the regulations for the purpose
of structuring. NUREG-0377, "The Structure and Drafting of Safeguards
Kegulatory Documents,“(]) lists sources within NRC.

The NRC has a number of alternative ways of organizing the structure of
safeguards concerns and related activities. Many are also appropriate for
organizing the content or cbjectives of the safeguards regulations. The
organizations used by NRC can be determined by the interpretation of policy
statements by agency officials, in the documents tiemselves, or by the way
the NRC organizes itself into separate offices. The sources can be grouped
into four categories:

1. Policy Statements.
2. Safeguards Regulations.
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3. Regulatory Guides.
4, NRC Organization, and Other Documents.

A.1.1 Organization Based on Policy Statements

The first source of possible organizations for the safequards regulations
is statements by agency officials; these may be made in the form of speeches or
remarks given before organizations like the Institute for Nuclear Materials Man-
agement, issued as formal policy statements, or issued in memoranda to various
persons.

How statements can reflect the structure of safeqguards systems are
illustrated by these example.:

e Dixy Lee Ray, former AEC Chairman, divided spending in 1974 for safe-
guards as follows; 1) research and development, 2) protection of materials
in transit, 3) physical protection at plants, 4) material control and
accountability, 5) detection and response capability, and 6) regulatory
activities. (?)

e Later the same year, the "Propos d Final Environmental Impact Statement
for LMFBR"(3) gave the concerns of the safeguards program as 1) definition
of the nature and dimensions of the threat, 2) development and imposition
un the nuclear industry of safequa~ds requirements directed toward counter-
ing the threat, 3) licensing activities, 4) inspections, 5) enforcement,
6) support for response and recovery, 7) development and testing of safe-
guards methods, techniques, and equipment, and 8) review to assure
responsiveness to changing industrial, technical, social, and political
concerns.

Both statements characterize the safeguards progra: as defining the
threat, and implementing safeguards systems, response capability, and
research and development. In the case of spending for safeguards, imr ementa-
t“on is directed toward activities similar to the structure of Parts 70 and
73 of 10 CFR. The proposed final impact statement deals with activities of
the regulatory process; e.g., licensing, inspections, and enforcement. These
two characterizations identify the scope of possible bases which can be used
to structure the regulations.

A-2
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The range of possible threats to the safeguards system has been classi-
fied by Carl Builder into the following organization:(4)

1) Objectives

a. Theft
b. Sabotage
2) Focus

a. Facilities
b. Transport

3) Source
a. Internal
b. External

¢. Ccmbinations of Both
4) Qualita‘ive Characteristiacs

a. Motivation and Dedication

b. Training and S5kills

¢. Arms and Equipment

d. Access to Positions of Trust

5) Quantitative Characteristics

a. Time
b. Money
c. People

A more detailed structure for the safeguards regulations is depicted in
Tables A.1 through A.6, from a threat om‘entation;(5 this structure also
provides a number of possible elements. This structure craracterizes threats
as heing either assault or diversion, and groups according to possible actions,
location, and by activity.

The basic structure consists of a matrix of functions related to specific
threats. The specific threats are of assault against both fixed sites and
material in transit, and diversion of material. The functions associated
with protecting against these threats ve: detection and response for assault
threats and containment; personnel access control; material accounting; and
response for the diversion threat. Matrices for functions of a physical
nature (Tables A.1-" 4) are dimensioned according to the physical location
or mode of transport. The matrix for response (Table A.5) has response
actions for dimensions. The material accounting matrix (Table A.6) is based
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on the material balance equation. Only the principle elements of each matrix
are shown. For each element, a 1ist of requirements or criteria are specified
in detail. For example, requirements for guards may include training and
qualifications, numbers, weapons, security clearance, and required actions.

TABLE A.1. Diversion Threat-Personnel Access Control
at Fixed Site
e Vunction/Subsystem -
arme
Barriers . Controls Detection Alds Surveillance
offsitels)
Protected Area Ingress Contro!  Alarms Patrols
Per imeter fgress Control Lightipg
v rcrv}"c
dithin Patrols
Protec ted Light ing
Area ccry
Mater 1a) Access Ingress Control  Occupled w“) fxterior
Area Pev imeter fgress Control Unoccupied MAA Interior
Duress Algraw
Within Material Occupted Occupled
Access Area Unoccup ted Unoccup led
Lighting
Material

(a) OFfsit> means that area of company property or company-controlled area
Beyond the fatility perimeter 1solation zone

{h) CCIV = Closed Circuit Television

(€] MAA « Material Access Ares

TABLE A.2. Diversion Threat-Containment at Fixed Site
LR _,*,,,-A,Emlmﬁmﬂgm,., ey —
arms and L
Barriers  Access Control  Detection Aids Surveillance
offsitela) lnrn/tmss
ontrol
Emergency Contro)
Protected Area Ingress Control Alarm Patrols
Per imeter tgress Control Lighting
Emergency Control ccry
Within Storage and Patrols
Protected Hand1ing Urn»q
Area Emergency Contro) cCv
Mater tal Access Ingress Control Occupied MAA Exterior
Area Per imeter fgress Control Unoccupied MAA Interior
Emergency Contro) wiress Alarm
Within Materia! Storage Process Occupled Occupied
Access Area and Mand 11 Unoccup ed Unoccup ied
| Person/1 Lighting
Material Tamper Safed
Containers

Standard Contaliner

(-;) Offsite means that area of company property or company-controlled area
beyond the facility perimeter isolation zone,

A-4
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Assault Threat-Detect Fixed Sites

fﬂ&ﬂﬁ%ﬂﬂ
arms and
tion A

TABLE A.3.

Barriers  Access Controls  Detection Aids Surveillance
offsite(a)
Protected Area Ingress Control Patrols
Per imeter Egress Control 'éér""
Emergency Control v
Within Patrols
Protec ted %uztum
Area C
Material Acces: Ingress Control Occupied MAA Exter for
Area Per ime! ar Egress Control Unoccupied MAA Interior
Duress Alarms
Within Mater al Oczupied Occupied
Access Arca Unoccupied Unoccupied
Material

(a) Offsite means that area of compan property or company controlled area
beyond the facility perimeter isolation zone.

TABLE A.4.
Corw, VT, o Tt N e

0 catTon
_fEscorts  and Reports  Plamning

Package Security
Packaging Guards and
fscorts

Cargo vehicle Guards

fscort/Guards

Escorts

Atr Corgo Yenicle Guards

fscort Crew

) Cargo Vehicle Guards

facort

Guards Escort
Ships'
Officers

Cargo Vehicle

Tramsfers Guards

Lontinvoutly
Banned

Corgo

Stops Guards

Cont tnuous y
Manned

Cargo

Guards/
Escorts

Respanse
Functions

() LLEA « Local Law Enforcement Agency

A-5

Reports

Comunicat fon

Commun i catyon

Comemn | c 4t lon

Comemun i cation

Commmun ' cat ion

Commun {cation

Licenses
Recovery

Netwt i

Assault Threat-Transportation

Shipping Plan
ODuantity L imit

Mo Transfers
Mo Interwsdigte

Lorage
Intermediate
Stops

Transfers
Intermediate

Storage
Stops

Transfers
Intermed ate

Storage
Stops

Transfers

wea'®?
Tactical Plan
Recovery Plan
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TABLE A.5.

Physical Threat Response (Assault or
Diversion) at Fixed Sites

Function, tem
Karms and
Detection Aids Communications  Planning  Organization
Receive Alarm Stations Patro! Security
Alarm Alarm Supervision
Annunciation
Patrol Duress
Alarms
Assess Alarm Patro)
Threat Annunciation
ccry
Patrol Duress
Algrms
Alert Alarm LLEA
Offsite Annunc iation
L_EA at LLEA
Mobilize General Quarters Guards/wWat chmen
Onsite Alarm Security
Force Super visor
Action Remote Automatic Guards/wWatchmen
Countermeasures Security
Supervisor
TABLE A.6. Diversion Threat Control and Accounting

Inventory

Receipts
Shipments
Discards

Mater ial Balance

Measurement s

Records and
Reports

Organization

(Ending Inventory = Beginninc Inventory
+ Receipts - Shipments - Discards) Fixed

Site
Procedures/Object ives
%«'W
Assurance Detect Response

Cont inuous Knowledge
Tamper Safed

Shift Inventory
Scrap

S/R Difference

Tamper Safed
Contro! Program Independent Samples
Frior Measurements
Verification
Control Program
Double Entry Licensee To NRC
To NRC
Licensee
Fstablish Material Independent Functions Management Review
Contro! Areas fundamental Material
Management Review Control
fundamental

Material Control
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Some general goals for an effective safeguards system were described
by R. G. Page.(é) The set of effective and acceptable safeguer's must provide
for public safety and security by adequate deterrence of 1) thefts or diversion,
2) sabotage, and 3) hoaxes. Deterrence is accomplished through measures
which a) detect, b) prevent, or c) respond to such acts which may be either
covert or overt. The effectiveness of safeguards may be evaluated by assess-
ing methods to prevent covert theft:

| N

Barriers and personnel identification which permit access to
special nuclear material (SNM) only by authorized personnel.

Entry, search and inspection of personnel, packages, and vehicles
to prevent the introduction of weapons, explosives, or other
contraband.

Alarms and surveillance to detect unauthorized personnel access
to SN,

The integrity of physical barriers to prevent the authorized
removal of SNM through a barrier penetration.

Exit searches and inspection of personnel, purchases, and
vehicles to prevent the unauthorized removal of SNM through
an authorized portal.

Accounting systems to track the location and movement of all
discrete items on inventory and to monitor in-process material
for indicators of theft.

Systems to detect, in a timely manner, any theft of five
kilograms of SNM.

The effectiveness of safequards in preventing overt theft by an attacking
group is evaluated by assessing:

i

Alarms, lighting, guard patrols, and surveillance for timely
detection of an assault.

Barriers and vaults to delay the attacking force access to SNM
sufficiently long to permit mobilization and engagement of response
forces.

Deployment of response forces to assure a timely and effective
response,

Communications to assure sufficing for mobilization and deploy-
ment of response forces.

A-7
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The characterization of safeguards from the threat viewpoint is
important. The above categorizations describe the threat in terms of the
nature of the attempt, the direction of its intent, the characteristics of
the adversary and responses. The latter organization above also introduces
objectives of the safeguards systems responsive to the threats as being to
deter, prevent, detect and delay. These concepts, as objectives or goals
for the safeguards system, also appear in other contex.s.

Other public statements on safeguards approaches by NRC have grouped

the safeguards concerns along similar lines.(7‘8)

The same general areas

or groupings tend to cover safeguards concerns to varying degrees and at
various levels of abstraction. The general concern of risk analysis, deal-
ing with potential threats, systems to combat them, and consequences, are
present in the more current form:lations. Different perceptions about the
concerns are evident from the different emphases placed on certain attributes
of the safeqguards problem. The major concern appears to be procedures

racher than performance and the focus is upon the implementatiog of a set of

actions or mechanisms whose performance is assumed effective.(]’

A.1.2 Organizations Based on The Safeguards Regulations

The current regulations concerned with safeguarding special nuclear
matarial are contained in Parts 70 and 73 (and to a degree in Part 71) of
Chapter 10 of the Code of Federal Regulations (10 CFR). Part 73, "Physical
Protection of Plants and Materials" deals almost exclusively with safeguards
concerns. Conversely, Part 70, "Special Nuclear Material," deals not only
with safeguards but with licensing procedures for facilities not covered in
Part 50, "Licensing of Production and Utilization Facilities.” Whereas
Part 70 deals almost solely with facilities, Part 71 deals with Ticenses for
the transport of SNM, a necessity uniess a facility is self-contained.
Figures A.1 to A.3 outline the major sections of the regulations.

Other regulations in 10 CFR, besides Part 50, interact with the safe-
guards regulations. They are referenced by these parts to a degree, but
sometimes contain terminology necessary for the interpretation of their
contents. Transportation and safety requirements spelled out by other
chapters also interact with these regulations.

A-8
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’ SPECIAL NUCLEAR GENERAL
MATERIAL ! L 70.1-70.6
LOCER PART 70 ! S
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Lot ] [ms ) | e || Tms
MODIFICATION AND EFFLUENT l
REVOCATION OF LICENSE MONITORING |
1061 | 70.%9
e - =
FIGURE A.1. 10 CFR Part 70
v

| PACKAGING OF RADIOACTIVE
| MATERIAL FOR TRANSPORT AND

| TRANSPORTATION OF RADI OACTIVE

10 CFR PART 71

L

MATERIAL UNDER CERTAIN CONDITIONS

[—{

GENERAL
L1715

) |

T R TR )

GENERAL —] LICENSE
et b ( LICENSES | APPLICATIONS
A1, | AL 02172

FIGURE A.2.

L

]

r PACKAGE l r OPERATING
STANDARDS ‘J [ PROCEDURES ’

1.3

-n.a

]

71,51, 71.55 J

il —

RECORDS
AND REPORTS
7.6l 71.82

10 CFR Part 71

The principal organizing categories used in 10 CFR separate the

safequards concerns into:

|
2.

Material control and accounting.
Physical protection.

A-9
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l PHYSICAL PROTECTION GENERAL 1

OF PLANTS AND MATERIALS _
i 10 CFR PART 73 | Band
| |
| | e I
4 ( PHYSICAI PROTECTION Puvch\vnoncnou‘
PHYSICAL PROTECTION
e | OF SNM IN TRANSIT OF SNM AT FIXED SITES - uz'mslw proneiir
nine | non® | 13,40, 13,60 ]

l RECORDS AND REPORTS
l 10.70-73.72

FIGURE A.3. 10 CFk Part 73

Part 73 further divides the regulations into those which control;

1. SNM in transit,
2. SNM at fixed sites,
Fixed sites themselves; e.q., not specifically dealing with
material.
This substructure provides two additional organizing categories, although
they are not pervasive amony the oiher parts. The first deals with a separa-
tion between fixed sites and material transit, and the second deals with
quantity and kind of SNM the licensee can possess.

The material control and accounting requirements prescribed in Part 70
primarily deal with fixed sites. Part 71 deals specifically with transit
operations. The various kinds of transit operations or specific types of
facilities are not readily separable in the regulations. For transportation,
the responsibility is upon license holders at either shipper or receiver
facilities and not with the carrier, who is not required to be a licensee.
The physical protection requ rements for transportation are spelled out in
Part 73 by specific type of transport used. Separation of the various

A-10 1475 206



facility types is primarily made by exemptions rather than stated explicitly;
in fact, Part 70 deals with all operations not covered in Part 50 “Licensing
of Production and Utilization Facilities."

K-owledge of the operations involved at specific kinds of facilities is
necessary to adequately identify the regulations with respect to kinds of
facility. The general types of facilities identified in the safequards
requlations are:

Uranium and plutonium processing plants,
Fuel reprocessing plants,

Enrichment plants,

Power reactors,

Medical and research reactors,

Scrap recovery, and

Waste disposal operations.

NOY O BW N -

The regulations also specify exemptions for the production or use of calibra-
tion, reference, or other sealed sources.

The second category is based on the quantity and kind of SNM that the
licensee is authorized to possess. Levels of control of material depend
also on the type of facility or application. It is possible to identify
five levels of material control based on the following quantities:

1. One gram,

2. Three hundred fifty grams,

3. One effective kilogram [as defined in 10 CFR 70.4(t)],
4. Five thousand grams [as defined in 10 CFR 73.1(b)(1)1],
5. Any amount.

Again, these material quantities are not used throughout Part 70. In the
regulations, SNM is characterized by enrichment for its 235U content and by
its degree of inclusion in other radioactive materials. The regulations in
Part 71, dealing with packaging of radioactive material for transport, also
identify materials by radioactivity in addition to quantity. This categoriza-
tion is concerned primarily with packaging requirements and general safety
concerns.
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A.1.3 Organization of the Regulatory Guides

The NRC issues regulatory guides in 10 basic categories. The fifth
division, "Materials and Plant Protection Guides," contain the majority of
the safeguards concerns. Two other divisions also deal with safeqguards:
Guide 1.17 ("evision 1), "Protection of Nuclear Power Plants Against Industrial
Sabotage" and Guide 3.24, "Guidance on the License Application, Siting, Design,
and Piant Protection for an Independent Spent Fuel Storage Installation.”
Within Division 5, the numbering system corresponds to the date a guide first
appeared. The subject matter of the various guides is not systematically
related to the corresponding regulations.

A post hoc classification of the present and proposed guides is presentad
in Reference 1. This examination found several possible categories which serve
to characterize their structure; the guides may be divided with respect to:

1. Activity direction.
2. Items of concern.
3. Subject matter.

Activity Direction. Activity direction distinguishes between action
directed toward people and action directed toward things. If the principal
concern of safeqguards is the willful misuse of nuclear materials and facili-
ties, then a separation can be made along this dimension.

Items of Concern. The "items of concern” separation is related to
activity direction in that the real concern is what people do to materials
and facilities. According to the study,(') safequards activities are directed
toward 1) protecting materials and facilities from people and 2) controlling
the material and facilities to avoid or detect actions by people.

The recommended format and content for the safequards sections of a
license application provide potential structural perspectives based upon
licensee plans, standard review plans and license conditions. The formats
appear in two Regulatory Guides, 5.45 and 5.52.

Regulatory Guide 5.45, "Standird Format and Content for the Special
Nuclear Material License Applicaticn,” gives ihe following organization:

A-12



Design of Structures, Components, Equipment and Systems
Quality Assurance

Organization

Material Control Areas

Measurements

Measurement Control Program

Limits of Error

Physical Inventury

Material Accounting System

10. Internal Accounting System

11. Management

12. Production Documentation and Verification for Uranium Enrichment
Facilities.

D OB W N -

O 0O 0~

Regulatory Guide 5.52 (Revision 1), "Standard Format and Content for the
Physical Protection Section of a License Application (for facilities other than
nuclear power plants)," deals specifically with the control and protection of
facilities. The contents of Reguiatory Guide 5.52 also indicate a set of cate-
gories appropriate to the safequards regulations. The major purpose of the
guide is to establish the content of the physical security plan. Table A.7
summarizes the contents of Regulatory Guide 5.52.

The general content of the guides is consistent with the usual division
of safeguards activity into "material control" and "physical protection".
Physical protection usually covers both material and facilities. It would
seem reasc.able that a structure could be characterized along three hasic
dimensions:

1. Control of material,
2. Protection of material,
3. Protection of facilities.

However, it is difficult to deternine a separation between protection of mate-
rial and control and protection of facilities. The organizition of the regu-
latory guides does not help resolve this dichotomy.
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TABLE A.7. Contents of Regulation, Guida 5.52 (Revision 1)
"Standard Format for Physical Protection
Section of a License Application”

Chapter Content
FIXED SITES - PART I AND II

1. Site and Facility Description e describe the site with emphasis
on physical protection features
including location of LLEA'S
and all alarn, stations

2. Design Criteria e principal design features
relative to design bases and
incidents, criteria and
features

e criteria include quality
assurance, isolation of areas,
equipment placerent and test
capability

e specific criteria include
barriers, plant isolation,
illumination, access control,
chipping and re~eiving,
surveillance, communicators,
monitoring, and alarms

3. Quality Assurance e establish a QA program to
assure conformance with
regulations

e should include 1) organization,
2) design control, 3) procure-
ment, 4? instructional proce-
dures, 5) document cuntrol,

6) equipment control, 7) special
processes, 8) inspection,

9) tests, 10) measuring and test
equipment, 11) handling storage
and shipping, 12) inspection,
test and operating status,

13) corrective action, 14) QA
records and 15) audits

1475 21U
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TABLE A.7.

4, Security Organization

5. Security Areas

6. Access Controls

7. Intrusion and Detection Devices

(Cent'd)

e management organization and
security organizaticn

® personnel qualifications,
screening, training

e security equipment - weapons,
vehicles, communicator devices,
uniforms

e duties and drills

e protected areas - physical
barrier and isolation zones

e vital and material access areas -
specification of vaults, access

locations, material and
processes involved

e how the personnel, vehicles,
and packages are to be
controlled

e badge system - description of
system, badge , information and
function

e access authorization and
registration procedures

e personnel escort and search
procedures

e vehicle acess procedures

e keys, locks, and combinations

e design and perfbrmance
characteristics of alarm
systems

e monitoring of isolation zones

e alarm annunciator

e emergency power



1.

13.

4.

TABLE A.7.

Central Alarm and Communication
System

Response to Security Contingenci s

Local Law Enforcement Authorities

Reports to NRC

Tests and Inspections

Security Records

Security Audits

TRANSIT (PART I1)

15.

Scope of Plan

(Cont'd)

describe facilities and
equipment, staffing

describe communication system
both internal and off-site

organization and procedures

def ine responses to specific
events and contingencies

define response actions
including forces, numbers,
arrangements

size of force
kind of assistance

arrangements

incidents, unusual occurrences,
security plan changes

information on the tests and
inspections to ensure integrity
and operability of 1) barriers
and access points, 2) alarms,

3) detectors, 4) communications,
5) other equipment

records of 1) maintenance,

?) alarm annunciation,

3) security response,

4) authorized individuals,

5) nonemployee access,

6) employees, 7) security plan
changes

wdits of programs and
compliance

identify activities



TABLE A.7. (Cont'd)

16. Planning

arrangement with carriers

e means of transfer

storage in rite
e communications .7 . iitoring
17. Equipment e protective equipment by vehicle
e communications
e seals, locks, containers
e markings
e personnel equipment
18. Security Personnel e describe duties and
responsibilities including

1) selection, 2) training, and
3) qualification

19. Operations e describe operations for
1) communications, 2) escorts,
3) monitors and 4) shipper
responsibilities
e notification arrangements
e trace investigations
e shipper records

e consignee responsibilities

20. Local Law Enforcement e notification and contact
Responsibilities responsibility
21. Transportation Security Audits e program and compliance audit
requirements



Subject Matter. The third possible category given above deals with sub-
ject matter. It is somewhat independent of activation direction and items of
concern, which were shown to be highly interrelated. A division based on sub-

ject matter is primarily procedural and separates: 1) administrative procedures,

2) technical procedures or devices, and 3) analytical and evaluative methods.
The guides are oriented toward procedural rather than performance regulation
and they are predominantly concerned with administrative and technical methods
for material control.

A.1.4 Organization Based on NRC Organization and Other Documentc

The WRC staff organization, information gathering systems, and related
NRC documents are all sources for possible structural perspectives. Organiza-
tion charts may be important because the organization helps characterize the
way requlatory actions ‘ddress or determine the requirements of the regqula-
tions. The regulatory process, which includes licensing, standards, and inspec-
tion and enforcement, produces formal written communications which reflect the
scope and intent of the regulations.

The set of offices within the NRC provides a scheme which serves to sepa-
rate safeguards concerns. The formal organization of the NRC appears in Form
NRC-30, "Organization Chart," published by N"C. The offices which are con-
cerned with safeguards are as follows:

® Legal Matters (Office of the Executive Legal Direction) deals with
the legal aspects of the regulations and formal rulemaking.

e Standards Development deals with engineering standards, health, and
safequards standards including writing regulations and guides.

® Nuclear Material Safety and Safequards deals with the development of
safeguards programs and licensing for all facilities but power reactors.
Programs include security and accountability. Licensing is separated
by physical security and material control. Other operations are Program
Development and Evaluation, Operations and Evaluations which include
Contingency Planning, Test Evaluation, Fuel Cycle Safety and Licensing.

® Nuclear Reactor Regulation deals with a number of aspects of power
reactors including operation, safety, environmental analysis, and quality
assurance associated with licensing private reactors.

~
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e Nuclear Regulatory Research plans and coordinates reactor safety research,
fuel cycle and environmental research, and associated safequards research
and deals with systems analysis, operations support and technical support.

e Inspection and Enforcement conducts inspection and enforcement in the
field through various regional offices and performs reviews on a national

level.

One of the NRC's most important sources of information is its inspection

reports.

NRC inspectors gather and report information on degrees of licensee
compliance using a set of categories shown in Table A.8.

These categories

can generally pe separated into physical protection and material control and

associated follow-ups.

There is a similarity in form and content between

these subdivisions and those shown in Table A.7 for Regulatory Guide 5.52.

TABLE A.8.

Areas

Managemeni Meetings
Physical Protection

Material Control and Accounting

Followup

Independent Inspection Efforts

Inspection Peports Categories

Content

Entrance and exit interviews

Security plan

Security organization
Physical barriers

Access controls

Keys, locks, combinations
Response controls

Central alarm and communication system
Testing and maintenance
SNM protection

Records and reports
Reports of incidents

Facility organization

Faciiity operation

Measurement and s.atistical controls
Shipping and receiving

Storage and internal control

Physical inventory

Material unaccounted for

Limits of error

Records and reports

Management of material control system

Licensee events

Inspection identified problems
Unresolved items
Noncompliance/deviations

IE Bulletin

Headquarter and regional requests

Events during inspection
1475 212
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The NRC communicates information regarding safeguards concerns in both
formal and informal manners. Such communicztion may be written or oral.
Informal written communication can be press releases, articles by NRC officials
or letiers to or from NRC. Oral communication such as generic or licensee
hearings are formal whereas speeches by NRC officials or interviews are informal.
Formal, written documents tend to contain the most structured information;
these include the regulations themselves, the regulatory guides, notices, etc.
These documents generally set basic rules and guidelines for all types of
regulatory activity and have the widest circulation.

A classification of the various types of formal written documents is
made in Reference 1. They include:
® legislative--primariiy for communication concerning legal requirements

by a process designed to set general and future standards. (e.q.,
regulations, guides)

® Adjudicative--for communication concerning legal requirements and
making judgments ¢bout individual cases. (e.g., license conditions,
notices of violations)

® Administrative-- :ommunicating agency conduct. (e.g., organization
charts, standard review plans)

e Informative--communicating general information. (e.q., NUREG documents,
evaluation memoranda)

e Self-regulative--produced by regulated entities which may become
legislative, adjudicative or administrative documents. (e.g., ANSI
standards, licensee plans, conference proceedings)

Formal written documents form the major sources of possible organizations
(structural perspectives) for the safequards regulations. This subsection has
considered primarily legislative and administrative documents, based upon
their particular value as sources. Adjudicative documents, another source
within NRC, primarily deal with individual cases. The information contained
in informative and self-regulative documents is addressed in Subsection A.2.

1475 2106
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A.2 ORGANIZATIONS USED IY SAFEGUARDS STUDIES

A number of safequards studies have been made which present alternative
organizing concepts for various safeguards concerns. This section briefly
surveys several of the documents which present possible structures. The
majority of the studies do not deal with structure per se, but develop struc-
tures while systematically presenting one or more related safeqguards topics.
In this subsection, ten studies are reviewed with respect to the organizatioun
and structure of the safeguards concern that they consider.

A.2.1 Report of the Material Control and Material Accounting Task Force(]o’

This study defines the role and objectives of material control and mate-
rial accounting within the context of the NRC safeguards objective. It also
assesses current requirements and performance and recommends actions necessary
to attain goals it identifies. To deal with its concern, the report presents
a safeguards structure which allows a focus on the material control and mate-
rial accounting aspects of the overall NRC safequards program.

The major structura’ perspective used by the study is a risk approach.
The stua; uses NRC guiuelines for safequards purpose and effectiveness. The
purpose of an "effe.tive and acceptable" safeguards systems is to provide for
public safely an< security. The adversary actions considered are: 1) thefts
or diversion of nuclear materials, 2) sabotage of nuclear facilities, and
3) hoaxes arising from threatened sabotage or alleged thefts or diversions.
The safeguards purpose is met by four functions which 1) deter the above acts,
2) prevent the consequences, 3) provide protection, and 4) provide assu~ance
in the form of timely information on the status of nuclear material anc
facilities.

Figure A.4 depicts the structure of the above purposes and functions.
Note that a specific material type--strateaic special nuclear material (SSNM)
is identified as the material of concern. Thus, each function given below
deals with SSNM. The objects of the runctions are given as measures below
each function.

1475 2\
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VALIDATION OF CAPABILITIES
CONF IRMATION OF MATERTAL STATUS

FIGURE A.4. Material Control and Accounting Task Force
safeguards Structure

A.2.2 Societal Risk Approach to Safequards Design and Evaluation(g)

The title of this study indicates th~ overal® approach taken. The
safeguards system is defined to be an aggregation of protective mechanisms
which contribute to the reduction of risk. The term "Mechanism" is used to
characterize procedures or actions which are directed to the adversary. The
term "function" refers to the way a particular mechanism affects the adversary;
e.qg. each mechanism serves a function. The functions defined in the approach

| are 1) deterrence, 2) detection, 3) defense, and 4) consequence reduction.

Mechanisms are separated as being either "passive” or "active". A
mechanism is passive if its effectiveness is not modified by the lack of
detection of an adversary action in progress. A mechanism is active if its
effectiveness depends on or is modified by detection.

The structure given is related to the mathematical deccription of risk
for an event. The definition of risk is:

consequences _ attempts  events = consequences
unit time unit time attempt event

5 \A7)2\8
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The equation states that risk is a function of the frequency of attempts, the
conditional probability that the attempts will be successful, and, the conse-
quences of the event produced. The definition of risk corresponds to the
objectives of the safeguards system which are:

1. Reduce the probability that misuse will be attempted.

2. Reduce the probability to an acceptable level that atterpts
will be successful.
3. Reduce the consequences of any successful attempt.

How the risk equation relates to the functions is shown in Table A.9.
TABLE A.9. Functions of the Safeguards System Versus Risk

Risk Equation Term Applicable Functions
“requency of attempt Passive Deterrence

Probability of sequence completion Passive Defense
Detection with Active Defense
Passive Deterrence
Detection with Active Deterrence

Consequence Passive Consequence Reduction
Detection with Active Consequence
Reduction

The safeguards mechanisms which carry out the functions are guards,
barriers, motion detectors, internal control procedures, measurements,
response forces, etc. They may contribute to several different functions in
either an active or passive manner. The mechanisms are considered as
aggregations, not unlike the bases as described in Chapter 2, which make up
subsystems of safeguards. The subsystems are defined so they can be related
to risk for a specific set of adversary actions. Any subsystem structure is
hierarchical where the hierarchy is the explicit choice, in order of importance
of the independent parameters. The report provides 21 subsystems which
are reproduced in Table A.10.
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TABLE A.10. Subsystems in Terms of Subojectives and Adversary Actions
Subr ystem Adversary
References Safequards Subobjective Adversary Action MoJe

1 Reduce Frequency of Attempt
2 Reduce Probability of Preparation Activities
Sequence Completion
3a Reduce Probability of Unauthorized Access - Force
Sequence Completion Fixed Site
3b Reduce Probability of Unauthorized Access - Stealth
Sequence Completion Fixed Site
3c Reduce Probability of Unauthorized Access - Deceit
Sequence Completion Fixed Site
4 Reduce Probability of DMiversion
Sequence Cempletion
5a Reduce Probab’'ity of Unauthorized Removal - Force
Sequence (_ tion Fixed Site
5b Reduce Probabi  y of Unauthorized Removal - Stealth
Sequence Compietion Fixed Site
5¢ Reduce Probability of Unauthorized Removal - Deceit
Sequence Completion Fixed Site
6a Reduce Probability of Unauthorized Access - Force
Sequence Completion In Transit
6" Reduce Probability of Unauthorized Access - Stealth
Sequence Completion In Transit
6c Reduce Probability of Unauthorized Access - Deceit
Sequence Completion In Transit
7 Reduce Probability of Unauthorized Removal -
Sequence Completion In Transit
8 Reduce Probability of Smuggling of Material
Sequence Completion
9 Reduce Probability of Black Market Acquisition
Sequence Completion
10 Reduce Probability of Destruction or Damaging
Sequence Completion Manipulation of Equipment
or Material - Fixed Site
B Reduce Probability of External Penetration -
Sequence Completion Fixed Site
12 Reduce Probability of External Penetration -
Sequence Completion In Transit
13 Reduce Probability of Post Possession Material
Sequence Completion Preparation
14 Reduce Probability of Delivery to Event Location
Sequence Completion
15 Reduce Consequences
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A.2.3 Safeguard Systems Concepts for Nuclear Material Trangportation(]]’

This NUREG document develops system concepts for the safeguarding of
nuclear materials during transportation. It uses an adversary action sequence
approach directed at specific transportation activities and lisus conceptual
design requirements to reduce vulnerability. The modes of transport con-
sidered are 1) rail, 2) truck, 3) barge, and 4) airplane with emphasis on
transporting Strategic Special Nuclear Material. Theft is viewed as the
primary action requiring prevention.

Each mode of transport is considered in the context of a transport
sequence. The activities in the transport sequence are shown in Figure A.5.
Generic adversary action sequences are provided for a specified set of adver-
sary characteristics. These sequences are applied to the transportation
sequences for a vulnerability analysis. For each scenario considered, a set
of safeguards strategies were developed and then used to recommend improve-
ments in the transport safeguards. Table A.11 is an example of a set of
strategies and associated design requirements. Note the use of an objective
statement to link the strategy to a design requirement.

MONITOR
AUTHOR | 2E SHIPMENT
SHIPMENT
Wit EXCHANGE NLOAD S5
INTERNAL PRCPARE SSNM u ’
CONTROL = COR SHIPMENT ™= LOAD SSNM =l CUSTODY bt MOVE S SNM AT EXCHANGE
PROCEDURE S AT ORIC IN DESTINATION CUSTODY
PREPARL -
TRANSPORT . -
T— SEQUENCE

FIGURE A.5. The SSNM Transport Sequence
!

The study discusses the integration of the various recommendations into
the overall safeguards system for transportction. In order to dispiay the
interrelations in the overall safeguards system, a hierarchical relation was
given. Figure A.6 depicts the structure; note that the top level of the
hierarchy would be deterrence since all the subsystems either directly or
indirectly support that subsystem. )
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TABLE A.11.

Strategy
(Ex~nples Only)

Objective
(Examples Only)

Strategy, Objectives, and Design Requirements

Design Requirements
(Examples Only)

Minimize transport
distances

Minimize transport
t ime

Keep transport origin/
destination/routing
secret

Intelligence gathering
along transport route

Haul an escort/monitor-
ing system

Use transport con-
tainers/vehicles that
yre difficult to move

Random scheduling
of movements

To lessen the chance of
the material being
acted upon while on
the road

Te lessen the chance of
materials being acied
upon

To keep the enemy
un informed

To obtain advance
information to uncover
potential adversary
actions so special pre-
cautions can be taken

To keep materials under
guard and their loca-
tion known at &ll times

To impose a difficult
equipment requirement
on the adversary,
thereby increasing the
probability of detection

To lessen the chance of

materials being acted
upon

A-26

Co-locate or make the
facilities close to one
another

Increase vehicle speed

Ship during low traffic
hours

Secret procedures and
shipping schedules

Interface with intel-
ligence gathering
agencies

Escort/surveillance/commu-
nication system installed

Proper design of containers
and vehicles

Random number generation
techniques for schedules
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FIGURE A.6. Interreiations in the Safeguards System

A.2.4 Master Plan - Division of Safeguards and Security, U.S. ERDA(IZ)

This document sets the program goals of ERDA's Livision of Safeguards
and Security in a way that "details the interrelationship among all the pro-
gram elements" of the Division. The plan is organized along two lines with
respect to safequards: 1) safeguards design and development and 2) safe-
guards operations. The objectives of the safeguards and security plan are
to:

1. Prevent successful malevolent acts involving nuclear materials
or facilities, so as to protect the public against the risk of

death, injury, and property damage that could arise from such
acts.

2. Protect classified information from unauthorized disclosure.

a

Protect government property from theft or malevolence.
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The strategy which ERDA follows is to 1) deter malevolent attempts, 2) minimize
possibilities of sr-~cess, and 3) minimize consequences. This follows the
general risk approach for characterizing the safegua-ci objectives. 70 achieve
the objectives the g~.neral safeguards are divided into:
1. Physical protection--includes personnel reliability determinations
and all those measures related to access controls, physical

barriers, penetration alarms, and armed protective response and
recovery forces.

2. Material control--measures in effect where SNM is handled and
processed that provide constant and ready surve)'lance of materials.

3. Accountability systems--keep daca n the locatinn c* SNM
inventories and those pror-~“ures used to verify (through measure-
ments) the physical inventory as compared with bookkeepi g
records.

Figure A.7 shows the general relation of the safaguards objectives to
the process of safeguards design and development ’igure A.8 shows the con-
siderations that are entailed in the implementat or of safeguards improvement.
Improvements are classified as being in one of the above three areas: ahysical
protection, material control, and accountability. Note in Figure A.8 v.at
inputs from this safeguards improvement process also benefit the requlatory
process.

ORMCTIVES OF [ “oumc |
A ELUARDS | PRCEPTION
IPROTECT Ul M- L
-ntebeaburen POS IR EVENTS s
AXPLOSION
Lmsmwx R S,
SV REOUCTION OF
{ W IDUAL R
L 0 ACCIPIARE |
CONSEQUI NS | uvit |
H0SS OF 11K
LT EPCTANCY | . SCE L
PROPERTY J ADVIRSARY [ Supsvsim
Pt ———— ACTION MEASURES OF
it s
SOUENCES. osictivess |
POTENT IAL
ADVERSARIES AND
NOTIVATIONS AN CMOICE O D6 1N T1ON 6
lJ.",“_“l"_"L“ SN SUBSYSTEMS OF
THREATS SAFEGUARDS S5 TTM |
VOENT WY NEEDED
TECH. 0U1 PMENT
AND Y STEMS

FIGURE A.7. Safeguards Design and Development
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FIGURE A.8. Implementation of Safeguards Improvements

A.2.5 Systematic Approach to the Conceptual Design of Physical Protection
indxlh (]3\
Systems for Nuclear Facilities''®’

Conceptual design of a physical protection system requires development
of the system to a stage which is adequate for the demonstration of system
feasibility and which has sufficient detail to allow detailed design and
implementation. The report outlines a basis for evaluating the effectiveness
of physical protection systems. It describes a three-step approach which
includes:

1. Facility characterization,

2. Development and evaluation of hardware-based safeguards systems
configurations, and

3. Hardware and response force trade-off analysis.

The objective of a safeguards system is to provide four functions:

1. Detection of unauthorized activities and material balance
discrepancies.
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2. Delay of unauthorized activities until appropriate response
can be made.

3. Response to unauthorized activities and discrepancies in an
adequate and timely manner.

4. Deterrence of potential adversary actions through public
awareness of the general capability of safeguards.

This study does not consider the function of deterrence. The three remaining
objectives functions are provided by two major systems: 1) physical protection,
and 2) materials measurement and controls. Physical protection requires

access controls to exclude unauthorized persons or contraband, and zone
operations controls to monitor activities and prevent unauthorized activity.

The materials measurement and accounting system is used to obtain information
on the quantity and location of SNM within the facility.

The principal concern is formalizing the process of design to allow for
the evaluation of safeguards effectiveness. Figure A.9 depicts the three
phases on which the conceptual design process is based. Evaluation is shown
to occur at each phase of the process. This includes target analysis for
the potential threats and evaluation of critical paths in the facility.

A.2.6 Conceptual Design of Integrated Safeguards Systems(]a)

This paper describes a conceptual design process using a systemaiic
approach. The approach includes definition of safeguards systems, a pro-
cedure for its implementation, and tools required. Conceptual design is the
first stage of the design proce.s whereby the designer scopes a complex
problem. The problem requires structuring for the purpose of implementation
including design interrclationships among the principal components. The
design process provides insight into possible structures for the safeguards
requlations by addressing functions that a safeguards system must perform
and an estimate of how well each function can be performed.
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DEVELOP FAL ILITY DESCRIPTION
® SCALE REPRESENTATION
® DETAILS OF FIXED STRUCTURES
® PLANT OPERATIONS
® PLANT STATES
® ENVIRONMENTAL CONDITIONS

o

TARGET ANALYSIS
© THEFT TARGET IDENTIF ICATION
® SABOTAGE
* FAULT TREE CONSTRUCTION
L ¢ FAULT TREE REDUCTION

« IDENTIF ICATION OF TARGETS HARDWARE BASED CONFIGURATIONS
1 DESIGN
© DEF INE A RANGE OF OPTIONS WHICH
I DENTIFICATION OF SAFEGUARDS ADDRESS SAFEGUARDS CONCERNS
CONCERNS © DEVELOP ADVERSARY SEQUENCE D IAGRAM

AS A DESIGN AID

® SELECT SAFEGUARDS COMPONENTS AND
ELEMENTS

® DEVELOP A%D EVALUATE FAULT TREES
FOR SAFLGUARDS COMPONENTS

PATH EVALUATION

© GENERATE GRAPHICAL REPRESFNTATION

© GENERATE ALL SIGNIF ICANT PATHS

® PERFORM PATH ANALYS1S

® IDENTIFY CRITICAL OR MOST NEARLY
CRITICAL PATHS

HARDWARE AND RESPONSE TRADE-OFF S

SELECT OPTIONS FOR FURTHER ANALYSIS

E ® COMPARE TO PERFURMANCE CRITERIA SELECT RESPONSE
® EVALUATE ECONOMIC AND OPERATIONSL > FORCE OPTIONS
IMPACT
COMB INE HARDWARE AND RESPONSE
OPTIONS INTO PHYSICAL PROTECTION
SYSTEM DESIGNS
EVALUATE MOST NEARLY CRITICAL

PATHS THROUGH DYNAMIC SIMULATION

!

IDENTIFY DESIGNS WHICH MEET
PERFORMANCE CRITERIA
EVALUATE ECONOMIC AND

OPERATIONS IMPACT

'

SELECT PHYSICAL PROTECTION SY STEM
CONCEPTUAL DESIGN

FIGURE A.9. Conceptual Safeguards Design Process
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Conceptual design comprises five major steps:

|

%

The first
process.

Synthesis--combines building blocks into an orderly structure
that would be capable of reaching system goals.

Analysis--quantifies the performance of the system.

Evaluation--examines the results of the analysis to determine
whether the system meets performance goals.

Modification--depends on the outcome of the evaluation; it
may be desirable to iterate on the first three steps.

Summation--compiles results.

step--synthesis--provides the greatest insight to the structuring
The report gives an example for the problem of materials accounting.

The synthesis step for materials accounting has three primary goals:
1) effectiveness as measured by sensitivity to diversion, 2) minimum opera-
tional impact, and 3) minimum cost. These goals must be met by the systems
resources, subject to a set of constraints. The resources are used to per-
form the systems mission which is in turn based on a set of strategies.

Figure A.10 depicts the synthesis process.

SYSIEM GOALS
o EFFECTIVE ACCOUNTING
o MINIMUM COST
o MINIMUM IMPACT

'

SYSTEM RESOURCES

CONSTRAINTS

o TECHNOLOGY . i
o CURRENT DESIGN
z :'S"s*'s‘f:’é(c‘:m"m“ le—] o cumaENT PROCEOURES
PHYSICAL PROTECTION % PENNNIN
o REGULATIONS

o REGULATORY REQUIREMENT

!

SUBSYSTEM MISSIONS
o MATERIALS MEASUREMENT
o MATERIAL BALANCE
o DATA ANALYSIS FOR
DETECTOR

+

STRATEGIES
e DIVIDE PROCESSES

® FREQUENCY OF BALANCE
® GRADED SAFEGUARDS

FIGURE A.10. Synthesis of Safeguards Systems
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A.2.7 A Structured Approach to Inspection(]s)

The paper describes a structured approach to inspection, the purpose of
inspection, and its specific objectives. Its intent is to provide the inspec-
tion process with a basis such that inspection results may be expressed
quantitatively.

Inspection is intended to provide assurance that a material or the
system protecting the material is functioning as intended. Traditional
inspection activities have been a management function to confirm 1) quality
of a product, 2) conformance to a standard, 3) performance of a process or
personnel, and 4) presence and quantity of material in inventory. This
paper relates the inspection function to the origin of the threat, the
degree of assurance, and to the inspection body.

The fundamental point made by the study regards the role of assessment.
It is necessary that any system have an inherent capability to measure and
evaluate its own effectiveness. Without such capabilit<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>