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ABSTRACT

This document has been prepared as an aid in planning a vehicle access and control
system at nuclear fixed site facilities. In this document, various threats have been
postulated and countermeasures proposed. Although many of the threats and
countermeasures may exceed those presented in Title 10, Code of Federal Regulatiors,
(CFR), Part 73, this was done to present an in-depth study of planning options that
might apply to each nuciear fixed site facility. Therefore, the reader should keep in
mind the following: (1) options presented need not be considered as requirements
which have to be met to comply with Title 10, Code of Federal Regulations (CFR Part
73.2) and (2) overall, the options may appear to vary hetween inadequate and very
excessive. However, when considered 2¢ pait of a particular facility’s physical

security system, any one option may prove to be of the most value in helping to
reduce the threat to that facility.
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VEHICLF ACCESS AND CONTROL - PLANNING DOCUMENT
PART |

INTRODUCTION
». GENERAL

The threat potential at NRC fuel cycle facilities and reactor power plants can be
likened to that facing Government owned or operated facilities manufacturing,
processing or storing high value materials or explosives. This threat potential
also exists in commercial enterprises, i.e., banks and airports. While the same
type of threat applied in other private enterprises usually involve a limited local
crisis, radiological sabotage or the theft of special nuclear material may have
broader consequences.

The similarities in each of the above cases are:

A product or target which has a great degree of potential for negotiation in
terms of monetary return or political advantage.

A reasonable knowledge of peripheral operations incident to the locale in
which a covert attempt by force or stealth is planned.

Interit and dedication of a person or persons to achieve the ultimate
advantage.

A medium of advantage, such as weapons, explosives or hostages, sufficient
to secure the product or target.

In any situation, it is either impractical or impossible to eliminate the product, the
knowledge and the intent factors. Therefore, it becomes essential to address the
medium of advantage (the threat potential). One element of threat potential is that
associated with the use of vehicles.

The threat potential at NRC sites is similar in many ways to that encountered in
other industries and in commerce. The threat analysis described in this document
takes cognizance of the experience of Federal, municipal and private agencies in
similar situations.

The potential for introducing contraband into nuclear fuel cycle facilities and
reactor sites for sabotage purposes and the possibility of unauthorized removal
of formula quantities of strategic special nuclear materials by vehicle is perhaps
much broader than generally understood. This is not intended to convey the
impression that techniques emplcyed in the vehicle access and control process
are whoily ineffective. On the contrary, research has confirmed a high degree of
interest, initiative and concern on the part of licensees and personnel involved in
security management and operations and material control. A great deal of
initiative and energy has been expended to meet NRC requirements.
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In this planning guide, the vehicle access and control process and the sites
referred ‘o include both Nuclear Reactor Sites and Fuel Cycle Sites which have
Material Access Areas and/or Vital Areas as defined in Title 10, Code of Federal
Regulations, Part 73, Section 73.2.

INTENT AND SCOPE

The intent of this material is to describe the type and nature of vehicle-related

threats to reactor sites and fuel cycle facilities; to evaluate the various options

for reducing or eliminating threats; and to suggest alternative methods to

iFmprovg vehicle access and control. The integrated elements are indicated in
igure 1.

The guideline parameters for vehicle access and contro! are outlined in graphic
form in Figure 2, indicating controlled access areas and the typical flow of land-
type vehicles which could have access to a Licensee's Controlled Area; a
Protected Area (PA) on the site; and Material Access Area (MAA) and/or Vital
Areas (VA) within the Protected Area. Railroad rolling stock, fire trucks,
amublances, service vehicles, personal automobiles. vendor vehiclzs and similar
tiansport modes are considered. Neither boats nor aircraft are considered here
although they are acknowledgec as a veiiicle medium whizh, under an
exceptional situation, might be considered as a method for access.

The research and investigative effort disclosed in this document was derived from
the following sources:

e literature on activities regarding licensing and cperation of Nuciear Regulatory
Commission (NRC) regulated sites:

e areview of publications and material on commercial equipment and products
actually used or potentially useful for vehicle-related security application;

e personal contact with individuals having knowledge and experience in security-
related fields

e the security-related requirements and policies promulgated by the Nuclear
Regulatory Commission.

ihe subject of Vehicle Access and Control required an evaluation of vehicle-related
threats at NRC reactor sites and fuel cycle facilities. The evaluation was developed
through visits to fuei cycie facilities; through interviews with NRC Inspection and
Enforcement personnel, and from their information on the physical characteristics
and operating modes cf nuclear power plants. In the interest of validating certain
data. test models were developed. Inspection mirrors, firearms concealed in vehicles,
draft procedures, and other techniques were actually used to check thec: .. indicate
feasibility and verify results.

PLANNING CONSIDERATIONS

Data collected during visits to fuel cycle sites and discussions with Inspection
and Enforcement personnel of the Nuclear Regulatory Commission revealed three
significant factors:



1. The selection of alternatives to meet security needs is dependent in
some aspects on the choice of management personnel charged with
security.

2. Security measures at individual sites are tailored to meet a variety of,
but not all, threat possibilities.

3. In terms of vehicle access and control, there will continue to be a
distinct possibility of introducing sabotage devices into a site as well as
the possibility for theft of nuclear material. The strengthening of the
overall security posture may measurably reduce the threat.

These facts should be reviewed in the process of plainning new and revised
procedures for vehicle access to NRC-Licensea sites.

In planning for vehicle access and control, some difficulty wi'l be encountered where
the subject naturally relates to other elements, such as the manning and capability of
security personnel, the clearance and credentials of personnel, the physical
configuration ana design of plant facilities, and others. These related elements are
neither developed nor addressed in detail since the intent here is confined to the
access and control of vehicles.
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PART I}

SITE CONFIGURATIONS & CHARACTERISTICS

A. GENERAL

Vehicle access and control measures applied at fuel cycle sites and reactor sites
may be a combination of plans dependent upon several factors:

1. Site location, topography and area, and configuration of buildings and type
of construction

2. Mission and operations involved, and number and skills of employees

3. Volume and configuration of “products” used or processed and traffic
volume through the complex

4. Management Direction and Orgarizational structure and labor-management
contracts

5. Interpretation of requirements and results of inspections and evaluations by
NRC Inspection and Enforcement personnel

As these situations may differ from site to site, similarly there can be differences in
procedures and equipment applied to the vehicle access and search process due to the
nature of perimeter barriers, methods applied to control personnel access, security
personnel operations. shipping/receiving activities and the search techniques
applied to vehicles.

NUCLEAR FUEL CYCLE FACILITIES

Some NRC fuel c%cle facility licensee sites have formula quantities of strategic
Special Nuclear Materiai (SNM).

Fuel cycle facilities are generally located in rural or semi-rural areas or close toan
industrial park. Typically 12 to 15 miles from major metropolitan areas and
several miles from small communities, sites are usually sufficient in area so as to
pro;ide several hundred yards distance between Protected Areas and public
roads.

Protected Area barriers with associated access points may consist of chain link
fencing with three - strand barbed wire; a masonry building wall, with or without
steel roll-up or swinging doors, dual fence, manual or automatic gates; and
illuminated and alarmed barriers and gate houses. Vehicle access to Protected
Areas is controlled or observed by various means — by security personnel at the
perimeter of the owner-controlled property line based on bumper sticke:
identification and visitor regulation; by visual observation of access routes from
security posts; by closed-circuit television (CCTV) or by other separate methods
for control such as card key at one point and guard or CCTV at a second point;
and, in some cases, by fences on the perimeter of the owner-controlled area.



C.

Ilegal access to site perimeters may be gained by “off-road” approaches, cross-
country access and by direct approach via public road. Accessibility may be
impeded in some cases by natural barriers, adjacent buildings, and perimeter
control procedures.

Employee and visitor parking may be located outside of the Protected Area. Some
Protected Areas have warehousing/shipping/receiving facilities outside of the
Protected Area, while in other cases these functions are located at the Protected
Area perimeter. Nevertheless, some vehicle deliverias by non-employees and non-
site vehicles are stiil required within Protected Areas.

Physical relationships between the Protected Area, Material Access Areas and
Vital Areas differ among sites. Various combinations include:

1. Vital Areas within Protected Areas
Material Access Areas within Protected Areas

Vital Areas within Material Access Areas or

- W N

Material Access Areas within Material Access Areas.

Protected Areas may irrlude one or more vehicle entry gates and possibly a
railroad spur.

Vital Areas and Material Access Areas are accessible by over-the-road type
vehicles and material handling equipment. Switch engines and accompanying rail
cars have access to some Material Access Areas.

REACTOR SITES

NRC licensea commercial nuclear reactor sites emploh boiling water reactors
(BWR). or pressurized water reactors (PWR), using a U-235 fuel of low
enrichment. One exception to this involves a high temperature gas cooled reactor
which uses fuel derived from highly enriched uranium (HEU).

Fuel elements which are sensitive to sabotage are confined within reactor Vital
Areas during normal operations but are subject to outside transport and handling
at infrequent times.

Licensee owned reactor sites may vary from 100 to more than 10,000 acres
although the Protected Areas are considerably smaller. Nuclear power plants are
typically situated adjacent to a body of water. This situation, coupled with other
topographical features of nuclear power plants (surrounding hills or forested
areas) make many sites somewhat inaccessible except via established public or
site access roads.

Public Access varies from winding routes, requiring slow speeds to negotiate, to
straight-in, direct line of sight routes to Protected Areas.



Some reactor sites control access to the owner's property outside the Protected Area
with security personnel at pcints of public access to the reservation. Some Protected
A.eas are defined by a combination of building walls and chain link fence and others
by eight-foot chain link fence alone. Vehicle gates are manually or power operated, of
hinged or sliding type and manned under differing conditions (manual ccntrol at the
gate or remote control from a 24-hour guard post within an operations building). Some
sites previously have relied on security persorinel alone, however enhanced control of
the Protected Areas with perimeter intrusion alarm systems of one type or anuther
%osrge employ two types) is in place at other sites as required by Title 10 CFR Part

Norma' v ‘hicle access to Protected Areas of plant sites is most typically confined
to one ¢..e. Other secured gates may, however, exist which are opened under
exceptional conditions such as periodic access by railroad rolling stock over a
spur track iito the site. Additional control may be exercised by monitoring
entrances at the boundary of the licensee’s property.

Dependina on ine number of reactors involved and the particular configuration of the
associated st,uctures, the number of Vital Areas varies from site to site. The same
variable applies to spent fuel storage which may share a Vital Area with the reactor
containment areas.

Vehicle access to the Vital Areas of most reactor facilities is afforded at loading
docks o platforms; drive-in loading areas or railroad spurs.
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PART Ill

VEHICLE RELATED THREATS
A. GENERAL

Vehicle access and control concerns both privaie and commercial vehicles having
periodic access to sites; site-owned vehicles with frequent access. and those
which typically 1emain within the site.

Vehicles have a history of use for concealing contraband and are capable of
concealing and transporting explosives or incendiary material. Vehicles have
mass. kenetic eneryy potential and power; have spaces to hide or disguise
firearms and unautho.,zed personnel; and have locations which could be shielded
to prevent detection of special nuclear material.

Figure 3 is an example of typical vehicle concealment areas on a tractor-‘railer
unit. The U.S. Customs Service lists over fifty areas of concealment 1potential
applicahle to weapons, explosives and/or special nuclear ma*erial. The quality of
explosives which could be hidden varies and depends on the specific
characteristics of both the vehicle and explosive. Since explosives are commonly
in the form of sticks, puttg. pellets (prills), liquid, powder, and other solid
configurations, it is possible to conceal several hundred pounds of explosives
which would not be detected by a superficial search. Explosives could be so
concealed that they might r.>t be found even with an explosives detector. Also, it
is possible that explosives could be “planted” in a vehicle and remotely
detonated. If not normally detectable by instrumentation, some explosives and
incendiary materials can be adequately contained to defy detection or may be
considered “innocent materials”.

Firearms can be so hidden in or on vehicles to prevent detection by visual search
or other means without destruction or disassembly of the vehicle or its
components. Due to the metal content of the vehicle itself, metal detectors are of
iittle value in certain areas of concealment.

B. DISTRIBUTION OF VEHICLE THREATS

A vehicle threat may involve a single action or a combination of several actions. For
example, 2.2 Ibs (1 kg! of plutonium might be stolen at one time or two 1.1 Ibs (.5 kg)
thefts or ten 1/4 Ibs (.1 kg) thefts might occur over a period of time. Weapons or
explosives might be entered in stages (several items or varying quantities). in the use
of a vehicle, there is less risk to the adversary if the contraband package is simall since
it is less likely to be detected (either visually or with equipment). (Reference #8)
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Bumper & Crill Area 8.
Engine Area 9.
Tire & Wheel Assemblies 10.
Cab Area 1.
Baggage Compartment 12.
Cab Sleeping Area 13.
Battery Boxes 14.

Fifth Wheel Area

Trailer Refrigeration Unit

Ice Bunker Compartment
Roof-Both Tractor & Trailer

Under Entire Tractor-Trailer

Spare Part & Chain Compartments
Interior of Trailer

15.
16.

18.
19.

20
21

Wheel Axles

Company Sign Panels
Document Pouches

Bumper on Rear of Trailer
Trailer-Upward Sliding Door
Light Lenses & Reflectors
Externally Mounted Air Filter
External Tractor Air inlets

POTENTIAL FOR CONCEALMENT OF ARTICLES IN VEHICLES

Figure 3




C. POTENTIAL ADVERSARIES
A

Perceived Risk

Title 10, CFR Part 73.20 consiaers types and numbers of adversaries. This
'$ relevant to vehicle access and control methods because insiders
and/or outsiders maybe involved in a vehicle-related attempt to steal
special nuclear material or cause a radiological sabotage incident.

The dedication of adversaries invelves a balance of their motivation and
the difficulty of the task. A relatively simple task, attaching a bomb to a
vel ' e off-site and remotely detonating it on-site, would not requira the
high level of dedication needed for a forceful entry or covert theft of
special nuclear material.

Using a vehicle, an adversary can crash a gate and, in a short time, be
in direct proximity of his target. Therefore, the time and exposure

required by the adversary affects rationale for relatad vehicle control
countermeasures (delaying devices, remote alarms, interrogation, lights).

1431 096
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TART IV

EXPLOSIVES & INCENDIARIES

The explosives and incendiary devices which may be employed in a vehicle-related
threat may include “innocent” material such as fuels and gases normally used at a
facility, “non detector-sensitive” materials, and detector-sensitive material.

Typical facilities which can be Hreached by explosives for access or sabotage include
fences, gates, doors, walls, pipes, containment mechanisms, pumps/related
equipment and controls.

Since a vehicle can contain large quantitites of explosives or incendiaries, the
pre<imity of vehicles to sensitive areas is critical. Explosive “qu ntity-distance”
iables are available to indicate the relationship of explosive quantities to distance
with resultant damage. Figure 4 is a quantity distance table for “Class 9" explosives.
This includes most of those of concern such as bulk primer explosives, black powder,
and dynamite. (Reference #15) In this table may be found the minimum distance
between an inhabited building and a given quantity of explosives wherein only
minimal damage would occur in the event of explosion.

Over Not over Building
10 145

10 25 145

5 50 145
50 100 210
100 200 380
200 300 320
300 400 510
400 500 720
500 6n. 800
600 700 880
700 o0 920
800 200 80
900 1,000 1020
1.000 1.500 1,060
1,500 2.000 1.200
2.000 3.000 1.300
3.000 4.000 1420

175,000 | 200,006 4 000
200,000 | 225000 1%
225,000 | 250.000 4310

QUANTITY OF CLASS 9 EXPLOSIVE AS RELATED
TO DISTANCE FROM BUILDING TC RESULT
IN MINOR DAMAGE ONLY




Pertinent extracts from researched and reference material reveai statistics and
data concerning the employment of explcsive and incendiary materials.
(References #4, 8, 9, 10 and 12)

The information described in the referenced documents indicates the potential
hazards of explosives and incendiaries and their use for bombings and sabotage
Figure 5 provides a breakdown of bombing and incendiary actions against
various targets indicating vehicular incidents and public utilities ranking third
and sixth respectively. (Reference #6)

COMMERCIAL EXPLOSIVES

Types, sources and configurations of explosives and incendiaries are almost
infinit2. The configurations of explosives and incendiaries range from solids,
powders, plastics, peilets to liquids which permits them to be disguised,
packaged and hidden in many different ways. Mary of these commercial
explosives are accessible to the public.

Commercial explosives may be detected by visual/physical inspection, by meta!
detectors (if in a metal container or if materials contain sufficient metal), by
radiographic inspection, by trained animals, and by electronic high explosives
detectors. Each of these methods, however, has its limitations.

IMPROVISED EXPLOSIVES/INCENDIARIES

Material for improvised explosives and incendiaries is available in many forms.
Most improvised explosive materials would be in a powdered configuration and
therefore couid be concealea in containers such as thermos bottles, spare tires,
oxygen bottles, soft drink bottles, lunch boxes, or disguised as detergents,
cleaning powders, garden supplies, or food stuffs.

Improvised explosives may be detected by visual or physical inspection, metal
detector (if in a metal container), electronic explosive detector, radiographic scan,
or with a trained animal. Although eacn of these methods of deiection has some
advantage, each also has its limitations especially when dealing with improvisa-
tion and vehicles.

MILITARY EXPLOSIVES AND MUNITIONS

Military explosives include blasting and demolition charges, grenades, bombs,
artillery projectiles and mines. The configuration of some explosives may be
modified for concealment or disguise (particularly the plastic explosives).
Detection methods employed may include visual/physical, radiographic, trained
aniqu. el)ectronic high explosive detectors and metal detectors (if in a metal
container).

14
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PART V

WEAPONS AND WEAPON POTENTIAL DEVICES
A. FIREARMS

The vehicle access and control process may reveal pistols, revolvers, rifles,
carbines, shotguns, semi-auto and automatic firearms associated with a vehicle-
related threat, as well as firearm “oddities™ in the configuration of canes,
umbrellas, pens, etc. Metal detectors cannot be relied on to discover such items
in a vehicle environment and, therefore, should only be used in conjunction with
visual and hand search, X-ray and other search techniques.

B. MISCELLANEOUS WEAPON DEVICES, TOOLS AND EQUIPMENT

Many lethal and non-lethal items are “weapons of opportunity”. These may

include a piece of pipe, board, wrench, chemicals, short sticks or other common
and apparantly “innocent” items. Devices in this category include clubs, knives,
electric cattle prods, brass knuckles and aerosol or cartridge “tear gas™ devices.

Tools may be required for maintenance or operating functions or deliberately
acquired for adversary purposes. Some require transport by vehicle because
of their size, weight, and power requirements. Power tools for forced entry can
receive their gower source from the gasoline powered vehicle engines or
converters (12v DC to 120v AC) attached to vehicle batteries and alternators.

Weapon potential devices should be subject to specific authorization when they

are to be transported on-site or carried in a vehicle. Many of these devices and

gtée'r gﬂ,e;:tiveness relative to barrier penetrations are descrived in References 12,
and 17.

C. THEFT OF SPECIAL NUCLEAR MATERIALS

The purity or usefulness of special nuclear material determines the theft priority
of that material. For sabotage, the desirability would he related to the extent of
damage and hazard expected to be achieved. As a political advantage, the desire
may be only to create a minor disorder or threat to public health and safety
rather than causing a catastrophe.

1. Configuration of Nuclear Material
For the purpose of vehicle access and control problems, the specific
nature of nuclear materials at fuel cycle sites and reactor plants in

relationship to their transport modes should be considered. Nuclear
materials may be found in any of the following forms:

17



Particles (micron size) Alloyed components

Powder Fuel “rods”
Metal disks or “buttons” Fuel “assemblies”
Cylindrical “pellets” Scrap and waste

The Licensee must consider the configuration of on-site nuclear mater:=Is in
formulating plans for the access and control of vehicles.

2. Containers for Special Nuclear Material

When considering vehicle access and control procedures, the nature of
special nuclear material containers has a distinct bearing on the methods
selected. Some special nuclear material containers are hand portable.
Others are designed specifically for handling irradiated fuels, to seal and
secure unirradiated materials for in-house storage, processing or for
shipping and require cranes, hoists and similar equipment due to the size
of the containers.

3. Special Nuclear Material Shielding

The “rated” sensitivity of special nuclear material detectors occurs when
the detector is within approximately 8 inches (.2 meters) of the source. If a
hand-held detector is moved too rapidly, or held at a distance in excess

of .2 meters, the sensivitity is degraded (Reference #18). These factors

are critical to the effectiveness of special nuclear material cearches with
hand-held detectors. (Figure 6) As a result of shielding special nuclear
material, the effect on detection is also illustrated.

If the special nuclear material and chielding is in a non-metallic environment, such as
on a person, the mecial could be detected by a metal detector or by X-ray. However, a
knowledgeable person inside the security confines of an iristallation, dedicated tc
diverting nuclear material, could package special nuclear material such that it would
not be discovered by electronic detection devices.

In a covert mode, it is assumed that theft of special nuclear material is most likely to
be accomplished by knowledgeable persons, therefore shielding of the material is a
likely possibility. If a vehicle compartment was secretly modified to provids a
shielding medium, there is little likelihood that concealed special nuclear material
wouid be discovered without disassembly of vehicle components.

18
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PART VI

VEHICLES AS THREAT POTENTIALS

A. VEHICLE ACTIVITY

1. Concealment Potential

Private and commercial vehicles which have periodic access to sites:

those which are site-owned with frequent access; and those which

remain “captive” within the site except for periodic maintenance outside
the facility, are capable of concealed transport of explosives or

incendiary material, have places to hide or disguise firearms, hide
unauthorized personnel and shield or conceal special nuclear material.
Figure 7 indicates the potential for concealment in a tractor-trailer unit,
as an example.

Suspect Area Portability Concealment Potential
No.l Area or Component | Remov- Fixed Parcels Firearms | Personnel | SNM | High Explo-
able sives |bs
1 | Air cleaner (false) X X X 30
2 | Bumpers X X X X 20
3 | Tractor body panels X X X X 20
4 | Trailer body panels X X X X 100's
5 | Battery X X X X 50
6 | Air tank X (explosives) X 100
7 | Fender wells X X X X 40
8 | Engine compartment X X X X 100
9 | Door panels X X X X 20
10 | Glove box X X X X 20
11 | Headliner X X X X 20
12 | Under dash X X X X 50
13 | Fuel tanks X X 700
14 | Under seats X X X X 100
15 | Seats (upholstery) X X X X 20
16 § Sun Visors X X 6
17 | Spare tire X (explosives) X 100+
18 | Trailer frame X X 100
19 | Tra<or frame X X 50
0 { Cargo & area X X X X (tons)

POTENTIAL FOR CONTRASAND CONCEALMENT IN VEHICLES

Figure 7
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B. VEHICLE USE

Typical vehicle-related activities within Protected Material Access, and Vital
Areas are:

Shipping and receiving - (nuclear material, non-nuclear supplies and
equipment)

Construction

Refuse removal and disposal (nuclear/non-nuclear)
Vending and cafeteria supply and service

Bulk deliveries (gas cylinders, etc.)

Security patrols

Personnel conveyance (official business)

Material handling

Emergency response (fire, ambulance, etc.)

Road, yards and grounds maintenance
Communications services (by vendors)

Equipment services

Some of these functions are performed by commercial vendors and suppliers,
contractors, and trucking firms in addition to employees of the Licensee.

To accomplish the routine and special functions peculiar to the various sites, a
variety of vehicles may have access to the Licensee Controlled Area, Protected
Areas. Materia! Access Areas and Vital Areas. These consist of sedans, station
wagons, 4-wheel drive vehicles, many configurations of trucks (from pickups to
18 wheel tractor/trailer units), forklifts, material handling equipment, heavy
co.istruction equipment, railroad rolling stock, special purpose vehicles such as
fuel cask trailers, SST's (safe-secure trailer), high pressure (liquid) g1s trucks,
fuel oil tank trucks, refuse trucks, and emergency vehicles.

Vehicles required within Protected Areas, (i.e., forklifts, security vehicles, flatbed
trucks, pickups, ambulance, cranes and tractors) for maintenance, warehousing
and service functions. ideally should not be parked within the Protected Areas
during non-operating hours if such can be avoided.



PART Vi

VEHICLE THREAT AREAS

A. GENERAL VEHICLE THREATS

Vehicle threats at fuel cycle facilities and reactor sites may be expected at two
primary areas, the Protected Area boundary and inside the site. Vehicle threats
may also exist outside the facility but are not addressed in this document.

1. Protected Area Perimeter

A vehicle may be used as the device to breach the Protected Area by
crashing through the fence, transporting a hostage, or by covertly
attempting an unauthorized introduction of substitute/fake special
nuclear material containers, substitute/fake special nuclear material,
explosives, incendiaries, non-authorized persons, conventional and non-
conventional weapons (tools) and vehicles.

2. Internal

Within the Protected Area the threat can occur through concealment of
unauthorized items, (i.e., special nuclear material, explosives and
incendiaries, unauthorized persons, substitute containers, substitute
special nuclear material, conventional weapons, or non-conventional
weapons, tools, etc.).

DESCRIPTION OF VEHICLE THREATS

Specific vehicle-related threats can occur in the areas identified as the Private-
Public Pro rtY Area, Licensee Controlled Area, Protected Area, Material Access
Area, and Vital Area. For glanning purposes, vehicle threats which may exist are
described here. In Figure 8 each circle and number identifies a typical location of
the threat as a vehicle would progress from initial entry to exit from the site.
Eledven Iocaltions in these areas require attention from the point of vehicle access
and control.

Beginning cutside the Licensee Controlled Area, eleven general vehicle threats are
indicaied. Five of these (#3 through #7) relate to entry of vehicles into the
Protected Area and five relate to exit of vehicles (removal of material) — #7
through #11. The specific nature of each vehicle threat and the rationale for
considering appropriate measures are described in the following paragraphs

1451




601 1evl

144

ENTRY

EXIT

X
X

I coesees

-

>

>

>

>

>

>

>
-

Protected Area (PA)

X X X X X X =
i Licensee Controiled Area (LCA)

Public-Private Property (PPP) -not licensee controlled

4
i
= [ ]
= 1 5
g H
o : 6
a § 7 >
z - MAA/VA
B s Within
S = MAA/VA
= -
Z; = L‘H x
n [ ] Material Access Area
= (MAA) or Vital Area (VA)
¥
: >
I
@
$
i
]

VEHICLE THREAT AREAS

Figure &

i

L-----.-U----..-..--..--.--.-.- e -




1

Private and Public Property
Vehicle Threat #1

A vehicle threat may occur here because a licensee does not have
complete control over vehicles in this area. Such vehicles may have been
“rigged”; tampered with; have weapons, explosives, personnei concealed
by built-in features or modifications; or off-site preparations nay be
rrrl'ade for concealment of special nuclear material subsequent to entry to
the site.

Typical vehicles which have access to the sites are licensee-marked
vehicles, government vehicles, service and delivary vehicles which might
only be identifiable by their markings such as "UPS", “Vendin Service”,
“common carrier”, “telephone truck . etc. Some vehicles could even be
private automobiles designated for site access.

Any vehicle which appears in this area without positive control is
Botentially a suspect vehicle. If the distance between the Private/Public

roperty and the Protected Area is short, vehicles with explosives or
incendiaries could do significant damage to structures inside the
Protected Area.

Licensee Controlled Area
Vehicle Threat #2

The perimater of the Licensee Controlled Area is the first “line” which is
subject to control. If this control consists only of a barbed wire or stick
fence, or no fence at all, and if the perimeter is not lighted, alarmed or
patrolled, the Licensee Controlled Area is readily accessible to an
adversary vehicle. The ease with which the "otected Area perimeter may
be approached is increased.

Vehicles in the Licensee Controlled Area which a » not urder surveillance
are subject to being tampered with. Therefore, any such vehicle in this
area is potentially a suspect vehicle.

In the Licensee Controlled Area a vehicie has potential access to the
Protected Area and access should not be permitted unless the vehicle has
official business status (registration, bumper sticker, recognition by
security personnel, card key, or other official recognition).

Facilities in the Licensee Controlled Area could conceivably include
visitor center, utilities, warehouses or other non-secured facilities which
may be subject to sabctage using a vehicle in a diversionary mode.



Parking spacas in the Licensee Controlled Area are frequently designated
for a particular employee, a mail vehicle, the site manager, security
vehicles, and others. Such designations may identify specific vehicles
which have access to the Protected Area or a particular person who
could become a candidate for hostage.

Other than signs and topographical barriers, roads may provide the only
means by which to control vehicle entry. If roadways are not fenced and
du not have roadside barriers, there is no physical deterrent to off-road
clandestine activities under the guise of repairs or breakdowns.

The vehicle threat here occurs because the licensee may not, in reality,
hav: control of vehicles in the area thereby increasing the possibility
that the vehicle has subsequent access to the Proterted Area.

Protected Area
Vehicle Threat #3

Vehicles which have access to the Licensee Protected Area pose a threat
in that they may be used to force entry through the Protected Area (wall.
fence. door or gate). A vehicle in the Protected Area might also be
intended for subsequent use in removing contraband or for get-away
purposes.

NRC criteria requires that the perimeter of the Protected Area be alarmed
against intrusion. Gene-ally, an intrusion detection system capable of
detecting personnel would be expected to detect vehicle penetration;
however, there are some exceptions For example, a vehicle (or an
attached boom or bucket on a vehicle) can be used as a platform to
place a person over the fence. If the fence has a vibration t, pe alarm or
a gate with switches/pull aparts, etc., such an intrusion may not be
detected. Then, too, a spee ing vehicle can penetrate the Protected Area
Perimeter and, due to time and distance. may reach Material Access and
Vitai Areas before Security Personnel can respona to the threat.

Vehicle access and control shall be established at the entrance to the
Protected Area. A search for 2xplosives, incendiaries, unauthorized
personnel and weagons is required. However, due to the nature of these
items, it is impossible to assure a statistically high confidence factor for
discovery of all of these. Any vehicle which has been outside of the
Protected Area without positive surveillance and control should be
completely suspect prior to entering the Protected Area and still
potentially suspect after searching and access to the Protected Area is
authorized. by lega! determination, search is authorized and required;
however, interpretation of what c~nstitutes a suitable search and the
techniques of search vary. Deliverr vehicles which have permissible
access but contain cargo or paicels not belonging to the licensee also
constitute a security threat which is independent of ihe knowledge of the
driver or passengers.
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Proper access authorization for the vehicle is imperative at this point.
However, authorization for the vehicle to enter the Protected Area is not
wholly sufficient in terms of a guarantee against sabotage or removal of
special nuciear material. Even though access is limited to designated
vehicles or permitted in individual situations based on policy dictates,
collusion remains as a prime concern since an employee or an employee
with an outsider can control illegal deliveries into the Protected Area.

Vehicles entering the Protected Area idea!ly should be escorted. Even
though the escort is armed and directed to ride, follow, or lead the
authorized vehicle, a single escort without other controls is stiil less than
desirable. Potential adversaries could be the non-employee driver of the
vehicle and the employee escort.

Security personnel who conduct a search at the entrance to the Protected
Area, without the support of a backup observing from a secured position,
are subject to being overpowered by vehicie occupants. During periodic
gate openings *"ere would te particular vulnerability at locations where
gatas are no* manned full time and the gate is opened by one member of
the security force.

Vehicle Tareat #4

Acc. _uing to NRC criteria, an employee escort and non-employes driver
constitute an adversary threat combinatien. If vehicles in the Protected
Area are not kept locked and secured, it is possible to remove items
which may have been undetected by search; “rig” the vehicle for future
material removal; utilize the fuel as an incendiarv or use the vehicle to
crash the perimeter of Material Access Areas or Vital Areas. Even though
vehicles in the Protected Areas are escorted, it the escort is not equipped
with duress and/or communications equipment, he/she is subject to
being overpowered and prevented from immediately reporting the
situation.

Where roads within the Protected Area are not controlled by surveillance,
by escort, or fenced or lined with barriers to prevent off-road activities,
weapons or explosives which may have been placed in or on the vehicle
outside the Protected Area would pose a potential threat due to the
proximity of Material Access and Vital Areas.

Vehicle proximity to the perimeter of Material Access Areas involves
potential direct access to the doors, gates, fences or walls of Material
Access Area/Vital Areas. At this point, explosives, tools, or p ~etration
by moving vehicles can readily and quickly provide access wiu. a
sabotage or theft possibility.

A “stand-off” barrier at a demarkation point some distance from the

Material Access Area wou'd minimize the access or penetration

&ossibilit . particularly where the distance inside the Protected Area into
aterial Access and Vital Areas may be very short.

2/



4. Material Access Area/Vital Areas

5.

Vehicle Threat #5

Entry into Material Access & Vital Areas pnses the same threat as
encountered at the Protected Area ¢xcept that some access control and
processing may have previously been accomplished.

Fewer vehicles have access to Material Access & Vital Areas than have
access to the Protected Area. However, with the possible exception of
vaults and some Vital Areas, the doors, gates, fences and walls to
Material Access Areas & Vital Areas are not always vehicle-resistant.
Vehicles remain a threat if they are allowed close tc a loading/unloading
door even though not permitted to go through the doorway. If the door or
gate is open, no other physical barrier mav exist to prohibit vehicle
access. Exceptions would include loading :~cks or doors too small for
vehicles.

Vehicle Threat #C

Vehicles which have access to Material Acv.ess Areas and Vital Areas are
potentially capable of harboring weapons or explosives which may not
have been previously detected. Vehicles inside the Material Access Area
may be in immediate proximity to Vital Areas.

Vehicle Threat #7

In Material Access and Vital Areas, most of the concentrated form of
vault-type materials is hand-portable although major assembiies of fuel
woulc require material handling equipment. The threat potential in these
areas is primarily related to actions of an employee, who may or may
not be successful in a theft effort dependent upon the success of security
measures previously applied.

Exit From Controlled Access Areas
Vehicle Threat # 8

The chance of a vehicle leaving the Material Access Area without
surveillance should be limited. Upon leaving the area, these vehicles
should be searched with special nuclear material detectors for either
security or health pnysics purposes. The check may also disclose that
vehicles or trailers temporarily admitted to the area have been modified
with shielding and concealment features devised for removing special
nuclear material.
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Vehicle Threat #9

Vehicies in the Protected Area may be used to conceal stolen special
nuclear material or the material may already have been concealed on
vehicles in expectation of moving it from the Material Access Area or
Vital Area into the Protected Area. Again, vehicles in the Protected Area
can be used to crash out of the Protected Area or for a platform for going
over the perimeter barrier.

If given access to the Protected Area perimeter, an attempt may be made
to leave the Protected Area. Past this point, there is little likelihood that
special nuclear material could be recovered.

Vehicle Threat #10
Vehicles with concealed special nuclear material which reach the
Licensee Controlled Area from the Protected Area wili not likely be

detected. Vehicles in this area could make pick ups of special nuclear
material thrown over the Protected Area barriers.
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PART Vill

ASSESSMENT OF VEHICLE THREATS

A. EVAULATIONS & CONCLUSIONS

Conclusions which may be drawn from analyzing the potential vehicle-related
threats are:

1. Special nuclear material threats

a.

b.

C.

A covert special nuclear material theft could involve a multitude of
mixed factors and the probability and location of an attempt cannot
precisely be predicted. Periodic inventory of special nuclear material
would perhaps detect a loss after multiple or successive thefts, but a
knowledgeable and dedicated individual employee could system-
atically defeat the system.

Vehicle access and search procedures should be designed to detect
the smallest quantity of contraband feasible although security,
operational, & equipment limitations may inhibit or restrict this.

Detection of the presence of contraband solely at vehicle entry points
is unreliable since there are limits to detection sensitivity.

2. Sabotage Threats

a.

Approximately 90 percent of criminal incidents may include less than
four people and about 40 percent of criminal incidents include two
people. Some 80 percent of criminal cases related to shipping and
vehicles involve employees (Reference #5). For these reasons, it can
be concluded that a viable threat exists when one employee (including
an escort) is singularly responsible for any vehicle activity. The
effectiveness of a single escort (with the possibility of the insider-
outsider combination) is less desirable than a “buddy” or “double
insider” coverage Two escorts are better than one.

3. Adversary Attempts

a.

Adversaries attempting a forced entry on a nuclear facility will
certainly be aware of the potential risks. It is desirable to have a
substantial vehicle security “appearance”.

It is desirable to design vehicle access and control systems to
minimize the potential of remotely-activated sabotage events

. Vehicle securit*measures should not be scheduled. An element of
[

randomness which cannot be predicted should be required in the
security program.
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. Search procedures for weapons should emphasize firearms located in

places readily accessible to vehicle occupants (under seat, behind
visor, under dash, wheel wells, etc.)

Special attention should be given to those personnel who have access
to, or responsibility for, vehicles including:

Vehicle operators

Material custodians

Security personnel

Escorts

Repair personnel (vehicle, security equipment)
Delivery persons and stock pickers, packers
Outside vendors and services

Other insiders (overt action)

Other outsiders (overt action)

Outsiders (covert action)

Explosives/Incendiaries

d

To gain access to special nuclear material or cause a radiological
sabotage incidenrt, quantities of explosives can be concealed in a
vehicle or parcel in such a way that the explosive is not visually
discernible

Certain explosives (but not all) can be detected using electronic
detectors, trained animals or other means

Because of the possibility of remotely detonating explosives, the
proximity of vehicles to Material Access Areas and Vital Areas
requires specific attention and control

On-site incendiary materials, including vehicle fuel, require
management control and cognizance

Firearms/Miscellaneous Weapon Devices

da

Firearms hidden in or on vehicles might not, with assurance, be
detected by visual search or other means short of disassembly of the
vehicle or its components. Due to the metal content of the vehicle
itself, metal detectors are not effective. Disassembly or modification of
firearms with dedicated introduction piece by piece (barrels, receivers,
ammunition, etc. for subsequent re-assembly and use) increases the
difficulty of detection.

Adversaries can make good use of vehicle-transported tools for
forceful entry. Such tools require security control because they are
effective for circumventing common security devices such as locks,
chains, wire fences, and window bars




8.

C.

Vehicle searches preferentially should include a back-up security
person posted in a secure position to overcome a duress action by
vehicle occupants using concealed weapons.

Nuclear Materials

a.

a

Nuclear material in the quantities available at nuclear fuel cycle
facilities can readily be concealed in an infinite variety of containers
or other devices.

. Knowiedgeable employees can conceal “losses” of material for some

period by substituting containers, falsifying documents, and
interrupting or manipulatin? computer systems. This possibility
depends upon the degree of sophistication employed by management
for nuclear material control.

In many cases typical special nuclear material containers are small
enough to conceal several kilograms of material in or on vehicles
without transfer from the original containers.

. From the point of high visibility, many containers for special nuclear

material are not distinctive in design or readily recognizable.

Substitute containers can be produced from readily available material
since almost all of the existing containers are fabricated from off-the-
sheli hardware, materials or receptacles.

Special Nuclear Material Shielding

a.

Available material such as lead sheetingcan provide adequate
shielding to deny detection of special nuclear material. Unclassified
information or: shielding methods and their effectiveness is readily
available to the general public.

There is no feasible way to electronically detect shielding of concealed
special nuclear material in a vehicle.

Vehicle Activity

a.

Currently, there exists sufficient vehicle traffic in and outo = .. to
facilitate covert adversary actions. Many vehicles have access into
sites on a regular or scheduled basis.

On-site authorized and captive vehicles and other vehicles used for
operational support purposes are often not under positive control.

. By common practice aiid necessity, vehicles at NRC Licensee Sites are

permitted in close proximity to Material Access/Vital Areas.

Vehicles can readily penetrate existing fences and gates and certain
doors and walls.
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e. Due to the speed and mass of vehicles. they can penetrate and gain
access to Material Access Areas or Vita. Areas in a very short time.

f. The practice of distinctly identifying vehicles having access to
Protected Areas or marking parking places which identifies an
em;'loyee with a specific vehicle should be avoided to preclude vehicle
access in a hostage situation or the use of such knowledge for
coercion and unauthorized entry.
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PART IX

THREAT COUNTERMEASURES AND OP110NS
A. PLANNING VEHICLF A~CCESS AND CONTROL SYSTEMS

In planning vehicle access and control systems, various categories and
optiens are available. These range from the simple and obvious to those
which are more costly and represent a very conservative approach. A number
of these are presented here to help planners consider particular options or to
identify concepts which may be adapted.

The actions which may be undertaken are generally categorized in terms of
“Deterrence”, “Search”, “Surveillance” and “Control”. Various eptions within
each cate?orcy are identified by an option number and described under the
heading of “Countermieasure Options”.

Vehicle threat countermeasures, with their definition and category identifiers
are:

Category Action Intended Result

A Deterrence  Applications of physical barriers and other
impediments designed to initially discourage
stop, interrupt, or prevent a safeguard incident
to prevent or degrade ultimate success.

B Search Subjecting vehicles, persons or items
to a “hands on” inspection and visual
examination.

C Surveillance Watching. escorting, and observing.

D Control The supervision and managmen' necessary

to monitor ard control an activity by
authoritative action; including the limiting of
vehicle use by mechanical or other means in
order to deny unauthorized or uncontrolied
activity; applying positive means to locate.
confine or monitor vehicle movement including
the use of documentation to authorize and
record movement of vehicles; and applying
specific measures to locate, confine or monitor
vehicle occupants.

It should be noted that there is no intent to perform a detailed analysis regarding
ultimate vulnerability of specific options.



B. DETERRENCE (CATEGORY “A" COUNTERMEASURE OPTIONS)

1. Perimeter Barriers

Roadway impediments to unrestricted movement of vehicles to prevent or
reduce the probability of using a vehicle to breach a security perimeter.

a.

Ditching (Option A-1a): Ditches of various configurations can be utilized as
barriers although there may be associated environmental problems and a
ditch and/or berm provides a poiential fortification for adversaries.
Ditches are effective against most vehicles, including motorcycles, if at
least one wall is sufficien’.y steep. The cost of ditching is highly variable
depending on local geology. Reference #16, 28 and 51.

Concrete Highway Divider (Option A-1b): Installed parallel to a security
perimeter, concrete dividers offer substantial resistance to vehicle access.
Removal would iikely require the use of explosives and cutting tools.
Tests have been conducted on this device using vehicles as large as
buses (Reference #21).

Concrete Blocks (Option A-1c): Concrete blocks, rubble or boulders provide
a good barrier to vehicle intrusion. Spacing between barrier material is
important with 5 feet (1.5 meters) minimum spacing center to center
considered optimum (References #16 and 28).

. Impalements (Option A-1d): Impalements consisting of steel pipe, rails, |-

Beams, telephone poles and materials with similar structural
characteristics provide resistance to vehicle access although they are
removable by torches, explosives or chain saws.

Steel Guard Rails (Option A-1e): This barrier is identical to that utilized for
some highway systems. Although not tested for head-on impact, if the
rails were welded together and then to a heavy duty post, this system
could provide substantial resistance to light vehicles. Removal with
explosives or cutting torches is possible (Reference #49).

Heavy Equipment Tires (Option A-1f). Considerable resistance to vehicle
penetration has been demonstrated by partially (halfway) burying 7 to 8
foot diameter heavy equipment tives in a vertical position (Reference #16).

. Stone Filled Fence (Option A-1g): A specially designed fence, fabricated and

tested, includes using stones and teleghone poles. It has been determined
to be effective against light vehicles (Reference #16).

. Chain Link Fence (Option A-1h): These fences afford a visual deterrent but

offer little resistance even to light vehicies from a forced entry standpoint.
They can be cut in a very short time.
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i. Cable Aided Chain Link (Option A-1i): Tests indicate that a single 3/~ inch
aircraft-type cable attached to a chain link fence can withstand the force
of a light vehicle (4,000 Ib/1,800 kg) moving at approximately 50 MPH (80
kph). However, the cable and fenc are susceptible to reiatively easy
removal with hand tools (Reference #16).

j. Cable Guard (Option A-1j): The design of this barrier is similar to that
shown in Figure 10. Aithough not tested for head-on penetration
characteristics, vehicles are resisted upon approach from 25° angle. Cable
systems may be removed with hand tools, torches or explosives
(References #28, 49, 50).

2. Portal Barriers

Opticns for eliminating or reducing the possibility of using a vehicle to force
entry through a gate or portal.

a. Center of Road Block (Option A-2a): A hydraulically operated, remotely-
activated concrete block positioned in a gateway or portal and activated
from inside the Protected Area would prevent vehicles from driving
through. The gate would have to be narrow enough to prevent bypassing
the block (Reference #28).

b Access Road Modifications (Option A-2b): Access roacs medified to
provide a sharp curve (90°) near the vehicle access gate requiring
vehicles to slow down at the approach. This would reduce the vehicle's
speed and energy and improve the observation time available to security
personnel at the gate.

c. Venicle Blocked Passageway (Option A-2c): Parking a vehicle across a
passageway, in a roadway, or in front of a ?ate or door and keeping it
locked with keys removed can provide an effective barrier.

d. Dock Plate Barrier (Option A-2d): This concept is essentially a “draw
bridge” approach using commercially available equipment (Reicrence #28).

e. Net (Option A-2e): A nylon net might be utilized to entrap vehicles
(Reference #25). Nets of this type can usually withstand forces in the
range o'f 100,000 pounds, however, they are susceptible to cutting or
removal.

f. Double Gate (Option A-2f): The double gate concept provides a closed
environment for vehicle access and control. This can also afford some
protection for security persennel conducting a search by excluding other
personnel and vehicles from the ~rea prior to any search efforts.

g. Stee: Gate with Penetrators (Option A-2g): This gate configuration would
damage and entangle any vehicle attempting a forced entr% and would
provide a formidable appearance. The design should be substantial
gggugh to insure against the inertia of light or heavy vehicles (Reference

).
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h.

Steel Pipe Gate (Option A-2h): A very substantial gate fabricated from steel
?ipe or an |-Beam could provide an effective barrier against light vehicles.

his device is untested, but it is probable that a good design would stop a
light vehicle (Reference #28).

Chain Link Gates (Option A-2i): Most chain link-type gates with or without
power operators are secured with relatively light hardware such as a
chain and padlock. Typical yield strength of this type of gate and
hardware is only a few thousand pounds (Reference #16). Therefore, gates
of this type are essentially ineffective against vehicles other than
motorcycles.

Flay Gate (Option A-2j): A flag-type gate may be useful in initially stopping
vehicles for interrogation or access by a card key device; however it
offers no resistance to vehicle inertia.

_ Rail Car Derail/Stops (Option A-2k): Derail devices provide reasonavly

efficient protection against unauthorized entry or exit by railroad rolling
stock. These devices are made in portable and fixed designs and may be
alarmed. Rail car stops are effective for rail cars moving at low velocities
but have yield-strength limitations.

3. Walls and Doors

Alternatives for protection against vehicle intrusion. Many commercial
products are similar except for minor features which hav? a significant
security impact. The alternatives are particularly significant around buildings
housing Material Access Areas or Vital Areas.

a.

Special Steel Doors (Option A-3a): Special-design steel doors, such as vault
doors and specialty doors fabricated for prisons, are of sufficient strength
for resisting most vehic'es (Reference #28).

Reinforced Concrete Wall (Option A-3b): Reinforced concrete walls offer
significant resistance to vehicles. An eight-inch thickness should resist
penetration of heavy vehicles.

Concrete Block Wall (Option A-3c). Depending on the extent of steel
reinforcing, concrete block construction offers moderate resistance iv
penetration by light vehicles as compared to reinforced concrete. Withe
steel reinforcing, a vehicle could successfully be used to open a hole for
subsequent access.

Brick/Concrete Block Wall (Option A-3d): Dependent upon the steel

reinforcement involved, brick/concrete walls offer fair prutection against
vehicle penetration, but less than that offered by reinforced concrete or
masonry block.

Metal Building Wall (Option A-3e) Depending on design (placement of
columns, etc.) the pre-engineered metal-skin type buildings offer only
marginal resistance to vehicles.



f. Sieel Doors (Option A-3f): Standard industrial steel doors are not designed
to withstand forces which can be imparted by vehicles. These doors are
normally hung on the inside and the hardware (hinges and locks)
generally are only sufficient to withstand design wind loads.

g. Concrete/Steel Door Protector (Option A-3g): This is essentially a steel and
concrete “beam” designed to be slotted between an existing building
door and two steel/concrete-filled posts. It would prohibit vehicle _
access through an o*herwise unprotected door but would require a forklift
to remove it for access (Reference #28).

h. Closed Gate/Door (Option A-3h): When vehicle doors or gates are not
immediately being used for entry or exit, it is essential to keep them
closed and locked regardless of their design. Probably the simplest
barrier, they are contravened by failure to secure them properly.

“Spiking” Nuclear Matenial

A method for quickly and correctly indicating the presence of special nuclear
material to reduce or eliminate the possibility of concealment. The method
wouid also involve radiation at a sufficiently high level to preclude handling
in other than special purpose facilities.

a. Spiking Special Nuclear Material (Option A-4a): Plutonium has inherent
hazards ir improperly utilized. Some study has been made relative to
radioactively “spiking” the material. If resultant dose rates are great
enough, detection probability is increased (Reference #22). Studies on this
are inconclusive and the concept is not presently adaptable for
application.

“Duminy” Devices

Fake or mock equipment used as a psychological deterrent. Used extensively
in commercial applications, the success factor is difficult to determine.

a. Mock Video Systems (Option A-5a): Mock video cameras are available
or genuine unwired cameras can be used. Properly installed. it is almost
impossible to tell whether the camera is “live”. Utilized in areas where
they are purposely obvious, they may be instalied on towers, walls, or
roofs indicating coverage of entire areas or access portals. They may be
fixed or animated (scanning) and can be mixed with “live” systems. Mock
cameras offer some degree of deterrence at low cost. However, no real
surveillarce is acquired and employees are likely to discover the true
nature of the equipment. Adversaries may test the installation for real
response prior to an actual penetration action.



b. Mock Film Camera Systems (Option A-5b;. Mock film cameras are
available for purchase as a commercial item or can be devised from an
unloaded functional camera. These could be installed on walls, towers,
posts, and fences where they are obvious and where real cameras wouid
normally be expected. This is a relatively low cost option with some
degree of deterrence but it provides no real surveillance, and there is
potential for discovery of th: nen-functional aspect.

c. Dummy Security Devices (Option A-5¢). Phony securiiy devices can
provide a reasunably effective deterrent. These include false one-way
mirrors, false signs such as “high voltage fence”, etc. which could
indicate to a potential adversary that unencumbered access was not
possible or at least, hazardous.

6. Warning Signs

Visual deterrents based on the theory that the psychological factor will
impede or preclude access. While the success factor is debatable, some signs
may be required by law or regulation.

a. Warning Signs on Vehicle Access Routes (Option A-6a): A posted notice
that all vehicles should travel on designated routes and park in
designated areas would ofter some psychological deterrent to travel in
unauthorized areas. It is acknowledged that signs might be ignored, either
unintentionally or purposely. It is expected that non-adversaries would
generally follow instructions. Therefore, any vehicle not following
instructions would be suspect.

b. Warning Signs at Veiicle Access Points (Gption A-6b): This method would
require notice that all vehicles (including the cargo, drivers and
passengers) are subject to search upon entering the area, while within the
area, and upon leaving the area. Legal aspects of trespass or
unauthorized entry when signs are used must be considered on a case-by-
case basis. However, advantages are the psychological deterrent factor
and the fact that notice of intent to search theoretically establishes
consent to search.

¢. Warning Signs at Vehicle Parking Areas (Option A-6c): Visual notice that
keys are to be removed from vehicles and vehicles locked may serve as a
deterrent to vehicle use by a potential adversary. It may also have some
effect in protecting property. Locking would deny unauthorized vehicle use
{barring a specific “break-in" effort.) Signs conceivably may be ignored
but non-adversaries could normally be expected to follow instructions.

d. Radiation and Hazard Signs (Option A-6d): Signs at vehicle access points
which indicate that radiation, high voltage and similar industriai hazards
exist in the area, provide some protection against trespass. Such signs
serve as a deterrent, provide some liability protection, and are usually
required for general safety reasons. However, signs are not always read
or noticed and adversaries would piabably be aware of, and prepared to
cope with, the hazard.
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e. Other Posted Instructions (Option A-6e}: Specific instructions for
drivers making .:cku; and delivery, subcontractors, job applicants, and
visitors, provide a norm for vehicle activity from which deviations can be
more readily identified. The deterrent advantage occurs in that those not
following instructions can anticipate early recognition and security
reaction.

I1|(liustrations of the various opticis described are presented in Figures 9 through

7. Education Programs

a. Education Programs (Option A-7a): Security education regarding vehicles
can be somewhat effective. Orienrtation of employees and visitors through
meetings, licensee house organs (newspaper, bulietins). and/or periodic
handouts concerning traffic ruies may be used. Visitors and vehicle
operators may be required to read and sign a brief summary of
regulations prior to access authorization. This provides an opportunity for
all authorized vehicle operators to conform to prescribed rules which
could minimize false alarms created by violations due to ignorance.

8. Other Devices
a. Other Devices (Option A-8a): Becau.e of potential public outcry and
maintenance problems, it is not deemed appropriate to consider vehicle

deterrents such as mine fields, lethal electric fences, traps or other
physical restraints, although these certainly could be effective.
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C. Search (Category “B” Countermeasure Options)

1.

Search Countermeasures

Search countermeasures suitable for detecting weapons people or explosives
may not detect special nuclear material and the converse is also true. While
some search options may be useful in several stituations, the technique
required for discovery of different items is not necessarily the same. Failing
to understand search techniques essential to discovering items with different
characteristics may generate a false sense of assurance. Possibilities for
concealment are numerous, and include concealment in the cavities of the
human body and the use of substitute “le~k alike” vehicle components,
among others. A necessary eiement in search procedure is the “random”
1actor wherein different modes and techniques should be used to provide
maximum assurance.

In addressing vehicle access and control situations, the search of persons is
not specifically addressed. Although drivers and passengers are involved, it
is presumed that vehicle occupants would be subject to procedures
applicable to pedestrian employees and visitors. However, all passengers
and drivers should be dismounted from the vehicle to minimize interference
with vehicle search; avoid the possibility of embarrassment or verbal
confrontation; assure that vehicle occupants are not under duress; and to
isolate the occupants from a possible vehicle-concealed weapon.

Methods of Search

Seven general methods of search are addressed:

a. the hands-on search technique which primarily involves the physical
senses of the searching party; vision, touch, smell, and hearing coupled
with suspicion;

use of electronic detection devices suci. 7s metal detectors;
nuclear material sensing devices;

X-ray equipment;

animals, particularly dogs:;

stress analysis devices; and

purging.

@ ~o an o

Vehicle searches designed to reveal hidden persons include the physical-hand
search; the electronic, acoustic, seismic or body locator mode; animal or
bio-assisted technique; a stress analysis of the occupants; or “purging” the
vehicle.

Agencies with the most experience in this area (prisons. border patrol etc.)
report a broad range of smuggling techniques including the concealment of
persons in engine compartments and false truck-trailer panels.



Discovery of weapons, such as firearms, custcmarily involves the
hysical/hand search technique. Other methods include the use of animals.
-ray and other mechanical/electronic devices.

Detection of concealed special nuclear material may involve the use of
electronics, physical/hand search, personne! stress analysis, and visual
identification of nuclear material and/or containers.

Techniques to disclose explosives/incendiaries are essentially the same as
those used for discovery of personnel, weapons and Special Nuclear
Material; however the character of explosives is distinctly different in many
ways and requires special considerations depending on the chemical
composition of materials.

Search grocesses related to parcels and cargo pose a special problem. Title
10 CFR Part 73 requires a random search of ail packages prior to entry into
Protected Areas. A potential conflict can occur where the Postal Service,
United Parcel Service, common carriers, and others are involved, since the
licensee may not have the legal right to open parcels or the driver may not
have the authority to consent to search. Understanding these limitations
affects the parcel and cargo search situation.

3. Effectiveness of Searéh Operations

The effectiveness of search operations is related to the detail and attention
applied, the specific techniques employed, the time expended and the
curiousity and suspicious nature of the individual conductin? the search.
Searches may be considered as occurring with four levels of intensity.

a. Level 1 includes a general examination of a vehicle's main compartments
(engine, truck, cargo, passenger, cab, undercarriage, etc.) and may be
supported with the use of a Special Nuclear Material detector and/or
explosive detector. Failure of the vehicle to pass this search could result
in certain alternatives (access denial, arrest, Level 2, 3, or 4 seaches, or
impoundment as appropriate).

b. Level 2 includes a thorough and deliberate search of all parts of a vehicle
which are visual'y accessible and accessible by design (opening trunks,
tire compartmenrts, engine, trunk, cargo compartments, glove
compartments, etc.) The search is to be conducted with mirrors,
flashlights, flex-scopes, etc., to assure coverage and may also be
gupported with the use of a Special Nuclear Material detector or explosive

etector.

c. Level 3 includes the Level 2 search plus non-destructive disassembly of
the vehicle, as required, based on judgment factors. There should be
specific Justification for this search including suspicicus activities of the
vehicle driver and/or passenger, faiiures in vehicle surveillance, positive
indications from a Special Nuclear Material or explosive detector, search
dogs, etc. The search should include, for example, removal of hubcaps, air
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cleaners, head and taii light lenses, panels, etc.. which can be
accomplished with hand tools and without damage to the vehicle (X-ray
operations are possible). This search should be authorized by the onsite
security supervisor. Assistance from local law enforcement agencies
_and/|or é\otiﬁcation may be prudent if owned vehicles are

involved.

d. Level 4 includes the previous search procedures plus destructive
disassembly an¢ might include cutting into upholstery, oil filters, tires,
etc. The procedure should only be resorted to after verifying beyond a
reasonable doubt that unauthorized activity is being attempted.

Since a Level 3 or Level 4 search might be beyond the latitude of a
licensee to authorize, it would be appropriate to simply deny vehicle
access into the Protected Area if suspicion warranted.

Figures 17 through 23 illustrate details cf the various options described.
4. Physical/Hand Searches

a. Personngl Detection (Option B-1a): The Level 1 search would normally be
expected to provide reasonable confidence of revealing any unauthorized
persons in or on a vehicle. A Level 2 search, with careful observation of
areas having the potential for concealing personnel, would be more’
desirable. The search would be accomplished simultaneously with the
search for explosives, weapons and Special Nuclear Material. There are
inconveniences to visitors and resourceful adversaries could conceivably
escape detection if only the Level 1 search is employed. Cost is very low
for elementary equipment and depends on the selection of low cost
mirrors, flashlights, eic. Estimates of effectiveness of varying search
leveis are provided in Figure 17. Figure 18 indicates some comparative
times and costs for different levels of search.

b. Weapon and Tool Detection (Option B-1b): The extended details of
physical/hand search indicated in Option B-1a are similar to that
applicable to weapons toois and explosives. As a supplement to “hands-
on" search, other metheds which improve the process include X-ray,
trained animals, electronic explosives detectors, and metal detectors.

c. Explosive/Incendiary Detection (Option B-1c): Searches for explosives
and incendiaries are subject to the same limiting factors as those
described for detection of personnel, weapons, tools and special nuclear
ma.erial, i.e., intensity of observation, visual ability, applied techniques
and equipment characteristics.

The Level 1 procedure is perhaps only half as eftective as a Level 2
search. Information gained from Reference #11 indicates a Level 2 search
may be 70% effective, but there may be as much as a 30% variation due to
differences in the thoroughness of the search, variations in vehicle
designs and sophistication of an adversary's techiques. Effectiveness will
vary when weather is inclement, time elements are imposed, or attention
of the searcher is diverted.
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. Special Nuclear Material Detection (Option B-1d): Physical/hand search
techniques for special nuclear material detection are similar to those
applied for explosvies and weapons.

Personal Items (Option B-1e): Hand carried and personal items such as
purses, briefcases and lunch kits should be searched in the same manner
as required for pedestrians. Vehicle drivers and passengers should remove
parcels from the vehicle and submit the parcel for search. Packages which
must remain in or on the vehicle, should be searched prior to entry and
exit. A packaged item should be unwrapped. A thorough inspection should
be accomplished in, around, under and over nun-packaged items.

Electronics Search

a. Weapons/Tools (Option B-2a): Most metal detectors for both ferrous and
non-ferrous metals are designed for use in non-metallic environments or
indicate significant changes in quantities of metals. The application of this
medium is, therefore, very limited for vehicles since vehicular construction
involves various metals in infinitely changing densities and configu-
rations. Searuning vehicle seats, for example, would largely be a
frustrating endeavor.

b. Personnel Detection (OptionB-2b): Two basic electronic systems are
considered here; however, neither is presently developed to the extent of
availability. In the first case, development work on acoustic/seismic
detection of personnel in vehicles has been accomplished and laboratory
models developed which indicate the feasibility of signal pickup and
processing relative to human body motion. Essentially, a pickup device is
attached to the vehicle, the signal amplified and processed to cause an
alarm if certain patterns are recognized.

Other developments have been accomplished relative to cadaver location

in which body-emitted chemicals, such as ammonia or concentrations of

C0?, are utilized (References #52, 53 and 54).

. Explosives-Incendiaries (Option B-2c): Little documentation exists
concerning actual field testing of electronic explosive detectors and
discussion with manufacturers did not provide encouraging data. In one
case, information indicates that of 69 “plants” of dynamite made in an
aircraft-type environment, 33 were detected. When normalized for the
percent of bombs which are not made from dynamite, an overall
effectiveness of 15% is indicated for explosive detectors. Some tests
conducted indicate that when packaged in paper bags. boxes, plastic
bags, etc., dynamite detection (without opening the container) was poor 1o
nill. Indications are that explosives in enclosed areas are more easily
detectable, but more data is needed to confirm this.

A variety of electronic exrlosive detectors of the “electron capture” type

are commercially available, each with different sensitivites and
capabilities. Evauations have been perfornied, including those noted in
References #11, 23, 60, 91, 92, 93 and 94. Presently, the only electronic
detection equipment with potential for detecting explosives is the electron




capture/explosive vapor technique. These devices have sensitivity (in
different degrees) to air conditioners, soaps in windshield washers, diesel
fuel exhaust, gasoline and anti-freeze. Most instrument t-=ting has been of
a laboratory type with very limited field testing. Tests inuicate that typical
vapor detector instruments will alarm in garages and in the open air when
in proximity to running vehicles and engines.

Other methods are either commercially unavailable or consist of
laboratory-type instrumentation not adaptable or suitable for vehicle
purposes. These include optical tec' niques, enzymatic techniques, thermal
neutron activation analysis, nuclear niagnetic resonance, nuclear
quadrapole resonance, infra-red radiation, and microwave systems. Some
of these techniques, such as neutron activation analysis, may be
developed for package and baggage searches but not for vehicles.

Figure 19 outlinus the expectation of discovery using electronic explosive
detectors and the time and cost comparisons for different vehicle
configurations.

6. Nuclear Material Search

a. Special Nuclear Material Portable Gamma Detector (Option B-3a):
Portable/ hand-t.eld detectors have been developed with capabilities of
detecting 0.2 grams of plutonium or 10 grams of Uranium-235 (unshielded)
at a distance of 12 inches (0.3 meters) with a scan rate of 17 inches per
second (0.5m/sec.). These are currently available at a cost of about $1,000
e2ch. One device, National Nuclear Corp., Model HN-1, has been approved
by the Department of Energy (DOE), although several others have similar
characteristics. The probability of detection in a vehicle application, using
the hand-held monitor described above, s 90% for Plutonium and 60% for
Uranium-235 for unshielded material when the detector is properly utilized
and calibrated. Figure 20 indicates approximate times and costs for
special nuclear material portable detectors on various vehicle types.

Primarily useful for a direct search of vehicles leaving controlled areas
(Reference #18), portable units may also be uscd to check parcels as they
are loaded or inloaded. Another application suggests use in a “roadside”
situation at random undisclosed places with a simple telemetry system for
alarm (Reference #73 and 74). Still others may be modified to simultan-
eoucly alarm and activate a camera or other device (Reference #75)
Should a special nuclear material theft attempt be detected, there is

an advantage to having the alarm annunciate in a protected security area,
to avoid alerting the driver or passenger (adversary). A radio “link”
(Reference #73) or an extension cord from an area protecied by security
personnel to the search area, coupied with a duress alarm, would be
advantageous in the event a suspicious item or activity was noted. This
could be accomplished using a “garage door opener” type transmitter
atiached to the portable special nuclear material monitor and/or wired
into the circuit with the receiver and alarming in the protected security
area (Figure 21). This sysiem, for a manual duress alarm, is in use at
several DOE sites.



Some performance testing has been done on a prototype hand-held special
nuclear material monitor (Reference #76), which is similar to the personnel/
vehicle monitor reported in Reference #89 except for the method of alarm
trip level determination logic. Identified as the Delta Rate Monitor, the
newer monitor should have some significant advantages in areas of high
background. It is likely that a commercial version will be available if tests
are favorable. This wiil be the most sensitive method of special nuclear
material detection when properly used . and will offer relatively low cost
and high assurance of detecting unshielded special nuclear material.

Properly shielded, special nuclear material cannot be easily detected and
distance from the potential source and rate of search can significantly
degrade the effectiveness of the search (Reference #77 and 78).
Information indicates that the proper use of portable special nuclear
material detectors is highly effective for detecting non - “ielded special
nuclear material. However, no current information proviges good
statistical data on actual field testing with vehicles.

. Fixed Portal Monitor (Option B-3b): Most door-way type monitors are set
up for a deorway width of approximately 30 inches (77cm) which is
inadequate for the passage of most vehicles. However, one manufactured
unit is capable of being adjusted to a width of 48 inches (120cm) which is
adequate for small vehicle passage (Reference 23 and 79). Some
modification may be required during installation to provide sufficient
vertical clearance. It can be configured to alarm locally and/or at a
protected security area. Advantages include short exposure time; more
consistency than a hand-held mon'tor; and DOE approval.

Fixed portal mcnitors are less sensitive than hand-held devices.
Effectiveness indicates a probability of detection of 100% for one gram of
Pu®* (unshielded) and 37% for 10 grams of U?* (unshielded). A vehicle
may shield the special nuclear material and significantly reduce this
factor. Operating time per vehicle passage is only a few seconds,
minimizing ac‘ual search time.

. Special Nuclear Matzrial Variable-Width Gate Monitor (Option B-3c): In
1974 Dow Chemical Company at Rocky Flats designed a vehicular gate
ronitor which was subsequently commercialized to be used on gates up
to 24 feet (7.3m) (Reference #80).

For best sensitivity, vehicle speeds must be kept beiow 5 mph, (7ft/sec).
With a provision to make one of the detectors movable so that the gate
width could be reduced to the minimum necessary for each vehicle, an
increased probability of detection could be achieved. The alarm may
annunciate locally or remotely, and it consistently scans entire vehicles in
a few seconds. A disadvantage is that it is less sensitive than a hand-held
dgvice.hThe effectiveness achieved with a variable-width capability is
shown here:



Probability of Detection:
24 Foot Width Opening 2.5 Kilograms of U-235=60% (est.)
30 grams of plutonium =90% (est.)
Width Opening Reduced
to 9 Feet 350 grams of U-235= 60% (est.)
7 grams of plutonium = 90% (est.)

d. Special Nuclear Material Special Portal Monitor (Option B-3d). One DOE site
has been using a gamma detector to monitor passage of strategic
quantities of special nuclear material through vehicle gates. This device
consists of a small shielded sodium iodide (Nal) detector with an Eberline
RM-19 instrumentation unit. The sodium iodide detector is aimed across
the vehicle passage . <*h and alarms when strategic quantities of special
nuclear material pass the monitor point. This system’s relatively low cost
and high reliability is offset by the fact that it is not sensitive to small
quantities of special nuclear material. The instrument provides almost
100% probability for detection of strategic 9uantities of special nuclear
material through gates up to 24 feet wide (7.3m). This unit is not
commercially available but may be fabricated from stand.ard components
(Reference #81).

e. Special Nuclear Material Neutron Portal Monitor (Option B-3e): For several
years, a gate monitor designed to detect neutron eminations from special
nuclear material has been tested at one DOE site. However, it has not been
effective in actual use for detecting stra’t’%gic quantities of special nuclear
material passing in vehicles (Reference #82).

f. Special Nuclear Material Thermal Scan (Option B-3f): Thermal neutron
activation detection systems have been researched. However, it is not
likely that systems will be developed to scan entire vehicles (Reference
#23). For comparison purposes, gamma detection sensitivies of different
equipment are indicated in Figure 22.

7. Radiographic Search

a. Weapons/Tools (X-ray) (Option B-4a): It is generally impractical to X-ray
entire vehicles. Available portable X-ray devices can radiograph portions
of vehicles, such as door panels or seats, and are capable of producing
positive radiographs up to 10" to 12" using Polaroid film. Portable battery-
operated equipment would provide back-up capability in searching
suspect vehicies or parcels.

In some cases, this method could replace a Level 3 search or a Level 4
search in that areas can be viewed and recorded which are not otherwise
visible without disassembly. Disadvantages include “set-up” time, the
necessity for coverage of small areas in increments, and some potential
radiation hazard. This method wuld probably be close to 100% effective
in the context considered (Reference #64).
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b. Weapons & 7ools, Other (Option B-4b): X-ray fluorescence is one of several
systems which have been developed for parce! and baggage searches.
Presently, however, it is not adaptable to vehicles (Reference #72).

c. Explosives/Incendiaries (Option B-4¢c): The method described in Option B-
4a is equally applicable to this option.

d. Parcel/Cargo Inspection (Option B-4d): Problems associated with parcel
searches will be encountered when vehicles with a large number of
packages may have to be detained for a significant period. High level
assurance is very difficult to achieve for bulk materials or gther packages
which must remain sealed (oil drums, chemiical bags, canned items or
cylinde: ). Waste and damage may result if unpacked at the entry portal.
Upon eg °ss, arrangemenis might be necessary to package or repackage
subsequent to search.

During times of mainter.ance at reactor sites or construction at larger fuel
cycle sites, several people may be involved in the shipping and receiving
activity.

There are essentially three types of parcels or cargos of concern:

(1) Parcels or cargo to be delivered into the Protected Areas which
are the property of the licensee.

(2) Parcels or carge which are in or on private vehicles and common
carriers, etc. which are not to be delivered and are not property
of the licensee but are part of the delivery vehicle load.

(3) Parcels which are of a "service” nature including lunch kits, tool
boxes and compartments, fuel cans, briefcases, purses, etc.

Upon entry of vehicles, either of two possiblities exist:

(1) A physical/»and search which requires opening containers and
disassembly of packing to a degree or extent which will disclose
firearms, explosives, other incendiaries with a high degree of
assurance.

(2) The use of an X-ray sYstem with specifications equal to those
utilized by the Federal Aviation Administration (Federal Air
Regulation Part 122-538a). The X-ray procedure would require off-
loading and reloading.

On egress of vehicles either of two possibilities exist:

(1) A combination of a physical/hand search supplemented with a
special nuclear materia! .nonitor.
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(2) A combination of an X-ray search supplemented with a special
nuclear material monitor. The X-ray would require off-loading
and reloading.

Generally the choices related to vehicle-carried parcels and cargo are:

(1) Denv a.cess to all vehicles into secured areas.

2) Do not permit vehicles with unsearched parcels to enter the
Protected Area.

(3) Search vehicle cargo and oarceis at the point and times of entry.

(References #3, 43, 96, 97, 99 and 100C).

Animal-Assisted Search

a.

Personnel Detection (Option B-5a): A number of different animals can be
trained to detect the presence of peopie. Canines have demonstrated this
well-developed talent, however some vehicles are difficult to enter with
dogs. Most vehicles may already be significantly contaminated wiin
human scent and other odors from the occupants which would cause a
false alarm. It is theoretically possible to utilize a single dog for both
personnel and explosives detection although there is no strong evidence
of this combined activity (Reference #55, 56, 57 and 58).

Weapons & Tools (Option B-5b): Dogs specifically trained in firearms
discovery (Reference #55 and 65) have been useful in detecting firearms
by scenting gun oiis, paraiin coatings on cartridges, powders, and firing
residue. If dogs have been trained and used for exnlosives detection there
is some spin-cff capability for firearm detection. However, experienced
trainers have indicated that dogs trained to detect very low threshold
levels of vapors from firearms may also tend to false alarm on non-
weapon items. The specific use of dogs for firearms detection in vehicles
apga;1ently has not been tested. (References #56, 58, 66, 67, 68, 69, 70,

an ).

Explosives/Incendiaries (Option B-5¢): Dogs can detect a variety of
explosives which might not be discovered in a Level 1 or 2 physical/hand
search. Trained and capable of detecting C-4, TNT, primacord, dynamite,
smokeless powder, PETN and ammonium nitrate and related explosives,
dogs can search larger areas more quickly than can be accomplished with
electronic or hand searches.

People may object to dogs getting into and out of their private vehicles,
arimals in general may not be “acceptable”, or dogs may induce fear.
Extreme odor “masking” can inhibit the animal's detection ability and
success and proficiency is highly dependent upon the trainer.
Effectiveness is diminished in extreme heat or cold or if animal health
problems exist. The handler cannot perform a hand search while the dog
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is being used as the animal requires continued and undivided attention.
One trainer/dog team with refresher training and daily exercise is
considered essential to success.

Trials and evaluation conducted by the United Kingdom, by the USAF for
the Federal Aviation Administration, by Southwest Research Institute, and
by Canadian agencies indicate that the effectiveness of dog search teams
range from 29 to 100% “find” rates with 0 to 8% false alarms. The Iar?est
2uantity of information available on c:nine teams is from the Federa
viation Administration (evaluated by the Air Force). Teams are trained
and certified on dynamite, C-4, TNT, smokeless powder and primacord
with guantities of one-half to several pounds and up to distances of 15
feet (5 m). A typical small vehicle requires about one minute to search and
larger vehicles (truck trailers, etc.) may require up to five minutes.
Information available indicates the overall “find" rate is approximately
82% for explosives in non-sealed configurations. Federal Aviation
Administration canine team evaluations indicate find rates exceeding 95%.

Explosives detection dogs are trained at Lackland Air Force Base for
Depariment of Defense agencies, for the Law Enforcement Assistance
Administration; for local law enforcement agencies, and for the Federal
Aviation Administration. The U.S. Air Force is resr_ponsible for certification
and evaluation of all canine teams used to meet Federal Aviation
Administration requirements. Some dogs are trained by private trainers
and extensive research and training in animal sensory work has been
accomplished by Southwest Research Institute. Currently, there is no
established “commercial” supplier of explosives-detection dogs and the
Aié F(:rce does not have authority to train or evaluate dogs for private
industry.

By request and negotiation, it might be possible for Licensees to arrange

for this. Southwest Research Institute inaicates the possibility that

they could supply dogs and training in significant numbers if the demand

existed. Other than Federal Aviation Administration requirements, thare

are no performance specifications for an explosives search dog

(sgefer:gcét)zs #11, 55, 56, 57, 58, 65, 67, 68, €9, 70, 71, 83, 84, 85, 86, 87, 88,
an .

Initial cost is reported to range from $10,500 per dog by the U.S. Air Force
to $15,000 for two dogs by Southwest Research Institute to perhaps as
little as $1,500 per dog from private trainers, including handler training.
Training and selection time may vary from approximately five to eight
months. Additional costs may include kennel care and/or monthly
reimbursement for travel, subsistence and lodging for the handler. The
annual cost of a dog for food and veterinary care is estimated at $340.
Training, proficiency checks and certification (two each year) costs an
additional $2,000 annually when provided by the U.S. Air Force. The total
annual cost, based on an estimated five year “service life” for the animal,
is indicated as $4,500 per year when trained and supported by the U.S. Air
Force to meet Federal Aviation Administration specifications. If only



“certified”, then the annual cost may be as little as $2,500 per year. The
gﬁectheaness and cost of using dogs for explosive detection is shown in
igure 23.

Explosive Detection /Animals, General (Option B-5d): Animals, other than
dogs. including gerbils, are being trained to detect explosives. Some
success is indicated in laboratory situations but none are commercially
available or in use. The possibilities merit continued observation.
(References #60, 66, 95).

9 Stress Analysis

a. Personnel (Option B-6a): It is possible to detect human stress by general
observation of personnel: by polygraph; using psychological stress evalu-
ators, and with bio-sensors.

A vehicle application would presume that a driver or passenger k. swingly
participating in a covert activity would be under significant stress. By
initially detecting this, a more comprehensive screening could subse-
quently be applied or access could be denied.

Work has been reported which indicates the feasibility of stress detection

ising gerbils in a “progammable bio-electronic” application. This involves

the animal detecting excessive adrenalin in less than one second from a

hand placed cver a samplin? box. The individual would not, therefore, be

ggbiected to any invasion of privacy from questioning (References #59 and
).

b. Explosives-Incendiaries (Option B-6b): Psychological stress evaluators
(voice analysis equipment) represents an available technology not entirely
proven or accepted. Legality and labor contracts would have to be
considered. Theoretically, vehicle drivers could be questioned with a
combination of sensitive and insensitive questions, providing both a
permanent record of voice and analysis as well as an imme iate signal
indicating a stress question. Accomplished remotely without the individual
being aware of the analysis, this has some potential for search
applications. (Reference #61 and 62).

10. Purging

a. Personnel (Oftion B-7a): “Purging” a vehicle would subject occupants to
physiologica!ly uncomfortable environments and could be accomplished
with heat, intense noise, and/or irritant gas. This is not recommended due
to the possible adverse effects, including irritant residue and physiological
damage (Reference #63).
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10

Probability
of
Detection

Level Level Level Level
1 2 3 4

Personnel Detection (Physical/Hand Search)
Option B-1a

10

Probability
of
Detection

Level Level Level Level
1 2 3 4

Weapon and Tool Detection (Physical/Hand Search)
(Option B-1b)

Explosive/Incendiary Detection (Physical/Hand Searches)
(Option B-1c)

SNM Detection (Phy<zai/Hand Search)
(Option B-1d)

EFFECTIVENESS OF PHYSICAL/HAND SEARCHES
Figure 17
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APPROXIMATIONS OF TIME AND COST INVOLVED IN FOUR LEVELS OF SEARCH

(By Vehicle Type)
. Level 1 Level 2 Level 3 Level 4
Type of Vehicle Time Cost Time Cost Time Cost Time Cost

Automobile, Pickup, 5min | $083 14 $2.34 (a) - (a) A
Truck 7 min 117 18 3.00 i "’

Rail Car 6 min 10 16 266 ’

Special Equipment 5 min 83 14 234 ’ .
Average Site Mix 6 min 10 15 250 : : )

NOTES:

(a) Time estimates are not indicated nor estimated since these search levels could involve the removal of one or
more major vehicle components.

(b) Costs are indicated in 1978 dollars (unesculated) based on wages for a security person — using $20,000

per man year or $10.00/hour. Should be adjusted for specific sites.

PHYSICAL/HAND SEARCH TIME AND COST DATA
Figure 18




Probability 10

of § =y
Detection | |
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|
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I
1
I
I
1
0
Typical _ .
Range Effectiveness of Electronic
. Explosive Detectors
Nominal
Value

F Vehicle Type Time Cost
(in minutes)
Sedan, pickup truck etc. 1.0 min $0.17
Truck (stake body, etc.) 4.0 min 67
[ Equipment Types 1.0 min A7 I
| Railroad Car 4.0 min 67
2.5 min $0.42 1

[ Typical “Mix"

EXPLOSIVES-INCENDIARIE. “.ECTRONICS SEARCH)

OPTION B-2¢

Figure 19
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VehiciejTyT)es Time Cost Per Search
Sedan, Station Wagon, Pickup 2-3 min $0 41
Tractor-Trailer 8-12 min 160
Railroad Car (flat car) 6-10 min 1.33
Railroad Car (box car) 15-21 min 3.00

OPERATING COST FOR SPECIAL NUCLEAR MATERIAL SEARCH
USING PORTABLE HAND-HELD GAMMA DETECTOR

Figure 20

Special Nuclear Material Detector
with Transmitter

Y

Receiver

Alarm

Special I
Nuclear Material

. ' Alarm Circuit
Detector Tranemitter Receiver

SPECIAL NUCLEAR MATERIAL DETECTION
(PORTABLE GAMMA DETECTOR - HAND HELD)
OPTION B-3a

Figure 21 1431 \49
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Pu
Grams
Material

Hand-Held Fixed Variable Special
Special Special Width SNM
Nuclear Nuclear Special Portal
Material Material Nuclear Monitor
Portable Portal Material

amma Monitor Gate
Detector Monitor

2500
Est

U235
Grams
Material

Hand-Held Fixed Variable Special
Special Special Width SNM
Nuclear Nuclear  Special Portal

Material Material Nuclear Monitor

Portable Portal Material
Gamma Monitor Gate
Detector Monitor
Option B-3  Option B-3b Option B-3c  Option B-3d

SPECIAL NUCLEAR MATERIAL DETECTION EQUIPMENT SENSITIVIES
Figure 22
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Probability
of
Detection

Effectiveness of Explosives
Search Dogs

Typical Range

Nominal Value

Search
Vehicle Types Time Cost Per Sea:rch
Sedan, Pickup Truck, etc. 1.0 min $0.17
Truck (stake body, etc.) 40 min 67
Equipment (construction, etc.) 1.0 min 17
Railroad Car 4.0 min 67
Typical Mix 2.5 min $0.42

Note: Cost per search is dog handler time only. This cost is additive to time and

costs necessary for any physical/hand search operation.

EXPLOSIVE/INCENDIARY SEARCH (DOGS)
OPTION B-5¢

Figure 23
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D. Surveillance (Category “C” Countermeasure Options)

1. Continuing Surveillance

Continuing surveillance (observation) is necessary for assurance against a
vehicle-related surreptitious action In vehicle access and control
azpplications. surveillance is considered in three areas: (1) site perimeters,
(2) roadways/passageways, and (3) designated parking areas. For each of
these, the surveillance options are occasionally different.

. Available options occur in several combinations of the following: personal

escort; visual, microwave; seismic, wire, sonic, vibration, photo-electric,
infra-red; vehicle alarms and use of seals. Due to inherent failures
associated with each mode, the best choices appear to be armed “double”
escort of the vehicle and accupants or a combination of several modes.
Figure 24 illustrates “oncepts of the various options.

Vehicle attempts w Jreach the perimeter are generally considered to be

“covered” if the licensee has a perimeter detection system. This may not
be satisfactory if the detection system is a “fence type” or narrow beam
fsince a vehicle near the fence may be used for placing perscis over the
ence.

The provision for designated parking areas where all vehicles are located
together (indoor or outdoor) under surveillance enhances the control of
access to veh,.ies. Such surveillance can thus assist in assuring that
personnel cannot have undetected access to vehicles (particularly
important for vehicles required te go in and out of the Protected Area).
Preferred systems would not permit personnel to get close to the vehicle
without detection. T-,g)ical effective concepts are a “pen” or an electronic
“envelope” monitored by microwave or capacitance.

Systems for observation and surveillance of in-transit vehicles with on-
site “passageways” and/or specified routes are numerous. The majority of
these are treated in References #23, 24 and 25 and application includes
early warning, control of non-access areas and general vehicle
observation.

Surveillance of vehicles and occupants may be accomplished mechani-
cally by closed circuit television or visually by security personnel from
stations or towers. Several possible options are dascribed here.

2. Escort

a. Two Escorts (Option C-1a): Double coverage of the vehicle and occupants

b.

is provided thereby defeating threats of “one insider plus outsiders”.

One Escort (Dption C-1b): This assumes one armed escort with a radio or
duress alarm during an 8 hour day shift. The escort would cover uoth
vehicle and occupants unless (1) occupants depart the vehicle and are
otherwise escorted or (2) no escort was required for some reason. All

on
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unsecured vehicles would be escorted. Costs would depend on the
duration of each escort (avg. 28 minutes) times the number of vehicle
entries as indicated in Figure 25. (Reference #3, 26, 27)

Visual

a.

Security Patrol (Option C-2a): Patrols are typically random, scheduled or a
combination of both. These inay be effective for periodic perimeter checks
and alarm response but do not provide continuous coverage or attention
to vehicles. Guard orders should include checks of vehicles.

Security Post, Existing (Cption C-2b): Vehicle surveillance by observation
from existing security posts may be satisfactory if vehicles remain within
sight. Under this condition, the option might be considered as one
“remote” visual escort.

Security Tower, Hardened (Option C-2c): This would presume continuous
surveillance of vehicles while in the Protected Area, allowing “back-up”
visual capability and essentially meeting the “two escort” option as long
as the vehicles remain in sight (Reference #28).

. Closed Circuit Television (Option C-2d): Within limitations, closed circuit

television is usefui in monitor ng vehicle access. !t may also be used to
monitor vehicles in parking  ceas or to function as a remote “escort” for
vehicles provided constant «ttention is directed to the monitor (Reference
#25, 29 and 31).

. Closed Circuit Televisior. . wotion Detector (Option C-2e): Teievision

monitors in conjunction with motion detectors enhance the utility of
closed circuit television. Area an.' point-type motion detector systems,
coupled with television coverage, could provide a remote
surveillance/escort method (Reference #25 and 31).

Microwave

a.

Microwave, Bi-static (Option C-3a): Bi-static microwave systems are
effective for vehicle intrusion detection at a perimeter, on roadways, and
in parking areas. A vehicle surveillance mode for vehicle parking area
syztgg; would require a minimum of three tc four units (Reference #24, 25
an .

. Microwave, Monostatic (Option C-3b): Monostatic microwave systems are

effective for surveillance of roadways and are available with capabilities
for monitoring vehicl~ areas aprroximating 2400 square feet (15 x 15m).
Most effective indoors, wiih careful installation they can also be used
outdoors (Reference #24, 25, 29 and 37).

. Microwave, Moving Target (Option C-3c): Moving tar%et microwave refers

to “radar” (radio direction and ranging). Utilized by the military, border
patrol, and others, systems include the PPS-5, PPS-12, PPS-20,
“ORCHRIST", (FOPEN) and AIL Auto Sentry. Known as “gap filler” radars,
the PPS-15 is a typical portable unit with permanent installation potential.
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It uses a rnanual or motorized 18C* sweep wiih a beep alarm, red light, or
audio oureut. It can detect people moving at a range of approximate:jy
1600 to feet (0.5-1 km). These are considered “narrow beam” radars
but are effective for instrusion detection when proparly applied. Systems
such as the PPS-15 are suitable for vehic.e surveillance on roadways.

Microwave, Post Sentry (Option C-3d): Post sentry microwave refers to
sentry radar systems developed for military applications. These include
Camp Sentinel Radar Ill (multibeam), AIL Rapid and Aircraft Sentry Radar
(omni directional). Equipment costs are very high. Currently of
questionable maintainability and reliability, new efforts are reportedly
being carried out by laboratories with government contract a‘filiations
ar.d others (Reference #29 and 46).

Seismic

Seismic Point (Option C-4a). Buried seismic detectors can detect vehicle or
personnel intrusions at a specific location. The use of this medium could
det;a'gt1 )movement of a vehicle past a specific point (Fererence #24, 25, 29
an .

. Seisnuw (Option C-4b): Underground seismic systems to detect vehicle

movement around perimeters, over roadways and inside large areas offer
remote vehicle surveillance opportunities (Reference #24 an1 25).

Wire

a.

Capacitance, Indoor (Option C-5a): Capacitance detectors provide a
capability for remote surveillance and are used in alarming vehizles in
indoor designated parking areas. Forklifts and other similar equipment
must be insulated from the ground (Reference #24, 25 and 2).

Capacitance, Outdoor (Option C-5b): Capacitance alarms are effective for
alarming vehicles in outdoor parking areas or for remote surveillance. 7he
same limitations as required for indoor capacitance detectors apply
(Reference #24, 25, 29 and 30).

Electric Field (Uption C-5¢): The “E-Field” fence is adaptable for defining
a parking area, for use as a roadside vehicle detector, as a perimeter
intrusion detection device, and for remote vehicle surveillance (Reference
#24, 25, 29 and 32).

. Electre: ‘Option C-5d): Otherwise known as “tape on ground”, Electret is

commonly applied as a fence protection device. Experiments have also
been conducted using it as an underground seismic detector (Reference
#24, 25, 33, 34, 35 and 36).
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Electromagnetic Field Point Sensor (Option C-5e): Reasonably portable
units are available and can be utilized as roadside detectors or for
alarming and monitoring a vehicle parking area. In the parking area
context, coverage approximates 1,076 square feet (100 square meters) and
offers a means of remote surveillance (Reference #24, 25, 29 and 37).

Metal Detectors, Point (Opiion C-5f): Portable, roadside anc under roac
metal detectors are available. Installation could be considered as an early
warning venicle detection/surveiilance device (Reference #24, 25 and 39).

. Metal Detectors, Perimeter (Option C-5g): Metai detectors and

magnetic/seismic detectors are vehicle intrusion detection mediums
suitable for outdoor/underground applications. Use on a perimeter,
readway, or boundary of a parking area would provide remote vehicle
surveillance (Reference #24, 25 and 39).

. Tape Switches, etc. (Option C-5h): Tape switches and mats will effectively

detect vehicles passing cver them. Access to a vehicle might not be
observed as tapes and mats can be overstepped by persens if seen.

Enclosed Wire, Pulsed Mode (Opticn C-5i): a “wire-in-a-tube” concept being
developed by Honeywell and others is a perimeter intrusion system using
time domain reflectometer technigues. If development proves successful,
the concept will relate to perimeter vehicle intrusion deteccdon and vehicle
parking areas (Reference #44).

Leaky Co-Axial Cable (Option C-5j): Such systems, as “Guidar” manu-
factured by Computing Devices Company, have been develcped and in-
sialled °t several locations. The system is a two-cable configuration used
for vehicle intrusion detection or detecting vehicle movement i, parking
areas. The cables car be installed approximately five feet apart, above or
below greund, and cover distances from a few hundred feet to one mile
(Reference #29 and 131).

. RF Cable (Other) (Option C-5k): Inui. ‘an detectior: cable systems using

VHF (Very High Frequency) have been u... .. development. These include
concepts such as the “End-Fed Mode", “Transmission-Line Mode”, and a
“Two-Wire Mode". If commercially available, they could be used in vehicle
movement applications on perimeters and in vehicle parking areas
(Reference #29 and 37).

Sonic

a.

Acoustic, Passive (Option C-6a): This method provides a capability for
placing vehicles under “audio surveillance”. It is most effective in quiet
areas and would be suitable for locations where access to vehicles in a
parking area is anticipated (Reference #24 and 25).

Acoustic, Low Frequency (Option C-6b): Low frequency sonic sensors are
generally fimited to indoor use. They would provide a method for surveil-

W
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10.

lance of indoor parking areas up to approximately 50 feet (15 m) square
(Reference #24 and 25).

Ultrasonic (Option C-6¢): Ultrasonic detectors are most suitable indoors,
typically to cover an area approximately 10 by 26 feet (3 x 8 meters). They
can be aprlied to control of vehicle access in small parking areas but are
basically limited to indoor situations due to motion problems generated by
outdnor environment, wind for example (Reference #23, 25 and 36).

Vibration

Taut Wire (Option C-7a): Taut wire systems are designed essentially to
detect fence vibrations and are effective for detection of vehicie access in
this respect (Reference #24 and 25).

Fence Vibration Systems (Option C-7b): Vibration alarms will readily detect
vehicle intrusion through a fence. Its characteristics would also allow
detection of other tampering (Reference #24 and 25).

Unique Fluidic, Classification (Option C-7c): Although not available
commercially, developmental systems have been devised to pick up
vibrations from vehicles as they pass a prescribed point. By utilizing a
computer system and comparing the vehicle signal to a standard signal,
the vehicle theoretically could be classified by “type” providing an
identification medium (Reference #48).

Photo Electric

Photo Electric (Option C-8a): Photo electric systems are capable of
detecting vehicle passage and their use is potentially best applied to
roadway vehicle monitoring.

Infra-Red

a.

Active infra-red (Option C-9a): Active infra-red systems detect infra-red
attenuation between a source and detector.

Three to four units may be required for an application such as a
designated parking area (Reference #24 and 25).

Passive infra-red (Option C-9b): This method would require consideration
of the area’s environmental features to be alarmed. Applied to indoor
designated vehicle parking areas, an area of approximately 1080 square
feet (100 square meters) can be covered. “Hot spots” on vehicles may
caus. false alarm problems (References #24, 25 and 38).
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1.

12.

13.

Vehicle Alarm

Vehicle Alarms (Option C-10a): Various aiarm products are available.
Typically operated by switches to activate by door opening or by motion
detection (vihration and ultrasonics), they provide notice of intrusion inte
vehicles. They are not sensitive enough to detect all exterror tampering.
Some, provided with “paging” devices carried on the person, pravide an
alarm while the driver is away from the vehicle.

Seals

Seals (Option C-11a): Seals approved for use by NRC licensees are
described in Regulatory Guides 5.10, 5.12 and 5.15. Figure 26 depicts the
application of seals in a vehicle access and control situation. For licensee-
owned vehicles, “permanent” seals may be applied. For non-licensee
vehicles, pressure sensitive (peel-off) seals might be used, insuring that
the seal was removed prior to departure from a security area. All seals
should be consistently serialized and logged (Reference #5, 7, 42 and 43).

Miscellaneous

a.

Gamma Intrusion (Option 12a): This concept is essentially a system
intended to detect gamma atienuation between a source and sensor. It is
not currently available (Reference #29 and 45).

Laser (Option C-12b): Laser systems are basically capable of the same
applications as photo or infra-red systems (Reference #47).
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E. Control (Category “D” Countermeasure Options)

1.

Vehicle Control

a. Vehicle Denial: The greatest assurance against using vehicles for
unauthorized conveyance of materials or devices intended for raciologica!
sabotage or unauthorized removal of strategic quantities of sper ial
nuclear material is to totally prohibit vehicles from entry. Since this s
impractical, other control means must be considered.

b. Vehicle Captivity: The access and control problem is minimized if vehicles
remain “captive” within the Protected Area with minimum frequency of
entry/exit.

c. Operator Identification: Driver/passenger control addresses several
aspects of managing venicle access. On the premise that vehicle
occupants should conf .rm to the same basic requirements of access and
control applied to pedestrians, there are several options to be considered
(Reference #27 and 100).

d. Vehicle Identification: Vehicles having access to licensee sites must be
positively identified, garticularly if the vehicle has recurring access within
the Protected Area. There is also reason to conceal the identity of such
vehicles so that they do not become known to possible adversaries.
Sophisticated identification methods have included a fluorescent code in
the windshield, an attached coded transponder, a concealed trace of very
low level nuclear material, or fluorescent numbers painted on vehicle
components. Since license plates can be changeo readily, it is appropriate
that at least one additional method be selected and used for vehicles with
continuing access. It is not reliable to depend on paint patterns and logos
since they are easily duplicated by professional criminals. If fact, about
80% of dru&smugglers use falce identification (Reference #3, 96, 97, 99,
102, 103, 104, 105, 106 and 107,.

e. Immobilization: Many security publications encourage that vehicles be
kept in a locked garage or other inaccessible area; that gas tank caps be
locked; and that executive parking spaces be identified by number, not
name. Primarily intended for prevention of terrorist crimes, these concepts
also apply to denying vehicle access to power piants and fuel cycle
facilities. (Reference #101). Several options are indicated here to control
vehiclel access and prevent the use of fuel as an incendiary medium, for
example.

f. Transaction Record: Minimum requirements for visitor registration are
included in 10 CFR 73.50 (c) (5) relative to Protected Area access and in
Title 10 CRF 73.70 (b) and (d) regarding V.tal and Material Access areas.

The additional use of vehicle logs is a valid consideration. Film and/or
video records also provide some control in vehicle access as well as a
record of activities in case of a security (or safety) incident. Photographic
records grovide valuable recali data (Reference #127, 128, 129 and 130).
Non-visible light cameras 2nd films are available fo: unique applications
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and infra-red flash can be effective up to about 700 feet (213 m). L.ght
amplificatien and passive infra-red techniques offer identification
potential as a vehicle generally presents an excellent infra-rec target
from inherent heat radiation. Any of the film o7 video systems can be
activated remotely or by events such as doors opening, alarms being
activated. remote duress alarm, special nuclear material detection or
explosive detection.

g. Tracking: Vehicle control measures for recording location, route and
destination could also provide for identifying on-site vehiclos and
“tracking” them to assure that they only traverse authorized areas. Most
Automatic Vehicle Locator systems are designed to cover large fleet
activities or areas not entirely typical of NRC licensee sites. There is
conflicting information on location accuracies and some may be
inappropriate due to cost. Descriptions are presented for the purpose of
illustrating these concepts.

h. Miscellaneous Control: Vehicle access involves determining whether or not
a specific vehicle (or class/group of vehicles) is to be permitted on site
and how it is to be controlled. The range of control spreads from “no
access” through “captive vehicles” (limited area of movement),
“designated vehicles” (specific authority on a cominuin% basis)
“temporary access” (as required) to “emergency only” (fire or disorder).
Access may require control by a single verbal justification, verification by
one or two additional people, examination of documentation pertinent to
the vehicle and load, or a combination of these and additional facilities.

Vehicle Denial

a. Vehicle Access Deniai (Special Nuclear Material Vaults/Vault-type Rooms)
(Option D-1a): Vehicle access denial is reasonable for special nuclear
material vaults as vehicies for maintenance or other purposes are not
essential in these locaions. MOX fuel pins and containers are of a size
suitable for manual handling and HTGR fuel rods are kept in small
containers or on portable trays. The transfer of special nuclear material in
the proximity to the vault door is governed by Title 10 CFR 73.35 “Transfer
of Special Nuclear Material” paragraph (b) which details the procedure for
special nuclear material loading and unloading. Under the surveillance of
a member of the security force plus one or more other employees, special
nuclear material transfer at the door is the most appropriate place to
accomplish the task.

Vault-type rooms are typically staging areas for special nuclear material
being received into or shipped from vaults. Trucks should be backed up to
doorways and forklifts or similar material handling equipment used to
unload the containers. Powered forklifts are vehicles and, as used in this
situation, are not necessarily dedicated and captive to the area. To
eliminate the forklift as a vehicle (by definition), a non-powered
“shoplifer”, “worklifter”, conveyor, skid or hoist might be substituted to
handle all but massive casks (Figure 27). These units could then be
dedicated to the area with four desirable results: (1) the equipment could
be continually confined to the area; (2) the equipment would have
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insufficient power to “ram” vault doors and walls effectively; (3) search, if
required, is simplified; and (4) incendiary fuel or other similar energy
source is not available in the area for sabotage purposes. Manual
operations might require more time, although transactions are infrequent.

b. Vehicle Access Denial (Material Access Areas) (Option D-1b): Other than

vaults and vault-type rooms, Material Access Areas may require the use
of material handling equipment for material production, supply, and
movement. It is difficult to predict if operations could continue effectively
at all sites without powered equipment such as forklifts. Vehicle access
with associated material shipments/receipt at NRC sites should be
confined to limited access to a secured door or gonal. If shipment
includes nuclear material, it is subject to Title 10 CFR 73.35 (b).

If vehicles were restricted from Material Access Areas and operations
could be accomplished with non-powered equipment, certain advantages
would result: non-powered material handling devices (Figure 27) minimize
potential use for forcible exit or entry, searches would not be required
since vehicles are not in the area nor do they enter or exit; and incendiary
energy and fuel sources are eliminated. The concept mar be impractical at
some sites due to size, weight and frequency of material movement.

. Vehicle Access Denial (Vital Areas) (Option D-1c): Vehicle access to Vital
Areas varies from site to site. Procedures for pickups and deliveries are
occasionally a matter of local practice as opposed to being dictated by
physical differences in site facilities and building configuration. Vehicles
are primarily required in Vital Areas for material handling (casks, in some
cases). The elimination of vehicle access in some Vital Areas could require
significant modifications to cask handlina cranes, and the adaptation of
hand operated material lifts (Figure 28). However, the advantages are
identical to those indicated in Option D-1b. The desired result is to deny
access to all vehicles. A more practical but less effective alternate is to
allow escorted access for large shipments only, treating the vehicle as

an integral unit of the fuel cask delivery or pickup.

. Vehicle Access Denial (Protected Areas) (Option D-1d): Presuming that
elimination of all traffic into Protected Areas is impractical, it is possible
to significantly reduce vehicle access. Reductions in traffic can be
accomplished bg (1) providing a load-unload area “straddiing” the
Protected Area Boundary and/or (2) instituting the “"captive vehicle
concept”. This would eliminate the larger portion of vehicle traffic into and
out of the Protected Area and minimize search and escort requirements.
Vendor and service personnel complaints and additional capital
investment are possible. However, the favorable result would be a
reduction of vehicle access and control problems.

. Vehicle Aceee< Denial (Shippinx/Receiving Areas) (Option D-1e): Vehicle
traffic in a.u out of Protected Areas can be reduced by utilizing “external”
shi‘fping and receiving areas which are totally outside the Protected Area
and by unloading all incoming material from vehicles outside of the
Protected Area. (Figure 29). Subsequent to a package search on arrival,
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cargo may then be loaded onto other escorted vehicles and moved into
the Protected Area with outbound shipping foliowing a reverse order.

If inbound material could not be immediately moved into the Protected
Area it could be “staged” in a lockable, caged compound under the control
of two designated employees. This minimizes and may eliminate the need
for vehicle search (all packages would be kept outside of the Protected
Area until search is, in fact, accomplished). This may require additionat
facilities and double handlinq of materials but could be offset by a
substantial reduction of non-licensee vehicle traffic. To accomplish this
would reﬂuire the designation of appropriate space or facilities
specifically for the purpose of shirpinq and receivin? with facilities for
locking and sealing or a specifically des:?ned open Temporary Storage
Facility (Roof). This type of facility would provide a covered area
(basically a floor, roof and chain-link “wall") of relatively low cost
affording minimal weather protection but capable of staging .
approximately three full trailers. The facilitr should be capable of bein
locked and sealed. An alternate design could provide a closed area wit
increased weather protection and improved security.

3. Vehicle Captivity

a. Captive Vehicles (Option D-2a): “Captive” vehicles are considered to be
those primarily dedicated to Protected Areas without ingress or egress
except for emergencies or maintenance. The concept would require
permanent and continuing assignment of specific support vehicles and
material handling equipment. Outside service and transport vehicles could
nat conform to this requirement and certain equipment, such as tractors
ang mowers may . .cass‘onally be needed both inside and outside of the
Protected Areas. Nevertheless, a list of captive vehicles, maintained and
monitored at vehicle portals, would permit vehicie identification and
confirmation when emergency or maintenance purposes arose, with
justification for exit and entry validated by at least two persons. During
unusual periods of extensive modification or construction, it may be
desirable or necessary tc temporarily modify the rules. Still, this would
minimize traffic in and out of security areas, reduce the probability of
unauthorized transfer of materials, equigmem or personnel, and eliminate
many opportunities for covert use of vehicles and the need for searching
and escorting most contruction-related vehicles.

b. Access Corridor/Envelope (Option D-2b): It is a common practice to utifize
a temporary fence during construction periods to isolate security areas.
The corridor-envelope concept envisions an enclosed access route from
the Protected Area boundary up to buildings within that perimeter.

Several considerations should be taken into account, s’?eciﬁcally: (1) the
fenced corridor must be the same specification as the Protected Area
boundary, (2) access to the corridor must be controlled at the “terminal”
end while the vehicle is in the area, (3) topography should be considcred
to avoid dumping liquid incendiaries with possible drainage toward Vital
and Material Access Areas. If the entry point of the corridor is close to
Vital and Material Access Areas the concept may be undesireable when
considering explosive distances.
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This option would preclude a vehicle from unrestricted movement within a

Protected Area. Capital costs could be more favorable if this concept were

g!corpoggted during construction periods. This concept is illustrated in
igure 30.

c. Designated Parking Areas (Option D-2c): Designated parking areas are
those which are readily adaptive for continued surveillance and isolated
from areas vulnerable "~ sabotage or theft. The quantity and size of these
areas should be reduc & to minimize surveillance effort. Figure 31
indicates various moc .s.

Operator Identification

a. Access Authority Validation (Driver) (Option D-3a): This requires only that
the driver state reason and justification for vehicle access. If the driver is
not “badged” or the driver/vehicle specifically authorized for access, only
general rules may be available to security personnel and their decision to
permit access would be a matter of judgement, dependent on the driver's
word. This method is ineffective and least appropriate for non-employees
(strangers).

b. Access Authority Validation (Driver and Documentation) (Option D-3b):
This option would require a member of the security force at the vehicle
portal to make specific inquirv regarding the driver's purpose and to
examine accompanying documentation such as shipping orders, pick up”
request or s -vice orders. This could require a call to the driver's
dispatcher, if a document is suspect or not available for inspection.
Additional assurance can be gained if verifying documentation is “equired
for vehicle access.

Since forgery is possible, the documentation required will not necessarily
prevent an outside adversary from gaining access.

c. Access Authority Vaiidation (Driver/Documentation and Single
Verification) (Option D-3c): Requiring supplementary verification by an
appropriate licensee employee that vehicle access or egress i5 authorized
(accomplished by calling the person resgonsible for the origination of
requirements) would minimize the possibility of an insider or outsider
from acting in collusion. The provision for an additional check on the
individual and documents supporting the need for access could generate
some additional time in locating a person to validate the need. However,
the delay could also induce some trepidation on the part of a potential
intruder. An insider/outsider combination could defeat this action in a
surreptitious situation.

d. Access Authority Validation (Driver/Documentation and Double

Verification) (Option D-3d): This option would require double verification of

a need for vehicle access by checking both the dispatcher of the vehicle

and the potential recipient of the vehicle service. For a non-employee, this

involves a call to the person or company who dispatched the vehicle as
well as a call to the person expecting to receive the service ¢/ material,



decreasing the probability of collusion between an insider and otsider

This would require rather sophisticated adversary planning to defeat the
system

Vehicle Identific.. ion

a

Vehicle Log (Type 1) (Option D-4a): This log (Figure 32) includes a very
minimum of information designed to identify vehicle access. Primarily, it
identifies the vehicle by association with the driver. However, it is the
least desirable data file insofar as vehicle control is concerned

Vehicle Log (Type 2) (Option D-4b): The Type 2 vehicle log is designed to
identify the vehicle together with the driver and occupant. In case of an
event, additional vehicle information is available for notification purposes
or pursuit. The log serves as an added deterrent in attempting
unauthorized access and permits identification of vehicles not owned by
employees. However, if license plates were substituted, security personnel
would not likely detect this. Typical of a “hotel registration”, this log is an
improvement in security posture over a Type 1 log (Figure 32)

Vehicle Log (Type 3) (Option D-4c): A Type 3 log (Figure 33) is intended as
the requirement for a vehicle to gain access to facilities within the
Protected Area. Meeting minimum visitor “registration” requirements, it
also includes vehicle data and “check and search” information,
necessitating additional risk or effort on the part of a potential adversary

Vehicle Log (Type 4) (Option D-4d): The Type 4 log is a more
comprehensive document to record driver, passenger/heiper, carrier and
vehicle information including a description of the vehicle, a driver's
license check, a carrier address and phone number (A driver's license
check should necessitate additional supplementary personnel identifica-
tion for assurance as the “legal driver”). Should an incident occur, the
‘carrier” information would allow “tracing” (Figure 33)

Vehicle Contro! Number (Option D-4e): This option proposes the stamping
or painting of “control” numbers on the vehicle in a location which is not
readily visible. Most appropriate for lice.)see vehicles, it could not be
unilaterally adapted to other transient vehicles

Vehicle Chassis/Motor Number (Optirn D-4f): For non-licensee vehicles,
this is the most appropriate method since it does not alter the vehicle in
any way (corresponds to standard “VID" number). Adaptable to licensee
vehicles, as weil, the concept is illustrated in Figure 34

Vehicle Bumper Stickers (Option D-4g): Stickers may assist in vehicle
control within the Licensee Controlled Area but would not be appropriate
for Protected Areas since the sticker could be duplicated

Vehicle Markers/Strobe Lights (Option D-4h): Vehicles within the Protected
Area which were not in designated parking areas or under <irect escort
would be visually obvious if a removable strube light were applied to the
roof of the vehicle upon entering the area. This would identify it as one




which has potential off-site access readily incicating it to observers as a
“strange” vehicle requiring more than casual 1.otice. Magnetically
mounted, these lights can be battery powered (Figure 34).

immobilization

Ignition Locks (Option D-5a): A choice of several items to lock vehicle
ignition es‘rswms are available. A common device is a separate and
concealed lock which allows the factory instailed mechanism to remain
(inoperable) as a “decoy”. Other choices include switches wired in series,
or adding an extra switch which grounds the negative side of the ignition
coil (Figure 35).

. Locking Vehicle Doors/Compartments/Ignition (Option D-5b): Lot ning

vehicles is a matter of procedure and discipline. Recommended v’ law
enforcement agencies as a deterrent against vehicle theft. it is frequently
ignored and invites unlawful use.

_ Coded Access (Option D-5¢): Coded systems include electronic push-

button-type switches which permit starting the vehicle by entering the
right code.

Fuel Shut-Off (Option D-5d): Fuel Starvation mechanisms consists
essentially of key-activated in-line fuel locks, incorporating a valve which
blocks fuel flow to the carburetor. The unit typically mounts in the
floorboard and is ¢ _arable from inside the vehicle (Figure 35).

. Wheel Chaocks (Option D-5¢): Using fixed or moveable chocks, wheels may

be chained to permanently fastened objects, precluding wheel rotation. A
number of configurations are adaptable for conventional wheeled vehicles
and rail cars (Figure 35).

Chain Down (Option D-5): A simple chain and padlock mechanism is use-
ful to fasten a vehicle to a fixed and immovable object such as a post,
wall, buiiding, etc. An alternate scheme might include chaining wheels of
several vehicles together (Figure 35).

~ Steering Lock (Option D-5g): Locking and immobilizing the vehicle steering

rolumn may be coupled with a standard ignition leck or separately
nstalled as an optionai locking collar or “crook bar” (Figure 35).

Fuel Tank Lock (Option D-5h): Two varieties of lockable fuel tank caps are
common. One device locks the hinged gas tank door—another secures the
cap at the filler neck. Both are simple key systems advocated as initial
and basic security to discourage vehicle and fuel theft (Figure 35).

Special Door Locks (Option D-5i): These replace the standard interior door
lock by installation of “theft-proof” lifters without flared heads, defving
nianual grasping of the lock shaft (Figure 35).



7. Transaction Record

Microfilm (16mm) (Option D-6a): This camera application provides for
simultaneously recording a combination of vehicle/visitor pass
information, driver's licenses, shipping order/bill of lading, driver/
passenger and vehicle identification. It would require surrendering all
documentation. However, the result would provide a permanent record of
vehicle, persons and documents related to any transaction with recall
capability. Some people might object to bein? photographed. However, the
deterrent factor would be improved. A microfilm camera at the entrance to
:29 Prot%::ed Area would improve the vehicle/shipment record process
igure 36).

Film-Other (Option D-6b): Motion picture film camera systems, illustrated
in Figure 36, can be used to record pictures of vehicle and driver or
passengers but are not particularly adaptable for photographing
documents. Hand-held cameras or fixed security cameras can be triggered
manually or automatically upon approach of a vehicle. Cameras focusing
on one plane would provide greater resolution and print quality. This
mode would not integrate pictures of documents, however the “sequence-
action” feature might be advantageous when reviewed.

. Video Records (Option D-6¢): A video-tape recorder system to monitor

vehicle access portals could be utilized for permanent J)Iayback of a
vehicle transaction. This application could be enhanced by reading certain
information from the transaction record while the camera scan: and
records the vehicle and occupants (Figure 36).

Tracking

Route/Destination Surveillance (Option D-7a): Routes and destinations of
vehicles may be pre-determined, monitored and controiled. Methods might
include “bordering” controlled routes with barriers eliminating access to
unauthorized areas or tracking the vehicle remotely (Figure 37).

Costs can be minimized if advantage is taken of other security measures,
for example, parking vehicles in areas which are already alarmed or
designating routes which are within the line of sight of security personnel
observation (References #3, 27, 43, 96, 97, 98, 99, 100 and 107).

Vehicle Route Marking (Option D-7b): This can be accomplished by
utilizing a combinat or: of signs and road markers. Road markers may be
color-coded to de<ygnate the route of various types oi vehicles, providing
a “nerm” for #ivers so that deviations from the marked path can be
observed. In;tructions would be provided to drivers at the point of entry
and visual curveillance should follow departure.

Location Systems (Option D-7c): Commonly called “AVLs" (Automatic
Vehicle Location Systems) or “AVM" (Automatic Vehicle Monitoring), these
are normally considered mast applicable to fleet or truck-haul operations.
Some adaptation for a small number of vehicles is possible. They are
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costly, technical by nature, and have failure gotential (Figure 37)
(Reference #33, 41, 108, 109, 110, 111, 112, 113, 114, 115, 116, 117, 118, 119,
120, 131, 133, 123, 124, 125 and 126).

Miscellaneous Control

a. Vehicle/Passenger Separation During Search (Option D-8a): Physical
separation of personnel from vehicles is advocated in that (1) a vehicle
can be more efficiently searched if distraction from driver/passengers IS
removed; (2) the possibility of embarrassment to vehicle occupants is
reduced; (3) occupants are then denied ready access to concealed
weapons; anc (4) assurance is gained that neither the driver nor
passengers are under a duress situation. Occupants should be allowed to
observe the search to minimize allegations that damage was done or
items removed without their knowledge.

b. Minimum Vehicle Occupancy (Option D-8b): It is appropriate to permit only
a minimum number of vehicle occupants, essential to the vehicle mission
in the Protected Area. The possibility of using a site employee as a
transition driver is advantageous but some liability may be involved if the
licensee's employees operate a non-licensee vehicle.

c¢. Post-Search Vehicle Access (Option D-8¢): After a vehicle has been
searched, subsequent access by any person should be observable. Access
should then be limited to that which is necessary.

d. Vehicle Occupant Control at Destination (Option D-8d): Consistent with the
requirements of Title 10 CFR Part 73.50 c) and Regulatory Guides,
occupants of vehicles are nct to be permitted into security areas any
further than necessary. If a vehicle is in the proximity of a Protectea Area
gate or a Material Access Area gate/door, the escort and surveillance
should insure that the vehicle occupants do not have access beyond that
point.

e. Vehicle Occupant Escort (Option D-8e): Escort of vehicles and occupants
are separate requirements. As long as the two are phgsically in the same
immediate area and visible to the escort it is reasonable to consider this a
single escort requirement. If occupants depart the vehicle within the
Protected Area, control and surveillance should be required for both.

f. Other Vehicle Occupant Control Measures (Option D-8f): Provisions for
vehicle occupant “separation” areas is an alternative which has merit if
suitable facilities were available. Such an area could provide a
comfort/rest accommodation for a driver/passenger as well as positively
separating a potential adversary.
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Vehicle Pass-instructions «n Back

Driver Name____ US. Citizen?

Sign_ Badge No

Helper Name US. Citizen?

Sign.. Badge Mo

Name of Co.

Date. Time In_ Time Out

License No

Destination

Purpose

Guard Checked In . Searched By

Guard Checked Out. _ Searched By ’

Escort —_ Badge No Vehicle Record (Type 3)
Option D-4c

NOoOWU B WN -

Instructions

Return to guard upon exit.

Park only in designated areas or as instructed

Drive only in designated areas or as instructed

Speed limit 10 MPH

All vehicles, drivers, passengers and parcels are subject to search upon entry, exit and or while in the area
Stay within direct sight of escort

Follow escorts instructions explicitly

Drive Carefully

Vehicle Pass-Instructions on Back

Driver Name S e US. Citizen?

- e IO I . Badge No

Helper Name ___ - U S Citizen?

Sign____________ LicenseNo.______ Badge No

NameofCompany

Address_________ Phone No —
I, _Time In Time Out

VehicleLicenseNo ________________ Vehicle No

Description _______ heiis

Destination________ - o

Purpose - ol -

Guard Checked In - . Searched By

GuardChecked Out__________ Searched By .
EscortName o BadgeNo. __ | Vehicle Log (Type 4)

Option D-4d

N s WN -

Instructions

Return to guard upon exit

Drive only in designated areas or as instructed

Park only in designated areas or as instructed

Speed limit 0 MPH

All vehicles, drivers. passengers and parcels subject to search upon entry. exit or while in area
Stay within direct sight of escort

Follow escort instructions explicitly

Drive Caretfully

VEHICLE IDENTIFICATION
Figure 33
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Vehicle Chassis/Motor Number
Option D-4f

Vehicle Markers/Strobe Lights
Option D-4h

VEHICLE IDENTIFICATION
Figure 34 1431
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Concealed Ignition Lock Coded Ignition Lock Concealed Fuel Shut-Off
Option D-5a Ignition with Option D-5d

Delayed Cut Off

e

Car or Truck Chock

Steering Lock
Option D-5g —

- | : vhain Down
Rail Car Chock FLgltTaQ'b_Ls%Ck Special Door Locks Option D-5f
- Option D-5i
Wheel Chocks
Option D-5e

VEHICLE IMMOBILIZATION DEVICES
Figure 35




eg-q uoido
WjosIN

9¢ aunbiy4
AHOO3H NOILDOVSNVYHL 3TDIH3A

ag-g uondg  qg9-q uondo
p1029Y 03PIA/Wi!4




G6

Phase Trilateration

Signpos

v

Base o~ .
€7 — b D
" 7 -
e
Base or
Series or Roadway
Detectors AM Station
tRF
Base

Base

Proximity Signpost System

Radar with or without
Transponc:r

RF Leaky Coax
Electret. etc
Buried Cable

Acoustic/seismic or

Direction finders
Embeded Magnetic Array

(Manual

Base | Aircraft VOR Type

Base

Direction &
Distance
Sensors

Dead Reckoning

Pulse Trilateration

Loran C

VEHICLE ROUTE/DESTINATION SURVEILLANCE AND LOCATION SYSTEMS

(OPTION D-7a and D-7¢)
Figure 37
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PART X

COST COMPARISONS & ANALYSIS

A. Developing Cost Factors

B

ueneral

In developing an analysis of the alternative for vehicle threat counter-
measures and their related costs and benefits, several conditions must be
acknowledged.

First, the adoption of any alternative is affected by site configuration,
location, area, mission, personnel complement, traffic, operating hours,
corporate policy of the Licensee, provisions of the NRC license and legal
consideration. Insofar as possible, these distinctive situations were
considered in aeveloping cost factors. For example, the range of costs which
mignt be incurred for fencing, earthwork, roadwork, etc., were extended to
typical locations where geological characteristics differed widely.

Second. the various alternatives indicated are based on a range of cosi
expectations. In cases where equipment is discussed, expected “order-of-
magnitude” costs were gleaned from literature, advertisements, conversation
with sales representative and personnel in various engineering disciplines. To
select a preferable option or alternative, a refined cost must be developed and
“tailored” to a precise situation at a particular site.

Alternatives

For the purpose of analyzing various countermeasure options, these are
classified in three alternative groups reflecting:

a. Vehicle threat countermeasures which, in themselves, are most effective
alth?ugh they may not be adaptable at specific sites and may be very
costly.

b. Reasonably effective countermeasures, based on a combination of
judgement factors; consultation with personnel actively engaged in
security applications, and; interpretations of NRC requirements. These are
determined to be generally useful in responding to the vehicle threat
although there are acknowledged limitations ir their application.

c. Least effective measures represent an improvement over no security at
all. but have serious weaknesses if relied upon as the sole counter-
measure mode. These should be used in conjunction with other devices or
as back-up measures when primary systems are inoperative.

)
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Cost Data

The Vehicle Countermeasure Option & Cost Comparison schedules in this
section are grouped in three ranges of “first costs” and are classified s
“high”, “moderate” and “low".

“High” costs are those in which a single application exceeds an estimated
price of $10,000.

“Moderate” costs require a $5,000 to $10,000 investment for a single
application.

“Low" costs are those options estimated at less that $5,000 per application.

For the purpose of this presentation, all costs are in terms of 1978 dollars.
Maintenznce costs are shown in dollars per annum for a single application.
Additional labor and time costs, if applicable, are indicated. Sir .e
maintenance and labor costs are extremely variable according to geographic
areas, figures are presented for initial comparison and planning purposes.
True evaluations must be calculated on a case-by-case basis specific to each
site.



VEHICLE COUNTERMEASURE OPTION & COST COMPARISON

ANNU/ L LABOR

CATEGORY “A” DETERRENCE iieimasas, B RANGE '(TPIQ% ggns% AT Ve

A | B C |Hi|M|Lo (1978) (EST.) COST
Ditchinrg (Option A-1a) 0 X $123-8305/LF 90¢/LF included
Concrete Highway Divider (Option A-1b)| o X $2.-832/LF damage only included
Concrete Blocks (Option A-1c) 0 X $100-$200 ea. damage only included
Impalements (Option A-1d) 0 X |$20-$135/LF 0- included
Steel Guard Rails (Option A-1e) 0 X $10-830/LF $1.50/LF included
Heavy Equipment Tires (Option A-1f) 0 X $5-88/LF replace only included
Stone Filled Fence (Option A-1g) 0 X $90-$115/LF $1.82/LF included
Chain Link Fence (Option A-1h) 0o |X $15-825/LF $1.50-82.50/LF included
Cable Aided Chain Link (Option A-1i) 0 X | $3-85/LF 30¢/LF included
Cable Guard (Option A-1j) 0 X | $15-825/LF 40¢/LF included
Center of Road Block (Option A-2a) 0 X $5000-$7000 $300 include
Access Road Modification (Option A-2b) 0 X $200-5400/LF $10-840/LF included
Vehicle-Blocked Passageway 0 * 0- Q- not est.

(Option A-2c)

Dock Plate Barrier (Option A-2d) 0 X $8,000-§12.,000 $400-$600 included
Net (Option A-2e) 0 X $10,000-$15,000 damage only included
Double Gate (Option A-2f) 0 X $9.000-§12,000 $600-$800 included
Steel Gate with Pentrators (Option A-2g) 0 X $2'700-$3700 $60-$80 ea. included
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VEHICLE COUNTERMEASURE OPTION & COST COMPARISON

ANNUAL LABOR
CATEGORY * A" DETERRENCE oot Wi gSAL(!?'(TPléI% SSIS"T]; MAI(I\:I&ITVANCE T?h‘:l?
A|lB]|C |HM|Lo (1978) (EST.) COST
Steel Pipe Gate (Option A-2h) 0 X | $1800-82400 $40-853 ea. included
Chain Link Gates (Option A-2i) 0 X | $2500-$3500 $350 ea (avg) included
Flag Gate (Option A-2j) 0 X | $300C-$4000 $500 (avg) included
Rail Car Derail/Stops (Option A-2k) 0 X $3.000-510,000 $60-5200 included
Special Steel Doors (Uption A-3a) 0 X $4000-56000 $200 included
Reinforced Concrete Wall (Option A-3b) | o X $6-$10/SF damage only included
Concrete Block Wall (Option A-3c) 0 X $4-§12/SF damage only included
Brick/Concrete Block Wall (Option A-3d) 0 X $9-§12/SF damage only included
Metal Building Wall (Option A-3e) of{X $2-85/SF damage only included
Steal Doors (Option A-3f) 0 X | $800-$1200 $100-8500 ea included
Concrete/Steel Door Protector 0 X | $400-8690 ea damage oniy :..clud—er |
(Option A-3g)
Closed Gate/Door (Option A-3") 0 X - 0- 0-
Spiking Special Nuclear Material - ’ ---not estimated---
(Option A-4a) (Not recommended)

Mock Video Systems (Uption A Ui 0 X | $50-$200 ea $5-820 ea included
Mock Film Camera Systems (Opi'on A-5b) 0 X | $50-8200 ea $5-820 ea included
Dummy'Security Devices (Option » -5¢) 0 X | $20-85) ea 0- included
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VEHICLE COUNTERMEASURE OPTION & COST COMPARISON

ANNUAL LABOR
ALTERNATIVE EST. INITIAL COST MAINTENANCE OR
CATEGORY “A" DETERRENCE RANGE (PER UNIT) COST TIME
AlB|C (1978) (EST) COST
Wa.ning Signs on Vehicle Access Routes 0 $10-$1000 ea $2-850 ca included
(Option A-6a)
Warning Signs at Vehicle Access Points 0 $50-81000 ea §2-850 ea included
(Option A-6b)
Warning Signs at Vehicle Parking Areas 0 $10-$15 ea $2-83 included
(Option A-6c)
Radiation and Hazard Signs (Option A-6d) 0 $10-850 ea $2-§2 50 ea included
Other Posted Instructions (Option A-6e) 0 $10-850 ea $2-82.50 ea included
Education Programs (Option A-7a) 0 (widely variable -- not estimated)
Other Devices (Option A-8a) ---not estimated--- -}
(Not recommended)
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VEHICLE COUNTERMEASURE OPTION & COST COMPARISON

ANNUAL LABOR
ALTERNATIVE] COST EST. INITIAL COST MAINTENANCE OR
CATEGORY “B" SEARCH RANGE (PER UNIT) COST TIME
Al B | C |Hi|M]Lo (1978) (EST) COST
Personnel Detection (Physical/Hand 0 X | $503-$2000 $50-8200 83-83.00
Search) (Option B-1a) per search
Weapon and Tool Detection (Phvsical/ 0 X | $500-52000 $50-8200 83-$3.00
Hand Search) (Option C-1D) per search
Explosive/Incendiary Detection (Physical 0 X | $500-$2000 $50-$200 83-83.00
/Hand Searches) (Option B-1c) per search
Special Nuclear Material Detection 0 X | $500-$2000 $50-$200 83.53.00
(Physical/Hand Search) (Option B-1d) per search
Personal Items (Option B-1e) 0 (Variable) | Depends upon method/ | extent of search
Weapons/Tools (Option B-2a) 0 X | $200-$600 $20-$60 41-83.00
per search
Personnel Detection (Option B-2b) Nct Estimated
(Not recommended)
Explosives-Incendiaries (Electronics) 0 X $7500-$20.500 $1500-$4100 17-67
(Option B-2c) per search
Special Nuclear Material Portable Gamma 0 Y | $1000 approx $100 41-83.00
Detector (Option B-3a) per search
Special Nuclear Material Fixed Portal 0 X $12,500 $625 no added cost
Monitor (Option B-3b)
Special Nuclear Material Variable-Width 0 X $12.500-$13.500 $625-8675 no added cost
Gate Monitor (Option B-3c)
Special Nuclear Material Special Portal 0 X | $1000-$1500 $150-8225 no added cost
Monitor (Option B-3d)
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VEHICLE COUNTERMEASURE OPTION & COST COMPARISON

ANNUAL LABOR
ALTERNATIVE| COST EST. INITIAL COST MAINTENANCE OR
CATEGORY “B"” SEARCH RANGE (PER UNIT) COST TIME
Al B | C |Hi|M|Lo (1978) (EST) COST
Special Nuclear Material Neutron Portal Not Estimated
onitor (Option B-3e) (Not recommended)
Special Nuclear Material Thermal Scan - Not Estimated -
(Option B-3f) (Not recommended)
Weapons/Tools (X-ray) (Option B-4a) 0 X | $4700 $235-8470 $5.00/photo
Weaﬁons &Tools, Other (Cption B-4b) - Not Estimated
(Not recommended)
Explosives/Incendiaries (Option B-4c) o]|X $4700-830,000 $470-83,000 $0.30/minute
(assume)
Parcel/Cargo Inspection (Option B-4d) | o X Variable (Not Calculated) |(Not Calculated)|
Personnel Detection (Option B-5a) 0 X $5000-$7500 $2500-84500 17-67
per search
Weapons & Tools (Option B-5b) 0 X $5000-$7500 $2500-84500 A7-67
per search
Explosives/Incendiaries (Option B-5¢) 0 X $5000-87500 $2500-84500 17-67
per search
Explosive Detection (Animals, General) Not Estimated
(Option B-5d) (Not recommended)
Personnel (Option 8-6a) 0 « $2000-$13,000 $200-§1300 $20,000/yr
Explosives-Incendiaries (Option B-6b) 0 X $2000-$13,000 $200-$1300 $20.000/yr
Personnel (Option B-7a) - Not Estimated -
(Not recommended)
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VEHICLE COUNTERMEASURE OPTION & COST COMPARISON

ANNUAL LABOR
CATEGORY “C" SURVEILLANCE i i Whtesio E?\L(;'EW(TFIQF% l(J:ngTT) MAlggngvANCE T?SE
A|lB | C|H|M]|Lo (1978) (EST)) COST
Two Escorts (Option C-1a) 0 X 340,000 $1400 $40,000/ yr
One Escort (Option C-1b) 0 X $20.000 $700 $20.000/yr
Security Patrol (Option C-2a) 0 X 0- 0- Variable
Security Post, Existing (Option C-2b) 0 X - 0- Variable
Security Tower, Hardened (Option C-2c) 0 X $75,000 $3.750 Variable
Closed Circuit Television (Option C-2d) 0 X $500-$13.000 $25-8625 no added cost
Closed Circuit Television w/Motion 0 X $1500-§14.000 $75-8700 no added cost
Detector (Option C-2e)
Microwave, Bi-static (Option C-3a) 0 X | $2400-$5200 $120-$260 included
Microwave, Monostatic (Option C-3b) 0 X | $2000-$1500 $10-875 included
Microwave, Moving Target (Option C-3c) 0 X $12,000-$20.000 $600-$1000 included
-N-Ii:rowave. Post Sentry (Option C-3d) Not Estimated
(Not recommended)

Seismic Point (Option C-4a) 0 X | $50-$1000 $5-§100 included
Seismic (Option C-4b) 0 X $7500-$8000 $375-8400 included
Capacitance, Indoor (Option C-5a) 0 X | $250-$1000 $25-§100 included
Capacitance, Outdoor (Option C-5b) 0 X | $4000-$6000 $400-$600 included
Elec.ric Field (Option C-5¢) 0 X | $800-$1800 $80-5180 included
Electret (Option C-5d) 0 X | $3000-$400C $300-$400 included
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VEHICLE COUNTERMEASURE OPTION & COST COMPARISON

ANNUAL LABOR
ALTERNATIVE| COST EST. INITIAL COST MAINTENANCE OR
CATEGORY “C" SURVEILLANCE RANGE (PER UNIT) COST TIME
Al B|C |H|[M]|Lo (1978) (EST) COST

Electromagnetic Field Point Sensor 0 X| $300-$500 $30-850 included

(Option C 3e)
Metal Detectors, Point (Option C-5f) 0 X $200 $20 included
Metal Detectors, Perimeter (Option C-5g) 0 X $10,000-$18.000 $500-§9C0 included
Tape Switches, etc. (Option C-5h) 0 X1 $50-8150 $5-815 included
Enclosed Wire, Pulsed Made (Option C-5i) Not Estimated

(Not recommended)
Leaky Co-axial (Option C-5j) Not Estimated

(Not recommended)
RF Cable (Other) (Option C-5k) Not Estimated

(No: -ecommended)
Acoustic, Passive (Option C-6a) 0 X | $50-$200 $5-820 included
Acoustic, Low Frequency (Option C-6b) 0 X $800-§1200 $80-$120 included
Ultrasonic (Option C-6¢c) 0 X1 $100-$1000 $10-$100 included
Taut Wire (Option C-7a) 0 X| $400-$2000 $40-$200 included
Fence Vibration Systems (Option C-7b) 0 X | $50-$3000 $5-8300 included
Unique Fluidic, Classification Not Estimated

(Option C-7¢) (Not recommended)
Photo Electric (Option C-8a) 0 X| $50-S200 $5-820 included
Active Infra red (Option C-9a) 0 X $150-$300 $15-830 included
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VEHICLE COUNTERMEASURE OPTION & COST COMPARISON

ANNUAL LABOR
ALTERNATIVE| €OST EST. 'N'TP'Q% Cgf{ MAINTENANCE OR
CATEGORY “C" SURVEILLANCE ol RANG%YS UNIT) CoST TIME
Al B clHimlio (1978) (EST)) COST
Passive Infra red (Option C-9b) 0 X1 $100-$500 $10-850 included
Vehicle Alarms (Option C-10a) 0 X | $50-$200 $5-820 included
Seals (Option C-11a) 0 X| $250-$500 $250-8500 5 min/seal
Gamma Intrusion (Option C-12a) Not Estimated
(Not recommended)

Laser (Option C-12b) 0 X| $600-$1800 $60-$180 included
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VEHICLE COUNTERMEASURE OPTION & COST COMPARISON

ANNUAL LABOR
ALTERNATIVE] COST EST. INITIAL COST MAINTENANCE OR
CATEGORY “D” CONTROL . RANGE (PER UNIT) COST TIME
Al B | C|Hi|M|Lo (1978) (EST)) COST
Vehicle Access Denial (Special Nuclear | o X | $200-$1500 $20-$150 no added cost
Material Vaults/Vault-type Rooms) anticipated
(Option D-1a)
Vehicle Access Denial (Material Access | o X Dependent upon specific site opns.
Areas) (Option D-1b)
Vehicle Access Denial (Vital Area) 0 X Dependent upon specific site opns.
{(Option D-1c)
Vehicle Access Denial (Protected Areas) | o X Dependent upon specific site opns.
(Option D-1d)
Vehicle Access Denial (Shipping/ 0 X $16.,000-$20,000 $800-$1000 100% add if
Receiving Areas) (Option D-1e) material dou-
ble/handled
Captive Vehicles (Option D-2a) 0 X Variable--depends on vehicles required
Accezs Corridor/Envelope (Option D-2b) 0 X Variable--depends on site configuration
Designated Parking Areas (Option D-2c) 0 X Variable--dependent on specific needs
Access Authority Validation (Driver) - - Not Estimated
(Option D-3a) (Not recommended)
Access Authe ‘tv Validation (Driver and - Not Estimated -
Documeni- n) (Option D-3b) |
(Not recommended) l
Access Authority Validation (Driver/ 0 X | Variable in relation to vehicle traffic
Documentation and Single
Verification) (Option D-3c)
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VEHICLE COUNTERMEASURE OPTION & COST COMPARISON

ANNUAL | ABOR
ALTERNATIVE COST EST. INITIAL COST MAINTENANCE OR
CATEGORY “D" CONTROL RANGE (PER UNIT) COST TIME
Al B| C| Hi|M]Lo (1978) (EST)) COST
Access Authority Validation (Driver/ 0 X | Variable in relation to vehicle traffic
Documentation and Double
Verification) (Option D-3d) N
Vehicle Log (Type 1) (Option D-4a) 0 X| $50-$100 $50-3100 5 min/veh.
Vehicle Log (Type 2) (Option D-4b) 0 X| $50-§100 $50-$100 5 min/veh.
Vehicle Log (Type 3) (Oation D-4c) 0 X| $250-8500 $250-$500 10 min/veh.
Vehicle Log (Type 4) (Option: D-4d) 0 X| $250-$500 $250-8500 20 min/veh.
Vehicle Control Number (Option D-4e) 0 X| $50-$100 0- $10/veh.
Vehicle Chassis/Motor Number 0 X -0- 0- 5 min/veh.
(Option D-4f)
Vehicle Bumper Sticker (Option D-4g) 0 X| $300-8500 $100-$175 10 min/veh.
Vehicle Markers/Strote Lights 0 X{ $100-$250 $10-825 -0-
(Option D-4h)
Ignition Locks (Option D-5a) 0 X| $14-830 minimal included
-
Locking Vehicle Doors/Compartments/ 0 X 0- 0- 0-
Ignition (Option D-Eb)
Coded Access (Option D-5¢) 0 X| $50-$100 minimal included
Fuel Shut-0ff (Option D-5d) 0 X| $20-830 minimal included
Wheel Chocks (Option D-5e) 0 X| $50-§100 minimal as reqid to
apply
Chain Down (Option D-51) 0 X| $25-G50 minimal as req'ld to
apply
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VEHICLE COUNTERMEASURE OPTION & COST COMPARISON

ANNUAL LABOR
ALTERNATIVE| COST EST. INITIAL COST MAINTENANCE OR
CATEGORY “D” CONTROL RANGE (PER UNIT) COST TIME
Al B | C|Hi|M|Lo (1978) (EST)) COST
Steering Lock (Option D-5g) 0 X| $20-830 minimal included
Fuel Tank Lock (Option D-5h) 0 X $10-815 -0- included
Special Door Locks (Option D-5i) 0 X $10-§15 0- included
Microfilm (16mm) (Option D-6a) 0 X $1000-$1500 $100-$150 15 min/veh.
Film-Other (Option D-6b) 0 X $500-$1000 $500-$1000 -0-
Video Records (Option D-6¢) 0 X $5000-$7000 $250-8350 depends on
mode
Route/Destination Surveiilance 0 X (High cost--dependent upon mode)
(Option D-7a)
Vehicle Route Marking (Option D-7b) 0 X $5000/mile $500 incluced
Location Systems (Option D-7¢) Not Estimated
(Not recommended)
Vehicle/Passenger Separation During 0 X - -0- -
Search (Option D-8a)
Minimum Vehicle Occupancy 0 X 0- 0- -0-
(Option D-8b)
Post-Search Vehicle Access (Option D-8¢c) 0 X -0- 0- -0-
Vehicle Occupant Control at Destination 0 X -0- 0- -0-
(Option D-8d)
Vehicle Occupant Escort (Option D-8e) 0 X -0- 0- -0-
Other Vehicle Occupant Control Measures 0 X -- Not Estimated -
(Option D-8f)
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PART Xi
SUMMARY

In compiling material for this document, attention was directed to the parameters of
vehicle-related threats to reactor sites and fuel cycle facilities. Particular attention
was devoted to separating the search and access of people from the vehicle aspect.
This material does not treat the subject of personnel access and control although this
is a related and integrated problem. However, if appropraite measures are appiied to
vehicles, some advantages are gained in addressing the personnel access situation.
Conversely, some additional problems may be generated.

Briefly summarized, the foregoing sections of this document reveal the following:

A vehicle provides a useful (if not essential) device for an adversary action and
the potential exists at reactor sites and fuel cycle facilities for disruptive acts by
a dedicated adversary.

If the detailed control and surveillance of vehicle activity is not addressed
properly, there can be no reasonable assurance that material useful for sabotage
could not be introduced onto a site. Simiiarly, the vehicle threat potential
degrades assurance that special nuclear material could not be diverted from the
site into unauthorized channels.

In some cases an improved security posture can be provided at NRC Licensee
sites with little impact on operations costs. in other situations there would be
substantial cost/time impact.

A variety of options are available for achieving security objectives related to vehicle

access and control. Their thoughtful selection and use can reduce vehicle-related
threats to power plants and iuel cycle facilities.

m
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PART Xl

GLOSSARY OF TERMS
(as used in this document)

Access: Ability or permission to approach or enter.

Adversary: Opponent or enemy {in this document, specifically, one intent upon a
forceful or covert action to steal special nuclear material or initiate a
radiological incident.)

Alarm: An audible or visual signal, actuated by electrical, electronic. nuclear,
sonic or other sensing methods and designed to indicate a specific condition
(usually an abnormality).

Authorized Individual: Any individu~!, including an employee, a consultant, or an
agent of a Licensee, who has been desi?nated in writing by the Licensee to have
responsibility for surveillance of special nuclear material.

Barrier: Impediments to unrestricted movement, specifically cevices and means
used to inhibit vehicle entry into controlled access areas (also, see “Physical Barrier”
and Title 10 CFR Part 73).

CCTV-“Closed Circuit Television™: A locally installed dedicated network of
cameras and monitors. (May be fixed for single point observation or moveable
for selected examination as required.)

Continuous Visual Surveillance: Unobstructed view at all times of a vehicle or
person and of all access to a temporary storage area or cargo compartment.
(Title 10 CHR Part 73.2) Also see “Surveillance” in the glossary.

Control: In this document, a generic term used to indicate cognizance or
awareness. Preceeded by an adjective where necessary for specificity. Also see
Part IX of this document.

Controlled Access Area: Any temporarily or permanently established clearly
demarcated area, access to which is controlled and which affords isolation of
material, equipment or persons within it. (Title 10 CFR Part 73).

Countermeasure: An opposing measure or action designed to counter a vehicle-
related threat.

Deceit: Methods used 1o attempt to gain unauthorized access or introduce or
remove unauthorized materials where the attempt involves falsification to
preseut the appearance of authorized access. (Title 10 CFR Part 73)

Deterrence: Application of various impediments designed to stop, interrupt or
prevent an anticipated event.

1431 198
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13.

4.
15.

16.

17.

18.

19.

21,

Dummy (Device): An artifical, non-functional imitation designed to convey the
impression of authenticity.

Escort (ed): Accompanied by an employee of the *RC Licensee.

Explosives: Chemical compounds otenlial%capabie of causing damage as a
result of explosion or burning. Includes “10W" explosives such as black powder
or “high” explosives such as dynamite.

Force: Potentially violent methods used to attempt to gain unauthorized access
or to introduce unauthorized materials into or remove strategic special nuclear
material from Protected Areas, Vital Areas, Material Access Areas, Controlled
Access Areas or transports. (Title 10 CFR Part 73)

Formula Quantity: Strategic special nuclear material in any combination in a
quantity of 5,000 grams or more computed by the formula, grams = &grams
contained U-235 + 25 (grams U-233 + grams pl tonium). (Titlz 10 CFR Part 73).

Fuel Cycle Facility: In the same context as Title 10 CFR Part 70 defining a
“Plutonium processing and fuel fabrication plant.”

Security Personnel: A uniformed individuals armed with firearms whose primary
duty is the protecticu of special nuclear material against theft, the protection of
a plant against industrial sabotage, or both. (Title 10 CFR Part 73)

Hardened: Defensive position meeting Underwriter's Laboratory Standard UL 752,

Incendiary: Flammable material capable of producing intense heat upon ignition.
“Incendiary Device” means any self-contained devise intended to create an
intense fire that can damage normally flame resistant or retardent materials.
(See Title 10 CFR Part 73).

Intrusion Avarm: A tamper-indicating electrical, electromechanical, electrooptical,
electronic or similar device which will detect intrusion by an individual into a
building, protected area, vital area, or material access area, and alert guards or
:arttc;\g)\en by means of actuated visible and/or audible signals. (Title 10 CFR

a

“Isolation Zone": Any area, clear of all objects which could conceal or shi¢ld an
individual, adjacent to a physical barrier and which is monitored to detect the
presence of individuals or vehicles within the area. (Title 10 CFR, Part 73)

_ License: A license issued pursuant to Title 10 CFR.

Licensee: The holder of a license issued pursuant to Titie 10 CFR.
Lock (Locked): Identical to definition in Title 10 CFR Part 73.

Material Access Area (MAA): Any location which contains special nuclear
material, in a vault or bui'ding, the roof, walls, and floor of which each

14351 199
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constitute a physical barrier. (Title 10 CFR Part 73, Section 73)

Munitions: In this document, war material containing explosives capable of heing
diverted for radiological sabotage action

“NRC": The Nuclear Regulatory Commission

Perimeter: Boundary
“Physical Barrier”: Identical to the definition specified in Title 10, CFR, Part 732

“Physical Search”: “Hands-on" methods of verification, including the use of
mechanical devices, instrumentation, assistance by animals, etc

Portal: Entrance
Power Plant Facility: See “Reactor Site”

Protected Area (PA): An area encompassed by physical barriers and to which
access is controlled. Defined by Title 10 CFR, Part 73

Radiological sabotage: Any deliberate act directed against a site in which an
activity licensed pursuant to NRC regulations is conducted, or against a
compenent of such a plant or transport which could directly or indirectly

gndanger the public health and safety by exposure to radiation. (See Title 10 CFR
art 73.2)

Reactor Site: An NRC-licensed installation operating a nuclear reactor

Search' See “Physical Search”

Security Supervision: Persons, not necessarily uniformed or armed, whose
primary duties are supervision and direction of security at the day-to-day
operating level. (Title 10 CFR Part 73)

Shielding: Utilization of material (primarily metals) to impede radioactive
emission and hide the presence of special nuclear material

Site Authorized Personnel: Those employees of the Licensee or other personnel

specifically allowed by the Licensee's security procedures to have access to the
Licensee's site

Special Nuclear Material: Plutonium, uranium 233, uranium enriched in the
isotope 233 or in the isotope 235, and any other material which pursuant to the
provisions of the Atomic Energy Act, NRg determines to be special nuclear
material or any material artifically enriched by any of the foregoing. (Does not
include source material). See Title 10 CFR Part 70

SSNM (Strategic special nuclear material): Uranium-235 (contained in uranium
enriched to 20 percent or more in the U-235 isotope), uranium-233, or plutonium
(See “Formula guantity”)




45.
46,
47.

49

SST (Safe-Secure Transport): Specially designed wheeled vehicle units expressly
used by DOE for over-the-road movement of nuclear material in specific
configurations.

Surveillance: The act of watching, escorting, observing.

Threat (Vehicle): Dangerous activity implemented through the use of a vehicle.
Vault: A windowless enclo-ure constructed with walls, floor, roof and door(s)
that will delay penetratir.; appropriate to the response time of the local law
enforcement authority .nat would respond to safeguards contingencies at the
site. (Title 10 CFR P2 73)

Vault-type Room: A room with one or more doors, all capable of being locked,
protected by an intrusion alarm which creates an alarm upon the entry of a
person anywhere into the room and upon exit from the room or upon movement
of an individual within the room. (Title 10 CFR Part 73)

Vehicle: Passenger automobile, truck, truck/trailer, van, railroad car, motorcycle,
motorized construction equipment, powered material handling equipment.

Vital Area (VA): Any area which contains vital equipment. (Title 10 CFR, Part 73)
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