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2.0 APPROACH

To meet the study's objectives, it was necessary to develop a method by
which each of the safequards requirements could by systematically compared.
In the study, we classified the regulations' contents ind formulated a system
for comparing and organizing the various requirements.

The approach has two steps. The first step createc a taxonomy for the
safeguards regulations; it determines a set of categories and terms that can be
used to classify the regulations' contents. By classifying each requirement as
to whether or not it deals w.th some aspect of each term, insight regarding
content and possible gaj’s in coverage can be gleaned. By grouping the regula-
tions that deal with a common set of terms, insight regarding interactions and
possible conflicts can be afforded.

The second step of the approach is the determination of structure. A
basic assumption of this study is that the regulations can be represented by
many structures. Each of the structures represents a different point-of-view
or concern regarding the interpretation of their requirements. A result of
the approach is a systematic basis for assessing the regulations.

2.1 SYSTEMATIC ASSESSMENT

The various safeguards regulations have different scopes, define different
activities, and specify different functions. These real differences coupled
with varying perceptions of the regulations give rise to potential conflicts
in their interpretation and interrelations. The systematic assessment of the
safeguards regulations is based upon several premises. They are:

1. The safeguards regulatioms are complex, due in part to

their purpose of promulgating requirements on compiex
activities.

2. Complexity makes interpretation of requiremente and
compliance with them difficult and often confusing.

3. Ome key to estimating and examining their complexity is a
structural arrangement of the safeguards regulations.

2-1 f436 ’80



The performance of this study provides benefits beyond mere understanding
of the contents and interrelationships of the safeguards regulations. A more
orderly characterization will help assess the content of the regulations to
determine if they are complete, consistent, or contradictory. It will help
assure that changes or modifications interface with current regulations in an
orderly manner.

In developing the methodology several additional assumptions wera basic
to the process:
4. The safeguarde regulations are a system, e€.g., a complex

witty of many, often diverse, parts serving a common
purpose or plan.

5. The safeguarde regulutione deal with information in the
form of requirements.

The fourth statement establishes the fact that the regulations will be
treated in a systematic fashion. They are not a system in the sense that they
runction in a physical environment, but rather that they serve a p'rpose. The
system which the regulations embody deals with information in the form of
requirements.

6. Assessing a complex system i8 a two-phase process.

The first phase requires that the system be broken down into its consti-
tuents or elements. The second phase is the aggregation of the elements along
common lines. The elements may be grouped in differing ways which reflect
alternative perceptions of their role within the system's structure.

The two phases may be referred to as creating a taxonomy and structuring.
Taxonomy is the idencification and definition of the properties of the system;
i.e., a disaggregation. Taxonomy deals with definitions of intent, identifica-
tion of elements to be included, and the naming of those elements. Structuring
determines and characterizes the relations between elements. It includes the
placing of elements into classes having common properties. The common pro-
perties and interactions are used to infer relations between the elements.

7. Structuring results in alternativ:s ruther than a wiique
characterization.

1436 181



There is an additional aspect to the structuring process--that of relating
the goals or behavior of the system to the interpretation of its structure.
The information the safeguards regulations promulgate may be organized from
a variety of viewpoints. Hence, the process results in alternative structures
rather than a unique characterization. Each representation may be equally
viable.

In summary, the systematic assessment of the safeguards regulations is
founded on a number of assumptions. The assumptions have several common aspects
with the study of systems in general. The key assumntions are:

® The approach congiste of two phases--disaggregation of the basic
elements and collection of the elements as structures.

® The information which the regulations provide have altermative struc-
tural representations dependent upon the perspective of the person(s)
interpreting their meaning.

The remainder of this chapter details the methodology used to assess the
safeqguards regulations. The reader who is interested in the specific findings
of this study may wish to proceed to the third chapter, referring back to this

chapter unly if certain terms or concepts presented there are confusing.

2.2 IDENTIFYING THE PARTS

The first stage of the approach is the development of a taxonomy for the
elements of the safeguards regulations. This involves selecting a set of
categories which can be used to classify the contents of the regulations.
These groupings or categories are referred to as "bases"”. As detailed in
Chapter 3, a set of thirty-three ba-es was selected for grouping the‘elements
of the s feguards regulations.

A base containe a set of similiar elements. For example, a base dealing
with a specific function of the safeguards system would contain elements which
characterize that function. Figure 2.1 depicts the structure of a base.

R 30 2-3 143 182



BASE

ELEMENT ELEMENT

FIGURE 2.1. Elements in Base

For example, assume that access control is one of the functions of a safe-
guards system. As a base, access contru]l may contain a number of elements such
as identification procedures, searches, access registration, authorization
criteria, door locking procedures, personne’ -corts, etc.

Five related concepts can be defined as characterizing different aspects
of the safeguards regulations. A: an informatioral system, the safeguards
regulations implicitly define sa’eguards activity. Each requirement, whether
spelling out performance, spacifying a procedure, or setting a standard,
defines an activity of the :ystem.

Objectives that motivate the creation of o vequirement are a second
organizational concept. The objectives of the regulations are the NRC's
general aims or purposes such as protection of the public. A given regulation
may have several object.ves and specify a number of activities to mecet a given
objective.

Seopes bound the objectives by specifying the range of activities in the
regulations. The activities may be further disaggregated Y function.
Functions are the procedures or actions necessary to carry out safeguards
activities. The three terms are related in that the scope defines bounds on
activities which meet the nbjectives, and functions focus the activities to
specific actions.

Figure 2.2 depicts the relations of the terms cafined in the above dis-
cussion., At the bottom of the hierarchy a set of objects is shown. These
are the devices, physical materials, and the people that cause the functioning
of a safeguards system. As shown, the various objectives, scopes, activities,
functions, and objects are bases for organizing the safeguards regulations.

3SR A 2-4 \&'St )83



Characterize the Goals

\ of the Regulation
Direct the Objective oi the

OBJECTIVES

SCOPE Regulation to an Activity

SAFEGUARDS Specifies the Activity Required

ACTIVITY \ by the Regulation
Focuses Activities as

FUNCTION Specific Actions

OBJECTS / The mﬁct to which the Function

is Directed

FIGURE 2.2. A Hierarchy of Elements for
the Safeguards Regulations

To illustrate the various levels of bases in terms of Figure 2.2, con-
sider the following eimplified example: Assume that the objective of the
safeguards regulations is to protect the public. Then the meeting of this
objective could be measured in terms of effects on civil liberties and safety
or health. These two aspects could be considered as elements related to the
objective of the safeguards regulations. Assume further that the scope of
the objective is oriented to adversary acts; adversary acts being separated
into theft or diversion of material. Figure 2.3 depicts example e]ements(a)
for the levels of the hierarchy given in Figure 2.2. The objective and scope
of the regulations are met, for example, by prevention or deterrence of these
adversary acts by access control and surveillance. Objects of the function
may be alarms or guards.

(a) This eimplified example is used to introduce concepts that are developed
in detail i Chapters 3, 1, and 6.

2-5
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BASES ELEMENTS

PROTECT THE PUBLIC CIVILLIBERTIES | SAFETY AND HEALTH
FROM ADVERSARY ACTS THEFT | DIVERSION

BY ACTIVITIES PREVENTION | DETERRENCE |
SERVED BY FUNCTIONS ACCESS CONTROL | SURVEILLANCE

USING EQUIPMENT AND aARMs GUARDS

PER'S ONNEL

FIGURE 2.3. Example Elements

Use of the Bases. ‘ach regulation ie subjected to review by first identi-
fying the set of bases that apply to it. The identification of bases appro-
priate to a given regulation is depicted in Figure 2.4.

BASE 1

BASE 2 SELECT SET OF BASES
\~APPLICABLE TO THE

/ REGULATION

FIGUREC 2.4. Set of App. cable Bases

BASEN

Once the applicable basee are determined for a given regulation, the regu-
lation'e informational content ie related to the elements contained in each
base. This is determined for each section of the regulations for each applicable
base. The Figure 2.5 depicts the relating of a given base's elements for

a given regulation.

143¢ 85
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ELEMENTS

BASE 1 1
1

BASE 2

BASE 3

SELECT ELEMENTS IN EACH FASE
APPLICABLE TO THE REGULATION

BASE N B

FIGURE 2.5. Set of Applicable Elements

Note that the process is essentially a check-off for the applicable elements
in a given base. A degree of interpretation is necessary to determine the appli-
cability of a given element. Each base has a different set of elements; there
may be from three to thirty elements for a base. The selected bases are dis-
cussed in the next chapter and their elements are defined in Appendix B.

The notion of completeness of the classifyina scheme may be considered in
this context. A complete set of bases should allow classification of all the
aspects of a given regulation. Assuming that the bases either singularly or
in combinations cover all the aspects of the safeguards system, as specified
by the information in the regulation, then a complete set of regulations will
cover all the elements.

To exhibit the concept in more clarity, Figure 2.6 shows a set of marked
elements classifying a regulation. A separate classification is made for each
separate section of the regulations revieved. The resultant set of classifi-
cations may then be compared for a given element in a given base. This singu-
lar comparison process will first serve to identify an element which is not

covered by any of the regulations.
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ELEMENT 1
ELEMENT 2

BASE 1 I

BASE 2 ]

BASE N

FIGURE 2.6. A Classification
of a Regulation
A set of classifications is shown in Figure 2.7. The same element is
considered in each. If that element is not covered in any regulation, then
there may be a gap or incompleteness at the element level. The singular
comparison of an element with the same eleme.it in each classification also
serves to identify multiple cove age of the element by several regulatioms.

SAME ELEMENT
IN EACH CLASSIFICATION

XA

o L_J
(I «
. 2 ¥ CLASSIFICATION
Mt FOR REGULATION N
l )

N\

CLASSIFICATION
FOR REGULATION 1

FIGURE 2.7. A Set of Classifications

This section has provided the basic concepts used in setting up an infor-
mational structure. The informational structure is composed of a set of bases
containing elements. The classification of a given regulation, containing
marked elements that describe the regulation's content, is the tool for
decomposing the regulations into their constituents.
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The determination and selection of the bases and elements for the safe-
guards regulations are discussed in Chapter 2. This is the first phase of
the approach wherein all possible elements are identified and then related to
the system under study. This provides a framework for the systematic assessment.

2.3 STRUCTURING

The bases form the disaggregated building blocks for aggregation into
alternative structures. The completed classifications of the regulations are
eowined, compared, and ordered into structures for the safeguards regulatioms.
In order to create the altermative etructures, an overlaying intent structure
ie developed. An intent structure links the possible organizational perceptions

of the meaning of the regulatione with information contained in the regulations.

This section has two parts. The first des's with the concept of an intent
structure. The second part discusses the metnodology for aggregating the bases
into structures.

Intent Structures

A number of documents that identify the purpose, goals, or objectives of
safequards are reviewed in Appendix A. Here, the view is taken that a struc-
ture for the regulations is dependent upon the intent or purpose of the
regulations and the point-of-view of those people or organizations who must
interpret or comply with their requirements. The different structures given
by the various studies support this view.

Intent structures serve as methodological tcols to help overcome some of
the difficultfes in defining goals and objectives and relating them to struc-
ture.(]) The intent structure is hierarchical in nature. The general hierar-
chical form of an intent structure is shown in Figure 2.8. The structure
shows that objective statements are arranged in levels; a total of n levels

is portrayed ‘. the figure.

143¢ 188
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LEVEL 1 OBJECTIVES

LEVEL 2 OBJECTIVES

[ LEVEL n OBJECTIVES

FIGURE 2.8. General Intent Structure

It is important to point out that the hierarchy presented in Figure 2.2
is an intent structure. At the upper levels of the hierarachy we have the
overall goals of safeguards or the NRC. Below the top level, the objectives
are translated into activities and activities into objects. In an intent
structure these all have objective statements which are in support of higher-

order objectives.
An objective statement is expressed in the following form:
To (Action Wbr@)(Objective)(Qualifying Phrase)
By writing an objective statement for a use in a structure, the hier-

archical relations can be more easily developed. An objective may be below
another in an intent structure for either of two reasons:

1. If Objective A necessarily must be accomplished in order to accomplish
Objective B, A lies below B in the intent structure.

2. 1f accomplishment of Objective C, either separately or in conjunction
with other objectives, represents on alternative way of accomplishing
Objective D, C lies below D in the structure.

Figure 2.3 gave a simple a example showing a set of elements that may
exist at differing levels of a hierarchical structure. This example can be
expressed in the form of a simple intent structure. This intent structure is
exhibited in Figure 2.9. The objective statements at each level could be

given as follows:




Acvion Words Objective Qualifying Phrase

Protect the public by not restricting their
civil liberties or health
and safety.

Provide protection against adversary of theft or diversion.

acts

Prevent or deter adversary acts by controlling access and
surveillance.

Control access (of potential by using alarms and

adversaries) guards.

Perform surveillance of possible acts by guard patrols.

PROTECT THE PUBLIC

|
f macis |
[PROTECT AGAINSEHEFT] | PROTECT AGAINST DIVERS| ON |
| #
—
(CONTROL ACCESS ] [ PROVIDE SURVEILLANCE |
! :

T
USE ALARMS USE GUARDS

rIGURE 2.9. Example Intent Structure

At the highest level, the object for this example is to protect the public.
Protection is to be provided against acts of theft or diversion. As shown in
Figure 2.3, functions which provide protection are access control and surveil-
lance provides protection against both diversion and theft whereas access
control protects only against theft. Here, the objects supporting the functions
are either alarms or guards.

Detailed sets of objectives of the safequards regulations can be found
in the summaries provided in Appendix A; particularly Section A.2.

Creating Structures

The information specified by the safeguards regulations is structured
using an intent structure as discussed above. The alternative structures are
created from the information contained in the classifications of the r:gula-
tioss coupled with an interpretation of the requirements spelled out in “-

)
143 290
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regulations. An overall, general structure is not the objective, but rather,
a set of possible structures based upon alternative ways of perceiving the
reqgulations.

Four major steps are required to develop a hierarchical structure. These
tasks are as follows:

[

Identify a relevant set of elements., In this case the number

of elements in a safeguards system as specified by the regula-
tions is quite large. As a result, a preliminary set of element
groupings, the bases, was developed. To some degree, the group-
ing of the elements within bases imparts a judgment that the ele-
ments are at an equal level in a hierarchical structure. However,
bases need not restrict the structuring process; rather, they
break down the structuring process into manageable pieces.

Claseify the regulations. This involves a careful reading of
the requirements and the identifications of all the appropriate
elements which characterize each requirement. The definition
of appropriate elements and bases is necessarily an iterative
process.

Group the bases for possible structures., Select appropriate

bases which characterize possible ways to organize the regu-

lations. Depending on the point of view there may be alter-

native ways to order the bases to represent structures. The

selection and depiction of alternative structures is given in
Chapter 6.

Create structures. Develop objective statements for the selected
bases which represent possible ways for structuring the regula-
tions. Compare the bases to determine precedence relations and
combine as a structure.

143, 291
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3.0 CLASSIFICATIONS FOx THE SAFEGUARDS REGULATIONS

Thig chopter discussee the thirty-three categories, or bases, that were
selected for classifying the contente of the safeguarde regulations. They were
found by using the various interpretations of the structure of the regula-
tions. Each base contains a number of elements that characterize the contents
of the regulations.

In order to select the bases and identify their elements, a number of
safeguards studies and NRC documents were reviewed, most of which describe safe-
guards structures. Because the purposes of the sources differ, various struc-
tures are presented to support the specific objectives of each.

Appendix A presents the categories used by various sources to organize
the safeguards regulations. Section A.1 surveys how safeguards concerns «re
organized by NRC. A number of safeguards studies also provide organization.
for var..us safeguards concerns; these are discussed in Section A.2.

The bases that were selected and their use are given in this chapter.
The detailed contents of the bases are given in Appendix B. Chapter 4 then
classifies the regulations by relating their contents to the specific bases
that were selected.

3.1 DETERMINING BASES

The organization of a structure for the safeguards regulations has a set
of elements as its fundamental building blocks. These elements are related
to one another by the activity or general safeguards concern that they support.
The groups of related elements are referred to as bases.

A number of possible organizations may be used to structure the safeguards
regulations; these are detailed in Chap ar 6 of this report. Here the struc-
tural concepts introduced in Chapter 2 are used to determine the set of bases.

The various organizations of safeguards concerns deal with specific goals
or objectives. Each is oriented to a specific purpose and is presented in a
manner that reflects a given point of view. A structure for the regulations
should have the following characteristics:

§oC Ty 4 1431.293



Meeting general NRC objectives, e.q., nroviding the general
public insulation from possibie burdens in terms of civil
liberties, institutional, economic, environmental, health,
or safety impacts.

Directing the gemeral objectivce by specific intents to the
gcope of safeguards activities, e.q9., safeguards are directed
at achieving a level of protection against acts such as the
unauthorized possession or use of nuclear materials or
destruction of farilities dealing with nuclear material.

Speeifying saf.guarde activity, e.g., defining measures which
are designed to achieve some level of protection by deterring,
detecting, p-eventing, defending, etc., against possible acts.

Identifying the functions which focus the safeguards measures

as epecific actions, e.9., to detect possible acts, material must
be accounted for; to deter, the public must be aware of the
measures which serve as penalties for possible acts, etc.

Defining the objects to which the functions are directed, e.g.,
the specific facilities, operations, materials, equipment, etc.,
towards which a function is directed or which are necessary to
carry out the function.

The various categories which serve to organize the regulation's contents
appear at any level in the above hierarchy. However, at the top level there
is a general consensus on the overall objective. On the other hand, the objects
have a multitude of possible groupings. Possible bases for each of the levels
of the above hierarchy are listed below:
1. Bases related to the genera' safeguards objective. Although it
can be stated in different ways, the objective of safeguards deals

with the relation of the public to the impact of safequards activ-
ity. The objectives may be grouped as:

A. Safety and health.
B. Nitional security.

Other indirect objectives may include:

e National interest, national energy goals, and international
cooperation.
| e Environmental protection, conservation, property rights, and
land use.
e Monetary and financial control, economic impact.

e Law enforcement.
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Bases related to the scope of safeguards activities. Tre scope
specifies the range of activities necessary to meet t!ie safequards
objectives. Categories include:

A. Safeguards strategy--usually material control and accounting
or physical protection. Also may identify material protection
as separate from protection of facilities or operations.

B. Type of adversary acts, which may include covert or overt
theft of material, sabotage, or hoaxes.

C. Performance required of the safeguards system in meeting
the objective.

D. Items of concern that separate the scope of direction between
facilities or operations and concern with nuclear material.

Bases specifying safeguards measures or activities. These charac-
terize the general kinds of actions or activities within the scope
of consideration. They are:

A. Safeguards intent--the expression of the kind of actions
considered. Includes such actions as: prevention, deter-
rence, detection, control, protection, consequence reduction,
etc.

B. Nature of the activity--whether the measures deal with proce-
dures or with specifications. Procedures may be further
separated into 1) administrative, 2) scientific and technical,
or 3) analytical or evaluative.

C. Regulatory activity such as: 1licensing, inspection, enforce-
ment, or research.

Bases specifying safeguards functions. This level focuses
the scope and activities to specific objects. Categories include:

Access control.
Surveillarnce.
Investigation.
Response.

Planning and design.
Records and reports.
Deterrence.
Assurance.

Security organization.
Accounting.
Communications.

KU ITOMMOOD

Bases defining objects of the safeguards system. A general
separation can be made between objects which are necessary for the
function of the system and objects which further qualify the
function's purpose.

Objects that serve a function are:
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Security areas.

Intrusion and detection devices.
Alarm and communication systams.
Protective equipment.

oOm>

Objects which delimit the function are:

E. Material types.

F. Facility types.

G. Mode of transport.

H. Adversary characteristics.

Material may be further quantified by its:

I. Measures.
J. Elemental forms.

Specific functions of the safeguards system may be further deline-
ated by specifying a:

L. Designated responsible party.
M. Location in the system.
N. Time phase of the facility or operation.

A11 of the sources reviewed in Appendix A for the purpose of organizing
the structure of the safeguards regulations deal with some of the aspects of
each set of possible bases above. The hierarchy is presented to help clarify
the possible ways of depicting or conceptualizing structures. All the struc-
tures presented contain various subsets of functions and objects, at the lower
level of the above hierarchy. Recall Figure 2.2 which depicted the same
hierarchy for the purpose of presenting the methodoiogy.

3.2 THE BASES

Bases were selected from the categories given above. The bases primarily
relate to the activities, functions, and objects of the safeguards regulations.
Within each base selected is a set of elements. The elements are terms which
characterize the attributes, specific subfunctions, or objects that are related
to the given ba.

Categories . ing with the objectives of safeguards were not selected
as bases. The bases were selected on their putential for being included in
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one or more of the alternative structures for the safeguards regulations.
They were also selected for their applicability in reviewing the content of
the regulations.

Appendix B defines each of the elements in the context of the set of
bases. This section briefly discusses each base and summarizes the selection
of the elements contained in each base. The order of their presentation is
arbitrary and does not follow the hierarchical presentation of the above sub-
section. For the purpose of reviewing the content cf the regulations, anu for
structuring, the bases are treated individually. The bases are:

Base 1 - Regulatory Requirement. There is som~ issue about how to
define reguiations in terms of performance, allowing the licensee to propose
systems which meet the requirements or defining specificaticn. This base is
used to categorize regulations with regard to the form and detail of their
requirement. It contains three elements to determine if a given regulation

is a:
A. Goal Requirement, giving the primary purpose or objective to be
achieved; or
B. Performance Requirement, giving the output and level of performance
required; or
C. Procedural Requirement, specifying procedures or equipment
necessary to meet requirements.

Base 2 - Regulatory Activity. Those activities conducted by the NRC
to meet the requirements of their charter. They include such activities

as rulemaking, ‘censing, inspection, enforcement, research, standards,
etc. Each regulation deals with scme aspect of regulatory activity. How-
ever, the majority deal with licensing. There are ten elements in this
base used to characterize the various regulatory activities. They are
given on pages B-7 and B-8 of Appendix B.

Base 3 - Designated Party. The identified individuals or groups who
must comply with regulations or are legally responsible for noncompliance.

The majority of regulations refer oniy to "persons" which may be individuals

or organizatiogs. This base expands the term into thirteen elements
g
.

3-5

1430 297



exemplifying different persons or groups. The most common element is the
licensee, but the regulation may also refer to their employees, contractors,
government agencies, ztc. The NRC is also a possible designated party
having responsibility in the compliance of certain regulations. Definitions
of each element are given on pages B-10 through B-12.

Base 4 - Safeguards Intents. This base characterizes the general kinds

of actions or activities within the scope of the regulation considered. Each
element is expressed as an action statement in the form of a verb phrase. In
many statements of objectives for safeguards systems, elements of this base

are given as aims or purposes of the safeguard function being considered. This
base also serves to define each of its elements in a manner that avoids

overlap and the possible confusion that occurs with different interpretations
of the various terms. The terms included in this base are:

Prevention.

Deterrence.

Containment.

Control.

Detection.

Apprehension and recoverv.
Consequence reduction.
Protection.

Defense.

Assurance.

L= TOMMOOmP

The actions of deterrence, assurance, and consequence reduction alsc serve

as possible functions which are treated as separate bases. Bases 19, 20, and
33 deal respectively with the activities related to deterrence, assurance,
and conscguence reduction.

Base 5 - Facility Type. The safeguards regulations define a facility
to be a reactor, a critical facility, a conversion plant, a fabrication

plant, a reprocessing plant, an isotope separation plant, or a nuclear
material storage location, containing or to contain nuclear material.
Several alternative definitions which appear in the regulations are also
included as elements in this base.

Base 6 - Fixed Site Operation. Within a given facility there are a

number of production activities and physical processes that take place.
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These are, to a degree, related to the nuclear fuel cycle. At various steps
of the cycle, specific safeguarding activities may be required. The elements
of this bLase are defined on pages B-22 to B-25.

Base 7 - Transit. This base has the various modes of transportation as
elements. Also included are transfers, stops, and whether a shipment is an
import or export. Regulations regarding transit operations are generally
specified along the various modes or activities in this base.

Base 8 - Time Phase of Facility. The regulatory process is often related
to the temporal aspects of a facility. The elements of this base span the
time horizon of a facility from planning to operation to decommissioning. Also
included are the abnormal operational modes whereby certain active safeguards
mechanisms may be required. Pages B-21 to B-31 give the thirteen elements of
this base.

Base 9 - Material Type Classification. Nuclear materials are often given
names or classification based upon their use or value to potential adversaries.
They are also sometimes classified relative to a specific production process.
Although special nuclear material is the primary concern of the regulations,

a number of other classifications also appear. The principal classifications
making up the elements of this base are:

Special nuclear material.

Source material.

Strategic special nuclear material.
By-product material.

Waste and/or scrap.

Fissile material.

MTMMOOm >

The use of the material type classifications is common in the regulations but
not consistent. For example, fissile material is essentially special nuclear
material. Eight other classifications are also given the base.

Base 10 - Elemental or Isotopic Forms. The material type classifications
are based on mixtures of, or specific, nuclear materials. This base simply
lists a number of isotopic “orms of the various elements which are often con-

sidered to be nuclear materials.

Ui ped
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Base 11 - Material Measures. In addition to being classified by their
constituents or use, nuclear materials are classified by various measures.
The principal characterizations are:

A. Weight.
B. Radioactivity.
C. Percent enrichment.

Other classifications that are based on measures of material quantities or
special forms are:

Fissile classification.
Effective kilograms.
Special form.

Critical quantity.
Signifizant amount.

ToOoOMmMMmMo

These elements are defined in Base 11 on pages B-39 to B-44.

Base 12 - Safequards Performance Criteria. The terms defined in this
base relate to performance of safeguards systems. The base does not include

actual measures which are used to evaluate system effectiveness, but rather,
terms which are used to describe effectiveness. This base is used in classi-
“ving regulations that have performance as an objective. Several of the ele-
ments of this base also correspond to the safeguards intents (Base 4) but are
identified here as part of performance. Pages B-46 to B-48 list the nineteen
elements contained in this base.

Bases 13 through 23 contain a set of functions of safeguards systems.
These were identified in the hierarchy given in the previous subsection.

Base 13 - Access Control. The first function, access control, is the
monitoring and enabling of authorized movement of personnel, vehicles, and
packages entering and exiting se-urity areas. The base contains twenty-nine
elements related to the function. General concerns of access control are
authorization, personnel and package access, and procedures to grant access.

Access to material during transport is also considered herein. In reviewing
the elements listed on pages B-50 through B-52, note that the elements are

somewhat interrelated although treated as equals. For example, the entry of
personnel would require access authorization, identification, badge display,
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confirmation and associated procedures required to allow access. A subset
of the elements of this base would all be associated with the process of
gaining access. The interaction of the various elements would define a
structural relation.

dase 14 - Surveillance. Surveillance is the direct or indirect observa-
tion of individuals and/or materials to detect activities potentially involv-
ing access to nuclear material for diversion. By its definition, surveillance
is supportive of the safeguards intent of detection. The various activities
or suofunctions of surveillance are listed as elements within this base.
Included are temporal factors, monitoring, the role of guards or other person-

nel, and procedures. As with the other bases which describe safeguards func-
tions, the elements, although interrelated, are all listed at an equal level.

Base 15 - Investigation. Investigation is the systematic inquiry,
examination, identification and assessment of activities, or circumstances

to prevent, avoid, or alert of potential compromise of a safeguards system.
Investigation can be characterized as two general activities. The first
part of investigation occurs a priori and continuously serves the safeguards
intent of prevention. Investigation also takes place as the result of
specific events. The base lists a number of kinds of events which require
investigation as well as the continuous information required to prevent
possible events. Once an event is identified, part of the purpose is to
assess tor possible response. Assessment for response is part _f the next
base. Pages B-57 and B-58 define the elements associated with investigation.

Base 16 - Response. Once the investigation has identified or character-

ized an event, the response function may be initiated. Response may only
require that the identified event be assessed, determining that no actual
response is required. Response is a reaction taken to interrupt or delay
an adversary's action sequence, to recover lost material, and to reduce
potential consequences of an adversary's end event. The specific set of
adversary action sequences are given as Base 32. Response entails assess-
ment of events, procedures and tactics, and actual actions taken. These
elements are given on pages B-60 and B-61.

ok 1432 301

- b€



Base 17 - Planning/Design. The conduct of safeguards functions and
the design of safeguards systems all require planning. Planning is the

a priori activities which provide assurance of safeguards systews performance
in all phases of operation and conformance with applicable regulatory
requirements. A portion of the planning process involves design. The

design process is often based on performance requirements which are called
design bases. The elements of the base are the design bases and procedures
which require a priori planning of the operation of a safeguards system. The
twenty-three planning elements are defined on pages B-63 through B-65.

Base 18 - Records and Reports. All the safegyuards functions and
operations require documentation. The principal forms of documentation deal
with material status and specific incidents. Other records may be kept regard-
ing communication, personnel, and tests and inspections. The elements of this

base are primarily related to the various safeguards system functions which
they serve to document.

Base 19 - Deterrence. Deterrence is a safeguards system function which

discourages or causes potential adversaries to refrain from or voluntarily

halt a sequence designed to obtain or misuse nuclear material. It is a passive
function, unlike response which functions actively. Possible deterrents
include legal sanctions, signs, warnings, control of information and other
measures which can be taken to discourage material misuse. Pages B-70 and B-71
list the fourteen elements defined for this base.

Base 20 - Assurance. The assurance function is served by measures to
satisfy the pubiic and NRC that safeguards are in place and can provide pro-
tection against attempted acts that would increase the risk to the public's
health, injury, or property damage. Methods of providing assurance include,
tests, drills, maintenance, inspections, and quality assurance programs. The
fifteen elements associated with the assurance base are given on pages B-73
and B-74.

Base 21 - Communications. Another separable safegua-ds function is the
transmission of information other than by records or repo‘ts. Communication
may be voice or coded signals over communication devices. The -equirements
for communication under both normal circumstances and during events form

3 S 51
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the elements of this base. Communication can occur within a facility, to
locations outside a facility, or during transport of material. Elements
include scheduling, procedures, locations, maintenance, and other related
factors.

Base 22 - Security Organization. The function of a safeguards system
requires an organization of the people, equipment, and functions in an organi-
zation. The management of the organization, responsibilities, training, etc.,
form the elements of the security organization. Fourteen elements are defined
on pages B-79 and B-80 of the index given in Appendix B.

Base 23 - Accounting. A primary technique or strategy used for safe-
guards is material accounting. Accounting serves the safeguards intent of
exercising control or protection by making certain or verifying that material
juantities are measured, enumerated, or recorded. The activities of material
accounting are usually performed in the context of a material accounting Sys-
tem. The material accounting system is that part of the safeguards system
emcompassing the procedures and systems to 1) perform nuclear material measu e-
ments, 2) maintain records, 3) provide reports, and 4) analyze data to account
for nuclear material. There are a number of specific terms and activities
associated with nuclear material accounting. Base 23 lists twenty-five ele-
ments which are associated with the various activities of material accounting.
The elements are defined on pages B-82 to B-87.

Bases 24 to 28 include safeguards system objects which serve the various
safeguards functions. The groupings are somewhat arbitary in that some of
the objects in a given base may serve different functions or purposes. The
general categories are: Base 24 - Intrusion and Detection Devices, Base 25 -
Alarm and Communication Systems, Base 26 - Security Areas and Base 27 - Armament
and Protective Equipment. Other possible equipment, or devices, are included
in Base 28.

Base 24 - Intrusion and Detection Devices. Intrusion and detection
devices function in conjunction with alarm and communication systems. The
devices - objects included in this base provide support for the detection
functions. They include various types of detection, testing, and monitoring

equipment.
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Base 25 - Alarm and Communication Systems. Upon detection, alarms pro-

vide automatic annunciation of the occurrence of events whereas communication
sy-tems are used to announce events by personnel. Communication systems may

be viewed as being used after the investigation of an occurrence. The specific
types of alarms and communication devices are the elements of this base. They
are defined on pages B-92 and B-93.

Base 26 - Security Areas. An area is an enclosed physical space
designed for some purpose. It may be designated by barriers and be subject
to access controls. This base lists the types of barriers and designations

of security areas ranging from perimeters to packages. Specific requirements
contained in the regulations deal with the designaticn of security areas and
the types of devices they use to define their realm of control. Included
among the twenty-nine elements of this base are portals, vaults, area designa-
tions, and equipment specifications.

Base 27 - Armament, Protective Equipment. This base includes equip-

ment or devices which are used by safeguards personnel for the purpose of
physical protection. Included are armament, specifications, and protective
equipment. The elements are given on page b-100 of Appendix B.

Base 28 - Other Safequards Equipment. This base includes locks, keys,
vehicles, etc., which are used by safeguards personnel or are the object of

safeguards functions. This base is essentially a "catch-all" for items of
equipment not identified as part of the above four bases.

Base 29 - Location in Safeguards System. This base is used to identify
the location of either material or persons physically within the safeguards

system. For adversaries, their location may require a specific type of
response. For material, location may make it more vulnerable and have differ-
ent controls or protective requirements. The security areas defined in

Base 26 are also directly dependent on their location, with respect to access
to material. The elements of this base are arranged in a hierarchy from off-
site or in transit to the point of physical access to material.

Bases 30, 31 and 32 deal with the adversary, and are oriented to the
scope of safeguards activity dealing with the type of adversary acts.
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Base 30 - Adversary Characteristics. This base lists attributes or charac-
teristics of possible adversaries. The elements include a) number of personnel,
b) degree of access, c) intelligence, d) armament, e) knowledge and expertise,
f) dedication, g) organization, h) resourcefulness, i) ba~king, and j) the
existence of insiders. Performance-based regulations are ¢ften oriented to
specific descriptions of potential adver.aries. Adversary characteristics are
defined on page B-107.

Base 31 - Type of Adversary Action. This base lists the possible
adversary acts generally considered as threats to the safeguards system.
Included are covert and overt theft, diversion, sabotage, and hoaxes.

Base 32 - Stage of Adversary Action Sequence. The adversary activities
can be arranged in chronological sequence. Specific safeguards functions may
relate to one or another of the possible stages of the sequence. Ten steps
of adversary actions are given in this base; they range from recruiting perpe-
trators to fulfulling of intent (which may include the planned use of the
material). Page B-111 of Appendix B lists the adversary action sequence ele-

ments.

Base 33 - Consequence Reduction. Consequerce reduction includes mecha-
nisms or actions which reduce the losses to society which may be caused by the
perpetration of an adversary act. The mitigation of effects is an additional
function of the safeguards system which deals with methods to reduce possible
societal risks. Nine elements are defined on pages B-113 and B-114 of Appen-
dix B.

The Elements. Appendix B lists over 450 different elements in the thirty-
three different bases. The bases and their elements are used in the fourth
chapter to classify the regulations by relating their contents to the elements
of each of the bases. In the sixth chapter, the bases are again used for the

development of alternative structures.

It ig important to note that the selection of the elements and the
aseociated bases is an iterative procese. The set of categories selected as
bases are partially dependent upon their use in classifying the regulations'
contents and in exhibiting alternative structures. Paradoxically, the
structures depend on the bases and elements which torm their interrelated
o S 1438 505
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parts. The categories and elements discussed in this chapter and in more
detail in Appendix B are the result of several iterations of the structur-
ing process.

3.3 CLASSIFYING THE REGULATIONS

In Chapter 2 the notion of a set of bases containing elements related to
safeguards concerns was introduced. The set of bases can be grouped together in
a matrix which is used for classifying the content of a regulation. Figure 3.1
depicts the matrix used to classify the reculations. Each row corresponds to
one of the bases introduced in Section 3.2. The columns, labeled A, B, C,
etc., correspond to elements of the bases.

BASES ELEMENTS
ABCDEFGH!| JKLMNOPQRSTUVWXY Zasbbcc

REGULATORY REQUIREMENT
REGULATORY ACTIVITY

DESIGNATED RESPONSIBLE PARTY
SAFEGUARDS INTENTS

FACILITY TYPE

OPERATION - FIXED SITE

OPERATION  TRANSIT

TIME PHASE OF FACILITY

MATERIAL TYPE CLASSIFICATION
ELEMENTAL FORMS

MATERIAL MEASURES

SAFEGUARDS PERFORMANCE CRITERIA
ACCESS CONTROL

SURVEILLANCE

INVESTIGATION

RESPONSE TO SECURITY CONTINGENCIES |
17 PLANNIAG - DESIGN [
18 RECORDS AND REPOR S

19 DETERRENCE

20 ASSURANCE

21 COMMUNICATIONS

22 SECURITY ORGANIZATION

23 ACCOUNTING

24 INTRUSION AND DETECTION DEVICES
25 ALARM AND COMMUNICATION SYSTEM
26 SECURIT AREAS

27 ARMAMENT PROTECTION EQUIPMENT
28 OTHER SAFEGUARDS EQUIPMENT

29 LOCATION IN SAFEGUARDS §\ <774

30 ADVERSARY CHARACTE- 2.iCS

31 ADVERSARY ACTION MODE

32 STAGE OF ADVERSARY ACTION

33 CONSEQUENCE REDUCTION I T3

-
COBLNONS W -

-
-

- - -
crswN

FIGURE 3.1. The Matrix of Bases axd Elements

Notice in Figure 3.1 that the length of each row is different. For
example, row 4, corresponding to the base Safeguards Intents, contains ten
elements labeled A through J. Each element in the matrix corresponds to one
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element in a given base. To illustrate, the fourth element in the fourth base
corresponds to control: that is, to exercise direction over use and location
of SNM. The complete list of elements is given in the Safeguards Index
(Appendix B).

Each of the numbered sections of the regulations was reviewed for content
using the tableau shown in Figure 3.1. If a given section dealt in some way
with the aspects or the attributes of a given element then that element was
marked as covered by that requirement.

Two major factors must be cunsidered before using this approach to classify
the regulations. First, wnere a section does not explicitly refer to a given
element, reference to a given element may be implied. The determination of
coverage, in this instance, requires a subjective decision. Second, this
approach only indicates the content of a regulation. The resulting classifica-
tions must than be carefully reviewed where gaps or overlapping coverage are

indicated.

Figure 3.2 shows the classification for Section 73.30, Phvsical Protection
of Nuclear Materials in Transit: General Requirements. The elements filled

ABCDEFGH ! JKLMNOPQRSTUVWXY Zaabbcc

REGULATORY REQUIREMENT
REGULATORY acTiviTy
DESIGNATED RESPONSIBLE PARTY
SAFEGUARDS INTENTS

FACILITY TYPE

OPERATION FIXED SITE
OPERATION TRANSIT

TIME PHASE OF FACILITY
MATERIAL TYPE CLASSIFICAT.ON
10 ELEMENTA( FORMS

11 MATERIAL MEASURES

CBNOPL LN -

12 SAFEGUARDS PERFORMANCE CRITERIA
13 ACCESS CONTROL

14 SURVEILLANCE

15 INVESTIGATION

16 RESPONSE TO S CURITY CONTINGENCIES |
17 PLANNING DESIGN

18 RECORDS AND REPORTS

19 DETERRENCE

20 ASSURANCE

21 COMMUNICATIONS

22 SECURITY ORGANIZATION

23 ACCOUNING

24 INTRUSION AND DETECTION DEVICES
25 ALARM AND COMMUNICATION SYSTEM
26 SECURITY AREAS

27 ARMAMENT PROTECTION EQUIPMENT
28 OTHER SAFEGUARDS EQU.PMENT

29 LCCATION IN SAFEGUARDS SYSTEM
30 ADVERSARY CHARACTERISTICS

31 ADVERSARY ACTION MODE

32 STAGE OF ADVERSARY ACTION

33 CONSEQUENCE REDUCTION o i

e T SN S U G I S S S W .

FIGURE 3.2. Example List Structure for 73.30, 10 CFR
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in black indicate that the regulation deals with that specific element. lotice
that some elements are marked along the diagonal of the cell rather than com-
pletely covered. This indicates a subjective judgment concerning coverage.
Elements which are ciearly covered but not explicitly identified are also
marked in this manner.

Section 73.30 deals with the gen2ral requirements for physical protection
during transit. Table 3.1 reproduces the content of this section for reference.
In reviewing the content, the sectior vas queried with respect to each base.

The general content of Section 73.30 specifies the minimum material
quantities that require physical protection during shipment. In Figure 3.2,
Element B in the first base is marked, indicating that the regulation gives
a performance requirement. The general area of regulatory activity that
Section 73.30 deals with is licensing. Paragraphs (e) and (f) in Table 3.1
indicated the licensing activity.

The third base, Oesignated Party, has the following elements checked in
the list structure: A - Licensees; F - Employees of the Licensee, e.g., guards
as indicated in paragraph (d); u - Carriers, from paragraph (a); and I -
Nuclear Regulatory commission as mentioned in paragraph (f). Each of thesc
parties interacts with Section 73.30 or is subject to its requirements.

Establishirg Safeguards Intents (Bace 4) often requires a subiective
judgment in the review of a given regulation. For this example, the protec-
tion activity is specified by the Section's title. Figure 3.2, the elements
[ - Defense, and J - Assurance, are also marked as intents of this regulation
Base 4, the protection element is separate from the defense element, to dis-
tinguish between the act of guarding and the capability to respond or defend.
Most of the regulations serve to provide assurance.

Bases 5 and 6 are blank because Section 73.30 does not deal with facilities
or operations at fixed sites. All the elements of Base 7, Transport, are
marked in Figure 3.2. Although transit implies all the operations and various
modes listed as elements in the base, only road, rail and sea are explicitly
mentioned in paragraph (c). The other elements in the base are marked to
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TABLE 3.1. Facsimile of Section 73.30, 10 CFR

Puysical. PROTECTION OF SPECIAL
NucrLeAR MATERIAL IN TRANSIT

£ 7330 General requirements.

‘a’ Except as specifid in £ 73.36(a)
or as otherwise authorized pursuant to
17330, each licensee who transports
or who delivers to a carrier for transport
eithar uranium-235 ‘contained in ura-
nium enriched to 20 percent or more in
the U-235 isotope), uranium-233, or plu-
tonium, or any combination of these
materials, which is 5000 grams or more
com:uted by the formula. grams-—
‘grams contained U-235) +25 (grams
U-233 +.grams plutonium), shall make
arrangements to assure that such special
nuclear material will, if a common or
contract carrier is used. be transported
under the established procedures of a
carrier which provides a system for the
physical protection of valuable material
in transit and requires an exchange of
hand-to-hand receipts at origin and
destination and at all points enroute
where there is a transfer of custody.

‘b) Transit times of shipments other
than those specified in § 73.1/b»3) shall
be minimized and routes shall be se-
lected to avoid areas of natural disaster
or civil disorders. Such shipments shall
be preplanned to assure that deliveries
occur at a time when the receiver at the
final delivery point is present to accent
receipt of shipment.

o

(¢) Special nuclear material shall be
shipped in -ontainers which are sealed
by tamper indicating tvpe seals. The
container shall also be locked if it is not
in another container or vehicle which is
'ocked. If inspection of the container or
vehicle is not required by State or local
authorities before final destination. the
outermost container or vehicle shall also
be sealed by tamper indicating type
seals. No container weighing 500 pounds
or less shall be shipped in open trucks,
railroad flat care or box cars and ships.
This paragraph does not apply to ship-
ments of quantities specified in § 73.1(b)
(3).

‘d) When guards are used pursuant
to §873.31¢ ) (1), 73.31(¢)(2), 73.33 and
7335, the licensee shall not permit an
individual to act as a guard unless there
is documentation that the individual
has been qualified by demonstrating an
understanding of his duties and respon-
sibilities. The licensee or his agent shall
have documentation that guards have
been requalified annually.

‘(e' By January 7, 1974, each licensee
shall submit a plan outlining the proce-
dures that will be used to meet the re-
quirements of £§ 73.30 through 73.36 and
73.70(g) includine a vlan for the selec-
tion, qualificati 1, ana ty.’ ing of armed
escorts, or the spe. .ficatior. and design
of a specially designed truck or trailer
as appropriate. This plan shall be fol-
lowed by the licensee after March 6,
1974.

(f) A licensze or applicant for a li-
cense may ap /iy to the Commission for
approval of proposed procedures for
transport of ‘pecial nuclear material in
a iaanner no. otherwise authorized by
the regulatior s of this part. Such appli-
cation shall include a desc-iption and
quantity of t e special nuclear material
involved, the origin and dest 1ation, the
carriers to b: used, the expecizd time in
transit, the number of trans’ °r points,
the commur cations to be used, the ve-
hicle visual ' ientification, and the cargo
security and surveillance measures to be
used.

(g) Para raphs (b), (¢), (d), and )
of this sec !on are effective March 6,
1974.
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denote implied coverage. Regulations 73.31 through 73.36 all support the
general requirements of this section. Hence, all aspects of transit are
implicitly covered in this section.

Base 8, Time Phase of Facility, deals with fixed sites and is not covered
by Section 73.30.

Bases 9, 10 and 11 all deal with material. In Section 73.30 the material
of concern is SNM, denoted by element A in Base 9. Special Nuclear Material
can contain plutonium or enriched uranium isotopes listed as elements A through
i .n Base 10. Material gquantities are specified by weight (element A, Base 1)
and by formula quantity of 5000 grams (element G, Base 1n).

Base 12 has possible performance criteria as elements. For Section 73.30,
“hree elements are checkes as shown in Figure 3.2: A - Protection, I -
Timeliness, and P - Material Attractiveness. Protection and timeliness are
specifically mentioned in the context of the regulation. Material attractive-
ness is a property of the amount and kind of material requiring protection.

Although Access Control (Base 13) and Surveillance (Base 14) are bases
which should be related to material protection in transit, Section 73.30
makes no mention of any of these activities. No elements of either of these
bases are marked in Figure 3.2. The elements of these bases are covered to a
degree by Sections 73.31 through 73.36.

Paragraph (b) of Section 73.30 indicates the selection of routes to avoid
a» is of natural disasters or civil disturbances. Elements H and J require
investigation to deternine location and magnitude of events which might
jeoparidze the shipment of material. The two respective elements are marked
in Base 15, Investigation.

Section 72.30 does not indicate any response functions beyond the exis-
tence of a plan for physical protection (paragraph (e)). This is included as
part of Base 17, Planning and Design, and no response activities are marked
as covered in Base 16. The design for a physical protection system; planning
for handling; storage and shipping; locked, secured containers; schedules;
and shipping plans are all mentioned in the regulation. Each of the respective
elements of Base 17 dealing with these considerations are marked in Figure 3.2.

PU S b
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The only records mentioned as part of the requirements of Section 73.30
dea! with shipping records and receipts, ih paragraph (a). This is element £ -
Shipping Records, 1isted under Base 18 - Records and Reports.

Section 73.30 does not explicitly deal with the deterrance function as
defined in Base 19. However, implicit in the content of the regulations are
vehicle markings and the rest-icti~n of information regarding shipping plans.
These two elements are marked in Pase 19, in Figure 3.2, to flag the ccnsidera-
tion of these deterrence activities.

Base 4, Safeguards Intents, subjectively considered one of the intents of
Section 73.30 as being assurance. Base 20, Assurance, lists as elements a
number of possible assurance activities. Paragraph (d) of Section 73.30
mentions guard qualifications (element I, Base 20). Paragraph (c) indicates
plans to avoid natural disasters or civil disturbances. Elements M - Contingency
Plans and N - Avoidance of Population Centers, of Base 20, are marked in
Figure 3.2 as the assurance functions Section 73.30 may provide.

Section 73.30 does rnot consider communications or material accountinc as
defined in Bases 21 and 23, respectively. The gualification, training and
duties of guards are mentioned in paragraph (d). These elements are parts of
Base 22, Security Organization.

Bases 24 through 28 deal with the devices which may be required by the
safeguards regulations. Section 73.30 mentions seals (element K, base 24),
and containers or containment (elements V and W, Base 26). Note in Figure 3.2
that element P of Base 26, dealing with packaging, is also marked. Paragraph (c)
of Section /3.30 can be considered to be concerned with some aspect of packag-
ing. Other safeguards equipment mentioned includes locks (element A, Base 28)
and Special Transport Vehicles (element E, Base 28). These items are marked
in the example list structure given in Figure 3.2.

The final base marked in this example is Base 29, Location in the Safe-
guards System. Section 73.30 deals with transit operations which occur off-
site between faciiities. The appropriate elements are marked as part of the

base in Fiju;% <
A it
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Each of the regulations has been s.milarly reviewed and classified.
Because there is some degree of subjectiveness in determining coverage and
because of their obvious detail, the classifications are not presented in this
report. The results of the review and tne major considerations are given in
the following chapter.

[t is important to note that the methodology used to classify and
characterize the content of the regulations requires some subjectivity in its
use. The displays presented in the next chapter are by no means absolute. A
number of elements within the set of bases were difficult to define and may
require some modifications. Similarly, to truly determine the content of the
regulations, careful reading and knowledge of their application are required.

\&36 5\1
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4.0 CONTENT OF THE REGULATIONS

This chapter addresses the content of the safeguards regulations; it
discusses their completeness by classifying each with respect to its coverage.
The methodology develcped in Chapter 2 is used for this purpose. Each
regulation contained in Parts 70 and 73 of 10 CFR is reviewed and classified
using the bases developed in Chapter 3 and listed in Appendix B.

The sections provide a base-by-base review of the regulations' contents.
In Section 4.1, three bases dealing with regulatory requirements are considered.
Sections 4.2 and 4.3 review the regulations from the viewpoint of iwo bases,
Regulatory Activity and Designated Party, respectively. Four bases dealing
with operations and facilities (Bases 5-8 in Appendix B) are used for classifi-
cation in Section 4.4. Section 4.5 discusses the important classification by
material types and measures as used in the regulations. Twelve bases (Bases
13-23 and 33 in Appendix B) that car be viewed as characterizing various safe-
guards functions are reviewed in the Section 4.6. The remaining sections deal
with physical objects or locations in safeguards systems and adversaries. These
discussions are given in Section 4.7 (Bases 24-29) and Section 4.8 (Bases
30-32).

4.1 REGULATORY REQUIREMENTS

The classification of the regulations in terms of their scope is a sub-
ject of some issue. A current line of thought identifies "performance-based"
regulations as oppc.ed to regulations which give specifications or define
procedures.

Base 1 defines  hierarchy of three levels for the requirements: goal,
performance, and prucedural. As defined in Appendiv B, a goal requirement
gives the primary purpose or objective. A performance requirement gives an
output and level of achievement required but does not describe the procedures
except in a general way. Procedural requirements give the action or procedure,
or perhaps specify hardware.
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The use of Base 1, Regulatory Requirement, proved difficult primarily due
to semantics and the alternative interpretations the regulations afford. If
the regulation allows the licensee to proprsie decisions regarding performance
and procedures, then it should be a goal requirement. If a requirement is
performance oriented, then it should also implicitly address a goal. Likewise,
both pe: “ormance and goals should be imbedded in procedural requirements. The
majority of the regulations may be classified as either performance or procedural
requirements; however, it is difficult to determine a measure of performance
or to define a goal beyond general terms such as "to protect” or "to control”.

In order to assume "completeness" in terms of a legal requirement it is
necessary that the ra2quirement specify the intent and a means of measuring
adeauacy. The measure of adequacy need not be quantitative in specifying a
level of performance, but rather, it may be fulfilled by interpretation of
the true intent of the requirement.

Two additional bases were defined to help characterize the requirements of
the regulations. They are:

e Base 4 - Safeguards Intents (specify the aims or purpose of
the regulation)

e Base 12 - Safeguards Performance Criteria (characterize a level of
desired performance)
These three bases may be linked together in a hierarchical fashion to chara-
cterize the regulatory requirements. This relation is depicted in Figure 4.1.

The review of the regulations along the three bases indicated scme
disparity in the degree of generality among the requlations. This arises
because the requirement can address different aspects of the licensees' total
safequards effort. A requirement that addresses the entire safequards
effort is on the highest level of generality and is usually goal oriented.

A requirement addressing some small portion is usually procedural. This
problem is compounded by subparagraphs within a given section whose require-
ments may address different levels of generality.

¢ e
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Base 1-Regulatory Requirement
specifies the level of generalitv 4
Base 4-Safequards Intent =
specifies its aim or purpose

I

Base 12-Performance Criteria
specify possible measures of
performance

FIGURE 4.1. Bases Used to Characterize
Regulatory Requirements

Figure 4.2 depicts the set of regulations that were considered to be goal
oriented and seeks to identify the intents and performance measures they may
specify. Sections 70.1 and 73.1 are general requirements dealing with purpose
and scope of each part. The "goal" requirements of Part 70 deal with general
license requirements and do not define specific safeguards incent or establish
anv general performance criteria.

The exemptions given in Parts 70 and 73 have also been classified as goal
oriented and seeks to identify the intents and performance measures they may
specify. Sections 70.1 and 73.1 are general requirements dealing with purpose
and scope of each part. The "goal" vequirements of Part 70 deal with general
license requirements and do not define specific safeguards intent or establish
any general performance criteria.
is to prevent accidents and reduce consequences. The remaining sections of
Part 70 deal with general concerns such as disclaimers and authorized use of
special nuclear material.

In Part 73, only Section 73.40 is classified as goal oriented beyond the

general scope (73.1), interpretations (73.3), and exemptions (73.6). 7The

- . e s
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remaining majority of the safeguards regulations may be classified ae either

performance or procedural requirements.
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BASE 4 BASE 12
A, PREVENTION A. PROTECT J. TEST
B. DETERRENCE B. SINGLE MODE FAILURE K. CONTINUOUS KNOWLEDGE
C. CONTAINMENT C. COMMON MODE FAILURE L. NATURAL WARINESS
D. CONTRCL D. NEUTRALIZE M. LEVEL OF PROTECTION
E. DETECTION E. FAIL SAFE N. SELF-CHECKING
F. APPREHENSION F. AVOIDANCE 0. QUALITY ASSURANCE
G. CONSEQUENCE REDUCTION G. PREVENTION P. MATERIAL ATTRACTIVENESS
H. PROTLCTOR H. DELAY Q. INTEGRITY
. DEFENSE 1. TIMLINESS R. NOT ACCESSIBLE TO THEFT
J. ASSURANCE S. INTERRUPTION
FIGURE 4.2. Set of Regulations That are Goal Oriented

The use of Bases 4 and 12 in determining intents and possibie performance

‘n characterizing the content of the

criteria was not particularly valuable
regulations. This is primarily because intent must be subjectively determined.
Figure 4.2 depicts the classification of safeguards intents (Base 4) for the
various regulations; regulations for which no clear intent in the context of

Base 4 can be det 'rmined are deleted from the figure.
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ncipal intents which may be subjectively determined from the
are prevention, containment, control, consequence reduction, pro-
assurance. 0Of these elements, consequence reduction and assurance
od deal of subjective interpretation. pprehension and recovery
InCiuded as an intent which is not a specific portion cf NRC's
harter Several of the requirements, however, can be considered
tive of this activity. Detection and deterrence are the other two
reqularly appearing in the classifications. Detectio~ is generally
out as a cpecific safeguards function but rather appears as a sub-
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surveillance or access control.
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The design of performance-based
Base 12, Safeguards Performance Criteria, attempts to address.
was to identify performance criteria which could be used to develcp criteria
for performance-oriented regulations and then to test the current regulations

for their use of these characteristics elements.

in the classification for this base.

Base 12 lists a number of elements which mignt be defined as performance
measures for performance or procedural regulations.
into elements related to general performance and elements related to specifi-
cations. Table 4.1 separates the two categories.
terms require explicit definition to become specifications.
regulations which were classified as specification related did not provide a
transition to performance. For example, the barrier requirements in Sec-
tion 73.50 (b) as defined in 73.4 (f) give specifications but not in terms

regulations is one of the concerns that
The object

of performance against a definite adversary act.

TABLE 4.1. Separation of Performance Criteria in Base 12

Performance Related

Protect
Neutralize
Avoidance
Prevention

Delay

Timeliness

Test

Natural Wariness
Quality Assurance
Integrity
Interruption

WO O " € = X 6O ™M O >

Specification Related

Single mode failure
Common mode failure
Fail safe

Continuous knowledge
Level of protection
Self-checking

Material attractiveness
Not accessable to theft

D V==X MO
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In summary, classification of the regulations along the lines of regulatory
requirements requires:

® Careful characterisation of the intent of the regulation, ineluding a
co 2 te set of poseible intents.

® For "performance" oriented regulations, development of performance
eriteria which are measurable.

QJ s rocedural PC%A L remen e;

one possible way to separate performance and pro ei ral requirements
by the generality of the safeguards concern it deal

Al 1 -
® Definition of a boundary between performance and |
A

-
v
‘v ]
e

Classifying the regulations by their regulatory requirement identified that:
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® The intent of the regulations and poseible performance eriteria to
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meagure performance should be determined.
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® The majority of the regulations are procedurzl or erformance orientead,
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out are diffieult to separate.
Y s 17 PP ,,-', 27 vy T ntonta A¥ +ho 31T yPa ~ M - Y R e Tl e

ine prineipac intente 0f tne regulationd are provige rrotection,
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prevention, containment, control, congequence reduction, and qssurance.

® Th tivitie o . R . "
ine activities 0] eoneequence reauction and g88ux«
4 .
mentioned but many of the regulations can b
these functiona.

® Pe omcm e oriteria are not provi u»" in mecaurable form in the re ";4:1-

-
:' 1‘]5}-

:-Jns but are described in gemzral terme such ae quality assurance,
tect, timeliness, or providing a ge;a;.

4.2 REGULATORY ACTIVITY

Regulatory activity, as defined by Base 2, is those activities conducted
by the Nuclear Regulatory Commission to meet the requirements of its Charter.
A number of regulatory functions are listed as part of Base 2 in Appendix B.
Classification of the safeguards regulations along these lines provides insight
into the relationships between the regulations and the functions within the

NRC's organizational structure.

For those regulations classified as dealing with one or more of the
elements in Base 2, the principal activity is licensing. The majority of the
regulations in Part 70 of 10 CFR deal with the process of granting a license,
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including the evaluation of an application, license review, etc. The regula-
tions dealing with licensing are treated in terms of their interactions in
Chapter 5. This subsection discusses the regulations that were classified

as having concern with other regulatory activities, not excluding licensing.

Figure 4.4 gives the classification for Base 2, Regulatory Activity, for
those regulations which were classified as dealing with regulatory activity
‘n aclition to licensing. As shown in Figure 4.4, the primary activity in
addition to licensing is rulemaking. For the purpose of clacsification,
regulations which required interpretations by NRC were classified under rule-
making. Other related activities are amendments, appeals, and enforcement.
The regulations dealing with the determination of exemptions were often in
these categories. In 70.4 (j) a definition for research is provided. The
sections of each part titled Interpretations (70.6 and 73.3) were classified
4s requiring guidance. The characterization of Base 2 may be summarized as
follows:
rtory activity concern of the regulations deals with

¥
; y Yoy y 5 - + h v B V-0 T o g Ince v Y1319 /1&
enging. Separation of the regulations by aetivity doee not provi
&y ¥

- o b - . .
nt theitr structure.

. RULEMAK ING

. LICENSING

. AMENDMENTS

. APPEALS

. INSPECTION
ENFORCEMENT

. RESEARCH

. GUIDANCE
ENVIRONMENT
TECHNOLOGY TRANSFER

——TOMMOCO®>®

FIGURE 4.4. Regulatory Activity for Regulations Concerned
with Activities in Addition to Licensing
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4.3 DESIGNATED PARTY

Because the regulations promulgate legal requirements, it is often necessary
to identify the responsible persons or organizations who are the object of the
regulatory requirement. In addition, the regulations may identify persons
who must conduct procedures spelled out in the regulations. The NRC also
serves a role in certain of the regulations requiring notification, guidance,
or determinations. Base 3, given in Appendix B, lists thirteen elements that
are identified as potential designated parties. In the majority of the
regulations the principal actors are the licensees or the NRC.

In Part 70, Special Nuclear Material, Section 70.4 provides definitions of
Government Agency, Persons, United States, Agreement State, and the Nuclear
Regulatory Commission. Authorized Individual, Guard, and Watchman are defined
in Part 73, Section 73.2 in paragraphs (a), (b) and (c), respectively.

Almost all of the regulations contained in Parts 70 and 73 explicitly
refer to the licensee as a designated party. In general, the only other per-
sons referred to are employees of the licensee. Several exceptions are:

® In Part 70, Section 70.12 provides exemption for carriers; however,
carriers are defined in Part 71, Section 71.4 (a). Carriers are also

referred to elsewhere in Part 71; e.q., Section 71.55 which refers to
delivery of a package to a carrier.

® Creditors, defined in Paragraph (c) of Section 70.44 are referred to
only in this section.

e In Part 70, the only other persons referred to are contractors to the
U.S. Government (Section 70.11) and contractors to licensees performing
materials control and accounting measurements (Section 70.55 (b)). The
NRC is also referred to in the majority of the regulations of this part,
but not as a responsible party.

Part 73, dealing with physical protection, refers to a number of licensee
employees performing protection duties. Section 73.2 defines Authorized
Individuals, Guards, and Watchmen. These licensee employees are referred to
in a number of the regulations of this part. Also identified but not defined
explicitly are armed escorts (e.g., Shipments by Road, Section 73.31) and a
designated individual who confirms shipment count or integrity (e.q.,
Miscellaneous Requirements 73.36(b)). Table 4.2 lists the Sections of

Part 73 that expficitly refer to licensee employees. )
1436 $21
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TABLE 4.2. Employees of Licensee Referred to in Part 73

Section Persons
73.30 General Requirements for Physical Guards
Protection in Transit
73.31(c) Shipment by Road Guards, Drivers, Anned Escorts,
Agents
73.32(c) Shipment by Air (erport shipments) Authorized individual acting
as escort
73.33 Shipment by Rail Guards
73.33(c) Shipment by Sea (exports) Authorized individual acting
ad escort
73.35 Transfers of SNM Guards
73.36 Miscellaneous Requirements Designated individual
73.50 Physical Protection Requirements Security supervisor
for Licensed Activities Guards, Watchmen
73.70 Records Authorized individuals

Nonemployee visitors

In the new regulations which are intended to amend Part 73, several
additional persons are identified. These include armed response individual
escort commander, security management individual, and member of security
organization. These definitions serve to specify a structure for the safe-
guards organization. Sections 73.25, Performance Capabilities for Physical
Protection of Strategic SNM; 73.26, Transportation Physical Protection Systems,
Subsystems, Elements, Components, and Procedures; 73.46, Fixed-Site Physical
Protection Systems, Subsystems, Elements, Components, ard Procedures; and
73.55, Requirements for Physical Protection of Licensed Activities in Nuclear
Power Reactors Against Radiological Sabotage (which are referred to in this
document as part of the "proposed regulations") each refer to these licensee
employees.

As it has been used, Base 3, Designated Party, does not separate the
employees of the licensee as separate elements. However, these employees,
moreover members of the security organization, are most commonly referenced.
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Another aspect of Base 3 is the direction of the legal requirements of
the regulations to a respoiisible party. These persons are to be held
responsible if the action spelled out is not performed. In effect, this
base could have two interpretations; the base may identify the set of parties
receiving a "command", and the set having legal liability. For example,
Section 73.35 requires that all transfers of SNM be monitored by a quard.

The guard is the command target since he must perform the function, i.e.,
monitor transfer of SNM. The licensee is the liatility target since he will
be held responsible in the event of noncompliance.

In Part 70 the licensee is the object of the requirement in terms of both
responsibility and 1iability. This is because this part does not single out
individuals within the licensee's organization as functionaries. In the regu-
lations dealing with physical protection this separation is usually made.
However, the regulations are fairly explicit about liability (e.g., "the
licensee shall provide assurance that ... .") and less explicit about who must
conduct the activity. The characterization of the regulations by designated
parties may be summarized by the following observations.

® [Licensees are the principal persons designated by the safeguards

regulations; only for physical protection requiremente are licensee
employees eingled out for performing functions.

® The "proposed regulations"” in Part 73 specify a number of members
of the security organization differently than in the current regulations.
(e.g., armed response individual ve. guard).

® A separation between liability and function performance for designated

parties would improve consigtency between Part 73 which provides the
separation and Part 70 which does not.

4.4 OPERATIONS AND FACILITIES

Four bases were defined to characterize the content of the safeguards
regulations with re<pect to operations or facilities:

e Base 5 - Facility Type

e Base 6 - Fixed-Site Operations

e Base 7 - Transit 23
e Base 8 - Time Phase of Facility | 436 S

by
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As incicated in Appendix A, the regulations may be divided into 1) those for
SNM in transit; 2) those for SNM at fixed sites; and 3) those for fixed sites
themselves. Base 7 corresponds to the first of the above divisions. Base 6
lists a number of operations that may be singled out for specific requirements
at fixed sites; this base provides a set of subcategories for the facilities
listed in Base 5. These latter two bases deal with classification for the
other two divisions above. Base 8 deals with temporal aspects at facilities.

The kinds of facilities in which SNM is used or the application of SNM
for which the rules are intended are not coupled well with the individual
sections of each part of the safeguards regulations. To some extent, the
specific facilities or operations can be inferred from the exemptions spelled
out in the regulations. In other cases, the inference can be drawn from a
knowledge of the operations involved in a given kind of facility or the type
and quantity of material used in a given application.

This subsection first classifies the regulations in terms of transit
operations. Then, facilities and operations spelled out by the regulations
are addressed. The interactions of the regulations dealing with operations
and facilities are discussed in Chapter 5.

Transit Operations

Figure 4.5 gives the classifications for Base 7, Transit. As shown in
the figure, the majority of the regulations in Part 70 are marked as dealing
with transit in an implied manner. Although not shown in Figure 4.5, Section
70.1 indicates the purpose of Part 70 to include licensing to receive title
to, deliver, receive, transfer, import and export SNM. Hence this part is also
concerned with transit activities. The only sections of Part 70 explicitly
mentioning one of the transit elements are shown in the figure. In Section
70.22(g) trucks are indicated for road transport whereas paragraph (c) of the
same part deals with export. Transfers are explicitly mentioned in 70.39 to
70.42, 70.51, 70.54, 70.55 and 70.58. Two of these sections also refer to
import-export as shown in the figure. The key sections dealing with licensing
and transit are: exemptions (70.11 and 70.12), content of license applications
(?0.?2 aqq 19.32) and controls and accounting for shipments (70.57 and 70.58).
- - G |
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FIGURE 4.5. Requlations Classified for Transit

In Part 73, protection requirements for shipping operations are covered.
Section 73.1, Purpose and Scope, identifies transfers and shipments by air
explicitly. Parts 73.30 to 73.36 deal with transit protection requirements
in detail. The concerns of this part are shown in Figure 4.5. Records and

notification requirements are also addressed in this part.
Facilities and Operations

The facility types and operations are more difficult to deal with in

classifying the safeqguards regulaticns. The kinds of facilities that Parts 70
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and 73 regulate, except for Section 73.55, Requirements for Physical Protection
of Licensed Activities in “luclear Power Reactors ..., are:

UO2 Processing Plants

PuO2 Processing Plants

Fuel Reprocessing Plants
Enrichment Plants

Medical and Research Reactors
Scrap Recovery

Waste Disposal.

Base 5, Facility Type (listed in Appendix B) defines eight general types of
facilities which come under the requirements of the regulations.

Fssentially, the types of facilities and operations are determined by
the material types and quantities and process operations they contain. In
Section 70.4, in a footnote to Paragraph (h) defining "“persons", facilities
governed by the regulations are listed. A number of other sections also
refer to facilities. Section 70.21, License Applications, lists fuel pro-
duction and fabrication (Base 7, element C), scrap conversion, and waste
disposal as requiring environmental consideration. Research and development
activities are defined as a footnote to Section 70.23. The description most
commonly used for facilities is "production and utilization facilities.”

Classification of the regulations within Base 6, Fixed-Site Operations,
fared no better than by Facilities. The sixth base lists a number of opera-
tions from mining to final storage which may occur in the nuclear fuel cycle.
Definitions for the twenty elements of the base are given in Appendix B. Of
the elements, only fuel fabrication, scrap recovery, and power production are
referenced in the regulations. Although, except for mining and milling, the
regulations cover all the processes or activities listed by this base, the
requlations are not organized by operations.

Another possible category for consideration in this context is the use
or application of the nuclear material. Beyond the applications of power
production or research, the regulations mention calibration and reference
sources and other sealed sources. Again, the regulations are oriented to the
kinds and amounts of material used in the application.
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Base 8, Time Phase of Facility, considers the temporal aspects of
facilities or transit operations. Eleven stages from planning to decommis-
sioning are listed as elements of this base. Two abnorril situations (threat
or alarm mode, and criticalities) are also listed in this base. It would seem
reasonable that the licensing and operation process covered by the regulations
would account for a number of temporal asoects.

Section 70.4, paragraph (5) defines the term "Commencement of Construc-
tion". It is used in Section 70.23 to indicate that a determination of
environmental impact must be made before :his stage of activity, and is the
only temporal definition in the regulations. With the exception of the above,
the regula*’ins can be separated as either "prior to operations"” or "in
operation." Although several of the phys:cal protection requirements in
Part 73 deal with threat or alarm situations, the majority of temporal con-
siderations are part of the licensing process.

The licensing process entails planning, design, site approval, and
hearings. In the regulations, Parts 70 and 73 considered in this study spell
out the requirements for the planning and design which must be documented for
license approval. The requirements must also be considered during normal
operations to ensure compliance. No time scales or stages of activities are
outlined in the regulations as part of the licensing process, except for the
above environmental requirements.

Once an applicant becomes a licensee, the meaning of the regulations
changes from approval to compliance. This, in effect, means that the licensee
conducts activities as planned and approved, subject to any new requirements.
Normal operations in terms of activities are treated in other bases such as
Access Control (Base 13) or Accounting (Base 23). Abnormal operations,
such as duress alarms or natural events, are also considered in other bases,
(e.g., Response (Base 16) or Investigation (Basz 15)). Only in the areas of
material accounting and records and reports are time intervals specified.

It would be up to the licensee to specify as part of his planning process,
the sequence he would follow in conduct of his varicus activities.
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The organization of the regulations in reference to facilities and transit

operations can be characterized as:

4.5

For traneit operations, the phyeical protection requirements of Part 73
are organized by mode or activity ae specified in Base 7, Transit, listed
in Appendix B.

For facilities, the regulatione deal with material kinde and amounts;
the types of facilities must be discermed by the exemptioms or engineer=
ing knowledge of the operationas.

Organization by processes in facilitiee ie a finer level of detail than
treated in the gemeral requirements of the regulationas.

Temporal aspects of the regulatione may be separated into the licensing
procesg . r compliance during operation; the regulations, with the
exception of accounting and reporting intervale do not define timee for
stages or acv..vitiel.

Organiaation of the regulations from the viewpoint of the kinds of

facilities, operations, or temporal aspects of activities would be possi-
ble but only transit requirements are currently organized in this mamner.

MATERIAL TYPES AND MEASURES

The regulations concerned with safeguards impose various levels of control

via their requirements, dependent upon the quantity and kind of material which
the licensee possesses or is authorized to possess. The principal material

of concern is special nuclear material (SNM). The changes in the levels of
control, .n general, appear at five points:

low-enriched uranium (<20%
235U)

any amount

one gram

three hundred fifty Jrams 235U/200 grams Pu

one effective kilogram as defined in Section 70.4(t)
five thousand grams as defined in Section 73.1(b)(1).

Insofar as kinds of SNM considered, a distinction is often made between
235U) and high-enriched uranium (20% or greater
Also, SNM not <eparated from highly radioactive materials such as

irradiated fuels is treated as a "special form" material.
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Three bases were developed to organize and classify the regulations by
material types and measures:

e Base 9 - Material Type Classification
e Base 10 - Elemental Form
e Base 11 - Material Measures

Base 9 defines the terms which are used to classify material based upon its
constituents or having a specific application or use. This base is intimately
linked with Bases 10 and 11 because definition of material types is dependent
on the form and amount of their constituents.

The principal material of concern is SNM. The regulations in Parts 70
and 73 are concerned with the licensing of this material which is sometimes
also referred to as fissile material or strategic special nuclear material.
Other material designations are by-product material, waste or scrap, and
fertile material. Terms related to processes are also listed as elements in
this base, including ultimate product, material in process, unopened receipts,
and sealed sources.

Base 11 deals with the various material measures used in the regulations.
The principal measures are weight, enrichment, effective kilograms, and
formula quantities. These measures are extensively used to indicate a
requirement's scope or level of control in Parts 70 and 73.

Figure 4.6 depicts the various material measures explicitly referred
to in the regulations. Note that all the regulations are listed in the
figure; there are only a few regulations that do not identify a specific
material type. As mentioned, the regulations of Parts 70 and 73 refer
primarily to SNM. The regulations of Part 71 refer to fissile material and
the new sections of Part 73 specify strategic SNM. The distinction between SNM
and fissile material is not great and in a sense indicates an inconsistency
in terminology. Strategic SNM is distinguished by its formula quantity but
the term "strategic" is notably absent from the current regulations.

The classifications developed from the regulations for Base 11, Material
Measu-es, are given in Figure 4.7. It is interesting to compare Figures 4.6
and 4.7; material types are of.en referred to without assiociated measures.
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In some of the sections, the material amounts are implicit from the context.
Also note, however, that the review has taken place at the section level.

In a number of the reqgulations, several of the paragraphs igentify require-
ments for differing quantities, based on alternativ: neasures for the

materiai.
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FIGURE 4.7. Regulations Explicitly Referring to
Material Measures

Focusing the discussion here on the individual sections depicted in
Figures 4.6 and 4.7 would be unnecessarily detailed. It is important to
point out that the five levels of control listed in the first paragraph of
this subsection are not the only categories appearing in the regulations.

The principal material measure used by the requlations is weight, in grams

or kilograms. Tabl2 4.3 Tists the various weights listed in the regqulations.
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TABLE 4.3. Material Amounts Specified by Weight

__Meight, grams = Material Type Enrichment Description " ____ Reference
<9.,000 g u-235 Low < 200 Maximum limit of error on MUF 70.51{e){5), 70.53(b)
o >formula quantity U-233, U-235, Pu U-235 - 20 Definition physical security plam 73.2(u)(proposed)
) (5,000 g) requirements 70.22(h)
s Physical protection scope 73.1{bj)(c)
Gereral performance requirements for 73.20(a) (proposed)
o protection
g Physical protection in tramsit 73.30(a)
= Physical protection for licensed 73.50
wihen activities
Physical protection at iixed sites 73.60
Advance notice of shipment 73.72
<2,50 g oy 238, 239, 28) Limitation quantity for Fissile n.a)e)
in Pu-Be source Class 111 shipment
> 1,500 g u-23% 4% by weight Criticality accident reguirements 70.24(a)
-1 effective kg. U-233, Pu Definition 70.4
u-233 i Description of material control and 70.22°6)
accounting program
- u-233 ! Program for material control and 70.32(c)
A accounting
o U-depleted 0.% Requirements for material control and 70.51(c)
accounting
Thorium Proced.res for material control and 70.51(d)(e)
accounting
Measurement control program 70.57(b}
Procedures ror naterial control 70.58(a)
» 1 effective kg. Py, U-233, U-235 - 801 Py-238 Inventory interval ea 2 months 70.32(e)
» 200 U-235
> 1 effective kg. Pu, U-233, U-23% 805 Pu-238 Inventory interval ea 6 months 70.32(e)
L 20% U-235
N <800 g U-235 in homogeneous « 11 wt U-235 Exemptions from packaging regu)rements 71.7(b)
O~ hydrogenous soln. atomic rat‘o Hydrogen 71.9(4)
- 5,200
o~ 2700 g U-235 Criticality accident reguirements 70.28(a)
N »520 g y-233 Criticality accident requirements 70.24(a)
~No <500 g U-235 Limitation quantity for Fissile 7.1 a)(2)

Class 111 shipment
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__ Weight, grams
« 500 9

~450 g
40U g
»350 g

<350 g
.m’
<300 g
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(Mg
200 g
*50 g
<209

*10 g
<15 g
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TABLE 4.3. Material Amounts Specified by Weight (Cont'd)

Material Type Enrichment

Homogeneous
Nydrqgeuous soln:
Fissile material Atomic ratio H, 7,600 fxesptions from packaging reqirements 71.7(b)

U-233, U-235, Pu T. Pu te U-233 and 71.9(d;
Y-235 Atomic ratio

Description Reference

Hy 5,200

Pu-any combination
(-233.0-235

Pu-238, 239, 241 in Pu-Be
Source

U-235, U-23s, Pu any
combination

Fissile material
u-235 u-235 - 20
U-233, Pu-238, 239, 24)

High enriched U or U-235 26
Py or U-233

S55M by formula guantity

U-235, U-233, Pu

Pu or U-233

U-235, U-233, Pu
Fissiie material
U-235, U-233, Pu

Criticality sccident requirements
Maximum Single package guantity

Inventory interval at least 12 wonths
material status report

Exemption for packaging
Air shipments (passenger craft) max.

Maximum quantity for Fissile Class 11l
shipment

Maximum limit of errvor on MUF
Maximum limit of error on MUF
Log requirements for shipments

Investigate shipper-receiver differences

Maximum quantity for passenger air
shipment

Mezsurement systes. for transfers
Exemption for package requirements

Reports of accidental criticality, loss,

theft

70.24(a)
7. 11{a)(2)

70.51(d)

70.53(a)}

.76 )S)
73.1{0)(3) 73.32(a)
1.01(a)(2)

70.51(e}(5), 73.53(b)
70.51{e){5), 70.53(b)
73.26(b)(3)

70.58(q)

73.1(b), 73.32(a)

70.58(e)
71.9(a)
70.52, .54
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As shown in Table 4.3, numerous weight categories are used in the varicus
paragraphs or sections of the regulations. The key levels shown in the table
are 5000 grams (formula) and 1 effective kilogram. The table also lists the
enrichment category for the isotopes of uranium or plutonium where specified.

In general, the measurements used to specify material quantities are not
used inconsistently in the regulation-. The material control and accounting
requirements were, in general, specified for smallier quantities than the
physical protection requirements. The material quantity specifications, how-
ever, can also be associated with facilities in an interesting manner. In this
context several apparent inconsistencies may appear. This is treated in Chap-
ter 5 of this report.

Classification of the regulations in terms of material types and measures
can be described as:

® The principal material type of concern ig SNM in Part 70 and etrategic SNM
in Part 73. Material measuree are prineipally by weight in grars.

® A number of the regulaticis refer to material types without specifying
quantitiea. Quantitiea, where defined, cover a wide spectrum rather
than being baeed on only eeveral levele of amount.

® For general safeguards eoncerne five weight levels are used to define

"asontrol" and can be discermed in the regulatione.

4.6 SAFEGUARDS SYSTEM FUNCTIONS

Twelve bases were defined to characterize the various functions that
occur in the safeguarding of facilities and transit activities. A major
organization in the regulations separates 1) materials control and accounting
and 2) physical protection. Here, the techniques of material control and
accounting or physical protection are grouped together and then decomposed by
the functions that people conduct to carry out the requirements.

‘he twelve tases describing safeguards functions are:

Base 13 - Access Control

Base 14 - Surveillance

Base 15 - Investigation

Base 16 - Response

Base 17 - Planning-Design \4.’)6 534
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Base 18 - Records and Rzports
Base 19 - Deterrence

Base 20 - Assurance

Base 21 - Communications

Base 22 - Security Organization
Base 23 - Accounting

Base *5 - Consequence Reduction.

Most of the regulations classified as dealing with ,afeguards functions are
Tisted in Parts 70 and 73. The functions of access control and response are
limited to the nhysical protection regulations of Part 73. The accounting
function is primarily contained in Part 70 of 10 CFR.

Base 13 - Access Control, is designed to categorize the monitoring and
enabling of authorized movement of personnel, vehicles, and packages enter-
ing and exiting security areas. The twenty-nine elements of this base are
listed and defined in Appendix B. The elements deal with procedures for
identification and authorization for items and personnel, search activities,
securing access, and so forth, Figure 4.8 gives the classification of
the regulations that were identified as dealing with access control.

The function of access control is confined exclusively to the regula-
tions in Part 73. The regulations in Sections 73.35, 73.25 and 73.26 deal
with access control during transit operations. The remaining regulations
shown in Figure 4.8 deal with access control at fixed sites. It is important
to note from the figure several of the items that are not marked. For
example, although several of the regulations indicate the use of authoriza-
tion criteria (element H) to gain access, none indicate how to establish
such authorization (element AA not marked). Identificatior is required for
access and is mentioned in several of the sections, however, methods for
identification such as badge: (element I), authorization criteria (element H),
vouching (element P) and confirmation (element M) are not consistently
coupled with the process. Par‘ 11 of Chapter 10 CFR addresses a number of the
aspects of access authorizatic: but is not referenced by Parts 70 or 73.

0

-
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FIGURE 4.8. Access Control

Sections 73.50, 73.45, 73.46, and 73.55 deal primarily with the major
access control concerns. Section 73.60 treats searches whereas 73.70 deals
with azcess registrations. The reader should focus on the contents of Section
73.50 for the general requirements for access control. The other requirements

serve to qualify and elaborate on its requirements.

Base 14 - Surveillance is viewed here as activities related to the
observation of personnel and or material for the purpose of detection of
unauthori.ed activities. It includes the patrol functions as well as
monitoring of people as separate from monitoring of processes for purposes
of material accounting The key functions within surveillance are patrels,

§ 6

.eal chwecks, and procedures.
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Figure 4.9 displays the regulations which may be classified as dealing
with surveillance. As can be seen, monitoring is primarily specified as
periodic, and is concerned with seal or vault checks. The regulations in
Part 70 deal with monitoring of facilities and materials. In Part 73, the
various transit operations are marked primarily as having surveillance
requirements. Only Sections 73.50, 73.60, 73.45, 73.46, and 73.55 deal with
surveillance at fixed sites. A general observation is that surveillance at
fixed sites is not separated as a unique activity in the requirements. The
licensee, in his security plan, must provide the detail on how he will conduct
his patrols and surveillance. This activity is supportive of either material
control or protection but is not strongly coupled in the regulations.

pAm”ABCDEFGHI.!KLMNOP

13.2
73.31 : ’ ] ‘ ‘ A. PERIODIC
73.33 | | B. RANDOM
73.32 ' T e C. CONTINUOUS
73.34 . F ) D. PORTAL CHECXS
73.35 ] ' ‘ E. SEAL CHECKS, VAULT CHECKS
73.36 F. PERSONNEL DUTIES
13.50 ' l L. ] G. PROCEDURES
73.60 H. INFORMANTS
i. KEY PERSONNEL
J. MONITORING
K. PATROLS
13 PROPOSED ABCDEFGHI JKLMNGOP L. LOCATIONS
- M. ILLUMINATION, VISIBILITY
73.25 : : . Ll N. TEMPORAL, SCHEDULING
3.2 , : L L1 0. POSTS
73.45 P. REMOTE
73.46 1 i . h
ns [ R |

FIGURE 4.9. Regulations Dealing with Surveillance

base 15 - Investigation. If a sequence were considered in the safeguards

functions, surveillance could be viewed as providing detection; the detection
would logically be followed by an investigation of the detected activity.
Investigation, as used in Base 15, is the inquiry into events which would
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potentially compromise the safeguards system s overall function. Investiga-
tion can be a detailed long-term process, such as security clearances which
assess the possibility of an event, or it can be a quick assessment of a
situation which may require a report or an alarm. The key elements in this
base are events. Pase 15 lists five kinds of events requiring investigation.
Investigation also includes the gathering of sufficient information to deter-
mine the significance of a given event.

The classification for the investigation base is given in Figure 4.10.

s shown, the regulations treat investigation as primarily a physical pro-
tection function. Similar to the surveillance function, investigation is not
treated as a function Ly the reguiations. Hence, it may be interpreted trat
the regulations tacitly assume investigaticr will normally occu: in conjuiction
with the identification of certain events. The sequence from surveillauce
and investigation to response is not actuaily characterized oy the regulations.

PART 70 ABCODEEFGHW I JK M N
70.22 B A. DEVIATION FROM / UTHORIZED
70.23 N ! B NEED-TO-KNOW
70.24 P 1 C. LIAISON WITH LAW "NFORCEMINT AGENCIES
70.52 E ] 1 D. ABNORMAL SITUATICNS
i

IDENTIFICATION OF SEL'R'TY THREATS

ns | o T

:
F TRACING
G. NONROUTINE EVENTS
H. NATURAL EVENT
A B C E FGHI JKLMN . NUCLEAR EVENT
PART 73 ). CIVIL D, STURBANCE
73.30 K. THREAT EVENT
7319 L ALAPM LIMITS
13.35 M. ALARM ASSES SMENT
73.% N. SECURITY CLEARANCE
713.5%
73.70
1.1
3 G L \‘ N
nproposep ®» B C O EFGH I K
13.25 | |
73.26 | 1
13.21
73.4 e
13.46 : i3
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The response function is the third function described in the above
sequence. Again, this Tunction is part of the protection activity. The new
regulations, intended to augment Part 73, deal with the majority of response
activities. For the protection of fixed sites, response is limited to the
environs of the facility. The scope of the regulations do not include arrests
of perpetratcrs or hot pursuit. These elements are not marked in the regula-
tions dealing with response shown in Figure 4.11.

pAmnABCDlFGHilktM

nn i .
73.50 |
73.60 J

A CRErLOHN I K LM

RESPONSE TO SECURITY THREATS
. WARNINGS
. LIAISON
CALL ASSISTANCE
TACTICS
RESPONSE LEVEc, FORCE
HOT PURSUIT
. ARREST
RESPONSE TO CONTINGINCY EVENTS
ALARM ANNUNCIATION
ASSESSMENT OF THREAT
ASSESSMENT OF CONTINGENCY
TEMPORAL

73 PROPOSED

carn .

FIGURE 4.11. Response
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In Base 16 - Response, events are separated intc contingency and threat

events. A sequence of actions is included in the elements selected for this
base. First, response requires pre-established procedures or tactics in
dealing with a threat. The regulations do not delineate this element in their
requirement. Another a priori activity is the liason with other agencies

for the purpose of response: 1liason is treated in Secticn 73.33 for transit
operutiors and in Sections 73.50, 73.46 and 73.55 for fixed sites. Next,
either threat or cortingency events (e.g., possible threats or events which
compromise safeguards) must be assessed. These are given as eiements n and L,
respectively, in Base i6. This assessment is assumed here to be subsequent to
investigation and requires determination of possible consequences to set a
desired level of response. The new performance-related regulations (Sections
73.46 and 73.55) deal with this aspect. Element F in Base 16 describes the
force level that must be determined.

1436 %48
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The next step, assuming an active response is required, shou'd be to call
assistance (element D) or issue a warning to possible adversaries (element B).
Calling for assistance is coupled wita liason in Sections 73.50 and 73.46.

The act of warnings is not part of the requirements. Elements A - Response

to Threat Events, and I - Response to Contingencies, are the next stage of a
possible response sequence. For example, a response to a contingency may only
require the resealing of a vault that was left open. Contingencies do not
imply the presence of adversaries or an act in progress. Security threats
imply the presence of adversaries or an act in progress. The regulations are
primarily concerned with acts in progress. Pursuit and arrest are left to
other agencies and not covered in the regulations. The new reguiations in
Part 73 Lhreat the response function in a more organized manner than those
currently in place.

Base 17 - Planning and Design. The licensing process requires a number of

a priori activities for the operation of a safeguards system. These activities
are grouped as part of the planning-design function characterized as Base 17.
The major regulations dealing with planning for physical security are in
Sections 70.22, 70.23 and 70.32 in Part 70 dealing with license application

and the contents of the applications defined in Sections 73.50, 73.60, 73. ..
73.46 and 73.55 in Part 73. However, the majority of the regulations have
requirements that are related in some manner to the planning or design process.

In Part 70, design features are considered in Section 70.39 for the con-
struction of calibration and reference sources, in Section 70.57 for the
measurement control program, and Section 70.59 for efflu2nt monitoring. Ele-
ment B, Design Bases for Physical Protection, of Base 17, is a concern of the
new physical protection regulations. Figure 4.12 depicts the list structures
for regulations classified as concerned with the various elcments of the plan-
ning and design function.

Planning and design of physical security systems and procedures are not
addressed in terms of procedural requirements as defined in Base 1 and dis-
cussed in Section 4.2 above. As shown in Figure 4.12 very few of the regula-
tions deal with surveillance design (element H), or contingencies (element 1),
responsibilities (element Q) or special temporary procedures (element T). The
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licensee is left to his own devices in the development of physical security
plans. However, a proposed appendix to Part 73 (Appendix C Licensee Safe-
guards Contingency Plan-43 FR11962) establishes a set of criteria for such

a plan. The information contained in Regulatory Guide 5.51 and the regulations
themselves can be treated as minimum constraints rather than as outlining pro-
cedures to follow in establishing physical security.

Base 18 - Records and Reports. The majority of the safeguards activities
require recordkeeping and reports to the NRC for compliance with requirements.

This base enumerates the kinds of reports or records that the licensee can be
expected to keep in the normal conduct of activity or as a result of some
abnormal occurrence. The classification of the regulations in terms of this
base is given in Figure 4.13.

In the figure, it is shown that the regulations can be interpreted as
requiring some form of records or reports for all the elements listed except
for surveillance (eiement C). It is assumed that if any surveillance activity
results in a detection, then reports are required.

Note that Base 18 is concerned with documentation o7 activities and does
not include communication (which is addressed as base 21). The two functions
can be separated by the distinction that certain communications may require
records or reports but not vise versa.

The records and reporting requirements are interspersed throughout the
various regulations. Sections 73.70 through 73.72 of Part 73 are titled as
having this exclusive concern. These sections, as shown in Figure 4.13, do
indeed cover a number of recordkeeping or reporting requirements for physical
protection activities. A majority of activities must be reported to the NRC
or are subject to their audit. Those regulations that explicitly reier to
reports to NRC have element L marked in the figure. As shown, the majority of
the regulations mention the NRC as the recipient of the report.

Base 19 - Deterrence. Deterrence is a safeguards function that serves to

discourage or cause potential adversaries to refrain from or voluntarily halt
a sequence designed to obtain or misuse nuclear material. It would seem that

the successful appiication of this function as an intent nf the regulations
i #(

4-30 1436 42



A B C D EF G H I J K L M N OUPOQHR

PART 70
70.5
70.21
70.22
70.23
70,32
70,33
70.34
70.35
70,36
70.42
70.51
70.52
70.53
70.54
70.55
70.56
10.57
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70.59

PROPOSED 73

73.20

73.26

1327
A. TESTS AND INSPECTIONS J. DESIGN PLANS
B. REPSONSE K. DOCUMENT CONTROL
C. SURVEILLANCE L. REPORTS TO NRC
L. ACCESS CONTROI M. REGISTRATION OF MATERIAL AND EQUIPMENT
E. SHIPPING RECORDS N. QUALITY ASSURANCE
F. DESCRIPTION OF NUCLEAR MATERIAL 0. ACCESS REGISTRATION
G. COMMUNICATIONS P. PROCUREMENT
H. VIOLATIONS, INFRACTIONS, INCIDENTS G ALARM ANNUNCIATIONS
. PERSONNEL R. ACCOUNTING

FIGURE 4.13. Records and Reports Requirements in the Regulations

C



would be an important part of the requirements. Although a number of activities
can be defined which serve the function, it is difficult to measure their per-
formance. However, the knowledge that a licensee is in compliance with a
detailed set of material control and physical protection requirements may serve
to deter a potential adversary from considering a malevolent act.

Base 19 lists fourti ¢n elements which may provide deterrence. Figure 4.14
shows the classification of the regulations in the context of this base. As
shown, the majority of the elements are not considered or indicated in the
regulations. Only information restriction (element 1), vehicle warkings (ele-
ment K) and tamper-safing or indicating (elements M and N) are mentioned in
the regulations.
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FIGURE 4.14. Classification of the Regulations
Dealing with Deterrence

Base 20 - Assurance. Section 4.2 of this chapter gave assurance as one
of the primary intents of the regulations. To some, as discussed in Chapter 3,
assurance can be considered the purpose or singular goal of the safeguards regu-
lations. Base 20 defines assurance as "measures to satisfy the NRC and the

¢ A)
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public that safeqguards are in place and can provide protection against attempted
acts or theft, diversion, or sabotage that would significantly increase the

risk to the public health, injury, or property damage." This definition is
cnaracteristic of the "risk"” orientation approach to structuring safeguards
concerns.

The elements of Base 20 serve to characterize activities that, if related
to performance, would serve the function of assurance. The creation of this
base was somewhat difficult, since many more activities can be interpreted as
providing assurance. Similarly, there were more subjective decisions regarding
the content of a given requirement in classifying within this base than with
any other. Assurance measures can be in the form of procedures or specifica-
tions that satisfy the public or the NRC that safeguards are in place and pro-
vide protection.

Figure 4.15 gives the reaulations that were identified as dealing with
assurance. As shown, a majority of the regulations can be viewed as providing
assurance in one form or another according to the elements defined for this
base. In Part 70 the most common element referred to is quality assurance.
Here, it is the obligation of the licensee to exhibit in his application that
he has planned his procedures to provide quality assurance. The term, "quality
assurance" is not defined in the regulations.

In Part 70, the principal assurance concerns appear as part of the
material control and accounting sections (70.56 through 70.58). Elements
used in these sections include tests, performance (of measurements), audits
(of material quantities) and inspections. The systems in Part 73 involve the
activity of personnel providing physical protection. The elements in the base,
as seen in Figure 4.15, can apply to both human and physical systems.

Base 21 - Communications is designed to characterize the requirements in
the regulations for communicaticns that are not in the form of formal records
or reports. This includes locations, facilities, and procedures that employees
of the licensee must follow in the conduct of nurmal activity or during certain

events.

‘¥
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In Part 70, which deals primarily with licensing, few references are made
to communication in the forms covered by this base. In Section 70.42(d),
Transfer of Special Nuclear Material, oral communication is given as acceptable
for emergency situations, provided that written confirmation is used to record

the situation. In the case of accidental criticality, the licensee must
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report immediately by telephone, telegraph, mailgram, or facsimile, the
occurrence to his regional NRC office. This is specified in Section 70.52(a)
and is also noted as a means of reporting in Base 18.

In Part 73, Physical Protection Requirements for Plants in Facilities,
a number of communication requirements were identified. For transportation,
Section 73.25, paragraph (d) requires a communication network as part of the
response capability to:
(i) Enable the escort commander to communicate
on routine and nonroutine situations to a movement
control center for assessment of the status and position
of a shipment;
(i1) Enable the movement control center to com-
mander to assist in carrying out actions as identified
in the safeguards contingency plan;
(iii) Enable the escort commander to communicate
with escort vehicles for implementation of the safeguards
contingency plan; and
(iv) Enable both the escort commander and movement
control center to notify law enforcement authorities of need
for assistance as specified in the safeguards contingency
plan.
Section 73.26 further elaborates on these requirements by specifying, for
each transport mode, a set of communication requirements. For shipments by
road, cargo and escort vehicles require continuous, redundant communication
both intraconvoy and with the movement control center. For shipment by rail
the additional specification of coded signals are given. The elements of
Base 21 that were identified for this section are: A. Common Language;
B. Control Station, D. Transport, H. Non-voice, K. Primary, secondary,

N. Timing and 0. Report Status.

In the main body of the regulation for transport, Sections 73.31 and
73.33 for shipments by rail and air recpectively, communications are also
specified. Those are given in 73.31(b) and 73.33(a) and deal mainly with
timing of regular communications. Ship-to-shore communications are required
for sea shipments in Section 73.34(d).

Communication requirements for fixed sites are not as well defined in
setting timing or schedules. Section 73.45 requires: "Communication sub-
systems and procedures to provide for notification of an attempted unauthorized
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or unconfirmed removal so that response can be such as to prevent the removal."
Section 73.46 elaborates on both communication and alarm annunication require-
ments. Paragraph(e) of this section addresses alarm and detection systems
including annunication requirements. Paragraph(f) deals with communications
subsystems and paragraph(g) of Section 73.46 identifies performance testing and
maintenance requirements. The requirements of this section (73.46), serve to
support the requirements given in Section 73.50 paragraphs(d)-(f). Section 73.55
lists similar communication requirements for power production facilities.

Base 27 - Security Organization, is similar to the above base dealing

with communication in that the majority of requirements are specified in
the proposed regulations for Part 73. As defined in Base 22, the security
organization is the coordinated activity between the people and the objects
in the safeguards system. The necessity of a security organization is only
implied within the license application requirements in Sections 70.22 and
70.23.

In Part 73, Section 73.50 requires that the licensee establish a security
organization, including guards to protect his facility against industrial
sabotage and the SNM in his possession against theft. Paragraph(a) of
Section 70.50 goes on to require a supervisor on site at all times, written
security procedures, and proper training of guards. These general requirements
are further elaborated in Sections 73.45 or 73.46 of the proposed regulations.
The specification of these two sections are intended to meet the general per-
formance requirements of Section 73.20. Section 73.45 serves to elaborate
on the performance requivements. Section 73.46 further elaborates on the
fact that the security organization is charged to conduct the protection
activity at the specii..d level of performance.

The security organization requirements in Section 73.46 may be summarized
as:

The licensee must establish a security organization. He must
have at least one full-time member on site at all times with authority
to direct physical security activity and he must have a management
system to implement and enforce security procedures. These procedures
must be documented and approved by NRC in the original and all revised
forms. The qualification, training, and evaluation of guards is
spelled out in Appendix B of Part 73, "General Criteria for Security
Personnei."
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Given the security organization requirements in Section 73.46 and Appen-
dix B of Part 73, the elements of Base 22 are all covered at a general level
for this section. In Sections 73.4b and 73.55, a new personnel designation is
introduced, "armed response individial", whereas only guards are designated in
the current sections. The requirements in Section 73.55 for protection of
power production facilities parallel those of the other types of facilities.

For physical protection of transit operations, Sections 73.30 through
73.36 do not specify a security organization per se, however, duties and
responsibilities of guards and agents are given for the specific transport
operations. The establishment of a security organization for transit
operations is given in Section 73.25 as part of the performance requirements.
The purpose of the security organization is to provide response and the
licensee must:

(i) Provide trained and qualified personnel to
carry out assigned duties and responsibilities, and

(ii) Provide armed escorts to respond to and
coordinate transport and escort activities for routine
security operations and safeguards contingencies.

As with the requirements for fi:ed site operations, (e.g., Section 73.46
supports the general performance requirement of Section 73.45), Section 73.26
elaborates cn the requirements of 73.25 for transit security. Paragraph(c)
of Section 73.26 specifies that the licensee establish a security organization
for transportation in a manner parallel to that set forth in Section 73.46 for
fixed sites. In this case, a movement control center is required and no
mention is made of the organization being separate from the fixed site

security organization if a licensee should aiso counduct shipping operations.

Base 23 - Accounting is perhaps, the most detailed base in terms of
the types of activities listed as its elements. Organization of the regulations
dealing with material accounting were found not to require the detail used in
the base. Only ten se-tions of the regulations were classified as dealing
with one or more of the elements of the accounting activity.

Figure 4.16 gives the classification for Base 22, Accounting. Herein,
accounting is interpreted as serving the intent of material control; however,
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the terms material control and accounting are usually coupled. As shown
in the figure, Part 70 is the primary part of the two surveyed dealing with
this base. The accounting function was perhaps the easiest to explicitly

identify in any of the sections reviewed.
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" IGURE 4.16. Accounting

The major sections dealing with accounting are 70.51, Material Balance,
Inventory, and Records Requirements; ,/0.57, Measurement Control Program; and
70.58, Fundamental Nuclear Material Controls. As shown in Figure 4.16, the
three sections together cover all the elements used in the accounting base.
Othe sections shown in the figure were classified as dealing with one or

several specific aspects of the accounting function.

Base 33 - Consequence Reduction is the last based defined to classify

afeguards system functions. As
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deal with consequence reduction by a priori rather than post priori activity.
Only Section 70.24, dealing with criticality accidents was classified vs
concerned with consequence reduction as considered in this base.

In classifying the regulations with respect to their function eleven
bases were defined. Several general and spacific observations related to
each base can be made:

® The major functional organization of the regulations is a separation

between (1) materia’ control and accounting and (2) physical pro=-
tection of materiale and facilities.

® The content of the regulations allowed relatively simple separation
for the following bases or functioms:

Base 13 - Access Control

Baze 13 = Records and Reports
Base Z1 - Communications

Base 22 - Security Organiaation

Base 23 - Accounting
® The remainder of the bases dealing with functions had no specifie
gections or paragraphs in the regulations dealing explicity with
the function.

Specific observations about each base are:

® The function of access control is confined exclusively to Part 73 dealing
with physical protection. Thie function ie oriented primarily to fixed
sites yet may be interpreted as a transit concerm as well. The contents
of Section 73.50 give an overview of the function's requirements.

® Surveillance is not separated by the regulations « a specific function.
Procedures are up to the licensee to specify as pa t of the licensee
application.

® Investigation ie treated in the regulations for accou 1*ing or ship-
ping losces and assessment of alarme. The function i. not spelled out
as a separate stage prior to respomge for physical prctection.

® The regulations do not define a sequence of activities from detection
to response but do require such comsideration in a phys ‘cal security
plan.

® The a priori function of planning and design must be exhibited in the

licensee's application. The majority of the regulations can be implicitly
interpreted as dealing with one or more aspects of the elements in this

base. |
3(_(
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® (lassification of the regulation in terme of records and reports shoved

that documentation was required for the majority of safeguards functions.
Of particular importance were changes in estcblished functions, account-
ing precord., or the documentation of abmormal situations.

® Deterrcnce is a junction of safeguards ae well as a safeguards intent.
Classification for thie base indicated the regulctioms did not ex oitly
address this fumetion.

® A performance-oriented regulation can be interpreted as providing
assurance. A number of the regulatzons were tnterpreted as providing
agsurance, however this fumction was never the specified objective of a
given requirement.

® (Communication, as a functton, ie different from records and reports by
the fact that it is an active part of phusical protection. The proposed
regulations in Part 73 detail communication as a function necessary at
both fixed sitee and during transit of material.

® Security Organization ie required to carry out safeg.ards functions.
This need ie characterized in Section 73.50 and in the proposed regula-
tions for both fixed sites and transit activity. A parallel requirement
structure was identified for the two above categories.

® Accounting, ae a fhnctton 18 easily s qled out in the content of the
regulations. It ie primarly contained in Part 70, Sections 70.61, 70.57
and 70.88.

® (onsequence Reduction is defined as activities which occur after an
oceurrance such ae accidents or resulting from adversary acts. The
regulations primarily deal with a priori methods which may be interpreted
ae reducing possible consequences.

4.7 EQUIPMENT AND SECURITY AREAS

The regulations dealing with procedures and specifications can sometimes
specify the types of devices (e.g., two-way communications systems) or designate
areas or locations having differing safeguards requirements (e.g., protected
areas). Five bases were defined to allow classification of the regulations
for these conczrns:

Base 24 - Intrusion and Detection Devices

Base 25 - Alarm 2-_. Communication Systems
Base 26 - Security Areas

Base 27 - Armament, Protective Equipmert
Base 29 - Location in the Safeguards System

\&56 552
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An additional base, Base 28 - Other -afeguards Equipment, was defined
as a "catch-all" for any additional equipment not covered in the above bases.
Included in Base 28 are such items as locks, keys, uniforms, vehicles, signs,
etc., which cannot be classified as part of the other bases dealing with
equipment.

Of the six bases in this grouping, Base 2. - Security Areas was found to
have the most utility in classification. The regulations do not explicitly
specify equipment beyond the general requirements. However, the designation
of security areas, corresponding to a desired level of protection, is an
important concept i~ the regulations.

The elements comprising the above bases fall within natural categories
already used in previous bases. For example, intrusion and detection devices
are supportive of the access control and surveillance functions. The functions
of communicatiun and investigation are supported by the alarm and communication
system. The general protection of a facility or transit operation requires a
designation of specific areas within the sy<tem being protected. Similarly, to
adequately define a level of response to an adversarial action, the location
of the adversary with respect to the material is important. Finally, the
equipment used by the security organization such as weapons or protective
devices comprises another base. Many of the elements in Base 28 - Other Safe-
guards Equipment may be considered as part of one of the other bases in its
grouping, e.g., locks may be considered as providing deterrence.

Bases 24 and 25, Intrusior and Detection Devices and Alarm and
Communication Systems can be considered jointly ir terms of reference tc such
equipment in the regulations. In Part 70, Sections 70.22 and 70.23 give
the general raquirements for a physical security plan. If necessary, the
licensee must provide the details regarding the equipment and procedures for
use as part of his plan. In general, rart 70 does not specify detailed

requirements for such devices.

Part 73, dealing with Physical Protection, has a number of sections
referring to "devices affecting the effectiveness, reliability, and avail-
ability of the physical protection system." Section 73.20, General Performance
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Requirements, refers to a testing and mainten:'nce program in paragraph(b),
but does not specify devices of a given type. For transit protection,
Sections 73.25 or 73.26 refer to access detection or control subsystems in
paragraphs 73.25(g) and 73.26(f) and alarms or communication subsystems in
73.25(d) and 73.26(g), (i) and (j). For physical protection at fixed sites,
Section 73.45 gives general requirements regarding devices, again referring
to subsystems for detection, surveillance, and communication. Section 73.50
has several paragraphs also dealing with these requirements: Paragraph 73.50(c)
refers to access, 73.50(d) detection, 73.50(e) communication, and 73.50(f)
testing and maintenance of such systems. Section 73.46 further elaborates

on the various systems of devices in a parallel manner. Table 4.4 summarizes
the content of the various regulation dealing with the elements of Bases 24
and 25. As shown, the majority of device specifications are given in the
"proposed regulations" of Part 73.

Base 26 - Security Areas. The safeguards regulations designate various

areas by degree of access to nuclear materials. Depending on the degree of
access, the variou. ~ 1nated areas require different levels of protection.
Areas are regions bo ..d by barriers and accessed by portals. Other are
within the safeguards system are various designated zones. At the final point
of material access, containment vessels and packages may be considered as
security areas as well.

Figure 4.17 gives the regulations classified as dealing with Base 26.
Part 73 provides the majority of regulations classified for this base. Note
that a number of implied classifications were made in the figure. For example,
Section 73.50 Paragraph(b) deals with physical barriers. However, no barriers
of a specific type given as elements in the base are singled out in the para-
graph. Protected areas are most commonly referenced in the regulation, parti-
cularly in the proposed upgrades to Part 73. In Figure 4.17, a number of
specific observations can be made. For example, emergency exits (element 0)
are required as part of criticality in Section 70.24 or protected via 70.50.
Vaults and vault-type rooms are used together in Section 73.60 but only vaults
are addressed in 70.51 for material control and 73.46 for protection of fixed
sites.
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TABLE 4.4.

General Requirements

(1) Testin

detected and corrected...

Transit Protection

(M

(2)

(3)

(4)

(5)
(6)

Access detection procedures or subsystems.

Tamper indicating devices, seals.

Surveillance Subsystems, monitoring
Communication Center

Testing and Maintenance

Communication devices, networks
road

air

rail

ship

Fixed Site Protection

(M

(2)

(3)

(4)

(5)

Q-
\.\.
e

Detection System, aids and devices

Access Control Systems

Detection and Alarm Subsystems

Communication Subsystems

Testing and Maintenance
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? and Maintenance program to assure
control over all activities affecting the
effectiveness, reliability and availability
of the physicai protection system including
a demonstration that any defects of such
activities and devices will be promptly

Device Requirements for Physical Protection

73.20(b)(3)

73.25(b)(ii1)

73.26(f)

73.25(c)(2)(1i)

73,

73.34(b)
73.35(b)
73.70(f)

73.25(c)(
73.26(c)(2)

73.26(f),
30(c

(9)(3)

é )
73.31(c) (i)

2)(iii)
2

73.25(d)(3)(11)
73.26(i)(4)

73.26(k)

73.25(d)(3)
73.26(g)(6), 73.31(c)(1)

73.26(h)(

7)

73.26(1)(8), 73.23(a)
73.26(3)(6),

73.45(b) (i)
73.450d)(iv)
73.45(e)(i1)
73.45(F)(i1)

73.46(d)
73.50(d)
73.55(e)

73.46(d)
73.50(c)
73.55(d)

73.46(e)
73.50(e)
73.55(e)

73.45(e)(111)

73.46(f)
73.50(e)
73.55(f)

73.46(g)
73.50(f)
73.55(q)
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Base 27 - Armament, Protective Equipment. As with Bases 24 and 25,
references to specific equipment in terms beyond general performance require-
ments are not made in the regulations. Similarly, for this base, (Base 27)
only the regulatiors in Part 73 mention armament equipment. The regulations
of Part 71, in effect, deal with protection from radiation by packaging, but
do not express this fact.

The new regulations in Part 73 are the major source of requirements for
armament. The new Appendix B of Part 73, General Criteria for Security
Personnel, provides training and general firearms qualifications for the
personnel. Note that in these upgrades, a new designation of "armed response
individual" is made to supplement the definition of guards or watchmen.
Section 73.26 paraaraph(c) requires armed escort personnel to have handguns,
shotguns, and semi-automatic rifles consistent with local conditions.
Section 73.46 parallels the above for fixed sites. Paraaraphs 73.46(b) and
(g) give the same requirement for guards and armed response individuals at
fixed sites. Use of such weapons is given as being of a sufficient degree
to counter force directed at the security personnel. Section 73.55 has the
same requirement as 73.46.

In *he remainder of the regulations, Section 73.30 paragraph(e) mentions
armed escorts; Section 73.31, an escort of two armed guards for road shipment;
73.32 unarmed escorts for shipment by sea (which is contradicted by 73.26(j)(2)
which requires armed escorts). In 73.32 for air export shipments, another
contradiction is made by 73.26(h)(5); the former requires an unarmed escort
and the latter designates three armed individuals. For transfers, discussed
in Secticns 73.35 and 72.26(e), armed escorts are required in the latter
paragraph. Section 73.50, which provides general requirements for physical
protection at fixed sites does not mention any armament requirements.

The regulations do not list any safety equipment for personnel from
adversary attack, fire protection, or otherwise. No benign weapons are
specified as an option in the regulations, e.g., element 27-E, Aerosol
Irritants), and no weapon calibers or military type equipment (e.g., used as
SWAT teams) are designated. However, Appendix B of Part 73 does indicate
training on certain of these devices.
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Base 28 - Other Safeguards Equipment has several appearances throughout
the regulations, due primarily tc its general nature. In Part 70, measurement
systems for criticality are required in Section 70.24, measurement tests for
the manufacture or import of calibration or reference sources in Section 70.39,
and measurement systems for material control and accounting in Sections 70.51,
70.57 and 70.58.

In Part 73, locks are defined in Section 73.2 Paragraph (m). Table 4.5

lists the remaining elements and their appearance in the regulations at the
section level.

TABLE 4.5. Other Safeguards Equipment
Element (Base 28) Se. tion
(A) Locks 73.26, 73.3C

73.33, 73.34
73.50, 73.56
73.60, 73.70
(B) Keys, card keys, 73.46, 73.50,
combinations 73.55, 73.70
(C) Uniforms --
(D) Vehicles, f*xed 73.46, 73.50,
site 73.60
(E) Vehicles, 73.25, 73.26,
transport 73.30, 73.31,
73.36
(F) Badges 73.26, 73.46,
73.50, 73.55

The final base in this section, Base 29 - Locction in the Safeguards

System, can be interpreted as oeing oriented in two wvays.

First, the security

areas used by Base 26 are defined in terms used currently v, the regulations.
As can be seen by Figure 4.17, their use can be somewhat corfusing. For
physical protection of either facilities or transit operations, the security
areas may be designated with respect to the proximity or level of control

as one becomes closer to material access. The majority of elements in this

4-46

1456 58



base are, however, oriented to fixed sites. The second viewpcint is also

one of level >f control with respect to procedures for dealing with adversaries.
The adversary location with respect to the material may indicate the severity
of their intent or indicate a necessary response level.

In the regulations it is easy to distinguish whether a requirement deals
with fixed site or transit (offsite) operations. However, in classifying
the regulations for this base, no organizational structure alcng either of
the above Tines is readily apparent. The physical protection requirements
are not presented hierarchically with respect to location of a given detected
activity. Similarly, no graduated set of responses is provided. Obviously,
material control and accounting requirements are within the proxirity of the
material or fence specifications are at the boundary of a protected area,
but the regulations are not so structured.

To summarize this section, covering concerns about equipment and security
areas, the following observations can be made:

® The regulations do not provide detailed requirements regarding
detection, alarm or commmicatione systemc beyond gemeral per-
formance requirements given in the proposed physical protection
upgrades.

® Security areas are used in a number of the regulations to designate
physical areas requiring control. Although the designa*ions are not
conflieting, a common, simpler set of terms would allay some confusion
in interpreting the requiremente.

® Armament is specified by the upgrade rules and Appendix B of Part 73
and increases the number of, or now requires, armed guarde (escorts)
for most activity.

® The regulations do not provide a hierarchy of graduated protection
or response dependent on location of an event. The regulations do
vary dependent on location for access control and other functions.

4.8 ADVERSARIES

The classification of th: regulations with respect to adversary activity

are depicted in Figure 4.18.
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Three bases were defined to classify the contents of the regulations from an
expected adversary activity or characteristics. These bases are:

Base 30 - Adversary Characteristics
Base 31 - Type of Adversary Action
Base 32 - Stage of Adversary Action Sequence

For Base 30 only the proposed physic:1 protection rules cover a set of hypo-
thetical adversary characteristics. Section 73.20 gives general requirements
for physical protection performance. Section 73.55 is similar for protection
of power reactors.

The type of adversary action most commonly referred to the regulations
is "radioactive sabotage." Base 31 defines 5 catcgories of thefts including
hoaxes. Note that the hoax threat is not addressed . the regulations. It
is also difficult to distinguish a diversion threat fron a sabotage threat.

For purposes of deterrence, the stage of adversary activity may be an
important con. ideraticn. Base 32 gives eleven stages of possible adversary
activity. The regulations are not specifically oriented to any activity
except protection from the actual act. This is reflected by the third cate-
gory shown in Figure 4.13.

Tne orientation of ‘he regulaticns with respect to adversaries can be

characterized:
® The regulations deal only with direct adversary actions ineluding theft
. I’ I, . . 3
sabotage, or diversion. Advergary attributes are considered only as gen-
- - 5 .

-~ 759327 ~ 4 - o 2 s
era. LeveLlLe o performance -
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5.0 INTERACTIONS

Only where the safeguards regulations interact, e.g., deal with the same
elements, does there exist the possibility of contradiction. In the previous
chapter, the regulations' content was presented in a systematic manner that
helped identify multiple areas of coverage. This chapter focuses on the key
areas of overlapping content within Parts 70 and 73 of the regulations.

The safeguarde regulations interact in several different ways, primarily
depending on the elemente that several regulations may address. Section 5.1
discusses how the regulations may interact and surveys the major interactions
observed in classifying the content of the regulations. Subsequent sections
focus on three areas where the regulations interact. Those areas are:

® Tlicense applications and conditions
e material control and accounting, and
® physical protection.
These are considered in Sections 5.2 through 5.4 respectively.
The methodology developed for this study can also be used to identify
areas not covered by current regulations. This is shown in Section 5.5 which
also provides general observations regarding interactions and how they relate

to the structure of the regulations. The findings are summarized in terms of
consistency and possible contradictions.

5.1 CHARACTERIZING THE INTERACTIONS

Two or more regulations can interact at several different levels of
generality. Recall Figure 2.2 which depicts a hierarchy for the various
factors of concern in the regulations. This hierarchy was used to exhibit
that a regulation may specify a number of activities and functions to meet a
given objective.

By applying the methodology to classify the content of the regulations,
it is also possible to identify multiple areas of coverage. The presentation
of Chapter 4 grouped the regulations by content into subsets dealing with one

5-1
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or several elements in each base considered. If a given element is found to
be covered by two or more regulations, then that indicates a possible inter-
action between the regulations.

To elicit possible interactions between regulations, it is necessary to
compare the classifications for pairs of regulations to identify common ele-
ments; i.e. those "covered" by both. This, of course, does not necessarily
mean that the interaction is a contradiction. In general two or more regula-
tions can interact in one of the following ways:

Do not affect the same safeguard elemente (no interaction)
Cover the same elements in a neutral way (complying with
Ll the regulations ie the same as complying with each separatelLy.

® Affect the same elements in a positive way (the regulatione support
or elarify one another making compliance less difficuit)

® Affect the same elemznte in a negative way (complying with all

the regulations is more difficult than complying with each separately;

in the extreme case, the regulations contradict one another).
Only in the last category above could several regulations interact in a nega-
tive manner indicating a contradiction. The general observation from studying
interactions among tne regulations is that although they do interact extensively,
they interact in either a neutral or positive manner. This should be expected
since the regulations are intended to function as a "whole" rather than as a set
of separate parts.

The lack of a systematic structure for the regulations obscures a number
of the supportive relationships among the regulations. The current numbering
system used to index each of the Sections in each Part of 10 CFR is intended
to help establish precedence relations for the regulations. For example, in
Part 73, Physical Protection of Plants and Materials, the sections numbered
73.30 through 73.36 deal with transit protection; Section 73.30 gives general
requirements for all modes of transit ard 73.31 through 73.35 deal with
specific modes or transfer. The performance oriented upgrades for transit
protection are given in Sections 73.25 and 73.263 their numbering indicates
that they supplant the various requirements in the current Chapter 10, CFR.
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The general performance requirements for physical protection, given in Sec-
tion 73.20, in turn take precedence over either the set of transit require-
ments or for fixed sites. Figure 5.1 depicts this relationship.

T GENERAL PLRFORMANCE
REQUIREMENTS

13,20

= il

| PERFORMANCE CAPABILITIES
FOR PROTECTION OF
SSNM IN TRANSIT

3.5
i — T_-A_._.___l
SO |

TRANSPORTATION PHYSICAL
PROTECTION SYSTEMS,
SUBSYSTEMS ELEMENTS, |

COMPONENTS AND PROCEDURES |

23 3
2.£8

I

GENERAL RECUIREMENTS

73.30
P Wik b AN A -
SHIPMENT | SHIPMENT SHIPMENT SHIPMENT | | TRANSFER |
BY ROAD BY AIR BY RAIL BY StA OF SNM
73.31 B3R 13,33 | BnU | { DS
A J
MISCELLANEOUS

REQUIREMENTS 73,36

FIGURE 5.1. Precedence Among Transit Physical Protection
Requirements
A similar set of precedence relationships showing the interactions of the
physical protection regulations in Part 73 can be determined. These are dis-
cussed in Section 5.4 of this chapter.

In Chapter 4 the content of the regulations was assessed by reviewing
each with respect to the elements within each base. The results of the classi-
fication were presented by groupirg all of the regulations dealing with a given
base. These groupings provide a preliminary set of possible interactions. In
effect, all the regulations in a given grouping interact. The objective here
is to clarify the complexity of the interactions by structuring and to identify
potential negative inieractions.

1437 004
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To elicit the key interactions requiring further study, the set of regula-
tions was first reviewed base-by-base. The results of this review are
summarized as follows:

Regulatory Requirements. Most of the regulations can be classified as

either procedural or performance requirements. A possible basis for conflict
occurs when a pair of regulations, one procedural! and one performance, addresses
the same function or object. The use cof the first base, Regulatory Reguirements,
for classification proved it is difficult to determine a consistent separation
between perormance and procedural requirements.

A specific example can be found in the proposed regulations of Part 73.
Section 73.25, defining performance capability for protecting transit opera-
tions, is a performance requirement; Section 73.26, defining transit protec-
tion systems is procedural. The latter section in effect specifies the minimum
system necessary (in terms of guards, planning, shipping, communication, etc.)
to achieve the desired performance. The interaction is positive in that
complying with Section 73.26 supports compliance with Section 73.25.

The regulations that were cl
procedural (or both) interacted 1

Regulatory Activity includes those activities conducted by the NRC to
meet the requirements of their charter. The majority of the regulations were
classified as dealing with licensing. The remainder of the activities found
in the classification for this base interact neutrally.

The interactions in the licensing process are detailed in Section 5.2 of
thie chapter,

Designated Party. One possible way a set of regulations can interact is
by affecting the same set of people. The regulations were shown to identify
licensees as their primary objects. The regulations identifying other desig-
nated parties were perused for possible interactions. The analysis showed

that other persons referred to, who were not employees of licensees, were
primarily listed as exemptions, e.g., carriers.

—
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The major potential interaction here is in the dichotomy between legal
responsibility (compliance by the licensee) and the "command" target as
employees of the licer “0 must conduct specific activities. It was found
that the regulations 4¢. .xplicit about liability; the responsibility of
assuring that licensee employees perform their duty is in the hands of the
licensees.

-

m . 1y destoncte the licensed ab licving the wredvcnsl
The regulatione generally designate the licensee as having the responsi-

yaao" ; iy
tiity for compliance.

o

Safeguards Intents. This base w s used to help qualify the nature of the
regulatory requirements, specifying the aim or purpose of the regulations.
Review of the classifications for this base indicated:

o or move reaulationa ecould be identified as hawins +

1WO Or more regularioneg coulLd be taentirjiea ae nai ing v
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Operations and Facilities. Four bases were used in Chapter 4 for classi-
fying the .various operations ind facilities. This general category identified
possible areas of interaction that are discussed in more #zie1l in Section 5.3.
For facilities, the regulations give material types and quantities as the
orrganizino structure. The regulations were not shown to be organized by
detailed process operations at facilities--hence there is no case for inter-
actions. For temporal aspects, the regulations can be interpreted as licens-
ing requirements prior to operations; compliance is the concern after operations
commence. Fossible interactions based on this separation were not considered

to be important.

I dns 5 & 7 ' an 4 o Ay ko . + c 7 > J aTladn
3 addresses the interaction between materiale and faeilities.

N
o P i -
etion

v

€

Cry

Material Types and Measures. In the regulations, material specifications
are primarily by weight, further qualified by enrichment. Table 4.4 gives
the roquirements organized by the above category. Those results were reviewed
for possible interactions and conflicts.

| 1437 006
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With respect to material quantities specified by weight, the regulations
give a wide variety of levels for differing requirements. The main cause for
confusion stems from the different amounts that are specified, often within
the same section of the .egulations. For example, Section 70.51 gives several
levels of control for material control and accounting purposes. The structur-
ing and classification process indicated no major contradictions in the regula-
tions. Howev.~, part of the possible confusion could be allayed by considering
the regulatory requirements by a “top down" approach as presented in Tabie 4.3.
For example, a potential licensee may know in advance the material amounts and
types that he expects to deal with. If, as an example, he expects to deal
with no more than one effective kilogram at any time, then he would refer to
the requirements set on this amount or less.

Material ﬂuan,,,:es and measures are confusing in the interpretation of
the regulations, primarily due to their pervasive use (particularly in Parts 70
and 71). Upon a detailed examination for interactions, no major conflicts
were fcund. However a "roadmap” such as given in Table 4.5 may nelp alla;
possibl. ‘ou,xguor or apparent conflicts resulting from a cursory reading uf
the regulations.

Performance Criteria. As with Base 4, Safeguards Intents, Base 12 pre-
sented a list of possible performance criteria to help qualify the content of
the regulatory requirements. The classification of the regulations in terms

of possible performance criteria indicated that the exhibit of performance,
beyond general specifications, falls on the shoulders of the licensee. The
regulations are not oriented toward measuring performance.

S
rv'an:e eriteria spelled o
il

~ vs 2
‘mrx VSR
[

Interaction in terms of pe
tions was not considered to be 18ts for poe eonj
could ereate conflicte in exhibiting 'é'fbrmance' kcwever, tke Pe;ulutio.
not lend themeselves to causing conf ote by thet

i
rfo
a ba

Safeqguards System Functions. The twelve bases used to classify the
various functions of safeguards systems span both physical protection and
material control. In the conclusions regarding content given at the end of
Section 4.5 of this report, only five bases were observed to describe separable
functions in the regulations. The various regulations associated with each
base can be considered to interact in that they are directed at least in part

to a specific function.
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Adversaries. Only tne upgrade requirements proposea for Part 73 deal
with adversaries, and only from a performance viewpoint. The licensee may
have difficulty in exhibiting compliance for the various requireme.ts, .°.q.,
Sections 73.25 and 73.45). No specific security organization may be more
suited for one type of threat than another. The physical protection specifi-
cations are oriented to dealing with overt acts rather than covert acts of
diversion or sabotage.

Conflicte in prformance requirements regarding physeical protection could

occeur in the secur ty organization design or procedures necessary to comply
with a variety of advereary acts. Thisg possibility of conflict or contradic-

- o
74

tion was not addressed, nor ie there a baeis of experience to validate poseible
ecompliance difficulties.

Summary

This section has surveyed the review that was performed on the regula-
tions to elicit their interactions. The classification of the conient of the
regulations provided preliminary groupings of regulations for these considera-
tions. The content of the regulations that were classified as dealing with
a given base was reviewed for interactions. Specifically, where two or more
regulations were identified a. dealing with the same - lement, they were
reviewed in detail for conflicts.

In general, the regulations are intended to act as a whole, not as sepa-
rate, independent requirements. Hence there are virtually no regulations that
do not interact with another at least at some level of generality. A closer
look at the possible interactions shows that:

® Many of the regulations in fact are highly interrelated, primarily in
a neutral or positive manner.

® When interactions between sets of regulations are positive, then a
precedence relation indicating support can be developed.

® Although confusing, and not systematically structured, the regulations
do not interact in a negative manner; they do not contradiet ome another.

The fact that the regulations do not Lasically conflict is reasonable
when one considers that the process of developing requirements is not simple.
It reflects the detailed analysis of needed requirements, a knowledge of
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current requirements, resolved cifficulties in their proper interpretation,
experience in compliance, and a reviaw process which includes all the parties
involved in creating ¢ meeting their requirements.

Although the above conclusions indicate that the interactions among the
regulations are not necessarily negative, several key areas of interaction
deserve further consideration. These areas were identified in the above dis-
cussion and are discussed in more detail in the next several sections.

5.2 THE LICENSING PROCESS

The first set of interactions in the regulations considered in detail
spans the contents of Parts 70 and 73. A major purpose of these parts
is to promulgate the conditions for licensing of persons or organizations
having nuclear material. Although licensing is a concern of all three parts,
the purpose of Part 70--Special Nuclear Material, is given in Section 70.1
paragraph (a) as:

The regu]ations in this part establish procedures and criteria
for the i{ssuance of Iicensee to receive title to, own, acquire, deliver,
receive, possess, use, and transfer, special nuclear material; and

establish and provide for the terms and conditions upon which the
(Nuclear Regulatory) Commission will issue such licenses.

Part 73, Section 73.1 paragraph (b) prescribes requirements for:

(1) the physical protection of production and utilization facilities
[iceneed pursuant to Part 50 of this chapter (10 CFR) and (ii) the
phys1ca1 protection of plants in which activities Iicences pursuart
to Part 70 are conducted,...

The section also includes physical protection in transportation

by any person who is I7icenced pursuant to the regulations in Part 70

of this chapter who imports, exports, transports, delivers to a carrier

for transport a single shipment or takes delivery of a s1ngle sh1pment

free on board at the point where it is delivered to a carrier.

These general requirements exhibit that each of the parts is concerned
with licensing. To focus on the various requirements dealing with licensing
it is possible to identify two pairs of categories in which the interacting

regulations can be grouped. The first separates licensing into:

o 1437 010
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® content of license applications
e conditions of specific licenses.

To receive a license, an applicant must submit an application that
specifies certain detailed information regarding his proposed activity.
Dependent on the amounts and types of nuclear material, the activity, and other
factors, a specific license or general license will be required. The regula-
tions deal primarily with specific licenses. General licenses are treated
by exemption for certain activities or small amounts of nuclear material.

The second pair of categories separates licensing as pursuant to:

e fixed sites
e transit operations.

In Section 70.12, common and contract carriers, freight forwarders, warehouse-
men, and the U.S. Postal Service are ail exempt from licensing requirements.

The regulations place the responsibility for transit operaticns on the shipper
and/or the receiver of a nuclear material shipment, by stipulating that (for
domestic shipments) each must be a licensee. The separation of licensing v~ re-
ments into those dealing with fixed sites or transit operations allows th

tional specific license requirements to be exhibited as separate.

Tables 5.1 through 5.4, below, give the interaction of the various regula-
tions concerned with licensing. In each, a number of factors are described
dealing with licensing. For the majority of items listed, several of the
regulations can be considered associated with each item. Tables 5.2 and 5.4
deal with transportation. These should be interpreted as requirements over
and apove those for fixed sites, not as a separate set of requirements.

Tab~ 5.1 gives the tive general areas which comprise the content of
license applications for fixed sites. The five areas are: 1) purpose,
2) types of licenses, 3) information, 4) description of control and account-
ing procedi.re, and 5) description of physical security plans. At this level
of detail, the general content of license applications is relatively simple
and the regulations setting the content interact to support one another. As
with other interactions in the regulations, a careful reading is necessary
to identify the various requirements throughout the reaulations.

5-10 1437 011



(&3]

TABLE 5.1.

Purpose and requirements:
criteria for the issuarce of licenses fo~ any person to

Establish procedures and

1) receive title to, 2) own, 3) acquire, 4) deliver,
5) receive, 6) possess, 7) use, 8) transfer 9) import,

10) export,

Types o¥

tion or issuance to particular persons only ior calibra=
tion or reference sources.

‘nses: General-effective without applica-

Specific applies to all

other material uses.

Information:

3 references for person.

1) Name, address, age, cilizenship,
For corporation,; state,

principal officer, location, control, 2) activity for
which SNM requested or produced, general plan,
3) time period for license, 4) material description,

5)-6) technical qualifications and experience of staff,
7) dezcription of equipment, and 8) procedures to protect

health and minimize danger.

Description of :ontrol and accountine nrocedures for SNM

and fundamental material controls.

Description of physical security plans for fixed sites.

Content of License Application (Fixed Sites)

Reference Code

70
70
70

70.

70.
70.
70.

70.
70.
70.

70.
70.
70.
70.

70.
3.

73
73
73
73
50

)
2
.3

32(a)(8)

18
19
20

22(a)
24
59

22(b)

51
57(b)(c)
58

22(h)

40

.46 (proposed)
+«90

.55 (proposed)
.60

.34 (c)




TABLE 5.2. Content of License Applications - (Transport)

Purpose and Requirements: procedures and standards for
transportation and for preparation for shipment by
licensee.

Types of Licenses.

(a) General license issued to persons holding specific
or general licenses who are exempt from package stan-
dards or who transport in approved containers.

(b) Specific license issued to persons holding specific
licenses, for all other material transport.

Package description.

Description of proposed procedural controls for inspection.

Identification of proposed fissile class.

Package evaluation demonstrating that packaging will meet
standards.

Description of plar for physical protection of SNM in
transit including training of guards, escorts, and
special equipment designs,

Special information for export.

5-12

Reference Code

70.1-70.3
71.1-71.3
70.32(a)(8)
70.42

71.5

7131
71.12

7.2
71.21

71.2(a)
22
71.25

71.21(c)
71.24
71.51(c)

71.21(d)
71.4(d)(e)

71.21(b)

71.23
71.31-71.42

70.22(q)
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The additional content of license applications for transport are given
in Table 5.2. For this part of license applications, eight gene 2’ areas
were identified. The first, purpose and requirements, repeats the regulations
shown under the same category in Table 5.1 and gives those sectinns of Part 71
which serve to further qualify the content for transport. Similarly, the
types of licenses are separated for transport as either specific or general.
The package description requirements and procedures are contained primarily in
Part 71. Physical protection security plar for transport, as characterized
by the seventh item in this table, are prisarily in Part 73.

In Tables 5.1 and 5.2, the interactions between the regulations can
be characterized as either neutral or positive. For example, in Table 5.1
information requirements are listed primarily in Section 70.22 paragraph (a).
Included in this item are procedures to protect health and minimize danger.
Sections 70.24 and 70.59 serve co further specify the necessary information
for criticality accidents and effluent monitoring respectively.

The conditions of specific licenses are treated in much more detail than
the contents of licenses. Table 5.3 lists five major categories for specific
iicenses at fixed sites. They are 1) license requirements, 2) issuance,

3) expiration, 4) general limitations and 5) general conditions. Here a
large number of requlations could be listed as interacting. By further
separating the requirements into subcategories, the apparent interacti.ns can
be reduced. The key point is that an even finer focus woula further reduce
the apparen*t interactions.

To further focus on the possible interactions, consider item £.j) in
Teble 5.3 which 1icts tests and maintenance of material or equipment.
Section 70.56 requires the licensee to perform or to permit the NRC ‘o per-
form tests on a) SNM, b) facilities, c) radiation detection and monitoring
instruments, or d) other equipment and devices used in connection with the
production, utilization or storage of SNM. Section 73.50 paragraph (f) focuses
the requiremernt to devices dealing with physical protection, (e.g. intrusicn
alarms, barriers, emergency alarms, communications, and other equipment).
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3.

4.

TABLE 5.3. Conditions of Specific Licenses - (Fixed Sites)

License Requirements,

(a) MNc person shall (1) receive title to,
(2) own, (3) acquire, (4) deliver, (5) receive,
(6) possess, (7) use, (8) transfer,
(9) import, (10) export, except as authorized
in license.

(b) Licensee shall observe all rules, regulations and
orders of the Commission.
Issuance.

(a) Upon approval of Commission based upon determination
that conditions of regulations are met and subject
to limitations deemed appropriate.

(b) Not issued if common defense, security, health and
safety of public are endangered.

Expiration, acnewal, Revocation,

(a) Expiration at time specified in license except when
renewal is in process.

(v, Renewal application should meet filing and content
requirements.

(c) License may be revoked, suspended, or modified for
any false statement, violations, or failures to
observe conditions,

Limitations,
(a) Rights are as defined, no transfer of rights,

(b) A1l SNM is subject to recapture or control,

(c) HNo SNM may be used except in accordance with the
provisions in the license.

(d) Use of material restricted to location for pur-
posees as specified in license.

(e) U.S. and Administration are not liable and make
no warranty.

(f) Commission may incorporate in any license any
additional conditions it deems appropriate.

(g) No changes in material control and accountina pro-
cedures which reduce effectiveness without prior
approval or ammendment.

5=+

Reference Code

70.3

70.1(a)
70.4(h)
70.31(c)

70.32(a)(8)

70.31(a)

70.31(d)

70.32(a)
70.33(b)

70.33(a)
70,21
70.22

70.61(b)

70.32(a)(2),(3)
70.36

70.32(a)(4)
70.61(c)
70.62

70.32(a)(5),(6)
70.41(a)
70.32(a)(7)
70.37

70.32(b)

79.32(c)
70.34
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TABLE 5.4. Conditions of Specific License - (Transport)

License Requirements.

(a)

(b)

(e)

Requirements for transportation and for preparation

for shipment of licensed material and procedures and
standards for approval by NRC of packaging and ship-
ping procedures for fissile material.

No licensee shall deliver licensed materials to a
carrier transfer, or transport such material without
a general or specific license.

No person shall (1) receive title to, (2) own,
(3) acquire, (4) deliver, (5) receive, (6) possess,

(7) use, (8) transfer, (9) import, (10) export,
except as authorized in license.

Licensee who transports or delivers will do so under
established procedures.

Preparation for shipment and transport of SNM shall
be in accord with provisions in Part 71, 10 CFR.

Issuance.

(a)

Upon approvai of Commission based upon determination
that conditions of requlations are met and subject to
limitations deemed appropriate.

Not issued if common defense, security, health and
sufety of public are endangered.

Export allowed only for cooperative agreement and
if interests of U.S. are protected.

Expiration, Renewal, Revocation.

No conditions set forth for transport as separate from
specific license for fixed sites as given in Part 70,
10 CFR.

Limitations,

(a)

Package and transport of materials are also subject
to other parts of 10 CFR and to regqulations of other
agencies having jurisdiction over means of transport.

DOT regulations are assumed to hold even when trans-
port is not interstate or in civil aircraft,

DOT or postal regulations take precedance.

No transfer of SNM except to the (1) Administration,
(?) Agency in Agreement State, (3) exempt persons,
(4) exempt persons in agreement state, (5) holders
of specific licenses.

5-16

Reference Code

71.1(a)

71.3
70.42(a)
71.5(a)

70.3
70.1(a)
70.4(h)
70.31(c)
73.30(a)

70.41(a)

70.31(a)

70.31(d)

70.31(e)

71.1(b)
71.5(a)

71.5(b)

71.5{c)
70.42(a)(b)
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5.

(e)

(f)

(9)

TABLE 5.4. Conditions of Specific License - (Transport)

(Cont'd)

No changes that would decrease the effectiveness
of the plan for physical protectiun of SNM in
transit.

Nothing contained in the regulations in Part 70,
10 CFR authnrize distribution of SNM to any person
outside of U.S. jurisdiction except under terms of
a cooperative agreement.

Creditor must have license to take possession.

Conditions.

(a)

(3)

(k)
(M

Possession, use, and transfer of any SNM produced
by a licensee in connection with or as a result of
use of SNM -eceived is subject t> regulations of
Part 70.

Specific licensee must verify that the transferee's
license authorizes receipt of the type, form, and
quantity of materials to be transferred.

Licencee who transfers or receives material must
complete and submit material transfer reports.

Keep records of receipts, inventory, disposal,
acquisition, and transfer status.

Must meet all package standards as specified and
approved by the application.

Establish and maintain (1) operating procedures,
(2) safe opening and closing procedures, and
(3) inspection procedures.

Determine integrity of all packaging pricr to
each use of the packace.

Maintain records *or a pericd of two years for
each shipmert of rfissile material.

Permit inspection and tests of materials, pack-
agina, and premises in which material or pack-
aging are used.

Provide physical protection by establishment and
maintenance of physical protection system for SNM
in transit. ‘

Physical protection system performance requirements

Notification to consignee of material transfer
information

5-17

70.32(d)

70.41(c)

70.44

70.41(b)

70.42(c)(d)

70.54

70.51
70.53

71.21
71.31-71.42

71.51]

71.53
71.54

71.62

71.63

73.1
73.30-73.36
73.20(proposed)
73.26(proposed)
73.46

73.25(proposed)
73.45

73.27(proposed)
73.72
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Section 73.46 paragraph (g) supports Sectiun 73.50 paragraph (f) above. Also
listed in this category is Section 73.60 paragraph (d). This requirement
parallels the requirements of Sections 73.50 and 73.46, but emphasizes physical

barriers and intrusion alarms (e.g. intrusion and detection equipment).
Section 73..0 paragraph (e) deals with records of testing and maintenance

of physical protection devices. Of the above paragra-hs, only paragraph (d)
of Section 73.60 could be classified as redundant; its interaction is neutral.

Table 5.4. lists a parallel set of general corditions of licenses for
transportation. Several of the criteria listed in Table 5.3 (e.g. item (a)
of the first category dealing with license requirements) are repeated in this
table. Cthers can be viewed as additional specifications for the licensing
for transport of nuclear material.
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or aicternative groupings, thne regulariong were ,oung 0 tnterqet eriner
e

. e 3
" - - o P B ot 272
P N SUpport o] one aqnotner.

5.3 MATERIAL CONTROL AND ACCOUNTING

One of the major organizations used in the regulations concerned with
material control and accounting is by material type, qualified by quantity.
As indicated in Section 4.5, the safeguards regulations impose various levels
of control dependent upon the quantity and kind ~f material which the licensee
possesses or is authorized to use. Five points can be identified as indicative
of changes in the level of control:
any amount
one gram
three hundred fifty grams
one effective kilogram
five thousand grams.

Table 4.3 gave the specific material amounts identified in the regulations.

A second major organization is by the facility types and operations
generally requiring possession or use of SNM. This was discussed as part of
Section 4.4. It is important to consider possible interactions in terms of
these two viewpoints.
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Thie section compares the five material quantities above with various
facilities to elicit poseible contradictions in the regulations. The com-
parisons are based on the actual content of the requirements coupled with the
material que S actually used in facilities. Some of the results shown
in Tables 5.5 through 5.7 were given in Appendix B of NUREG-0405. ()

Recall 7able 4.3 which gave all the material quentities srecified by
weight in the part: of 10 CFR considered in this study. In the table, the
specific types of facilities to which the requirements apply are not spe “ified.
In investigating this relationship, the principal interactions were found to
be in the areas dealing with the licensing process and material control and
accounting requirements. With the e..eption of proposed Section 73.55, dealing
with physical protection of power reactors, the protection requirements are
founded on the facility having at least 5000 g (formula quantity) of special
nuclear material.

Tables 5.5 and 5.6 below parallel Tables 5.1 and 5.3 respectively as
given in Section 5.2 of this chapter. Table 5.5 compares the material quan-
tities and facilities in the format of the coni.nt of license applications.

As shown, the requirements for describing material control and accounting
procedures or physical security plans are dependent upon the amount of material
to be used in the facility.

Table 5.6 gives the same basic categories as were given in Table 5.3
except Table 5.6 enters only the requirements which depend on material
quantities. The determination of whether or not these requirements must be
met is usually dependent on a material quantity stated elsewhere as being
applicable. For example, if physical protection as specified by Sections 70.22
paragraph (a), 73.20 or 73.50 is not required, then records as specified by
Sections 73.70 or 73.46 are also not required.

(a) Report of the Material Control and Accounting Task Force, NUREG-0405, U.S.
Nuclear Regulatory Cormission, April 1978, pp. B-10-11.
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Section

1. Purpose & Requirements

2. Types of license

3. Information

4. Description of control
and accounting
procedures

5. Description of physical
security plan

70.
70.
70.
70.

70.
70.
70.

70.
70.
70.

70.
70.
70.
70.

70.
73.
73.
73.
73.
73.
73.

TABLE 5.5.

!
2
3
32(a)(8)

18
19
20

22(a)
24
59

22(b)
51
57(k)
58

22(h)
20

46
50
55
60

Key (1) any amount, (2) one gram or more
(3) 350 grams (4) 1 effectively

(5) 5000 g or more

(*) 700 g U-235, 500 g U-233, 450 g Pu.

Processing  Processing
_Plants Plants

-_— e B b

See Table 4.4.

Lo

(S N E

Fuel
Repro-
cessing
Plants

- s b

Content of License Application

Enrich-
ment Power
Plants Reactors

P

v

Medical
& Research
Reactors

Scrap
Recovery

EEE

(5o}

Waste
Disposal
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_Section

1. Requirements 70.3
70.31(c)

2. lIssuance
3. Expiration, Renewal
4. Limitations

No changes in material control

and accounting procedures which
reduce effectiveness without
approval 70.32(c)

No changes in physical pro-

tection plan which will reduce
effectiveness without

approval 70.22(h)

5. Conditions

Maintain and follow program
for material control or
accounting 70.32(c)

70.58

Provide Physical
Protection 70.22(h)

73.20
73.50
2385
73.60
Records 70.51(b)
70.53(a)
70.52

Key (1) any amount, (2) one gr- . or more
(3) 350 grams (4) 1 efrective kg
(5) 5000 g or more

TABLE 5.6.

U0,
Processing
Plants
|
4

-

o«

5

Conditions of Licenses

Puo,
Processing
Plants
|
4

N oW

Fuel
Repro-
cessing
Plants

1
4

N W

Enrich-
ment
Plants
|

4

LS P

Power
Reactors

1

Medical
& Research
Reactors

1

Scrap
Recovery

oo

oW

Waste
Disposal
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22-S
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TAELE

..Section

1. Records

(')Rece|pts. inventory, disposal,
acquisition, import, export,
transfer 70.51(b)

(h)lwﬂ‘-sued 1tems: records of
each such item and 1ts identity,
location, source, and dis-
posi1tion 10.51(ej (1)

(t\lnt:nts added to or removed
fro s process, amount 1n-process,
identity, location, and
quantity of unique items, and
their source and
identity 0.5 (e (i) (1)

(c)ﬂiter\al balance
records 70.51(e) (4)(111)

(1v) and (v)

")HecSure-ent con-
trol records 10.52(0)(2)

ang (12)

Flgun amental
material control
records 70.58(c)(2)

and (a)(4)

and (k)

2. Material transfer

Licensees who transfer or
receive | gram or more must file
an NRC Form 741 with NR(C and
with the receiver or

transferrer 70.54

Key (1) any amount, (2) one gram or more
(3) 350 grams (4) | effective kg
{(5) 50060 g or more
{a) n shielded zones,
{b) in non-shielded zones

R P R R R RERE=»

T R T SR, s

5.7. Material Control and Accounting
Fuel
U0, PUO, Hepro- Enrich- Medical
Processing Processing cessing ment Power & Hesearch
Plants _Plants Plants  Plants Reactors  Reactors
1 | i | i 1
1 4 kS 4
4 4 a 4
4 4 4 4
4 4 4 4
4 4 4 4
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TABLE 5.7. Material Control and Accounting (contd)
1
Fuel !
uoy PUO, Repro- Enr: Lh- Medical ]
Processing Processing cessing ment Power & Research Serap Waste
ey T __Section s I Plants Plants Plants Planty Heactors Reactors Recovery  Disposal
6. [Inventory )
«
(0)guery 12 montns 70.51(d) 3 3 3 3 ! 3 3 3 ]
(Blgery 2 montns 705V e (3) () el l
(guery 6 montns 70.51(e)3) (1) e 4
(“)lnmtoﬂes must be
ir accordance with
70. 51 (e} and 70,51(e)(3)
within 30 days after 70.51(f) I
start of each 70.51{e)(4) I.
ending inventory 4 4 4 4 4 ;
(1) calculate MUF 1
and LEMUF 70.5{e)(4} (1) 4 4 3 q 4 I.
(11) reconcile and l
adjust book
record 70.51(e){4){1} 4 4 4 4 4 1
(1i1) complete and :
maintain recor s ﬂ
as in iv(a)l.2,3 |
and 4 above 70.51(e)(a)(11) 1
{1y} and (v) 4 1
7. Limits on LEMUF !
(‘)1. of total inprocess material
balance for Pu or U-233 in ]
repracessing plants or 70.51(e]{11) 4
1
“”0.7: of total inprocess material |
balance for U element and
fissile isotope or 0. 5i{e) () 4
(6)0.51 of total inprocess '
material balance for Pu,
U-235 or high-enriched U
element and fissile
isotope 70,91 (e) (5} (1) 3 4 3 |
(”0.5'. of total inprocess :
material balance of low ,
enriched U element and !
fissile isotope or 20.51(e}(5)(n) 4 4 3
(')Other Timits as approved
by NRC 70.5Me)(6) 4 4 4 ] :

Key (1) any = unt, (Z) one gram or more ‘
(3) 350 grans  {(8) 1 effective kg I‘
(5) 5000 g or more ‘
(a) in shielded zones,
(B) tn non-shielded zones |



Table 5.7 details material control and acccunting requirements. Most of
the requirements are in effect at the one effective kilogram level. This
table serves to link the principal material control and accounting requirements
and exhibit their interactions. It also indicates their applicability to
certain facilities which is difficult to ascertain from the regulations.
General observations regarding the interactions of material control and
facilities are:

~

e - - ey
- 4~ - Il ’ s o
tationg between the quantities

1e requirements have

t yliett rather than the explieit
vt T * . . ol . g 1 7 -
material quantities. Simiiarly
-
t
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984 . | "7-. 7 LT oo 2 ot Yes 4 7 Y >3
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® Relating material quantities specified in the regulationg with speerfie
factlitiee substuntiates the varic: levels of control identified asg
Jactliries substuntiales tne varicu8 LevecLs o eontro. iqentijieq ae
4 £ 2 2 - i N 4 a s 4 AR ¥+ e O,
preface to thi8 gection ana wn Section 4.4 of thie report.
™ - - - s . 4 s T - ” | - Y
® There qo not appear to b Ietiong tn relationg between
3 d - 3 ey
material quantities yermeda by the regucations.
:
3
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5.4 PHYSICAL PROTECTION

This section briefly addresses the interactions within the physical
protection requirements which are contained mainly in Part 73, Physical
Protection of Plants .nd Materials, of Chapter 10 CFR. The majority of the
intecactions within this category have already been identified by the classirti-
cations presented in Chapter 4 c¢f this report.

To show a precedence relationship between regulations, the interactions
betwe~n the principal transit physical protection requirements were given by
Figure 5.1 in the first section of this chapter. Figure 5.2 exhibits & simi-
lar relationship for the requirements dealing with facilities (fixed sites).

The relation shown in Figure 5.2 gives an orientation to viewing the
physical protection requirements from a performance perspective. On this
basis Section 73.20 of the proposed upgrade rules is shown at the top of the
hierarchy. An alternative presentation would exhibit Section 73.40 as the
principal requirement because it establishes the fact that the licensee must

provide physical protection.
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GENERAL PERFORMANCE
REQUIREMENTS
3.2

hi

PHYSICAL PROTECTION

GENERAL REQUIREMENTS
AT FIXED SITES
3.4

—

PERFORMANCE CAPABILITIES
FOR FIXED SITE PHYSICAL
PROTECTION SYSTEMS

713.45

FIXED SITE PHYSICAL
PROTECTION SYSTEMS,
SUBSYSTEMS, oIEMENTS,
COMPONENTS AND PROCEDURES
13.46

REQUIREMENTS FOR PHYSICAL REQUIREMENTS FOR PHYSICAL
PROTECTION OF LICENSED PROTECTION IN NUCLEAR
FACILITIES REACTORS \
13.50 3.5

=

T

[ ADDITIONAL REQUIREMENTS
FOR THE PHYSICAL PROTECTION
OF SNM AT FIXED SITES
73.60

FIGURE 5.2. Precedence Among Fixed Site
Physical Protection Requirements

Figures 5.1 and 5.2 are of additiocnal interest because they exhibit an
interaction of the proposed upgrade rules. Within both the current requirements
and the upgrades the reguiations provide references to other sections which
each support. In Figure 5.1, Section 73.26 is intended to supplant 73.30
through 73.36. Similarly, Section 73.46 shown in Figure 5.2 supercedes
Sections 73.50 and 73.60.

Another separation of the regulations is between physical protection of
SNM and physical protection of facilities themselves; e.g., not specifically
dealing with material. Such a separation is more subtle than actual. A
closer look at the requirements in Figure 5.2 shows that all of the section
titles except Section 73.60 make no reference to material. They are, however,
applicable only if the facility contains a quantity of material (except 73.55)
exceeding a formula quantity. Section 73.40 does make a distinction between
the acts of industrial sabotage and theft of special nuclear material.
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Similarly, Section 73.20 again makes the distinction in promulgating general
performance requirements. The purpose of the separation between physical
protection of facilities and of SNM is to differentiate the consequences
between sabotage and theft.

Further interactions among the physical protection requirements can be
investigated by comparing the classification of the regulations content with
the various categories used in the requirements.

Sections 73.46, 73.50, and 73.55 all give a set of categories by which
the var.ous paragraphs of their contents are grouped. Table 5.8 lists the major
headings of each section. As can be se¢n, the major paragraph headings exhibit
a parallel organization. The two proposed upgraae., Sectior 73.46 and 73.55,
exhibit the most similarity. This includes, in most cases, referencing th2
same elements, which can be substantiated in the fact that the two sections
usually appeared together in the classifications of Chapter 4. Similarly,

TABLE 5.8. Categories Used in the Fixed Site
Physical Protection Requirements

at

Ficed Site Physica!l Requirements for Physical Reguirements for Physical

Protection Systems, Frotectior of Licensed Frotection of tensed
Subsvstems, tlements Activitie Artivities [(Power Reactors
Paragrapt
) Security organizatign a) Physical security b) Physical security
rga atlror yrgantzatior
Physical barrier ) Fhysical barriers Physice Dparrier
sublsystens subsyt te s
(4] ACcess control ) Access reguiraients 1) ACcess ry juirements
subsystems and
procedures
(e) Detection, surveillance (d) Detection ards e) Detection aids

and alarm subsystems
and procedures

(f) Communications (e) Communicitigns ) Communications
subsystems requirements requirements

(g) Test and Maintenance (f) Testing and {g) Testing and
prograrcs maintenance naintenance

(1) Contingency and (g) Response requirement {h] Response requirement

and response plans
and procedures

¥ ‘ \QSY 028
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Section 73.50 also was classified in conjunction with the two proposed require-
ments. No major contradictions or conflicts regarding compliance can be
identified.

A similar comparisor. can be made for the transit physical protection
requirements. Proposed Section 43.26 - Transportation Physical Protection
Systems, Subsystems, Elements Components, and Procedures - parallels the
organization of several of the sections in the current regulations. These
interactions are shown in Table 5.9. As shown, the requirements in Section 73.26
are clear upgrades over current requirements. Notable are increased guards/
escorts and prior arrangements for assistance.

TABL. 5.9. Categories Used in the Transit Physical
Protectior Requirements

S __Section
73.26
Transportation Physical Current Transportation
Protection Systems, Sub- Physical Protection

systems, flements, Compo- Requirements
nents, and Procedures

:arggraph

a) General requirement for 73.301a) genera) requirement
transportation physical
protection
b! Planning and scheduling
1" avoid regularity and high risk areas, 73.30(b
transit times
') prior arrangements with LLEAS
{3) sertes of small shipments
(4) NRC prior approval 73.30(F)
(€} Export/1mport shipments 73.32(c) export of air
73.34(c) export of sea
73.36(t) import shipments

73.26

Transportation Physical Current Transportation
Protection Systems, Sub- Physical Protection
systems, Elements, Compo- Requirements

nents, and Procedures

Pougrapn

(@) Security Organization 73.30(d) guard's gqualifications
‘<) Contirgency and response plans

(f) Transfer and storage of SSNM 73.35 Transfer of SNM
for domestic shipments

(g) Access control subsystems and procedures
(h) Test and maintenance programs

(1) Shipment by road 73.3) Shipment by road
{3) Shipment by air 73.32 Shipment by air
(k) Snipment by rail 73.33 Shipment by rai)
(1) Shipment by sea 73.34 Shipment by sea

N8 1437 029
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The next area of possible interactions among the physical protection
requirements deals with specific elements covered by two or more or the
regulations. The methodology exercised in Chapter 4 to c.assify content was
used for this purpose. All regulations dealing with a specific element,
were reviewed in detail for eac. base. Again, for the purpose of identifying
possible interactions from the perspective of physical protection, elements
were pairwise compared between the regulations. No major conflicts in the
form of negative interactions were identified.

To summarize:

® Phyeical prot otion is naturally eeparated in the regulatione betweer
transportatiz.. and fixed eitea; however, a separation betweenm proteating
Jaetlities and protecting material in facilitiee can also be made

® The proposed upgrade rules for Part 73 preaent the majority of interactione
in the area of phyeical protection; these interactione can be viewed as
a eet of precedence relatione representing positive interactione.

5.5 GENERAL OBSERVATIONS

This section discusses several additional factors regarding the inter-
action of the various safeguards regulations. First, the method is used to
identify those elements not covered in the regulations. Such an identifi-
cation could help clarify the interaction of future improvements in the cur-
rent regulations. This is exhibited by considering the proposed physical
protection upgrades for Part 73.

Next an additional set of interactions related to the structure of the
regulations are presented. These are the references to other sections made
by various sections. From & structural viewpoint. the references represent
an additional set of interactions.

Elements Not Covered

In Chapter 4, the regulations were classified with respect to their con-
tent within a number of organizational categories or bases. The classification
represented a first-level set of interactions requiring further focus to
determine possible conflicts or contradictions.
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The methodology also identifies elements not covered by a given require-
ment. Lack of coverage also indicates the scope of a requirement and its
dependence on other sections for proper interpretation.

However, the process of developing a taxonomy that classifies the contents
and various concerns of the safeguards regulations was described in the second
chapter as an iterative process. The proper sel:ction of elements, and even
the appropriate bases, can only be achieved bv conducting the classification.
Hence, elements not covered may either serve to indicate gaps in the regula-
tions or they may be unnecessary. Here, the elements not covered are presented
and these representing possible gaps in coverage are identified.

Figures 5.3 and 5.4 present, for Parts 70, and 73 respectively, the
elements not identified as covered in the review of the regulations. Figure 5.5
presents the same results for the proposed upgrade rules in Part 73. This
Tatter figure is given separately to display the interactions of the proposed
sections with those currently in Chapter 10 CFR. In each of the three fioures,

* .

s ' a2 e ” 2 9 - +he o - ~ 7 - - —— |
unLLKe thne Lgures wn «’:\Ip ter 4 Lne € .»é"’.‘eV;vS Mot covered are gnowm as marxed
¢ “ L ,

Figure 5.3 shows, for the forty sections contained in Part 70, elements
that were considered not covered by any of the sections. It represents no
major surprises regarding possible gaps in coverage. In the figure, three
bases are shown as not covered by any of the sections of this part; they are,
Base 13 - Access Control, Base 16 - Response, and Base 30 - Adversary
characteristics. Each of these are normally considered to be within the realm
of physical protection. Notice also that there are no gaps in Base 23 -
Accounting, one of the primary concerns of this part. In Base 9, strategic
special nuclear material is not referenced, indicating new terminology and
similarly material measures commonly associated with packaging are not mentioned.
General areas not covered are specific references to equipment and functions
related to physical protection.

1437 031
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ELEMENTS NOT COVERED IN THIS PART

ABCDEFGH JKLMNOPQRARAST UVWXY Z aabb
1 REGULATORY REQUIREMENT '] ! 1 ) | I
2 REGULATORY ACTIiVITY
3 DESIGNATED RESPONSIBLE PARTY
4 SAFEGUARDS INTENTS
5 FACILITY TYPE
6 OPERATION  FIXED SITE
7 OPERATION TRANSIT
B8 TIME PHASE OF FACILITY
9 MATERIAL TYPE CLASSIFICATION
10 ELEMENTAL FORMS
11 MATERIAL MEASURES
12 SAFEGUARDS PERFORMANCE CRITERIA
13 ACCESS CONTROL
14 SURVEILLANCE
16 INVESTIGATION
18 RESPONSE TO SECURITY CONTINGENCIES
17 PLANNING DESIGN

18 RECORDS AND REPORTS
19 DETERRENCE

20 ASSURANCE

21 COMMUNICATIONS

22 SECURITY ORGANIZATION

23 ACCOUNTING

24 INTRUSION AND DETECTION DEVICES
26 ALARM AND COMMUNICATION SYSTEM
26 SECURITY AREAS

27 ARMAMENT PROTECTION EQUIPMENT
28 OTHER SAFEGUA i35 EQUIPMENT

29 LOCATION IN SAF' 'IARDS SYSTEM
30 ADVERSARY CHAIALTERISTICS

31 ADVERSARY ACTION MODE

32 STAGE OF ADVERSARY ACTION

33 CONSEQUENCE REDUCTION

FIGUR

5.3. Part 70 - Special Nuclear Material

m

EMENTS NOT COVERED IN THIS PART

-

ABCDEFGH JIK LMNOPQRST VWX
REGULATORY REQUIREMENT Il ] FTT 1711 T 11
REGULATORY ACTIVITY
DESIGNATED RESPONSIBLE PARTY
SAFEGUARDS INTENTS
FACILITY TYPE
OPERATION FIXED SITE
OPERATION TRANSIT
TIME PHASE OF FACILITY
MATERIAL TYPE CLASSIFICATION
ELEMENTAL FORMS
MATERIAL MEASURES
SAFEGUARDS PERFORMANCE CRITERIA
ACCESS CONTROL
14 SURVEILLANCE
15 INVESTIGATION
16 RESPONSE TO SECURITY CONTINGENCIES
17 PLANNING  DESIGN .-
18 RECORDS AND REPORTS
19 DETERRENCE
20 ASSURANCE
21 COMMUNICATIONS
22 SECURITY ORGANIZATION
23 ACCOUNTING
24 INTRUSION AND DETECTION DEVICES
25 ALARM AND COMMUNICATION SYSTEM
26 SECURITY AREAS
27 ARMAMENT PROTECTION EQUIPMENT
28 OTHER SAFEGUARDS EQUIPMENT
29 LOCATION IN SAFEGUARDS SYSTEM
30 ADVERSARY CHARACTERISTICS
N ADVERSARY ACTION MODE
32 STAGE OF ADVERSARY ACTION
33 CONSEQUENCE REDUCTION

QORI BWUN -

WN .

FIGURE 5.4. Part 73 - Physical Protection of Plants
Materials
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ELEMENTS NOT COVERED IN THIS PARTY

ABCODEFGHI JKLMNOPORS TUVWXYZ aabbecddes i gg

1 REGULATORY REQUIREMENT
2 REGULATORY ACTIVI(Y
3 DES!GNATED RESPONSIBLE PARTY
4 SAFEGUARIS INTENTS
5 FACILITY TYPE
6 OPERATION FIXED SITE
7 OPERATION TRANSIT
8 TIME PHASE OF FACILITY
9 MATERIA, TYPE CLASSIFICATION
10 ELEMENTAL FORMS
" MATERIAL MEASURES
12 SAFEGUARDS PERFORMANCE CRITERIA
13 ACCESS CONTROL
14 SURVEILLANCE
15 INVESTIGATION
16 RESPONSE TO SECURITY CONTINGENCIES |
17 PLANNING  DESIGN
18 RECORDS AND REPORTS
19 DETERRENCE
20 ASSURANCE
27 COMMUNICATIONS
22 SECURITY ORGANIZATION
23 ACCOUNTING
24 «TRUSION AND DETECTION DEVICES
25 ALARM AND COMMUNICATION SYSTEM
26 SECURITY AREAS
27 ARMAMENT PROTECTION EQUIPMENT
28 OTHER SAFEGUARDS EQUIPMENT
29 LOCATION IN SAFEGUARDS SYSTEM
30 ADVERSARY CHARACTERISTICS

31 ADVERSARY ACTION MODE ]
32 STAGE OF ADVERSARY ACTION
33 CONSEQUENCE REDUCTION !

FIGURE 5.5. Part 73 (Proposed Upgrades) - Physical
Protection of Plants and Materials

Figures 5.4 and 5.5 indicate elements not covered in the context of the
physical protection requirements of Part 73 and the proposed upgrades to that
Part respectively. As can be seen by the figures, major areas not ccvered

are accountisg (Base 23) and materials other thar special nuclear material.

It is interesting to compare Figures 5.4 and 5.5 to identify areas that
are afforded coverage in the proposed uparades. Several specific elements
covered in the proposed upgrades, and not in the current requiremerts are

worth noting. They are:
Base 6 - Facility type - power reactors are to be protected

Base 8 - Time Phase -~ maintenance and alarm situations are

considered

Base 12 - Performance criteria - continuous knowledge (visual

surveillance), natural wariness
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Base 13 Access Control - badge display and scheduling

Base 15 - Investigation - investigate threat
Base 16 - Response - assessment of threat,

Base 17 - Planning - Design - postulated threat, weapons, security
equipment, responsibilities

Base 20 - Assurance - program audit, provisions

Base 21 - Communications - common language, specifications

Base 22 - Security Organization - screening, tests, capabilities
Base 30 - Adversary Characteristics - all elements

The various elements indicate the general concern and flavor of the proposed
rules with respect to the increase in coverage they provide.

The above demonetration indicates the potential utility of the methodology
in determining the interactiong of new regulatory improvements. Of course,
caution must be taken in dealing with specifics. The classifications given
in Chapter 4 and to a degree, summarized by Tables 5.3 through 5.6, serve as
a general guide. A careful examination of the actual structure and contents
is necessary, particularly in seeking gaps or overlaps, because of the sub-
Jective decisions used in classifying the regulation contents.

References to Other Sections

The last area examined for possible contradictions is the references con-
tained in the various sections to other sections, other Parts of Chapter 10,
or other Chapters cf the Code of Federal Regulations. The structure exhibited
by these ieferences is indeed comnlex, lending to possible confusion in
interpreting the requirements.

Figures 5.6 and 5.7 exhibit in flow diagrams the references contained in
Parts 70 and 73 respectively. The interactions are shown at the paragraph
level in block diagram fashion. For example, if paragraph 70.19(a) refers to
paragraph 70.4(f), as depicted in Figure 5.6, then each is shown as a separate
block in the figure. A specific Section, e.g. 70.19, is shown as a block

¢ A 5-33 ‘437 034
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surrounding its paragraphs. Paragraphs can also refer to sections as a
whole, e.g., paragraph 70.39(a) refers to Section 70.19, and Sections can
refer to Sections, e.g., 70.39 to 70.23.

The major interactions within each of the parts are among the various
sections in that part. Part 70 shown in Figure 5.6 also refers to Parts 50,
51, 70 and 73 of 10 CFR as well as several sections of the Energy Reorganiza-
tion Act. The links between Parts 70 and 73 are from the licensing require-
ments in Sections 70.22 and 70.32 and back via the general physical protection
requirements of Sections 73.1, 73.2, 73.50 and 73.60. Note in Figure 5.7
the interesting reference in paragraph 73.36(f) to its own Section.

The references within and outside the proposed upgrades for Part 73 are
not shown in Figure 5.7. As with the parts shown, the proposed rules are
linked among themselves and back to the current Part 73. The current refer-
ences in Part 73 are also under proposed amendment to include reference to
the new requirements.

In general, there are few linkages in Figuree 6.6 and §.7 that have not
been exhibited elsewhere in thie document. The majority cof the references
link some specific area of concern within the requirements. The structure
shown in the two figures is difficult to follow because starting points are
not readily identified. It does, however, provide a good source to follow the
interactions as given explicitly by the regulations.

Summary

In Chapter 4 the content of the regulations was classified in several
categories. These categories or bases each contained a number of associated
elements or terms. If in reviewing the content of a given Section, an element
of a base was deemed applicable, ther that element was "checked-off". Each
section was reviewed in this manner, creating an information file which charac-
terized the regulations' contents.

Althugh nighly detailed, as merited by the commensurate detail of the
safequards regulations themselves, the classifications of Chapter 4 only
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indicated a set of interactions requiring further investigation. This chapter

has investigated the major interactions, seeking inconsistencies and possible

contradictiu..s.
Each of the major rezs of in. ractions (the licensing process, material

contro) and facilitirs and shysical protection) were viewed in more detail.

Two o*her areas of p.<- e interaction, gaps in coverage and references to

other p.rt3, were als. considered.

Focusing has shown that:
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6.0 STRUCTURES

This chapter considers the structure of the safeguards regulations. To
a certain extent, the structure of the regulations has already been presented.
The classifying categories and the resultant classifications identified in the
previous sections reflect the structure of the regulations' contents.

A structure's purpose is to display the organization and content of the
regulations. A structure allows the reader to readily identify those regula-
tic~c that deal with his specific area of focus. The direction taken in the
study was to analyze the regulations from a variety of perspectives to discover
whether all aspects of that perspective are covered in the regulations. The
classifving methodology developed for this purpose allows representation of
the regulations' contents in a variety of ways.

This chapter ties together the various perspectives that may be used to
view the contents of the regulations. The first secticn discusses a number of
ways to view the contents of the regulations. The following sections focus on
the representation of the regulation's structure.

6.1 CREATING STRUCTURES

In developing the taxonomy for the safeguards regulations, an attempt was
made to account for the various ways their contents may be organized. This con-
sideration was kept in mind in the selection of bases and their respective ele-
ments. In Chapter 2, which describes the methodology, this accounting was
referred to as "creating structures."

Certain of the bases are necessary parts of any representation of the
reqgulations' structure. Some of these - for example, the designation of respon-
sidility to licensees, contractors, or the NRC - are required by law. Others
are dependent on the attributes of the physical systems being regulated; for
example, all of the facilities or operations considered are distinguished by
the presence of nuclear material.

1437 039
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Other bases used in classifying the regulations, such as those dealing
with intents, adversaries, or general performance requirements represeiit possi-
ble alternative concerns regarding the regulations' contents. These perspec-
tives are not major factors in considering the reguiations as a whole, . =
they 2re an important part of their suiruciure.

Ten major perspectives were identified as possible ways to view the con-
tents of the regulations. These were incorporated in the selection of the bases
for classifying the regulations. By viewing the regulations with each perspec-
tive, incight into their organizational structure can be gained. The major
perspectives are:

e Performance - identifying those regulations for which
exhibiting performance or meeting certain
criteria is necessary for compliance.

e Prncedures - viewing the various procedures spelled out
in the regulations as being analytical,
technical, or administrative.

e Policy Responsiveness - considering the regulations in terms of
their form, generaiity or liability target.

e Threat - characterizing the regulations from a "risk"
viewpoint in terms of possible acts and
their consequences to society.

e Activity Direction - separating the regulations as those deal-
ing with people and those dealing with
things.

e Function - taking each of the functions that charac-
terize safeguards activity as a perspective.

e Strategy - separating the requirements along traditional
lines of aterial control or physical
protectic

e location - viewing the regulations as either dealing
with fixed sites or transportation activities.

e Facilities and Materials - classifiying the regulations by facility
and associated material type.
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® Equioment and Security - focusing on the physical systems of equip-
Areas ment required by the regulations.
The following are observations about the regulations' stri-_ure from each
of tre abov: perspectives:

Performonce. The design of performance-based regulations is a major con-
cern in the NRC. A number of the current regulations can be liberally inter-
preted as dealing with some aspect of performance. The difficulty in address-
ing this concept is primarily founded in the 1nherent problem of measuring
performance. The difficulty was indicated in the process of classifying the
regulations as related to performance.

There are no particularly valid criteria given in the regulations by
which performance can be measured. The regulations use general expressions
such as "prevent with high assurance" or "protect" to characterize general
performance and terms such as "cemply with design criteria" or "demonstrate
effectiveness" for specific performance requirements.

Obviously the regulations would become encumbered if specific performance
criteria were detailed for each requirement. However, it would be desirable
to ‘efine a general set of criteria which the licensee could use to interpret
the meaning of the performance in order to exhibit compliance. Viewing the
requlations frum the perspective of nerformance, e.g., where it is necessary
for the licensee to exhibit performance, would aid all concerned parties in
the proper interpretation of the requirement.

Procedures. The regulations specify a number of procedural requirements.
These can be grouped as analytical, technical, or administrative. Analytical
procedures appear prinarily in the context of the material control ar ' a2ccount-
ing requirements of Part 70. Technical procedures, as used herein, . . with
activities or functions such as operation of the communications system, patrol
duties, and so forth. Procedures such as recordkeeping, filing of reports, or
nanagement of the security orgarization are primarily administrative.

The licensee usually has an organizational structure which is related
to procedures. By taking such a perspective on the requirements by proce-
dures, it is possible to designate those requirements that need be met by

.

& 5] i \a37 QA\



various personnel. For example, the security organization need not be con-
cerned with material accounting as long as no specific acts are indicated.

Policy Regrongivencge. The requirements promulgated by the regulations

take on various forms and differing degrees of generality. This perspective
deals with the relating of the overall goals or objectives of a given requla-
tion to the scope of the requirement. In other words, how should the require-
ment meet its objective in terms of specifying activities, functions, or cbjects?
This perspective is important to the NRC.

The responsiveness of a regulation tc safeguards policy is based on three
related decisions:

e What is the goal or ohjective of the requirement?
e What is the scope of the requirement?

e What function, activities, or objects are within the scope of the
requirement?

In determining th2 content of the regulations, each of the above three questions
may be asked. Answers for all three may be difficult to establish. To sor
extent this viewpoint is related to the characterization of a regulation ac
being goal, performance, or procedural. A goal requirement only answers the
first question. A procedural requirement pruvides scope but not necessarily
the functions or objects giving adequate compliance. Procedural requirements
deal with the third question.

It is also sometimes difficult to determine the goal for a given set of
procedures or specifications. This difficuity is perhaps given focus by con-
sidering the generality of a requirement from this perspective. For example
a number of the requirements deal with specific "subsystems, components, or
elements" of the safequards system. For example, they may designate regular
communications between shipment escorts and a movement control center or they
may further elaborate by requiring a radiotelephone device.

Threazt., The perspective of viewing the regulations in term: of the possi-
ble threats that would compromise the safeguards system reflects a risk orien-

tation. A number of the current effectiveness evaluation methodologies take
this viewpoint.
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In this context, several possible adversary groups could be defined and
related to the kinds of acts that could be taken against facilities or transit
operations. The regulations could be classified in terms of the types of
actions they are intended to thwart. Similarly, the characterization of the
prohability of a possible act in proportion to the ccnsequence of its success
provides a measure of the importance of a given requirement. This viewpoint
is one approach to identify if the regulations do indeed provide protection
against all contingencies.

Aetivity Direction. It is possible to classify those regulations that
deal with people and those which specify devices or physical systems necessary
for the various safeguards activites. This separation helps determine the
interrelationships between the personnel! and the equipment they utilize in
performing safeguards activites. This separation is not common in the requla-
tions. By taking this perspective, the specific equipment can be directly
related to the personnel who must operate it.

Function. One viewpoint is to characterize a set of functions that are
necessary for the overall safeguards activity. The classification process used
in Lhis report has shown one example set of possible safequards functions. This
is a traditional viewpoint often used to characterize safeguards systems or
their various attributes. This perspective is important in considering possi-
ble gaps within the regulations in terms of the safeguards system they define.
By separating the various functions, the interrciationships between functions
can also be elicited to a certain extent.

Stratesu. A delineation of the regulations by strategy is traditional
and one of the major organizational formats taken by the safeguards regulations--
that is, a separation between material control and accounting or physical pro-
tection. An alternative viewpoint, also exhibited by the regulations, further
separates material control and material accounting into two respective group-
ings. A third possibility is to separate the protection of materials from the
protection of facilities. Each of these viewpoints has been touched upon else-
where in this report.
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This general perspective remains importent in any of its manifestations
mentioned above. The perspective, here called strategy, is sometimes also
referred to as a safeguards function. Here, the view is taken that each
function serves one or both of the strategies. Fos example the function
of access control may serve to protect from clandestine theft of material.

Loeation, The safequards regulations specify different protective and
control measures that are both dependent on the type of material and its
amount, and whether the material is within a facility or in transit between
facilities. An organization of those regulations concerned with fixed sites
and those dealing with transportation is made in the regulations, particularly
in Part 73 dealing with physical protection.

This perspective is important in relating the level of control or protec-
tion specified by the requirement to the material's location.

Fa_iltiee and Materials. It is also possible to classify the regulations

ir terms of the facilities and the materia! types or quantities with wkich they
deal. The regulations are somewhat structured in terms of material quantities

but their interaction with specific facility types or operations is not speci-

fied well in context.

Equipment and Security Areag. The regulations can also be viewed in terms

of the specific equipment or subsystems of components required by the regula-
tions. The activity directicn perspective discussed above separated the
requirement into those dealing with people and those dealing with objects

or things. This perspective further divides the objects into identifiable
parts.

Whereas the procedural perspective identifies a separation into the types
of activities that people conduct, this perspective separates the systems or
components to which procedures are directed.

The various structural perspectives summarize a number of possible view-
points that can be used to categorize and structure the regulations. In effect,
the various viewpoints interact with one another. For example, the procedures

| 1437 044
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and application perspectives can be used in support of the activity direction
perspective. The former separates what people do, the latter separates groups
of objects as specific subsystems or components.

Figure 6.1 depicts a second set of interactions among the structural per-
spectives. In the figure, two structural perspectives are combined and inter-
actions among the two are shown - location and safequards strategy. The inter-
actions are shown as cells in the matrix. The majority of structural representa-
tions ¢. the safeguards regulations combine several perspectives.

LOCATION
FIXED SITES TRANSIT
S22 !
Z o= | MATERIAL MATERIAL
23! comaar | cowmral
= 'g S | FIXED SITES IN TRANSIT
E 202
=
s> _8
Z = | PHYSICAL PHYSICAL
= 1= | PROTECTION PROTECTI ON
E S | ATFIXED 'TES| IN TRANSIT
Q.
FICURE 6.i. Combining Structural Perspectives

The relationships between the bases used for classifying the regulations
and each structural perspective discussed above are shown in Figure 6.2. The
actual process of determining and defining the bases took account of the per-
spectives and their potential for representing the structure of the regulations.
In the figure, the applicable bases are marked as related to specific
perspectives.

6.2 A STRUCTURE FOR THE CLASSIFYING METHODOLNGY

The bases and elements used to classify the safeguards regulations can be
organized by structural perspectives to represent a number of interrelation-
ships. In this section, the structural perspectives and their associated bases
(given in Figure 6.2) are related. The approach follows that of Chapter 2
which presented the methodology.
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FIGURE 6.2. Relating the Bases to the Structural Perspectives



The important aspect here is not so much the representations themselves,
but the regulations that are asscciated with each perspective. Since each regu-
lation has been classified by content in terms of the bases and their elements,
the methodology allows an identification of specific sections of the regulation
as part of each example structure presentea. Because the regulations have
already been associated with each particular base and element, the presentation
of this section is not complicated by repeating the :'assifications.

Performance. In Figure 6.2 of the previous section, five bases were iden-
tified as dealing with performance. Following the methodology given in Chap-
ter 2, an example set of objective statements which characterize this perspec-
tive could be given as:

e To specify regulatory requirements as performance requirements, the out-
put and level of achievement required must be given.

® To specify performance, requirements must establish intents.
e To measure performance, performance criteria are necessary.

e To provide assurance, to the NRC and to the public, is an intent of
performance requirements.

e To reduce consequences to the public is an intent of performance
requirements.

The five objective statements dealing with performance are written in the
general form as given in Chapter 2. The statements can be associated with five
specific bases:

ase 1 - Regulatory Requirement

Base 4 - Intents

Base 12 - Performance Criteria

Base 20 - Assurance

Base 33 - Consequence Reduction
For this example the five objective statements are given in the same order as
the numbers of the bases. Giver a set of objective statements, the elements
of the relevant bases are compared to determine precedence and subordination
relations. This is given as the fourth step in Section 2.3 which summarized

the me¢ thodology.
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For this example, the structural perspective is performance. Hence, the
first objective statement takes the highest precedence. The remaining four
objective statements' order must be establishec on a subjective basis. In
deference to the hierarchy of structure shown in Figure 2.2, it is assumed
that the intents of the requirement serve to direct the objective to activities.
By this reasoning, Base 1 - Regulatory Requirement takes precedence over
Base 4 - Safeguards Intents.

Figure 6.3 shows the basic hierarchal intents structure as defined in the
methodology. For this perspective, only three elements are shown from the five
bases depicted. In the block labeled "BASE 4 OTHER ELEMENTS", shown to the
right in Figure 6.3, the other intents elements related to performance could
be listed. Several other elements such as prevention, deterrence, etc. could
be interpreted as within the scope of performance requirements.

ARD

| S ————— epap— |

FIGURE 6.3. Performance Perspective
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This first example, dealing with the perspective of performance, has fol-
lowed the methodology. This is, in part, to exhibit its application for the
development of structures. The following presentation for the remaining struc-
tural perspectives is more informal. The reader should keep in mind, while
reviewing the various structures, that there is no unique way to depict struc-
ture. As there are otner viewpoints for interpreting the regulations, there
are alternative representations within a given structural perspective. Simi-
larly, there are other elements that could be included or deleted from each
structure.

Procedures. Figure 6.4 depicts the structural perspective that separates
procedural requirements as being analytical, technical, or administrative.
Although not shown at the top of the hierarchy, the first base - Regulatory
Requirement - could be shown as the key objective. This base separates the
requirements as being goal, performance, or procedural in orientation. The
regulations that are associated with this structure are those classified as

procedural.
F—
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.
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CONTRO! SURVE | LANCE RES PONSE PLANNING DETERRENCE SEOLCTION ]

FIGURE 6.4. Procedural Perspective

6-11 1437 049



A general objective statement for the structure shown in Figure 6.4 could
be:
e To view procedural requirements as being either analytical, technical,
or administrative.
Here, procedural requirements are primarily concerned with bases that are
referred to as "functions of the safeguards system". These are Bases 13-23
and 33. Also included are Bases 6 and 7 dealing with operations as either
fixed or transit respectively, and Bases 9-11 dealing with material. The
second set of bases is directly relatea to the structural perspective which
was referred to as "location”. The third set, dealing with material, is
common within the organization of the regulations.

The groupings of the various bases shown in Figure 6.4 represent several
precedence relationships that might be interpreted in different ways. For
example it is shown that the security organization supports assurance in an
administrative manner. Of course, the security organization also conducts
the various safeguards functions. Similarly, there are a number of adminis-
trative procedures necessary for the conduct of the various functions identi-
fied as techni al.

Responsiveness to Policy. This perspective considers the regulations in
terms of their form, generality, or liability target. The jurisdictional ques-
tions regarding response, deterrence (e.g. information disclosure or restric-

tion), the authority of the security organization, and measures to reduce pos-
sible consequences are all part of this perspective.

Figure 6.5 displays the structure depicting the responsiveness to policy
perspertive. As shown, the principal concern is the form of the regulator
requirements. This is shown as dependent on the type of regulatory activity.
The key elements of Base 2 dealing with regulatory activity are shown as
licensing, rule making, inspection and enforcement. The requirement is directed
for each activity to a designated party, usually the licensee. Licensee employ-
ees, in turn, conduct various activities such as response, record keeping or
procedures to reduce consequences or provide deterrence. Here, again, one
could argue for the inclusion of all the safeguard functions since they are
all conducted pursuant to the legal requirements of the reguiations.

g 1457 050



BASE |
REGULATORY
REQU I REMENT

o

BASE 2
REGULATORY
ACTIV.TY

f
{ ! | [ cl_] Lsn}tons] Enouclmm]
kN 1 1 1

BASE 3
DESIGNATED
PARTY
o] [ ]
EMPLOYEES
OF LICENSEE
BASE 18 BASE 22 ASE 18 A
RES PONSE SECURITY RECORDS DETERRENCE CONSEQUENCE
. ORGANIZATION r RECUCTION

FIGURE 6.5. Responsiveness to Policy

Threat. A risk viewpoint in interpreiing the regulations is reflected
primarily in the proposed upgrade rules for Part 73 dealing with physical pro-
tection. In the proposed requirements, a major separation is made for pro-
tection of transit and protection at fixed sites. Here the structure and
related bases are viewed independent of location. This perspective is depicted
in Figure 6.6.

As shown, the major base associated with threats is Base 31 - Adversary
Action. The functions of surveillance, investioation, response, deterrence
and consequence reduc:ion, safeguirds intents and the adversary characteristics
all support this perspective. At the top of the hierarchy of Figure 6.6, the
act with which the requirement deals must first be determined. Intent is
focused by adversarial acts and supported by the various functions. The spe-
cific functions, as shown, primarily deal with overt adversarial acts. Covert

6-13
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FIGURE 6.6. Threat Perspective

acts would include other functions such as access control. The intents of
Base 4 are shown as served by the five functions identified for this structural
representation. The functions, to a degree, are dependent on the stage of the
adversary action. For example, deterrence is viewed as an a priori measure,
conducted before an act is initiated.

Activity Direction. This perspective separates the regulations (and the
bases) into those dealing with people or with objects such as physical devices.
For this perspective, several of the bases shown in Figure 6.2 deal with both
people and things. The bases which cannot be separated are:
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Base 1 - Regulatory Requiremer.t
Base 4 - Safeguards Intents
Base 15 - Investigation

Base 18 - Records and Reports
Base 33 - Consequence Reduction.

Recall that all of the bases were separated for this perspective, with
the exception ,f Bases 8 and 32, each dealing with a sequence of activities.

Safeguards Functions. This perspective is a functional orientation to
the structure of the safequards regulations. For this perspective, a number
of the elements of eac) base are shown in structural relationships. In Chap-
ter 4, twelve of the bases are characterized as safeguards system functions.

In one sense the functions may be viewed »s equal, none having particular
precedence over another. In another sense, different functions can be shown
as supportive of different activities ur objectives. For example, Figure 6.6
showed five of the functions as supportive of safequards intents that deal with
adversary activities. Similar groupings of selected functions were presented
in Figures 6.3-6.C.

The traditional separation of safeguards strategy, e.g. material control
and accounting or physical protection discussed below, provides yet another
organization for the various functions. The physical protection functions can
be further separatea in their elements by those at fixed sites and those dealing
with transit activities. The following discusses other possible structures
within the functions.

The temporal aspect of the safequards functions in dealing with possible
adversary acts was implied in Figure 6.6. Therein, the functions of deterrence,
surveillance investigation, etc. were presented in an order related tc the
various intents. This aspect is elaborated in Figures 6.7-6.9.

In Figure 6.7, the functions of surveillance and access control serve to
detect abnormal situations or deviations from authorized activity. These two
situations are listed as elements of Base 15 - Investigation, as they require
investigation. Deviations from authorized and abnormal situations are shown
at the top )f the hierarchy in Figure J.8. Thc former are related to procedures

¥ 6-15
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FIGURE 6.7. Detection
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FIGURE 6.8. Investigation
and possible acts by people -- the clements need to know, and security clear-
ances establishing that need, are shown as supportino this element. Abnormal
sitvations are investigated to determine if they are non-routine (not adver-

sarial) resulting frem acts of nature or nuclear accidents.

Once a situation is investigated, it may merit a possible response.
Responses are separated into those for contingencies or for threats in Fig-
ure 6.9. Events are identified as part of the investigation function. Events
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FIGURE 6.9. Response

are assessed to determine a response as part ¢f the response function. If a
threat event is the cause, assistance is first a-ranged, tnen responses are
initiated. They may include arrest, pursuit, or warnings.

The function of access control, depicted in Figure 6.7, for detecting
occurrences, can be structurally depicted in more cetail as in Figure 6.10.
There are three kinds of access control; vehicles, packages, and personnel.

For vehicles, access may be to the inside of the vehicle (for transit protec-
tion) or to the inside of a facility via a vehicle. Access to facilities is
centrolled by monitors, isolation and search, registration, and locking devices.
The various other elem -ts of Base 13 are shown in relation to the methods of
access control.

To this pnint, the structural aspects of several of the function-rel.ted
bases have been investigated. Several of the other functions do not have
inherent structures. For example, Base 19 - Deterrence is predominantly ori-
ented to potential adversaries or saboteurs. Base 20 - Assurance, is related
to safeguards intents (Base 4) and performance criteria (Base 12). Base 2] -
Cummunications, is directed at procedures for personnel using equipment designed
in Base 25 - Alarm ard Communication Devices. Similarly, Base 23 - Accounting,
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FIGURE 6.10. Access Control

is principally linked with Bases 9-11 characterizing nuclear material anc
Base 33 - Consequence Reduction is primarily related to the risk perspective.

Base 18 - Records and Reports, is used as an example in Figure 6.11 to
show the general links of the elements of a functional base with other bases.
In the figure, the various records and report elements are linked to each of
the bases for which activities are documented. Notice in the figure that
quality assurance is assumed to be a fac*tor in all records or reports. Similar
diagrams could be shown for each of the above mentioned bases not depicted here.

The final function to be considered is that described in Base 22 - Secu-
rity Organization. This base lists the various attributes of the organization
which provides physical protection. Figure 6.12 gives an example structure
for the elements of this base. T4e separation made in the figure illustrates
the relationship between management, personnel and procercure.
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Strategy. The perspective that separates requirements as material control
and accounting or physical protection is most commonly used in structural
representations of the safeguards requirements. Organizing the bases along
these two divisions is not a simple matter. Each of the bases, as used for
classification, has elements that may be characterized as material control and
accounting or physical protection.

In Fiqure 6.2, the bases that deal primarily with material control and
accounting or physical protection are distinguished. The difficulty in using
this perspective stems from the meaning of the term "material control."” Mate-
rial control encompasses management and process controls which among other
activities include vigilance over the material. To some extent the physical
protection activities of surveillance and access controls may overlap the scope
of material control. As shown in the figure, there is much overlap in tne
bases. It is, however, easy to classify the regulations as dealing with one
or the other of the strategies.

Location. It is possible to organize the regulations by location. First,
the physical protection regulations are separated as dealing with fixed sites
and with transit. For fixed sites, the proximity of a given location to the
nuclear material can be used to further subdivide and structure the various
requirements. Figure 6.13 depicts the bases used to classify the locational
aspects of the regulations.

Facilities and Materials. In Table 4.3 the various material quantities
spelied out in the regulations were listed by quantity. Tables 5.5 through
5.7 related the general quantities to set of facilities spelled out in the
requlations. The various bases used for making these determinations can be

related as shown in Figure 6.14.

Systems Elements. The regulations dealing with procedures and specifica-

tions can sometimes specify types of devices or equipment necessary to carry
out the requirements. The classification of the regulations' contents with
this perspective was discussed in Section 4.7. This perspective interacts
with the lTocation perspective discussed above.
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6.3 A STRUCTURE FOR THE REGULATIONS

The assessment and the experience of developing the classifying methodol-
ogy has provided insight about the regulations' structure. Many of the attrib-
utes which should be included in a comprehensive structure for the requirements
are incorporated in the bases usel for classifying the regulations' contents.
This section summarizes those structural attributes.

Before ccnsidering the structure of the reguiations it is important to
consider the purpose of a structure.

First, the principal conclusion of this study is tnat the difficulties in
interpreting the regulations rest with their organization and clarity. A struc-
ture is an arrangement for the parts that make up the regulations. As such, a
structure for the regulations provides a guide which spans their purview.

Second, the regulations were found to be generally complete, consistent,
and not contradictory. This can be gleaned from the current organization of
the regulations. The structural approach used is a tool to systematically
assess the requirements' contents. The current structure of the regulations
is an adequate foundation for their presentation.

Finally, the systematic classification of the regulations also provides a
basis for determining if regulatory changes are compatible and supportive of
existing requirements. The structural approach allows ready identification of
those requirements that interact with proposed changes.

In the second chapter of this report, the objectives and methodology for
organizing the safeguards regulations were outlined. Chapter 3 used the con-
cepts to develop a detailed set of categories to classify the regulations' con-
tents. The application of the approach indicated that certain of the classi-
fying categories are more useful than others for depicting the regulations'
structure. The following discussion describes a structure for the regulations
based upon the observations made in using the classifying methodology.
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At the hignest level of any structure are the goals or objectives of the
system. For the safeguards regulations, these are the NRC's safeguards objec-
tives. These objectives need not be explicitly stated as part of the reguire-
ments but the regulations must effectively communicate policy. This communi-
cation is achieved by characterizing the requirements' scope, activities, and
functions.

The safeguards regulations can best be organized into three general group-
ings--those dealing with:

e iaterial control and accounting
Physical protection
® License applications and conditions.

The scope of the requirements in Parts 70 and 73 can be broadly defined
to encompass the licensing of activities involving nuclear material. Part 70
first spells out general licensing requirements, applications, and conditions
of a license. The material control and accounting requirements of Part 70 and
physical protection requirements of Part 73 detail the conditions of the license.
This organizational structure is an integral part of the regulations as they
are currently organized. The assessment indicated that this is a logical
separation.

In the development of the classifying methodology the form and quantity
of material were defined as objects to which the specific requirements are
directed. For purposes of organizing the regulations the type of material
and quantity levels also serve to specify the scope of each requirement. For
each requirement or set dealing with similar functions the material quantities
should be spelled out. The regulations already do this to the extent discussed
elsewhere in this report.

The scope of the regulations are further bounded by specifying the
following:

e Type of adversary acts which may include covert or overt theft of mate-
rial, sabotage, or hoaxes.

1437 061
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e Performance required toc meet its objective.

e Safequards intent, which expresses the kind of action considered including
prevention, deterrence, detection, control, protection, consequence reduc-

tion, etc.

The adversary act and intent may be combined by such phrases as “prevent
sabotage" or "deter covert thefts." These general expressions serve to qual-
ify the objectives of the requirements as a whole and need not be stated for
each specific rule. Each rule, however, would be improved by specifying a
performance measure which may be used to test compliance. Similarly, the
responsible party who is liable for compliance and who must conduct the speci-
fied activity should be identified.

Thus far, the general characteristics of the regulations that deiimit
their scope have bzen discussed. Figure 6.16 depicts the various factors as
a structure. As shown the safeguards regulations deal with the licensing of
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REGULATIONS

T k -
LICENSE

APPLICATIONS
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3
1 )

MATERIAL PHYSICAL TAEASURES OF
CONTROL AND PROTECTION PERFORMANCE
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¥ i -
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FIGURE 6.15. The Scone of the Regulations
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holders of nuclear material. License conditions are separated for material
control and accounting or physical protection. In either case the requirements
are qualified by the types of material, its location, possible adversary acts,
and the intent of the regulations in dealing with these acts. The importance
of performance measures is stressed in the figure by depicting this aspect in
parallel with the major safeguards strategies.

-

In the hierarchical representation of structure used in Chapters 2 and 3
to determine the classifying methodology, five concepts were defined. They
are objectives, scope, activities, functions and objects. The objectives and
scope are primarily depicted in the above discussion. The regulations, however,
are best organized further along the lines of activities, functions, and objects.
Material control and accounting and physical protection are the two principal
activities.

Material control and accounting can be separated into two ~espective
activities. These are spelled out in NUREG-0450 Report of the Material Control
and Material Accounting Task Force. Material Control is azcomplished by the
process and management controls that assign and exercise responsibility over
material, maintain vigilance, govern internal movement, and monitor its status.
Material accounting is the procedures and systems to perform measurements,
maintain records, provide reports, and perform data analysis.

This separation may be applied to the structure of the regulations. The
current structure of the regulations, e.g., Sections 70.51 through 70.59,
however, does not separate the two activities.

Physical protection activities, on the other hand, are separated into
those at fixed sites and for transit. Figures 5.1 and 5.2 gave the structure
of the transit and fixed site protection requirements respectively. This sepa-
ration is a logical structure and simplifies the interpretation of regulatory

requirements.

The various functions that focus the safeguards regulations as specific
actions are sometimes confused with intents. For example, the use of terms
such as prevention or deterrence are not functions per se. Functions such as
access controls or surveillance <2rve the various intents, for example, by pro-
viding deterrence.
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The classifying categories that describe safeguards functions were
grouped together in Section 4.6 of Chapter 4. There, twelve functions were
described. In general, each regulation overlaps in terms of the functions it
specifies. Similarly, it is difficult to separate functions from intents. For
example, Base 19 - Deterrence and Base 20 - Assurance are obvious intents of
the safeguards regulations. Ir effect the regulations as a whole provide
assurance and act as deterrents. These bases were defined to identify, in the
regulations, specific areas that allude to these concepts.

The safeguards functions as defined for this study are reasonably indepen-
dent of the activities of material control and accounting or physical protec-
tion. Physical protection includes the functions of access control, surveil-
lance, and response. The accounting function obviously deals with material
control and accounting. Figure 6.16 depicts the relationship of the various
safeguards functions as used by this study.
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REDUCTION "RECORDS AND
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[ ’ 1
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FIGURE 6.16. Safeguards Functions
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The objects of the requirements can be separated into those that are nec-
essary for the function of the safequards system and those which further qualify
the purpose of tiie functions:

e Objects which serve a function are: security areas, intrusion and detec-
tion devices, alarm and communication systems, and protective equipment.

e Functions may be further qualified by specifying or exempting material
types and quantities, location and so forth.

The various bases that are objects of the safeguards functions were dis-
cussed in detail in the report. The safeguards regulations generally specify
objects within each separate section or paragraph. Functions are further
qualified by the exemptions spelled out in the regulations.

The various functions and objects treated by the safeguards regulations
can be readily identified by a careful review of each section's contents.
Given a specific viewpoint the structuring methodology allows rapid identifica-
tion of all sections that deal with that viewpoint.

In the safeguards regulations, the licensing process is the principal means
by which the NRC's objectives are implemented. Requirements are primarily
separated by the strategy of the safeguards activity and by the major objects
toward which functions are directed. The strategies are material control and
accounting or physical protection; objects are material types and quantities
and location, e.g., fixed site or transit.

There is no one way to characterize a general structure for the safeguards
regulations. Each reader's purpose in reviewing the regulations will be dif-
ferent. The regulations cannot reflect each purpose or viewpoint in their
organization. It is important, however, that each requirement or set of
requirements be clear in specifying NRC policy, the scope of the requirement,
and the performance necessary for compliance.

This study has assessed the structure and contents of the safequards requ-
lations in a systematic manner. In effect a number of structures have been
presented. These structures account for the various activities addressed by
the requirements and their viewpoints taken in their interpretation.

1437 002
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7.0 INTERACTION OF SAFEGUARDS REGULATIONS WITH
LICENSING AND TRANSPORTATION REGULATIONS

The requirements of Part 50 (Licensing of Production and Utilization
Facilities) and Part 71 (Packaging of Radicactive Material for Transport and
Transportation of Radioactive Material under Certain Conditions) are considered
in this chapter. Of the various NRC requirements, with the exception of safety
requirements considered in the next chapter, these two parts of Chapter 10 CFR
have the greatest inte-action with the safeguards regulations (Parts 70 and 73).

The safeguards requirements for nuclear power reactors (Section 73.55)

definitely interact with the licensing requirements of Part 50. Recause th

e
COULYC * D 50 £ ho 14npnnid AV W LS - he anfo
requirements of Part 50 focus on the liceneing of facilities whereas the safe-
7
L

. . - . . 7 . .
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weerging o] material and 1ts protection, inter-

guaras regulation deal with
actions were found to be neutral. The pack 7ing and transportation requirements
7 7

1 P QT T T L U PR e & 2 7.2 T e T R R,
o] Fart 7t were similarly found not to conflict with the safeguards regulations.

As was shown in Chapter 5, the safeguards regulations interact among
themselves primarily due to overlapping areas of concern. Given a systematic
taxonomy that identified general areas of concern, it was relatively easy to
identify the set of regulations dealing with the same concern. The organiza-
tional structure and methodology for classification simplified the process of
determiring interactions. The development of a similar classifying method
which includes the aspects of Parts 50 and 71 is beyond the scope of this study.
As a result, the potential for interaction between the safeguards regulations
and tnese two Parts is approached at a basic level.

7.1 INTERACTION OF PART 50 AND PARTS 70 AND 73

The requirements of Part 50 deal with the lTicensing of production or
utilization facilities whereas Parts 70 and 73 deal with material, e.g.,
special nuclear material. The principal safeguards sections that interact
with Part 50 are the licensing requirements of Fart 70, Sections 70.18 to 70.39
and the nuclear power reactor physical protection requirements of Part 73,

Section 73.55.
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In Part 70, the re- «rements of Part 50 are referenced primarily by
exceptions. Sections 70.22(h), 70.24(c), 70.51(e), and 70.57(b) exempt the
operation of a nuclear reactor licensed pu ‘uant to Part 50 from their specific
requirements. Conversely, Section 50.2(a)(3)(iii) defines "production facili-
ties" to include facilities licensed pursuant to Part 70; otherwise, no other
references are mace from Part 50 to Part 70.

In Part 73, the requirements of Part 50 are referenced in the following
sections: Section 73.1(b), "This part prescribes requirements for (i) the
physical protection of product .n and utilization facilities licensed pursuant
to Part 50"; Section 73.2(a), commen terms and definitions; Section 73.50,
licensees of Part 50 must comply with physical protection requirements for
licensed activities; and Section 73.55, nuclear power reactor physical protec-
tion requirements. Part 50 references Part 73 in Section 50.34(c).

The licensing requirements of Parts 50 and 70 refer to the licensing of
"facilities" and to special nuclear material, respectively. The term “facility"
is used to include both a "production facility" and a "utilization facility".

A production facility is any equipment or device capable of producing quantities
of SNM of significance to the common defense and security, or in such manrer

as to affect the health and safety of the public. A utilization facility is

any equipment or device, except an atomic weapon, which uses SNM in quantities
significant to the common defense and security or in such manner as to affect
the health and safety of the public.

The requirements of Part 50 better qualify the definitions of facility.
In Section 50.2(a)(2)(3) of 10 CFR a production facility is (a) one designed
or used for the separation of isotopes of uranium or plutonium, or (b) one
designed or used for the processing of irradiated materials. A reactor drsigned

233U is a production facility. Any nuclear

for the formation of plutonium or
reactor other than cne so designed or used is a utilization facility

(Section 50.2(b)).

The Hasis for interaction of the requirements of Part 50 and Part 70 is
that special nuclear material is the basic fuel for nuclear reactors and also
the basic substance used for nuclear weapons. In Part 70, the NRC specifies
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requirements for either general or specific licenses for activities involving
SNM; activities involving SNM require a specific license.

The principal activities that a'so come under the licensing requirements
of Part 50 are nuclear power plants as utilization facilities. In this Part,
the conctruction and operation of a nuclear reactor are directly subject to
licensing. Although both material licenses and facility licenses are required,
the two types of requirements are combined into a single licensing proceeding.
Production facilities for the enrichment of uranium are currently owned by the
U.S. government. These types of facilities, including reprocessing plants, if
privately owned, are also subject to the requirements of Parts 50 and 70.

To determine the intc<raction of Part 70 and Part 50, the licensing require-
ments of each were comparsi. Section 5.2 of Chapter 5 detailed the license
applicaticn requirements ind conditions spelled cut in Part 70. The licensing
requirements are arranged somewhat differentiy in Part 50; there the licensing
of construction and operation is treated as a sequence of activities.

In Section 50.35(a), the issuance of construction permits is based on the
assumption that applications may not contain all the required technical infor-
mation relating to the details of the proposed facility. Nevertheless, a con-
struction permit can be issued if the Commission finds that the nformation
provided contains the:

® proposed design and major features to protect the health and cafety
of the public

® assurance that omitted technical information will be supplied in the
final safety analysis

® descriptiors of safety features requiring researcr and development and
assurance that they will be developed

® reasonable assurance that the facility will be safely cperated.

Section 50.35(b) indicates that a construction permit does not constitute NRC
approval of safety of any feature unless included specifically in the permit.

Upon completion of construction, Section 50.57 spells out the requirements
for the iscuance of an operating licer.e. Those requirements include that:

7-3

1437 068



e construction in accords ce with the con<*-uction permit and the
regulations has been completed

operation will conform with the application and with the regulations
the public's health and safety are assured and all requirements are met
the licensee is technically and financially qualified

operation will not jeopardize national defense or security.

Once an operating license is approved, the licensee is subject to a number
of continuing requirements. For example:

e Section 50.36 - amendments to the license for technical changes

e Section 50.59(c) - changes in facility that involve any unreviewed
safety questions

e Section 50.59(b! - records of changes to facility or operating procedures
Section 50.70 - inspzctions
e Section 50.71 - reports.

Licenses are not alienable (Section 50.81) and are subject to suspension or
revocation on account of any material false statement, failure to cperate in
accord with the license, or violation (Section 50.700). Material may be retaken
or the facility may be taken over and operated for various reasons such as a

war or national emergency or in the public interest (Sections 50.101, 50.103

and 50.102 respectively).

Because the material licensing requirements of Part 70 are often conducted
in parallel with the facility licensing requirements of Part 50, it is useful
to compare the requirements. Tatle 7.1 presents the content requirements of
license appiications as contained in Part 50. These can be compared with the
requirements of Part 70 shown in Table 5.1 in Chapter 5.

A similar presentation as shown for Part 70 in Table 5.3 is made for the
conditions of licenses in Table 7.2.

Although there is some duplicity in the general information reauirements
for license applicants, the detailed information required for facility and
material licenses is different. As can be seen in comparing Table 7.1 and 5.1,
the requirements of Part 50 are primarily technical. These technical require-
ments are further summarized in Table 7.2.
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TABLc 7.1. Content of License Application
(Production and Utilization Facilities)

Reference Code

Purpose and Requirements: To provide for the licensing 50.1
of production and utilization facilities 50.10
Types of Licenses: Two classes 50.20
Class 104: for medical therapy and research and 50.21
development facilities,
Class 103: for commercial and industrial facilities 50.22
Construction permits: construction, alteration 50.23
50.56
50.91
Export licenses: export of production facilities 50.65
Information 50.33

General: 1) Name, address, description of business,
citizenship; for partnership same information for
partner; for corporation, state of incorporation,
principal location, officers, control. 2) class of
license applied for. 3) financial qualification.

4) dates for alteration or construction completion.
5) Restricted data or defense information. 6) for
Class 103 other regulatory agencies.

Antitrust information 50.33(a)

Description of technical information

Preliminary safety analysis 50.34(a)
50.46

Final safety analysis 50.34(b)
50.36

Physical security plan 50.34(c)

Design of release control equipment 50.34(a)

TABLE 7.2. Condition of License Application
(Production and Utilization Facilities)

Raference Code

License Requirements 50.1

a. No person shall transfer or receive in interstate 50.10
commerce, manufacture, produce, transfer, acquire,
possess, use, import or export and production or
utilization facility except as authorized by a
license.

1437 070
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Reference Code

b. License will not be inimical to common defense or 50.40(c)
security.
c. Applicant will comply with the requirements of 50.40(a)
this chapter (10 CFR), and be conducted without 50.57(a)(3)(d)
endangering public health and safety 50.109(b)
2. Issuance 50.50
a. Construction permit 50.35
b. Operating license 50.57
c. Ineligibility of certain applicants 50.38
3. Duration, Expiration, Renew>1, Revocation 50.51
a. Revocation, suspension or modification 50.54(d)(e)(f)
50.100,50.103
b. Amendments 50.90
50.91
c. Retaking of SNM 50.101
d. Operation after revocation 50.102
e. Termination 50.82
f. Expiration of construction permit 50.55(b)
4. Limitations
a. Rights as defined, no transfer of rights without 5C.80
application. 50.54(c)
b. All SNM subject to recapture or control. 50.101
50.54(d)
¢. Only written interpretation by Commission 50.3
No waiver from anti-trust laws. 50.54(q)
50.55(b)
e. Commission may incorporate in any license any 50.54(n)
additional conditions it deems appropriate.
f. No changes in security plans. 50.54(p)
g. No changes in technical specifications. 50.54(n)
h. No unlicensed operations. 50.54(1)(3)(k)(1)
i. Construction permit subject to same conditions 50.55(c)
as license.
j. No material rights except as specified. 50.54(b)
k. Limited access to restricted data. 50.37
50.33(5)
5. Conditions, Codes and Standards
a. fualifications of applicant. 50.22(a)
50.33(f)
50.34(a)(6)(9)
50.34(b)(6)(i)
50.40(b)
50.57(a)(4)
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Activities conducted with minimum environmental
impact

Safety analysis and requirements

Security plans

Technical requirements, design, evaluation

Quality assurance

Research and Development
Emergency Plans

Inspections

Records

Reference Code

50.10(d)(2)(3)
50.12(b)(2)
50.34(a)(6)(2)
50.36§a)
50.10(e)(2)
50.30(c)
50.34
50.35(a)
50.36(c)(1)
50.40(a)
50.55(e)(1)(iii)
50.55(a)
50.59(a)
Appendix I
50.34(c)
50.13
50.58
50.34(a)(3)(4)
50.34(b)(2)(4)
50.34(a)
50.35(a)
50.36
50.36(a)

40

50.46
50.54(n)(0)
50.55(e)
50.55(a)
Appendices A,G,H,J-0
50.34(a)(7)
50.55(e)
Appendix B
50.34(a)(8)
50.34(a)(10)
50.34(b)(6)(v)
Appendix E
50.55(a)(q)
50.70

50.59(b)

50.71
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The generail security plan requirements of Part 70 and Part 73 can be viewed
as an elaboration of the requirements of Part 50.

Because the material licensing process of Part 70 is conducted in conjunc-
tion with the facility licensing of Part 50 for applicants requiring both
types of license:
® The safeguards requiremente and the facility licensing requirements were
not found to be in conflict.
Because Part 50 refers to Part 73 for physical protection requirements at

licensed facilities, there were similarly no contradictions between these two
parts.

7.2 INTERACTION OF PART 71 AND PARTS 70 AND 73

Almost all the requirements in Part 71 deal implicitly with preparation
of fissile material for transit. These requirements apply primarily to ship-
ments not intended for export. Section 71.5 presents the scope of this Part.
The licensee who is authorized to ship nuclear material pursuant to this Part
must also comply with the applicable Department of Transportation requireme
in 49 CFR. The requirements of Part 71 can be interpreted as both parallel
the DOT requirements and supplementing them.

The requirements of Part 71 were analyzed in detail in this study. At
first reading, however, it is difficult to determine the interactions of the
transportation requirements of this Part with the safeguards requirements of
Parts 70 and 73. This section describes the requirements of Part 71 and
concludes with a consideration of the requirements of Parts 70 and 73 with
this Part.

Part 71 is primarily concerned with the determination of shipping require-
ments and the preparation and packaging of those shipments for transportation.
Based upon the radioactive materials and their quantities, the shippers and
receivers of licensed material must also meet the licensing requirements
spelled out in Part 71. Note that the responsibility for transportation of
SNM rests with the shipper or receiver and not with the carrier, who is not
required to be a licensee.
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The fact that the requirements of this Part both parallel and interact
with DOT regulations, although important, is not considered in detail. Part 71
covers the case of shipment or packaging of large amounts of nuclear material
requiring special procedures or equipment beyond those specified in the DOT
regulations.

In order to work one's way through the regulations in Part 71 a set of
basic data describing the material to be shipped must be known. The basic
data are as follows:

1. principal radioactive element(s) in the shipment, listed by isotope
2. activity level of each isotope, in curies
3. the physical form of the material, i.e., solid, liquid, or gaseous
4. the specific activity of the materials in the shipment, where the
solids are given in microcuries per gram, and the liquids are given
in microcuries per millimeter.
The licensee must also be aware of the general DOT rules that govern the packag-
ing standards to be met in the shipment of any hazardous materials. The
standards spell out the shipper's responsibility, rules regarding previously
authorized packaging, standard requirements for all packages, and reuse of
containers. They are not unique to the shipments of radioactive materials
and are contained in Sections 173.22, 173.23, 173.24 and 173.28 of Chapter 49
CFR.

To be concerned with the requirements of Part 71, the licensee will be
more than likely dealing with special nuclear material (referred to as fissile
material in this Part) or with larger shipments of other material not defined
as SNM. This specification is given in Section 71.1 paragraph (a). The first
step in determining shipping and packaging requirements is simply to determine
if the material is radioactive. Section 173.389 paragraph (e) of 49 CFR gives
the necessary definition.

Figure 7.1 depicts the sequence of determinations and decision points
required by Part 71 of 10 CFR. As with the other kind of interactions among
the various regulations, it is difficult to determine a sequence or set of
interactions at first reading. Given such a diagram as a guide, a number of
possible confusions can be eliminated. In the figure, the rectangles indicate

7-9
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determinations regarding the material or necessary points of compliance.
Depending on these determinations, the regulations alsc indicate decision
points which establish additional determinations or mark points of departure
from the requirements of Part 71. The following discussion ot this section
follows the possible paths depicted in Figure 7.1.

Determine Transport Group. The first necessary determination in follow-
ing the requiremerits in Part 71 is to establish the transport group. As shown
in Figure 7.1, transport groups are defined in Section 71.4 paragraph (p) or
by the table given as Appendix C of the same part. Section 173.390 of 49 CFR
parallels the above definition.

Define Special Form. Is the material in special form as defined in
Section 71.4 paragraph (0)? Special form materials are those which, if released
from a package, might present some direct radiation hazard but would present
little hazard due to radiotoxicity and little possibility of contamination.
To qualify as special form material, the material must be in solid form or
encapsulated. Appendix D of Part 71 lists four tests to verify the determina-
tion. This parallels Sections 173.389 paragraph (g) for the definition and
173.398 paragraph (a) for the tests in 49 CFR.

Determine Quantity Type. Does the shipment constitute a Type A, Type B,
or large quantity shipment? The numbers listed in Section 70.4 paragraph (f)
are upper limits for these categories.

Given the above three determinations, possible exemptions from Part 71
may be considered. Four major decisions are given in Figure 7.1. They cover
the exemptions contained in Sections 71.6 through 71.10 of Part 71. With the
exception of being exempt from the requirements of Part 71 in its entirety,
the licensee should again depart to the applicable DOT regulations to assure
general compliance.

The regulations in Fart 71 basicaliy apply to holders of specific Ticenses.
However, Section 71.19 provides a decision point for holders of general
licenses. Section 71.12 provides a general license for shipment in DOT approved
containers. This again denotes a departure point back to the DOT regulations
for general requirements. These are contained in Part 173, Section 173.393 of
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49 CFR. Once the licensee has determined that the regulations of Part 71 still
apply to his situation, he is then ready to select a package for his shipment.
Two additional determinations are next necessary as indicated in Figure 7.1.

Determine Transport Index. Section 71.1 paragraph (b) gives maximum
quantities for single packages. Therein, a corresponding transport index can
be determined from the table for fissile material.

Determine Fissile Class. Section 71.4 paragraph (d) defines fissile
classes according to the necessary packaging controls needed to provide
criticality safety during transport. The definition here again parallels the
DOT requirements in Section 173.389 paragraph (a) of 49 CFR.

The remainder of Figure 7.1 (and of Part 71) deals with the packaging
specifications for each fissile class shipment. Of primary concern are Fissile
Class III shipments. Under circumstances spelled out in Section 71.11 para-
graph (a)(2) the holder of a specific license may need to make special arrange-
ments for packaging and shipment.

The general observations regarding the determination of packaging and
shipping requirements in Part 71 are:

-
L

"2 : 5 ¥ 2 2 3 27 ~ s : * 73 ss +5 77 o NN Prapeor i -
® The interactions in Part 70 are primarily with parallel DOT require-
ments which take precedence over the requirements of thie part.

® [t i possible to determine a sequence of determinatione and dectision

® There are nc conflicte in the regulations of Part 7l; they interact in
1 sequence rather than overlap. A cursory examination of overlaps with
the DOT regulationg in 49 CFR shows parallel requirements but no
obvious negative interactions.

For holders of specific licenses as given by Part 70, there are two important

considerations in addressing the requirements of Part 71. They are:

1. determining the material quantity (SNM) and the specific requirements
of Part 71 that hold for that quantity, and

2. 1identifying if the safeguards requirements conflict with the shipping
and packaging requirements.
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In Part 71, the principal material measure separating the packaging require-
ments is radioactivity. Table 7.3 lists the radioactivity measures used in
Part 71 (with exceptions indicated). The table is separated into three parts:
radioactivity in curies, Type A or B quantity, and dose rates. These measures
are used for the purpose of safety and radiation protection rather than by the
strategic valua of the material.

The measurements used to specify material quantities are not used incon-
sistently in the safeguards regulations. The material control and accounting
requirements were, in general, specified for smaller quantities than the
physical protection requirements. The material specifications of Part 71,
however, are difficult to compare with the safeguards requirements. The
analysis did not find any inconsistencies in the material specifications of
Part 71.

The requirements of Part 71 were also compared with the physiczal protection
requirements of Part 73. The transit physical protection requirements wert
not found to be in conflict with shipping requirements. The principal difficult
in comparing the safeguards regulations with this part is:

- ; " s o oy - . - = . 4
A 325 #Y9 - - -~ ) -~ - 2 s R oy - 5 o € i1 4 ITe, 24
® The requirements of Parte na 78 refer primarily to SiM. The regula-
7 .
: ¥ =Pl P AT g | e s ; s & ok
2 1y . i don A - > g o - P S o 8 1 25 <
tiong of fart 7L refer to fiesile material. The distincetion between SNM
5 +ovr ] ' At Ao > - o - A A = - > " & -
and fresiie material 18 not great and in a gense indicates an inconsrstency

v 2 . ,.
- 3 - 5y 7 :
in TeErMinoLOgi.

.

This difficulty clouds the interpretation and comparison of the safeguaids
requirements with this part. The assessment did not find any interactions
that represented conflicts or inconsistencies that would jeopardize compliance
with either Part 70, 71 or 73.
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Radioactivity

TABLE 7.3.

_ Moteria) Tipe =

»50.@‘ curies
«50,000 curies
»5,000 curies
»5,000 curies
<5,000 riries
r':dlfcuries
>2qé_6uries
<200 éuries
»20 curies

<20 curies
<20 curies

»20 curies

20 curies

»20 curies

<10 curies

<3 curies
<1.000 curies

0.5 curves

<0.5 curies
<0.01 curies

<9.0001 millicuries
<5 miTlicuries/m!
<0.001 millicuries
<0.3 millicuries

<3 x 107 curies

<5 microcuries
<0,005 millicuries

<5 x 1078 curies

Group VI or VII radionuclides
Group Vi or VII radionuclides
Group V radionuciides
Special form material

Group V radionuclides, Special Form

Group VI or VIl radionuclides
Group 111 or IV radionuclides
Group I11 or iV radionuclides
Group I or 11 radionuclides

Group IV or V, Special form material

Group I or Il radionuclides
Pu

Pu or U-233

Pu or U-233

Group 111, IV radionuclides

Group 111 radionuclides
Inert gas

Group 11 radionuclides

Group 11 radionuclides
Group | radionuclides

Group 1 radionuclides

Tritium oxide

Group | radionuclides

Groups 111 or IV radionuclides
Group 111 or IV radionuclides
Pu source

Group 11 radicruclides

Group 1! radionuclides

Radivactivity Requirements

. Description
Definition of large guantity
Type B definition
Definition of large quantity
Definition of large quantity
Type B definition
Type A definition
Definition of large quantity
Type B definition
Definition of jarge quantity
Type A definition
Type B defirition

Packaging and shipping instructions

Scope of requlation
No shipment by air

Levels for package release and
coolant contamination

Type A definition

Levels for package release and
coolant contamination

Levels for package release and
coolant contamination

Type A definition

Levels for package release and
cooland contamination

Low specific activity definition
Low specific activity definition
Ty; - A definitien

Low specific activity definition
Contamination level for coolant

Maximum amount for qgeneral license

tow specific activity definition
Contamination level for coolant

.8(f)
.4(q)
.A(f)
A(f)
A(q)
.4(q)
L4(f)
.4(q)
.4(f)
.4(q)
A4(q)
.42

n
n
71
n
n
7
n
n
n
n
7
n

73.
73.
.36(a)

n

7
n

71

7
n

n
n
n
n

7
7

Meference

1
32

.&/q)
-3 (a)

.36'a)

A(2)
.36(a)

.4(q)
.4(g)
A(q)
.4(q)
7.
70.
.4(q)

.35(a)

35(a)
19(c)(1), 70.39
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TABLE 7.3.

Radioactivity Requirements (Cont'd)

CIAYA

Radioactivity N Material Type = ol B _ Description ST Reference
<0.001 millicurie Group 11-VI! radionuclides Low specific activity definition 71.4(q)
>0.01 microcuries Pu source Requirements for transfer of source 70.39(c)
<0.0001 millicurie Group 1 radionuclides Low specific activity definition 71.4(g)
A x 0’ curies Group I radionuclides Contamination level for coolant 71.35(a)
<0.00% microcuries Pu source Requirements for specific license 70.39
to manufacture sources
< LJ2 microcurie/g Licensed mate: ial Exemption for no more than Type A 71.7
Quantity
Type A and B Quantities
Large quantity Licensed material Structural standards for packaging 71.32
<Type B quantity Licensed material Limited exemption 71.10
<Type B auantity Licensed material Conditions of general license 71.12
<Type B quantity Licensed material Structural standards for packaging 71.32
<Type A quantity Licensed material Exemption for no more than Type A n.7
Quantity
<Type A quantity Licensed material Conditions of general license AR A |
<Type A quantity Licensed material Standards for normal conditions 71.35(a)(c)
for transport
<Type A quantity Licensed material Standards for hypothetical accident 71.36(a)
condition
<Type A quantity Licensed material Records specifications 71.62
Low specific activity Licensed material Limited exemptions 71.36(a)
materials
Dose Rates
<20 rads/2 meters/minute Neutron gamma radiation Limits for moaitoring system 70.24(a)
300 rems/1 foot/hour Neutron gamma radiation Limits for monitoring system 70.24(b)

>5 millirems/hour Neutron gamma radiation
>100 rems/hour @ 3 ft SNM

Alarm point for monitoring system 70.24(b)

Exemptions for lana and quantities 73.6
of SNM



8.0 THE INTERACTION OF SAFETY AND SAFEC'*™"S REGULATIONS

Other regulations also affect the activities of NRC licensees. One
particularly important set of regulations is public and worker saiety regula-
tions, as promulgated by the NRC itself and some 65 other federal agencies.
How these requirements interact with the NRC's safeguards regulations is a
possible concern: in particular, ~ould the presence of safety regulations
make compliance with safeguards regulations more difficult or even impossible?

® The great majority of safety requiremente of other Federal agencies

do not interact with the NRC'e safeguarde regulations because tney
do not affect the same people and activities.

® Of those safety requirements that do interact with the safeguards
regulations, most interact in a neutral way; complying with both
the safety and safeguards requirements regulatioms is no more
difficult than complying wi‘h each separately.
It shou’d be emphasized that these conclusions rest on analysis of the
written regulations, rather than on how requirements are interpreted in
practice by agencies and licensees. A detailed investigation on how .he regu-
lations are interpreted would further focus on their potential for conflict.
It is anticipated that such a focus would reveal a reduced potential for con-

flict.

This chapter consists of four sections. Section 8.1 discusses the
federal agencies concerned with public and worker safety, briefly describes
the regulatory concern of each, and notes which regulations can be excluded
from possibie interaction with safeguards requirements on the basis of
differing regulatory concern. Section 8.2 focuses on the regulations not
excluded by the analysis in the first section. It groups, by agency, the
requiremens that appear potentially to interact with the safequards requla-
tions. Section 8.3 explains how the selected safety requirements could
interact with safeguards requirements and isolates the nature of specific
interactions. The final section summarizes the various observations
regarding interactions.
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8.1 THE AGENCIES

Since the passage of the Federal Food and Drug Act and the Meat
Inspection Act in 1906, the federal government has become increasingly
involved in protecting the worker, the consumer and the environment.(])
Through the 1960s, federal worker ard public legislation largely followed
a "hazard-by-hazard" or "product-by-product" approach. e As a result,
the authority to promulgate safety regulations (and to support the reguiation
of safety through advice and information) was diffused through a very large
number of federal departments and agencies. During the 1970s, some of this
authority was consolidated in three new entities: for v~ ker safety, the
Occupational Health and Safety Administration (OSHA), located within the
Department of Labor; for product safety, the Consumer Product Safety Commission
(CPSC), an independent commission; and for environmental preservation, the
Environmental Protection Agency (EPA), an executive agency located outside
any executive department. However, creation of these agencies did not fully
consolidate federal safety regulation into the three clusters. Numerous
other federal agencies remain involved.

Table 8.1 sets out the principal federal agencies involved in public,
worker, and environmental safety regulation. The first column of the table
identifies the agency and the department in which it belongs (if any) is
indicated in parentheses. The scope of the agency's regulatory concern in
the realm of safety is given in the second column.

1437 082
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TABLE 8.1.

Principal Agencies Involved with

Safety Regulation

Agency

Regulatory Concern

Adviscry Committee on Con-
struction S-fety and Health
(Labor)

Aerospace Safety Advisory Panel

Agriculture Department

Air Force
Bureau of Standards

(Commerce)

Coast Guard (Transportation)

Consumer Product Safety
Commission

Defense Departinent

Environmental Protection Agency

Energy Department
Federal Aviation Administraticn

Federal Highway Administration
(Transportation)

acvise Labor Secretary on
promulgation of construction
safety and health standards

advise NASA administrator on
safety of facilities and
operations

inspect and certify
agricultural products in
interstate commerce

monitor and detect radiation
levels

investigate radiation,
radioactive substances, and
the means of protecting
persons from their harmful
effects

establish safety regulations
for noncommercial boats and
equ.pment

establish consumer product
safety regulations and pro-
vide information to consumers
about product safety

manage defense-related radio-
active materials

establish effluent and/or
ambient standards for environ-
mental pollutants

safety and safeguards: DOE
contractors

establish aviation safety
regulations

establish motur carrier
safety regulations

1437
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TABLE 8.1. Principal Agencies Involved with
Safety Regulation (Cont'd)

Agency Regulatory Concern

Federal Railroad Administration establish safety reguiations

(Transportation) governing railroads and
pipelines

Federal Trade Commission establish consumer product
safety regulations (limited)

Fire Research Center conduct research on

(Commerce) prevention and control of
fires, including effects on
victims

Food and Drug Administration establish regulations govern-

(HEW) ing the safety of drugs,

food, medical devices and
diagnostic products, biologics;
establish r. _ulations govern-
ing radiological health

Mine Safety and Health establish regulations govern-
ing worker safety in mining
operations

National Highway Safety advise Transportation Secretry

Advi-ory Committee on highway safety matters

(Transportation)

National Highway Safety establish regulaiions govern-

Bureau (Transportation) ing the safety of highways

National Oceanic and monitor and detect radiation

Atmospheric Administration levels

(Commerce)

National Safety Council promote safety through
educational activities

National Science Foundation conduct research and give
advice on safety

National Traffic Safety establish regulations govern-

Bureau (Transportation) ing motor vehicle and tire
safety

1437 084

8-4



TABLE 8.1.

Acency

National Transportation Safety
Board

Nuclear Regulatory Cemmission

Occupational Safety and Health
Administration (Labur)

Transportation Department:
Materials Transportation
Bureau, Office of Hazardous
Materials Operations

U.S. Postal Service

Principal Agencies Involved with
Safety Regulation (Cont'd)

Regulatory Concern

conduct independent
accident investigations and
formulate recommendations
for improved transportation
safety

safety and safeguards:
commercial licensees

establish regulations govern-
ing worker safety

establish safety regulations
governing the transport of
radioactive ma-erials by all
means and modes except postal
shipments

establish safety regulations
governing postal shipments of
radioactive materials

In order to interact with safeguards regulations, an agency's safety
activities must include regulation and its safety regulations must affect
the same people and activities as safequard: regulations. Therefore all
agenciee in Table 8.1 that either (1) are involved in safety in scme other
way than by eetablighing regulations, or (2) promulgate s-fety regulations
affecting different people and activities than eafeguards regulations were
excluded from further comeideratione. On the first basis, tne following
agencies were excluded:

Aerospace Safety Advisory Panel (only gives advice)
Air Force (only provides information)
Bureau of Standards (only conducts research)

Fire Research Center (only conducts research)
National Highway Safety Advisory Committee (only gives advice)
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NRC

National Oceanic and :.tmospheric Administration (only provides
informaticn)

tational Safety Council (only conducts educational and promotional
activities)

National Science Foundation (only conducts research and gives advice)
National Transportation Safety Board (only conducts investigations
and gives advice)

Treasury Department's Bureau of Alcohol, Tobacco, and Firearms
(affects Tobacco, Alcohol and Firearms)

Agriculture Department (affects agricultural products)

The following agencies were excluded on the second basis:

Consumer Product Safety Commission (affects consumer products)
Federal Aviation Administration (affects aviation)

Federal Highway Administration (affects motor carriers)

Federal Railroad Administration (affects railroads and pipelines)
Federa; Trade Commission (affects representations as to product
safety

Food and Drug Adm‘nistration (affects drugs, food, medical
devices, diagnos:ic products, biclogics, radiological health)
Mine Safety and Health Administration (affects miners)

National Highway Safety Bureau (affects highways)

National Traffic Safety Bureau (affects motor vehicles and tires)

The following agencies' regulations or requirements may interact with
licensees but not in the area of health and safety:

Coast G:ard (import and export, transient shipment of nuclear
iaterials by sea)

U.S. Postal Service (can ship small quantities of nuclear
material)

Defense Department (no health and safety i. .eraction with

NRC licenses)

Energy Department (no health and safety interactions)

This process of exclusion narrowed the focus to those agencies whose

regulations affect the same people and activities as the NRC's safeguards
regulations--i.e., NRC licensees in the conduct of activities dealing with

nuclear material. The relevant agencies are:

Nuclear Regulatory Commission

Environmental Protection Agency

Department of Transportation; Material Transportation Bureau
Office of Hazardous Materials Operations

Occupational Safety and Health Administration.

Before proceeding to identification of the relevant regulations, the regulatory

concern of each agency is briefly described.
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The NRC. Section 161(b) of the Atomic Energy Act of 1954, 42 U.S.C.
2201(b) authorizes the NRC to "establish by rule, regulation, or order, such
standards and instructions o govern the possession and use of special nuclear
material, source material, and byproduct material as the Commission may deem
necessary or desirable to promote the common defense and security or to
protect health or to minimize danger to life or property.” Protection of nealth
and minimizing danger to life clearly imply regulation to ensure public and
worker safety in the possession and use of nuclear materials. Indeed, along
with safeguarding nuclear materials, ensuring safety in their use is the cen-
tral mission of the NRC.(3)

The EPA. Reorganization Plan No. 3 of 1970 created the Environmental
Protectic» Agency, transferring most of the ervironmental protection functions
then exercised by other executive departments and agencies. Among the
functions transferred were:

the functions of the Atomic Energy Commission... administered
through its Division of Radiation Protection Standards, to the
extent that such functions of the Commission consist of
establishing generally app’icable environmental standards for
the protection of the general environment from radioactive
material. As used herein, standards mean limits on radiation
exposures or levels, or concentrations or quantities of radio-
active material, in the general environment outside the
boundaries of locations under the ?Sgtrol of persons possess-
ing or using radioactive material.

Thus EPA has the responsibility to promulgate radiation protection stan-
dards to protect the public "outside the fence" of nuclear licensees' facili-
ties. In addition, EPA received the functions of the old Federal Radiation
Council, by virtue of which EPA is to "advise the President with respect to
radiation matters, directly or indirectly affecting health, including guidance

for all Federal agencies in the formulation of radiation standards...."(s)

Finally, bothk The Clean Air Act(G) and the Federal Water Pollution Control
Act(7) give EPA authority to reculate radioactive air and water pollutants.
(However, while the Clean Air Act expressly includes source, special nuclear,
and by-product materials, the Federal Water Pollution Control Act does not,
and the Supreme Court has held the Federal Water Pollution Control Act not
to apnly to such materials.)(a) Thus EPA, 1ike NRC, has statutory authority
to regulate the fuel cycle activities of NRC licensees.
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DOT. The Department of Transportation Act of 1966 gives DOT "regulatory
responsibility for safety in the transportation of radioactive materials by
all modes of transport in interstate or foreign commerce (rail, road, air,
water), and by all means (truck, bus, auto, ocean vessel, airplane, river
barge, railcar, etc.) except postal shipments."(g’lo) Current.y this
authority is lodged in the Materials Transportation bureau, Office of
Hazardous Materials Operations. DOE's responsibility for safety in the
transportation of radioactive materials affects the shipment of radioactive
materials by NRC licensees, a concern shared by the NRC's safeguards regulations.

OSHA. The Occupational Safety and Health Act of 1970 vests in the
Department of Labor the responsibility to set mandatory occupational safety
and health standards applicable to businesses affecting interstate commerce
This authority is now lodged in Lubor's Occupational Safety and Health

an

Administration. Since the Act comprehensively covers every employer who is
engaged in a business affecting commerce and who has one or more employees,
it too applies to nuclear licensees in the conduct of fuel cycle activities.

8.2 THE REGULATIONS

The NRC, EPA, DOT, and OSHA safety regulations that affect the activities
of NRC licensees fall into natural groupings, by and within agencies. As
prelude to considering their interaction with NRC safeguards regulations,
this section groups and discusses th2 principal safety regulations of these
agencies.

NRC. The major NRC safety reguiations are found in 10 CFR Part 19-
Notices, Instructions and Reports to Workers; Inspections and 10 CFR Part 20
Standards for Protection Againct Rauiation. The main requirements and the
topic dealt with by each are summarized in Table 8.2.

EPA. s yet, the EPA has not promulgated a large number of regulations
pertaining t. rotection of the environment from radiation. The number of
regulations wil. axpand if, pursuant to the study required by the Clean Air
Act amendments o 377, the EPA concludes that emissions of radioactive
pollutants contribute to air pollution endangering the public health. For
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TABLE 3.2.
10 CFR Paragraph

NRC Safety Requirements

Requirement

19.12

20.101, 20.102,
20.105
20.103

20.106

20.202

20.203, 20.204

20.205

20.401

20.402

20.403
20.405
70.24

70.59

Instructions to workers concerning
storage, transfer, or use of radio-
active materials.

Maximum permissible radiation doses
to workers.

Maximum permissible inhalation of
radioactive

Maximum permissible radiation in
effluents to unrestricted areas
(releases into environment).

Provision and use of personnel
monitoring equipment.

Signs, labels, signals, and controls
o Radiation areas to be posted
e High Radiation Areac

Radiation Reduction on Entry,
or

Alarm on entry, or
Locked
Exit not to be prevented

® 5 rems/hr from sealed source to
nave additional controls

Procedures for picking up, receiving,
and opening packages.

Maintainin] records of surveys,
radiation monitoring, and disposal.

Reports of theft or loss of licensed
material.

Notification of incidents.
Reports of overexposure.

Detection and emergency procedures
for criticality accidents.

Effluent monitoring and recording.
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the time being, EPA's Environmental Radiation Protection Standards are con-
fined to those found in Part 190 of Chapter 40 of the Code of Federal Regu-
lations. Thke key regulations are listed in Table 8.3.

TABLE 8.3. EPA Radiation Safety Requirements

~4C CFR Paragraph Requirement

190.02 Scope: applies to milling, enrichment,
fuel fabrication, power generation and
reprocessing; excludes mining, waste
disposal, transportation and reuse of
plutonium.

190.10(a) Maximum permissible radiation doses to
memders of general public.

190.10(b) Maximum permissible quantity of radiation
entering environment from U-fuel cycle per
gigawatt-year.

DOT. The regulations of the Department of Transportation governing the
safe transportation of hazardous materials are contained in 49 CFR Parts 170
through 179. Most pertain to the shippins of radioactive materials. Since
the shippers of special nuclear, source, and byproduct material will be NRC
licensees, the possibility of interaction is obvious. This was indicated in
Section 5.3 of the report where the interactions within Part 71 of 10 CFR were
discussed. As was shown, it is impossible to address the NRC's shipping and
packaging requirements without considering first the DOT's regulations. A
few of DOT's regulations also apply to carriers as well. The topics covered
by che major requirements, all in 49 CFR, are summarized in Table 8.4.

OSHA. Although the Occupational Safety and Health Act covers all
employers in interstate and foreign commerce with no express exception,
Section 4(b)(1) of the Act exempts from coverage those working conditions
addressed by the regulation of other agencies that affect occupational
safety and health.(lz) As a result, OSHA's ionizing radiation standards,
found in 29 CFR Section 1910.96, do not apply to NRC licensees. (In fact,
they are virtually identical to the NRC's worker radiation safety regulations.)
However, OSHA's nonradiation-related regulations clearly do apply to NRC
licensees in the conduct of their activities. The major regulations that
could be relevant, all from Part 1910 of 29 CFR are shown in Table 8.5.

8-10
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49

TABLE 8.4.

CFR Paragraph

173

174.
176.

172

173.
173.
172.
173.
173.
173.

173;

173.

173.
173.

172.

174.
177.

174.
171.
175.
176.

177,

174.
177.

700, 177.842(b)
700, 175.700

397
391
204(a)
393(b)
393(c)
393(9g)

393(e)
393(m), (n)

389(a),
396

204

541(b)
823(a)(1)

750,
15,16,

861(a)

24, 175.35,
817, 176.24

DOT Requirements for Licensees

Requirement

Package quantity (curies) limits for
various radioisotopes shipped in
"Type A" or "Type B" packaging.

Maximum permissible dose rates at
exterior of packages; minimum separation
distances between radioactive materials
and people or film.

Warning labels on packages.
Contamination control.
Shipp.ng papers.

Shippers' certification.
Security seal.

Minimum package dimension.

Liquid materials to be packaged in
leak-resistant container.

Maximum surface temperatures.
Quality assurance requirements.

Shipment controls for fissile materials:
prevent criticality or loss of contents
(see also 10 CFR 71 of NRC Regs)

Cert.fication by shipper.
Placarding.

Reporting of incidents.

Shipping papers.
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TABLE 8.5.

29 CFR Paragraph

1910.
1910.

1910.

1910.
1910.
1910.
1910.
1350,

1910.

1910.
1910.
1910.

1910.

1510.
1910.
1910.
1910.
1910.
1910.
1910.
1910.
1910.
1910.
1910.

1910.

1910.
1910-

1910.

12
22

23

24
28
26
27
28
29

30
37
66

67

68
94
95
97
101
102
103
104
105
106
107

108

109
110

m

OSHA Safety Requirements

Requirement

Construction work,

Walking or working surfaces: general
requirements.

Guarding floor and wall openings and
holes.

Fixed industrial stairs.

Portable wood ladders.

Portable metal ladders.

Fixed ladders.

Safety requirements for scaffolding.

Manually propelled mobile ladder
stands and scaffolds (towers).

Other working surfaces.
Means of egress, general.

Power platforms for exterior building
maintenance.

Vehicle-mounted elevating and rotating
work platforms.

Manlifts.

Ventilation.

Occupational noise exposure.

Nonionizing radiation.

Compressed gases (general cequirements).
Acetylene,

Hydrogen

Oxygen.

Nitrous oxide.

Flammable and combustible liquids.

Spray finishiag using flammable and
combustible materials.

Dip tanks containing f'ammable or
combustible liquids.

Explosives and blasting agents.

Storage and handling uf liquified petroleum
gases.

Storage and handling of anhydrous ammonia.

1437
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TABLE 8.5.

29 CFR Paragraph

OSHA Safety Requirements (Cont'd)

Requirement

1910.

1910.
1910.
1910.
1910.
1910.
1910.
1910.
1910.

1910.

1910.
1910.
1910.
1910.
1910.
1910.
1910.
1910.
1910.

1910.
1910.
1910.
1910.
1910.
1910.
1910.
1910.
1910.
1910.
1910.
1910.

1910.
1910.

132

133
134
135
136
137
143
143
144

145

151
157
158
159
160
161
163
166
168

169
176
178
179
181
182
183
184
212
219
24)
242

243
244

General personal protective equipment
requirements.

Eye and face protection.
Respiratory protection.
Occupational head protection.
Occupational fout protection.
Electrical protective devices.
Sanitation.

Nonwater carriage disposal systems.

Safety color code for marking physical
hazards.

Specifications for accident prevention
signs and tags.

Medical services and first aid.

Portable fire extinguishers.

Standpipe and hose systems.

Automatic sprinkler systems.

Fixed dry chemical extinguishing systems.
Carbon dioxide extinguishing systems.
Local fire alarm signaling systems.
Inspection of compressed gas cylinders.

Safety relief devices for cargo and
portable tanks storing compressed gases.

Air receivers.

Handling naterials--general.

Powered industrial trucks.

Overhead and gantry cranes.

Derricks.

Effectives dates.

Helicopters.

Slings.

General requirements for all machines.
Mechanical power-transmission apparatus.
Jefinitions: handheld equipment.

Hand and portable powered tools and
equipment, general.

Guarding of portable powered tools.
Other portable tools and equipment.

8-13
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8.3 INTERACTIONS

Having isolated those safety regulations which affect the same people
and activities as the safeguards regulations, the next step is to specify the
nature of the interactions. This section elaborates on some of the discussion
of Chapter 5 wherein the interactions within the safeguards regulations were
discussed. The possible interactions are then addressed.

The safety and safeguards regulations are investigated for possible
interactions from two points of view;

L ol . - - . . R} -
® Whether they affect the same set of activities, functiors,

or objects, and

® .nether they affect the same set of people.
In general, any set of requirements can interact in one of the fol.owing
ways:

® o interaction: nffect different people and activities.

Neutral interaction: Affect the same people and activities in
a neutral way (complying with both regulations is just as
difficult as complying with each separately).

o rogitive interaction: Affect the same people and activities in
a positive way (complying with both regulations is less difficult
than complying with each separately).

® Negative interaction: Affect the same people and activities in
a negative way (complying wi h both regulations is more difficult
than complying with each separately; in the extreme case, comply-
ing with both is impossib]eg

In specifying the interactions between safety and safeguards regulations, the
analysis pairs each safety requirement with each safeguards requirement and
classifies the interaction as nonexistent, neutral, positive, or negative
Three steps were followed in considering the possible interactions.

First, the safety and safeqguards regulations were arrayed in a matrix,
according to the pattern of Figure 8.1. The vertical axis lists the principal
safety requirements of the NRC, EPA, DOT, and OSHA, as identified in
Section 8.2. The horizantal axis contains the NRC safeguards regulations.
Because of the number of regulatiuns involved, many of the safeguards
regulations having no obvious interactions were first eliminated from con-

sideration.
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‘ |
|
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FIGURE 8.1. Form of Matrix for Specifying Inter:z-:ions

Next, a preliminary comparison of each safety requirement with each
safeguards requirement was made to eliminate from further consideration
those cells in the matrix corresponding to requirements which do not affect
the same people and activities. Also eliminated were thcse cells affecting
the same people and activities that represent neutral interactions.

Recal® that the first section of this chapter excluded organizations
whose safety regul.*ions affect different people and activities than do the
NRC safegua-ds regulations. Next, Section 8.2 listed the general safety
requiremenis within each organization that may have intevactions. Among
those general requirements, there still remain safety requirements not likely
to affect NRC licensees in the conduct of activities dealing with nuclear
material.

On this basis, a number of pairings could be eliminated from further
consideration. For example, the NRC safety requirement of providing instruc-
tions to workers (Section 19.12) concerning storage, transfer, or use of radio-
active materials at most interacts neutrally with the safeguards requirement
of keeping records of ieceipts, inventory, disposal, acquisition, import,
export, and transfer (Section 70.51, Paragraph (b)).
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The third step was to focus on the nature of the interactions for those
pairs of reqirements which could not be eliminated by the above comparisons.
This required interpretation of the requirements of each pair of regulations.
The objective was to specify interactions and isolate instances of conflict
(negative interactions). This was complicateu for the following reason:
while each pair f regulations usually applied to a large number of penple
and activities, the two regulations often together applied to only a small
subset of these.

Consider, for example, the pair of regulations illustrated in Figure 8.2.
The NRC safety regulation, 10 CFR Section 20.402, concerns reports by all
licensees of the theft or loss of source, by-product, or special nuclear
material in quantities and under circumstances that pose a substantial hazard
to persons in unrestricted areas. The NRC safeguards regulation, 10 CFR
Section 70.53(b), concerns reports by licensees authorized to possess over

10CFR § 20.402 10CFR § 70.53 (b)

® ALL LICENSEES

e THEFT OR LOSS POSING
SUBSTANTIAL HAZARD

o SOURCE MATERIAL,
BY-PRODUCT MATERIAL,
SNM

e L[ICENSEES FOR>1
EFFECTIVE kg SNM

® MUF > LEMUF AND 200 g
Pu, 233y, 3009235U.

OR 235 IN >20% ENRICHED
U, OR 9000 g 235y IN

LOW “NRICHED U

® SAM

FIGURE 8.2. Applicability of an NRC Safety
Regulation and an NRC Safeguards
Regulation
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or= effective kilogram of SNM for specified purpnses when material unaccounted
for exceeds its associated limit of error nlus an additional specified
quantity. Both regulations would together apply only when the amount by which
the SNM unaccounted for exceeds its permissible 1imit and poses a substantial
nazard to persons in unrestricted areas. Of the limited situations for which
both regulations apply, only a smaller subset (perhaps the null set) may
involve conflict. Here, the two regulations appear to interact neutrally:
they would simply require two different reports tec be filed.

The structuring of the safeguards regulations helped reduce the complexity
of comparing such pairs or regulations by allowing easy identification of the
content and concern of each safeguards regulation. The further analysis of
interactions betwen safety and safequards reguiations can best be demonstrated
by an example comparison of a pair of regulations. Consider the NRC safeguards
requirement that appears in 10 CFR Section 73.30(c), which was reproduced as
Figure 3.1 of this report. Also consider the DOT safety requirement that
appears in Sections 173.293(b) and (d) of Chapter 40, CFR:

The outside of each package must incorporate a feature

such as a seal, which is not readily breakable and which,

while intact, will be evidence that the package has not been

illicitly opened. Each radioactive material must be packaged

in a packaging which has been designed to maintain shielding

efficiency and leak tightness, so that, under conditions normaily

incident to transportation, there will be no release of - “dio-

active material. If necessary, additional suitable inside

packaging must be used.

To help identify the people and activities to which each of the regula-
tions apply three bases were selected to assist the comparison:

Base 3 - Designated Responsible Party

Base 9 - Material Type Cl:isification

Base 11 - Material Mzasures
For each base, the applicable elements for each regulation were then compared.
In Table 8.6, the NRC safeguards regulation applies to the elements marked
“N" and the DOT safety regulation applies to the elements marked "D". Note

that elements not applicable to either are not included i~ the table.

8-17
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TABLE 8.6. Comparison of Two Regulations

Material Type Classification

N,D Special Nuclear Material

D Source Material

D Strategic Nuclear Material

D By-Product Material

D NARM greater than .002 microcuries per q

Quantity of Material
Weight

D Any amount greater than limited quantities
set out in 49 CFR Section 173.391

N 5000 g or more as defined in 10 CFR Part 73

Designated Re ponsible Party

N,D Llicensee;shipper

Elements covered by beth regulation could then be considered.

As shown,

the two reqgulations selected here both a=nly only to a licensee/shipper

shipping special nuclear material in the am 'nt of 5000 g or more as defined
in 10 CFR Part 73.

tions apply (neutral, positive, or negative) is next determined.

The character of the interaction in the situations to which both reguia-

example, the requirements selected here seem to interact neutrally.
safeqguards regulation requires:

The innermost container to have a tamper-indicating seal
The outermost container to have a tamper-indicating seal
(unless state or local authorities require inspection)

At least one container (including the vehicle) to be locked.

The safety regulation requires:

The outermost container to have a tamper-indicating seal or

the equivalent

Packaging adequate (including multiple containers) to ensure
that radioactive materials will not be released under normal
transportation conditions.

8-18
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Nothing in .ne requirement makes it harder (or easier) to comply with
something in the other.

This procedure was used to identify the nature of the interactions
between pairs of safety and safeguards requirements having possible inter-
actions. Table 8.7 lists the key safeguards requirements that remained after
preliminary examination of interactions with the safety regulations. These
requirements can be considered as having the greatest potential for negative
interaction with the various safety requirements.

With the general categories as numbered in Table 8.7, Table 8.8 compares
the various safety requirements that were identified as possibly interacting
in a negative manner. At the top of the table, the twenty categories shown in
Table 8.7 are given by number. Closed-dot entries in the table represent
interactions that were focused on and classified as neutral. Interactions
indicated by an open-dot represent those which require further resolution (e.g.,
in terms of their interpretation) in order to be classified as conflicting.

The following section summarizes the results of this comparison.

8.4 THE EXTENT OF INTERACTIONS

It is possible to eliminate most pairs of requirements from further
consideration because they either did not interact at all or obviously
interacted in a neutral way. Of the remaining pairs, a similar investigation
as described in Section 8.3 found most interacting to be neutral. No positive
interactions were found. A limited number of pairs appeared to interact in
a negative manner. For those instances of potentially negative interactions
two comments are necessary: first, interactions are inferred from the
regulations as written. Both the agencies and the licensees may be able to
interpret the regulations so that their simultaneous application does not
result in conflict. Second, negative interactions are not equivalent to the
impossibility of complying with both requirements at once. The presence of
a negative interaction only means that complying with both regulations
simultaneously is more difficult or costly than complying with each separately.
For example, the presence of a safety requirement might force the licensee to
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TABLE 8.7. Key Safeguards Requirements that Interact
with Safety Requirements

Section Descripticn

Material Control a~ Accounting Records

1. 70.5(b) Records of receipts, inventory, disposal,
acquisition, import, export, transfer.

2. 70.51(c)(1) Records of tamper-saved items and identity,
location, source, disposition.

3. 70.51(e)(i)(iii) Records of amounts added to or removed from

process, amount in process; identify, location
and quantity of unique forms.

70.51(e)(4) Material balance records.
70.57(6) Measurement control record.
Zesse(c)(Z), (g)(4), Fundamental material control records.
Material Control and Accounting Reports
7. 70.54 Material transfer reports
8. 70.53 Material status reports.
Material Control and Accounting Procedures
9. 70.51(e)(1)(1) Tamper saved vaults.
10. 70.51(e)(1) (i) Unique identification of items and containers.
11, 70.51(e) (V) (v, vi, vii) Documentation of transfer between MBA's and
use of authorized signatures for control of
documents.
12. 70.51(d)(e) Physical inventory.
13. 70.51(e)(4) Limits on LEMUF.
14. 70.57 Measurement control program (system to moniter
control measurement errors).
15. 70.58 Fundamental material controls.
Physical Protection (Facilities)
16. 50.34/c), 70.22(g) Plan for physical security.
73.20, 73.40, 73.45
17. 73.46, 73.50, 73.55, Security force, barriers, access control,
73.60 detection, communications, testing and main-

tenance, response.
Physical Protection (Transit)

18.  73.20, 73.25, 73.30 Pr.tection by carrier, plans, container scale,
73.72 guards, notification, and reports.

19. 73.26, 73.31-73.34 Transit modes.

20. 73.26, 73.35 Continuous monitoring.
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TABLE 8.8. Interactions Between Safety and
Safeqguards Requirement-

SECTION NRC SAFEGUARDS REGULATIONS
NCR SAFETY REQUIREMENTS (10CFR) (NUMBERS CORRESPOND TO TABLE 7.7)

(SEE TABLE 7.2) 2345 678 910111213141516171819 20
19.12

20.101, 20,102, 20, 105
20,103

20,203, 20,204

[
l

oy . ff
Sasses,

20,403
20.405
70,24

EPA ENVIRONMENTAL RADIATION
PROTECTION STANDARDS

(40CFR) (SEE TABLE 7.3)

190.10a) !
150. 101b) £

1 2345 678 6101112131415 1617181920

DOT RADIOACTIVE MATERIALS
TRANSPORTATION (49C7R)

{SEE TABLE 7.4) 12 3465 6 7 8 9101I 121314 151617 1519 20
173 T T 111711
174,700, 177.842(bs, 176,700, 175.700 BRER
172

173.397

173,393(b)

173.393(c)

173.393q)

173.393(e)

173.393(m), (n)

173,389 173.39%

174,541(b), 177.823(al}
177.750,171.15, 16, 175.45(a)4)
i76.48(b), 177.86l1a)

174.24,175.35,177.817,176.24 |

CSHA STANDARDS (29CFR)

f 3
(SEE TABLE 7.5) 23456 7891011121314151617181920

]
1910. 36 ['T"’f'f TT L] LI TTT X7}
19)0.37 -

1910, 144

1910. 145 - LT T T T EEEE* B
1910.163 L-q L .| : - L

=
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|
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employ two guards rather than one in complying with a safeguards requirement.
The following observations regarding interactions are grouped by each organi-
zation naving safety requirements.

Nuclear Reculatory Commission

The NRC'e eafety requirements appear relatively free of eonflict with
ite safeguarde requivementa. While virtually all of the safety requirements
interact with the safeguards requirements in that both sets affect NRC
licensees, almost all the requirements interact neutrally. Complying with
safety and safeguards requirements together appears little more difficult
than complying with each set of regulations separately.

Several potentially negative interactions, however, were found. All
involved possible conflict between NRC safety requirements and the physical
protection requirements of Part 73. Safety requirements appeared not to con-
flict with material control and accounting requirements in Part 70.

Tne potential conflicts include:

® the possibility that 1imits on radiation doses could complicate
physical security arrangements (e.g., by requiring trequent changes
of personnel);

® the possibility that the requirement for uninhibited exit from
high radiation areas could impede the capture of saboteurs;

e the possibility that the requirement for immediate notification
of theft, loss, or accidents could delay SNM transfers, which
must be continuously monitored;

® the possibility that detection and emergency procedures for
criticality accidents could complicate physical security arrangements.

These ara only possible conflicts; current interpretation of the require-
ments may eliminate their conflicting interactions.

Environmental Protection Agency

EPA's radiation standards appear to interact with the NRC's safeguards
regulations in an entirely neutral momer, EPA's standards set maximum per-
missible radiation doses to members of the general public and a maximum
permissible quantity of radiation entering the environment. In essence,

\A37 \02
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these requirements limit the effluents NRC licensees can allow to escape
through boundaries of their facilities.

The analysis did not completely eliminate the possibility of negative
interactions--it seemed that these requirement might constrain physiccl
prote~tion arrangements for materiais in transit or ot fixed facilities--the
detailed analysis pointed to no negative interactions.

Department of Transportation

DOT'e requiremente apply to NRC licengees whenever they ehip source,
gpecial nuclear, or buproduct material. In Section 71.5, however concerning
general transportation requirements, the DOT regulations take priority over
packaging requirements set forth in Part 71.

Occupational Safety on Health Administration

As previously noted, OSHA's ionizing radiation standards are not
directly applicable to NRC licensees; the protection of workers from radiation
is the responsibility of the NRC itself. OSHA's many nonradiction-related
standards do apply to NRC licensees. However, while these requirements in
principle apply to the same people as safeguards regulations, many do not
apply to activities in which NRC iicensees are typically engaged. Therefore,
a large number of OSHA standards do not interact at all with safeguards

requirements.

0f those that do interact, almost all appear to do so neutrally. The
small number that may interact negatively are those which could possibly
impede compliance with physical protection requirements. These include:

® egress requirements (which could make it harder to capture an
intruder),

e color code markings for physical hazards (which could ease the tasks
of saboteurs),

e accident prevention signs and tags (which could also provide useful
information to saboteurs).

The potential conflict between safety and eafeguards regulatione appears
quite limited. Many of the regulations affect different people and activities

and so do not interact at all. Of the remainder, most interact neutrally,
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compliance with safety and safeguards requiremente together ig mo more
difficult than complying with each separately. Of the very emall number of
requirements that have the potential to interact negatively, the language of

the regulatione alone ie not sufficient to gauge the magnitude of conflict,
if any, in actual practice.
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