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Communication Systems and Networks,”

Ms. May Ma,
Please include these comments for consideration:

1. Order each nuclear reactor licensee to report any cyber* trouble(s)
within 15 minutes of its discovery. Whether the cyber problem is
understood or not, all cyber problems should be reported to the
NRC’s “Operations Branch” of the Office of Nuclear Security and
Incident Response Center.

2. Order all nuclear reactor licensees to change all default access
passwords tied to any component, network, software or
microprocessor controlled industrial components? and its software.®

3. Order all nuclear reactor licensees to take specific preventative
password control actions at the time at which a licensee’s employee is
dismissed, and at the time an employee learns of his or her pending
dismissal.

4. Require yearly outside and independent probing and testing of cyber
security at each reactor.

! Cyber is defined as digital computer and communication systems and networks, NRC SECY-
08-0099, Final Rulemaking - Power Reactor Security Requirements (RIN 3150-AG63)

2 example “SCADA - supervisory control and data acquisition

% example “Step-7” software



Rationale

1. Order each nuclear reactor licensee to report any cyber
trouble(s) within 15 minutes of its discovery. Whether the
cyber problem is understood or not, all cyber problems
should be reported to the NRC’s “Operations Branch” of
the Office of Nuclear Security and Incident Response
Center.

This reporting requirement would provide a dynamic capability of situational awareness
not currently available to the NRC. The NRC should have the ability to analyze cyber
events in which concerted attacks could possibly be underway.

Because determining that a cyber attack is underway is not always a straight-forward
procedure, but rather a “fuzzy” time delayed process, some being discovered years later.*
Licensees are only required to report to internal superintendents that a reasonable
suspicion exists that a cyber attack is occurring.” Therefore, concerted attacks at multiple
reactors could initially go unrecognized by the NRC.

The US fleet of reactors would be better protected with this proposed reporting
procedure. Upon assessment that a concerted attack is possibly occurring, the NRC could
immediately send alerts to all reactor licensees. Emergency responses would be
enhanced, especially in terms of mitigating or preventing further safety degradation at
other reactors. Specific data could be shared to licensees to monitor similar components
or systems which have been affected at the trouble reporting reactors sites.

Additionally, with this reporting process, the data would be available for the analysis of
future suspicious events. The NRC would have a much broader database, and the
industry’s cyber personnel would have greater experience with determining whether or
not a cyber attack is occurring. A further benefit is that unrecognized operational trends
might become apparent and lead to increased safety and production.

Scenario #1: Within a 40 minute time span, two NRC licensed reactors report scrams
and three other reactors report problems with their safety parameters display. Several
other reactors are having problems with alarms systems but have not yet reported what
they suspect is a normal breakdown.

However, because these problems are an unusual occurrence for such a short time frame,
the NRC's “Operations Branch” becomes suspicious of a concerted cyber attack and is
able to send an initial alert to the US fleet. As the “Operations Branch” collects more

* https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/understanding-targeted-attacks-what-

is-a-targeted-attack

> “\When there is a reasonable suspicion of a cyber attack, response instructions direct notification
to the [shift superintendent operations, site security superintendent, manager nuclear information
technology, cyber security incident response team] and other emergency response actions.” Ibid
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data, it is able to send specific warnings about specific systems and equipment
breakdowns to the fleet.

Because of the timely collection of this data, and the timely issuance of the warnings, 16
other nuclear plants avert serious problems as they discover corrupted systems after
prompting by the “Operations Branch.”

Meanwhile, operators at one of the scrammed reactors are having difficulty controlling
the plant. The annunciators and alarms are not working properly unbeknownst to the
operators. This causes conflicting information assessment by the control room operators
who are not sure which data is accurate. For example: a gauge may be showing a high
temperature at an outlet valve, but there is no active alarm associated with that reading.
The operators are divided in their opinions about the trustworthiness of the gauge. This
causes a delay in verifying the high temperatures as the operators move on to read other
indicators while attempting to understand the situation.

However, if the other licensees had reported problems with their alarm systems, the
struggling control room operators could have benefited from the knowledge that the lack
of an active alarm for the high temperature could possibly be explained by a cyber
problem. This information could have helped to prioritize their thinking, and prompt
them to take proper actions with decreased response times.
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2. Order all reactor licensees to change all default access
passwords tied to any component, network, software,
or microprocessor controlled industrial components
and its software.

A common “back door” vulnerability to industries worldwide is the fact that many
default passwords remain unchanged.® A list of passwords is available from component
vendors. Some of these passwords have been published on the internet by hackers. Many
components have more than one default password.

A “one-time fix” by each licensee would resolve this problem. The NRC should order
this action. An exception to this order would be allowed for the industrial components
which are “hard coded” and therefore cannot be changed.

Scenario #2:

A computer hacker downloads a list of passwords used for industrial components. He
manages to steal a password from a reactor licensee’s laptop computer. With this

® https://www.ophtek.com/default-passwords-biggest-weakness-iot-security/.



password he is able to access systems at the reactor. He changes the logic on the
condensate pumps so that they slowly reduce the flow to the steam generators. He
eliminates all passwords to that programmable controller and provides himself with a
new secret password. Next he makes extortion demands from the licensee to unlock the
system.
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3. Order all nuclear reactor licensees to take specific
preventative password control actions at the time
of a licensee’s employee dismissal, and at the time a
licensee’s employee learns of his or her pending
dismissal.

Disgruntled employees are responsible for nearly 60% of all cyber problems.’

“Insiders have a significant advantage over others who might want to harm an
organization. Insiders can bypass physical and technical security measures designed to
prevent unauthorized access. Mechanisms such as firewalls, intrusion detection systems,
and electronic building access systems are implemented primarily to defend against
external threats. However, not only are insiders aware of the policies, procedures, and
technology used in their organizations, but they are often also aware of their
vulnerabilities, such as loosely enforced policies and procedures or exploitable technical
flaws in networks or systems.”®

“Finally, contentious employee terminations must be handled with utmost care, as most
insider 1T sabotage attacks occur following termination.”®

Scenario #3: A disgruntled employee suspects he is about to be unfairly dismissed. He
plants a “logic bomb” in the control systems computer. A few weeks later when the
employee is fired, he tries to access the computer from a cyber café. His access has been
denied. So he tries a former fellow employee’s password. (It’s common practice for
employees to share a password when pressed for time). Again, he is denied access.

" “The threat of attack from insiders is real and substantial. The 2007 E-Crime Watch

Survey conducted by the United States Secret Service, the CERT® Coordination Center
(CERT/CC), Microsoft, and CSO Magazine, found that in cases where respondents

could identify the perpetrator of an electronic crime, 31% were committed by insiders.” Common
Sense Guide to Prevention and Detection of Insider Threats, 3rd Edition — Version 3.1, Carnegie
Mellon University's Computer Emergency Response Team. Page 6

® Ibid page 7

° Ibid page 28




A few days later he calls his former secretary to retrieve a few things which he forgot in
his office. Amongst those items is a USB drive in the back of his computer. The secretary
returns the items to him. What no one knows is that the USB drive is actually a “key
logger” which has stolen the new password for the computer and the network. Using the
new passwords, the disgruntled employee is able to trigger the “logic bomb” which
scrams the reactor. His actions make it appear that another employee is responsible.
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Further Comments

The foremost problem with cyber security is inadequate policies, procedures and
culture.’®

Another problem near the top of the list is remote access to the control system without
appropriate access control.'! Password changes must be made immediately and
completely at appropriate times. Protocols must be strictly adhered to.

10 Top 10 Vulnerabilities Of Control Systems And Their Associated Mitigations, North American
Electric Reliability Council 2006
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