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General Comment
Isologic , LLC, and the Foundation for Resilient Societies, Inc. file joint comments in NRC Docket NRC2018-0182. We commend the Commission and its Staff for their goal of improved protections for digital
systems, including control systems, that may affect the safety of licensee reactors and facilities. Nevertheless,
we review the challenges facing the Commission and its licensees, and assess that the Regulatory Guide 5.71
and proposed Revision 1 create undue burdens on the licensees without attaining the protective and
safeguarding goals. We ask the Commisison to take a fresh perspective and to bring in external expertise, as
other industries have done, to better secure essential digital and analog systems in an era of adversary
offensive cyber capabilities, now requiring cyber deterrence, and initiatives for improved cyber protections
for existing nuclear facilities and also for new type reactors..
Our Comments, analyses, and recommendations are contained in the Comments within the file here attached,
dated October 22, 2018.
Respectfully submitted by
/s/ William R. Harris, Secretary, for the
Foundation for Resilient Societies, Inc.
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JOINT COMMENTS OF ISOLOGIC, LLC AND THE FOUNDATION FOR RESILIENT SOCIETIES, INC.
PER NUCLEAR REGULATORY COMMISSION REQUEST FOR COMMENT ON DRAFT REGULATORY
GUIDE DG-5061, CYBER SECURITY PROGRAMS FOR NUCLEAR POWER REACTORS
NUCLEAR REGULATORY COMMISSION DOCKET ID: NRC-2018-0182

Submitted on October 22, 2018

Introduction
Recent .Nuclear Regulatory Commission (NRC) actions addressing cybersecurity and
safety-critical issues related to the transition from analog to digital technologies raise
fundamental questions on Commission strategies to achieve modernization of nuclear licensee
sites. On the NRC action, DG-50611, to amend Regulatory Guide 5-71, the processes that invoke
RG 5-71 are clearly failing, affecting existing licensees and ultimately the development of new
reactor designs. This is no more evident than in the transcript of the NRC Advisory Committee
on Reactor Safeguards (ACRS) Digital Instrumentation and Control Systems Subcommittee
2

meeting on May 17, 2018. The purpose of this filing is seriously to question the adequacy of
qualified, expert support, to date, from sources that are successfully developing and adopting
digital technologies. Please note, this filing does not challenge the Commission priority for
improved cyber security for digital systems for safety-critical systems; we commend the
Commission for its efforts and its goals. However, our filing does conclude that the introverted
commission process over two decades has cost dearly in terms of the adequacy of protection
for digital systems of Commission licensees and their vendors.
The potential challenges to cybersecurity are equally disturbing. It is well understood
that digital systems frequently lack the security reliability of analog systems they replace.

3

However, Commission demands that individual licensees identify or develop digital systems
that meet analog security standards have not, and will not, succeed. The information
technology (i.e., cyber) field is in constant flux; both software and hardware, and a broader and
more aggressive effort is essential. Defaulting to the judgement of nuclear industry
1

Docket ID NRC-2018-0128, Request for Comment on Draft Regulatory Guide (DG): DG-5061, Cyber Security
Programs for Nuclear Power Reactors, issued August 23, 2018, 83 FR 42623-42624.
2
NRC ACRS Memorandum, July 2, 2018, Subject: Certification of the Minutes of the Meeting of the ACRS Digital
Instrumentation and Control Systems Subcommittee, May 17, 2017 in Rockville, Maryland, ADAMS Doc.
ML18183A202.
3
See NRC Document, Instrumentation and Control Systems, ISG - Part 2, Sep. 2017: The transition from analog to
digital equipment "may increase unanalyzed failure modes." ADAMS Doc. ML17248A546, p. 34.
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organizations, e.g., Edison Electric Institute (EEi) and Electric Power Research Institute (EPRI),
does not lead to outcomes in the public interest. Modernization of both safety-critical and
cybersecurity instrumentation systems will require the NRC to invest talent and funding with
major research and development experts to raise its digital technology base to the levels
achieved with simpler analog systems. It is a Fools' Paradise that believes analog systems are
inherently more secure than digital systems, in this world of modern cyber threats.

4

Background
The terrorist attacks of 9/11 set the Commission on an aggressive program that initially
consisted of physical protection and ultimately led to linking cybersecurity to physical security.
These took the form of two NRC policy documents issued in 2002 and 2003 respectively.
•

NRC Order EA-02-026, "Interim Safeguards and Security Compensatory Measures for
Nuclear Power Plants," identified the perceived threat environment that arises from
computer and communication networks for safety and security vulnerabilities.

•

NRC Order EA-03-086, "Design Basis Threat for Radiological Sabotage," issued April
2003, supplements the design basis threat (DBT) for Nuclear Power Plants (NPP) as
specified in 10 CFR 73.1.
The regulatory basis for cybersecurity requirements were therefore, wisely appended to

10 CFR 73-1 as 10 CFR 73-54, "Protection of Digital Computer and Communication Systems and
Networks" . Despite this title, protection is required for all digital systems, not just "Computer
and Communication Systems and Networks." Supplementary Regulations included 10 CFR
73.55, "Requirements for Physical Protection of Licensed Activities in Nuclear Power Reactors
against Radiological Sabotage," 10-CFR 73-77, provides specific guidance to NPP licensees for
use in the design, development and implementation of protection measures for digital
instrumentation and controls used in safety-related applications. Regulatory Guide 1-152
"Criteria for Use of Computers in Safety Systems of Nuclear Power Plants" provided "specific
guidance to NPP licensees for use in the design, development and implementation of
protection measures for digital instrumentation and controls used in safety-related
applications."

4

We note and concur with comments in this Docket, NRC-2018-0182 submitted on October 4, 2018 by Joseph M .
Weiss, an expert on industrial control systems. Mr. Weiss asserts that cybersecurity of process sensors have not
been addressed effectively in Regulatory Guide 5-71 (original and Proposed Revision 1) and NEl-0809." We ask the
Commission to take notice of its own definition of a Critical System as "an analog or digital technology based
system" -- not merely a digital system -- that performs "safety-related, important-to-safety, security, [or an)
emergency preparedness function." Quoted in NRC DG-5061, Draft Regulatory Guide, Aug 23, 2018, at p. 45 (italics
added).
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Note the stated Purpose for Regulatory Guides: "The NRC issues RGs to describe to the

public methods that the staff considers acceptable for use in implementing specific parts of
the agency's regulations, to explain techniques that the staff uses in evaluating specific
problems or postulated events, and to provide guidance to applicants. Regulatory guides are
not substitutes for regulations and compliance with them is not required. Methods and
solutions that differ from those set forth in RGs will be deemed acceptable if they provide a
basis for the findings required for the issuance or continuance of a permit or license by the
Commission."
Taken together, RG 1-152 and RG 5-71, "Cyber Security Programs for Nuclear Power
Reactors," were initially the basis for cybersecurity protection for nuclear systems, including
safety-critical systems. Note that RG 5-71 Rev 1 Draft is extensively based on NIST SP 800-53
6

Rev 4 "Recommended Security Controls for Federal Information Systems" and NIST SP 800-82,
and SP 800-82 Rev. 2, "Guide to Industrial Control Systems Security" since they are based on

"well-understood cyber threats, risks, and vulnerabilities, coupled with equally wellunderstood countermeasures and protective techniques." RG 5.71 divides the above-noted
security controls into three broad categories: technical, operational, and management.
However, note that the NIST publications provide no standards or guidance on transition of
safety-critical instrumentation from analog to digital technologies.
Many other guides have been needed as implementation occurred, including the
following:
•

Regulatory Guide 1.187, guidance for implementation of 10 CFR 50.59, changes, tests,
and experiments relating to safety analyses of nuclear reactors.

•

Digital Instrumentation and Controls (DI & C) Interim Security Guides, a total of seven
guides detailing procedures to be followed to clarify one way that a licensee may
7

efficiently request NRC approval to install a DI & C system. ISG-06 for example details
the Licensing Process for DI & C systems, a significant series of approvals for replacing
analog systems with digital instrumentation. (ISG-06 is discussed extensively below as

a result of a meeting of the May 17, 2018 ACRS Digital Instrumentation and Control
Systems Subcommittee.)
•

Branch Technical Position 7-19, a reissue of ISG-02, Guidance for Evaluation of Diversity
and Defense-in-Depth in Digital Computer-Based Instrumentation and Control Systems,
important in evaluation of "Common Cause Failures" (CCFs) that could occur,

5

DRAFT REGULATORY GUIDE (DG)-5061 Proposed Revision 1 to Regulatory Guide 5.71

6

The National Bureau of Standards issued NIST Pub. 800-53 Rev. 4 in April 2013. NIST 800-53 Rev. 5 is available in
Draft (2017) and is anticipated for Final Public Draft Release in December 2018 and Final Release in March 2019.
7
ML110140103 January 19, 2011 Digital l&C-ISG-06, Task Working Group #6 : Licensing Process, Interim Staff
Guidance Revision 1
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unpredictably, in multiple digital systems. (Also discussed extensively below as a result
of the ACRS meeting of May 17, 2018.)

•

Branch Technical Position (BTP) 7-14, Revision 5, "Guidance on Software Reviews for
Digital Computer-Based Instrumentation and Control Systems" which provides review
guidelines for evaluating software life cycle processes associated with safety-related
digital instrumentation and control systems at nuclear power plants. It also addresses
the characteristics of an acceptable software management plan.

Assessment
The foregoing summary is a bare-bones identification of NRC regulations, guides and
other technical papers that must be used by licensees in almost all efforts to replace analog
instrumentation with digital systems. There are many others that link into the issues raised in
this filing. Suffice to say that the public, critical dependent infrastructures, Department of
Energy (DOE), Department of Homeland Security (DHS), many affected federal agencies, the
Congress and indeed, most of the non-nuclear electric industry would not understand the
standards, procedures, causes and effects -the complex processes in use here. Most would ask
the question, "why is digital modernization more difficult in nuclear sites in comparison with
other major deeply technical cases, e.g. medical, finance, air traffic control, the drug industry?"
After nearly two decades of struggle, why isn't the Commission seeking demonstrably
competent outside help?
What follows here is an analysis of the two major agenda issues from the ACRS meeting
of May 17, 2018 -- (1) ISG-06 updates, discussion and decisions, and (2) "Common Cause
Failures" .
Interim Staff Guidance - ISG-06

As described above, ISG-06 guides the licensing process for Digital Instrumentation and
Control Systems, has been used over the past 8 years by licensees and NRC Staff. Its tenure
aside, extensive ISG-06 exchanges generated many comments, unresolved issues, and outright
opposition, that deserves examination. Open issues include:
o

Has ISG-06 proved its usefulness for its major purpose, "is it an effective process
that would accelerate adoption of digital instrumentation in nuclear safetycritical applications?" The consensus is that it is impeding rather than hastening
the transition, despite the Staff claims of success on two licensee facilities,
Diablo Canyon and Oconee.

4

0

Is its software architecture-only approach, justified? The response ontreatment
of Field Programmable Gate Arrays (FPGAs) was confusing; these and similar
hardware play a unique role in systems, FPGA's for example often serve a
reprogrammable communications function and hardware (HW) dependencies
must be understood, both for safety-critical and cybersecurity reasons.

o

8

What does the exclusion of RTS (Reactor Trip Systems) and ESFAS (Engineered
Safety Features Actuation Systems) say about the weaknesses of ISG-06? Is their
exclusion for Safeguards Information (SGI) reasons, or architecture? Whatever
the reason, what alternative is available to licensees who must replace aging
analog instrumentation? It cannot be left as a bottomless hole in nuclearsecurity
architectures.

o

The question was posed, who does the 50-59 assessment, licensee or NRC? This
is the final critical step in a licensing action and should not be ambiguous.
However, it is merely one of a series of significant uncertainties in the overall lSG
06 process. For example, the indeterminate future of CCF depends on sorting
out the relative roles of the Institute of Electrical and Electronics Engineers
(IEEE), industry organizations (EEi, EPRI), NRC Staff, and the licensee. In most
cases, the licensee is held fully responsible for reliability of replacement digital
instrumentation vs. the vendor, even when the product is a fully-contained
turnkey package. This illustrates the overall issue with ISG-06, the myriad linked
inconsistencies left hanging.

Common Cause Failures {CCFs)
Software reuse, architectural linkages, and similar factors can result in CCFs in safetycritical and/or related CDAs·. The concern is the possibility they would remain hidden until
invoked. How can they be eliminated or minimized becomes the issue, in transition from
analog-to-digital instrumentation? Another important question is whether the CCF issue is
magnified by other weaknesses in the ISG-06 process.
NRC Staff has been tasked by the Commission to bring the CCF issues into alignment
with other regulatory practices. Consequently, there are several actions underway within the
industry to achieve commission goals. A Nuclear Energy Institute (NEI) set of guidelines, NEI 0101 has been "clarified" by Staff in RIS 2002-22 for 10 CFR 50-59, but not applicable to RPS and
8

The Westinghouse Diablo Canyon PPS submission approved by the NRC included the Westinghouse ALS system.
The key component in the ALS design is a Field Programmable Gate Array (FPGA} that is a semiconductor device
containing programmable logic components and programmable interconnects and that does not use software in
the traditional sense when it is in operation.

5

ESFAS upgrades. Its implementation in RIS 2002-22 was scheduled to go into effect on May 31,
2018. However, an NEI publication, 16-16 second draft, which provides guidance on defensive
measures to protect CCF including BTP-7-19, has been withdrawn pending release of an EPRI
Technical Report TR 3002005326. This is confusing, especially regarding impact on ISG-06
upgrades.
What we observe is an EPRI Technical Report directly impacting an NEI second draft
replacement for an earlier NEI publication which has a direct bearing on an about-to-bepublished RIS 2002-22 which will guide licensees on satisfying 10-CFR 50-59 requirement and
incorporates the NRC version of EEi 01-01. How this will play out across these federal and
industry organizations is anybody's guess.
The NRC Staff recounts CCF progress touting use of ISG-06 processes for the Diablo
Canyon Plant Protection System (PPS) design approval. Success ultimately required installation
9

of two independent systems, Triton and Advanced Logic System. The former was briefed in
great detail to the NRC in November 2006, PG&E addressing concerns about CCF weaknesses
with details of software fixes to satisfy diversity requirements. These along with some
Electromagnetic Interference (EMI) issues, evidently failed to satisfy Instrument & Control (l&C)
staffs. With the addition of the completely redundant Westinghouse ALS RTS/ESFAS
development, Diablo Canyon passed CCF muster with the NRC, in June 2017. Note this was
after notification by PG&E of intentions to deactivate Diablo Canyon nuclear site by 2025,

1°

given progress on renewable energy sources. It should also be noted that the NRC approved
the German Teleperm-XS Areva RTS/ESFAS system, in 2010 for Duke Energy's Oconee plant.
The facility was judged to be a risk to failure from flooding but that risk was apparently
successfully mitigated.

11

We understand that there are many differences between plants, and their CCF risks,
both actual and potential. NRC caution on safety issues is well-justified and objective analysis
of the time required would find no fault on that score. However, there are excellent arguments
that the ISG-06 process, complicated by the CCF issue, and apparently off-limits for RTS/ESFAS,
is far too complex. But CCF weaknesses must be addressed and there are serious concerns with
proposed assessment regimes.

12

But ISG-06 has clearly been patched well-past its usefulness,

for the transition from analog-to-digital instrumentation.

9

ML063170445 Diablo Canyon Power Plant Digital PPS Upgrade Project, Presentation to: USNRC l&C Branch
November 6, 2006
10
"PG&E to close Diablo Canyon, California's last nuclear power plant," LA Times, By Ivan Penn and Samantha
Masunaga Jun 21, 2016 I 3:37 PM
11
NRC satisfied with Oconee plant flood protection upgrade, SC BIZ News, Staff Report Jun 17, 2016
12
See, for example, Scarola comments, pp. 254-255 ACRS Meeting Notes for May 18, 2018
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Industry Has Lost Patience

Statements for the Record by senior industry representatives at the ACRS Digital
Instrumentation and Control subcommittee May 2018 meeting reveal consistent, basic
frustration on digital modernization. Several speakers pleaded for simplification of the overall
process. Take for example this summary of the Exelon representative -investment of hundreds

of millions, perhaps billions in modernization of non-safety-critical instrumentation, reduction
of scram rates of 80-90%, far greater efficiencies across the board. economic pressures on the
industry are tremendous so Exelon is pinning their "shovel-ready" projects on the Regulatory
Issue Summary (RIS}, not ISG-06 overall. But given the snarl of RIS 2002-22 summarized above,
the Exelon representative best not unpack the shovels.

Commission Systemic Issues
We respectfully submit that what should have been a successful transition from aging
analog technologies to digital systems for safety-critical instrumentation and related Computer
Digital Assets (CDAs) over the past two decades has bogged down badly. It is of course far
easier to reach this conclusion than it would be to suggest ready solutions; the long-standing
priority for safety of nuclear facilities is fully justified. What follows we believe, are
fundamental factors which we believe should encourage the Commission to revise its overall
strategy considering the dynamics of the world-wide digital environment.
Structure

The Commission's sole reliance on the nuclear community, i.e., the NRC Staff, licensees
and their vendors, and industry representative organizations, to solve these technical issues is
simply too inward-looking. It fails on both safety-critical and cybersecurity counts. What
outreach exists to the wider world is obscure, if it exists at all. The PG&E 2006 brief on Diablo
Canyon is a classic trip through Computer Science 101 of the day and its pointers should have
set the strategy for the Commission to follow. Generic solutions to Digital Common Cause
Failures ("DCCF") would have been one of its goals. The Digital Instrument & Control (D l&C)
issue would have been addressed in the explosion of the digital electronics and software world
of the past two decades, not sent back to the PG&E drawing board.
Roles

Holding licensees totally responsible for success or failure of the transition to digital
technologies is arbitrary and capricious . Take for example the assessment of technology
solutions involving 3000 to 5000 pages of software; pages, not lines of code. It is impossible to
examine such software compilations and attest to their reliability. Only those participating in
their production would understand their composition. It is the journey, not the destination
7

that informs, (or should inform). The licensee clearly has responsibility for directing the vendor,
but that direction will have to be continuing and involved if the outcome is to satisfy system
requirements. The NRC staff is responsible to the Commission and ultimately the public for
success or failure, so its involvement must also be proportional to the complexity of the
instrumentation. The policy of setting licensee and its vendor on a 1-on-1 liability journey for
Dl&C may have been appropriate in the early days of nuclear energy but it does not work in the
nuclear/IT/energy world of today. Cybersecurity issues and therefore their manifestation in the
system overlie all of this, and that responsibility cannot be laid totally on the licensee, as
directed by Regulatory Guides, RG 5-71, and continuing in the Draft under review, DG-5061.
DG-5061, Draft Reissue of RG 5-71

RG 5-71 should be a piece of a much more comprehensive NRC, nay National, strategy
for bridging between cybersecurity threats to the nation's nuclear energy complex, and
individual sites. It would serve a far more useful purpose as a national manual for cybersecurity
at nuclear sites, rather than simply being the firehose treatment for individual licensees it
attempts to be. And its discla imers are questionable. In conjunction with RG 1-172, RG 5-71
either is, or it isn't, the mandatory roadmap for cybersecurity principles and rules for nuclear
sites. 10 CFR 73-54 is not that roadmap. (This issue is discussed further in the Leadership
section that follows.) Licensees are expected to implement, and document requirements to

require all tools used to perform cyber security tasks or SSEP functions to undergo a
commercial qualification process similar to that for software engineering tools that are used
to develop digital instrumentation and control systems." This is clearly impossible for
individual sites. The assertion that "Licensees and applicants bear the sole responsibility for
assessing and managing the potential for adverse effects on safety, security, and emergency
preparedness (SSEP) functions so as to provide high assurance that critical functions are
adequately protected from cyberattacks as defined by 10 CFR 73.1, "Purpose and Scope"
clearly begs the issues of economies of scale across the industry as a whole:
o

Where and how should that responsibility be shared between the NRCand
licensees?

o

What is the integrated (national) program for nuclear site situational awareness?

o

How do the sites contribute to it, besides Incident Reporting?

o

What alerting system is in place to inform sites of imminent threats or attacks?

o

How do the incident reporting guidelines fit into such a system?

o

How is this automated, for individual sites and for the collection of sites?

o

What guidance exists for CDA's that address, or should address analog
instrumentation?

o

How do sites differentiate between SGI events and other events?

8

o

What centralized effort is needed on cyber attack methodology?

o

What guidance exists on data exchanges with parent utilities?

o

How do individual sites obtain and evaluate threat information?

o

How do individual sites relate threat information to their vulnerab ilities?

o

And how would individual sites equate the foregoing to their security
architectures?

o

If security controls adversely affect SSEPs, where do sites find alternatives?

o

What process exists to clarify relative responsibilities of NRC, sites and Parents?

o

How would sites share responsibility with others on Supply Chain threats?

o

How do individual sites achieve access to system source codes? Examples:
Windows Server 2019 and Microsoft Windows 10?

o

How do individual sites ensure traceability of a "trusted distribution pathway"?

o

How do sites maintain cognizance of "evolving cyber security threats and
vulnerabilities?"

o

Who does the Licensee call or otherwise alert for cyber defense of the
installation in the event of an actual cyber attack?

These and similar questions illustrate a fundamental flaw with this narrow concept of
Staff guidance to licensees, there is a complete absence of "community of interest" evident in
the current process. For example, licensees are apparently expected to do individual threat
assessments and relate these to vulnerabilities. For efficiency reasons alone, that burden
should be shared and standardized. RG 5-71 should not result in Commission-approval for a
Revised Regulatory Guide such as DG5061 until the Commission takes a hard look at how it
unreasonably shifts responsibilities to licensees for activities and performance criteria that
should clearly be centralized.
Vulnerabilities and Threats

The divided authorities for the nation's electric grid (regulation of distribution systems
by state Public Utility Commissions, the Bulk Power System by the Federal Energy Regulatory
Commission, and NPP by the NRC) create significant differences in cybersecurity approaches.
Vulnerabilities may be identical; they may be quite different. Where they are the same, or
directly linked, (such as offsite power dependencies), the Commission can be assured that the
nation's adversaries will address them as a set. Regrettably, the nation's cyber infrastructures
are not so inclined.
Where there are differences, adversaries will select and prioritize targets for their
political or war planning. What the NRC apparently fails to recognize is that the nation's nuclear
generation sites will almost certainly be at the top of adversaries' target lists, given that the
9

NRC cybersecurity programs almost totally ignore integrated threat analyses; after all, there
have been no major adversary attacks on our nuclear sites. However, the absence of evidence
of nation/state cyber targeting of nuclear sites merely reflects caution on such sensitive
activity. But rest assured, NPP are targets by all nations engaged in cyber-war planning.
In the unlikely event of a physical attack on a nuclear site, the NRC has detailed
directions for licensees for site defense. For cyber threats on sites, the NRC has received a full
set of lsologic LLC white papers

13

over the past 8 years that have contributed to the February

2017 DoD Defense Science Board Task Force Report on Cyber Deterrence, including
recommendations for a national cyber deterrence policy.

14

Regulations on cybersecurity

protection, incident reporting and, more importantly, response to a cyber attack should parallel
those for physical security. The draft RG 5-71 Rev 1 provides no such guidance on response to
an actual attack, although complete on all other major policy issues. Sites have been told they
have total responsibility for security and that simply should not continue.

NRC Leadership
In linking cybersecurity directly to physical security of nuclear facilities, the NRC
recognized their inseparability. But in addressing the transition of safety-critical analog
instrumentation to digital technologies, the NRC apparently has failed to appreciate the
negative effects of delays on cybersecurity; and more critically, the rapid advances the nation's
adversaries have made in sophisticated cyberattacks. It is more difficult to apply digital
cybersecurity technologies to analog systems, despite the latter's simplicity.
What's going wrong here? In the simplest of terms, the Commission and the Industry
must accept the economic imperative to convert analog instrumentation and control to digital
technologies . No choice, must. Yes, must. There is no way the nuclear generation industry can
totally avoid the enormous trends in IT digital technologies. The industry's very future requires
this. But increasing risk in reliance on largely software solutions in digital venues does, indeed,
increase risk.

15

The question this leads to is "what can be done in digital technologies that will

compensate for the inherent increase in software risk," i.e., "How can risk be offset by
improvements in security systems? Or other means? And at what cost?" What the Commission
must accept is that this general issue has been faced by many other industries,
communications, space systems, military electronic warfare, financial, health and human

13

See, for example, letter to the President's National Security Advisor dated July 12, 2018 with enclosure : "Security
in the North American Grid -An Existential Threat", July 10, 2018.
14
See James N. Miller and James R. Gosier, et al., DoD Defense Science Board, Report of the Task Force on Cyber
Deterrence, February 1, 2017.
15
Conversion from analog to digital control systems increases not only cybersecurity risk, but also vulnerability to
nuclear electromagnetic pulse (EMP).
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welfare. Each has had to address the question, "What is unique about our operations that
requires a unique, non-digital solution?"
Nuclear sites, in isolation, have faced very hard technical issues in fundamental
technology risks-inspectors lack the expertise in issues of analog vs digital security
functionality and licensees are no better off. Both lack tools essential to their mutual tasks, an
imperfect industry support structure fails repeatedly to chart a formal, structured course for
this series of challenges, and isolation from the mainstream of hardware and software
engineering expertise leads to segmented, often trivial advances in safety-critical and
cybersecurity solutions to the problem. What's underway in this environment is failure, with
adverse impact on the industry. One must ask the question, to what extent were the extended
delays on the Westinghouse APlOOO due to ISG-06 and the firm's subsequent bankruptcy? ISG06 may have to be accepted for current licensed reactors, but this cannot be the basis for their
replacements.
The Commission needs substantial outside help to address this dilemma. Commission
Staffs and industry engineers can draft the requirements, and participate in the process, but
this is a challenge for experts who have traveled this road already; a team with extensive
experience in artificial intelligence, deep machine learning, stochastic processes, optimization,
individuals who have worked on space systems where understanding of technology integration
and redundant capabilities assure minimum risk to unattended systems. With its exclusive focus
on software CCFs, opportunities for hardware contributions to lessen software complexity are
being missed. The current decade has witnessed significant advances in hybrid processors,
graphic, streaming, multithreaded and parallel hardware architectures. We have also seen
substantial reliance on special purpose processors, an example is Google's TPU ASIC.

16

The

Westinghouse ALS FPGA-based system critical to qualifying the Diablo Canyon Process
Protection System (PPS), substantially simplified the diversity-pairing PG&E needed to satisfy
the NRC.

17

In the IT world, hardware architectures have exploded and diversified to solve

software complexity roadblocks. The ISG-06 process is simply not aboard that train.
There is no straightforward way to change the current process, as it applies to existing
sites. The Commission will have to decide to take somewhat greater risk as it becomes
essential to replace NPP analog instrumentation. But the Commission can establish a principle
that new generation systems will not contain out-of-date analog systems without strong
evidence that there is no alternative. This will force utilities, vendors, and developers to follow
16

"ln-Datacenter Performance Analysis of a Tensor Processing Unit TM", 44th International Symposium on

Computer Architecture {ISCA), Toronto, Canada, June 26, 2017.
17

ACSR Meeting of May 18, 2018. In response to a quality assurance question on software vs FPGAs, the Staff
stated no differences exist. This is far too narrow a view of the role of FPGAs in complex architectures.
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a digital track in development, a process that should have been adopted much earlier in the
interest of cost containment and simplifying upgrades. Clearly, this should not be attempted on
an individual site basis. Economies of scale will be required to offset cost of fundamental
design changes.
Why must the current Commission make this decision? First, it has no choice if nuclear
generation will survive, this industry must benefit from conformance to the myriad of digital
instrumentation being adopted in non-nuclear cases. Secondly, the Commission must accept
the fact that there are other architectural and technology techniques that can compensate for
the uncertainty inherent in software systems.

18

Thirdly, the industry will have to reach out to

outside experts to design away the increased risk; after ten years of apparent failure, it cannot
be left to existing organizations to address. The advantage of starting this process now is that
some digital developments may upgrade existing reactors . Safety-critical standards need not be
sacrificed if serious efforts are made to design their protection, including security protection,
during development.
We must recommend that RG 5-71 not be revised until the Commission addresses the
broader criticisms in this assessment. Although substantial NRC independence was assured by
the act that created it, events have changed much since it was enacted and the policy and
technology isolation that eased the evolution of nuclear electric energy no longer is of
advantage . Despite its "zero carbon" footprint, the econom ics of nuclear energy is out of
control relative to alternative energy sources. If the American nuclear reactor industry is to
survive, standardization and cost containment must be major considerations in replacement
systems. Regulatory impediments should be mitigated, without jeopardizing essential safety
requirements.
Finally, we urge the Commission to adopt a more active role in national security policy.
The Commission, supported by Staff, has the primary responsibility for the security of nuclear
power reactors and facilities, not only because they are targeted and vulnerable, but because of
their potential, long-term contribution to the nation's energy needs. From a policy perspective,
much needs to be done, nationally and collectively, to support the NRC but that requires active
direction which can come only from the Commission.
Respectfully submitted by:

~,~(:~
George R. Cotter, for
lsologic LLC, and
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The U.S. Department of Defense has engineered technologies to also protect digital systems from the El pulse
from nuclear EMP.
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