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Background

• The Code of Conduct on the Safety and 
Security of Radioactive Materials (2004) 
identifies three threshold activity levels based 
on the relative health hazards each 
radionuclide would present if not kept under 
adequate controls.

• Category 1 and 2 quantities are considered 
the most risk significant.



Transportation Security

The IAEA Implementing Guide, “Security in the Transport of 
Radioactive Material,” Nuclear Security Series No. 9, states 
that radioactive material is most vulnerable during transport.
NRC is responsible for licensing the possession and use of
these sources.  DOT regulates the transport of such 
sources.  DHS is responsible for securing all modes of
transportation. 
Federal, State, and local stakeholders are working to 
develop and enhance mobile and stationary detection
systems to detect and report on radiological and nuclear 
materials that are out of regulatory control.



Spent Fuel Transport Security 

The NRC regulates how spent nuclear fuel is protected in 
transit against sabotage or theft. Rules for the physical 
protection of spent fuel transport include: 

• Coordinating with law enforcement agencies before the 
shipment

• Requiring advance notice to States, Indian tribes, and 
the NRC

• Using a communications center and other means to 
monitor shipments while in route using armed escorts

• Using devices that allow drivers and escorts to 
immobilize the vehicle



Interagency task force on Radiation 
Source Protection and Security



Radiation Source Protection 
and Security

• US Government task force reviews and 
considers changes to the list of radioactive 
sources that warrant security and oversight. 

• Foreign and domestic threat reviewed. 

• The global use of radioactive sources reviewed.  



Definitions

• Significant Radiation Exposure Device (RED):
An object used to maliciously expose people, equipment, 
and/or the environment to ionizing radiation without 
dispersal of radioactive material that could cause 
debilitating injury to people exposed for a period of 
minutes to hours. 

• Significant Radiation Dispersal Device (RDD):
The combination of radioactive material and the means 
(whether active or passive) to disperse that material with 
malicious intent without a nuclear explosion, that could (1) 
impact national security, national economy, public health and 
safety, or any combination thereof, or (2) require a robust, 
coordinated Federal response.
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Potential Radionuclides of 
Concern

Radionuclides available to end users:
• americium-241 ● plutonium-239
• californium-252 ● polonium-210*
• cesium-137 ● radium-226
• curium-244 ● selenium-75
• cobalt-60 ● strontium-90
• iridium-192 ● thulium-170
• plutonium-238 ● ytterbium-169

Limited use radionuclides:
• carbon-14 ● iron-55
• gadolinium-153* ● strontium-82
• iodine-125 ● tungsten-188
• iodine-131



Potential Radionuclides of 
Concern

Spent Fuel is 
comprised mainly of:

Pu-241, Cs-137,     
Sr-90, Cs-134,      
Pm-147, Ru-106,    
Rh-106, Ce-144,    
Eu-154, Pu-238, and 
Cm-244



Consequences

• Health and safety effects
 Prompt fatality
 Deterministic effects
 Delayed effects

• Economic and Social Disruption 
(area denial)
Size of area
Protective Action Guidelines

• Psychological consequences
• Economic



Consequence Assessment

Paramount concern is protecting against radiation-
induced life threatening or permanent injury that 
would reduce the quality of life.

Psychological and social disruption consequences 
and associated economic losses are difficult to 
quantify.  Hence, the potential for deterministic 
health effects is the primary criterion for assessing 
the level of impact of an RED event.



• Difficult to directly quantify psychological and 
social disruption consequences and correlate 
them to a particular quantity of radioactive 
material.  Physical, psychological, and social 
disruption consequences may be secondary 
criteria relative to the economic consequences.

• Economic loss may be a primary criterion for 
assessing the level of impact of an RDD event.

Consequence Assessment



Power to Contaminate Land 
(Calculation)

• PCL is a methodology that provides a basic risk 
comparison of different radionuclides.

Maximum Activity of Device
PCL  =                                                    =   Area

Activity Limit per Unit Area

• Model Parameters and Assumptions



Power to Contaminate Land  
(Calculation)

For example:

Maximum Activity of Device
PCL  =                                                    =   Area

Activity Limit per Unit Area
=  286 km2

=  111 mi2

• Cs-137 source – 444 TBq (12,000 Ci)
• The activity limit of 1.55 MBq (4.2x104 nanocuries) per 

square meter is calculated



PCL Calculation

Parameter Assumption                

Environment Urban / rural

Consequence Health / Economic 
Duration 1 year / many years

Protective Action Guide 20 mSv / other
Costs Considered Direct / Indirect
Euro / Dollar amount millions / billions
Method of Attack Crude Explosive device

Area covered 1 km2 / other
Distribution of 
Radioactive material Uniform / non-uniform



RDD Characterization

Deposition Derived Response Level

• A level of radioactivity in an environmental medium 
that would be expected to produce a dose equal to a 
specific consequence (e.g., Protective Action Guide 
level).

• Used to create data products and define activity 
levels for a radionuclide to help Decision Makers 
determine where protective actions (e.g., sheltering, 
evacuation, or relocation) may be warranted. 



RDD Modeling and Dose Limits

EPA TEDE PAGs 
In several US studies, the dose guidance used to 
characterize RDD scenarios of at-risk radionuclides was 
based on the EPA/DHS Protective Action Guide, which 
recommends the relocation of a population exposed at 
certain levels for certain time phases after detonation 
(therefore starts at deposition of material – no plume 
exposure included; 2-Pathway Method). 

Early Phase – 10 mSv (1 rem) (0-96 hrs) 
1st Year – 20 mSv (2 rem) 

2nd and subsequent years – 5 mSv (0.5 rem)



Power to Contaminate Land 

A deposition Derived Response Level can be developed 
for each radionuclide of concern.  The PCL concept 
provides a basic risk comparison of these radionuclides. 

• An appropriate PAG is required [20 mSv (2 rem) in the 
first year attributable to ground deposition, i.e.,  
groundshine and resuspension pathways]. 

• Standardized area of concern, e.g., 1 km2

• Most common, commercially available chemical form
• 100-percent efficient and perfectly even dispersion 

over an area of land.



Conclusion

• IAEA Code of Conduct Category 1 and 2 quantities 
remain valid as a list of radioactive sources that could 
result in a significant RED or a significant RDD event, 
therefore warranting enhanced security and protection.  

• An additional seven other radionuclides were identified 
through the down-selection process as not commercially 
available to end users, but could potentially be used in a 
significant RDD.   They don’t warrant enhanced security 
unless aggregated to IAEA Category 2 quantities or in 
bulk quantities. 
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