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Disclaimer: “The identification of any 
commercial product or trade name is included 
solely for the purpose of providing examples 
of publicly-disclosed events, along with 
statements and opinions made in this 
presentation does not imply any particular 
position by the Nuclear Regulatory 
Commission.” 
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A distributed ledger which is: 
 Decentralized 

 Peer-to-peer 

 Tamper-evident/resistant 

 Synchronized through consensus 
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A blockchain lets us agree on the state of the system, even if 

we don’t all trust each other! 
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 Transactions are 
recorded in a 
sequence of blocks 

 Linked together 
through a hash chain 



 Permissionless blockchains 
 Bitcoin 

 Ethereum 

 EOS 

 Permissioned blockchains 
 Hyperledger Fabric 

 Quorum 

 

 

5 



 Proof of Work 
 Trustless, but requires resource intensive 

computations 

 Proof of stake 
 Cheaper to operate but requires large user base 

 Round Robin 
 Very efficient, but requires trust 
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 Sensors on shipping container 

 Tracking information uploaded to blockchain 

 Automatic processing based on sensor reading 
(i.e. condition of container & location) 

 Potential Benefits: 
 Real-time traceability 

 Tamper evidence 

 Quality control (i.e reading from sensors) 
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 Use blockchain to track changes to a device 
 Software or Hardware 

 Track configuration changes in distributed system 

 Potential Benefits 
 Component list to a device 

 Chain-of-custody 

 Provenance 

 Authorization control 

 

8 



Potential Smart Contract Triggers at each stage 
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 Blockchain as a Service: Use a public blockchain hosted 
by a third party 

 Host a private blockchain as a service: Provide peer-to-
peer nodes of that blockchain to suppliers, customers 

 Host a private blockchain as a service: Provide a web 
portal to suppliers, customers that allows them to use 
your private blockchain 

 Participate as a node in a blockchain hosted by a 
supplier or partner 

 Use a supplier or partner’s blockchain via a web portal 
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 Study to build a blockchain-as-a-service 

 Goal is to have suppliers several layers deep in 
the supply chain, as subscribers 

 Aimed at counterfeit parts 

 No peer-to-peer node or day to day 
management issues 
 

Lessons Learned 

 Proprietary data turned over to a third party 

 Who sets the security, permissioned blockchain 

 Potential data spills 
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Should I Use A Blockchain? 

Does my use case 
involve a database? 

• Yes 

Will there be 
numerous users 

updating my 
database? 

• yes 

Are there problems 
cause by the use of 

a central/third 
party entity? 

• Yes 

Do transactions 
depend on/interact 

with each other 

• Yes 

I Should be using a 
blockchain 
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