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Preface
This subcategory report is one of a series of reports prepared for the
Employee Concerns Special Program (ECSP) of the Tennessee Valley Authority
(IVA). The ECSP and the organization which carried out the program, the
Employee Concerns Task Group (ECIG), were established by TVA's Manager of .
Nuclear Power to evaluate and report on those Office of Nuclear Power (ONP)
employee concerns filed before February 1, 1986. Concerns filed after that
date are handled by the ongoing ONP Employee Concerns Program (ECP).

The ECSP addressed over 5800 employee concerns. Each of the concerns was a
formal, written description of a circumstance or circumstances that an
employee thought was unsafe, unjust, inefficient, or inappropriate. The
mission of the Employee Concerns Special Program was to thoroughly
investigate all issues presented in the concerns and to report the results
of those investigations in a form accessible to ONP employees, the NRC, and
the general public. The results of these investigations are communicated
by four levels of ECSP reports: element, subcategory, category, and final.

Element reports, the lowest reporting level, will be published only for
those concerns directly affecting the restart of Sequoyah Nuclear Plant's
reactor unit 2. An element consists of one or more closely related
issues. An issue is a potential problem identified by ECIG during the
evaluation process as having been raised in one or moce concerns. For
efficient handling, what appeared to be similar concerns were grouped into
alements early in the program, but issue definitions emerged from the
evaluation process itself. Consequently, some elements did include only
one issue, but often the ECIG evaluation found more than one issue per
element. g

Subcategory reports summarize the evaluation of a number of elements.
However, the subcategory report does more than collect element level
evaluations. The subcategory level overview of element findings leads to
an integration of information that cannot take place at the element level.
This integration of information reveals the extent to which problemns:
overlap more than one element and will therefore require corrective action
for underlying causes not fully apparent at the element level.

To make the subcategory reports easier to understand, three items have been
placed at the froant of each report: a preface, a glossary of the
terminology unique to ECSP reports, and a list of acronyms.

Additionally, at the end of each subcategory report will be a Subcategory -
Summary Table that includes the concern numbers; identifies other
subcategories that share a concern; designates nuclear safety-related,
safety significant, or non-safety related concerns; designates generic
applicability; and briefly states each concern.

Either the Subcategory Summary Table or another attachment or a combination
of the two will enable the reader to find the report section or sections in
which the issue raised by the concern is evaluated.
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The subcategories are themselves summarized in a seri?s of eight category
reports. Each category report reviews the major findings ang collective
significance of the subcategory reports in one of the following areas: -

* management and personnel relations
* industrial safety

* construction

* material control

®* operations

* quality assurance/quality control
* welding

* engineering

A separate report on employee concerns dealing hith specific contentions of
intimidation, harassment, and wrongdoing will be released by the TVA Office
of the Inspector General.

Just as the subcategory reports integrate the information collected at the
element level, the category reports integrate the information assembled in
all the subcategory reports within the category, addressing particularly
the underlying causes of those problems that run across more than one
subcategory.

A final report will integrate and assess the information collected by all
of the lower level reports prepared for the ECSP, including the Inspector
General's report.

For more detail on the methods by which ECTG employee concerns were
evaluated and reported, consult the Tennessee Valley Authority Employce
Concerns Task Group Program Manual. The Manual spells out the program's
objectives, scope, organization, and responsibilities. It also specifies
the procedures that were followed in the investigation, reporting, and
closeout of the issues raised by employee concerns.

»
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ECSP GLOSSARY OF REPORT TERMS*

classification of evaluated issues the evaluation of an issue leads to one of
the following determinations:

Class A: Issue cannot be verified as factual . .

- Class B: Issue is factually accurate, but what is described is not a
problem (i.e., not a condition requiring corrective action)

Class C: Issue is factual and identifies a problem, but corrective action
for the problem was initiated before the evaluation of the issue

. was undertaken

Class D: Issue is factual and presents a problem for which corrective
action has been, or is being, taken as a result of an evaluation

Class E: A problem, requiring corrective action, which was not identified
by an employee concern, but was revealed during the ECIG
evaluation of an issue raised by an employee concern.

. collective significance an analysis which determines the importance and
consequences of the findings in a particular ECSP report by putting those

findings in the proper perspective.

concern (see "employee concern")

corrective action steps taken to fix specific deficiencies or discrepancies
) revealed by a negative finding and, when necessary, to correct causes in
: order to prevent recurrence.

criterion (plural: criteria) a basis for defining a performance, behavior, or
quality which ONP imposes on itself (see also "requirement”).

! element or element report an optional level of ECSP report, below the
subcategory level, that deals with one or more issues.

employee concern a formal, written description of a circumstance or

circumstances that an employee thinks unsafe, unjust, inefficient or
inappropriate; usually documented on a K-form or a form equivalent to the
K-form. :
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evaluator(s) the individual(s) assigned the responsibility to assess a specific
" grouping of employee concerns.

findings includes both statements of fact and the judgments made about those
facts during the evaluation process; negative findings require corrective
action.

issue a potential problem, as interpreted by the ECIG during the evaluation
process, raised in one or more concerns.

K-form (see "employee concern")

requirement a standard of performance, behavior, or quality on which an
' evaluation judgment or decision may be based.

root cause the underlying reason for a problem.

v

*Terms essential to the program but which require detailed definition have been
defined in the ECIG Procedure Manual (e.g., generic, specific, nuclear
safety-related, unreviewed safety-significant question).

w m

~
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AT
 AIsC
ALARA
ANS
ANST
ASME
ASTH
AWS
BFN
BLN
cAQ
CAR
CATD
CCTS
CEG-H
CFR
cI
CHIR
coc
DCR

DNC

Acronyms

Administrative Instruction

American Institute of Steel Construction
As Low As Reasonably Achievable

American Nuclear Sociecf

American National Standards'Institute
American Society of Mechanical Enginecers
American Society for Testing and Materials
American Welding Society

Browns Ferry Nuclear Plant

Bellefonte Nuclear Plant

Condition Adverse to Quality

Corrective Action Report

Corrective Action Ttaéking Document
Corporate Commitment Tracking System
Category Evaluation Group Head

Code of Federal Regulations

Concerned Individual ‘

Certified Material Test Report
Certificate of Conformance/Compliance

Design Change Request

Division of Nuclear Construction (see élso NU CON)
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DNE Division of Nuclear Engincering

DNQA Division of Nuclear Quality Assurance
DNT Division of Nuclear Training

DOE Department of Energy

bPoO Divisiqn Personnel Officer

DR Discrepancy Report or Deviation Report
ECN Engineering Change Notice

ECP Employee Concerns Program

ECP-SR Employee Concerns Program-Site Representative

ECSP Employee Concerns Special Program

KCIG Employee Concerns Task Group

EEOC Equal Employment Opportunity Commission

EQ Environmental Qﬁalification ,
EMRT Emergency Medical Response Team

EN DES Engineering Design

ERT Employee Response Team or Emergency Response Team
FCR Field‘Change Request

FSAR Finél Safety Analysis Report

FY Fiscal Year

GET General Employee Training

HCI Hazard Control Instruction

HVAC - Heating, Ventilating, Aic Conditioning

iI Installation Instruction 7

INFO = Institute of Nuclear Powef Operations

IRN Inspection Rejection Notice
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L/R
MEAT
MI
MSPB
MT
NCR
NDE
NPP
NPS
NQaM
NRC
NSB
NSRS
NU CON
NUMARC
OSHA
oNP
oWCP
PHR
PT
QA
QaP
Qc
qcI

. Nuclear Quality Assurance Manual

Labor Relations Staff

Hodifications and Additions Instruction
Maintenance Instruction

Merit Systems Protection Board

Magnetic Particle Testing

Nonc;nforming Condition Report
Nondesifuhtiye Examination

Nuclear Performance Plan

Non-plant Spacific or Nuclear Procedures System

Nuclear Regulatory Commission

Nuclear Services Branch

Nuclear Safety Review Staff

Division of Nuclear Construction (obsolete abbreviation, see DNC)
Nuclear Utility Management and Resources Committee
Occupational Safety and Health Administration (or Act)
Office of Nuclear Power

Office of Workers Compensation Program

Personal History Record -

Liquid Penetrant Testing

Quality Assurance

Quality Assurance Procedures

Quality Control

Quality Control Iastruction
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(0]02 Quality Control Procedure

QIC Quality Technology. Company

RIF Reduction in Force

RT Radiographic Testing

SQN Sequoyah Nuclear Plant

ST Surveillance Instruction

SoP Standard Operating Procedure

SRP Senior Review Panel

SWEC Stone and Webster Engineering Corpoéation
TAS Technical Assistance Staff

T&L Trades and Labor

VA Tennessee Valley Authority

TVILC Tennessee -Valley Trades and Labor Council m
uT UltrasonicﬂTesting

VT Visual Testing

WBECSP Watts Bar Employee Concern Special Program
WBN . Watts Bar Nuclear Plant
WR Work Request or Work Rules

wP Workplans
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Revision 1
Subcategory Report 31200
Executive Summary

Summary of Issues

The security subcategory is comprised of 148 employee concerns
addressing 61 issues relating to the adequacy of uniforms,
discrimination, management attitudes, security programs and
procedures, entry requirements, guard towers and security equipment.
Twenty-nine of these issues were not verified as factual. TIwenty
were factual but did not require corrective action. Seven were
factual but corrective action was initiated prior to the
evaluations. Five were factual and corrective action is being
taken as a result of these evaluations.

Summary of Findings

Through this evaluation process, several conditions were found to
exist in violation of a design, construction, or operating
requirement. Each of these conditions, called specific
deficiencies, was noted as requiring short-term corrective
measures, At WBN, deficiencies were found in regard to the
implementation of the Security Degradation Disposition/Corrective
Action Request (SDD/CAR) Program, the incompletion of a Design
Change Request (DCR) in reference to the Security computer system,
and inadequate performance of pat-down searches. The deficiencies
related to pat-down searches were considered non-plant specific
(NPS) and are applicable to all IVA sites. Sequoyah ‘had
deficiencies with respect to key control and the follow-up of a
Licensee Event Report (LER) in reference to loss of power or memory
to their computer system. The deficiency at BFN dealt with the
lack of as-constructed drawings for outside security lighting and
incompleted work packages. Corrective Action Tracking Documents
(CATDs) were submitted to the various plant's line management on
these deficiencies as they were found.

Summarz;pf_Collective Significance

A collective assessment of the element level findings (sect. 3.0)
led to the identification of no subcategory level findings for this
subcategory. All deficiencies were determined to be adequately
addressed at the. element level.

Summary of Root Cause

«

An analysis of the element-level findings found that no shared
symptoms or root causes exist that identify programmatic problem
areas. Therefore, no subcategory level root causes are identified
for the Security subcategory.

Page 1 of 2
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Summary of Corrective Action

Corrective action responses have been received from line management
at WBN, SQN, and BFN, and corporate management for deficiencies
noted during element evaluations.

NO1A 9-0P312 (CATD 31207-WBN-01)

WBN line management reported that a revision to WB 10.9 had been
made to require the return of the SDD form back to PSS and to
identify selective routing of SDDs to the Superintendent, Operation
and Training (O&T)

CATD 31211-WBN-01

WBN line management responded that DCR 0696 will be approved with
the exception of one item. The completion of this DCR will provide
an uninterruptible power supply (UPS) for each alarm station which
will interface with the security diesel. '

CATD 31211-SQN-01

SQN line management responded that no additional corrective action
was warranted over what had already been accomplished for

LER 1-86024 for distribution and control of keys upon loss of the
MAC-540.

CATD 31211-SQN-02

SQN line management stated that no additional corrective action was
required beyond what had already been accomplished for LER 1-86024
concerning the loss of memory for the MAC-540 computer due to power
transients.

CATD 31211-BFN-01

BFN line management stated that the lack of as constructed drawings
for security lighting was resolved by the completion of Work Plan
8521 and transmitting the data to the Document Control Center for
preparation of the as constructed drawings. Any Backlog Workplan
will be closed before start up of the applicable unit as a measure
of recurrence prevention. ;

CATD 31212-NPS-001

N -

Corporate security management responded by providing data for
retraining and evaluation of the conduct of pat-down searches by
PSS. This will be done at SQN and WBN before restart and fuel load,
respectively.

.

Page 2 of 2
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1.0 CHARACTERIZATION OF ISSUES

1.1 Introduction

The Security Subcategory is comprised of 148 employee concerns

addressing 61 issues relating to the adequacy of uniforms,

discrimination, training programs, management attitudes, security
r programs and procedures, entrance and badging requirements, guard
‘ tower facilities and design, and security systems and equipment.

1.2 Description of Issues

1.2.1 Element 312.01 - Adequacy of PSO Uniform in Nuclear Plant
Environment

Issue 312.01-1 - Synthetic Uniform Material - Radiation

Concerns: XX-86-111-001; IN-86-137-002; IN-86-214-002;
XX-85-048-001.

|

|

| These four WBN concerns were that the synthetic double knit
‘ uniform material would attract airborne radiation.
|
|
|

. Issue 312.01-2 - Synthetic Uniform Material - Fire
Concerns: XX-85-048-001; IN-86-187-001 {RY
These two concerns, one each at WBN and SQN, were that the
synthetic double knit material could be hazardous from melting

i when performing fire fighting duties.

| Issue 312.01-3 - Wearing Neckties and Long Sleeves Around
‘ Rotating Equipment ‘

Concern: IN-86-137-004 IR1

This WBN concern was about the potential hazard of wearing
‘ neckties and long sleeves around rotating equipment.
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1.2.2 Element 312.02 - Discrimination Within the Security
Organization

The nine concerns in this element were all shared with the
Management and Personnel Category, Report 70500.

Issue 312.02-1 - Cross-Gender Pat-Down Searches

Concerns: IN-85-191-001; IN-86-187-003; IN-86-214-006 iRl
Three WBN concerns identified discriminatory practices since

the TVA policy disallows hands-on, pat-down searches by
cross-gender combinations.

Issue 312.02-2 - Ineffective Searches

Concern: IN-86-107-001 - IRY

A single concern at WBN alleged that searches of personnel
were not effectively conducted.

Issue 312.02-3 - Preferential Treatment of Females

Concerns: EX-85-043-001; IN-85-843-002; IN-85-311-010; I”
IN-86-137-008- .

Four WBN concerns stated that female PSOs were being treated
preferentially since they were not allowed to perform
hands-on, pat-down searches of male employees.

Issue 312.02-4 - Schedule Changes for Females

Concern: IN-85-309-001 |R1

One WBN concern stated that the PSO schedules had to be
changed frequently since females were not allowed to perform
hands-on pat-down searches of male employees.
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1.2.3 Element 312.03 -~ Security Personnel Training Program

Issue 312.03-1 - Designated Emergency Response Team

Concerns: IN-85-747-001; IN-86-107-007; IN-86-196-001; ]
IN-85-938-003; IN-86-187-002; IN-86-048-004; |R1
IN-86-193-001 |

Seven WBN concerns had the perception that the Emergency
Response Team (ERT) should be a designated unit and receive
more intensive training than other PSOs.

Issue 312.03-2 - Additional Emergency Medical Technicians
(EMT's)

Concerns: IN-85-921-001; IN-85-921-002 |R1

Two WBN CIs thought that Public Safety Service (PSS) should
have more officers trained as EMI's.

Issue 312.03-3 - Training for Emergency Response Team (ERT)

‘ o Concerns: IN-85-311-012; IN-85-989-001; IN-85-826-001; |
IN-85-892-002 |R1

Four WBN concerns alleged that additional training should be
accomplished for the ERT in order to satisfactorily defend a
terrorist attack. .

Issue 312.03-4 - Firearms Proficiency

Concerns: IN-85-353-001; IN-86-107-008 |R1

{ . Two WBN concerns expressed a doubt as to the maintained
proficiency in the use of firearms.

1.2.4 Element 312.04 - Management and Personnel Issues

PR

Issue 312.04-1 - Schedule Changes and Overtime Assignments

Concerns: IN-85-309-002; IN-85-751-001; IN-86-213-002 iRl

Three concerns at WBN questioned the practice of shift
schedule changes at a moments notice and how the overtime
assignments were made.
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Issue 312.04-2 - Interpretations of Instructions and
Procedures

Concerns: IN-86-213-004; IN-86-224-001; IN-86-246-004 |R1 ]
At WBN, three concerns alleged that PSS management had

different interpretations of the implementation of security

instructions and procedures.

Issue 312.04-3 - Regulation Changes

Concern: XX-85-043-003 ’ [R1

One SQN concern states that PSS supervisors change the
regulations at their own discretion.

1.2.5 Element 312.05 - Security Interfaces Ul1/02

Issue 312.05-1 - Inadequate Separation, Ul/0U2

Concerns: EX-85-049-001; IN-85-311-009; IN-85-990-002; |

EX-85-057-002; IN-85-521-002 IN-36-107-004; [R1
IN-85-233-001; IN-85-691-001. |dp
At WBN, eight concerns alleged that the separation fence

betwcen unit 1 and unit 2 had been or could be breached.

Issue 312.05-2 - Overly Difficult Access to Unit 1

Concerns: IN-85-436-003; IN-85-805-001; IN-85-463-010; IR1
WBN-0058; IN-85-732-002

Five WBN concerns expressed the perception that it was overly
difficult to gain access, obtain badges or bring mater:als
into the secure area of unit 1.

1.2.6 Element 312.06 - Hanagement Attitudes Towards Security Efforts

Issue 312.06-1 - Perception of Security by WBN Management

Concern: In=-85-938-004 ' : IR1

. One WBN concern alleged that plant management did not take
security seriously and considered it a requirement that need
be met, only minimally.
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' 'Issue 312.06-2 - Handling of Security Badges in an Emergency

waar
-

Concern: IN-86-214-001 IR1

A WBN'CI did not think that the PSS clerk-monitors should be
utilized in handling badges in an emefgency situation.

Issue 312.06-3 - Security Barriers Breached

Concern: IN-86-214-008 ‘ IR1

One concern at WBN stated that security barriers were breached
for the movement of materials and equipment.

1.2.7 Element 312.07 -~ Security Procedure/Violations

Issue 312.07-1 - Application of Security Degradation
Determination/Corrective Action Request (SDD/CAR)

Concern: IN-86-074-001 |R1
‘ A concern at WBN was that the SDD/CAR process was
» inconsistently applied by PSS and plant management.
. Issue 312.07-2 - Inconsistent Application of Procedures

Two concerns at WBN reported that security supervisors were
inconsistent in their interpretation of post orders and

|
% , Concerns: IN-86-101-001; IN-86-213-005 IRL
|
|
|
implementing procedures for daily work activities.

Issue 312.07-3 - PSS Authority Off of TVA Property
) Concern: IN-85-346-004 ~ IR1

One WBN concern alleged that an officer tried to exercise his
authority off of the TVA property.

1.2.8 Element 312.08 - Security at Plant Entrances

Issue 312.08-1 -~ Inadequate Control of Site Area

Concerns: £X-85-040-002; EX-85-185-001; IN-85-166-001; |
IN-85-427-002; IN-86-244-X01; EX-85-162-002; {R1
IN-85-149-001; IN-85-229-001; IN-85-678-007; |
IN~86-271-002; EX-85-167-001; IN-85-167-001; |
IN-85-287-001; IN-85-893-001; WBN-0076

At WBN, fifteen concerns were lodged stating there was

y inadequate search and identification of personnel
entering/exiting the site controlled area.

- v . s
- ., s e . . N v e
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Issue 312.08-2 - Insufficient “No-Entry" Signs at Perimeter
of Owner-Controlled Area

Concern: IN-85-678-003

At WBN there was a single concern that there may not be
enough "No-Entry" signs around the perimeter of the
Owner-Controlled Area.

Issue 312.08-3 - Security Screening for Site-Controlled Ares

Concern: IN-86-294-001

There was a single WBN concern that the security screening
process should be applicable for access to the
site-controlled area.

Issue 312.08-4 - Unauthorized Access to Owner-Controlled Area

Concern: WI-85-051-002

One concern was lodged at WBN identifying the perception of
unauthorized access to the owner-controlled area.

Issue 312.08-5 - Granting Unescorted Access Without
Acceptable Fingerprints

Concern: BFN-85-048-001

A single concern was made at BFN alleging that an individual
had been granted unescorted access and their fingerprints
were unacceptable.

Issue 312.08-6 ~ Inadequate Visitor Control

Concern XX-85-040-003

BFN had a single concern that there was inadequate escort
control of visitors.

Issue 312.08-7 - Failure to Search Purses

Concern: SQN-86-010-001

A single concern from SQN indicates there had been a failure

. to search female employees purses.

IR

iRl

IR1

IR1

IR1

IR1
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1.2.9 Element 312.09 - Security Guard Towers
) Issue 312.09-1 - Guard Tower Gun Ports
Concerns: IN-85-311-013; IN-85-678-002; IN-85-938-005 |R1

Three WBN concerns perceived that the gun ports were not at a2
convenient height and that they would funnel bullets into the

guard towers.

*

. Issue 312.09-2 - Guard Tower Facilities

Concern: IN-85-938-005 ’ , IR1

»

A WBN céncern identified that the guard towers do not have
water or restrooms.

Issue 312.09-3 - Guard Tower Support Systems Unprotected
Concern: IN-85-678-004 IR1

A single WBN concern alleged that the electrical and
ventilation systems in the,guard towers were unprotected.

Issue 312.09-4 - Cracked Windows in Guard Towers

Concern: IN-86-107-006 |R1

A concern at WBN states that a cracked window in a guard
tower could affect bullet resisting capabilities.

>

Issue 312.09-5 - Monitored Communications in Guard Towers

-

Concern: IN-86-137-006 ’ ) IR1
One WBN concern alleged that it was an invasion of privacy

for the communications circuits in the guard towers to be-
monitored.

Issue 312.09-6 - Guard Towers and Emergency Medical Team

Concern: IN-86-272-002 IR1

This WBN concern expressed a vague problem about the guard
towers and the Emergency Medical Team; not enough data to
evaluate.
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1.2.10 Element 312.10 - Control Alarm Station (CAS)
Issue 312.10-1 - CAS Fagilities

Concerns: IN-85-892-003; IN-85-970-001.

Two WBN concerns stated it was a hardship that the CAS was
not equipped with restrooms and drinking fountain.

Issue 312.10-2 - CAS Not Self-Sufficient

Concerns: IN;85-873-001i IN-85-938-001; IN-86-048-002.
Three concerns at WBN alleged that the CAS was not self
sufficient in an emergency since it had no restroom or
drinking water.

1.2.11 Element 312.11 - Security Design and Hardware

Issue 312.11-01 - Power Block Security Concept

Concerns: IN-86-107-005; IN-86-295-002; IN-86-136-002;
XX-85-032-001; IN-86-193-003; XX-85-099-001.

A total of six concerns, four from WBN and two from SQN felt
that the power block concept for security was inadequate.

Issue 312.11-02 - Response to False Alarms

Concerns: IN-85-619-001; IN-86-214-003.

"Two WBN concerns perceived a laxity in response to false
security alarms.

-

Issue 312.11-3 - Unreliable Card Readers
Concern: IN-85-619-002 ’

A WBN concern depicted the card readers in the security
system as unreliable.

Issue 312.11-4 - Loss of Power in CAS

Concern: IN-85-955-001

s .
- This WBN concern identified a problem with loss of power to
the CAS.

Issue 312.11-5 - Emergency Access to the Intake. Pumping
Station . -

IR1

IRl

e

IRl

IRl

IR1
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Concern: IN-86-291-007

A WBN concern alleged that there was a delay in access to the
intake pumping station under an emergency condition due to
the power block concept.

Issue 312.11-6 - Inadequate Key Control Program

Concern: RII-86-A-0095

This BFN concern stated that there was poor identification
and control of keys for emergency access to locked areas,

Issue 312.11-7 - No Air Conditioning in PSS Vehicles

Concerns: IN-86-048-003; IN-86-137-003

Two WBN concerns stated there should be air conditioning in
the security patrol vehicles.

Issue 312.11-8 - Security Equipment Maintenance

Concerns: IN-86-056-001; IN-86-070-006

' Two WBN concerns identified a need for improved maintenance
on security equipment.

Issue 312.11-9 - Inconsistent Labels on Card Readers
Concern: WBP-85-016-004

A single WBN concern stated that the labels on the card
readers were inconsistent.

-

Issue 312.11-10 - Equipment Malfunction Causing A Security

IN-86-070-004

A single WBN concern stated that a malfunction of security
equipment was causing a breach of the security program.

Issue 312.11-11 - Security Systems Powered Down

IN-86-070-00S

A single concern at WBN alleged that security systems were
powered down (secured electrically) when they should not be.

{R1

IRl

IR1

IRl

IR1

IRl

IR1
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Issue 312.11-12 - Reliability and Calibration of X-Ray
Machines and Explosive Detectors

Concerns: IN-85-311-001; IN-86-295-001; IN-85-311-002; IR1
IN-85-956-X01. |

.

Four WBN concerns challenged the reliability and calibration
practices of the X-ray machine and explosives detectors.

Issue 312.11-13 - Security Gate Won't Stop A Vehicle

Concern: IN-85-678-006 ) |R1

A single concern at WBN identified that a traffic control
gate was not designed to stop a motor vehicle,

Issue 312,11-14 - Excess Time to Travel Between Areas

Concern: IN-85-590-001 IR1

One WBN concern pérceived that the security program caused
excessive time to be spent to get from one part of the plan
to another. -

Issue 312.11-15 - Security System Inadequate to Have New Fuel m
Delivered On-Site

Concern: ECTG-S , IR1

A single WBN concern challenged the adequacy of the security
system in place at the time fuel was' received on-site.

Issue 312.11-16 - Alternate Power for PSS Radio Communications

Concern: IN-85-438-001 IRl

A single WBN concern specified that there was no alternate
battecy power source for PSS radio communications equipment.
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Issue 312.11-17 - Loss of Power Alarm in CAS/SAS
Concern: IN-85-438-002 : IR
One concern at WBN identified that there was no alarm.
indication in either CAS of SAS for a loss of power to the
remote control communications units.

Issue 312.11-18 - Entrance Portal Too Small

Concern: IN-85-191-002 . |R1

One WBN concern stated that the entrance portal for security
was too small for checking personnel and equipment.

Issue 312.311-19 - Improper Functioning of Security Equipment

Concern: IN-86-070-007 - ( IRl

At WBN, there was a single concern indicating that security
equipment was not functioning properly.

Issue 312.11-20 - Lack of As-Controlled Prints

Concern: BFN-TESC-85-01 {R1

A single concern at BFN indicated there was a lack of
as-constructed prints for security.

£lement 312.12 - Security Programs and Procedures

Issue 312.12-01 - Access Control Points

Concerns: EX-85-048-008, IN-85-369-002; IN-86-107-003; . |
IN-85-311~-003; IN-86-022-001; WBP-5-016-001; |R1
IN-85-311-004; IN-86-107-002 |

Eight WBN concerns alleged that there were problems of
inadequacy with security access.

Issue 312.12-02 - Background Investigations and Badging
Process

Concerns: Ex-85-015-009; IN-85-427-001; IN-85-204-001; IR1
IN-86-241-001; IN-85-238-003 1

Five WBN concerns challenged the security background
investigation and badging process.
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Issue 312.12-03 - Site Physical Protection

Concerns: IN-85-311-011; IN-85-678-005; IN-85-843-004;
IN-86-213-003; IN-85-333-03; IN-85-700-001;
IN-86-191-001; PH~85-029-001; IN-85-552-001;
IN-85-843-001 ’

WBN had ten concerns related to the overall physical
protection of the job site.

Igsue 312.12-04 - Authority of PSS

Concerns: IN-85-094-001; IN-86-214-004; IN-85-456-001; iR1
IN-86-074-X0S , l

Four concerns at WBN questioned the authority of security at
the job site.

To locate the issue in which a particular concern is evaluated,
consult the following attachments:

Attachment A, Subcategorj Summary Iéble

Attachment B, List of Concerns by Element/Issue @

-

2.0 EVALUATION PROCESS

2.1 General Methodology .

The evaluation of this subcategory was conducted according to the
Evaluation Plan for the Employee Concerns Task Group and the
Evaluation Plan for the Operations Group. The concern case files
were reviewad. Source documents were researched and interviews
conducted in order to identify the requirements and criteria which
applied to the issues raised by the concerns. The issues were
evaluated against the identified requirements and criteria to
determine findings. A collective significance analysis was
conducted; causes were indicated for negative findings; and
corrective action for the negative findings was xnxtxaced or
determined to have already been initiated.

2.2 Specific Methodolopy

y During the element evaluations, the evaluators reviewed applicable
sections from the following baseline requirements documents:
Physical Security Plans at WBN and SQN, ANSI N18.7, NRC Regulatory
Guide 5.7, and Title 10, Code of Federal Regulatxons. Part 73
(10 CFR 73).

=
[
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To ensure consistency and implementation of the requirements found
in these documents, the evaluators reviewed applicable Standard
Practices, Administrative Instructions (AI), Surveillance ’
Instructions (SI), Physical Security Instructions (PHYSI) and
procedures, data packages, and records. In addition, the evaluators
reviewed files which had been expurgated by NRC, NQAD Audit Reports
at WBN and SQN, NRC Systematic Assessment of Licensee Performance
(SALP) Reports for WBN, NRC Security Inspection Reports at SQN and
WBN, Licensee Event Reports at SQN, and Nuclear Safety Review Staff
(NSRS) reports of concerns previously investigated,

The evaluators conducted informal interviews with cognizant
personnel when required either to verify document-based findings or
to provide nondocument-based evaluation input. Interviews were
conducted with personnel in Public Safety Service (PSS) including
management, training and public safety officers. Individuals from
maintenance and modifications were also interviewed.

FINDINGS

Generic Applicability statements are included only for concerns which
are classified as being potentially Safety Related or Safety Significant
as denoted on Attachment A. .

3.1 Element 312.01 - Adequacy of PSQ Uniform in Nuclear Plant Eanvironment

Issue 312.01-1 Synthetic Uniform Material - Contamination

WBN_and SQN

The issue that the synthetic double knit uniform material attracts
airborne contamination was evaluated at WBN and SQN and was factual
but did not require corrective action.

In relation to the Public Safety Officer (PSO) uniform, the airborne
contamination issue considered the additional risks of internal
deposition of radionuclides as well as the external radiation
exposure risk from the airborne cloud. The additional hazard of
internal deposition was discounted based on the PSO being subject to
the same preventive measures as any individual in ‘an "Aicborne
Contamination Area". The measures include requirements for:

1. Changing into Anti-C's (removal of the uniform) prior to
entry into a C zone

2. Entry control by RWP

3. Use of respirators under appropriate conditions

|R1
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These controls are fully explained to PSOs in General Employee ,
Training and in addition, controls are in place to detect accidental
releases of airborne contamination. Discussions relating to the
function of continuous air monitors and actions to be taken in the
event a PSO is in the area when an alarm sounds provide these
controls for detection of airborne contamination.

Additionally, the adequate training and -controls are in effect at
WBN to ensure that airborne contamination attracted to PSO uniforms
would represent only a small fraction of the radiological hazard to
an individual exposed to radioactive gaseous releases even though
double-knit trousers may attract airborne contamination more than
would cotton trousers. This conclusion was partially based on the
fact that the noble gases that are attracted to synthetic material
are short-lived and therefore would not pose a substantial increase
in the individual's radiation exposure.

Conclusion

This issue regarding synthetic uniform material contamination for WBN
and SQN was factual but did not require corrective action.

Issue 312.01-2 - Synthetic Uniform Material - Fire

WBN and SON

The issue pertaining to the effects of high heat on PSO uniform
trousers stems from the generally recognized concern that polyester
double-knit materials are susceptible to melting and burning at high
temperatures was evaluated at WBN and SQN. The CIs considered this
issue pertinent based on requirements in a Physical Security
Instruction for the PSO to assist the ONP fire brigade in fighting
plant fires. Plant implementation procedures define the PSO role in
fighting fires only as a support function. PSOs do not have a
primary fire brigade membership responsibility and therefore their
uniform should not be a problem. The issue was considered factual
but did not require corrective action.

Conclusion

v

This issue regarding synthetic uniform material-fire for WBN and SQN
was factual but did not require corrective action.

Issue 312.01-3 Wearing Neckties and Long Sleeves Around Rotating
Equipment

WBN

|
|
I
[
IR1
|
|
|
!

IRl
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The hazard of rotating equipment with respect to the PSO uniform
involves the wearing of neckties and long sleeves that can present a
hazard when an officer is required to stand post near rotating
equipment. There are no permanent post assignments where rotating
equipment is in close enough proximity to present a danger. All
rotating equipment is required to have safety shields in place when
such equipment is operable and PSOs do not operate equipment. The
issue was not substantiated.

Conclusion

fhis issue regarding PSOs wearing neckties and long sleeves around
rotating equipment for WBN was not verified as factual.

Element 312.02 -~ Discrimination Within the Security Organization

Issue 312.02-1 - Cross-Gender Pat-Down Searches

WBN ‘ |R1

Cross-gender pat-down searches at TVA nuclear plants are prohibited
except when emergency conditions dictate otherwise. This limitation
is a TVA policy and is not a regulatory or licensing requicrement.
While WBN follows the instructions and regulatory requirements
without reference to gender, it is not reflected in actual
practice.. The evaluator also noted that this TVA policy is not
unique; other utilities also do not make cross-gender pat down
searches a standard practice. Therefore, the issue that TVA
disallows cross-gender pat-down searches is factual and does not
require corrective action.

Conclusion

This issue regarding cross-gender paﬁ down searches for WBN was (Rl
factual but does not require corrective action. |

Issue 312.02-2 - ;peffective“Searches

WBN [R1

Although training requires PSOs to demonstrate proficiency in
hands-on searches and recent QA audits verified the search controls
to be adequate, the evaluator found evidence to validate the issue
of ineffective searches. As an independent verification, the
evaluator subjected himself to processing as a visitor into WBN
unit 1. A pat-down search was conducted as required by visitor
status. The search was conducted by & male PSO. The evaluator
found several deficiencies in the search technique including
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inadequate coverage of bodily areas and a carried article was not
searched. The search process itself, when it includes the use of
detection equipment, was adequate and does pass acceptance criteria
as stated in regulatory requirements. However, the pat-down search
" received by the evaluator substantiated employee concerns that
pat-down search functions are not conducted in a thorough manner.
This concern'was also addressed in Element 312.12. CAID

31212 NPS-01 was issued under element 31212-1.

Conclusion

s

This issue regarding ineffective searches for WBN is factual and
correction action is being taken as a result of an evaluation.

Issue 312.02-3 Preferential Treatment of Females
WBN

The issue that female PSOs were being treated preferentially was not
substantiated. No overt attempt by the PSS management or first-line
supervision to give the female PSO preferential treatment in regard
to post assignments at WBN was found. The evaluations into female
PSO preferential treatment confirmed that under certain conditions,
the TVA policy against cross-gender pat-down searches does preclude
a female officer from rotating through certain posts during her
shift. These conditions can exist for extended periods whenever a
high level of activity occurs; and concurrently, a male
clerk/monitor is not available for a post assignment with the female
officer. Therefore, whenever a female officer is utilized at
another post assignment because of the TVA pat-down search policy,
the appearance is that of preferential treatment.

Conclusion

The issue regarding preferential treatment of females for WBN was
not verified as factual. '

Issue 312.02-4 Schedule Changes for Femaies

WBN

With regard to the issue of frequent shift schedule changes, the
concerns waere validated at 'WBN, but are a problem not at all unique
to WBN or TIVA in’ general. Examples of things that contribute to
unplanned changes in schedules include PSO absenteeism, visitor
escort requirements, changes to maintenance activity schedules, and
changing weather conditions; these circumstances are not always
under the control of PSS management. . The evaluator determined that
PSOs are trained and prepared to perform each.job task within their

IR

IR1
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clagsification. This ensures that PSS is able to respond to each
contingency with a security force that is responsive to the variety
of activities that may occur during any given day. Specifically,
schedules are disrupted on a frequent basis because of pat-down
search limitations placed on female PSOs at five post assignments.
Public Safety has recognized this situation and minimizes it, to the
extent possible, by reviewing effects on the master schedule
whenever advance information on specific activities and locations
become known. Despite this, situations will continue to occur that
cannot be anticipated and planned for. For this reason, post

assignments for individuals must remain flexible to plant conditions.

Conclusiop

This issue regarding schedule changes for females at WBN was factual
but does not require corrective action.

Element 312.03 - Security Personnel Training Program

Issue 312.03-1 Designated Emergency Response Team

i

WBN

No grounds were found to substantiate the perceived need for the
Emergency Response Team (ERT) to be a designated unit. The number
of responders required is based on site physical layout and other
plant specific considerations. Without revealing, safeguards
information, PSS does meet or exceed regulatory requirements for
on-shift, armed, and fully qualified ERT members. There is no
intent or requirement to create an elite group of specialists to
serve in this capacity to the exclusion of other post assignments.
PSS Officers serve in a wide variety of related activities with each
activity important to the overall succéss of the operation. The
most effactive utilization of Security personnel dictates that PSS
Officers be prepared to perform at each level of task assignment
consistent with their training and classification.

Conclusion

This issue regarding the need of a designated emergency response
team for WBN was not verified as factual. “

Issue 312.03-2 Additional Emergency Medical Technicians (EMT's)

WBN

IR

IR1

IR1
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The issue of training to support additional on-shift EMI's was not
substantiated. The decision o provide EMTs is not based on a
nuclear plant licensing requirement, but is IVA policy. A review of
a PSS two-week schedule showed that from 9 to 18 certified EMTs were
available to each shift for service on the Emergency Hedical
Response Team (EMRT) at WBN. Discussions with onsite management
personnel confirmed that.emphasis is placed on this program to
ensure that adequate numbers of EMTs are maintained for shift
assignments at WBN.

Conclusion

This issue regarding the need of additional medical technicians
(EMTS) for WBN was not verified as factual.

Issue 312.03-3 Training for Emergency Response Teams

WBN v

No validity was found in the issue regarding the inadequacy of ERT
Training. ERT training (and PSS Officer Training in general)
requirements are specifically defined in 10 CFR 73. The
requirements address physical and mental suitability, weapons
qualifications, physical fitness qualifications, equipment and
equipment specifications, training and documentation, and
requalification requirements. TIVA is required to develop and
implement an NRC-approved, Training and Qualification (T&Q) Plan
that specifically addresses how TVA will meet those regulatory
requirements. The regulatory requirements also state specific
acceptance criteria for PSS Officer training and performance, and
the T&Q Plan must reflect these acceptance criteria. To measure the
adequacy of this plan, recent audits were reviewed. Two QA audits
of the WBN Security Program concluded that the PSS effectively
implements the T&Q Plan through a T&Q implementing document that
contains procedures, lesson plans, test and practical evaluation
forms. Additionally, the NRC Systematic Assessment of Licensece
Performance (SALP) Report rated WBN Security as category 2 and
improving. This report and other NRC assessments mentioned in the
WBN SALP Report indicate that training has been effective at WBN.
Management reviews of emergency medical drills and drill critiques
identified an interface problem among the disciplines serving as
EMRT members. Additional training was completed to resolve that
issue. A shortage of EMTs has not been a problem identified in
drill critiques reviewed for this evaluation.

Conclusion

N

This issue regarding inadequate training for emergency response
teams for WBN was not verified as factual.

IR1

IR
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Issue 312.03-4 Firearms Proficiency

WBN ’ IR1

Interviews with Security Training personnel indicated satisfaction
with the quality of training provided PSS Officers at the Cleveland,
Tennessee facility and with the onsite portion of officer training.
This satisfaction was based on results from frequent response drills
conducted by PSS Shift Supervisors and contingency drills conducted
to meet Security plan commitments. Despite this,.the opinion was
voiced that the onsite training section would like to see more
stringent physical fitness requirements and some improvements made
related. to proficiency maintenance for firearms qualifications. The
statements were not made in reference to the adequacy of existing
standards to meet regulatory requirements, but expressed a desire to
set higher standards than those currently required.

The issue ‘of maintenance of firearms proficiency centers on the lack
of a structured program for proficiency training and
requalification. A program does exist; however, it is self directed
by the individual PSS Officer. Firearms proficiency acceptance
criteria are stated in 10 CFR 73. In general, proficiency includes
the manner in:-which a security officer carries, handles, or
maintains a weapon. Firing proficiency is demonstrated under
controlled range conditions and against measured acceptance
criteria. The individual PSS Officer, as a condition of employment,
has the responsibility to maintain ficearms proficiency and to
demonstrate proficiency annually during firearms requalification.
TVA provides adequate practice ammunition, training in the use of
weapons, the firing range facility and instructors. Adequate range
time is available or will be made available anytime two officers
take the initiative to practice. The identified weakness in the
program is that the individual PSS Officer must take the initiative
to practice and that practice time is not compensated time. Despite
this, the evaluator determined that the program works. Results from
the most recent firearms requalification indicated that in all cases
less than six percent of the total number of officers failed to
qualify on their first attempt. The overall failure rate for all
weapons on the first requalification attempt is just over four
percent and all those that at the time of this evaluation failed on
the first attempt qualified with additional training. . At the time
of this evaluation, WBN had not lost a single officer because of a
failure during firearms requalification.

No concerns in this, alement were found to be symptomatic of program |
deficiencies in PSS Training. The concerns were symptomatic of the |
individuals' desire to raise pecformance standards and thereby, to |R1
stimulate the professional estecem that results from meeting those |
higher standards. (
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Conclusion

This issue regarding fire arm proficiency for WBN was factual but
does not require corrective action.

Element 312.04 - Management and Personnel Issues .

Issue 312.04-1 Schedule Changes and Overtime Assignments

WBN

Three concerns focused on unfair scheduling of PSS persoanel,
sometimes resulting in excessive overtime or interrupted weekends.
The issue presented by these concerns was judged to be factual but
did not require corrective action. Interviews with PSS personnel
verified that in a six-month period in 1985, new watchstanding
requirements and a four-month lead time to train and qualify new PSS

-officers led to a requirement that PSS personnel work mandatory

overtime., This overtime was assigned and worked in accordance with
the "Article of Agreement Between the Tennessee Valley Authority and
the Salary Policy Employee Panel." Since this period, manning
lavels have been achieved that greatly decreased required overtime.

PSS personnel are aware that utility days, scheduled at the
beginning or end of a four-day weekend, are subject to rescheduling
during the four days off. This shifting of utility days is in
accordance with the "Articles of Agreement" and is done in reaction
to changing security conditions and personnel shortages. PSS
officers are cautioned not to make prior commitments for four day
waeekends with a utility day at the beginning or end of the four day

_period.

Scheduled changes can occur for a variety of reasons, including:

{1) a utility post filling in for another post, (2) shifting a
female officer away from a post requiring pat down searches, (3) two
officers swapping posts voluntarily, and (4) two officers swapping
days voluntarily. Since all officers are required to wear the same
uniforms, schedule changes do not affect the type of clothing to be
worn.

Conclusion
This issue regarding unfair schedule changes and overtime

assignments for WBN was factual but does not require corrective
action.

IR1

IR
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Issue 312.04-2 Interpretations of Instructions & Procedures

WBN : , IR1

Three WBN concerns focused on the adequacy of post scheduling with
respect to NRC requirements. The issue presented by these concerns
was judged to be factual but did not require corrective action. PSS
SIL's (Post Orders) leave some discretion to the shift supervisor
in the conduct of his shift as long as he does not violate security
procedures, the plant Physical Security Plan, or NRC regulatory
requirements. These changes are documented on the post logs and are
reviewed by PSS management. An example of a discretionary change
made by the PSS shift supervisor that does not degrade security
would be the securing of an access gate during periods of low
traffic to more effectively utilize on shift personnel.

Conclusion

This issue regarding interpretations of instructions and procedures IRl
for WBN was factual but does not require corrective action. |

Issue 312.04-3 Regulation Changes
SON IR

The SQN concern that Public Safety supervision changes regulations
at their own discretion was not validated. A review of selected PSS
SILs determined that Post Orders allow shift supervisors some
flexibility to change the requirements of an individual post
station, as long as such changes do not violate the SQN Security
Plan or NRC commitments. These changes are documented on the post

. logs by the individual assigned to that post and are subject to

review by Public Safety management on a daily basis.

A review of security-related NRC audit reports identified previous
instances of regulatory noncompliance; some of these were indicative
of programmatic problems, but none were representative of actions
resulting from PSS supervisors directing changes that resulted in
instances of noncompliance. A review of QA security-related audit
reports also provided no objective evidence to support this concern.

Interviews with Public Safety line management documented their
concurrence that Post Order changes occur frequently, but they are
reviewed by management to ensure they do not violate regulatory
requirements. )

Conclusion

This issue Eegarding régulation changes for SQN was not verified as IR1
factual.
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Generic Applicability

This concern was evaluated at the site of concern (SQN) and found to
be not valid. No other site evaluations are necegsary.

Element 312.05 - Security Interfaces, Ul/U2

Issue 312.05-1 Inadequate Separation, U1l/0U2

WBN

Of the eight concerns comprising the issue of separation fence

. discrepancies, five valid concerns (IN-85-691-001, EX-85-049-001,

EX-85-057-002, IN-85-233-001, and IN-85-990-002) were found for
which sufficient corrective action had already been taken to address
the problems. The other three concerns (IN-85-521-002, )
IN-85-311-009, and IN-86-107-004) were either not substantiated or
did not identify problems requiring corrective action. It was
determined that the unit 1l/unit 2 separation fence meets the
specified requirements in 10 CFR 73 and is equipped with a vibration
detection system which provides intrusion alarms to security. At
the suggestion of the NRC, the fence was enhanced to clearly
identify the demarcation between units to prevent unintentional
crossings like-those expressed by the CIs. There was no
requirement or commitment to install an alarm system on this
enhancement portion. Security door A205 between units 1 and 2 at
the 786' elevation was found to meet the requirements for a
protected area door, was secured and appropriately protected by an
alarm system, and under surveillance by PSS patrols. Additionally,
the separation fence is routinely patrolled by PSOs. The
separation fence points of weakness, including those identified by
the concerns, have been identified and corrected. As further
independent verification, a detailed walkdown of the fence was made
at several elevations. No areas were found where an inadvertent
crossing might be made.

Conclusion
This issue regarding inadequate separation U1/U2 for WBN was factual
but corrective action was initiated before the evaluation of this

issue.

Generic Applicability

These concerns are unique to WBN due to Ul/U2 security barrier.
Therefore, other site evaluations were not conducted.

|R1
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Issue 312.05-2 - Overly Difficult Access to Unit 1
WBN . |

Concern IN-85-436-003 regarding excessive delays in the badging
process was not validated to be a problem based on the existence of
appropriate procedures to control the issuance of badges. Procedure
WB 10.5 was found to implement the requirements of 10CFR73 and the
procedure delineates the necessary steps for initiating the badging
process for either escorted or unescorted access. Interviews with
PSS officers and a review of other implementing documents revealed
no discrepancies in meeting the specified requirements for badging
of personnel. Nonetheless, the badging delays encountered by the CI
were caused by a specialized limitation on access detailed in
Temporary Post Orders for Workplan Authorization. This Temporary
Post Order was prepared based on an agreement between plant
management and Construction to specify, on a daily basis, how many
personnel would be allowed in the secured area predicated on the
types and amounts of work being performed. This control would
prohibit an individual, even with appropriate badging, from entering
a secured area in the event that his name was not on the authorized
list for the workplans being implemented in the secured area. To
gain access the individual would have to be added to the authorized
list for the workplan by his/her supervisor.

Employee concerns IN-85-805-001 and IN-85-463-010 stating that
materials were difficult to bring into the plant were found to be
valid concerns but not problems warranting corrective action. Each
access portal has associated instructions specific to that location
governing the access for materials. These security procedures
(safeguards information) as a whole, enforce the basic precept that
any and all materials brought into the protected area will be
searched in some manner. Excessive delays in accessing these
materials have been addressed by management and eliminated through
the acquisition and training of PSS personnel and increased
familiarity with security procedure requirements by plant personnel.

To evaluate the employee concerns WBN-0058 and IN -85-732-002 that
access to the protected area for the Emergency Medical Response Team
(EMRT) was hampered, the duties and responsibilities of the EMRT
were reviewed. Interviews were held with PSS officers that have

" been involved with both drill and actual medical emergency

situations. These interviews indicate that PSS officers are well
versed in their responsibilities. These responsibilities are

x*
"~
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defined in a memorandum which requires that security functions,
normally relaxed in the event of a declared emergency, would be
fully carried out during a drill. The directions contained in the
memorandum will be incorporated into a PSS SIL. In conclusion, this
issue of EMRT access was not validated based on a misconception that
EMRT personnel should be provided expedited access to protected
areas during drills as well as during actual medical emergencies.

Conclusion

This issue regarding overly difficult access to unit 1 for WBN was
factual but does not require corrective action.

Element 312.06 - Management Attitudes Toward Security Effdrts

Issue 312.06-1 Management Attitudes Towards Security Efforts

WBN

The concern, that management at WBN does not take security seriously
and that security drills are inadequate, was not validated. The
security program at WBN was determined to be aptly designed to meet
10 CFR 73 requirements and the perceived threats for a facility of
this type. The Contingency Plan was developed to reflect the
commitments made in the Plant Security Plan (PSP) and includes
drills to test the ability for meeting those identified
contingencies. A review of drill scenarios and critiques indicate
that drills include realistic situations that conclude with the
apprehension of an intruder.

To evaluate the issue of management's commitment to security,
interviews were conducted with both PSS and plant management to
assess their attitudes toward the security function at WBN. These
interviews revealed that management fully recognizes and accepts the
seriousness of the security program. Plant management readily
endorses the fact that security is an integral, functioning entity
and a necessity to the overall succeéss of WBN and that a less than
acceptable security program could jeopardize the successful
licensing of WBN just as quickly as could maintenance, operations,
training or any other department. When violations of established
security procedures occur, PSS may initiate a Security Degradation
Disposition (SDD). This document identifies various types of
violations and proposes levels of disciplinary action based on
severity. The content of this procedure exemplifies management's
degree of commitment to correcting violations of the security
program. :

IR1
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Conclusion

e G . i
This issue regarding management attitudes towards security efforts |IR1

for WBN was not verified as factual. |

Issue 312.06-2 Handling of Security Badges in an Emergency
WwBN ~ : IR

. The concern of non-security clerks performing badge checks was not

‘ validated. Badging requirements of the Physical Security Plan (PSP)
are implemented by WBN Standard Practice WB 10.5 and clarified by a
memorandum of October 15, 1985 by Mr. Richard Thigpen which covers

. protected area access during emergencies and drills. During a
declared emergency, the emergency response personnel will receive
their badges from PSS clerk-monitors assigned this task. This
evolution is in accordance with established policy and procedure and
is recognized by the NRC as an acceptable provision for meeting
actual emergency needs.

Conclusion: ’
This iszue rogarding the handling of security badges in an emergency |R1
for WBN was not verified as factual. |

Issue 312.06-3 Security Barriers Breached

WBN ' E | IR1

| The concern which involves an incident of Public Safety being asked
| ’ to open security doors just for the passage of coffee was found to

| be factual, but corrective action had taken place prior to the

| current evaluation. Line management acknowledged that the incident
| did occur. Baefore this evaluation, a meeting had been held with the
} responsible sactions to discuss the circumstances of this incident.

| There is now a general understanding concerning which situations do
| and do not warrant the breaching of security barriers for movement

| of materials and equipment. Situations requiring the breaching of a

security barrier are coordinated with PSS.

Conclusion

This issue regarding security barriers breached for WBN was factual |
but corrective action was initiated before the cvaluation of this fR1
issue. |
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Element 312.07 - Security Procedure Violations (WBN)

Issue 312.07-1 Application of Security Degradation Petermination/
Corrective Action Request (SDD/CAR)

WBN

To research a concern lodged solely at WBN of certain employees
being exempt from security regulations, the evaluator reviewed the
SDD program for evidence of inconsistent treatment. The SDD program
addresses occurrences involving violations of security program
requirements. There were no instances identified of overt
favoritism toward management or of other individuals who may have
violated a security requirement. Problems were identified, however,
with the mechanics of the SDD/CAR system. There was no formal
corrective action follow-up system, missing reviews by the
Superintendent of Operations and Engineering, and the lack of
feedback to the SDD originator. A sample of 30 SDDs from 1985 and
1986 indicated that plant management had not responded to PSS in 53%
of the issues. These program inconsistencies lend sufficient
credence to support the perception that security violations were not
consistently documented and that the concern was valid. CATD
31207-WBN-01 was issued to line management.

Conclusion

This issue regarding the application of Security Degradation
Determination/Corrective Action Request (SDD/CAR) for WBN was
factual and corrective action is being taken as a result of an
evaluation.

Issue 312.07-2 Inconsistent Application of Procedures

WBN

The concern pertaining to the issue of Post Order interpretations
was not validated. There is no requirement that PSS must post a
copy of post orders at each permanent post for PSOs. This is based
on the non-applicability of ANSI N18.7 to security activities and
the fact that some post orders are safeguards information. Post
orders were found to be available at permanent post locations such
as CAS, SAS, and the access control portal. Post assignments that
require an officer to move about the site are not placed in the
officer's possession; however, those orders are available for review
at specified locations.

0
1
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' The second concern pertaining to the issue of Post Order

' interpretations was validated based on previously documented
instances where supervision has been inconsistent in interpretation
of post orders and procedures. As a result, PSS has implemented a
"Post Check Program" and a "Unit Continuity Program" to ensure that
post instructions and procedures are interpreted in a consistent
manner; these programs adequately addressed the concern.

Conclusion

This issue in regards to inconsistent application of procedures for |
WBN wag factual but corrective action was initiated before the . IR1
evaluation of this issue. |

Issue 312.07-3 PSS Authority Off of TVA Property

WBN | IR

‘A concern in this element deals with a PSO attempting to regulate
laws off TVA property. Insufficient details were provided in the
confidential file to substantiate this concern. PSO action of this
nature would require the involvement and cooperation of local law
enforcement officials and PSS management. The evaluator could not
. validate this concern and interviews with line management determined

that they have not received requests for this type of assistance in
the past.

Conclusion

This issue regarding PSS authorzty off of TVA property for WBN was IRl
not verified as factual. . I

3.8 Element 312.08 - Security at Plant Entrance

Issue 312.08-1 - Inadequate Control of Site Area

: WBN IR1

None of the 15 concerns for the issue of inadequate search and
identification of personnel entering/exiting the site controlled
area were substantiated.
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Searches are only cequxred for entry into protected/vital areas.

The searches use metal detectors, explosive detectors, X-Ray
machines, and pat down searches to ensure that unauthorized
materials are not taken into the protected/vital areas. There are
no regulatory requirements to search personnel entering the site or
owner-controlled areas or personnel exiting vital areas, protected
areas, or the site area.” Individuals exiting the protected area do
so through radiation monitors to ensure radioactive materials are
not removed from the protected areas. As a deterrent to theft of
IVA property, PSS can conduct unannounced searches of personal
packages and vehicles exiting the site area.

No regulatory requirements were found for searches of hand-carried
items or checking for security badges at the entrance to the
site-controlled area. Nevertheless, plant procedures require the
display of badges within the site boundary and the display to a
member of the security force before entering the site boundary.
Employees not displaying their badges may be denied entry to the
site-controlled area.

Post 6 controls access to the Unit 2 site-controlled area at the

Nuclear Power parking lot. The evaluator observed security \ -
personnel at that post during shift change and found that they were
performing their duties in accordance with plant procedures. PSS

personnel positioned themselves to check that incoming WBN workers

properly displayed their site picture badges. Personnel who had

forgotten their picture badge were issued a visitor badge.

The investigation could not determine directly whether or not an
occurrence of an employee entrance into the site-controlled area
without a picture badge had actually taken place. PSS procedures
and training of security personnel in the performance of their
duties are adequate to provide the required level of security for
the site-controlled area.

Conclusgion

This issue regarding inadequate control of site areca for WBN was not |R1
verified as factual. g -
Issue 312.08-2 Insufficient "No- Entry" ngns at Perimeter of IRl -

Owner Controlled Area |
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WEN

The Physical Security Instructions, which describe.the signs to be
posted at the boundary of the owner-controlled area meet regulatory
requirements. The purpose of these signs is to provide reasonable
assurance that persons entering the area are aware they are on IVA
property. There are no requirements for these signs to prevent
access to the owner controlled area. Therefore, the issue that
non-employees are not prevented from entering the site property was
factual but did not require corrective action.

Conclusgion

This issue regarding insufficient "No Entry" signs at perimeter of
owner-controlled area for WBN was factual but does not require
corrective action.

Issue 312.08-3 Security Screening for Site Controlled Area

WBN

»

Based on review of security screening requirements, the issue for a
lack of security screening was not validated. Watts Bar Standard

Practice WB-2.2.12 provides instructions to process and badge new

personnel for unescorted access to the gite-controlled area. No
requirements were found for security screening before unescorted
access to the site-controlled area. The only requirement is
supervisory approval indicating that personnel are working at WBN
and have a need for entry into the site area. Security background
screening requirements do apply for entry into the protected area.

Conclusion

This issue regarding the security screening for site-controlled area
for WBN was not verified as factual. ‘

Issue 312.08-4 Unauthorized Access-to Owner Controlled Area

»

WBN

The issue that a securxty screening process is needed for any person
entering IVA Facilities is factual but does not present a pcoblem
requiring corrective action.

IRl

IR

I1R1

IR1
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Physical Security Instructions limit access into the Owner
Controlled Area (OCA) to authorized personnel-and vehicles with a .
site badge or parking decal. Enforcement of these access controls
is provided by administrative controls and procedures. The Joint
Security Plan requires that the OCA be under general surveillance by
the Public Safety patrolman. These controls meet the minimal
regulatory requirements of 10 CFR 73 and Regulatory Guide 5.7 for

* aecess to the OCA. ,

-

Conclusion

This issue regarding unauthorized access to owner-controlled area for |[R1
WBN was factual but does not require corrective action. |

Issue 312.08-5 Granting Unescorted Access Without Acceptable
Fingerprints

BEN IR1

.

This issue, site-specific to BFN, pertains to one concern of an
individual being granted unescorted access based on unacceptable
fingerprint records. Discussions with security personnel revealed ’
that the FBI sometimes requests a new set of fingerprints even after @
completion of a security investigation which includes positive '
identification of the individual using the existing fingerprints.

This request would be made by the FBI to replace the original

prints, which may have had minor smudges, insufficient to affect the,
positive identification of the individual, but not of a high enough
quality for FBI permanent fingerprint files. The fact that these
requests are made after the plant grants unescorted access may lead

to the misconception expressed by the CI. Because the fingerprints
did not affect the positive identification of the individual, the
security investigation was not adversely affected, and the concern
therefore was not validated. '

Conclusion

This issue regarding granting unescorted access without acceptable IRl
fingerprints for BFN was not verified as factual. |
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Issue 312,08-6_ Inadequate Visitor Control

BEN : IR1

. A BFN concern was submitted regarding inadequate control of escorted
personnel who have a need to enter the controlled area. This issue
was not validated based on adequate procedures, instructions for the
proper escort of visitors and by employee concerns personnel having

, been escorted while performing evaluations at BFN. BFN Standard

| ' Practice BF-11-15 requires that escorts be instructed in their

| responsibilities, including ensuring that visitors do not enter

: vital areas for which they are not cleared. A review of the
procedure and escort orientation found that escorts are adequately
instructed in their responsibilities. Discussions with security
personnel revealed that there have been isolated instances of
escorts taking visitors into areas for which they were not cleared.
However, no programmatic deficiencies were found because escorts
were provided for the visitor at all times while in the protected

area.
Conclusion
This issue regarding inadequate visitor control for BFN was not . IR
verified as factual. . i

Generic Applicabilit]

The BFN evaluation of this concern found isolated cases of procedure |
non-compliance. No.programmatic or safety related deficiencies were IR1
identified. No other site evaluations are necessary. |

Issde 312.08-7 - Failure to Search Purses

{ SON ' IR1

This issue pertains to a SQN site-specific concern that female

employee purses were not being searched and contributing to the

: theft of IVA property. SQN conducts unannounced searches, of
personal packages and vehicles exiting the site area as a deterreat
to theft of TVA property. These random searches are conducted by
each shift at least once per week in accordance with Physical
Security Instruction PHYSI-6, "Searches," Surveillance [nstruction
SI-684, "Weekly Lunch Box and Vehicle Searches," and PSS SIL 38.0,
“"Searches - Personnel Packages, Vehicles, and Gate Access.”
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“

Security personnel informed the interviewer that small, inexpensive
items such as the portable calculators identified by the CI are .
usually not labeled as TVA material. Unless an easily identifiable
calculator is reported stolen, PSS Officers would not inspect each
calculator taken out of the site area. PSS Officers interviewed
reported that they inspected all hand-carried items during the
random searches. These officers also reported that they knew of no
members of the security force who failed to inspect purses during
searches of hand-carried items. The interviewer observed security
personnel inspecting purses during a random search of hand-carried
items and determined that this policy is carried out as defined in
the site procedure. The issue of failure to search purses was not
substantiated. ‘

Conclusion

This issue regarding the failure to search purses at SQN was not
verified as factual.

Element 312.09 - Security Guard Towefs

Issue 312.09-1 Guard Tower Gun Ports

-WBN

No problem could be found which pertained to gun port design. A
review of NRC regulations found no requirements for the optimum
height or shape of the gun ports. An individual's height would
determine the position and associated angle of firing at which he is
most comfortable. Security management personnel stated that all
guard tower watchstanders perform qualification firings from a tower
"mock-up" to ensure their familiarity with required firing positions.

Engineering design personnel interviewed knew of no tests or reports
on the "bullet funneling effect." However, engineering design
calculations have been done on the internal configuration of the gun
ports which determined that a bullet striking any of the interior

~ side sections of the gun port would ricochet out of the gun port and

that ‘the only way a bullet could enter the firing slot would be if
the bullet failed to strike the interior sides of the gun port.
Since there is no requirement for specific dimensions in the design
of the gun ports and design personnel have evaluated the "bullet
funneling effect," this issue is not validated.

Conclusion

This issue regarding the design of guard tower gun ports at WBN was
not verified as factual.

IR1
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Issue 312.09-2 Guard Tower Facilities

WBN

The lack of restroom and water facilities was determined to not be a
regulatory issue. There are no requirements in either the WBN
Physical Security Plan nor NRC regulations for the guard towers to
be self-sufficient. Interviews with Security management personnel
revealed that there is a dedicated relief for guards needing to go
to the-.-restroom. Also, guards are rotated from the towers to other
duties every 2 hours. Since there is no requirement for guard
towers to have restroom or water facilities and there is a dedicated
relief ‘for tower guards, this issue is validated but has no adverse
effects on the WBN security program.

¥

Conclusion

This issue regarding guard tower facilities for WBN was factual but
does not require corrective action.

Issue 312.09-3 Guard Tower Support Systems Unprotected

WBN

No deficiency was found which pertains to the unprotected utility
support systems on the guard towers. The guard towers have an
unrestricted view of the surrounding area, and the guards could
detect an individual approaching the tower before he could damage
the support system. In the event of successful damage to the
support systems, a PSS SIL covers the contingency of evacuating the
towers and manning continuous ground patrols of the protected area
boundary. Since there is compensatory action if the guard towers
have to be evacuated, this issue was validated but has no adverse
effects on the WBN security program. F

Conclusion

This issue regarding the guard tower support systems being unprotected

for WBN was factual but does not require corrective action.

Issue 312.09-4 Cracked Windows in Guard Towers

WBN

This issue was not validated based on testing performed to verify
the integrity of cracked bullet proof glass. On March 28, 1985, the
TVA Office of Engineering performed a ballistic test on threce pieces
of cracked glass similar to the glass in the WBN guard towers. This
test determined that the cracked glass retained its bullet proof

characteristics per UL 752 and met the bullet proof requirements of
10 CFR 73. .
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Conclusion

This issue regarding cracked windows in guard towers for WBN was not

verified as factual.

Issue 312.09-5 Monitored Communications in Guard Towers

WBN

The issue that communications circuits in the guard towers are
monitored was found to be factual and to not require corrective
action. No adverse programmatic aspects could be found as a result
of the evaluation of monitoring of guard tower communications.
Interviews with security management personnel determined that guard
towers communications can be monitored at the Central Alarm Station
(CAS), Secondary Alarm Station (SAS), and Shift Captain's office.
The system exists for the purpose of detecting guard towers
potentially under duress.

policy which would result in disciplinary action. Guard tower
personnel are also instructed that personal phone calls are not to
be made while on guard tower watch.

Conclusion

This issue regarding monitored communications in guard towers for WBN

was factual but does not require corrective action.

Issue 312.09-6 Guard Towers and the Emecgency Hedical Team
WBN

This issue did not contain sufficient data at the concern level to

investigate. It pertained, generally, to a concern about the guard
towers and the Emergency Hedical Team. No additional details could
be found. . '

Conclusion "

This issue regarding guard towers and the emergency medical team for
WBN was not verified as factual.

s
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_ CAS and SAS personnel are instructed that
monitoring conversations for any other purpose is a violation of IVA
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3.10 Element 312.16 - Central Alarm Station Problems

Isgsue 312.10-1 CAS Facilities

WBN ‘ iRl

The issue that the CAS has no restrooms or drinking fountain was
. found to be factual but no problem requiring corrective action was
| : identified. PSS has adequate relief officer coverage to ensure that
| ‘. a CAS operator can leave his post for a trip to the restroom as the
| need arises. .

Conclusion

. This issue in regards to CAS Facilities for WBN was factual but does IR
not require corrective action. 1

Issue 312.10-2 CAS Not Self Sufficient

WBN ‘ [R1

The issue that the CAS was not self sufficient was found to be
factual but no problem requicring corrective action was identified.

' The regulatory requirements for the CAS did not include making the
area self-sufficient nor does the WBN Physical Security Plan include
such a requirement.

Wwith regard to issues 312.10-1 and 312.10-2, the evaluator found

that TVA has done a feasibility study on the installation of a

bathroom for the CAS. The costs involved for such a modification

were found to be prohibitive. The decision was made to continue the

‘ relief officer concept as an acceptable alternative to the physical

¢ modification of the area. Public Safety Services has also resolved
the drinking water problem on an interim basis and a water fountain
is scheduled for installation by plant mechanical maintenance.
Neither issue impacted on the adequacy of the WBN Security Program
to protect the facility against radiological sabotage.

Conclusion

This issue in regards to CAS not self sufficient for WBN was factual IRl
.but does not require corrective action. |
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3.11 Element 312.11 - Security Design and Hardware

Issue 312.11-1 Power Block Security Concept

.

WBN

'The concerns in this issue are generally based on perceptions that
the Power Block is too small and does not enclose the Shift
Captain's command post. None of these concerns were substantiated.
The original concept and design of physical security systems for
nuclear power plants was to enclose all buildings and personnel at

. the job site within the protected area. This concept necessitated a
large protected area, numerous alarm systems, many administrative
requirements, and a large staff of security personnel. The
requirements of 10 CFR 73 have been more effectively met by adopting
the Power Block concept. This concept reduces the protected area to
the smallest feasible size and encompasses only the vital functions
for safe operation of the plant inside security. The risk of the
insider threat is greatly reduced with the Power Block concept since
considerably fewer personnel are inside the protected/vital areas on
a routine basis. This concept has been endorsed by NRC and has
proven to be effective in application and operation. Therefore, the
issue regarding inadequacy of the Power Block security concept was
not substantiated.

SQN

Concerns XX-85-032-001 and XX-85-099-001 pertained to perceived
deficiencies stemming from SQN's implementation of the Power Block
Concept (PBC). An NSRS Investigation Report adequately evaluates
concerns with the PBC at SQN. The objectives of the PBC are to
decrease the size of the physical protected area, reduce the total
number of personnel requiring access to the protected area, and to
focus more concentrated security efforts in a smaller protected area
and vital areas. The NSRS investigation found that the employece
concerns with the security boundaries to be not valid. The Power
Block concept of reducing the size of the protected area was
thoroughly reviewed by TVA and endorsed by NRC. This evaluation
concurred with the findings of the NSRS investigation.

»

Conclusion

This issue regarding power block security concept for WBN and SQN was
not verified as factual.

Generic Applicability

Concern XX-85-032-001 was not substantiated at the site of concern
(SQN). No other site evaluations are necessary.
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Issue 312.11-2 Response to False Alarms

WBN

‘Iwo concerns relating to excessive false alarms in security alarm

systems were not validated. Line management previously responded to
this issue and found that just because the cause of an alarm is not
found does not mean that the alarm is a "false alarm." There could
be an explanation for the alarm that was not obvious to the
responding PSS officer. While all electronic security systems have
some instance of false alarms, the security systems at WBN meet all
NRC requirements. In addition, PSS officers are trained to respond
to all security alarms as if they were valid. This issue was
adequately addressed by the line management response.

Conclusion

»

This issue regarding response to false alarms for WBN was not
verified as factual.

Generic Applicability

Concern IN-85-619-001 was not substantiated at the site of concern
(WBN). ~No other site evaluations are necessary.

Issue 312.11-3 Unreliable Card Readers

One concern pertained to unreliable card readers which often present
false readouts. This concern was not validated at WBN. The card
readers at WBN meet NRC requirements and are the same card readers
that were evaluated at SQN. Card reader unreliability was not
validated at SQN. A review of WBN security HMR's in the recent
22-month period found that of 94 MR's for card readers, only 43
requicred maintenance. This evaluation finds that 43 MR's written oun
the 102 WBN card readers in a 22-month period is within industry
performance expectations. No corrective action was necessary.

sou .

A concern for card readers being unreliable and presenting false
readouts was not valid. In evaluating the aspect of reliability,
interviews with maintenance personnel at SQN determined that between
1 and 2 Work Requests (WRs) are written on card readers per day.

|R1

[R1
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From these WRs, maintenance personnel have had to replace or repair
approximately one card reader per week. A review of WRs on the card
reader system indicates that although a WR may be written as a card
reader problem, the card reader system was not at fault in the .
majority of cases. In evaluating the aspect of false readouts, a
review of a RUSCO printout of card reader operation indicated a
failure rate of .063% for misreading cards. Based upon this
evaluation of card reader maintenance records and instances of card
reader failure (.063%), corrective maintenance requirements on the
card reader system are not at an unacceptable level.:

Conclusion

This issue regarding unreliable card readers for WBN and SQN was not lRlv
verified as factual. i

Generic Applicability

This concern was not substantiated at SQN or WBN. No other site IR1
evaluations are necessary. i

Issue 312.11-4 Loss of Power in CAS

\ )

One concern stated that all CAS security systems have bcen
frequently rendered inoperable by power fluctuations caused by plant
power switching operations. An NSRS Investigation Report adequately
evaluated the factors in this concern. The requirements of

10 CFR 73 do not specify that there be an uninterruptible power
supply (UPS) to either the central alarm station (CAS) or the
secondary alarm station (SAS). The performance objectives for
alarms and other circuitry, however, generally require this to be
the case. No evidence was found to support there ever having been a
total loss of power to CAS or SAS that affected all security related
equipment as was described in the concern. Prior to August 1985,
there had been an infrequent problem with a security computer that
was caused by power fluctuations which were attributed to plant
power switching operations. However, in August 1935, a UPS was
added to the computer system which solved the voltage fluctuation
problem. Further modifications have been initiated via WBN DCR
WB-DCR-0696 to solve a power interruption problem with the Vital
Area Access Control System (VAACS) computers in CAS and SAS. These
corrective actions adequately address the problem. .

'
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SON

The issue dealing with loss of power to the CAS was substantiated,
but corrective action was found to be in progress prior to the
current evaluation. The Security Plan for SQN requires that the
intrusion alarm system have an uninterruptible power supply (UPS)
capability. The intrusion alarm system fulfills this requirement
with a battery system; this was verified through interviews with

: security and engineering personnel. The Security Plan also requices
| ) back up power to the card reader computer (MAC 540). The present
power supply to the MAC 540 has the possibility for both short power
‘ interruptions and voltage spikes. This situation causes loss of
memory on the MAC 540. It was determined that a design change is
being prepared to change the power supply for the MAC 540 to a UPS
backed up by a diesel powered source, The UPS will filter out the
voltage spikes and supply power until the diesel is on-line. This
modification is not in response to the concern, is not yet
scheduled, and is not a security regulatory requirement; it is an
enhancement to mitigate the loss of memory on the MAC 540 card
reader computer.

BFN
. The issue dealing with loss of power to the CAS was not
substantiated at BFN. Interviews determined that the intrusion

alarm system, MAC 540 card reader computer, and card readers have
UPS at BFN. No instances of loss of power to required CAS systems
are known to have occurred. ’

Conclusion

This issue regarding loss of power in CAS was evaluated at WBN and

SQN and was factual, but corrective action was initiated before the

s evaluation of this issue. However, CATD 31211-WBN-01 was written to
track completeness of DCR WB-DCR-0696. At BFN, this issue was not
verified as factual.

0
[

Generic Applicability

This concern was not generically applicable to BLN because BLN is i
still in construction phase. Security is handled by construction |R1
PSS. Protected area, CAS, card readers are not energized. | '

v,
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Issue 312.11-5 Emergency Access to the Intake Pumping Station

WBN o |

This concern alleged that Security hindered access for personnel
responding to a flooding incident at the Intake Pumping Station
(IPS). By the design criteria at WBN, the IPS is a vital area. As
such, access to the IPS is described in procedures and control is
implemented by appropriate PSS functions. An NSRS report reviewed
the adequacy and implementation of procedures and instructions
governing access to the IPS. An assessment was also made to
determine if there had been a verifiable history of access delays
and reasons for them. The NSRS report was responded to by WBN PSS
line management. The overall findings indicate that, while there
were acknowledged brief delays for access into the IPS, there was no
confirmation of a 40 minute delay caused by PSS during an alarm
condition as was alleged. NSRS recommended that procedures be
clarified concerning immediate/emergency access to the IPS. This
evaluation confirmed that these revisions have been accomplished and
specifics on emergency access to the IPS are found in procedures.
This evaluation concurs with the NSRS report and the corrective
actions taken by WBN.

a ®

This concern resulted from a WBN incident and was evaluated for
generic applicability to SQN. This concern involves emergency
access to the Intake Pumping Station; a protected/vital area
requiring security access: controls. A review of SQN site procedures
revealed that access control in emergency situations is addressed
and includes the dispatch of PSOs with badges for emergency response
personnel. No vehicle or personnel searches are required for
protected or vital area entry under emergency conditions. These
procedures are adequate to prevent a similar problem from occurring
at SQN. Therefore, the issue was not substantiated for SQN.

Conclusion

This issue regarding emergency access to the intake pumping station IRl
was evaluated at WBN and SQN and was not verified as factual, |

Generic Applicability .

This concern was not substantiated at SQN or WBN. No other site |RY
evaluations are necessary. |
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Issue 312.11-6 Inadequate Key Control Program

wBN

The concern for inadequate key control potentially hindering access
to safety-related equipment during emergencies was not validated.
The WBN evaluation was based on the plant's implementation of
security requirements for lock and key control and considered the
fact that WBN was not committed to the security requirements of an
operating licensee, but was in a modified stage of security. The
evaluator determined that the plant‘s key control procedures and
their implementation met the requirements for an adequate key
control program. The program ensures adequate control of security
keys while providing plant personnel with required keys in the event
of a plant emergency.

. SON

This issue pertains to Inadequate Key Control. Although the
evaluator found SQN procedures to adequately administer a key
control program which meets the requirements of 10 CFR 73 and
Regulatory Guide 5.12, one particular incident substantiated the
concern as a SQN problem. In this instance (LER 1-86024), keys were
not issued when plant access doors were locked upon loss of memory
to the MAC 540 card reader system. This instance was one example
that keys are not always provided to personnel requiring entry to
locked rooms.

BEN

The BFN specific concern pertaining to key control had generic
application to SQN and WBN, but was not validated at BFN. A review
was made of Standard Practice BF-19.26, "Key Control and
Accountability” which delineates the overall responsibilities For
key control in both Operations and PSS. Subtier documents from
Operations and PSS further specify the detailed instructions for
appropriately administering a key control program which meets the
NRC Regulatory requirements. Additionally, the BFN response to NRC
I&E Information Notice 86-55 provided credence that an acceptable
key control program is in place and functioning

BLN

The only concern in this element evaluated at BLN pertained to the
key control issue. This issue was not validated at BLN, partly
because this plant is still in the construction phase and only a
limited number of rooms have been turned- over to Plant Operations.
Additionally, BLN is adequately addressing this concern in the
course of responding to NRC I&E Information Notice 85-55.
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Conclusion

This issue was not verified as factual for WBN, BFN, and BLN.
However, at SQN CATD 31211-SQN-001 and 31211-SQN-002 were written
because keys are not always provided to personnel requiring entry to

=
i1

locked rooms and to follow up on LER 1-86024 in reference to the

loss of power on loss of memory to the security MAC 540 system, to
determine corrective action. At SQN this issue was-factual and

corrective action is being taken as a result of an evaluation.

Issue 312.11-7 No Air Conditioning in PSS Patrol Vehicles

WBN . 1R1

Two concerns pertaining to a lack of air conditioning (A/C) in PSS
patrol vehicles were determined to not be a regulatory issue. The
issue was determined to be factual but to not be a problem requiring
corrective action. Nevertheless, attempts have been made by PSS to
obtain A/C for patrol vehicles as is evidenced by written
communications with TVA's Transportation Services Branch and
summarized in the line management response to these concerns. [t
was agreed, however, to install A/C on_ the one patrol vehicle that
is used for considerable highway travel. The remaining patrol w
vehicles have been equipped with cab vents and fans to improve
comfort levels in the periods of hot weather. No instances were
identified where a lack of A/C in patrol vehicles had resulted in a
dust contamination problem with weapons and/or communication, as
alleged.

Conclusion

This issue regarding no air conditioning in PSS patrol vehicles for IRl
WBN was factual but doeg not require corrective action. T

Issue 312.11-8 Security Equipment Haintenance
WBN } IR1

Two concerns relate to the lack of expedience in completing
mainténance requests (MR's) on security equipment. The issue was
substantiated but corrective action was found to be underway prior
to the current evaluation. In responding to an NRC I & E
Information Notice, PSS had already compiled a list of MR's
generated for security systems over a recent 22 month period.
Findings and trends made from the data indicate there are areas that
warrant review by line management to explore improvement of response
time to security systems by maintenance. One potential improvement
was identified in an interview with' maintenance line management. °
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The improvement being considered would be the formulation of a

specialized maintenance crew, comprised of all disciplines, to

concentrate specifically on MR's for security equipment. Other
potential solutions may be available for consideration by line

management.

Conclusion

This issue regarding security equipment maintenance for WBN was |
factual but corrective action was initiated before the evaluation |R1
of this issue, i

Isgue 312.11-9 Inconsgistent Labels on Card Readers

WBN IR1

A WBN site specific concern that card readers are improperly labeled
with the access levels authorized to use them was not validated.
The-evaluator concurred with the line management investigation of
this issue which found only minor inconsistencies in the labeling of
card readers. These inconsistencies were brought to the attention
of PSS personnel and corrected, However, since using a key card in
a card reader not authorized for the individual's access level would
not unlock the security door; this issue does not constitute a
security violation,

At the time of this evaluation, the card readers are not used to
control access into security areas. Prior to licensing, when full
security is implemented and the card readers will control security
access, PSS should_re-evaluate access levels on all card readers.
Conclusion

"This issue regarding inconsistent labels on card readers for WBN was |R1
not verified -as factual. . |

Issue 312.11-10 Equipment Malfunction Causing a Security Breach

WBN IRY

One WBN concern in this element did not provide enough information
to evaluate. It pertained, generally, to a security equipment
malfunction that created a breach in security. No further details
could be found,.

Conclusion

»

This issue regarding equipment malfunction causing a security breach |R1
for WBN was not verified as factual. ]
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Generic Applicability -

This concern was not substantiated at the site of concern (WBN). No
other site evaluations are necessary. -

Issue 312.11-11 Security Systems Powered Down

WBN :

A concern that security systems should not be powered down when not
in use could not be validated. The evaluation consisted of a review
of the line management response which utilized additional
information that was available at that time from QIC. The line
management response concluded that the issue was directed towards
the security card.readers on the controlled access doors. Their
evaluation further concluded, through contact with technical
personnel, that, while there is a minor deleterious effect from
removing power from card readers, it is unavoidable. The
electrolytic capacitors in the card readers will, over a period of
time, evidence diminished capability to perform their electrical
function "and, finally, fail to operate. Therefore, it is of no
consequence whether a card reader is "powered down" in place or is
removed from its location and placed in storage. Card readers used
in the power block security concept are not "powered down," they are
electrically energized. Plant P/Ms continue to be performed on all
installed card readers which will identify and ensure repair of
inoperable card readers. :

Conclusion

This issue regarding security systems powered down for WBN was not
verified as factual,

Issue 312.11-12 Reliability and Calibration of X-Ray Machine and
Explosives Detectors .

WBN

This issue addressing the relia:. .ity and calibration of x-ray
machines and explosive detectors was substantiated, but corrective
action was found to be underway prior to the currént evaluation.
Interviews with security and instrument maintenance personnel
confirmed past problems with the performance of the explosive
detectors. An FCR documented these problems. and describes the
improved performance of the newer model explosives detectors which
are now installed. The line management response to a concern for
the effectiveness of the calibration technique describes the
calibration of the explosive detectors, which is the method approved

]R1

-

IR1

{R1
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IR1
|

IR1
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by the vendor. Security and instrument maintenance personnel also
confirmed an interference problem between the x-ray machine and
metal detectors. When the x-ray machine is turned on, the metal
detectors alarm. As a result, the x-ray machine is normally secured
whenever the metal detectors are in service and is made operable on
an as needed basis. Instrument Maintenance is preparing a DCR to
revise the physical layout of the 708' entry portal to alleviate
this problem. No further corrective action was determined to be
necessary.

Conclusion

This issue regarding reliability and calibration of X-ray machine IR1
and explosive detectors for WBN was not verified as factual. |

Generic Applicability

No deficiencies were identified by the WBN evaluation for concerns I
IN-85-956-X01 and IN-86-295-001. The issue is perceived to be an IRl

enhancement or convenience. No other site evaluations are necessary. |

Issue 312.11-13 Security Gate Won't Stop a Vehicle
WBN

This issue dealing with the inability of plant security gate #7 to
physically stop a vehicle was factual but did not require cocrective
action. The evaluator found this particular gate to provide vehicle
access to the site and to be a traffic control mechanism for PSS.
This gate is in the owner controlled area and, as such, is in the
lowest level of protective classification. The requirements for the
owner controlled area are, basically, that a person be made aware
that they are on private property. There is no requirement or
intention that these gates be designed to be physically capable of
stopping a vehicle. .

Conclusion

This issue regarding security gate would not stop a vehicle for NBN |R1
was factual but does not require cocrrective actxon. |

Issue 312.11-14 Excess Time to Travel Between Areas

WBN - IR1
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The issue regarding encumbered passage between the Turbxne Bay and
Control Building was substantiated. However, sufficient corrective
action has been implemented to ensure this concern is not a
recurring problem. The first issue is related to obtaining work
approvals from the shift engineer in the control room for work Lo be
done elsewhere, outside the security area. To alleviate much of
this seemingly unnecessary travel, an Assistant Shift Engineer (ASE)
is stationed on the 755' elevation of the Turbine Building adjacent
to the elevator. The ASE is assigned anytime work is being
conducted and is the appropriate individual to contact for
permission, signatures, etc.

The second item, concerning the fire brigade having to follow the
same route for emergency access to the protected ares, is not true.
In an actual emergency, (not a drill), fire brigade members who are
outside security go to the emergency equipment cage, obtain their
necessary equipment and proceed to the entrance portal. They are
provided emergency access badges and are exempted from search so
that their response is not impeded. Those fire brigade members who
are inside security utilize the quickest egress from the protected
area as described above. To alleviate this situation, an emergency
equipment cage has been constructed in the Auxiliary Building. Once
this addition is completed, fire brigade members who are inside
security will no longer have to exit and re-enter as is presently
done.

Conclusion
This issue regarding excess time to travel between areas for WBN was
factual but corrective action was taken before the evaluation of

this issue.

Issue 312.11-15 Security System Inadequate to Have New Fuel
Delivered On-Site

WBN

The issue pertaining to the existing security system being
inadequate to support the early delivery of fuel on-site was not
substantiated. This fuel is defined under 10 CFR 73 as “low
strategic significance” and is required to be stored within a
“controlled access area."” With regard to these requirements, the
new fuel is monitored with an intrusion alarm system, procedures
control access to the fuel storage area, and a PSS post has been
established with the responsibility to respond to unauthorized
penetrations and to summon assistance from off-site. These control
mechanisms adequately meet regulatory requirements for stocrage of
unirradiated fuel.

~ad
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.

Conclusion

This issue regarding security system inadequate to.have new fuel IR1
delivered on site for WBN was not verified as factual. |

Generic Applicability

This concern was not valid at the site of concern (WBN).- No other |R1
site evaluations are necessary. . |

Issue 312.11-16 Alternate Power for PSS Radio Communications

»

WBN IR

The lack of alternate battery power for PSS radio communication
equipment was not validated as a problem. The evaluator found

10 CFR 73 to require security's non-portable communications
equipment to have an independent power source in the event of the
loss of normal power. As alleged, there are no battery power
supplies; the requirements are met by utilizing alternate sources of
power. The power source for communications equipment is from a 480V
AC shutdown board which has both train A and B power sources.
Additionally, these boards are automatically switched to the diesel
generators if train A and B are lost.

Conclusion ’

This issue regarding alternate power for PSS radio communications for |[R1
WBN was factual but does not require corrective action. 1

Issue 312.11-17 Loss of Power Alarm in CAS/SAS

WBN 181

The issue pertaining to the lack of an alarm-in the SAS or CAS for
loss of power to remote control communications equipment was factual
but did not require corrective action. There is neither a
requirement nor a WBN intention to provide such an alacrm.
Communications equipment is provided with alternate power sources,
plus backup from the emergency diesel generator bgs. N

Should there be a malfunction in the transfer to alternate power, it
should be readily evident to CAS and SAS that their radios were not
functioning. In this case, CAS and SAS could utilize their
hand-held radios which are battery powered and -are functional on all
the PSS frequencies.
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Conclusion

This issue regafbingﬂloss of power alarm is CAS/SAS for WBN was
factual but does not require corrective action.

Generic Applicability

The WBN evaluation of this concern found no deficiencies. No other
site evaluations are necessary.

- Issue 312.11-18 Entrance Portal Too Small

WBN

A concern alleging‘that a certain security portal was too small to
adequately support personnel pat-down searches and equipment
inspections could not be validated. The evaluator found that the
anticipated traffic was underestimated in" the design of the portal.
PSOs assigned to this post are responsible for control of personnel
,in processing through the portal. To aid in the flow control of
personnel, footprints have been painted on the floor from the
explosives detectors to the badge window. PSS allows only one
individual -.to process through the window at a time. This control is
to ensure the adequacy of pat down searches and prevent crowding.
While confined, there have been no identified instances of PSS
failing to maintain its commitments for conducting searches and
controlling the badging process.

Conclusion

This issue regarding entrance portal too, small for WBN was not
verified as factual. .

Issue 312.11-19 Improper Functioning of Security Equipment

WBN

A concern made vague reference to improper functioning of security
equipment. The evaluation consisted of a review of the line
management response which utilized additional information obtained
from QTC. The line management response indicates that the concern

was with the Closed-Circuit Television (CCIV) video quality at the .

Intake Pumping Station (IPS). The response stated that there was an
acknowledged problem with poor video quality for the CCIV at the IPS
due to interferences, and it was being investigated. As a

|R1

[R1

Rl
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3.12

follow-up, the evaluator reviewed the video quality of the CCIV
coverage available in the secondary alarm station (SAS). It was
found that while the CCIV quality was not perfect, it was at an
acceptable quality-level for the intended purpose of surveillance of
the IPS. Therefore, the issue was substantiated but adequate
corrective action had been taken prior to the current evaluation.

Conclusion

This issue regarding improper functioning of security equipment for
WBN was factual but does not require corrective action.

Generic Applicability

No deficiencies were identified by the WBN evaluation. This issue
is perceived to be an enhancement or convenience issue. No other
site evaluations are necessary.

Issue 312.11-20 Lack of As-Constructed Prints

BFN

One BFN concern was validated in that there is a lack of
“Ag-Constructed” prints for security lighting equipment and that
Standard Practices were not followed for incorporating a partially
completed workplan into As-Constructed drawings. Marked up drawings
were not sent to Drawing Control Center resulting in difficulty for
maintenance personnel to maintain outside security lighting.
However, this lack of drawings is not safety-related and does not
violate 10CFR73 or the Physical Security Plan as long as
compensatory action is taken in the event controlled area lighting
is lost. CATD 31211-BFN-01 was issued to BFN line management.

Conclusion

'

This issue regarding lack of as-constructed prints for BFN is factual
and corrective action is being taken as a result of an evaluation.

Element 312.12 - Security Programs and Procedures

Issue 312.12-1 Access Control Points

WBN and SON

With regard to the issue of access control points, the access
control requirements evaluated in this element pertain to the vital
and protected areas, whereas Element 312.07 evaluated the owner and
site-controlled areas. No programmatic problems were identified.

IR1

IRl
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- When evaluating search policies at access control .points, the,
evaluator found a Regulatory Guide 5.7 recommendation that ten
percent of employees receive a hands-on pat down search before
protected area entry and that the preferred search method is through
* the use of metal or explosive detectors. Requirements further state
that when an in-depth background screening is conducted and the
employee is under continued observation in the workplace, that a
detailed physical search of personnel is unnecessary and that the
search by metal detectors is adequate. IVA's current requirement
for a 20 percent random search of employees and 100 percent search
of all visitors more than meets regulatory requirements. These
findings invalidated concerns IN-85-311-003, IN-86-022-001,
WBP-5-016-001, and IN-86-107-002.

The issue of pat down searches being inadequate was investigated
under Element.312.02. The evaluator subjected himself to processing
as a visitor into a protected area. A pat down search was conducted
.a8 required. Several deficiencies in the 'search technique were
identified. The search process itself, when it includes the use of
detection equipment, is adequate and does pass acceptance criteria
as stated in the regulatory requirements. However, the pat down
search received by the evaluator substantiated employee concerns
IN-85-311-004 and IN-86-107-003 that pat down search functions are
not conducted in a thorough manner, especially if detection
equipment is not in working condition or is otherwise unavailable.
This issue was further evaluated at SQN and was validated there as
well. As a result, a non-plant specific CATD was issued to the
security branch in Knoxville, and further evaluation of BFN and BLN
will not be conducted.

No evidence was found that personnel have entered the protected area
without a proper security badge as alleged in concern EX-85-048-008,
The evaluator made random observations of security personnel and
found that all plant personnel had to display their badge before
being allowed access into the protected area. This concern was not
validated.

Concern IN-85-369-002 regarding the lack of lunch box checks to
deter theft was also investigated in Element 312.08. The
requirements for searches of personnel and hand-carried items are
adequately detailed in PSS documents. Specifically, there are no
requirements for mandatory searches when entering or exiting the
site controlled area. However, all personnel are subject to search
while entering, remaining on, or exiting the site controlled area.
There are no stated requirements for how often these searches are to
be conducted., In view of this, this concern was not validated.



TVA EMPLOYEE CONCERNS REPORT NUMBER: 31200
SPECTAL PROGRAM
REVISION NUMBER: 1

PAGE 52 OF 61

Conclusion

This issue was factual and corrective action is being taken in
regards to inadequate pat down search for WBN and SQN. CATID
31212-NPS-01 was issued to the security branch in -Knoxville.
Evaluation was not conducted at BFN and BLN. The concerns regarding
search policies at access control points; personnel entering the
protected area without a proper security badge; and the lack of
lunch box checks were not verified as factual for WBN.

" Generic Applicability

IN-86-107-003 and IN-85-311-004 are generic to Sequoyah, Browns
Ferry, and Bellefonte plants because those plants are either
operating plants or have fuel onsite which required implementation
of the pat down search requirement. This issue was further
evaluated at SQN and was validated there as well. As a result, a
nonplant specific CATD was issued to the security branch in
Knoxville and further evaluation at BFN and BLN will not be
conducted.

.

. Issue 312.12-2 Background Investigations and Badging Process

WBN

None of the five concerns pertaining to background investigations
and badging were validated, due to CI misconceptions of the
requirements for access to the varying levels of protection (e.g.
owner-controlled, site-controlled, protected, vital). The CIs
generally believed that all levels of personnel access required the
same comprehensive background investigations. The evaluator found
that background investigations are not required by Federal
regulation for individuals that only require access to the
owner-controlled or site-controlled areas. They are required for
unescorted access to protected and vital areas only.

The Nuclear Plant Security Program Manual details TVA's background
screening program. The program meets or exceeds all regulatory
requirements for such a system. The necessary general employce

training required for unescorted access to protected and vital areas.

is also specified by procedure, and procedures are in place for
controllxng escorted personnel who have not had a background
screening or the required training.

One concern (IN-85-427-001) alleged that every employee could not be
positively identified since badges were not issued to everyone.

Based on a review of regulatory requxrements. this concern was not

" validated. The evaluator found that PSS is only required to obtain
reasonable assurance that an individual is identified and authorized
to be onsite. Positive identification is only required in the
protected area. \

2
[
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Badges issued for the owner-controlled and site-controlled areas are
for identification purposes and are easily identifiable status
indicators when properly displayed. Other means such as sign-in
registers, hardhats, construction brass, etc., can, and do, serve
the same purpose in the owner-controlled or site-controlled aress.
In these cases a numbered visitor badge is assigned to uniquely
identify an individual or a unique trade and labor number identifies
the individual and his work unit (craft). This number is displayed
on the individual's hardhat.

Individuals whose status indicator, either badge or unique number,
allows entry into the owner-controlled or site-controlled areas
cannot gain unescorted access into protected or vital areas of the
plant. Individuals requiring access to vital and protected area
zones are required by procedures to have completed additional
training, to have had a satisfactory background screening, and to
have completed a psychological evaluation before being allowed
unescorted access to these areas. Provision has been made to
accomplish entry into these areas as an escorted individual. This
is consistent with regulatory requirements.

. Concern EX-85-015-009 stating that employees who have failed Health
Physiecs training and still work in positions requiring security
badging was not validated. The line management response to this
concern identified two individuals at WBN who have not passed
spacific General Employee Training (GET) classes. However, neither
of these individuals were employed in positions which required
badging for access into the protected area of the plant.

Conclusion

This issue regarding background investigations and badging process
for WBN was not verified as factual.

Issue 312.12-3 Site Physical Protection

WBN

No programmatic problems were found in the ten concerns comprising
the issue of Site Physical Security Requirements. Many of the
employee concerns covered in this section are concerns that express
an apprehension that TVA has not fully considered all the possible
avenues for intrusion into plant protected areas and that certain
administrative controls may not be adequate for this facility.
Concerns related to single officer patrols in the owner-controlled
area, the adequacy of the officer patrol function at the intake pump
structure, and the possible use of ultralight aireraft to gain

IRl
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access to the pratected area. are examples of things that were
considered in IVA's design of the power block concept. The original
concept of physical security for nuclear power plants was to enclose
the entire facility within a perimeter. By design, this concept
required a large protected area with an attendant number of alarm
systems, administrative policies and procedures and many security
personnel to implement and enforce the design basis. The Power
Block concept is the product of re-thinking the original design into
the smallest feasible size and encompasses the protected and vital
area for the safe operation of the plant. The concept has been
thoroughly studied. The controlling documents were appropriately
revised and were concurred with by the NRC. Concerns IN-86-191-001,
IN-85-678~-005, IN-85-311-011, IN-85-700-001, and IN-85-552-001 are,
therefore, not valid.

Concerns P}{-85-029-001 and IN-86-213-003 for PSS overtime
limitations were not validated. Overtime limitations are not
imposed on security officers by the NRC in the same manner as they
are for plant operators. Excessive overtime is, however, a
legitimate NRC concern because of its obvious effects on
performance. As a consequence, WBN has committed to a target of no

.more than a ten-percent overtime factor under normal conditions at

the time of licensing.

Concern IN-85-333-03 stating that HP personnel were standing a panel
access watch which detracted from their regular duties was, although
valid, determined not to be a problem. The CI believed this watch
was a PSS responsibility. An NSRS report revealed evidence that
manning this station was not a problem because HP personnel were
only assigned to this task 1 to 2 hours per day. The concern was
discussed with a member of the Preoperations Test Group who has
required frequent access to these panels. It was determined that
the area is a vital area with appropriate vital area access controls
and that the rasponsibility for this activity had been transferred
to the HP organization. Interviews with' HP personnel determined
that HP has since discontinued this activity with the decline of
activity in the area. .The shift engineer and Instrument Maintenance
personnel now maintain the panel keys.

Concerns IN-85-843-001 and IN-85-843-004 for an inadequate TVA
policy on the use of deadly force were not validated. The use of
force is addressed in ANSI/ANS 3.3 which states that "a sufficient
degree of force may include deadly force when there is a reasonable
belief it is necessary in self-defense or in the defense of others
against a threat of deadly force." TIVA is required to establish an
owner organization policy that is consistent with this requirement
and that ensures-conformance with any other Federal, state or local
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statutes regarding the use of force. Regulatory Guide 5.43 states
the "members of the guard force should be prepared to use their
firearms rather then permit the theft of Special Nuclear Material |
(SNM) or the sabotage of a nuclear facility." Regulatory
requirements or statements regarding the use of deadly force always
leave a question open as to the legalities involved when deadly
force is used such that use is based on a decision making process
depending on the specific circumstances involved. TVA clearly
states that "firearms shall be discharged only as a last resort in
defense of your life or another," in PSS SIL 1.3. Interviews with
PSS management further clarified the IVA position such that the
evaluator was satisfied that this includes the health and safety of
the public in the event of sabotage of a nuclear facility or theft
of SNM. :

w
.

Conclusion

i ®F

- This issue regarding site physical prdfection for WBN was factual |R1
. but does not require corrective action, |
. }? 1

Issue 312.12-4 Authority of PSS 14 .
WBN . l!ﬂlm')

Concerns IN-86-214-004 and IN-86-074-X05 regarding lack of PSS
authority to enforce security regulations were investigated under

" Element 312.07 where a review of the Security Degradation
Determination/Corrective Action Reporting (SDD/CAR) program was
conducted to ensure that PSS authority was supported by plant
management. The evaluator found several deficiencies. SDD/CAR
system weaknesses and a lack of responsiveness on the part of NUC PR
supervision to the corrective action aspects of the system
contribute to the perception that security violations are not

. offectively dealt with. From a sample of 30 SDDs, it was noted that
plant management did not respond to the corrective action portion in
S3% of the sample reviewed and the Superintendent of Operations and
Engineering does not review SDD/CAR forms as required.
Additionally, the evaluator found two weaknesses in the
administration of the SDD/CAR system. The informal tracking system
for SDD/CAR forms would allow deletion of a security degradation
form from the system up to step three in the initiation process
where the unique number is written on the form and entered into the

‘ log. Secondly, no feedback is provided to the originator. These

inconsistencies validated the concerns.
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4.0

5.0

Concern IN-85-094-001 pertained to the lack of a designated leader
for the Emergency Medical Response Team (EMRT). The CI believed
this led to confusion at the scene of medical emergencies. This
concern was not validated; the Assistant Shift Engineer is
designated as the emergency team leader, responsible for directing
all aspects of the emergency and for limiting confusion by making
spacific assignments as necessary.

Concern IN-85-456~001 questioned PSS authority to search cars
without the owner being present. Car searches in the
owner-controlled and site-controlled areas are not covered by
procedure; however, PSS policy requires the owner to be present.
Interviews with security personnel found no instance of a vehicle
search without the owner present. This concern was not validated.

Conclusion

This issue regarding authority of PSS for WBN was factual and
corractive action is being taken in regard to the weakness in the
administration of the SDD/CAR system. (CATD 31207-WBN-01 was
issued under Issue 312.07-1)

.COLLECTIVE SIGNIFICANCE

A collective assessment of the element-level findings (Section 3.0) led
to the identification of no subcategory- -level findings for this
subcategory. All deficiencies were determined to be adequately addressed
at the element level.

ROOT CAUSE, PRELIMINARY ANALYSIS

Sections 3.0 and 4.0 discussed the specific findings for each of the
element evaluations of this subcategory and their collective
significance. This section presents the results of an independent review
and analysis done on these specific element-level findings to identify
the most frequently occurring and widespread root causes at the
subcategory level. Patterns of recurring findings called symptoms were
derived from the elements. These symptoms were tested for root causes,
and the root causes for all elements were then analyzed collectively to
identify which occurred most frequently and at the most sites.

Details of the symptoms and root causes derived for each element are
presented in Attachment D, "Summary of Symptoms and Root Causes.™
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6.0

An analysis of these element-level symptoms and root causes in the
subcategory is depicted graphically in attachments E, F, and G.
Observations were made in studying these attachments and the findings of
section 3.0 of this report. The results of this analysis indicate that
there are no shared symptoms or root causes that would identify
programmatic problem areas. Therefore, no subcategory level root causes
are identified for subcategory 31200.-

CORRECTIVE ACTION

6.1 Element 312.07 - Security Procedure Violations

WBN

A Notice of Immediate Action (NOIA), number 9-0P312, was issued to
WBN line management noting that the SDD/C rogram implementation
requirements were not being followed. e acoeptable response to
this NOIA received from WBN line mangfement was\as follows:

“The following corrective actio be tak/g t satxafy
immediate action No. 9-0P312:

1. A review of the retu was conducted.

. ,s*»

2. A revision to WB 10/ e completed by September 19,
1986 to require thé r ?rof SD s to Public Safety Section
(PSS) by the d AN t%xlure to return the form shall
require noti \\ v66r1ate plant superintendent for

action. o

1«#\%\&,{0‘2*15% process to identify a selective routing
of SD 4¥§’Che sap tx endent of 0&T for review with check off on
the nss\f%cm by f/;psc 15, 1986.

This NOIA g/;obsequently changed 1nCO CATD 31207 -WBN-01 for
tracking pur Oses.

6.2 Element 312.11 - Security Design and Hardware

WBN

CATD number 31211-WBN-0l1 was sent to WBN line management concecrniag
the incompletion of a Design Change Request that could result in
LER. An acceptable response to this CATD was received from WBN line
management as follows: .

. . N v
L . . i bR
MR K]

.

|
|
|
|
IRL "
|
|
|
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»

“DNE will prepare a memo by March 1, 1987 to the Site Director
approving DCR 0696 with the exception of item number three. Item
number three requests a CRT located outside the Power Block and not
in a controlled access area. DNE is concerned that the probability
of illegal access to the VAACS computer software will increase. DNE
will provide a UPS at each alarm station which will interface with
the security diesel ECN number 6793 has been assigned to implement
this DCR.

Verbal concurrence obtained through meeting with Tom Huth,
John Lyons, and Marvin Smith CATG 11 February 1987."

SQN

Two CAIDs were issued to SQN line management. CATD 31211-001-SQN
identified the problem of keys not being provided to personnel
requiring entry to locked rooms. 'CATD 31211-002-SQN was in regard
to the follow-up required for an LER in reference to the loss of
power or loss of memory to the Security's computer system. An
acceptable response to these CAIDs has b received from SQN line
management , as follows:

"1. Corrective actions were identi
~designed to prevent loss of in the MAS-540 due to power
transients. The followin
under the respective CCT

n the event' it is losc

NCO-86 2j3;663 Implement a PY to periodically replace the

backup battery to the MAC-540 memory system:
This will ensure that for short-term power
transients the battery will have a sufficient
charge to maintain the memory.
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6.

3

ed to first add
d not\be lost during

These actions were identified and impl
assurance that the MAC-540 memory w

for quick reloading. ,correct1ve ctions are
considered’ appropriate

Operations Staff
s T lant safety. Providing
;uﬁizbhourly rounds is not a
1gn'8};h1n1€gé:/96b of plant secuc1ty
eqprf%j‘forcb‘1s fTied immediately of a loss of the
N 3ad ’Egnpé the fire watch requirement. They make
&yé;ﬁ:é fonE‘;Z; upply a security officer to assist with
rotmds. Ih s urity interface, in conJuncnlon with the

corhective ag¥ions specified in LER 1-86024, is considered
apprdogria No additional corrective actions are to be taken

BEN

CATD 31211-BFN-01 was issued to BFN line management concerning the ,
lack of "As-Constructed" drawings for outside security lighting and ‘ ,f
the incompletion of the applicable workplan. The acceptable Y
response to this CAID received from BFN line management was as

follows:

"Workplan No. 8521 was field completed and transmitted to Operations
on August 21, 1986, by the Workplan Coordinator. Operations has the
workplan for a procedure change. Upon receipt of Workplan No. 8521
from the Operations Group the Workplan Coordinator will, by
procedure BF-8.3, transmit it to Document Control Center for
as-constructing the drawings.

Workplan No. 8644 will accompany Workplan No. 8521 as it has common
drawings.

As recurrence control, all Backlog Workplans will be closed prior to
applicable unit starctup."

Element 312.12 - Security Programs and Procedures

CATD 31212-NPS-001 was sent to WBN line management identifying the
inadequate adherence to the acceptance criteria for pat downs during
period of inoperative electronic search equipment and overall
inadequacy of performing pat-down searches. An acceptable response
has been received from corporate management as follows:
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’ . "proposed action plan that corrects this CATD is as follows:

A. Action to be taken to identify similar instances of inadequate
pat-downs will be through an established ongoing
audit/evaluation program. The Nuclear Regulatory Commiss1on
(NRC) and the Division of Nuclear Quality Assurance (DNQA) will
perform annual audits and/or unannounced inspections.  Site

Security Managers and the Nuclear Security Branch (NSB) will perform
ongoing evaluation of the program and officers. Shift supervisors

will perform on-shift officer performance evaluations. All will be
documented. ]

- At Watts Bar Nuclear Plant (WBN), the action to be taken
will start when the security program reenters a schedule
| , that completes training of individual officers and places
the security program in an operational state for a fuel
load license. The target date to complete the actions
necessary to have the program in place is 30 days before a
future established fuel load date for unit 1.

- At Sequoyah Nuclear Plant (SQN), the target date to
‘ } complete the action necessary to have the program in place

before a future established restart date of unit 2. This
plan is already being performed at SQN preparatory to
restart. The Site Security Manager has already performed
. an operational readiness test. NRC is completing its
: second preparatory inspection in four months (March 6,
1987). DNQA completed its annual audit on February 6, 1987.

B. Action to be taken or planned that corrects identified instances
of inadequate pat-downs will be through remedial training and/oc
. disciplinary action. Each case will be judged on its own
merits. Additionally, action completion dates will be assigned
according to each case need.

C. Actions to be taken or planned and dates of completion that will
: : preclude recurrence of inadequate pat-downs will be as provided
in the above paragraphs. It is noted that individual inaction
or willful poor performance are not factors that can always be
controlled. However, experience has shown the plan will provide
management with the best tool available.

. D. For actions completed to date, see the above paragraphs. The
] s _results of the plan will be evidence when a fuel load license is
received at WBN and restart of SQN has occurred.
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7.0 ATTACHMENTS

- Subcategory Summary Table

Attachment A
, Attachment B - Listing- of Concerns by Issue

Attachment C - Checklist for Root Cause Analysis
Attachment D - Summary of Symptoms and Root Causes
Attachment E - Graph of Symptoms Versus Root Causes
Attachment F - Bar Charts of Symptoms
Attachment G - Bar Charts of Root Causes
Attachment H - CATIDs

I - List of Evaluators by Element/Plant

Attachment
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SUBCATEGORY SUMMARY TABLE
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ATEGORY: OP PLANT OPER. SUPPORT

CONCERN HUMBER

BFN-85-048-00101
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E£X -85-015-00901
150053

EX -85-040-00201
750152
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750161
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op

op

op

op
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31212

31208

70512
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S HBH
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SUBCATEGORY s
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BF BL SQ HB
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2 O NA NA HA

1 H H H
2 NO HA HA UA
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2 NA HA HA SR
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{A HA HA HA
i BNy
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HISTORICAL
REPORTY

EX-85-015-009

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.

CONCERHN
ORIGIN

OECP

HRC

QT7C

QTC

QTC

SECURITY AT PLANT ENTRANCES

CONCERH DESCRIPTION

DURING THE EXIT INTERRVIEN THE CI EX
PRESSED HIS CONCERN THAT SOMEONE HHO
SHOULD HOT HAVE PLANT ACCESS COULD
ENTER THE 'PLANT UNEXCORTED. AFTER B
EING GRANTED UHESCORTED ACCESS, All I
NDIVIDUAL FINGERPRINT RECORD HAS DET

ERMINED UNACCEPTABLE.,

LACK OF "AS-CONSTRUCTED" PRINTS PER
TAINING 10 SECURITY LIGUTING EQUIPME
HT AROUND THE PLANT.

EARLY DELIVERY OF FUEL ONSITE IS A P
ROBLEN DUE 10 A CURSORY SECURITY SYS
TEH AUD IMPLEMENTATION. (REF: NRC LE

TTER FROW B. J. YOUHGBLOGD TO S. A.

MITTE DATED JUNE 23, 1986. RINSHE A02
860703 001) ‘

ENPLOYEES FATLED THE HEALTH PHYSICS
TEST AT LEAST YHICE AND ARE STILL HO
RKING 1IN A POSITION UHICH REQUIRED S
ﬁcgglzr 2ADGES. CHAHMES/DETAILS KHONW
! c

SECURITY SHOULD BE MORE ALERT. CI H
AS ABLE TO UALK THROUGH THE GATE WIT
{I0OUT A BADGE AND HALK OUT THAT NIGHT
HITHOUT DEING HOYICED. CONSTR. DEP
T. CONCERN. -CI HAS NO ADDITIONAL IN
FORMATION. FOLLUNUP HOT REQUIRED.

SOME HOMEN TN PUBLIC SAFETY ARE HOY

WILLING OR ABLE TO PERFORM THEIR JOB
. CONSIRUCTION CONCERN. CI HAS NO
ADDITIOWAL ITHFURMATION. NO FOLLONUP
REQUIRED,

PAGE - 1
RUN TIME - 13:36:3
RUN DATE - 04/24/8

REF. SECTIO
CAT - op
SUBCAT - 31

3.8
312.08-5

3.1
312,.11-20

3.11
312.11-15

3.12
312,12-2

3.8
312.08-1

3.2 ;
312.02-3
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ATEGORY: OP PLANY OPER. SUPPORT SUBCATEGORY: 312
) S
H 1 REPORT APPL
SUB R PLT 2 SAF RELATED HISTORICAL
CONCERN NUMBER CAT CAT D LOC BF BL SQ KB REPORT
EX -85-048-00801 OP 31212 N MWBH 1 M N N Y
750168 ) 2 HA HA HA NO

£X -85-049-00101 OP 31205 H HBH 1 ‘1-85-527~-UBH

H
T50163 . 2 HA NA

H H Y
HA SR

EX -85-057-00201
150256 2 HA HA

OP 31205 HWBH 1 H H N Y
HA SR >

EX -85-162-00201 OP 31208 H WBH 1 H H H Y
150206 . 2 NA NA HA NO

+

MBH 1 H N H Y
tA HO

EX -85-167-00101 0P 31208 N
150206 2 HA NA

COHCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.

CONCERN
ORIGIH

qQTC

QTC

Q1c

QIC

AUTHUKLTY
EAR PUOIIER
EMPLOYEE CONCERN PROGRAM SYSTEM (ECPS)
EMPLOYEE CONCERH INFORMATION BY CATEGORY/SUBCATEGORY
SECURITY PROGRANMS AND PROCEDURES

AGE

CONCERN DESCRIPTION

HORKERS CAN ENTER AND EXIT THE SITE
HITHOUT 1L ARTIG A PROPER BADGE. CI
HAS ENTERI'D AUD EXITED A SECURE AREA
HITHOUI H1S5S BADGE SEVERAL TIMES THR
OUGH TuE ORTAL EUTRY IN THE TURBIHE
BUILDING. CONSTRUCIION CONCERH. C
I HAS HO ADDITIONAL INRFORMATIOH.

ABOVE TLOOR ELEVATION 713° AND 737,
SOUIH OF THE ELEVATOR, IT IS POSSIBL
E FOR A PERSONI TO WALK Ont THE CABLE
TRAYS (RUMNING EAST ANID 1IEST) AND CR
0SS BEIMILEN UNITS 1 AND 2, AS THERE
IS N0 SUCURITY BARRIER INl THIS AREA.

CI FLLLS THAT TUIS IS A BREACH OF
SECURITY. NUCLEAR POKHER DEPT CONCER
. CI HAS N0 FURTHER INFORMATION,
10 FOLLOLIUP REQUIRED.

SECURITY 1S UOT AS THOROUGH AS IT SH
OULD BE Il PLACES. A PERSOH CAN SLI
P _FROM UNIT 2 TO UNIT 1 IF THEY HANT
TO0. CONSIRUCTION DEPARTHENTY CONCER
M. N0 FURIHER INFORMATION IN THE FI
LE. HO FUOLLOI-UP REQUIRED.

CI HAS HOI SATISFIED WITH THE ANSHER
RECEIVLD FROM TVA O CLOSURE OF A C

ONCERN REGARDING THE HEED FOR LUNCH

BOXES BEING SEARCHED Ol ENTRY TO THE
PLANT. CONSTRUCTION DEPY. CONCERN.
CI HAS NO ADDITIONAL INFORHATION.

POHER PRODUCTION PERSOMHEL DOM'T -HAV
E TO BE SIUOI'PED OR SEARCHED BY COlST
RUCTION PUBLIC SAFETY AS TIHEY ENTER
THE PROJEC). CONSTRUCTION DEPY. CON
CERN. Cl HAS HO FURTHER IHFORMATIOM

2
RUI¢ TIHEQ: 36:3
RUH DATE ="U4724/8

REF. SECTIO
cAT - op
SUBCAT - 31

.12
312.12-1

-
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FREQUEHCY - REQUEST OFFICE OF NUCLEAR POHER ) RUN TIME - 13:3613
ONP - ISSS - RUM EMPLOYEE CONCERN PROGRAM SYSTEM (ECPS) RUN DATE - 04/24/8
EMPLOYEE CONCERN IHFORMATION BY CATEGORY/SUBCATEGORY

ATEGORYs OGP PLANT OPER. SUPPORT SUBCATEGORY: 312 SECURITY AT PLANT ENTRANCES
s
H 1 REPORT APPL REF. SECTIO
SUB R PLT 2 SAF RELATED HISTORICAL  COHCERN CAT - op
CONCERN NUMBER CAT CAT D LOC BF BL SQ B REPORT ORIGIN CONCERN DESCRIPTION SUBCAT - 31
EX ~85-185-00101 OP 31208 N MBH 1 H N H Y EX-85-185-001  QTC PERSOMNIEL CAN HALK THROUGH BRASS ALL
150225 2 HA HA NA NO EY UITHOWT PROPER IDENTIFICATION. C 3.8
ONSTRUCT 10N DEPARTMENT CONCERN. €I 312.08-1
HAS MO ADDITIONAL INFORMAYION. -~ GE
genlc COICERN ~ HO FOLLOK UP REQUIRE
IN ~85-094-00101 OP 31212 H¥BH 1 H H N Y 11-85-094-601 QTC BURING EMERGENCY MEDICAL RESPONSE, B 3.12
¥50089 2 HA HA hA No ECAUSE OF THE HUMBER OF PUBLYIC SAFET . .>°

Y PERSONNCL IHVOLVED, THERE IS MucH  312.12-4
CONFUSION AT THE SCEMNE OF EACH MEDIC
AL EMERGENCY. CI FEELS THERE WEEDS
T0 BE GNE PERSON DESIGHATED 10 BE IN
CHARGE AT THE SCENE OF EACH MEDICAL
EMERGENCY. CI°'S CONCERH IS GEMERAL
, HDO SPECIFICS OR DETAILS GIVEMN.

H N oY arc PLANT SAFETY (PUBLIC SAFETY OFFICERS
HA NA NA HO ) MAY HO( DE ADEQUATE TO PREVENT INT 3.8
. RUSTON BY UHAUTHORIZED PERSONS INTO 313 0g.)

PLANI. CI FEELS PUBLIC SAFETY SERVI .
CE IS LAX ESPECIALLY AT BRASS ALLEY
AHD GATE 2.  ANYOME WITH A HARD HAT
AND_LUNCH BOX CAN GET THROUGH BRASS
ALLEY OR GATE 2. CI COULD HOT PROVI
DE ANY ADDIIIONAL THFORMATION.

IN -836335-00101 OP 31208 NHBH 1H H N Y IN-85-165-001 QTC TVA*S SECURITY DOESH'T REQUIRE SEARC 5 g

IN ~-85-149-00101 0P 31208 N HBH
150075

N b=t

15 2 HA HA NA HO HES JIHEN ENTERING THE SITE (CHECK LU
lNCH BOXES, BRIEFCASES & PURSES) _ 312.08-1

IN -35-166-00101 OP 31208 HHBN 1N N N Y IN-85-166-001 QTC TVA DOESH'T HAVE AN ADEQUATE SECURIT 4 g
150007 2 HA HA HA NO E gr§ﬁ¥ AS PERSONNEL ARE ENTERING TH 315 08-1

CONCERNS'ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.




REFERENC - ECPS13221-ECPST32¢C TEMNESSELE VALLEY A 1TY PAGE -
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D
et Targ uw
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ONP - "1$$5 - A”un ) E€MPLNYEE CONCERN PROGRAM SYSTEM (ECPS) - RUM DATE - 07/07/87
EMPLOYEE CONCERN INFORMATION B8Y CAVEGORY/SUBCATEGORY
CATEGORY: OP PULANT OPER. SUPPORTY SUBCATEGORY: 312 SECURETY
[]
s
__ " 1 REPORT APPL . .. REF. SECTION ¥
SUB R PLT 2 SAF RELATED HISTORICAL  CONCERN . . CAT =" op Y
_CONCERN_NUMBER CAT CAT D LOC AF 8L SQ WB REPORY ORIGIN CONCERN DESCRIPTION SUBCAT - 312
iN -85-191-00101 ®P 70512 S WBN 1 N N N N XN-851191-001 314 VHEN FEMALE PUBLIC SAFETY OFFICERS A :
150063 - 2 MA NA NA NA e emreseow. RE _ASSIGNED TO SECURITY POST WHERE *
X PAT DOUNS™ ARE REQUIRED, THEY CAN®T : o
) 02 0P 31202 S NBN 1 M N N Y 00 YHEM SINCE TVA HAS A POLICY THAY 3 2
2 NA NA NA NO FEMALE OFFICERS CAN®T “PAT DONN™ MAL .
N i € EMPLOYEES. THIS CAUSES Two (2) PR 312.0G2-1
=T OBLEMS: 1) NMALES D0 ALL THE "PAT 0OM
- e e NS% _(MORK) SINCE MOST OF THE PERSONH _ .
EL REQUIRING “PAT DOWNS™ ARE MALES. e
) ) 2) THE FEMALE OFFICERS GEY RE-ASSIG
: o NED TO OTHER POST WHERE VTHERE IS LES
S ACTIVITY. EXAMPLE: PORTAL ENTRANC

b - € LOCATED ON 708° EL.., THE MAIN ENTR
: _ANCE YO POMER BLOCK.

o 4o s

IN -85-191-00209 oOP 31211 N 6N 1N N N Y IN-85-~191-002 ave PORTAL ENTRANCE ROOM FOR SECURITY AT .
150082 2 NA NHA NA NO €1. 708°~Q™ IS YOO SMALL FOR CHECKI
HG PERSONKEL & EQUIPMENT. (UNIT T ¢ 3.11
. 2) SPACE DEYUEEN EXPLOSIVE SNIFFERS .

$ WALL IS KOT ADEQUATE FOR THE Nums  312,11-18
€ER OF PEOPLE, NORMALLY IN THE AREA,
TO ALLON "PAT-DOWN"™ VO OCCUR.

IN -85-204-00101 0P 31212 N W8N T N N N Y WwI-85-002-001 QI¢ TVA CONSISTENTLY FAILS TO ADEQUATELY
150007 2 NA NA NA NO INVESTIGATE THE BACKGROUND OF APPLI 3.12
. CANTS PRIOR TO ALLOVING APPLICANYS O . .
e - H SITE. THIS ALSO APPLIES YO PERSONN  312.12-2 ° *

EL IN CRITICAL AREAS, SUCH AS PURLIC
SAFEYY OFFICERS

1IN -48-220-0010) oFp 331208 N uON N N N Y Qve PUBLEIC SAFETY DOES NOT VISUALLY CHEC
150089 . NA NA NO . __ K PEOPLE ENTERING VTHE PLANT AT THE G 3.8

ATEHOUSE. CI FEELS THAT SOMEONE INT .

ENT ON SABATOGE TO THE TuralbLE . &f+d 312.08-1

ING, THUS EFFECTING REACTOR SYSTEM,

COULD ENTER THE PLANT VERY EASILY.

FEELS POWER ALOCK SYSTEM SHOULO BE 6

ROUGHT TO GATEHOUSE PROVIDING TOVAL

T PLANY COVERAGE, NOT JUST THE AUXILIA
RY_BUILOING.

[y
z
>

CbNCEIN§ ARE GROUPED BY 'FIRST 3 DIGITS OF SUBCATEGORY NUMBER.
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CONCERN DESCRIPTION

ATEGORY: OP PLANT OPER. SUPPORT SUBCATEGORY: 312 SECURITY INTERFACES Ul/U2
1‘ S
H 1 REPORT APPL o
SUB R PLT 2 SAF RELATED HISTORICAL  CONCERN
CONCERN HUMBER CAT CAT_, D LOC BF BL SQ KB REPORT ORIGIN
Il -85-233~00101 OP 31205 HuHWBH 1 H H W Y IH-85-233~001 QTC

750009 2 HA HA HA SR

IN -85-238-00301 OP 31212 HWBH 1 H H H Y "QTC
150204 2 NHA A HA HO

IN -85-287-00101 OP 31208 HHBH 1 H H N Y QTC
T50167 2 HA HA HA O

IN -85-309-00101 MP 70512 S WBH 1 H H H H IN-85-309-001  QTC
750222 ~ 2 HA HA HA HA
02 oP 31202 sSHBH 1 H H H Y
2 HA HA HA NO

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.

A SECURI1Y BREACH HAS ALLEGED BETIIEE
H UNITS 1(VITAL) & 2 (ION-VITAL) ALL
OHING UNCONTROLLED ACCESS BY CRAFT ¢
ERSONMNEL VIA A CABLE TRAY AND A HVAC

DUCT ON VUE 737 ELEVATION. IUDIVID
UAL HAS UICERTAIN OF THE SPECIFIC EL
EVATION

HBUP*S PFRSONNEL SECURITY CLEARANCE
PROCESS 15 IUADEQUATE AHD SHOULD BE
REPLACED BY All OUTSIDE CLEARANCE/INV
ESTIGATIVE FIRM, SUCH AS IS THE PRAC
TICE IH OAK RIDGE. OHNE EXAHMPLE OF H
BUP*S HFAK SYSTEW IS THAT A CLEARED
PERSON (HO¥ KHOUW) TIORKING FOR A CON
TRACTOR USLD DRUGS MIMILE BEHIND THE
SECURTTY [IIICE, THEH RAIl AROUND SHIT
CHING CHERGIZED CIRCUITS TO MOTORS &
VALVES. [HIS COULD HAVE HURT EHMPLO
YEES OR THE PLANT. CI DECLINED TO P
ROVIDE (URTHER YUFORMATIGH. CONSTRU
crion pEPT. -

SECURITY MEASURES ARE IHADEQUATE THE
RE IS NO HANDS Ol SEARCH, OHLY A CUR
SORY CHLCK OF VISITOR ID, AND A TELE
PHOUE CALL TO THE PARTY IO IS EXPEC
TING THE VISITOR. VISITORS HAVE FRE
E RUN OF TWE PLANT AFTER CLEARLIG SE
CURITY, Alp COULD CARRY IN DOtIBS & G
Uls.  C(CONSTRUCTION VDEPT CONCERN) CI
HAS 110 NIORE INFORMATION.

HOMEN ARE NOT PERMITTED TO 1ORK CERT
ALll PULLIC SAFETY POSTS DUE TO SEARC
H REQUIRINNIS. MEN ARE REQUIRED YO
SHITCH POLIS TO FILL THIS DEMAND. TH
E MALE'. POST IS OFTEM SHITCHED IN T
HE ORI AFTER THEY REPORT TO 110RK
EVEN LGl 1HE SCHEDULE IS MADE 0U
T THO HLERS IN ADVANCE., CI COULD N0
T PROVIDL AUY ADDITTONAL IHFORNATION
HUC. PGHLER DEPT. CONCERMN.

RUIl DATE - 04/24/8;
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3.12
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ATEGORY: OP PLANTY OPER. SUPPORT
S
H
SUB R PLT
COMCERN HUMBER CAT CAT D LOC
IN -85-309-00201 OP 31204 N HBH
150222
N -85-311-00101 0P 31211 N HBH
150220
1N -85-311-00201 OP 31211 N HBHN
150220
0P 31212 N HBH

I -85-311-00301
750021

EMPLOYEE CONCERHN

TE
0

HUESSE EY AUTHORITY
FFICE E’LEAR POHER

OGRAM SYSTEM (ECPS)

EMPLOYEE CONCERH INFORMATIOHN BY CATEGORY/SUBCATEGORY
SUBCATEGORY:

N

REPORT APPL
SAF RELATED
BF BL SQ KB

H H 0 Y
HA HA HA HO

H H H Y
HA HA HA HO

HOH N Y

HA HA HA 1O

H H H Y
HA NA HA lO

312

HISTORICAL

COHNCERH

REPORT ORIGIN
IN-85-309-002 QTC
QT1C
IN-85-311-002 QTC
IN-85-311-003 QTC

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.

MAHNAGEMENT AUD PERSOMHEL ISSUES

CONCERN DESCRIPTION

PUBLIC SAIETY MANAGEMENT CHAHGES THE
SCHEDULY OF TIME OFF AT THE LAST MI
HUTE. [HPLOYEES HNO HAVE FOUR CONTI
HUOUS DAYS OFF PER THE ISSUED SCHEDU
LE FIND 1HAT A UTILITY POST HAS DEEHN
SCHEBULLD [n THE NIDDLE OF THEIR FO
UR DAYS Wi E.  THIS UTILITY POST IS O
FTYEH SCHIDULED ON A DIFFERENT SHIFT
THAH NORIALLY HORKED. AS A RESULT,
SOMETIM % Al OFFICER MUST BE SCHEDUL
ED IN Al OVERTIME RATES TO FILL THE
EMPLOYIES MORNAL SHIFY.. NUCLEAR PO
H{IER DEPT. CONCERN. CI COULD HUNT PRO
VIDE AlY ADDITIOHAL INFORHATION.

X-RAY MACHINES AND EXPLOSIVE DETECTO
RS AT 11 ACCESS CONTROL PORTAL TO T
HE PLANT VITAL AREAS HAVE A SIGHIFIC
ANY DEGRIE OF THOPERABILITY. HMAINTE
HANCE LOGS HILL PROVIDE SPECIFIC DET
AILS. HNUC. POHER CONCERN. UHNIT. 1.

EXPLOSIVE DETECTION DEVICES ARE CALI
BRATED BY HOLDING All OPEH BOITLE OF
THT DIRECTLY AGAINST THE DETECTOR.
THE CONCLRN EXPRESSED HAS THAT THIS
METHOD DOES HOT PROVIDE AN ADEQUATE
JNDICATOR OF THE DETECTOR'S ABILITY
TO FUNCHION UNDER ACTUAL OPERATING C
ONDITIONS. HO FURTHER DETAILS COULD
Egﬁ PROVIDLD BY CI. HUC. POHER CoNC

PAT Dol SEARCH MANDATORY SAMPLE RAT
ES ARE IHCREASED TO 202 HUEN X-RAY,
METAL DLIECIOR AND EXPLOSIVE DETECTI
Ol SYSILNS ARE NOT OPERATIONAL. COH
CERN UIAS LXPRESSED THAT THIS SAMPLE
RATE IS 1UADEQUATE LIHEN ONE CONSIDER
S THAT &u: OF ACCESSED PERSONMEL ARE
HOT SEARCHED,

PAGE

6
RUN TU“S: 36:3
RUN DAT 472478

REF. SECTION
CAT - or
SUBCAT - 31

3.4
312,04-1

3.11
312.11 12

3.11

312.11412

3.12
312,12-1




REFERENCE - ECPS132J-ECPS132C © TENMNESSEE VALLEY AUTIHORITY ’ raue

FREQUENCY - REQUEST OFFICE OF HUCLEAR POHER RUN TIME - 13136143
one - ISSS - RHM EMPLOYEE CONCERN PROGRAM SYSTEM (ECPS) RUN DATE - 04/24/8
EMPLOYEE CONCERMN INFORMATION DY CATEGORY/SUBCATEGORY

ATEGORY: OP PLANT OPER. SUPPORT SUBCATEGORY: 312 SECURITY PROGRA(IS AND PROCEDURES
S
H 1 REPORT APPL ’ REF. SECTIO
SUB R PLT 2 SAF RELATED HISTQRICAL  CONCERN ‘ CAT - op
COHCERN MUMBER CAT. CAT D LOC BF BL SQ WB REPORY ORIGIN CONCERN DESCRIPTIOHN SUBCAT - 31
IN -85-311-0040} Of 31212 HHUBN 1M H H Y- IN-85-311-004 QTC IT HAS EXIPRESSED THAT A SHALL PISTOL
Y50021 ' 2 HA HA NA SR COULD LI EROUGHT ONFO THE wpnp SITE  .3.12

AND INIU THE PROTECTED AREA WITHOUT 312.12-1
DIFFICULIY DY CONCEALING IT IN THE ’
CROTCH AREA; DUE TO THE FACT THAT TH
E CROYCH AREA IS NOT COVERED BY TUE
PAT DOl TUCHNIQUE USED AT HBHP AND
THE RELAVIVE THSENSTITIVITY OF THE ME

- TAL DETECIORS TO SHALL METAL OBJECTS
CONCEALED IN THE CENTER OF THE BODY
AREA
IN -85-311-00901 OP 31205 HHBH 1 H H N Y - IH-85-311-009 QTC SECURITY hDOR A205 CONTROLS ACCESSM
150021 2 NA NA HA NO BETHEEN uNIf5 182 AT THE 786°* ELEVAT

ION. Tt DOOR IS SECURED BY PADLOCK 3.5
AND BAR HOHEVER; BOTH ARE_ACCESSIBL 449 5-1
E FROM THIEE UNIT 2 SIDE OF THE DGOR H -
: HICH IS CURRENTLY Al UNCOHTROLLED AR
EA. CONCERN HAS EXPRESSED THAT LOCK
OR BAR COULD EASILY BE DEFEATED AUD
SINCE ThIE DOOR IS ONLY CHECKED DNCE
EVERY 4 HOURS HAY GO UMNOTICED FOR
SOHE TINE

+

IN -85-311-01001 MP 70512 S HBH 1 H H H N IH-85-311-010 QTC FEMALE OFFICERS ARE ROUTIHELY ASSIGH
T50220 : 2 HA HA HA HA . ED TO AREAS OTHER THAN THOSE SCHEDUL 3.2
) ED DUE TO SEXUAL DUTY LIMITATIONS. 312.02-3
02 0P 31202 S HBHN % H H N Y . } THIS CAUSES LOW MORALE BECAUSE MALE

HA HA HA HO OFFICERS CANNOT ANTICIPATE THE AREA
. TO HHICH (HEY HILL BE ASSIGHED AND,
THEREFORL, CAHNOT DRESS PROPERLY OR
OTHERNISGE I'REPARE FOR THE JOB ASSIGHN
MENY. 1D FURTHER DETAILS AVAILABLE
) . . FROM CI1. uuC. POLER CONCERN. -

-

IN -85-311-01101 OP 31212 M WBN 1N H N Y 1H-85-311-011 QTC PHYSICAL COUDITION OF MOST SECURITY 3.12
750021 . 2 HA HA NHA NO . OFFICERS 15 SUCH THAT THEY ARE GEMER .
. ICALLY INCAPABLE OF RESPONDING TO AN 312.12-3

EMERGENCY STTUATION REQUIRING PHYSI
CAL EXLRIION. RUNRING 1/2 HILE IN 5
MINUTI BA5s EXPRESSED AS BEING INHAD
EQUATE 10 DUHONSTATE ABILITY TO MEET
CONCEIVAILE DUTY REQUIRENENTS

»

COHCERNS ARE GROUPED BY FIRST 3 DIGITS OF -SUBCATEGORY HUMBER.




REFEREI’ - ECPS132J3-ECPS132C
FREQUEHN - REQUEST
ONP - YSSS - RHA -

.AATEGORY: OP PLANT OPER. SUPPORT

I

COHCERN NUMBER

IN

IH

IN

IH

m

IH

-85-311-01201
750021

I

-85-311-01301
150021

-85-333-00301
150023

-85-353-00101
750038

k]

-85-369-00201
750023

-85~427-00101
150016

CAT

op

op

opP

op

op

op

SUB
CAT

31209

31212

31203

31212

31212

S
H
R
D

H

H

H

H

PLT
Loc

HBH

HBH

HBH

HBH

HBH

HBN

EMPLOYEE CONCERN

SUBCATEGORY s

1
2

N =

REPORTY APPL
SAF RELATED
BF BL SQ HB

H N H Y
HA HA HA HO

H H Y
HA HA HA O

H H N

Y
HA HA HA NO

H RN
HA HA HA NO

H H. N Y
HA HA NA HO
H NN Y
HA HA HA 1O

TEHHESSE

312

HISTORICAL
REPORT

IH-85-311-012

IN-85-311-013

IN-85-~333-003

IN~-85~353-001

I~-85-369-002

IN-85~427-001

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.

cr AthaunlITY
OFFICE O LEAR POHER
OGRAI SYSTEM (ECPS)
EMPLOYEE CONCERN INFORMATION BY CATEGORY/SUBCATEGORY
SECURITY PERSOUNMEL TRAINIUG PPROGRAM

CONCERN
GRIGIN

. QTC

QTC

QTC

qQTC

QTcC

o . - .t‘nbi ) [
RUN m‘s:ssxz
‘ RUN DAY 4s24/8

REF. SECTIO

CAT - of
CONCERN DESCRIPTION SUBCAT - 31
THE ENERGINCY RESPOMSE TEAM IS GEMER °
ICALLY IN"ROPERLY TRAINED, CONDITION. 3.3
ED OR_ARNLD TO REPEL A CONCEIVABLE 0 312,033
RGANIZED ANtD ARMED ATTENPT TO PENETR
ATE PLAN) PROTECTED AREAS
SECURITY TOUER GUR PORTS ARE 1. T00
HIGH 10 SHOOT FROM TH THE PROIE POS 4 ¢
ITION 2. 100 LOW YO SHOOT FROM Ii T .
HE KNEELING POSITION 3. DESIGHED sy 312.09-1
CH AS 10 FUNNEL DULLETS FIRED AT THE
TOHER 1110 TIE GUN PORT OPENING AHD
THUS 1010 THE ENCLOSURE I1SELF
HEALTH PHYSIC PERSOHNEL ARE REQUIRED
TO STAUD PANEL ACCESS WATCHES ON TH 5 |,
E 708' ELEVATION OF THE CONTROL BUIL .
DING, MMIICH 1S TECHMICALLY A PUBLIC  312.12-3
SAFETY 1WICTION, THIS INPEDES HP PE
RSONNEL TRAINING AND OTHER FUNCTIONS
HHICH. WUST BE ADJUSYED T0 MEET THE
PANEL ACCESS MATCH SCHEDULE. NO OTH
ﬁgsunur DEPARTHENTY STANDS THESE WATC
THE TIME SPENT TRAINING PUBLIC SAFET
Y OFFICERS FUR THE JULY 84 AND JANUA 3.3
RY 85 CIASSES WAS BEEN REDUCED Il LE 55°03_4
NGTH TO HEET HRC LICENSING COMMITHMEN .
TS. 1HE HORMAL PERIOD MEH RECRUITS
ARE ASSIGNED TO EXPERIENCED GUARDS I
S 2-3 HEEKS, THESE CLASSES RECEIVED
2-3 DAYS. ]
THEFT 15 CASY FROM HAREHOUSE DUE TO 3.12
HD LUNCH BOX CHECKS 312,121
EVERY EMI'LUYEE CAHNOT BE POSITIVELY 3.12
IDENTIF1LD STNCE DADGES ARE HOT ISSU. 4,5°15 o
£D TO EVERYOHE. UNIT 2 -12-




-

REFERENCE - ECPS132J-ECPS132C
FREQUENCY - REQUEST
ONP - ISSS - RHH

FEHHESDEE VALLLEL Avinuni
OFFICE OF HUCLEAR POHER
EMPLOYEE CONCERNH PROGRAM SYSTEM (ECPS)

RUN TIME -~ 13138633
RUN DATE =~ 0472478

L A S

ATEGORY: OP PLANT OPER. SUPPORT

EMPLOYEE CONCERN INFORMATION BY CATEGORY/SUBCATEGORY

SUBCATEGORY: 312

SECURITY AT PLANT ENTRANCES

s
H 1 REPORY APPL REF. SECTIO
SUB . R PLT 2 SAF RELATED HISTORICAL  COMNCERN CAT - or
CONCERH WUMBER CAT CAT ~ D LGC BF BL SQ MB REPORT ORIGIN CONCERN DESCRIPTION SUBCAT - 31
It ~85-627-00201 OP 31208 HHBN 1 H N M Y IN-85-427-002 -QTC PUBLIC SAFFTY DOESH'Y CHECK LUNCH BO
150016 . 2 HA HA HA N0 XES OF LIIPLOYEES ENTERINUG THE PLANT. 3.8
THEY COULD BRIHG IN MATERIALS FOR - 312,08-1
SABOTAGE. (ONLY GENERAL CONCERM, HO
SPECIFIC EXAMPLE)
IN ~-85-436~00301 OP 31205 N HWBH 1 H N H Y IN~-85-436-003 QTC REQUESTING A SECURITY BADGE HHEN REQ
150011 4 2 HA HA NA lO ) : UIRED TO DO HORK ASSIGHHENT CAN TAKE 3.5
UP TO 2 NOURS HAITING IN LINE AND T .
HEN OFTEN ARE TOLD “HE HAVE Run ouye 312.05-2
. THIS [HMPACT ON SCHEDULING IS OFTE
N REFLECIED ON THE CRAFT YEY THEY CA
NOT COHIROL THE CAUSE. " A BETTER.SY
STEM HEEDS YO BE IMPLEHENTED -
IN -85-438~00101 OP 31211 M WBH 1 MH M N Y QTC THERE IS N0 ALTERNATE BATYTERY POMER -
750041 2 A NA HA NO SOURCE FOR THE PUBLIC SAFETY RADIO C
OMMUNICATION EQUIPHMENT. THIS INCLUD 3.11
ES THE TRAUSMITTER, REMOTE CONTROL U 312,11-16
WIT AND REPEATER AS HELL AS THE SHER
IFF'S RADIO. (SAS AND CAS)
IN ~85-438-00201 OP 31211 HHWBH 1 H N N Y IN-85-438-002 QTC THERE IS N0 ALARM IN THE SAS OR CAS 3.11
750041 . 2 HA NA HA SR FOR LOSS UF PONER FOR THE REMOTE COH 475 31.17
}ROL UNITS. (COMMUNICATION EQUIPHMENT .
IN -85-456-00101 OP 31212 HHBN 1N N N Y QTC GUARDS (PUBLIC SAFETY) SHOULD NOT BE 3.12
750034 2 NA NA HA NO ABLE TO SEARCH CARS HITHOUT THE OMM &
ER BEING PRESENY DURING THE SEARCH 312.12-4
IN -85-463-01001 OP 31205 HHBN 1 H N H Y IN-85-6463-010 QTC UNIT ¥2 INSTRUMENTS ARE BEHIND UNIT = 4 4
750036 2 HA NA HA NO 11 SECURITY, NOT 1RANSFERRED TO HUCL .
EAR POHER AND THE ENGINEERS RESPONSI 312.05-2
BLE FOR THESE INSTRUMENTS DO HOT HAV
E SECURI1Y CLEARAMNCE,
IN -85-521-00201 OP 31205 H WBH 1 H H HN._ Y IN-85-521-002 QTC PROTECTED AREA FENCE (AUX. BUILDING-
750046 2 HA HA NHA HNO 7372%) BLIMEEN UNIT 182 COULD BE BRE 3.5
. ACHED W11HuUT BEING DETECTED BECAUSE 419 gs-1

CONCERHS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.

VIBRATIDN HONITORS ARE HOT INSTALLE
D ON BARB-HIRE.



REFERE"‘ ECPS132J-ECPS132C ‘ teHNEG s . AL 11y T ; . RS . .
FREQUEMN -~ REQUEST OFFICE o. EAR POHER RUN u.-...ss._

olP - ISSS - RHM EMPLOYEE COMNCER GRAM SYSTEM (ECPS) RUN DAY 72478
EMPLOYEE CONCERN THFORMATION BY CATEGORY/SUBCATEGORY
'ATEGORY: OP PLANT OPER. SUPPORT SUBCATEGORY: 312  SECURITY PROGRAMS AND PROCEDURES
s |
. H 1 REPORT APPL , REF. SECTIG
SUB R PLT 2 SAF RELATED HISTORICAL  COHCERHN . CAT - of
CONCERN MUMBER CAT CAT D LoOC BF BL SQ HB REPORT  ORIGIN CONCERN DESCRIPTIDN SUBCAT - 3)
IN -85-552-00101 OP 31212 M HBM 1 W M N Y  IN-85-552-001 QIC HOT ENDUGH SECURITY AT PERIMETER/MAT
150049 . 2 HA NA NA HO ER FRONI. THESE AREAS NEED TG BE PA  3.12
TROLLED/MANNED HITH NORE PUBLIC SAFE 312,12 -3
" TY PERSONNEL.
IN -85-590~00101 OP 31211 HMBH 1 H N N Y  IN-85-590-001 QTC T00 MUCH YIME WASTED IN GOING FROM T
750056 2 HA NA HA HO URBINE BAY TG CONVROL BUILDING. EXA  3.11

MPLE. HUST GO FROM SERVICE SHOP TD 312.11-14
685° TO PICK UP SECURITY BADGE, THEHN ebITEM
GO FROM PORTAL TO 757* TO GET PERMI
SSION/SIGNATURES FROM COUTROL ROOM S
HIFT ENGTNLER, REVTRACE ROUTE TG 757°
OF TURBINE DUILDING. THIS IS THE O
HLY HAY 10 GO BETHEEN BUILDINGS BECA
USE OF THE SECURITY SYSTEM. EVEN FI
RE BRIGADE MEMBERS MUST FOLLOW THIS
PROCEDURE HHEN AHSHERING AHl ALARMNM.

#H N N Y IN-85-619-001 QTC GENERIC CONCERH. SECURITY ALARM SYS "3.11
HA HA NA SR TENS HAVE AN EXCESSIVE HUMBER OF FAL 312.11-2
SE ALARNUG, HMHICH TENDS TO HAKE SECUR et
ITY OFFICERS RESPOND TO ALARHS AS IF
THEY ARE ALL FALSE. HO FURTHER DET
AILS AVAILABLE.

IN -85-619-00101 OP 31211 H HBH
T50059

N

IN -85-619-00201 ©OP 31211 M HBM 1 N H Y 'Y  IN-85-619-002 QTC CARD READERS USED IN SECURITY SYSTEM

" 150059 2 HA A SR SR S.ARE UNRELI TABLE AND OFTEN PRESENT F  %.3:11
ALSE READGUTS OF KEYCARD HUMBERS; PE 315.11-3
RSONNEL 1BTHTITY. GENERIC COMCERM, .
MO FURIMLR DETAILS AVAILABLE.

IN -85-678-00201 OP 31209 NMWBN 1H N H' Y arC GUN PORTS ON PUBLIC SAFETY TOHERS AR 4 ¢

750068 2 HA NA HA NO , E CONSIRUCIED SO ROUNDS FIRED AT THE .

PORTS ARE FUNNELED INTO THE SO-CALL 312.09-1
ED PROTECTED AREA IN THE TOHMER. N0
FOLLON-UP REQUIRED.

IN -85-678-00301 OP 31208 HWBN 1N H N Y  IN-85-678-003 QTC INSUFFICIENT “HO ENTRY" SIGHS AT SIT

T50068 2 HA HA NA HO E EMTRY POINT. HON-EMPLOYEES ENTER 3.8
. ’ SITE PROPERTY AS FAR AS PUBLIC SAFET "312.08-2
- Y BOOTHS. NO FOLLOH-UP REQUIRED. *

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCA*EGORY HUMBER.




REFERENCE - ECPS132J-ECPS132C TEMNESSEE VALLEY AUIHUKL){ . )
. FREQUENCY - REQUEST OFFICE OF HUCLEAR POWER RUHM TIHE - 13:136:¢
OltP - XSSS - RH( EMPLOYEE CONCERN PROGRAM SYSTEM (ECPS) RUH DATE - 04,24/t
EMPLOYEE COHCERM INFORMATION BY CATEGORY/SUBCATEGORY
CATEGORY:. 0P PLANT OPER. SUPPORT SUBCATEGORY: 312 SECURITY GUARD TO{ERS
S ’
H 1 REPORT APPL . REF. SECTH(
SUB R PLT 2 SAF RELATED HISTORICAL  COHCERHN : CAT - ol
< COHNCERI WUMBER CAT CAT D LOC BF BL SQ HB REPORT ORIGIN CONCERN BESCRIPTION ) SUBCAT - 3
It -85-678-00401 OP 31269 HHBN 1N R N Y IN-85-678-004 QTC UTILITY SUPPORY SYSTEM FOR GUARD TOW .
T50068 2 HA NA HA NO . ERS ARE 1101 PROTECTED AHWD EXPOSED. 3.9
. SYSTENS HUCH AS ELECTRICAL AND VENT  312.09-3
. . SYSTEN COULD BE MADE YMOPERABLE NIITH
" VERY LII1LE EFFORT. FOLLOH-UP REQU
‘: IRED.
-~ IN -85-678~00501 OP 31212 HHMBH 1 H H H Y IH-85-678-005 QTC HG PERSOIAL PROTECTION FOR PUBLIC SA 3.12
T50068 2 HA NA HA HO FETY OFFTCERS STAHDING POST Itt BOOTH .
. gDAun TRAILERS. 110 FOLLOH-UP REQUIR 312.12-3
" IN -85-678-00601 OP 31211 M HBH 1 H o H Y I1N-85-678-006 QTC PLANT SECURITY GATE #7 IS NOT. CONSTR
: 150068 2 HA NA HA HO UCTED SO AS TO BE ABLE TO STOP A VEH 3,11
. ICLE. HO FOLLOH-UP REQUIRED. 312,11-13
IN -85-678~00701 OP 31268 HMWBH 1N H H Y IN-85-678-007 QTC PLANT SECURITY CHECKING EHTRY OF EMP
o T50089 2 HA NA HA NO . LOYEES DURING RUSH HOURS IS LAX OR M 3.8
- . : ON-EXISTENT. O FOLLOH-UP REQUIRED. 312,08-1
) IN -85-691~00101 OP 31205 N HBH 1 N H H Y QTC SECURITY BETHEEN UNIT I & II HOT ADE
150063 2 NA NA HA SR QUATE AT ELV. 713. DURIHNG MARCH 198
- 5 Cl HAS TRACKING CONDUIT MHILE CRAM , .3.5
; . LING ACRDSS OM AIR DUCT SYSTENM. AFT 495 5.1
] . ER HE REALIZED HMHERE HE WAS CUHIT 1) .
HE RETURMED TO HIS INITIAL LOCATION
. SUPERVISOR HAS HOTIFIED BUT HO AC
TION HAS 1AKEN THAT CI HAS AHARE OF.
CI MIGIII BE ABLE TO POINT OUT LOCA
. TION.
IN -85-700~00101 ©OP 31212 N HBH 1 H H H Y IN-85-700-001 QTC SECURITY SYSTEM IS INADEQUATE 1IN REG . 3.12
750079 2 HA HA HA NO ARDS TOD A SMALL AIRCRAFT (E.G. ULT
E%i??g) AVTACK, CI HAD NO FURTHER D 312.12-3

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY NUMBER.
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CONHCERN HUMBER

IN

In

IN

IN

"IN

sl

——— o - - - - -

~85-732-00201
T50076

~85-747~00101
150077

-85-751-00101
150076

-85-805-00101
T50082

~85~826-00101
150083

CAT

op

op

op

op

op

31203

31204

312065

31203

REFERE’ -~ ECPS132J-ECPS132C
FREQUEI - REQUEST

OltP - ISSS - RHNM

ZATEGORY

S
H
R
D

H

H

]

0P PLANT OPER. SUPPORT

PLT
Loc

HBH

HBN

HBN

HBH

HBl

SUBCATEGORY s

N =

REPORT APPL
SAF RELATED
BF BL SQ HB

H 0 HY
HA HA HA HNO

H H N Y
HA HA HA HO

H B NY
HA HA HA NO

H R NY
HA NA NA NO

ft NN Y
HA HA NA HO

1éflEooe -

OFFICE LEAR POHER
EMPLOYEE CONCER OGRAM SYSTEM (ECPS)
EMPLOYEE CONCERN INFORMATION BY CATEGDRY/SUBCATEGORY
SECURITY INTERFACES Ulsu2

e

HISTORICAL
REPORT

IN-85-732-002

IH-85-747~001

IN-85-751-001

IN-85~805-001

IN-85~826-001

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY NHUMBER.

CONCERN
ORIGIN

QTC

QT1C

QTC

QTe

QTC

CONCERN DESCRIPTION

DIFFICULTY HAS BEEN ENCOUNYERED IH A
CCESSING ACROSS SECURITY BOUNDARIES
BETHEEN uitlTsS 1 & 2, EVEN IN TUE EVE
HT OF A HLDICAL EMERGENCY HHEN ESCOR
TED BY AIOYHER PUBLIC SAFETY OFFICER
. THI5S HAS CAUSED A POTENTIALLY DAN
GEROUS DELAY 1IN REACHING THE INJURED
TUDIVIDUAL, OR IN REMOVING INDIVIDU
Al FROM BUILDINGS. ACTUAL INCIDENTS
(BETAILS 1LOT KiloHn) HAVE OCCURRED 0
;Lngg TYPE. NO FURTHER DETAILS AVA

TVA HEEDSG A MEDICAL RESPONSE TEAW FO
R EACH GRIFT, THE PUBLIC SAFETY OFF
ICERS 1 ARE TRAINED IN MEDICAL AID
MAY BE OGN POST ANUD HOT AVAILADLE TO
RENDER ALGSISTANCE. HNO FURTHER DETA
ILS AVAILABLE.

PUBLIC SAFETY OFFICERS SOMETIMES HOR

K TH0 SIXIEEN HOURS SHIFTS IH A 48-H

OUR PERIUD. THIS VIOLATES A HRC RES

TRICTION Ot EXTENDED {HORK HOURS. HO
FURTHER DETAILS AVAILADLE.

DELAYS (U 70 5 1/2 HOURS) IH CLEARI
HG SECURLIY TO DELIVER MATERIAL TO U
HIT 1, RLSULTING IN CRAFT TIME WASTE

D AHAITIHG REQUIRED MATERYAL, DETAIL -

S KHOHH 10 QTC. N0 FURTHER DETALLS
AVAILADLE.

THE HEED EXISTS FOR A SPECIAL TRAINE

. D SECUREIY REACTION TEAM AT HBHP. T

HE TALEU1 AND DESIRE IS HERE, ALL TH
AT 1S HECDED IS THE SUPPORY OF KIOXY
TLLE MANAGLHENT.  TRAINING COULD BE
CONDUCTLEL Al FT. BRAGG AlD SATISFY T
HE REQUIKINENTS OF ALL TVA FACILITIE
giE HO ADDITIOHAL IHFORMATION AVAILA

RUN 32

! Y1/ RN
RuN DA"«/Z@/I

REF. SECTI
CAT - 0l
SUBCAT - 3

3.5
.312.05-2

3.3
312.03-1

3.4
312.04~1

3.5
312,05-2

312,03-3



REFERENCE - ECPS132J-ECPS132C TEUNESSEE VALLLEY AUINUKL1S

FREQUENCY - REQUEST OFFICE OF HUCLEAR POMER - RUN TIME - 1313612 I
ONP -~ 1S5S - RHM EMPLOYEE CONCERH PROGRAM SYSTEM (ECPS) RUNl DATE - 04/24/E.
EMPLOYEE CONCERH INFORMATION BY CATEGORY/SUBCATEGORY
JATEGORY: OP PLANT OPER. SUPPORT SUBCATEGORY: 312 SECURITY PROGRAMS AND PROCEDURES
s ) )
H 1 REPORT APPL REF., SECTI
SUB R PLT 2 SAF RELATED HISTORICAL  COMNCERN CAY - 0
CONCERN NUMBER CAT CAT D LOC F BL SQ MB REPORT ORIGIN CONCERN DESCRIPTION SUBCAT - 3:
IN ~85-843-00101 OP 31212 HMUBH 1 H H H Y IN-85-843-601 4QVC THE TVA POl ICY OF DEADLY FORCE IN TH
T50090 2 HA NA HA NO E PROVEC)ION OF HBHP IS INADEQUATE. 3.12

‘ DEADLY 1-ORCE SHOULD BE PERMITTED IN 312.12-3
DEFENSE OF THE PLANT AS HELL AS PER
SONNEL SAFETY.

H H R N QTC THE TVA POLICY OF HOT ALLOHING PUBLI 3.2

HA A HA HA C SAFETY UFFICERS TQ SEARCH THE OPPO 312.02-3
SITE SEX CAUSES PROBLENS IN POSTING .

H N N Y OFFICERS. 1IF A HOMAN IS ASSIGHED TO

HA HA NA HO A POST INMICHH REQUIRES PERFORHING PA
T DOI SUARCHES, SHE MUST SHAP HITH

' A HAN. 1S PRACTICE-SOMETIMES PROV

ES TO BF UNFAIR TO THE MAN, YET HOME

H GET CUUAL PAY.

H H H Y qQTC CI EXPRESSED YHAT THE RESPONSE RECEI
NA HA NA NO . VED TO CONCERN IN-85-843-001 MAS IHA 3.12
DEQUATE. AND DID HOT CONSIDER ALL A 312.12-3
SPECTS OF 1HE TVA POLICY FOR USE OF
DEADLY FORCE I DEFENSE OF HBIP. CI
STILL CONSIDERS THE CURRENT POLICY
INADEQUATE TO PROVIDE A SUFFICIENT L
EVEL OF SECURITY APPROPRIATAE MIVH T
HE DEFENSE OF A NUCLEAR INSTALLAYION
. MUCLEAR POMER DEPT. CONCERN. CI
HAS 10 FURTHER INFORMATION.

IN -85-846-00401 0p 31207 HHBN YN H R.Y QTC PUBLIC SAFETY OFFICER ACTING OUTSIDE 3.7
2 HA NHA NA tio BOUNDS OF AUTHORITY, ATTEHPTING TO 312.07-3
REGULATE LANS OFF TVA PROPERTY. *

IN -85-873-00101 OP 31210 N MBH 1 H H M Y IN~85-873-001 QTC CENTRAL ALARM STATION, ELEVATION 692 3.10
150090 2 HA HA HA NO » COHYROL BUILDING, IS REQUIRED TO B 313.10~2
’ £ SELF CONVAINED/SELF SUPPORTING FOR .
UP TO 24 HOURS DURING EMERGENCIES.
- HOUEVER, N0 RESTROONS/DRINKING Foul
gﬁagf ARE PROVIDED FOR ASSIGHED PERS

IN ~-85-843-00201 MP 70512 S HBH
150090

[N XY™

62 0P 31202 S HBN

IN -85-843-00401 0P 31212 N HBH
T50227

) bt

CONCERHS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY NUMBER.

sd




e,

CATEGORY: OP PLANT OPER. SUPPORT -  SUBCATEGORY: 312 SECURITY PERSONNEL TRAINING PROGRAM
S
H 1 REPORT APPL : ’ REF. SECTI(
SUB R PLT 2 SAF RELATED HISTORICAL  CONCERN CAT - ol
CONCERN HUMBER CAT CAT D LOC BF BL SQ HB REPORT ORIGIH CONCERN DESCRIPTION SUBCAT - 3:
IN -85-892-00201 OP 31203 HMHBH 1 M H H Y IN-85-892-002 QTC THE “SECURITY RESPONSE TEAM"™ SHOULD
750094 2 NA HA HA NO BE A FINL TIME TEAN HITH CONTINUAL T 3.3
RAINING AND A MORE STRINGENY SELECTI 312,03-3
OH CRITERIA FOR ITS MAKEUP NO FURTHE
R DETAILS AVAILABLE. HNO FOLLOM UP R
EQUIRED.
IN -85-892-00301 OP 31210 HHBH 1 H N H Y IN-85-892-003 QTC A BATHROON SHOULD BE ADDED TO THE INM 3.10
750094 2 A NA NA NO HMEDIATE AREA OF THE CENTRAL ALAR(l ST .
ATION FOR USE BY THE SECURITY PERSGN 312.10-1
0N DUIY AND OTHER PERSONHEL. WO FU -
RTHER DEIATL AVAILABLE. MNO FoLLOM U
P REQUIRLD. .
11t -85-893-00101 OP 31268 HMWBN 1 H H H Y IH-85-893-001 QTC THE PRESUNT METHOD OF EMPLOYEES ENTE
750091 2 NA NA NA HO RING AND LEAVING THE SITE DOES HOT P 1.8
REVENT ERINGING OH SITE DRUGS, HEAPO .
NS, EXPLOSIVES ETC. AT LEAST A RAND 312.08-1
OM CHECK OF LUNCH BOXES, BAGS, PURSE
S, BRIEF CASES, ETC. NEEDS TO BE CON
DUCTED.
IH -85-921~00101 OP 31263 H HBHN 1 H H N Y QTC ALL PUBLIC SAFETY PERSOHMEL SHOULD B 3.3
750092 2 HIA HA HA NO E CERTIIIED AS_EMERGENCY MEDICAL TEC 415°04 5
HNICYANS. THIS COULD BE INCORPORATE oY=
D INTO INITIAL SAFETY TRAINING SCHOO
L AS DONE FUR OFFICERS HIRED FOR ALL
OTHER STYES EXCEPT NUCLEAR PLANTS.
C/I HAS N0 FURTHER INFORMATION. HO
FOLLOI UP REQUIRED.
IN -85-921-00201 OP 31203 HMWBHN 1 H H H Y IN-85-921-002 QFC IN ORDER YO INCREASE THE HUMBER OF Q 3.3
150092 ' 2 HA HA HA tiO UALIFIED £M0 PERSONNEL AND OFFER THE .
ENPLOYIES BEYTER HEDICAL ATTENTION  312,03-2
DURING 1 MERGEHCY SITUATIONS TVA SHOU
LD RECOGHIZE STATE CERTIFIED ENV'S A
S RESPOUDERS. C/I HAS N0 FURTHER 1IN
FORNATION. 1O FOLLOIl UP REQUIRED.
IN -85-938-00101 OP 31210 M MBH 1 H N H Y IM-85-938-001 QTC CEUTRAL ALARM STATION, 692° ELEV., H 3.10
750100 2 HA NA NA O AS NO RESIRODM FACILITIES. THIS DEG .
RADES SElF-SUFFICIENCY OF STATIOIN. 312.10-~-2

~ P

REFERE - ECPS132J-ECPS132C AT T i e
FREQUE - REQUEST . OFFICE d LEAR POHER

GNP ~ ISSS - RHM

EMPLOYEE CONCE -
EMPLOYEE CONCERN INFORMATION BY CATEGORY/SUBCATEGORY

OGRAWM -SYSTEM (ECPS)

RUlt 11t 313612
RUN DAY 424/t

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.

CI HAS IO FURTHER INFORMATION. HNO F
OLLON UP REQUIRED.

»



”
.

*
3

REFERENCE - ECPS132J-£CPS132C
FREQUENCY - REQUEST
olp - ISSs - RiM

ZATEGORY: OP PLANT OPER. SUPPORT

S
H
suB R PLT
CONCERN HUMBER CAT CAT D LOC
IN -85-938-00301 OP 31203 N 4BY
150103
mn -85-938-00401 OP 31206 N KBH
750103 i
OP 31209 N HBN

IN -85-938-00501
150103

-

SUBCATEGORY 1

REPORT APPL
SAF RELATED
BF BL 5Q HB

-

H H HY
HA HA HA NO

Hn N RY
HA HA HA tO

H H R Y
HA HA HA HO

TENHESSEE VvALLEY Aulnuxti
OFFICE OF NUCLEAR POHER

EMPLOYEE CONCERN PROGRAM SYSTEM (ECPS)
EMPLOYEE CONCERIE THFORMATION BY CATEGORY/SUBCATEGORY

312

SECURITY PERSOHHEL TRAINING PRUGRAM

CONCERN
ORIGIN

HISTORICAL
REPORT

CONCERN DESCRIPTION

QTC.

4

IN-85-938~004 QTC

QTC

COHCERHNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER,

s i

EMERGENCY RESPONSE TEAM (ERT) IS COH
POSED OF RANDONLY SELECTED SHIFT PER
SOUNEL, HHICH OFTEN INCLUDES PERSONN
EL JII0 ARE INEXPERIENCED Il ERT FUNC
TIONS/PRUCEDURES, AND HIHO MAY BE ASS
IGHED GUARD DUTY 11 “VITAL AREAS™ (A
REAS HIICH NUST BE GUARDED AT ALL TI
HE). THESE CONDITIQHS DEGRADE THE E
FFECTIVENESS HF THE ERT. CI EXPRESS
ED THAT 2 12 HOUR SHIFTS OF PERMANEN
TLY ASSIGHED PERSOMHEL (HITH EHY TRA
INING), HMICH HOULD AUGHENT SITE HED
ICAL CAPABILITIES 1I0ULD BE DESIRABLE
CI HAS NHO FURTHER INFORMATIOH

MANAGEMENT AT WBHP DOES NOT TAKE SEC
URITY SERIOUSLY. IT IS CONSIDERED A
S Al NRC "REQUIREMENT HHICH MUST BE N
THIMALLY HET, HOT AS A PROTECTION FU
HCTION 111CH HOULD EVER HAVE TO BE U
SED. C1 FEELS THAT SECURITY TRAININ
G AND DRUILS SHOULD BE HORE ORIENTED

TOUARD RLALISTIC SITUATIOUS WHICH M
AY OCCUR, UP TO AND INCLUDING, APPRE
HERSION OF THE IHFILTRATOR. CI HAS

HO FURTHER ITHFORMATION. NO FOLLOW U
P REQUIRED.

GUARD TOMERS HAVE HO RESTROOM OR HAT
ER FACILIFIES, UHICH PREVENTS SELF S
UFFICIENCY IN THE EVENT OF Al EXTEND
ED ENERGENCY CONDITION. ADDITIOHALL
Y, GUN PURIS IN GUARD TOHERS ARE DES
IGHED SO AS TO FUNMEL INCOHING RoOUND
S THTO THE TOLER, AND ARE IUSTALLED

SO L0 AS TO PREVENT THEIR USE FRO!

AIY FIRING POSITIOH OTHER THAN PRONE
. CI HAL 10 FURTHER INFORMATION. H

0 FOLLOU uP REQUIRED.

RUN TIME = 13336::
RUN DATE - 04724s¢

REF. SECTII
CAT - 0l
SUBCAT - 3)

3.3
312.03-1

3.6

3.9
312.09-1



-

REFERE‘ - ECPS5132J-ECPS132C C elilEsa.
FREQUE - REQUEST OFFICE

oHpP - ISSS - RHH EMPLOYEE CONCER RUll DA
EMPLOYEE CONCERN INMFORMATION BY CATEGORY/SUBCATEGORY
'ATEGORY: OP PLANT OPER. SUPPORT SUBCATEGORY: 312 SECURITY DESIGH AlD HARDHARE
3 :
H 1 REPORT APPL X
SUB R PLT 2 SAF RELATED HISTORICAL COMNCERN )
CONCERN HUMBER  CAT CAY b LOC BF BL SQ HB REPORT ORIGIN COUCERH DESCRIPTIGH
IN -85-955-00101 oP 31211 H HBH 1y H Y Y 1-85-364-HBN QrC POUER IS5 FREQUENTLY AUD CONSISTEHTLY

IN

IN

I

IR

-~

150104 2 SR HA SR SR

-85-956-X0101- OPFP 31211 HHWHBH 1 H H N Y

750104 2 HA A HA SR

-85-970-00101 OP 31210 HHWBH I H H N Y IN-85-970-001
750112 - 2 HA HA HA HO

-85-989-00101 op 31203 HWBH 1 H H H Y )

7150105 : 2 HA NA HA HO .

-35-990-00201 OP 31205 W MHBN 31 H H H Y
750101 2 HA HA HA HO

-

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.

ho.

’Lém pouer '
OGRAM SYSTEM (ECPS)

QTC

QTC

arc

QTc

b - o

LOST Al THE CENIRAL ALARM STALION W
HEIL OPERATIONS 1S TRANFERRING POMER
TO SUPPORT ON-GOING ACTIVITIES. THI
S RENDERS ALl SYSTEMS (COHPUTERS, VI
TAL AREA ACCESS DOORS, COMMUHICAYION
S, ETC.) 1MOPERABLE. PSS HANAGEMENT

CONTINUVUSLY REQUESTS ADVANCE NOTIC
E OF THESE EVEUTS TO O AVAIL. KHOX
VILLE HAS BEEHN MADE AHARE OF THIS PR
OBLEt] AlD HAS RESPONDED BY SAYING TH
AT THE CULINTEAL ALARIS STATION POHER I
S INDEPENDENT OF OTHER POMERSOURCES
AND TRIS EVENT CANNOT OCCUR-YET

CI EXPRESSED THE FACT THAT THE EXPLO
SIVE DEIECTION IS NOT COMTINUOUSLY O
PERATIONAL . IT IS DOUN NORE THAN IT

IS OPERATIONAL, CT HAS HO ADDITION
éh INFORNATION. HO FOLLON UP REQUIR

CEHTRAL ALARM STATION HAS HO RESYROO

M FACILIFIES WHICH CREATES A HARDSHI

P ol PERSONIEL ASSIGHED TO STATIOH D

UTY. C1 HAS N0 FURTHER INFORMATIOH.
U0 FOLLOI UP REQUIRED.

TVA IS UNT ADEQUATELY PREPARED FOR T
ERRORIST AITACK. TVA SHOULD EITHER

SET UP A FULL-TIME RESPONSE TEAM OR

SHOULD NAVE STRICTER PHYSICAL AND FI
REARI QUALIFICATIONS. Cs/I HAS NO FU
RTHER INFORMATION.

THE PHYSICAL SECURITY COVERAGE OF TH
E INTER-FACE FENCING BETHEEMN UNITS 1
&2 IS NOT ADEQUATE, THIS SECURITY
AREA HAG LESS PROTECTION THAN THE CO
VERAGE OF 11E TURBINE BUILDING HALL.
CI HAS NO ADDITIONAL IHFORMATION.

HO FOLLOL UP REQUIRED.

Rut 51

) 21530 .
‘4/24/8

REF. SECT1f
CAY - ol
SUBCAT - 3)

3.11
312.11-4

3.11
312.11-12

3.10

. 312.10-1



REFERENCE
FREQUEINCY
ONP -~ ISSS - RINM

'ATEGORY s

IN

IN

IN

™

I

IH

- COHCERN HUMBER

-86-022-00101
750109

-86-048-00201
750114

-86-048-00301
750114

-86-048-00401
117

Y50

~86-056-00101
750113

02

~-86-070-00401
750118

CAT

op

opP

op

op

op

op

op

SUB
CAT

31210

31211

31203

31211 -

30803

31211

~ ECPS132J~ECPS132C
~ REQUEST

S
H
R
D

H

H

H

H

OP PLANT OPER. SUPPORT

x

PLY
Loc

VBN

HBN

HBH

HBN

HBH

HBH

HBN

TENHESSEE VALLEY AUIHURLIY
OFFICE OF NUCLEAR POHER
EMPLOYEE CONCERN PROGRAM SYSTEM (ECPS)

(I TIS T

RUN TIME - 13:3612

EMPLOYEE COHCERN INFORMATION BY CATEGORY/SUBCATEGORY
SECURITY PROGRAMS AUD PROCEDURES

SUBCATEGORY:

REPORT APPL
SAF RELATED
BF BL SQ HB

N bt

1H H nY
2 HA HA HA HO

HHny
2 HA HA HA HO

1H H N Y
2 HA HA HA HO

R B NY
2 NA HA HA MO

N H N Y
HA HA HA KO

H B N Y
HA HA NHA HO

N N

H N R Y
HA HA HA SR

N =

312

HISTORICAL
REPORT

IN-86~048-002

IN-86~048-003

IN-86-048-004

CONCERNS ARE GRﬁUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.

CONCERN
ORIGIN

Qrc

Q1C

QTC

QTC

QTC

CONCERN DESCRIPTION

LACK OF PROPER SECURITY AT HATTS BAR
. IT IS5 POSSIBLE TO TAKE HEAPONS EX
PLOSIVES BENIND SECURE AREAS. CI HA

S It0 HORL THFORMATION AVAILABLE. HO
FOLLON UP REQUIRED.

HO RESTROOM FACILITIES IN CENTRAL AL
ARM STATION WNIICH IS SUPPOSED YO BE
SELF SUFFICIENT IN EMERGENCY SITUAT
IONS. CJ HAS 110 FURTHER INFORMATION
. HUC PUNLER CONCERN.

AIR CONDITIONING IS HEEDED IN.THE PO
ST 6 VEIICLE TO PREVEHNT DUST FROtt CO
HTAMINATLUG THE LIEAPCNS & ANHUNITION
. CI MAS HO FURTHER INFORMATIOH.

RESPONSE TEAM, IN PUBLIC SAFETY, SHO
ULD BE ONE GROUP SPECIALLY TRAINED F
OR, 'INSTEAD OF THE PRESENT SYSTEN OF
PICKING UP PEOPLE AT RANDOM. CI HA
S NO FURIHER IHFORHMATION. HUCLEAR P
OHER CONCERIL.

MATHTENMICE REQUESTS HEED TO BE COMP
LETED FASIER ON SECURITY EQUIPHENT.

EXAMPLE BEINGs BALANCE MAGHETIC SHI
TCH AT GATE 10 AT THE INTAKE PUNPING

STATION NAS BEEN UNSERVICEBLE FOR A
PPROXIMAIELY 1 HEEK. CI HAS HO FURT
HER INFORMATION. NUCLEAR POHER CONC
ERN. HO FOLLON UP REQUIRED.

SECURITY EQUIPMENT MALFUNCTION CREATY
ING A BREACH OF SECURITY. DETAILS K
Hotl 70 arc, UITHELD DUE To COHFIDEH
TIALITY. HNUCLEAR POWER CONCERH. CI
HAS HO FURTHER INFORMATION.

HO FOLLOW UP REQUIRED:

RUN DATE -~ 0472478

REF. SECTI(
CAT - 0l
SUBCAT - 3]

3.12
312.12=1

3.10

"312.10-2

.3.11
312,117

.31
312,11-19



REFERE! - ECPS132J-ECPS132C 1 calESoie . AUTven  TY T T TR ‘io
FREQUEI - REQUEST OFFICE 0 EAR POMER RUN TIM 13613
0P ~ IS33 - RHH EMPLOYEE CONCER! GRAN SYSTEM (ECPS) RUN DAT 4/26/8

EHPLOYEE CONCERH INFORMATION BY CATEGORY/SUBCATEGORY

ATEGORY: OP PLANT OPER. SUPPORT SUBCATEGORY:s 312 SECURITY DESIGH AUD HARDHARE

KXY

.
o

CONCERN HUMBER

1§/

In

IH

IH

IN

CAT

-86-070-00501 op
750118

-86-070-00601 op
150118

-86-070-00701 oP
750118

-86-074-X0501 op
750273

-86-074-00101 oP
750119

-86-101-00101 op
150262

.

31211

31211

31212

31207

H

31207 M

N

PLT
Loc

HBH

HBH

HBH

HBH

HBN -

WBHN

N s

N e

REPORT APPL
SAF RELATED
BF BL SQ B

ft H Yy
HA HA HA HO

H H HY
A HA HA HO

N N R Y
HA NA IIA SR

H

H Yy
HA HA HA N0

H N HY
HA HA HA NO

H N H
HA HA HA HO

HISTORICAL
REPORT

IN-86-070~005

IHN-86~070~006

IN-86-070-007

IN-86-074-001

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.

CONCERHN
- ORIGIN

Q1C

QTcC

QTC

QTC

QTC

QTC

COlNCERH DESCRIPTION

SECURITY SYSTEMS SHOULD NOT BE “POHE
RED Dot UHEN NOT IN USE. DETAILS
KHONN TO Q1C, NITHELD DUE TO COHFIDE
HTIALITY. HUCLEAR POHER COGNCERN. C
I HAS NO FURTHER INMFORMATION.

MATHTEUANCE OF SECURITY EQUIPMENT NE
EDS INIFROVEMENT., DETAILS KHOW TO Q
TC. HWITNLID DUE TO CONFIDEUTIALITY.

HUCLEAK POLIER CONCERH. CI HAS 0
FURTHER JUFORMATION.

IMPROPER FUNCTIONING OF SECURITY EQU
IPMENT. DETAILS KHOHIE TO QTC, HITHE
LD DUE TO CONFIDENTIALITY. HUCLEAR
POHER CONCERN., ~CI HAS N0 FURTHER 1IN
FORMATIUU. .

PUBLIC SAFIL1Y OFFICERS CAN OHNLY REPO

RT VIOLATIOUS BUT CANNOT EHFORCE THE
RULES. 1IIIS SERVES 70 DISCREDIT TH
EIR PURPPOSE AND FUNCTION. HUCLEAR D
EPARTHENT CONCERN. CI HIAS HO FURTHE
R TUFORMATION.

SOME EMPt OYEES (MOSTLY THOSE HITH SP
ECIALTIZLED TRAINING AND THOSE THAT AR
E HANAGERENTY*S “FAVORITES'™) ASSUNE T
HEY ARE ABOVE OR EXENPT FROM SECURIT
Y REGULATIONS DECAUSE OF THEIR POSIT
OHS OR RLLATIONSHIP HITH MANAGEMENT.

THIS MAKES TIIE SECURITY FORCE INTO
A YPAPER TIGER™ AlND INEFFECTIVE. C
1 HAS IO FURTHER INFORMATION. HNUCLE
AR PONER COLICERN.

PUBLIC SAFETY MANAGEMENT IS INCOMNSIS
TENT IN THE EUFORCEMENT OF ITS OPERA
TING PROCEDURES. THIS ENFORCEMENT I
S UNEVEN AS DETERMINED BY 10 IS IN

CHARGE AT THE TIME. HNUCLEAR POHER C
ONCERIt. N0 ADDITIOGNAL IHFORMATION A
VAILABLE Il FILE. ’

REF. SECTIO
CAT = op
SUBCAT - 31

3.11
312.11-11

- 3.1
312,11-8,

J.11
312,11-19

3.12
312,12-4

.3.7
312.07-1

312,07-2



. REFERENCE - ECPS132J-ECPS132C TENHESSEE VALLEY AUTHORITY * raut - '
) FREQUENCY - REQUEST OFFICE OF HNUCLEAR POLER RUN TIME - 13:36:3

0P - ISSS - RHM EMPLOYEE COINCERNH PROGRAM SYSTEM (ECPS) RUH DATE - 04s/24/8
EMPLOYEE COIICERII IHFORMATION BY CATEGORY/SUDBCATEGORY
ATEGORY: OP PLANY OPER. SUPPORT SUBCATEGORY: 312 DISCRIMINATION NITHIN THE SLCURITY ORGANIZATIOHN .
5
H 1 REPORT APPL . REF. SECTIO
SUB R PLY 2 SAF RELATE HISTORICAL  CONCERH CAY - op
CONCERIl NUMBER CAT CAT D LOC BF BL SQ HB REPORT "ORIGIN CONCERN DESCRIPTION SUBCAT -~ 31

H N H N IN-86-107-001 QTC PUBLIC SAFETY PERSONNEL DO HOT PERFO 3.2
HA HA HA HA - RM EFFECTIVE PAT DOHH SEARCHES OF FE .
v MALE ENI'I OYEES, POSSIBLY DUE TO FEAR 312.02-2

tH u uy OF OFFLNDING THE INDIVIDUALS. CI E
HA HA NA HO XPRESSED THAT ALL PAT DOl SEARCHES
. SHOULD BE PERFORIED IN A THOROUGH Al
' . D EFFECIIVE MANNER, REGARDLESS OF TH

’ . : ‘ € SEX OF THE EMPLOYEE. UHUCLEAR POME

§T€8“CERN. CI HAS NO FURTHER INFORM

IN -86-107-00201 OP 31212 HHWBH 1 N N N Y  IN-86-107-002 QIC EXPLOSIVE/METAL DETECTION DEVICES AT 3 12
150126 2 A NA HA NO THE ENTRY PORTAL DO _HOT HORK ALOT 0 . 5°75

. F THE TIME. MMEN THE DEVICES ARE In 312.12-

; OPERABLE, PAT-DOKHN SEARCH FREQUENCY

. . IS INCREASED YO 20% OF PERSOMINEL, OH

- A RANDOM DASIS. CI EXPRESSED THAT

THIS FREQUENCY IS INADEQUATE, AS 80%

. OF PERSONNEL ARE NOT SEARCHED AT AL

; L. CI FEELS THAT THIS PERCENTAGE OF

o , PERSONNEL IS TOO LARGE TO BE ALLOME

: D ACCESS WITIOUT AHY SEARCH. MNUCLEA

: : R POIICR CONCERN. CI HAS NO FURTHER

: INFORMATION, -

IN -86-107-00301 ©OP 31212 N HWBN 1'N R N Y  IN-86-107-003 QTC  PERSOMNEL ARE REQUIRED TO EMPTY THEI
150126 2 A HA NA NO R POCKETS PRIOR T0 PASSING TIROUGH E 3,12
. XPLOSTVE/METAL DETECYORS. HOWEVER,  337.12-1
TF Al INDIVIDUAL SETS UNE OF TIE DEV .
ICE ALARHS OFF, THEY ARE ALLONED TO
POT ITENS BACK INTO THEIR POCKETS PR
10R 10 RECEIVING THE HANDATORY PAT D
OHN SEARCH. CI EXPRESSED THAT THIS
PRACTICE DETRACTS FROM THE EFFECTIVE
. HMESS OF 1ME PAT DOMII SEARCH. HUCLEA

R POHER CONCERN. CI HAS 110 FURTHER
INFORHATION .

IN -86-107-00101 MP 70512 S WBH
150126

- 02 OP 31202 S WBHN

N N

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.

E ! .
»



o

REFERE - ECPS132J-ECPS132C
FREQUEL - REQUEST
onp - ISSS - RHH

ATEGORY: OP PLAHT OPER. SUPPORT

S

H
N SUB R PLY
CONCERN HUMBER CAT CAT b LOC

IN -86-107-00401 0P 31205 H HBH
T50121

IN -86-107-00501
150121

0P 31211 N HBH

IN -86-107-00601 * OP 31209 N HBN
150121

N

, 1eelllESHE: 1 AViaons Y
. OFFICE SQLEAR POIER
EMPLOYEE CONCERN OGRAM SYSTENM

o 1104,

RUN T1
RUIl DA

(ECPS)

EMPLOYEE CONCERN INFORMATION BY CA1EGORY/SUBCATEGORY

SUBCATEGORY: 312 SECURITY INTERFACES

1 REPORT APPL

2 SAF RELATED HISTORICAL  CONCERN
BF BL SQ HB REPORT ORIGIN

1H NNy IN-86-107-004 - QTC

2 HA NA HA HO

1N N NY IN-86-107-005 QTC

2 HA 1A HA HO

1N H N Y IN-86-107-006 QTC

2 NA HA HA HO

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY NUMBER.

ulrsu2

CONCERN DESCRIPTION

INTERFACE FENCING RUNS BETWEEN UNITS
1 & 2, FROM THE 692* TO THE 757°* EL
EVATION, ONE OFFICER IS ASSIGHED (PE
R SHIFT) TO COVER ALL ELEVATIOHNS OF
THIS FENCE. CI STATED THAT THIS IS
IMADEQUAILLE COVERAGE FOR A SECURITY P
ERTMETLR QF THIS SIZE, AHD THAT THIS
IS conil ICATED BY THE FACY THAT ACC
E3S 10 THE UNIT 2 SIDE IS BASICALLY
UHCONTROLLED, AND IT HOULD BE EASY F
OR AN IUDIVIDUAL TO BRING IH AN EXPL
OSIVE DEVICE, T0SS IT OVER THE FEINCE

INTO UNEIT 1, AND HNOT BE HOTICED. "C

I STATED ITHAT THIS IS ESPECIALLY

SHIFT CAPTAINS AND COMMUHICATIONS CO
{HTROL FOR PUBLIC SAFETY ARE LOCATED
OUISIDE [NE PDHER BLOCK (PROTECTED)
AREA. TIIE BUILDINGS ARE EASILY ACCE
SSED FROM THE PARKING LOT, AND COULD

BE EASILY ATTACKED BY OUTSIDE.FORCE
S, WIICH HOULD GREATLY DECREASE’ COOR
DINATION OF THE REMAINING SECURITY F
ORCES. CI STATED THATY SHIFT CAPTAIN
SzConmuniCATIONS CONTRAL SHOULD BE R
ELOCATED 10 THE CEHTRAL ALARK STATIO
H. HNUCLEAR POHER COHNCERMN.
0 FURTHER IHFORMATION.

GUARD TOIERS B,C, AND D (CI UNSURE O
F DESIGHATORS) HAVE CRACKS Iil THE BU
LLETPROOF HINDOHS, WHICH COULD ADVER
SELY AFFECT THE FUNCTION OF THE BULL
ETPROOF FEATURE. NUCLEAR POHER CONC
gﬁn. CI HAS 10 ADDITIONAL INFORMATI

CI HAS N

3:36:13 -

QQ/ZQ/B ’

REF. SECTIO
CAY - o
SUDCAT - 31

3.5.
312,.05-1

..3.11
312,11-1

312.09-4



REFERENCE - ECPS132J~ECPS132C
FREQUENCY - REQUEST .
ONP - ISSS - RHM

-ATEGORY: OP PLANT OPER. SUPPORT

S
H
SUB R PLT
CONCERH MUMBER CAT CAT D LOC

IN -86-107-00701 OP 31203 H KBH
150121

Il -86-107-00801 op
750121

31203 N HBH

IN -86-111-00101 op

31201 N WBH
750122 )

I -86-136-00201 0P 31211 H HBN
T50123

TENHESSEE VALLEY AUTHORITY
OFFICE OF HUCLEAR PONHER
EMPLOYEE CONCERN PROGRAM SYSTEM (ECPS)

raovc

RUN TIME -
RUN DATE - 04/24/8

EMPLOYEE CONCERH IHFORMATION DY CATEGORY/SUBCATEGORY

SUBCATEGORY: 312 .

1 REPORT APPL

2 SAF RELATED HISTORICAL  CONCERH
BF BL SQ B REPORT ORIGIN

10 0NNy IN-86-107-007 QTC

2 HA HA HA U0

1H H H Y Iti-86-107-008 QTC

2 HA HA A HO

1H H 0 Y IN-86-111-001 QTC

2 HA HA NA HNO

1 N HY IN-86-136-062 QTC

2 HA HA A NO

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.

’

. FETY PERSOINIEL .

. H SHIFT.

SECURITY PERSONHEL TRAINING PROGRAM

CONCERN DESCRIPTION

EMERGENCY RESPONSE TEAM (ERT) IS COM
POSED OF RANDOMLY SELECTED PUBLIC SA
CHOSEN AT THE BEGIH
NING OF CACH SHIFT. ERT MEHMBERS CHA
HUGE OM A DAILY BASIS. PERSONNIEL Clio
SEH FOR THE ERY RECEIVE NO ADDITIGHA
L/SPECIALIZED TRAINING RELATED TO ER
T FUNCTIONS. CI EXPRESSED THAT IF T
VA (IAS REALLY SERIOUS ABOUT AN EFFEC
TIVE ERY, THEY HOULD PROVIDE A SPECI
ALLY TRAIUED, DEDICATED TEAM FOR EAC
HUCLEAR POHER CONCERN. CI
HAS NHO ADDITIONAL INFORMATION.

PUBLIC SAFETY OFFICERS DO NOT RECEIV
E ANY PROFICIENCY TRAINING BETHEEN A
HHUAL REQUALTFICATIONS. OFFICERS AR
E ALLOTTED A CERTAIN HUMBER OF AMMUN
ITION ROUNDS TO BE USED FOR PROFICIE
HNCY MATUIENAHCE, BUT THERE IS HO EST
ABLISHED I'ROGRAM TO ASSURE THATY THE
FIRING RANGE IS MANHED AND AVAILADLE
FOR PROFICIENCY USE. CI STATED THA
T IT IS EXTREMELY DIFFICULT TO GET O
FFICERS 10 VOLUNTEER TO MAN THE RANG
E, THEREFORE THE PROFICIENCY ROUNDS
DO HOT GLT USEDL. HUCLEAR POIER CONC
ERH. CI HAS lI0 ADDITIONAL INFOR

MATERIAL OF PSO UNIFORMS IS HAZARDOU
S, SUSCEFVIBLE TO CONTAHMIUATION, AND

FLANNABLE. DIFFERENT UNIFORH MATER
IAL SHUULD BE USED. CI HAS U0 ADDITY
IOHAL INFORHATION. HUC PHR COHCERN.

THE POUIR BLOCK SHOULD BE DESIGHED S
0 EVERYONE 1S REQUIRED TO BADGE IN A
T PRESFHT, THE REACTOR CAl BE TRIPPE
D FROM MIISIDE THE PROTECTED AREA (F
ROM THL IURBINE BUILDING). CI HAS H
0T ADDII1OHAL INFORMATION. HUC POHE
R CONCERN.

<t
13:3613

REF. SECTIO
CAT - ar
SUBCAT - 31

3.3
312.03-1

".3.3
312.03-4

3.1
312.01-1

J.11
312.11-1



..,
.

REFERE’ - ECPS132J-ECPS132C
FREQUEI - REQUEST

OlIF - ISSS - RHH

'ATEGORY: OP PLANT OPER. SUPPORT
’ S
H

SUB R PLT

CONCERN HUMBER CAT CAT D LOC

IN -86-137-00201 OP 31201 M WBH
150249

IN -86-137-00301 OP 31211 H BN

750127 * ;

IN -86-137-00401 OP 31201 N WBH
150127

OP 31209 N HBN

IN -86-137-00601
150127 .

‘2 SAF RELATED
BF

1 ﬁilllﬁbbtl..l: { AULLORITY
OFFICE O CLEAR PONER
EMPLOYEE CONCERH PROGRAM SYSTEM (ECPS)

EMPLOYEE CONCERHN INFORMATION BY CATEGORY/SUBCATEGORY

SUBCATEGORY: 312

1 REPORT APPL
HISTORICAL
L SQ KB REPORT

1 ]- t

R Y IN-86-137-002
HA

2 HA HA tio
1 H H Y IN-86-137-003"
2 NA HA HA HO
1N H N Y IN-86-137-004
2 HA NA NA NnO
1N BN N Y IN-86-137-006
2 HA UA NA NO

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.

CONCERN
ORIGIN

QTC

QTC

QTC

ADEQUACY OF:PSO UNHIFORH IN HUC PLANT ERVIROHMENT

CONCERN DESCRIPTION

CI STATCD THAT PUBLIC SAFETY OFFICER
S (HAMLS tOT GIVEN) HAVE BEEN TOLD B
Y HEALTH PIYSICS PERSONHEL (HANES HO
T GIVEN) INAT THE DOUBLE KHIT UNIFOR
11 TROUGI RS HOULD “ATTRACT™ AIRBORNE

CONTAMIBATION 1IN THE EVENT OF A RELE
ASE. NUCIEAR POUER DEPARTMENT CONCE
RH. N0 ADDITIOUAL INFORMATYION AVAIL
ABLE IN VILE. HNO FOLLON UP REQUIRED

THE PUD SAF PATROL VEHICLES USED FOR
ON=-STITE PAIROLS HAVE N0 AsC. - CI ST
ATED THAl

IN VEIICIES USED "“ON THE ROADY™. TH

" E LACK 0§ AsC IN PATROL VEMICLE(S) H

AS A DELERIOUS EFFECT ON OFFICERS AS
SIGHED TO TIESE POSTS IH THAT THE TE
MPERATURL INSIDE THE VEHICLES CAH RE
ACH I EXCESS OF 100 DEGREES BECAUSE

THE HINDOHS MUST BE ROLLED UP & THE

DOORS LOCKED IF VEHICLE IS UNATTEND
ED TO MAKE ROUNDS. HUC POMER CONCER
H. CI HAS HO ADDITIONAL INFORMATION

A TIE I5 REQUIRED HHEN THE UMIFORH O
F THE DAY CALLS FOR A JACKET OR LONG

SHIRT SLEEVES TO BE HORH. THIS CAl

BE UAZARDOUS TO THOSE PUB SAF OFFIC
ERS ASSIGIED POSTS HEAR OPERATING/RO
TATING CQUIPHMENT. HUC POUER CONCERH
. CI NAS 1O ADDITIONAL INFORMATION.

COMMUNICATIONS FROM THE GUARD TOIIERS
CIHCLUDING PRIVATE/PERSOIAL)Y CANl BE
HONITORLD FROW THE CHIEF'S OFFICE,

THE CAPIALN'S OFFICE, THE CASS, & TH

E SAS5. CI FEELS THIS IS Al INVASIO

§ OF PRIVACY. NUC PONER CONCERN. C

I 1IAS 10 ADDITIONAL INFURMATION.

l'hl:-:
RUN TI
RUNH DATE - 04/24/8

TVA POLICY OHLY ALLGHS A/C °

-

o~ b
3:36:3

REF. SECTIG
CAT - OF
SUBCAT - 31

3.1°
312.01-1

J.11
312.11-7

3.1
312,01-3



REFERENCE ~ ECPS132J-ECPS132C TEHHESSEE VALLEY AUTHORITY PAGE - Z3

FREQUENCY ~ REQUEST OFFICE OF NUCLEAR PUNER RUN TIME -~ 13:36:3
ONP - ISSS - RHM EMPLOYEE COHCERH PROGRAM SYSTEM (ECPS) RUN DATE - 04/24/8
‘ . ‘ EMPLOYEE CONCERN INFORMATION BY CATEGORY/SUBCATEGORY
.ATEGORY: OP PLANT OPER. SUPPORT SUBCATEGORY: 312 DISCRIMINATION WITHIN THE SECURITY ORGANIZATIOM
s
H 1 REPORT APPL . . REF. SECTIG
SUB R PLT 2 SAF RELATED HISTORICAL  COMNCERM CAT -0
CONCERN NUMBER CAT CAT D LOC BF BL SQ MB REPORT ORIGIHN CONCERN DESCRIPTION SUBCAT - 3)
IN -86-137-00801 MP 70512 SHMBN 1 H N N H IN-86=137-008 QYC FEMALE PUBLIC SAFETY OFFICERS ARE GI
150249 2 HA HA HA HA VEN “PREFERENTIAL® POSTS O THE PREN 3.2
ISE THAT THEY CAN'T DO “PAT-DOHNS".  312.02-3 .
02 OP 31202 SHBN 1 N N N Y NUCLEAR PUHER DEPARTMENY CONCERN.
2 HA HA NA tO HO ADDITIONAL INFORMATION AVAILABLE
IN FILE. HO FOLLOI UP REQUIRED.
IN -86-187-00101 OP 31201 N MBH 1M H N Y. IN-86-187-001 QTC THE TROUSERS HORN BY' PUBLIC SAFETY S 3.1
150124 2 NA HA HA NO ERVICE 0l FICERS ARE MADE FROM SYNTHE .
TIC MATIRIAL. CI FEELS THESE TROUSE 312.01-2
RS SHOUL D BE MADE FROM COTTON FOR FO
. LLOMING REASONS: THE SYNTHETIC MATER
IAL IS A SAFETY HAZARD BECAUSE THE T
ROUSER3 NELY HMHEH THEY CATCH ON FIRE
AND THME SYNTMETIC MATERJAL ABSORD R
.DIATION. MNUCLEAR POMER CONCERN. CI
DOES 0T HAVE AHY ADDITIONAL IHFORM
) ATION. HO FOLLOI UP REQUIRED.
TN -86-187-00201 OP 31203 M WBH 1 H N N Y IN-86-187~002 QTC CI FEELS THE PUBLIC SAFETY SERVICE 5
150124 2 HA A lIA tiO ~HAIl RESPONUSE TEAM SHOULD MAVE SPECI
AL TRATHING [IMERE, IF ANYTHING EVER 3.3

DOES HAlitll, THE 5-HMAN RESPONSE TEAH 312,03-1
CAll TAKL: CARE OF EMERGENCY SITUATIO

HS MORE EFFECTIVELY. CI FEELS THAT

OHCE A MONTH THE 5-MAH RESPOUSE TEAM

SHOULD HE TRATHED AND REMAIN TOGETH

ER AS A UHIT TO HAHDLE EHMERGENCY SIT
ATUIONS. NUCLEAR PONER CONCERN. CI

COULD HOY PROVIDE ANY ADDITIOHAL IH

FO. NO 1OLLOM UP REQUIRED.

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.

we




£Y AULTHURITY

REFEé’ - ECPS132J-ECPS132C TENNESSE S Pav. 4 n
FREQUE - REQUEST OFFICE LEAR PUMER RUlt T1 313612 °
OGRAM SYSTEM (ECPS) RUNl DA 04/24s¢

ONP - ISSS - RHH EMPLOYEE CONCER
EMPLOYEE COHCERH IHFORMATIOH BY CATEGORY/SUBCATEGORY
'ATEGORYs OP PLANT OPER. SUPPORT SUBCATEGORY:s 312 DISCRIMINATION $IITHIN THE SECURITY ORGAHIZATION .
. s .
H 1 REPORT APPL REF. SECTI(
SUB R PLT 2 SAF RELATED HISTORICAL  COHCERH . CAY - 0l
CONCERH HUMBER CAT CAT D LoC BF BL SQ NB REPORT ORIGIH CONCERN DESCRIPTION SUBCAT - 3)
IN -86~187-00301 MP 70512 S HBN 10N N H H IN-86-187-003 QTC CI FEELS 1MERE ARE Y00 MANY FEMALE P
T50124 2 NA NA HA.NA UBLIC SAFETY SERVICE OFFICERS ON THE 3.12
DAY SHIFT. THIS CREATES A PROBLEN 312.12-3
02 0P 31202 S HBN 1N & N Y BECAUSE TNE FEMALE OFFICERS CAHNOT W *
2 HA HA HA HO ORK AlL POUSTS DUE TO THE FEMALE PSS

OFFICERS HOT BEING ABLE TO PAT-DONH
OR SEARCH MALE EMPLOYEES. CI FEELS
FEMALE OFFICERS SHOULD DE ALLOWED TO

PAT-DOUN AUD SEARCH MEN. THIS HOUL
D ALEVIATE THIS CONCERN. NUCLEAR PO
HER CONCERN. CI COULD NHOT PROVIDE A
NY ADDITTONAL IHFORWATION. NO FOLLO
Il UP RQUIRED. .

IN -86-191~00101 OP 31212 HWBH 1 H H N Y IN-86-191-001 ~ QTC CI FEELS PUBLIC SAFETY POSTS 1 & 4 S 3.12
150124 2 HA HA HA NO . HOULD MAKE FIRE CHECKS TOGETHER. AS .

Al EXANPLE, CI STTED THERE HAS A S§  312,12-3
OOTING I1NCIDENT ABOUT 4-5 MONTHS AGO

. IN 1985 AT OAKRIDGE MIILE PATROLLIN
G ALONE. CONSTRUCTION DEPT. CONCERN
. CI HAS U0 FURTHER INFORMATION. F
OLLOI UPP REQUIRED.

IN -86-193-00161 OP 31203 H MBN 1 H N N Y  IN-86-193-001 QTC PUBLIC SAFETY CONTINGENCY RESPONSE T
150125 2 NA HA NA NO EAM (CR1) IS NOT EFFECTIVE ENOUGH TO 3.3
HANDLE A REAL EMERGENCY SITUATION.  312.03-1
CRY PERSONNEL ARE NOT PROPERLY EQUI
PPED OR TRAINED. HUC PHMR COMCERH.
CI HAS MO FURTHER INFORMATION. MO F
OLLOH UP REQUIRED.

IN -86-193-00301 OP 31211 N MBH 1N N N Y  IN-86-193-003 QTC PLANT SECURITY PERIMETER SHOULD EXTE .
150125 - 2 NA NA HA HO ND FARTHER AIAY FROM THE PROTECTED A 3.11
REA OF KLACTOR BUILDINGS, IN THE FOR  312.11-1
H OF PATROLS AND ELECTRONIC SENSING
DEVICES. HUCLEA POLIER CONCERH. CI
HAS NO FURTHER INFORNATION. HNO FOLL
04 UP REQUIRED.

COHCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY. HUMBER. .




REFEREMNCE
FREQUEHCY
ONP - ISSS - RHH

- ECPS132J-ECP5132C
- REQUEST .

SATEGORY: OP PLANT OPER. SUPPORT

CONCERHN NUMBER

I -86-196-00101
150124

IN -86-213-00201
150132

IN -86-213-00301
T50132

S
H
SUB R

CAT CAT D

oP 31203 H

0P 31204 H

op 31212 H

PLY
Loc

HBN

HBH

HBH

TENNESSEE VALLEY AUTHORITY
OFFICE OF HUCLEAR POMHER
EMPLOYEE CONCERN PROGRAM SYSTEM (ECPS)

EMPLOYEE CONCERN IHFORMATION BY CATEGORY/SUBCATEGORY

SUBCATEGORY: 312

1 REPORT APPL
2 SAF RELATED
BF BL SQ WB

REPORY ORIGIN

In N ny IN-86-196-001 QTc

2 HA HA HA HO

1H H B Y IN-86-213-002 QTC

2 HA HA HA HO

18 0 0 Y IN-86-213-003 QTC

2 HA HA NA NHO

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.

HISTORICAL = CONCERH

SECURITY PERSONNEL TRAINING PROGRANM

CONCERH DESCRIPTION

TVA NEEDS A SECURITY ALERT RESPGHSE

TEAN COMIPRISED OF OFFICERS DEDICATED

YO THE 1ASK, RATHER THAN A TEAM OF
RANDOMLY SELECTED OFFICERS. CI HAD
10 ADDITIOMAL INFORMATION. MNUCPHR C
ONCERH. O FOLLOH UP REQUIRED.

PUBLIC SAFETY HORK SCHEDULES ARE NOT
ADHERED Y0. THE SCHEDULES OFTEH CH
ANGE AT THE BEGINNING OF A SHIFT, HH
1CH MAKES 1T INPOSSIBLE TO PLAN THE
TYPE OF CLOTHING, ETIC., TO HEAR/BRIN
G TO HORK, OR THE AMOUNT OF TIME TO

PLAN FOR A SHIFT. FOUR DAY HEEKENDS
ARE SCHEDULED HITH A “UTILITY DAYY
AT THE BEGINNING OR END. THE * UTIL
ITY DAY® IS USUALLY HOVED TO WITHIN

THE $IEEKEND PERIOD, HHICH CAUSES TH0O
DAYS OFf, ONE WORK DAY, AND THE REH
AINING TII0 DAYS OFF. THIS DEFEATS T
HE PURPOSE OF THE FOUR DAY HEEKE

PUBLIC SAFETY HAS CONMITTED TO THE N
RC TO HORK HO MORE THAN 10% OVERVIME
.  HOHEVER, THIS IS OFTEN GOTTEN ARO
UND DY THE USE OF "HURRY-BACK®, HIER
E ANl EMPLOYEE WILL HORK A FULL SHIFT
» TAKE TIIE NEXT SHIFT OFF, AUD REPOR
T BACK 0N THE FOLLONING SHIFY. INDI

VIDUALS RECEIVE 4 HOURS ADDITIONAL S -

TRAIGHT TIME PAY FUR THIS. CI EXPRE
SSED THAT THIS BASICALLY AMOUNTS TO
OVERTINE, WITH EQUIVALENT OVERTINE P
AY, DBUT 1S NOT COUNTED AGAINST THE 1
0% OVERTINE LINIT. HNUCPHR DEPT COHC
ERN. CI1 HAS NO FURTHER INFORHAT

PAGE - r4
RUN TIME — 13:36:3
RUN DATE - 04/24s¢

REF. SECTIt
CAT - 0t
SUBCAT - 3)

3.3
312.03-1

3.4
312.04-1

3.12
312.12-3



- < REFER - ECPS132J-ECPS132C Temassse‘&v AUTHORITY ' PAGE . 26,
" FREQU - REQUEST OFFICE CLEAR POHER RUN TI 13:36::

onp - I15Ss - RIH EMPLOYEE COHCERN PROGRAM SYSTEM (ECPS) RUN DATE - 04/2471
. EMPLOYEE CONCERN INFORMATION BY CATEGORY/SUBCATEGORY
) SATEGORY: OF PLANT OPER. SUPPORT SUBCATEGORY: 312 MAUAGEHMENT AHD PERSONHEL ISSUES .
S .
: H 1 REPORT APPL REF. SECTII
x SuB R PLT 2 SAF RELATED HISTORICAL CONCERN - CAT - 0
COHCERN HUMBER  CAT CAT D LoC BF BL SQ KB REPORY ORIGIH COHCERN DESCRIPTION SUBCAT - 3.
IN -86-213-00401 OP 31204 H WBH 1H H H Y IN-86~213-004 QTC PUBLIC SAFETY SERVICE MANAGEMENT ol
T50132. 2 NA HA NA HO DAYS, EVIEHINGS AND NIGHTS RUN THE P, 3.4
. 5.S. PROGRAM DIFFERENTLY, AND DO HOT 449 g4-2
2 INTERPRLI PROCEDURES/INSTRUCTIONS T ¢
. HE SAME. [IHIS CAUSES CONFUSION AtiOR
G PUBLIC SAFETY PERSONMMEL, AND POSSI
: BLE INADEQUACIES 1IN PRUGRAM IMPLENEN
) . TATION. HUCPIR DEPT. COHCERW. CI H
. AS HO FURTHER INFORMATION. NO FOLLOH
UP REQUIRLD. :
; Il -86-213-00501 0P 31207 N MHBH 1H N Y IN-86-213-005 QTC upOST ORNERS™ ARE NOT PROVIDED AT AL
750132 2 NA HA NIA HO L PUBLIC SAFETY SERVICE POSTS AS REQ .3.7

. . UIRED. NUCPHR DEPT. CONCERH. CI HA 1312.07-2
S HO FURNIER TNFORMATION. Ho FoOLLON
UP REQUIRED.

IN -86-214-00101 OP 31206 N WBH 1 H N H Y  IN-86-214-001 QIC SECURTTY IS ONLY FOR SHOH AT HATTS B 3.6
150132 2 A HA HA NO AR, 1.E., PERSOMMEL ARE ALLOWED 10 P 4.5°0 o

ASS 11ROUGH TIE SECURITY BARRIER DUR .

111G AN EMERGENCY IF THEY GIVE TIIEIR

- DBADGE 10 A NOH-SECURITY TYPE CLERK.

. CI DOES HOT FEEL THAT THIS IS PROPE

R. CI HAS 0 HORE INFORIMATION. HUC

. PR DEPT.” CUNCERI. N0 FOLLOIL UP REQ

IH -86-214~00201 OF 31201 HWBH 1 H H H Y IN-86-214-002 QTC SECURITY UNIFORMS HEED TO BE MADE OF
T50132 2 HA HA HA HO A MATERIAL THAT CAH BE CLEAHED OF R 3.1

- ADIOACTIVE DUST INSYEAD OF HAVING TO 312.01-1
- BE DESIROYED. CI HAS 1O HORE YNFOR
: . ‘ MATION. HUC PUR DEPT. CONCERN. HNO

. : FOLLOH UP REQUIRED.
IN -86-216-00301 OP 31211 HMBM 1 H N N Y  IH-86-214-003 QTC THE SECURLTY ALARM SYSTEM IS OBSOLET 311
- 150132 2 HA NA HA NO £ AND FALSE ALARMS CAll OCCUR. AS FREQ .
. UENTLY AS THREE TIMES IN 5-10 MINUTE 312.11-2
NI S. CI FEELS THAT THIS DEGRADES THE

. UBELTEVABILITY" OF THE ALARIL SYSTEM.
« CI HAS 10 MORE INFORMATION. HUCPH
. gEgEPT. CONCERN. HO FoLLON UP REQUIX

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER. ) .




REFERENCE - ECPS132J-ECPS132C TENHESSEE VALLEY AUTHORITY ‘ PAGE - 27

FREQUENCY - REQUEST . OEFICE OF HUCLEAR POMER RUN TIME - 1313613
OHP - ISSS ~ RHM EMPLOYEE CONCERN PROGRAN SYSTEM (ECPS) RUNl DATE - 04/24/t
EMPLOYEE CONCERH INFORMATION BY CATEGORY/SUBCATEGORY

TATEGORY: OP PLANT OPER. SUPPORT SUBCATEGORY: 312 SECURITY PROGRAMS AHD PROCEDURES
S "
H 1 REPORT APPL REF. SECTI(
SUB R PLT 2 SAF RELATED HISTORICAL  COMNCERN : CAT - ol
COMCERN NUMBER CAT CAT D LocC BF BL SQ HB REPORT ORIGIN CONCERM DESCRIPTION SUBCAT - 3)
IN -86-2164-00601 OGP 31212 H MWBH 1 H H N Y IN-86-214-004 QTC PUBLIC SAFETY DOES HOT HAVE THE AUTH 3.12

150132 2 1A HA NA HO ORITY 10O ENFORCE TME SITE RULES AND 2t
: . REGULATIONS. CI DOES NOT FEEL TunIS  312.12-
1S PROPER. CI HAS N0 MORE INFORMATI
oll. QUC.PHR DEPT. COMCERN. 10 FOLLO
H UP REQUIRED,

. IN -86-214-00601 MP 70512 S HBN 1 H N H N IN-86-216-006 QTC FEMALE PUBLIC SAFETY OFFICERS ARE EX
J 150132 2 HA NA HA HA ENPT FROIN CERTAIN ASSIGHMENTS AS THE 3.2
- , Y HOULD BE REQUIRED TO “PAT DOHN" HA .
02 OP 31202 SHBH 1 H N H Y LES AS WELL AS FEMALES. THIS IS pis 312.02-1
2 NA NA HA tiO CRIMINATORY TO BOTH MALE AMD FEMALE

OFFICERS. CI HAS 110 MORE YHFORMATIO
. NUCPIR DEPT. CUNCERN. 1O FOLLOH
UP REQUIRED.

N N N Y IN-86-214-008 QTC PUBLIC SECURITY HAS BEEN ASKED TO OP 1.6
NA NA HA HO EN THE SECURITY DOORS SO EQUIPMENT C .
AN DE TAKEN THROUGH OHLY TO FIND THE 312.06-3
EQUIPMENT HWAS COFFEE. CI FEELS THA
. T THIS DEMONSTRATES THE LACK OF SERI
. OUSNESS HITH HHICH PUBLIC SAFETY IS
“ - TREATED. CI HAS 1o MORE INFORMATION
. . NUCPHR DEPT. CONCERN. 10 FOLLGH
UP REQUIRED.

IN -86-224-00101 OP 31204 HMWBH 1 H H H Y IN-86-224-001 QTC COHCERN HAS EXPRESSED REGARDING THE
750135 ' 2 NA HA HA HO CONSTANT CHANGING OF ORAL DIRECTION, 3.4

HHICH USUALLY -DIFFER_FROM HRITTEN 0 4;9 04-2
RDERS AND PROCEDURES TAUGHT IH PUBLI *
C SAFE1Y SEMINARS & TRAINING CLASSES

. AS Al EXAMPLE, CI STATES THAT REC

ENTLY THCRE HAS A FIRE IN AUX BUILDI

NG AND V110 PUBLIC SAFETY OFFICERS RE
SPONDED NITHOUT PROPER -EMERGENCY BAD

GES. CI SUSPECTS THESE THO INDIVIDU

ALS ARE NOM LTIABLE FOR DISCIPLINARY

ACTION DUE 7O HOT FOLLOHING PROCEDUR

ES. UHUCLEAR PUMER DEPT- COMCERN. CI

tIAS NO FURTUER INFORMATION.

TN -86-214-00801 oP 31206 H uBH
150132

N -

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.

.
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. «
LAY

FREQU - REQUEST OFFICE CLEAR PUHER

REFER’ - ECPS51323-ECPS132C TENHESSE EY AUTHORITY
E -
ROGRAM SYSTEM (ECPS)

PAGE

CONCERN DESCRIPTIOH

CI FEELS THAT BACKGROUND IHVESTIGATI
ONS OF ALL HUCLEAR PLANT EMPLOYEES S

ONP - ISSS - RHH EMPLOYEE CONCERN
EMPLOYEE CONCERN INFORMATION DY CATEGORY/SUBCATEGORY
CATEGORY: OP PLANT OPER. SUPPORT SUBCATEGORY: 312 SECURITY PROGRAMS AlND PROCEDURES
S
H 1 REPORT APPL
suB R PLT 2 SAF RELATED HISTORICAL CONCERN
CONCERN NUMBER  CAT  CAT D LOC BF BL SQ HB REPORT ORIGIN
IN -86-241-00101 opP 31212 H HBH 1H N N Y QTC
150141 ‘ 2 HA HA HA N0

IN -86-244-X0101 OP 31208 HHBH 1MH N H Y IN-86-244~-X01 QTC

150240 . 2 NA HA HA HO
IN -86-246-00401 0P 31204 HUMWBH 1N H H Y QTC
750142 2 HA HA HA NHO

IN -86-271-00201 OP 31208 HHKWBH 1 H H N Y IN-86-271-002 QTC
750147 . 2 HA HA liA HO

COHCERHNS ARE GROUPEb BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.

HHOULD BE REQUIRED AND COMPLETED PRIO
R TO EMPLOYMENT OR GRANTING OF SITE

ACCESS. Cl1 ALSO FEELS THAT BACKGROU
HD CHECKS SHOULD BE PERFURMED, OH Al

INTERUIITENT BASIS,. FOR FOSSIL AHD

HYDROELECIRIC ENPLOYEES. CI FEELS T
HAT PUBLJC SAFETY SHOULD HAVE A DIVI]
SION TG PERFORM THIS ACTIVITY. CONS
TRUCTION DEPT COHCERN. CI HAS NO FU
RTHER INFORBATION. .

CI STATED THAT PERSOHMEL EXITING THE

PLANT ARE REQUIRED TO HAVE T1HEIR LU
HCIt BOXES AtD SACK CHECKED BY SECURI
TY, BUT ENTERING CONTATIMERS ARE MOT
CHECKED. CI FEELS THAT A SEARCH OF
ENTERING CONTATINERS HOULD REDUCE THE

POSSIBILITY OF AN EMPLOYEE BRINGING

SOMETHING IH TUHAT COULD DAMAGE THE
PLANT. CONSTRUCTION DEPARTHENT CONC
ERH. CI HAS HO ADDITIONAL INFORMATI
Ol. NO FOLLOM UP REQUIRED.

CI HAS DIRECTED BY SUPERVISION TO LE
AVE C/I'5 AREA UNSECURED ONH SPECIFIC

OCCASIONS. (HANE/DEYAILS TO THE SP
ECIFIC CASE ARE KNOHN CONFYDENTIALIT
Y). HUCLEAR POMHER CONCERN, CI HAS
HO FURVHER INFORHATION. .

CI HAS BEEH ADMITTED ON SITE SEVERAL
TIMES OVER THE PAST 4 MONTHS WITHOU
T DISPLAYING HIS BADGE. CI FEELS TH
E SECURITY GATE FOR CONSTRUCTIOH AHD
VEHICLE TRAFFIC HEEDS IMPROVEMENT T
0 THE POINT THAY THIS HOULD NOT HAPP
EN AGAIN. THIS TS EITHER A TRAINING
OR PROGRAM DEFICIENCY. CONSTRUCTIO
H DEPT COHCERN. CI HAS HO ADDITIONA
L IHFORDAYION. HNO FOLLOIUP REQUIRED

Rull 71
RUIl DA

LR

28
QS 136:.
T 067247

REF. SECTI(
CATY - 0t
SUBCAT - 3i

3.]2
312.12-2




REFERENCE - ECPS132J-ECPS132C
FREQUENCY - REQUEST

TENNESSEE VALLEY AUTHORITY
OFFICE OF HUCLEAR POHER

PAGE - 29
*RUN TIME - 13:36s.

EHMPLOYEE CONCERN PROGRAM SYSTEM (ECPS) RUH DATE - 04/24/1
EMPLOYEE CONCERH INFORMATION BY CATEGORY/SUBCATEGORY

SUBCATEGORY: 312 SECURITY GUARD TOHERS

onp - ISSS - RHM
. CATEGORY: OP PLANT OPER. SUPPORTY
S

H 1 REPORT APPL REF. SECTI
' SUB R PLT 2 SAF RELATED HISTORICAL  CONCERN CAT - 0
CONCERH HUMBER CAT CAT D LOC BF BL SQ KB REPORY ORIGIN CONCERN DESCRIPTION SUBCAT - 3.

IN -86-272-00201 OP 31209 HHWBH 1 H H H Y QTC
150250

| CI HAS CONCERNS REGARDING THE GUARD 3.9
2 A HA HA HO .

TOHERS, AND THE EHERGENCY MEDICAL TE

AM.  DUE TO TINE LIMIT OF INITIAL IN 312.09-6
TERVIEH CI COULD HOT ADEQUATELY EXPR

ESS THE COHCERH. HO FURTHER INFORHA

TION IN FI1LE. llUC. POHER DEPARTHENY

CONCERH. 110 FOLLOW UP REQUIRED.

IN -86-291-00701 OP 31211 HMBN 1M H Y Y I-85-622-HBN  QTC MAY/JUHE 1985. A FLOODING COMDITION 4 .
. 150147 2 HA HIA SR SR - EXISTED AT THE INTAKE PUMPING STATI .
.- . . oli. HHEN THE “ALARHM 1JAS AHHOUNCED  312.11-5
.. IT TOUK FORTY (40) MINUTES BEFORE TH
.~ . E APPRUPRIATE PERSOHHEL COULD BE CLE
_ : ARED THROUGH SECURITY SO THE CONDITI
oll COULD BE CORRECTED. THIS DELAY I
] S DUE TO TIE “POHER “BLOCK® SECURITY «
.- , CONCEPT AND THAT THE INTAKE PUMPING
2 STATION IS GUT OF THE POIIER BLOCK A
) , REA. (NAMES/DETAILS KHOWHN TO QTC AH
E D HITINELD TO HMAINTAIN CONFIDENTIALI
TY). MNUCLEAR PONER CONCERN. CI HAS
MO FURTHER INFORMATION. MO FOL
IN -86-294-00101 OP 31208 N MWBH 1 H N N Y  IN-86-294-001 QTC CI FEELS A SECURITY SCREENING PROCES 3.8
750152 - . 2 HA HA NA NO S IS NEEDED FOR ANY PERSON EMTERING - 0% 0
TVA FACILITIES. CI HAS MO APDITIONA 312.08-
. L INFORNAILON. MO FOLLONUP REQUIRED

-
N

IN -86-295-00101 oP 31211 H HBN 11l

N N Y  IN-86-295-001 QTC EXPLOSIVE DETECTORS IN THE ENTRY POR
150151 2 HA NA NA SR TAL, ELEV, 708, TURBINE BUILDING DO 3,11
- . X H'T HORK AND ARE INEFFECTIVE HHEN TR  332.11-12
. . , EY DO RUN. SEVERAL MAINTENAMNCE REQU .

ESTS HAVE BEEN TURHED INTO THE SECON
) DARY ALARM STATION HHO TURHED THEHW I
N HTO THE THSTRUMENT SHOP. HUCLEAR PO
* HER CONCERN. _CY HAS NO ADDITIONAL I
HFORMATTION. - FOLLOH-UP HOT REQUIRED.

IN -86-295-00201 OP 31211 HMBM 1 H N N Y HATTS BAR HEEDS YO BE MORE SECURE. 3.11
150151 2 A NA HA HO TME PLANT MEEDS LARGER PROTECTED ARE .

. : A. UUCLTAR POMER CONCERN. CI NAaS n 312.11-1

: : “ 0 ADDIVIGNAL INFORMATION. FOLLOM-UP -

i NOT REQUIRED.

IN-86-295-002 - QTC

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY NUMBER.




oo,
. :

N

REFEREI - ECPS132J-ECPS132C
FREQUELNC - REQUEST
OlpP - ISSS - RIIM

'ATEGORY: -0P PLANT OPER. SUPPORT

s
. H
- SUB R PLY
CONCERIl NUMBER CAT CAT D LOC

opP 31212 H HBlI

PH -85-029-00101
T50091

RII-86-A-0095 01 OP 31211 M BFN

SQM-86-010-00101 op 31208 N Saqh
150264

TE
0

EMPLOYEE CONCERN PROGRAM SYSTEM (ECPS)
EMPLOYEE CONCERN IHNFORMATION BY CATEGORY/SUBCATEGORY

SUBCATEGORY: 312

1 REPORT APPL
2 SAF RELATED
BF BL SQ 1iB

1H H Ny
2 HA HA A N0

th=<
n=<
w=<

1H H Y H
2 HA HA HO HA

-

m:essr—:a’
FFICE OF

EY AUTHORITY
CLEAR POHER

« Y ve + w = = il ~

SECURITY PROGRANMS AUD PROCEDURES

HISTORICAL
REPORT

PH-85-029~-001

COMCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY NUMBER.

COHCERN
ORIGIN

Q1C

HRC

QT1C

CONCERN DESCRIPTION

PUBLIC SAFETY SERVICE OFFICERS HAVE

BEEN NOTIFIED THAT TIHE HRC HAS RESTR
ICTED 1HE AHOUNT OF OVERTIME HOURS T
HAT A PS5 OFFICER CAlN HORK AT HATTS

BAR TO 72 HOURS IN A TI10 HIEEK PERIOD
WITH ADDITIONAL LIMITATION OF HO 1O
RE THAN 36 HOURS OVERTIME IN A OlE U
EEK PERIOD AND HO MORE THAN THO SIXT
EEN HOUR SHIFTS IIORKED CONSECUTIVELY
. €71 STATES THAT HAYTS BAR IS TIE

ONLY TVA HUCLEAR PLANT WITH THIS RES
TRICTION. C/1 FEELS THAT IT IS UNFA
IR TO RESTRICY OR LIMIT THE OVERTIHE
FOR PSS OFFICERS AT HATTS BAR H

THE ALLEGER STATED THAT THERE ARE OV
ER 300 KEYS TO THE VARIOUS ROOMS THR
QUGHOUT THE DRONHNS FERRY HNUCLEAR PLA
UT HHICH CONTAIN SAFETY-RELATED EQUI
PMENT: THESE KEYS, ARE POORLY IDENTI
FIED AHD POORLY CONYROLLED. THIS PO
SES A PROBLEM DURING A PLANT ENERGEN
CY HUEN ACCESS YO SAFETY-RELATED EQU
IPMENT IS UECESSARY. ALSO, SONE ARE
AS ARE NOT READILY ACCESSIBLE IN FIR
ES OR OTHER EMERGENCIES. THIS SPECI
FIC ALLEGATION APLIES TO BRUNIS FERR
Y OHLY, HOWEVER, IT MAY ALSO HAVE GE
HERIC IMPLICATION FOR OTHER TVA

MANY PUBLIC SAFEYY OFFICERS DO NHOT R
EQUIRE FEMALE ENPLOYEES TO SUBMIT TO
A SEARCIl OF THEIR PURSES DURING AFT
ERNOOII "t UNCH BOX CHECKS®™. THIS HAS
ALLONED THEFTS OF TVA PROPERTY TO O
CCUR (1410 CALCULATORS, 1D OTIIER DETA
ILS KHOHN) . 3O FURTHER INFORMATION
I FILE. ANONYHOUS CONCERHN.

PAGE
RUN TIH
RUN DATE - 04724/t

»

3:36::

REF. SECTI
CAY - 0
SUBCAT - 3.

3.12
312.12-3

3.11
312,11-5

312.08-7




LY

"REFERENCE - ECPS132J~ECPS132C

11BP-85-016-00401
150233

FREQUENCY = REQUEST
ONP - ISSS - RN
CATEGORY: OP PLANT OPER. SUPPORT
S
H
SUB R PLY
CONCERHN HUMBER CAT CAT D LOC
- UBN-0058 0l OP 31205 H HBH
HBH-0076 01 0P 31208 H WBH
HBP-85-016~00101 0P 31212 N HBN
750233 :
OP 31211 N HBH

TEHHESSEE VALLEY AUTHORITY
OFFICE OF NUCLEAR POHER
EMPLOYEE COHCERN PROGRAM SYSTEM (ECPS)

.

PAGE

- 31

RUN TIME - 13:361!

ENPLOYEE CONCERH INFORMATION BY CATEGORY/SUBCATEGORY

SUBCATEGORY: 312

1 REPORT APPL

2 SAF RELATED * HISTORICAL  COMNCERN
BF BL SQ WB REPORY ORIGIN

1 J HHY CECP

2 HA HA HA MO

10N 0 H Y . 0ECP

2 HA NA HA NO

I1H BNy HBP-5-016-001 QTC

2 A HA NA IO

1H H N Y HBP-5-016-0046  QTC

2 HA HA HA 1O

I

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY NUMBER.'

S

SECURITY INTERFACES UlrU2

CONCERN DESCRIPTION

IN A MEDICAL EMERGENCY - MEDICAL RES
PONSE 1EA1 MAS DELAYED BY PSS IN EAR
LY DECENMBER 1985, HHEN TRANSPORTIIG
INJURED CHPLOYEE FROM UNIT 2 TO UNIT

1 757 ELEVATION. DELAY HAS CAUSED

+ BY PSS PAT1ING DOMM MEMDERS OF HEDIC

AL RESPOHNSES TEAN.

THERE SHOuULD BE PERYIODIC CHECKS OF 1

HCOMTNUG/EXITING EMPLOYEES BAGS, LUNC

HES, EIC. AT BACK CONSTRUCTION GATE.

OlﬁgAgns ARE OBLIVIOUS TO ANYTHING G
! .

THE 10 PAT-DOHN SEARCH REQUIREMENTS
FOR PERSOHNEL ENTERING THE POUER BL
0CK IS TNADEQUATE TO ASSURE PROTECTI
Ol OF THE PLANT. PERSONMEL HHO ACCE
SS THE POUER BLOCK SEVERAL TIHMES A D
AY ARE SCARCHED HMORE OFTEN, WHILE TH
O0SE PERSONIEL HHO ACCESS ON AN INFRE
QUENT "BASIS MAY MAKE SEVERAL EHTRIES
HITIH N0 PAT-DOKN BEING IFERFORMED.
CI SUGGESTS THAT A COHPUTER RAHDOM S
ELECTION OF BADGE HUNDBERS (SUCH AS Y
S USED AT SEQUOYAH) HOULD BE FAIRER
AUD MORE EFFECTIVE. NUC. POHER DEPA
RTMENT CONCERN. CI HAS 10 FURTH

SECURITY CARD READERS IN UNIT 1 ARE
IMPROPERLY LADLELED HITH THE ACCESS L
EVELS AUINORIZED TO USE THE CARD REA
DER. THI5 CAUSES NEEDLESS SECURITY
VIOLATIONS TO OCCUR. HNUCLEAR POHER
DEPARIUENT CONCERI. CI HAS HO FURTH
Eg THFORIATION. NO FOLLOWI UP REQUIR

RUN DATE - 04724/t

REF. SECTIt
CAT - 0l
SUBCAT - 3

3.5
312,05-2

3.8
312,08-1

3.12
312.12-1

3.11
312.11-9




REFEREI’- ECPS132J-ECPS132C TEHNESSEE EY AUTHORITY PAGE . 32
FREQUEN - REQUEST

OFFICE OF HUCLEAR POLIER RUN TIME ~ 13:36::

ONP - ISSS - RUM EMPLOYEE CONCERM PROGRAM SYSTEM (ECPS) RUN DATE - 06/24/¢
‘ EMPLOYEE COHCERN INFORMATION BY CATEGORY/SUBCATEGORY ‘ .
:ATEGORY: OP PLANT-OPER. SUPPORT SUBCATEGORY: 312 SECURITY AT PLANT ENTRAHCES
‘ s A
H 1 REPORT APPL . REF. SECTI(
) SUB R PLT - 2 SAF RELATED HISTORICAL  CONCERN CAT - ol
CONCERN NUMBER CAT CAT D LOC BF BL SQ 1B REPORT ORIGIN CONCERN DESCRIPTION SUBCAT - 31
Ml -35-051-00201 OP 31208 M MBN 1 H H N Y HI-85-051-002 QTC HATTS BAR IS LACKING GOOD SECURITY,

750130 : 2 HA HA HA HO AS HOMAN AND CHILDREN GOT ON THE SIT 3.8
] £ HMITHOUT KNOINING VIHERE THEY WERE OR  312.08-4
MO TO GET OUT UITHOUT SECURITY PER
“SONNEL WOTICING THE INIRUSION. cCONS
) T. DEPT. CONCERN. CI HAS NO FURTHER
INFORMATION. NO FOLLOI UP REQUIRED

H N Y N XX-85-032-001  QTC SEQUOYAH- RELOCATION OF SECURITY POR
HA HA SR HA TALS ABOUT SIX HONTHS AGO TO TURBINE  3.11
BUILDING & DOING AWAY LIITH THE PRES 332.11-1
ENT OPERATION OF THE "T-CUP BUILDING .
' " HHICH IIAS SERVING AS A SECURITY PO
RTAL COULD LEAVE AREAS OPEN TO SABOT .
i AGE. PER CI SECURITY SHOULD BE ARQU
HD THE_ENFIRE PLANT, NOT LEAVING tAJ
, . OR PARTS OPEN FOR SABOTAGE. CI HAS
: - HO FURTHER IMFORMATION.

XX -85-040-00301 OP 31208 M BFI 1Y N H H QrC BROMNS FERRY - THE PUBLIC SAFETY DEP
150265 2 SR NA NA HA ARTHENT DUES HOT ADEQUATELY CONTROL 3.8-

THE ACCESS OF VISITORS INSIDE THE PR 312.08-6 °
OTECTED ARCA.* A PERSON WITH A VISIT
OR BADGE HEMT INTO All UNAUTHORIZED A .
REA OF THE FACILITY. DEVAILS KNOUMN
70 QTC, WITINELD DUE TO CONFIDENTIAL
ITY. HO FURTHER INFORMATION MAY BE
RELEASED.

XX -85-043-00301 OP 31206 H SQH 1 H H Y N XX-85-063-003 QTC SEQUOYAH: PUBLIC SAFETY SUPERVISION
150237 \ 2 NA HA SR HA CHANGES REGULATIONS AT THEIR oimll DIS 3.4
CRETION. CI DECLINED YO PROVIDE ADD .
ITIONAL INIORNATION. WNUCLEAR POWER  312.04-3
gﬁgaﬁancul COICERN. NO FOLLON UP RE

XX -85-032-00101 opP 31211 H SqQH
150087 .

COHCERHS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.



REFEREINCE
I REQUENCY -~ REQUEST
~ HiNp ~ ISSS - RIM

- ECPS132J-ECPS132C

\fEGORY: OP PLANT OPER. SUPPORT

. SUB
COMCERN HUMBER  CAT  CAT
X -85-048-00101 OP 31201
150073
-
XX-85-099-00101 0P 31211

1750151

S
H
R
D

H saqll

PLT
LocC

saqi

SUBCATEGORY s

N pus

REPORT APPL
SAF RELATED
BF DL SQ 1B

nu vy y
HA HA nO HO

iy Y

2 A HA O HO

148 COMCERNS FOR CATEGORY OP SUBCATEGORY 312

TEUNESSEE VALLEY AUTHORITY
OFFICE OF HUCLEAR POLIER

: EMPLOYEE COHCERN PROGRAlI SYSTEN (ECPS)
ENPLOYEE CONCETg INFORNMATION BY CATEGORY/SUBCATEGORY

PAGE

- 33

: RUN TIME - 13136139

ADEQUACY OF PSO UHIFORM Xttt HUC PLANT ENVIRONMENT

HISTORICAL
REPORT

XX-85-048-001

1-85-616-5Ql

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.

CONCERMN
ORIGIN

qQicC

QIC

CONCERIl ‘DESCRIPTION

——— S " T 0 S T ko Ay e P S Sl T 6 P W A

AT SEQUOYAN, THE UNIFORK TROUSERS 1i0
RIl BY 1VA PUBLIC SAFETY OFFICERS ARE
MADE OF SYNTNETIC UATERIAL. C/1 IS
CONCERUED THAT THE UNIFORH TROUSERS
POSE TNE FOLLONING THO SAFEFY PRODL
ENS: 1) CLOTHING HADE 'FROI SYHTHETI
C HATERIAL DOES NOT BURN BUT NELTS T
0 A PERSOII*S SKIN. SINCE FIREFIGHTIHN
G IS INCLUDED IN PUBLIC SAFETY OFFIC
ER*S JOB DUTIES, THE UNIFOR!! TROUSER
S IICREASE THE HAZARDS FACED Il A FI
RE SITuUATION. 2) BECAUSE TUHESE TROU
SERS BUILD-UP A GREAT DEAL OF ST%E“%
ELECIRICIIY MHNEN HORN., THE TROU 2

RUNl BATE - 04724782

REF. SECTIOH
CAT - or
SUBCAT - 312

3.1
312,01-1
312,01-2

WILL ATTRACY ATRBORNE GASEOUS RADTATION

IN THE EVEYY OF AH ATRBORNE RADIATION

LEAK, NO FOLLOW-UP REQUIRED!

SEQUOYAN=- TIIE PLANT-NEEDS TO BE MORE

SECURL.. IUE PROTECYED AREA NEEDS T
0 DE LARGER. UCLEAR POHIER DEPT conl
CERN. €I 1AS HO FURTIHER INFORMATION

. U0 FOLLON-UP REQUIRED.

3.11
312,11-1

e x  wawE




ATTACHMENT B 31200
Revision 1
SECURITY

List of Concerns by Element/Issue

The Security Subcategory (31200) is comprised of 148 concerns grouped

into 12 elements

addressing 61 issues.

Adequacy of PSO Uniform in Nuclear Plant Environment

Elgment 312.01 -
Issue 312.01-1 -
IN-86-111-001
IN-86-137-002
IN-86-214-002
*{X-85~-048-001
Issue 312.01-2 -

.*XX-85-048-001
IN-86-187-001

Issue 312.01-3 -

IN-86-137-004

Element 312.02 -

Synthetic Uniform Material - Radiation

Synthetic Uniform Material - Fire

Qearing Neckties and Long Sleeves Around Rotating
Equipment

Issue 312.02-1 -
IN-85-191-001
IN-86-187-003
IN-86-214-006

Issue 312.02-2 -
IN-86-107-001

Issue 312.02-3 -

EX-85-043-001
IN-85-843-002

Issue 312.02-4 -
IN-85-309-001

Element 312.03 -

Discrimination Within the Security Organization

Cross-gender Pat-down Seatrches

Ineffective Searches

Preferential Treatment of Females -

IN-85-311-010
IN-86-137-008

Schedule Changes for Females

Security Personnel Training Program

Issue 312.03-1 -

IN-85-747-001
IN-86-107-007
IN-86-196-001

Designated Emergency Response Team

IN-85-938-003 IN-86-048=004
IN-86-187-002 IN-86-193-001

*XX-85-048-001 Evaluated in issue 312.01-1 and 312.01-2

4344T

Page 1 of 7




“

Issue 312.03-2 -

IN-85-921-001
IN-35-921-002

Issye 312.03-3 -

IN-85-311-012
IN-85-989-001

Issue 312.03-4 -

IN-85-353-001
IN-86-107-008

glemenc4§;2.04 -

ATTACHMENT B (Continued) 31200
Revigion 1

Additional Emergency Medical Technicians (EMT's)
Training for Emergency Response Teams’
IN-85-826-001 IN-85-892-002

Firearms Proficiency

Management and Personnel Issues

Issue 312.04-1 -
IN-85-309-002
IN-85-751-001
IN-86-213-002

Issue 312.04-2 --
IN-86-213-004
IN-86-224-001
IN-86-246-004

Issue 312.04-3 -
XX-85-043-003

Element 312.0S5 -

Schedule Changes and Overtime Assignments

Interpretations of Instructions and Procedures

Regulation Changes

Security Interfaces Ul/02

Issue 312.05-1 -
£X-85-049-001
IN-85-311-009
IN-85-990-002

Issue 312.05-2 -

IN-85-436-003
IN-85-805-001

Element 312.06 -

Inadequate Separation, Ul/U2
EX-85-057-002 IN-8S-233-001¥
IN-85-521-002 IN-85-691-001
IN-86-107-004

Overly Difficult Access to Unit 1

IN-85-463-010 IN-85-732-002
WBN-00S8

Management Attitudes Toward Security Efforts

Issue 312.06-1 -

IN-85-938-004

Perception of Security by WBN hanagement

Page 2 of 7




IN-86-214-001

ATTACHMENT B (Continued)

Issue 312.06-3 - Security Barriers Breached

IN-86-214-008

Element 312.07 - Security Procedure Violations

Issue 312.07-1 - Application of Security Degradation

31200
Revision 1

Issue 312.06-2 - Handling of Security Badges in an Emergency

Determination/Corrective Action Request (SDD/CAR)

IN-86-074-001

Issue 312.07-2 - Inconsistent Application of Procedures

IN-86-101-001
IN-86-213-005

Issue 312.07-3 -

IN-85-846-004

Element 312.08 -

PSS Authority off of TVA Property

Security at Plant Entrances

Issue 312.08-1 -

EX-85-040-002
EX-85-185-001
IN-85-166-001
IN-85-427-002
IN-86-244-X01

Issue 312.08-2 -

IN-85-678-003

Issue 312.08-3 -

IN-86-294-001

Issue 312.08-4 -

WIi-85-051-002

Issue 312.08-5 -

BFN-85-048-001

£X-85-162-002
IN-85-149-001
IN-85-229-001
IN-85-678-007
IN-86-271-002

Inadequate Control of Site Area

EX-85-167-001
[N-85-165-001
IN-85-287-001
IY-85-893-001
WBN-0076

Page 3 of 7

Insufficient "No Entry" Signs at Perimeter of Owne
Controlled Area

Security Screening for Site Controlled Area

Unauthorized Access to Owner Controlled Area

Granting Unescorted Access Without Acceptable
Fingecprints



Issue 312.08-6 -
XX-85-040-003
Issue 312.08-7 -

%QH-SG-OIO-OOI

Element 312.09 -

ATTACHMENT B (Continued) 31200
Revision 1
Inadequate Visitor Control

Failure to Search Purses

Security Guard Towers

Issue 312.09-1 -
IN-85-311-013
IN-85-678-002
IN-85-938-00S

Issue 312.09-2 -
IN-85-938-005

Issue 312.09-3 -
IN-85-678-004

Issue 312.09-4 -
IN-86-107-006

Issue 312.09-5 -
IN-86-137-006

Issue 312.09-6 -
IN-86-272-002

Element 312.10 -

Guard Tower Gun Ports

Guard Tower Facilities

Guard Tower Support Systems Unprotected
Cracked Windows in Gﬁard Tower
Monitored Communications in Guard Towers

Guard Towers and Emergency Medical Team

Control Alarm System -

Issue 312.10-1 -

IN-85-892-003
IN-85-970-001

Issue 312.10-2 -
IN-85-873-001

IN-85-938-001
IN-86-048-002

CAS Facilities

CAS Not Self Sufficient

Page 4 of 7




ATTACHMENT B (Continued) 31200
) Revision 1

’ Element 312.11 - Security Design and Hardware
Issue 312.11-1 - Power Block Security Concept
. ‘ IN-86-107-005 IN-86-136-002 IN-86-193-003 !
IN-86~295-002 X¥-85-032-001 X¥X-85-099-001 *
Issue 315.11-2 - Response to False Alarms

IN-85-619-001
IN-86-214-003 .

Issue 312.11-3 - Unreliable Card Readers
IN-85-619-002 |

Issue 312.11-4 - Loss of Power in CAS
IN-85-955-001 r

Issue 312.11-5 - Emergency Access to the Intake Pumping Station -
IN-86-291-007

Issue 312,11-6 - Inadequate Key Control Program

' . RII-86-A-0095
Issue 312.11-7 - No Air Conditioning in PSS Patrol Vehicles

IN-86-048-003
IN-86-137-003

Issue 312.11-8 - Security Equipment Maintenance

IN-86-056-001
IN-86-070-006

Issue 312.11-9 - Inconsistent Labels on Card Readers
WBP-85-016-004

Issue 312.11-10 - Equipment Malfunction Causing a Secusiby Breach
IN-86-070-004

Issue 312.11-11 - Securi;y Systems Powered Down

IN-86-070-005

Issue 312.11-12 - Reliability and Calibration of X-Ray Machine and
Explosives Detectors

' Page S of 7




ATTACHMENT B (Continued) 31200
Revision 1

' IN-85-311-001 IN-85-311-002 IN-85-956-X01 ﬂ’
‘IN-86-295-001

Issue 312.11-13 - Security Gate Won't Stop a Vehicle
IN-85-678-006

Issue 312.11-14 - Excess Time to Travel Between Areas
IN-85-590-001

) Issue 312.11-15 - Security System Inadequate to Have New Fuel Delivered
On-Site

ECTG-5

Issue 312.11-16 - Alternate Power for PSS Radio Communications
IN-85-438-001

Issue 312.11-17 - Loss of Power Alarm in CAS/SAS:

. IN-85-438-002

Issue 312.11-18 - Entrance Portal Too Small

IN-85-191-002 m
Issue 312.11-19 - Improper Functioning of Security Equipment
IN-86-070-007

Issue 312.11-20 - Lack of As-Constructed Prints

BFN-TESC-85-01

Element 312.12 - Security Programs and Procedures

Issue 312.12-1 - Access Control Points
EX-85-048-008 IN-85-311-003 IN-85-311-004
IN-85-369-002 IN-86-022-001 IN-86-107-002
IN-86-107-003 WBP-5-016-001

Issue 312.12-2 - Background Investigations and Badging Process

EX-85-015-009 IN-85-204-001 IN-85-238-003
IN-85-427-001 IN-86-241-001

~

Page 6 of 7




ATTACHMENT B (Continued 31200
Revision 1

Issue 312.12-3 - Site Physical Protection

IN-85-311-011 IN-85-333-03 IN-85-552-001
IN-85-678-005 -IN-85-700-001 IN-85-843-001
IN-85-843-004  IN-86-191-001
IN-86-213-003 PH-85-029-001

: ) Issue 312.12-4 - Authority of PSS

IN-85-094-001 IN-85-456-001 IN-86-074-X0S
IN-86-214-004

Page 7 of 7
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10,
11.

12.

13.
14.
1s.
16.
17.

18.

19.
20.

21.

22.

23.
24,

25.

ATTACHMENT C Report Number: 31200
Revigion: 1
Checklist for Root Cause Analysis
Procedure lacks specifics to perform task.
Personnel lack sufficient training in the applicability/use of procedure.

Lack of undérstanding régulatory requirements or commitments.

Lack of adequate system, process, or administrative controls to ensure
commitments are reflected in procedures or processes.

Inadequate communication within functional group.

Inadequate com@unication between functional groups.

Management Assumed Risk.

érocedgres incomplete or failed to incorporate all technical requirements.
Error in judgment by qualified individuals.

Unqualified individuals performing the task.

Insufficient time to perform task.

Inadequate prerequisites defined to ensure satisfactory completion of
task.

Personnel performed task knowingly in violation of procedure/process.
Personnel error in foliowing procedures.

Failed.to identify root cause of previous deficiencies.

Failed to take appropriate action to preclude reoccurrence.
Inadequate process to detect adverse trends.

Inadequate acceptance criteria defined to ensure satisfactory task
completion.

Management attentiveness to trends.
Lack of accessibility to documentation.

Inadequate controls for review of results to ensure compliance with
commitments.

Timeliness of changes to commitments or changes to licensing/regulatory
requirements. :

Isolated incident.
Random error.

Other - i.e., equipment related failure.

Page 1 of 1







ATTACHMENT D Report Number: 31200
Revigion: 1
SUMHARY OF SYMPTOMS AND ROOT CAUSES

Element 312.07, Security Procedures Violations

For Element 312.07, there was the potential for negative findings at the
subcategory level exhibited by the following symptom: Implementation of
SDD/CAR program is inadequate. This symptom was only identified for WBN. As
this symptom was tested for root cause, the appropriate root causes and
applicable plant site were judged to be as follows:

a. Procedure lacks specifics to perform task (WBN)

b. Inadequate communication between functional groups (Responsible
Supervisors and PSS at WBN)

¢. Inadequate prerequisites defined to_;nsurq satisfactory completion of task
(WBN)

«

d. Personnel error in following procedures (WBN)

e. Inadequate controls for review of results to ensure compliance with
commitments (WBN) .

" No analyses for root cause were required in the remaining elements of the

subcategory because no symptoms, of problems were readily apparent.

The analysis of the symptoms and the root causes in the subcategory is
depicted graphically in Attachments E, F, and G. Attachment E is a plot of
each element's symptoms versus the root cause pointed out by the symptom.

Root cause numbers on the horizontal axis correspond to the 25 items on the
"Checklist for Root Cause Analysis" found in Attachment C. Attachment F
contains bar graphs showing the number of times each of the symptoms
identified for the subcategory occurs for the various plants. Symptom numbers
on the horizontal axis in this attachment correspond to the symptoms as listed
in Attachment E. Attachment G contains bar graphs showing the number of times
each root cause appears in the subcategory for the various plants.

Observations can be made in studying the attachments and the findings section
of this report. No graphs show shared symptoms or root causes that would
identify a programmatic problem area.
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31200
Revision: |

ATTACHMENT E

SYMPTOMS VS ROOT CAUSES
SUBCATEGORY 312

Symptoms
I. Implementation of SDD/CAR program is inadequate.
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OCCURRENCES VS. SYMPTOMS

ATTACHMENT F
PAGE 1 OF 2

31200
Revision 1

SUBCAT 312 .

10
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OCCURRENCES VS ROOT CAUSES
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OCCURRENCES VS. ROOT CAUSES
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CATD

31207-WBN-01

31211-WBN-01

. 31211-001-SQN

31211-002-SQN
31211-BFN-01

31212-NPS-01

ATTACHMENT H

Report Number:
Revigion:

CORRECTIVE ACTION TRACKING DOCUMENIS (CATDs)

CORRECTIVE ACTION PLAN
APPROVED

®
v

Yes
Yes
Yes
Yes
Yes

Yes

31200
1



INITIATION

1.
2.
3.
5.
6‘

7.

a.

9.
CORRECTIVE

10.

11.
12.

Page 1 of 1
Zevision 2

2CSP Corrective
Action-Tracking Document

{CATD)

Applic-:le ECSP Report Xo.:

Iamediate Corrective Action Required: O Yes ¥ o

Stop Work Recomsended: O Yes N MNo

CATD No. 31207-WBN-01 4, INITIATION DAIB 02/10/87
RESPONSIBLE ORGANIZATIOH: WBN-Site Dirsctor
PROBLEX DESCRIPTION: O QR _I{ NQR Contrary to the requirements of

WB Standard Practice 10.9, Revision 1, Section 4.1; SSD/CAR Program
implementation requirements are not being followed:

1) The violators responsible supecvisor, in 50% of the cases

roviewed, does not document C/A on the SDD/CAR form and return it
to DSS.

2) All ¢ leted SDD/CAR foras are not reviewed by the plant
superintendent, operations and enginee .
/. O ATTACHMENTS .

PREPARED BY: NAME _J. L. XeVay / . DATE: 02/10/87
CONCURRENCE: CEG-H =.\a-89

LA me?é ATE: >-1A-87
APPROVAL: ECTG PROGRAM MGR.

ATE:
ACTION \ @
) A‘XJ

PROPOSED CORRECTIVE ACTION/ALAS: wCab 9-0P312) received
07/16/86: (1) A review g ¥hePetiry ab’a of SDD forms was conduct-

ed. (2) A revision to AB,10.9 Seqcton 4.0 shall be completed b
09/19/86 to require jMe ratury

of SDDr'forns to DSS by the date on
the form and failupé rodreturn/Zire form shall require notification
of the appropriaté piant supdr] ndent for action. (3) A revision

to WB 10.9 is {6 ptocoss..td jdentify a selective routing of SDD's

to the superidtemdent ofh Ok T for review with check off on the
SDD form by Augus 15,%1986<

1‘ ’ﬁ, R Li /
See B. R.Eanis -enoru(dun 11/17/86 T13 861112 810 and Watts Bar
Dispateh 11/R21/86 fop  verification. 0O ATTACHNMENTIS

PROPOSED B8Y: RlSGé Q NodA AA-0P312  DATIE: —
CONCURRENCE: CEG- oo\ v\ e DATE: _2-19-81
SRP: DATE:
Tracking Only DATE:
DATE:
DATE:
ECIG PROGRAM NGR: . DATE:

YERIFICATION AND CLOSEOUT

13.

3639T

P

Approved corrective actions have been verified as satisfactorily
implemented.

SIGNATURE ’ TITLE DATE

O




“«

ECIG ¢C.3
Attachaent A
Pags 1 of 1
Bovision 2

BCSP Corractive - .

Action Tracking Document
{CATD)

-

, '
INITIATION Applicable ECSP Report No: 312.11-BFN

1. Iomediate Corrective Action Required: O Yes J}{ WNo

2. Stop Work Becommended: O Yes 3 No )

3. CATD No._ 31211-3FN-01 4., INITIATION DATIE 10/09/86

S. RESPONSIBLE ORGANIZATION:

6. PROBLEM DESCRIPTION: O QR NQR _-There are no "As Constructed®
“drawings for outside security lighting. Workplan 8521 (ECN PO 286)
was partially completed and marked up drawings were not sent to
DCC per Standard Practice BF 8.3. As a result no "As Constructed”
drawings were issued reflecting the actual equipment confizuration.
Haintenance personnel have had to-maintain and repair security
lighting using data from ECN PO 286.

BT ATTACHNENTS
7. PREPARED BY: NAME R. E. Jones DATE: 10/09/86
8. CONCURRENCE: CEG-HQ/M ).X. Sewa A o DATE: _j1-$-3L

9.  APPROVAL: ECTG PROGRAM MGR. AT nlofih” DATE: _/-(-80
CORRECTIVE ACTION "

10. PROPOSED CORRECTIVE ACTION PLAN: \ u
and transmitted to Overations on August 21, 1986 by the Workplan
Coordinator. Overations has the workplan for a procedure change.
Upon receiot of Worknlan No. 8521 from the Overations Group the
Workolan Coordinator wvill. by orocedure BF-8.3, transmit it to Document
Control Center for as-constructing the drawings.

eted

Workplan No. 8644 will accompany Workplan No.8521 as it has common
drawings.

- ds recenrvence conrrol. a1l kacrklos Workplans will Se closed srior

to apolicable unit sgart up, a2 - O _ATTACHMENTS
1l. PROPOSED 8Y: DIRECTOR/MGR: : DATE: = Tf~
12.  CONCURRENCE: CEG-H: . 7 AL DATE : jﬁﬁ
SRP: DATE: :
- DATIE:
‘ DATE: .
DATE: i
ECTIG PROGRAM XAGR: DATE:
VERIFICATION AND CLOSEOUT 15wttt
13.. Approved corrective actions have been verified as satisfactorily
implemented. - -
SIGNATURE TITLE DATE _;;3i
e 20
21027 . R >
- i .Jﬁ’: LTI 0 L et p‘fﬁ'ﬁx




. ECTG C.2
Attachment A

Page 1 of 1
 Revision 2

BECSP Corrective

Action Tracking Document
(CATD)

. P R URN
INITIATION Applicable ECSP Repoct No.: 312.13-VBN

1. immediate Corrective Action Required: (0 Yes Jq/ No

2. Stop Work Recommended: O Yes X No

3, CATD No._ 31211-WBN-01 A. INITIATION DATE__02-03-87

S. RESPONSIBLE ORGANIZATION:_ Watts Bar

6. PROBLEM DESCRIPTION: D QR Ah(NQR Design Change Request
WB-DCR-0696 has not been completed. Unless completed, this
situstion could result in an LER similar to one st Sequoysh
(LER-1-86024) which was a technical specification violation.

samy = ol

\p‘ ATTACHMENTS
7. DREPARED BY: NAME _ T. W. White T DRTE: o - - BT
\=~w~ 8+  CONCURRENCE: CBG-H ¢ 7 Hiree Z Sl /oo X DATE: _R 7
A 9. APPROVAL: ECIG PROGRAR MGR. _ /Y67 rr. == DATE: 2 )
CORRECTIVE ACTION : ‘ qb
10. DROPOSED CORRECTIVE ACTION PLAN:

SEE ATIRCHED CAP

[

‘O_ATTACHHENTS
11. PROPOSED BY: DIRECIOR/HGR: 74/ S70R// %/0_ DATE: 2] //87

12. CONCURRENCE: CEG-H: (7 Z A2 _A R DATE:  2//%/%

SRP: DATE:

DATE:

DATE:

DaTE: ___
ECIG PROGRAM HGR: - DATE:

VERIFICATION AND CLOSEOQUT

.

13, Approved corrective actxons have been verified as sacxstactor:ly
implemented.

SIGNATURE TITLE DATIE
33151

-
«
-



ECTG C.3
Attachment A
Page 1 of 1
Revision 2

ECSP Corrective
Action Traeking Document

{CATD)
INITIATION Applicable ECSP Report No: 0P312.11-SON R1
1 1. Immediate Corrective Action Required: O Yes & Mo
2. Stop Vork Recommended: [ Yes No
3. CATD No., 0P312.11-001-SQON 4. INITIATION DATE 10-3-86
_ S. RESPONSIBLE ORGANIZATION: Opepations
: , 6. PROBLEM DESCRIPTION: O QR @ NQR _The Sequovah ey control
) procedure fulfills the requirements of the security plan/NRC
commitmants. Howsver, koys are not always prowpided to personnel
: requiring entry to lockad rooms. -
) Z N\
' e N\
7 - AN
A e
L Alee ~ /"0 ATTACHMENTS
7. PREPARED BY: MNAME DATE: lO- y-5L
8. CONCURRENCE: CEG-H ; . DATE: _0-¢ 3L
9.  APPROVAL: xcrs PROGRAN MGRZ ol 7. 2L DATE: _10-1-86
RRECTIVE ACTIOE

o-"

{ 1.
12.

PROPOSED CORRICTIIY

ST /(AW REANTALTTED BY AEMAAYPLAA
A RO 4
S SR R ) O 6{/7/
N\ i

PROPOSED BY: nxmn/& Rttt — ;|
R.7%

CCMCURRENCE: CEG-N: ¢-\ »\———- DATE: M-'r2!-4¢
P DATI:
DATE:
DATE:
DATE:
BECIG PROGRAM NGR: DATE:

VERIFICATION AND CLOSEOUT

13.

A

. C)
A

Approved corrective actions have been verified a3 satisfactorily
jeplemented.

SIGHATURE ‘ TITLE DATE
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ECTG C.3
. Attachment A

Page 1 of 1 '
Revision 2 0 |

{ . ECSP Corrective

Action Tracking Document
(CATD)

INITIATION Appliecable ECSP Report No: OP312.11-SON Rl

1. Immediate Corrective Action Required: 0O Yes & No
2. Stop Work Recommended: O Yes & No
3. CATD No. 0P312.11-002-S0ON 4, INITIATION DATE_10-3-86
5. ' RESPONSIBLE ORGANIZATION: Desjign Engineering/Security
6. PROBLE¥ DESCRIPTION: O QR @'NQR _Should follow up on
LER-1-36034 in refersnce to the loss of power or loss of Memory to
the security MAC S40 System, to determine corrsgtiye action.
. AN
yd N\
4 N\
AR yya
. '\ 'n ya4
S W,d ATTACHMENTS
7. PREPARED BY: NAME Richard Gunnels/ PATE: 10-3-86

l-

8. CONCURRENCE: C2G-A __L).&. ¥ : V) / /DATE: _j9-6 b

9. APPROVAL: ECTG PROGRAR NGR. _ FALLL, / ~/ [/ \DATE: ﬁ;ﬁ—_
g *CTIVE ACTION %

10. PROPOSED CORRECTIVE ACTION P M m

i V4
S (‘JP//ME/ @/ B AT HRANIIAT :

-t B 2,

S <3 YooY LR [/
L

VAN y 7/
Ny /
N 4
X7
- ~—

11. PrOPOSED 3Y: DI R ta—— : gtﬁml l;;;rs
. 4 : H K. DATE: 10
12, comCsRERCE: CRG.B: DD, Q:».A-—-—- DATE: 1t Lizl-y6
SEP: T DATE:

DATE:
DATE:.
DATE:
ECTG PROGWAN WGE: DATE:

VERIFICATION AMD CLOSEOQUT

€ -

13. Approved corrective sctions have been verified as satisfactorily
implsmeated.

SIGNATURE ,‘ TITLE DATE -
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ECIG C.3
Attachment A

Page 1 of 1
Revision 2
ECSP Corrective
Action Tracking Document
{CATD)
INITIAIIGN Applicable ECSP Report Neo.: Fact Sheet 312.12-WBN

1. Immediate Corrective Action Required: O Yes & No
2. Stop Work Recommended: O Yes X No

3. CATD No._ 31212-NPS-01 4. INITIATION DATE
S. RESPONSIBLE ORGANIZATION:_Security Branch Chief

6. PROBLEM DESCRIPTION: }!(QR O NQR _ During periods of inoperative

electronic search equipment, acceptance criteria for the "pat down
search” function has not been adequacely adhered to by PSS

officers.
8 ATTACHHMENTS
7. PREPARED BY: NAME _R. E. lones > DATE: 1/27/87
8. CONCURRENCE: CEG-H sl . 7fcormes Z /2K ,&. wrt , DATE: &/x1/87
9. APPROVAL: ECTG PROGRAX MGR. J)l/&Tienbér: ﬁ DATE: 2/Z27

CORRECTIVE ACTION

10. PROPOSED CORRECTIVE ACTION PLAN: _See Attachment

. . I -
[Jor.an Litng 0.8 Siicwsd  sdi1e el < SOk e

2 tiafod . ) - ’, e Lo
f'«’k—c' D137 / G ‘-—-—-—-"
.. /‘— #/L{F(u ul—&'\aﬂ ATTACHHENTS
11. PROPOSED BY: DIRECIQB(MGR:\ , C: G. Robertson DATE: _3/6/87
12. CONCURRENCE: CEG-H: Wi £ e o _ _ — DATE: _R-:2:19
SRP: ) DATE:
DATE:
DATE:
DATE:
ECTG PROGRAM MGR: ‘ DATE:

VERIFICATION AND CLOSEQUT

13. Approved corrective actions have been verified as satisfactorily
implemented.

SIGNATURE TITLE DATE .
3396T
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. B Report Number 31200

- Revision 1
‘ | _ ATTACHMENT I

LIST OF EVALUATORS BY ELEMENT/PLANT

Element 312.01

amame

WBN "son
Jim Mcvay 8en ‘Meers
Jim McVay

poc i

Element 312.02

WBN
2 Jim McVay

Element 312.03

wBN
Jim McVay

Element 312.04

WaN SQN

Chip Jones Chip Jones

Element 312.05

. M . -
Thomas White

Element 312.06

WBN
Thomas White

Element 312.07

annrn . m—

WoN
Jim McVay ,
Chip Jones

o Smgvae

Element 312.08 .
wen QN BEN
Chip Jones Chip Jonas Chip Jones

Thomas White

avew an

"

) ] Element 312,09

WaN
Chip Jones




Element 312.10

WeN
Jim McVay

Element 312.11
wen

Thomas White
Chip Jones
Element 312.12
WBN

Jim Mcvay

Chip Jones
Thomas White

-h

R

v (,‘ «

Report Numbar 31200
Revision 1

ATTACHMENT I
(continued)

LIST OF EVALUATORS BY ELEMENT/PLANT

SN BFN LN

Chip Jones Chip Jones Chip Jones

:l‘z




