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Preface

This subcategory report is one of a series of reports prepared for the
Employee Concerns Special Program (ECSP) of the Tennessee Valley Authority
(TVA). The ECSP and the organization which carried out the program, the
Employee Concerns Task Group (ECTG), were established by TVA's Manager of
Nuclear Power to evaluate and report on those Office of Nuclear Power (ONP)
employee concerns filed before February 1, 1986. Concerns filed after that
date are handled by the ongoing ONP Employee Concerns Program (ECP).

The ECSP addressed over 5800 employee concerns. Each of the concerns was a
formal, written description of a circumstance or circumstances that an
employee thought was unsafe, unjust, inefficient, or inappropriate. The
mission of the Employee Concerns Special Program was to thoroughly
investigate all issues presented in the concerns and to report the results
of those investigations in a form accessible to ONP employees, the NRC, and
the general public. The results of 'these investigations are communicated
by four levels of ECSP reports: element, subcategory, category, and final.

Element reports, the lowest reporting, level, will be published only for
those concerns directly affecting the restart of Sequoyah Nuclear Plant's
reactor unit 2. An element consists of one or more closely related
issues. An issue is a potential problem identified by ECTG during the
evaluation process as having been raised in one or'ore concerns. For
efficient handling, what appeared to be similar concerns were grouped into
elements early in the program, but issue definitions emerged from the
evaluation process itself. Consequently, some elements did include only
one issue, but often the ECTO evaluation found more than one issue per
element.

Subcategory reports summarize the evaluation of a number of elements.
However, the subcategory report does more than collect element level
evaluations. The subcategory level overview of element findings leads to
an integration of information that cannot take place at the element level.
This integration of information reveals the extent to which problems
overlap more than one element and will therefore require corrective action
for underlying causes not fully apparent at the element level.

To make the subcategory repor'ts easier to understand, three items have been
placed at the front of each report: a preface, a glossary of the
terminology unique to ECSP reports, and a list of acronyms.

Additionally, at the end of each subcategory report will be a Subcategory =

Summary Table that includes the concern numbers; identifies other
subcategories that share a concern; designates nuclear safety-related,
safety significant, or non-safety related concerns; designates generic
applicability; and briefly states each concern.

Either the Subcategory Summary Table or another attachment or a combination
of the two will enable the reader to find the report section or sections in
which the issue raised by the concern is evaluated.
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The subcategories are themselves summarized in a series of eight category
reports. Each category report reviews the major findings and collective
significance of the subcategory reports in one of the following areas:

management and personnel relations

industrial safety

construction

material control

operations

quality assurance/quality control

welding

engineering

A separate report on employee concerns dealing with specific contentions of
intimidation, harassment, and wrongdoing will be released by the TVA Office
of the Inspector General.

Just as the subcategory reports integrate the information collected at the
element level, the category reports integrate the information assembled in
all the subcategory reports within the category, addressing particularly
the underlying causes of those problems that run across more than one
subcategory.

A final report will integrate and assess the information collected by all
of the lower level reports prepared for the ECSP, including the Inspector
General's report.

For more detail on the methods by which ECTG employee concerns were
evaluated and reported, consult the Tennessee Valley Authority Employee
Concerns Task Group Program Manual. The Manual spells out the program's
objectives, scope, organization, and responsibilities. It also specifies
the procedures that were followed in the investigation, reporting, and
closeout of the issues raised by employee concerns.
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ECSP GLOSSARY OF REPORT TERMS~

classification of evaluated issues the evaluation of'n issue leads to one of
the following determinations:

Class A: Issue cannot be verified as factual

Class B: Issue is factually accurate, but what is described is not a

problem (i.e., not a condition requiring corrective action)

Class C: Issue is factual and identifies a problem, but corrective action
for the problem was initiated before the evaluation of the issue
was undertaken

Class D: Issue is factual and presents a problem for which corrective
action has been, or is being, taken as a result of an evaluation

Class E: A problem, requiring corrective action, which was not identified
by an employee concern, but was revealed during the ECTG

evaluation of an issue raised by an employee concern.

collective si nificance an analysis which determines the importance and

consequences of the findings in a particular ECSP report by putting those
findings in the proper perspective.

concern (see "employee concern")

corrective action steps taken to fix specific deficiencies or discrepancies
revealed by a negative finding and, when necessary, to correct causes in
order to prevent recurrence.

criterion ( lural: criteria) a basis for'efining a performance, behavior, or
quality which ONP imposes on itself (see also "requirement" ).

element or element re ort an optional level of ECSP repor't, below the
subcategory level, that deals with one or more issues.

em lo ee concern a formal, written description of a circumstance or
circumstances that an employee thinks unsafe, unjust, i'nefficient or
inappropriate; usually documented on a K-form or a form equivalent to the
K-form.
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'rouping of employee concerns.

~findin s includes both statements of tact and the judtmants made about those
facts during the evaluation process; negative findings require corrective
action.

issue a potential problem, as interpreted by the ECTG during the evaluation
process, raised in one or more concerns.

K-form (see "employee concern" )

evaluation judgment or decision may be based.

root cause the underlying reason for a problem.

~Terms essential to the program but which require detailed definition have been
defined in the ECTG Procedure Manual (e.g., generic, specific, nuclear
safety-related, unreviewed safety-significant question).
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Acronyms

AI
'ISC

ANS

ANSI

Administrative Instruction

American Institute of Steel Construction

As Low As Reasonably Achievable

American Nuclear Society

American National Standards Institute

ASME

ASTM

AWS

BFN

BLN

CAQ

CAR

CATD

CCTS

CEG-H

CFR

CI

American Society of Mechanical Engineers

American Society for Testing and Materials

American Welding Society

Browns Ferry Nuclear Plant

Bellefonte Nuclear Plant

Condition Adverse to Quality

Corrective Action Report

Corrective Action Tracking Document

Corporate Commitment Tracking System

Category Evaluation Group Head

Code of Federal Regulations

Concerned Individual

CMTR

COC

DCR

DNC

Certified Material Test Report

Certificate of Conformance/Compliance

Design Change Request

Division of Nuclear Construction (see also NU CON)
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DNE

DNQA

DNT

DOE

DPO

DR

ECN

ECP

ECP-SR

ECSP

ECTG

EEOC

EMRT

EN DES

ERT

FCR

FSAR

FY

GET

HCI

HVAC

INPO

IRN

Division of Nuclear Engineering

Division of Nuclear Quality Assurance

Division of Nuclear Training

Department of Energy

Division Personnel Officer

Discrepancy Report or Deviation Report

Engineering Change Notice

Employee Concerns Program

Employee Concerns Program-Site Representative

Employee Concerns Special Program

Employee Concerns Task Group

Equal Employment Opportunity Commission

Environmental Qualification

Emergency Medical Response Team

Engineering Design

Employee Response Team or Emergency Response Team

Field Change Request

Final Safety Analysis Report

Fiscal Year

General Employee Training

Hazard Control Instruction

Heating, Ventilating, Air Conditioning

Installation Instruction

Institute of Nuclear Power Operations

Inspection Rejection Notice
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L/R

MRAI

MI

MSPB

MT

NCR

NDE

Labor Relations Staff

Modifications and Additions Instruction

Maintenance Instruction

Merit Systems Protection Board

Magnetic Particle Testing

Nonconforming Condition Report

Nondestructive Examination

NPP Nuclear Performance Plan

NPS

NQAM

NRC

NSB

NSRS

Non-plant Specific or Nuclear Procedures System

Nuclear Quality Assurance Manual

Nuclear Regulatory Commission

Nuclear Services Branch

Nuclear Safety Review Staff

NU CON Division of Nuclear Construction (obsolete abbreviation, see DNC)

NUMARC Nucl'ear Utility Management and Resources Committee

OSHA

ONP

OMCP

PHR

PT

QA

QAP

QC

QCI

Occupational Safety and Health Administration (or Act)

Office of Nuclear Power

Office of Mockers Compensation Program

Personal History Record

Liquid Penetrant Testing

Quality Assurance

Quality Assurance Procedures

Quality Control

Quality Control Instruction
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QCP

QTC

RIF

RT

SQN

SI

SOP

SWEC

TAS

TSL

TVA

TVTLC

VT

WBECSP

MBN

MR

Quality Control Procedure

Quality Technology; Company

Reduction in Force

Radiographic Testing

Sequoyah Nuclear Plant

Surveillance Instruction

Standard Operating Procedure

Senior Review Panel

Stone and Webster Engineering Corporation

Technical Assistance
Staff'rades

and Labor

Tennessee Valley Authority

Tennessee Valley Trades and Labor Council

Ultrasonic Testing

Visual Testing

Watts Bar Employee Concern Special Program

Matts Bar Nuclear Plant

Work Request or Mork Rules

Workplans



Subcategory Report 31200
Executive Summary

Revision 1

I. Summar of Issues

The security subcategory is comprised of 148 employee concerns
addressing 61 issues relating to the adequacy of uniforms,
discrimination, management attitudes, security programs and
procedures, entry requirements, guard towers and security equipment.
Twenty-nine of these issues were not verified as factual. Twenty
were factual but did not require corrective action. Seven were
factual but corrective action was initiated prior to the
evaluations. Five were factual and corrective action is being
taken as a result of these evaluations.

II. Summar of Findin s

Through this evaluation process, several conditions were found to
exist in violation of a design, construction, or operating
requirement. Each of these conditions, called specific
deficiencies, was noted as requiring short-term corrective
measures. At MBN, deficiencies were found in regard to the
implementation of the Security Degradation Disposition/Corrective
Action Request (SDD/CAR) Program, the incompletion of a Design
Change Request (DCR) in reference to the Security computer system,
and inadequate performance of pat-down searches. The deficiencies
related to pat-down searches were considered non-plant specific
(NPS) and are applicable to all TVA sites. Sequoyah 'had
deficiencies with respect to key control and the follow-up of a
Licensee Event Report (LER) in reference to loss of power or memory
to their computer system. The deficiency at BFN dealt with the
lack of as-constructed drawings for outside security lighting and
incompleted work packages. Corrective Action Tracking Documents
(CATDs) were submitted to the various plant's line management on
these deficiencies as they were found.

III, Summar of Collective Si nificance

A collective assessment of the element level findings (sect. 3.0)
led to the identificatio'n of no subcategory level findings for this
subcategory. All deficiencies were determined to be adequately
addressed at the. element level.

IV. Summar of Root Cause

An analysis of the element-level findings found that no shared
symptoms or root causes exist that identify programmatic problem
areas. Therefore, no subcategory level root causes are identified
for the Security subcategory.

4344T
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V. Summar of Corrective Action

Revision 1

Corrective action responses have been received from line management
at WBN, SQN, and BFN, and corporate management for deficiencies
noted during element evaluations.

N01A 9-OP312 (CATD 31207-WBN-01)

WBN line management reported that a revision to WB 10.9 had been
made to require the return of the SDD form back to PSS and to
identify selective routing of SDDs to the Superintendent, Operation
and Training (06T)

CATD 31211-WBN-01

WBN line management responded that DCR 0696 will be approved with
the exception of one item. The completion of this OCR will provide
an uninterruptible power supply (UPS) for each alarm station which
will interface with the security diesel.

CATD 31211-S N-01

SQN line management responded that no additional corrective action
was warranted over what had already been accomplished for
LER 1-86024 for distribution and control of keys upon loss of the
MAC-540.

CATD 31211-S N-02

SQN line management stated that no additional corrective action was
required beyond what had already been accomplished for LER 1-86024
concerning the loss of memory for the MAC-540 computer due to power
transients.

CATD 31211-BFN-01

BFN line management stated that the lack of as constructed drawings
for security lighting was resolved by the completion of Work Plan
8521 and transmitting the data to the Document Control Center for
preparation of the as constructed drawings. Any Backlog Workplan
will be closed before start up of the applicable unit as a measure
of recurrence prevention.

CATD 31212-NPS-001

Corporate security management responded by providing data for
retraining and evaluation of the conduct of pat-down searches by
PSS; This will be done at SQN and WBN before restart and fuel load,
respectively.

Page 2 of 2
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1.0 CHARACTERIZATION OF ISSUES

1.1 Introduction

The Security Subcategory is comprised of 148 employee concerns
addressing 61 issues relating to the adequacy of uniforms,
discrimination, training programs, management attitudes, security
programs and procedures, entrance and badging requirements, guard
tower facilities and design, and security systems and equipment.

1.2 Descri tion of Issues

1.2.1 Element 312.01 - Adequacy of PSO Uniform in Nuclear Plant
Environment

Issue 312.01-1 - S nthetic Uniform Material - Radiation
I

Concerns: XX-86-111-001; IN-86-137-002; IN-86-214-002; I

XX-85-048-001. I

I

These four WBN concerns were that the synthetic double knit JR1
uniform material would attract airbor'ne radiation. I

I

Issue 312.01-2 - S nthetic Uniform Material - Fire

Concerns: XX-85-048-001; IN-86-187-001 [Rl

These two concerns, one each at WBN and SQN, were that the
synthetic double knit material could be hazardous from melting
when performing fire fighting duties.

Issue 312.01-3 - Wearin Neckties and Lon Sleeves Around
Rotatin E ui ment

Concern: IN-86-137-004 IR1

This WBN concern was about the potential hazard of wearing
neckties and long sleeves around rotating equipment.

~
I ~ ~
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1.2.2 Element 312.02 - Discrimination Within the Security
Organization

The nine concerns in this element were all shared with the
Management and Personnel Category, Report 70500.

Issue 312.02-1 - Cross-Gender Pat-Down Searches

Concerns: IN-85-191-001; IN-86-187-003; IN-86-214-006 I Rl

Three WBN concerns identified discriminatory practices since
the TVA policy disallows hands-on, pat-down searches by
cross-gender combinations.

Issue 312.02-2 - Ineffective Searches

Concern: IN-86-107-001 IR1

A single concern at WBN alleged that searches of personnel
were not effectively conducted.

Issue 312.02-3 - Preferential Treatment of Females

Concerns: EX-85-043-001; IN-85-843-002; IN-85-311-010;
IN-86-137-008'

Four WBN concerns stated that female PSOs were being treated
preferentially since they were not allowed to perform
hands-on, pat-down searches of male employees.

Issue 312.02-4 - Schedule Chan es for Females

Concern: IN-85-309-001 I Rl

One WBN concern stated that the PSO schedules had to be
changed frequently since females were not allowed to perform
hands-on pat-down searches of male employees.

~ \ ~ ~
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1.2.3 Element 312.03 - Security Personnel Training Program

Issue 312.03-1 - Desi nated Emer enc Res onse Team

Concerns: IN-85-747-001; IN-86-107-007; IN-86-196-001;
IN-85-938-003; IN-86-187-002; IN-86-048-004;
IN-86-193-001

Seven WBN concerns had the perception that the Emergency
Response Team (ERT) should be a designated unit and receive
more intensive training than other PSOs.

Issue 312.03-2 - Additional Emer enc Medical Technicians
(EMT's)

Concerns: IN-85-921-001; IN-85-921-002

Two WBN CIs thought that Public Safety Service (PSS) should
have more officers trained as EMT's.

Issue 312.03-3 - Trainin for Emer enc Res onse Team (ERT)

Concerns: IN-85-311-012; IN-85-989-001; IN-85-826-001;
IN-85-892-002

Four WBN concerns alleged that additional training should be
accomplished for the ERT in order to satisfactorily defend a
terrorist attack.

Issue 312.03-4 - Firearms Proficienc

Concerns: IN-85-353-001; IN-86-107-008

Two WBN concerns expressed a doubt as to the maintained
proficiency in the use of firearms.

1.2.4 Element 312.04 - Management and Personnel Issues

Issue 312.04-1 - Schedule Chan es and Overtime Assi nments

Concerns: IN-85-309-002; IN-85-751-001; IN-86-213-002

Three concerns at WBN questioned the practice of shift
schedule changes at a moments notice and how the overtime
assignments were made.
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Issue 312.04-2 - Inter retations of Instructions and
Procedures

Concerns: IN-86-213-004; IN-86-224-001; IN-86-246-004 I Rl

At WBN, three concerns alleged that PSS management had
different interpretations of the implementation of security
instructions and procedures.

Issue 312.04-3 - Re ulation Chan es

Concern: XX-85-043-003 I R1

One SQN concern states that PSS supervisors change the
regulations at their own discretion.

1.2.5 Element 312.05 - Security Interfaces Ul/U2

Issue 312.05-1 - Inade uate Se aration Ul/U2

Concerns: EX-85-049-001; IN-85-311-009; IN-85-990-002;
EX-85-057-002; IN-85-521-002 IN-86-107-004;
IN-85-233-001; EN-85-691-001.

At WBN, eight concerns alleged that the separation fence
between unit 1 and unit 2 had been or could be breached.

I

IR1

Issue 312.05-2 - Overl Diff'ult Access to Unit 1

Concerns: IN-85-436-003; IN-85-805-001; IN-85-463-010;
WBN-0058; IN-85-732-002

IR1
I

Five WBN concerns expressed the perception that it was overly
difficult to gain access, obtain badges or bring materials
into the secure area of unit l.

1.2.6 Element 312.06 - Management Attitudes Towards Security Efforts

Issue 312.06-1 - Perce tion of Securit b WBN Mana ement

IR1

One WBN concern alleged that plant management did not take
security seriously and considered it a requirement that need
be me t only minimally.
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'Issue 312.06-2 - Handlin of Securit Bad es in an Emer enc

Concern: IN-86-214-001

A WBN CI did not think that the PSS clerk-monitors should be
utilized in handling badges in an emer'gency situation.

Issue 312.06-3 — Securit Barriers Breached

IR1

Concern: IN-86-214-008

One concern at WBN stated that security barriers were breached
for the movement of materials and equipment.

1.2.7 Element 312.07 - Security'rocedure/Violations

Issue 312.07-1 - A lication of Securit De radation
Determination/Corrective Action Re uest SDD/CAR)

Concern: IN-86-074-001

A concern at WBN was that the SDD/CAR process was
inconsistently applied by PSS and plant managements

Issue 312.07-2 - Inconsistent A lication of Procedures

IR1

iR1

Concerns: IN-86-101-001; IN-86-213-005

Two concerns at WBN reported that security supervisors were
inconsistent in their interpretation of post orders and
implementing procedures for daily work activities.

Issue 312.07-3 - PSS Authorit Off of TVA Pro ert

IR1

Concern: IN-85-846-004

One WBN concern alleged that an officer tried to exercise his
authority off of the TVA property.

1.2.8 Element 312,08 - Security at Plant Entrances

Issue 312.08-1 .- Inade uate Control of Site Area

IR1

Concerns: EX-85-040-002;
IN-85-427-002}
IN-85-149-001;
IN-86-271-002;
IN-85-287-001;

EX-85-185-001; IN-85-166-001;
IN-86-244-Xol; EX-85-162-002;
IN-85-229-001; IN-85-678-007;
EX-85-167-001; IN-85-167-001;
IN-85-893-001; WBN-0076

I

I Rl
I

I

At WBN, fifteen concerns were lodged stating there was
inadequate search and identification of personnel
entering/exiting the site controlled area.
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Issue 312.08-2 - Insufficient "No-Entr " Si ns at Perimeter
of Owner-Controlled Area

Concern: IN-85-678-003 IR1

At WBN there was a single concern that there may not be
enough "No-Entry" signs around the perimeter of the
Owner-Controlled Area.

Issue 312.08-3 - Securit Screenin for Site-Controlled Area

Concern: IN-86-294-001 IRl

There was a single WBN concern that the security screening
process should be applicable for access to the
site-controlled area.

Issue 312.08-4 - Unauthorized Access to Owner-Controlled Area

Concern: WI-85-051-002 IR1

One concern was lodged at WBN identifying the perception of
unauthorized access to the owner-controlled area.

~ Issue 312.08-5 - Grantin Unescorted Access Without
Acce table Fin er rints

Concern: BFN-85-048-001 I Rl

A single concern was made at BFN alleging that an individual
had been granted unescorted access and their, fingerprints
were unacceptable.

Issue 312.08-6 - Inade uate Visitor Control

Concern XX-85-040-003 I Rl

BFN had a single concern that there was inadequate escort
control of visitors.

Issue 312.08-7 - Failure to Search Purses

Concern: SQN-86-010-001 IR1

A single concern from SQN indicates there had been a failure
to search female employees purses.
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1.2.9 Element 312.09 - Security Guard Towers

Issue 312.09-1 - Guard Tower Gun Ports

Concer ns: IN-85-311-013; IN-85-678-002; IN-85-938-005

Three WBN concerns perceived that the gun ports were not at a
convenient height and that they would funnel bullets into the
guard towers.

Issue 312.09-2 - Guard Tower Facilities

Concern: IN-85-938-005

A WBN concern identified that the guard towers do not have
water or restrooms.

Issue 312.09-3 - Guard Tower Su ort S stems Un rotected

Concern: IN-85-678-004

A single WBN concern alleged that the electrical and
ventilation systems in the, guard towers were unprotected.

Issue 312.09-4 - Cracked Windows in Guard Towers

Concern: IN-86-107-006

A concern at WBN states that a cracked window in a guard
tower could affect bullet resisting capabilities.

Issue 312.09-5 - Monitored Communications in Guard Towers

Concern: IN-86-137-006

One WBN concern alleged that it was an invasion of privacy
for the communications circuits in the guard towers to be"
monitored.

Issue 312.09-6 - Guard Towers and Emer enc Medical Team

Concern: IN-86-272-002

This WBN concern expressed a vague problem about the guard
towers and the Emergency Medical Team; not enough data to
evaluate.
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1.2.10 Element 312.10 - Control Alarm Station (CAS)

Issue 312.10-1 - CAS Facilities

Concerns: IN-85-892-003; IN-85-970-001.

Two WBN concerns stated it was a hardship that the CAS was
not equipped with restrooms and drinking fountain.

Issue 312.10-2 - CAS'ot Self-Sufficient

Concerns: IN-85-873-001; IN-85-938-001; IN-86-048-002

Three concerns at WBN alleged that the CAS 'was not self
sufficient in an emergency since it had no restroom or
drinking water.

1.2.11 Element 312.11 - Security Design and Hardware

Issue 312.11-01 - Power Block Securit Conce t

Concerns: IN-86-107-005; IN-86-295-002; IN-86-136-002;
XX-85-032-001; IN-86-193-003; XX-85-099-001.

A total of'ix concerns, four from WBN and two from SQN felt
that the power block concept for security was inadequate.

Issue 312.11-02 - Res onse to False Alarms

Concerns: IN-85-619-001; IN-86-214-003.

Two WBN concerns perceived a laxity in response to false
security alarms.

Issue 312.11-3 - Unreliable Card Readers

Concern: IN-85-619-002

A WBN concern depicted the card readers in the security
system as unreliable.

Issue 312. 11-4 - Loss of Power in GAS

Concern: IN-85-955-001

This WBN concern identified a problem with loss of power to
the CAS.

Issue 312.11-5 - Emer enc Access to the Intake. Pum in
Station

~, ''f, ~ ~ \ J
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Concern: IN-86-291-007

A WBN concern alleged that there was a delay in access to the
intake pumping station under an emergency condition due to
the power block concept.

Issue 312.11-6 - Inade uate Ke Control Pro ram

Concern: RII-86-A-0095

This BFN concern stated that there was poor identification
and control of keys for emergency access to locked areas.

Issue 312.11-7 - No Air Conditionin in PSS Vehicles

Concerns: IN-86-048-003; IN-86-137-003

Two WBN concerns stated there should be air conditioning in
the security patrol vehicles.

Issue 312.11-8 - Securit E ui ment Maintenance

Concerns: IN-86-056-001; IN-86-070-006

Two WBN concerns identified a need for improved maintenance
on security equipment.

Issue 312.11-9 - Inconsistent Labels on Card Readers

Concern: WBP-85-016-004

A single WBN concern stated that the labels on the card
readers were inconsistent.

Issue 312.11-10 - E ui ment Malfunction Causin A Securit
Breach

Concern: IN-86-070-004

A single WBN concern stated that a malfunction of security
equipment was causing a breach of the security program.

Issue 312.11-11 - Securit S stems Powered Down

Concern: IN-86-070-005

A single concern at WBN alleged that security systems were
powered down (secured electrically) when they should not be.
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Issue 312.11-12 - Reliabilit and Calibration of X-Ra
Machines and Ex losive Detectors

Concerns: IN-85-311-001; IN-86-295-001; IN-85-311-002;
IN-85-956-X01.

Four WBN concerns challenged the reliability and calibration
practices of the X-ray machine and explosives detectors.

I Rl
I

Issue 312.11-13 - Securit Gate Won't Sto A Vehicle

Concern: IN-85-678-006 IR1

A single concern at WBN identified that a traffic control
gate was not designed to stop a motor vehicle.

Issue 312.11-14 - Excess Time to Travel Between Areas

Concern: IN-85-590-001 I Rl

One WBN concern perceived that the security program caused
excessive time to be spent to get from one part of. the plant
to another.

Issue 312.11-15 - Securit S stem Inade uate to Have New Fuel
Delivered On-Site

Concern: ECTG-5 IR1

A single WBN concern challenged the adequacy of the security
system in place at the time fuel was received on-site.

Issue 312.11-16 - Alternate Power for PSS Radio Communications

Concern: IN-85-438-001 I R1

A single WBN concern specified that there was no alternate
battery power source for PSS radio communications equipment.
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Issue 312.11-17 - Loss of Power Alarm in CAS/SAS

Concern: IN-85-438-002

One concern at WBN identified that there was no alarm—
indication in either CAS of SAS for a loss of power to the
remote control communications units.

Issue 312.11-18 - Entrance Portal Too Small

Concern: IN-85-191-002

One WBN concern stated that the entrance portal for security
was too small for checking personnel and equipment.

Issue 312.11-19 - Im ro er Functionin of Securit E ui ment

Concern: IN-86-070-007

At WBN, there was a single concern indicating that security
equipment was not functioning properly.

Issue 312.11-20 - Lack of As-Controlled Prints

Concern; BFN-TESC-85-01

A single concern at BFN indicated there was a lack of
as-constructed prints for security.

1.2.12 Element 312.12 - Security Programs and Procedures

Issue 312.12-01 - Access Control Points

Concerns: EX-85-048-008, IN-85-369-002; IN-86-107-003;
IN-85-311-003; IN-86-022-001; WBP-5-016-001;
IN-85-311-004; IN-86-107-002

Eight WBN concerns alleged that there were problems of
inadequacy with security

access'ssue

312.12-02 - Back round Investi ations and Bad in
Process

Concerns: Ex-85-015-009; IN-85-427-001; IN-85-204-001;
IN-86-241-001; IN-85-238.-003

Five WBN concerns challenged the security background
investigation and badging'rocess.
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Issue 312.12-03 - Site Ph sical Protection

Concer'ns: IN-85-311-011; IN-85-678-005; IN-85-843-004;
IN-86-213-003; IN-85-333-03; IN-85-700-001;
IN-86-191-001; PH-85-029-001; IN-85-552-001;
IN-85-843-001

WBN had ten concerns related to the overall physical
protection of the job site.

Issue 312.12-04 - Authorit of PSS

I

I Rl
I

I

Concerns: IN-85-094-001; IN-86-214-004; IN-85-456-001;
IN-86-074-X05

[Rl
I

Four concerns at WBN questioned the authority of security at
the job site.

To locate the issue in which a particular concern is evaluated,
consult the following attachments:

Attachment A, Subcategory Summary Table

Attachment B, List of Conce'ms by Element/Issue

2.0 EVALUATION PROCESS

2.1 General Methodolo

The evaluation of this subcategory was conducted according to the
Evaluation Plan for the Employee Concerns Task Group and the
Evaluation Plan for the Operations Group. The concern case files
were reviewed. Source documents were researched and interviews
conducted in order to identify the requirements and criteria which
applied to the issues raised by the concerns. The issues were
evaluated against the identified requirements and criteria to
determine findings. A collective significance analysis was
conducted; causes were indicated for negative findings; and
corrective action for the negative findings was initiated or
determined to have already been initiated.

2.2 S ecific Methodolo

During the element evaluations, the evaluators reviewed applicable
sections from the following baseline requirements documents:
Physical Security Plans at WBN and SQN, ANSI N18.7, NRC Regulatory
Guide 5.7, and Title 10, Code of Federal Regulations, Part 73
(10 CFR 73).

I

I

I

I

I

I

I

I

I

I Rl
I

I

I

I

I

I

I

I

I
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To ensure consistency and implementation of the requirements found
in these documents, the evaluators reviewed applicable Standard
Practices, Administrative Instructions (AI), Surveillance
Instructions (SI), Physical Security Instructions (PHYSI) and
procedures, data packages, and records. In addition, the evaluators
reviewed files which had been expurgated by NRC, NQAD Audit Reports
at WBN and SQN, NRC Systematic Assessment of Licensee Performance
(SALP) Reports for WBN, NRC Security Inspection Reports at SQN and
WBN, Licensee Event Reports at SQN, and Nuclear Safety Review Staff
(NSRS) reports of concerns previously investigated.

The evaluators conducted informal interviews with cognizant
personnel when required either to verify document-based findings or
to provide nondocument-based evaluation input. Interviews were
conducted with personnel in Public Safety Service (PSS) including
management, training and public safety officers. Individuals from
maintenance and modifications were also interviewed.

I

I

I

I

I

I

I

I Rj
I

I

I

I

I

I

I

I

I

3.0 FINDINGS

Generic Applicability statements are included only for concerns which I

are classified as being potentially Safety Related or Safety Significant IR1
as denoted on Attachment A. I

'.1

Element 312.01 - Ade uac of PSO Uniform in Nuclear Plant Environment

Issue 312.01-1 S nthetic Uniform Material - Contamination

WBN and S N iR1

The issue that the synthetic double knit uniform material attracts
airborne contamination was evaluated at WBN and SQN and was factual
but did not require corrective action.

In relation to the Public Safety Officer (PSO) uniform, the airborne
contamination issue considered the additional risks of internal
deposition of radionuclides as well as the external radiation
exposure risk from the airborne cloud. The additional hazard of
internal deposition was discounted based on the PSO being subject to
the same preventive measures as any individual in an "Airborne
Contamination Area". The measures include requirements for:

1. Changing into Anti-C's (removal of the uniform) prior to
entry into a C zone

2. Entry control by RWP

3. Use of respirators under appropriate conditions
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These controls are fully explained to PSOs in General Employee
Training and in addition, controls are in place to detect accidental
releases of airborne contamination. Discussions relating to the
function of continuous air monitors and actions to be taken in the
event a PSO is in the area when an alarm sounds provide these
controls for detection of airborne contamination.

Additionally, the adequate training and controls are in effect at
WBN to ensure that airborne contamination attracted to PSO uniforms
would represent only a small fraction of the radiological hazard to
an individual exposed to radioactive gaseous releases even though
double-knit trousers may attract airborne contamination more than
would cotton trousers. This conclusion was partially based on the
fact that the noble gases that are attracted to synthetic material
are short-lived and therefore would not pose a substantial increase
in the individual's radiation exposure.

Conclusion

This issue regarding synthetic uniform material contamination for WBN IR1
and SQN was factual but did not require corrective action. I

Issue 312.01-2 - S nthetic Uniform Material - Fire

The issue pertaining to the effects of high heat on PSO uniform
trousers stems from the generally recognized concern that polyester
double-knit materials are susceptible to melting and burning at high
temperatures was evaluated at WBN and SQN. The CIs considered this
issue pertinent based on requirements in a Physical Security
Enstruction for the PSO to assist the ONP fire brigade in fighting
plant fires, Plant implementation procedures define the PSO role in
fighting fires only as a support function. PSOs do not have a
primary fire brigade membership responsibility and therefore their
uniform should not be a problem. The issue was considered factual
but did not require corrective action.

I

I

I

I

I R1

I

I

I

I

Conclusion

This issue regarding synthetic uniform material-fire for WBN and SQN IR1
was factual but did not require corrective action. I

Issue 312.01-3 Wearin Neckties and Lon Sleeves Around Rotatin
EcCEui ment

WBN I Rl
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The hazard of rotating equipment with respect to the PSO uniform
involves the wearing of neckties and long sleeves that can present a

hazard when an officer is required to stand post near rotating
equipment. There are no permanent post assignments where rotating
equipment is in close enough proximity to present a danger. All
rotating equipment is required to have safety shields in place when
such equipment is operable and PSOs do not operate equipment. The
issue was not substantiated.

Conclusion

This issue regarding PSOs wearing neckties and long sleeves around
rotating equipment for WBN was not verified as factual.

3.2 Element 312.02 - Discrimination Within the Securit Or anization

Issue 312.02-1 - Cross-Gender Pat-Down Searches

Cross-gender pat-down searches at TVA nuclear plants are prohibited
except when emergency conditions dictate otherwise. This limitation
is a TVA policy and is not a regulatory or licensing requirement,
While WBN follows the instructions and regulatory requirements
without reference to gender, it is not reflected in actual
practice.= The evaluator also noted that this TVA policy is not
unique; other utilities also do not make cross-gender pat down
searches a standard practice. Therefore, the issue that TVA
disallows cross-gender pat-down searches is factual and does not
require corrective action.

Conclusion

This issue regarding cross-gender pat down searches for WBN was
factual but does not require corrective action.

Issue 312.02-2 - Ineffective Searches

WBN

Although training requires PSOs to demonstrate proficiency in
hands-on searches and recent QA audits verified the search controls
to be adequate, the evaluator found evidence to validate the issue
of ineffective searches. As an independent verification, the
evaluator subjected himself to processing, as a visitor into WBN

unit l. A pat-down search was conducted as required by visitor
status. The search was conducted by a male PSO. The evaluator
found several deficiencies in the search technique including
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I

inadequate coverage of bodily areas and a carried article was not
searched. The search process itself, when it includes the use of
detection equipment, was adequate and does pass acceptance criteria
as stated in regulatory requirements. However, the pat-down search
received by the evaluator substantiated employee concerns that
pat-down search functions are not conducted in a thorough manner.
This concern'was also addressed in Element 312.12. CATD
31212 NPS-01 was issued under element 31212-1.

I

I Rl
I

I

Conclusion

This issue regarding ineffective searches for WBN is factual and
correction action is being taken as a result of an evaluation.

I Rl
I

Issue 312.02-3 Preferential Treatment of Females

WBN IRl

The issue that female PSOs were being treated preferentially was not
substantiated. No overt attempt by the PSS management or first-line
supervision to give the female PSO preferential treatment in regard
to post assignments at WBN was found. The evaluations into female
PSO preferential treatment confirmed that under certain conditions,
the TVA policy against cross-gender pat-down searches does preclude
a female officer from rotating through certain posts during her
shift. These conditions can exist for extended periods whenever a

high level of activity occurs; and concurrently, a male
clerk/monitor is not available for a post assignment with the female
officer. Therefore, whenever a female officer is utilized at
another post assignment because of the TVA pat-down search policy,
the appearance is that of preferential treatment.

Conclusion

The issue regarding, preferential treatment of females for WBN was
not verified as factual.

Issue 312.02-4 Schedule Chan es for Females

WBN

With regard to the issue of frequent shift schedule changes, the
concerns were validated at'WBN, but are a problem not at all unique
to WBN or TVA in'eneral. Examples of things that contribute to
unplanned changes in schedules include PSO absenteeism, visitor
escort requirements, changes to maintenance acti.vity schedules, and
changing weather conditions; these circumstances are not always
under the control of PSS management. The evaluator determined that
PSOs are trained and prepared to perform each.job task within their
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classification. This ensures that PSS is able to respond to each
contingency with a security force that is responsive to the variety
of activities that may occur during any given day. Specifically,
schedules are disrupted on a frequent basis because of pat-down
search limitations placed on female PSOs at five post

assignments'ublic

Safety has recognized this situation and minimizes it, to the
extent possible, by reviewing effects on the master schedule
whenever advance information on specific activities and locations
become known. Despite this, situations will continue to occur that
cannot be anticipated and planned for. For this reason, post
assignments for individuals must remain flexible to plant conditions.

Conclusion

This issue regarding schedule changes for females at WBN was factual IR1
but does not require corrective action. I

3.3 Element 312.03 - Securit Personnel Trainin Pro ram

Issue 312.03-1 Desi nated Emer enc Res onse Team

WBN IR1

No grounds were found to substantiate the perceived need for the
Emergency Response Team (ERT) to be a designated unit. The number
of responders required is based on site physical layout and,other
plant specific considerations. Without revealing, safeguards
information, PSS does meet or exceed regulatory requirements for
on-shift, armed, and fully qualified ERT members. There is no
intent or requirement to create an elite group of specialists to
serve in this capacity to the exclusion of other post assignments.
PSS Officers serve in a wide variety of related activities with each
activity important to the overall success of the operation. The
most effective utilization of Security personnel dictates that PSS
Officers be prepared to perform at each level of task assignment
consistent with their training and classification.

Conclusion

This issue regarding the need of a designated emergency response
team for WBN was not verified as factual'

Rl
I

Issue 312.03-2 Additional Emer enc Medical Technicians (EMT's)

WBN I Rl
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The issue of training to support additional on-shift EMT's was not
substantiated. The decision to provide EMTs is not based on a

nuclear plant licensing requirement, but is TVA policy. A review of
a PSS two-week schedule showed that from 9 to 18 certified EMTs were
available to each shift for service on the Emergency Medical
Response Team (EMRT) at WBN. Discussions with onsite management
personnel confirmed that .emphasis is placed on this program to
ensure that adequate numbers of EMTs are maintained for shift
assignments at WBN.

Conclusion

This issue regarding the need of additional medical technicians
(EMTS) for WBN was not verified as factual.

Issue 312.03-3 Trainin for Emer enc Res onse Teams

WBN

No validity was found in the issue regarding the inadequacy of HRT

Training. ERT training (and PSS Officer Training in general)
requirements are specifically defined in 10 CFR 73. The
requirements address physical and mental suitability, weapons
qualifications, physical fitness qualifications, equipment and
equipment specifications, training and documentation, and
requalification requirements. TVA is required to develop and
implement an NRC-approved, Training and Qualification (TEQ) Plan
that specifically addresses how TVA will meet those regulatory
requirements. The regulatory requirements also state specific
acceptance criteria for PSS Officer training and performance, and
the TEQ Plan must reflect these acceptance criteria. To measure the
adequacy of this plan, recent audits were reviewed. Two QA audits
of the WBN Security Program concluded that the PSS effectively
implements the TEQ Plan through a TRQ implementing document that
contains procedures, lesson plans, test and practical evaluation
forms. Additionally, the NRC Systematic Assessment of Licensee
Performance (SALP) Report rated WBN Security as category 2 and
improving. This report and other NRC assessments mentioned in the
WBN SALP Report indicate that training has been effective at WBN.
Management reviews of emergency medical drills and drill critiques
identified an interface problem among the disciplines serving as
EMRT members. Additional training was completed to resolve that
issue. A shortage of EMTs has not been a problem identified in
drill critiques reviewed for this evaluation.

Conclusion

This issue regarding inadequate training for emergency response
teams for WBN was not verified as factual.
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Issue 312.03-4 Firearms Proficienc

Interviews with Security Training personnel indicated satisfaction
with the quality of training provided PSS Officers at the Cleveland,
Tennessee facility and with the onsite portion of officer training.
This satisfaction was based on results from frequent response drills
conducted by PSS Shift Supervisors and contingency drills conducted
to meet Security plan commitments. Despite this, the opinion was
voiced that the onsite training section would like to see more
stringent physical fitness requirements and some improvements made
related, to proficiency maintenance for firearms qualifications. The
statements were not made in reference to the adequacy of existing
standards to meet regulatory requirements, but expressed a desire to
set higher standards than those currently required,

The issue 'of maintenance of firearms proficiency centers on the lack
of a structured program for proficiency training and
requalification. A program does exist; however, it is self directed
by the individual PSS Officer. Firearms proficiency acceptance
criteria are stated in 10 CFR 73. In general, proficiency includes
the manner in which a security officer carries, handles, or
maintains a weapon. Firing proficiency is demonstrated under
controlled range conditions and against measured acceptance
criteria. The individual PSS Officer, as a condition of employment,
has the responsibility to maintain firearms proficiency and to
demonstrate proficiency annually during firearms requalification.
TVA provides adequate practice ammunition, training in the use of
weapons, the firing range facility and instructors. Adequate range
time is available or will be made available anytime two officers
take the initiative to practice. The identified weakness in the
program is that the individual PSS Officer must take the initiative
to practice and that practice time is not compensated time. Despite
this, the evaluator determined that the program works. Results from
the most recent firearms requalification indicated that in all cases
less than six percent of the total number of officers failed to
qualify on their first attempt. The overall failure rate for all
weapons on the first requalification attempt is just over four
percent and all those that at the time of this evaluation failed on
the first attempt qualified with additional training't the time
of this evaluation, WBN had not lost a single officer because of a
failure during firearms requalification.

No concerns in this, element were found to be symptomatic of program
deficiencies in PSS Training. The concerns were symptomatic of the
individuals'esire to raise performance standards and thereby, to
stimulate the professional esteem that results from meeting those
higher standards.
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Conclusion

This issue regarding fire arm proficiency for WBN was factual but
does not require corrective action.

IR1
I

3.4 Element 312.04 - Mana ement and Personnel Issues

Issue 312.04-1 Schedule Chan es and Overtime Assi nments

WBN IR1

Three concerns focused on unfair scheduling of PSS personnel,
sometimes resulting in excessive overtime or interrupted weekends.
The issue presented by these concerns was judged to be factual but
did not require corrective action. Interviews with PSS personnel
verified that in a six-month period in 1985, new watchstanding
requirements and a four-month lead time to train and qualify new PSS

officers led to a requirement that PSS personnel work mandatory
overtime. This overtime was assigned and worked in accordance with
the "Article of Agreement Between the Tennessee Valley Authority and
the Salary Policy Employee Panel." Since this. period, manning
levels have been achieved that greatly decreased required overtime.

PSS personnel are aware that utility days, scheduled at the
beginning or end of a four-day weekend, are subject to rescheduling
during the four days off. This shifting of utility days is in
accordance with the "Articles of Agreement" and is done in reaction
to changing security conditions and personnel shortages. PSS
officers are cautioned not to make prior commitments for four day
weekends with a utility day at the beginning or end of the four day
period.

Scheduled changes can occur for a variety of reasons, including:
(1) a utility post filling in for another post, (2) shifting a
female officer away from a post requiring pat down searches, (3) two
officers swapping posts voluntarily, and (4) two officers swapping
days voluntarily. Since all officers are required to wear the same
uniforms, schedule changes do not affect the type of clothing to be
worn.

Conclusion

This issue regarding unfair schedule changes and overtime
assignments for WBN was factual but does not require corrective
action.

I

I Rl
I
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Issue 312."04-2 Inter retations of Instructions 6 Procedures

WBN I Rl

Three WBN concerns focused on the adequacy of post scheduling with
respect to NRC requirements. The issue presented by these concerns
was judged to be factual but did not require corrective action. PSS

SIL's (Post Orders) leave some discretion to the shift supervisor
in the conduct of his shift as long as he does not violate security
procedures, the plant Physical Security Plan, or NRC regulatory
requirements. These changes are 'documented on the post logs and are
reviewed by PSS management. An example of a discretionary change
made by the PSS shift supervisor that does not degrade security
would be the securing of an access gate during periods of low
traffic to more effectively utilize on shift personnel.

Conclusion

This issue regarding interpretations of instructions and procedures IR1
for WBN was factual but does not require corrective action.

Issue 312.04-3 Re ulation Chan es

~SN IR1

The SQN concern that Public Safety supervision changes regulations
at their own discretion was not validated. A review of selected PSS

SILs determined that Post Orders allow shift supervisors some
flexibility to change the requirements of an individual post
station, as long as such changes do not violate the SQN Security
Plan or NRC commitments. These changes are documented on the post

. logs by the individual assigned to that post and are subject to
review by Public Safety management on a daily basis.

A review of security-related NRC audit reports identified previous
instances of regulatory noncompliance; some of these were indicative
of programmatic problems, but none were representative of actions
resulting from PSS supervisors directing changes that resulted in
instances of noncompliance. A review of QA security-related audit
reports also provided no objective evidence to support this concern.

Interviews with Public Safety line management documented their
concurrence that Post Order changes occur frequently, but they are
reviewed by management to ensure they do not violate regulatory
requirements.

Conclusion

This issue regarding regulation changes for SQN was not verified as IRl
factual. I
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Generic A licabilit
This concern was evaluated at the site of concern (SgN) and found to
be not valid. No other site evaluations are necessary.

I Rl
I

3.5 Element 312.05 - Securit Interfaces Ul/U2

Issue 312.05-1 Inade uate Se aration Ul/U2

WBN

Of the eight concerns comprising the issue of separation fence
discrepancies, five valid concerns (IN-85-691-001, EX-85-049-001,
EX-85-057-002, IN-85-233-001, and IN-85-990-002) were found for
which sufficient corrective action had already been taken to address
the problems. The other three concerns (IN-85-521-002,
IN-85-311-009, and IN-86-107-004) were either not substantiated or
did not identify problems requiring corrective action. It was
determined that the unit 1/unit 2 separation fence meets the
specified requirements in 10 CFR 73 and is equipped with a vibration
detection system which provides intrusion alarms to security. At
the suggestion of the NRC, the fence was enhanced to clearly
identify the demarcation between units to prevent unintentional
crossings like. those expressed by the CIs. There was no
requirement or commitment to install an alarm system on this
enhancement portion. Security door A205 between units 1 and 2 at
the 786'levation was found to meet the requirements for a
protected area door, was secured and appropriately protected by an
alarm system, and under surveillance by PSS patrols. Additionally,
the separation fence is routinely patrolled by PSOs. The
separation fence points of weakness, including those identified by
the concerns, have been identified and corrected. As further
independent verification, a detailed walkdown of the fence was made
at several elevations. No areas were found where an inadvertent
crossing might be made,

Conclusion

This issue regarding inadequate separation Ul/U2 for WBN was factual
but corrective action was initiated before the evaluation of this
issue,

Generic A licabilit
These concerns are unique to WBN due to Ul/U2 security barrier.
Therefore, other site evaluations were not conducted.

~ ~



TVA EMPLOYEE CONCERNS
SPECIAL PROGRAM

REPORT NUMBER; 31200

REVISION NUMBER: 1

PAGE 24 OF 61

Issue 312.05-2 - Overl Oifficult Access to Unit 1

WBN

Concern IN-85-436-003 regarding excessive delays in the badging
process was not validated to be a problem based on the existence of
appropriate procedures to control the issuance of badges. Procedure
WB 10.5 was found to implement the requirements of 10CFR73 and the
procedure delineates the necessary steps for initiating the badging
process for either escorted or unescorted access. Interviews with
PSS officers and a review of other implementing documents revealed
no discrepancies in meeting the specified requirements for badging
of personnel. Nonetheless, the badging delays encountered by the CI
were caused by a specialized limitation on access detailed in
Temporary Post Orders for Workplan Authorization, This Temporary
Post Order was prepared based on an agreement between plant
management and Construction to specify, on a daily basis, how many
personnel would be allowed in the secured area predicated on the
types and amounts of work being performed. This control would
prohibit an individual, even with appropriate badging, from entering
a secured area in the event that his name was not on the authorized
list for the workplans being, implemented in the secured area. To
gain access the individual would have to be added to the authorized
list for the workplan by hjs/her supervisor.

Employee concerns IN-85-805-001 and IN-85-463-010 stating that
materials were difficult to bring into the plant were found to be
valid concerns but not problems warranting corrective action. Each
access portal has associated instructions specific to that location
governing the access for materials. These security procedures
(safeguards information) as a whole, enforce the basic precept that
any and all materials brought into the protected area will be
searched in some manners Excessive delays in accessing these
materials have been addressed by management and eliminated through
the acquisition and training of PSS personnel and increased
familiarity with security procedure requirements by plant personnel.

To evaluate the employee concerns WBN-0058 and IN -85-732-002 that
access to the protected area for the Emergency Medical Response Team
(EMRT) was hampered, the duties and responsibilities of the EMRT

were reviewed. Interviews were held with PSS officers that have
been involved with both drill and actual medical emergency
situations. These interviews indicate that PSS officers are well
versed in their responsibilities. These responsibilities are
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defined in a memorandum which requires that security functions,
normally relaxed in the event of a declared emergency, would be
fully carried out during a drill. The directions contained in the
memorandum will be incorporated into a PSS SIL. In conclusion, this
issue of EMRT access was not validated based on a misconception that
EMRT personnel should be provided expedited access to protected
areas during drills as well as during actual medical emergencies.

Conclusion

This issue regarding overly difficult access to unit 1 for WBN was IR1
factual but does not require corrective action. I

3.6 Element 312.06 - Mana ement Attitudes Toward Securit Efforts

Issue 312.06-1 Mana ement Attitudes Towards Securit Efforts

WBN IR1

The concern, that management at WBN does not take security seriously
and that security drills are inadequate, was not validated. The
security program at WBN was determined to be aptly designed to meet
10 CFR 73 requirements and the perceived threats for a facility of
this type. The Contingency Plan was developed to reflect the
commitments made in the Plant Security Plan (PSP) and includesdrills to test the ability for meeting those identified
contingencies. A review of drill scenarios and critiques indicate
that drills include realistic situations that conclude with the
apprehension of an intruder .

To evaluate the issue of management's commitment to security,
interviews were conducted with both PSS and plant management to
assess their attitudes toward the security function at WBN. These
interviews revealed that management fully recognizes and accepts the
seriousness of the security program. Plant management readily
endorses the fact that security. is an integral, functioning entity
and a necessity to the overall success of WBN and that a less than
acceptable security program could jeopardize the

successful'icensingof WBN just as quickly as could maintenance, operations,
training or any other department. When violations of established
security procedures occur, PSS may initiate a Security Degradation
Disposition (SDD); This document identifies various types of
violations and proposes levels of disciplinary action based on
severity. The content of this procedure exemplifies management's
degree of commitment to correcting violations of the security
program.
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Conclusion

This issue regarding management attitudes towards security efforts
for WBN was not verified as factual.

IR1
I

Issue 312.06-2 Handlin of Securit Bad es in an Emer enc

I R1

The concern of non-security clerks performing badge checks was not
validated. Badging requirements of the Physical Security Plan (PSP>
are implemented by WBN Standard Practice WB 10.5 and clarified by a
memorandum of October 15, 1985 by Mr. Richard Thigpen which covers
protected area access during emergencies and drills. During a
declared emergency, the emergency response personnel will receive
their badges from PSS clerk-monitors assigned this task. This
evolution is in accordance with established policy and procedure and
is recognized by the NRC as an acceptable provision for meeting
actual emergency needs,

Conclusion

This issue regarding the handling of security badges in an emergency IR1
for WBN was not verified as factual'

Issue 312.06-3 Securit Barriers Breached

WBN I Rl

The concern which involves an incident of Public Safety being asked
to open security doors just for the passage of coffee was found to
be factual, but corrective action had taken place prior to the
current evaluation. Line management acknowledged that the incident
did occur. Before this evaluation, a meeting had been held with the
responsible sections to discuss the circumstances of this incident.
There is now a general understanding concerning which situations do
and do not warrant the breaching of security barriers for movement
of'aterials and equipment. Situations requiring the breaching of a
security barrier are coordinated with PSS.

Conclusion

Thi issue regarding security barriers breached for WBN was factual
but corrective action was initiated before the evaluation of this IR1
issue. I

'
~ ~
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3.7 Element 312.07 - Securit Procedure Violations WBN)

Issue 312.07-1 A lication of Securit De radation Determination/

WBN

Corrective Action Re uest SDD/CAR) )Rl
I

I

To research a concern lodged solely at WBN of certain employees
being ezempt from security regulations, the evaluator reviewed the
SDD program for evidence of inconsistent treatment. The SDD program
addresses occurrences involving violations of security program"
requirements. There were no instances identified of overt
favoritism toward management or of other individuals who may have
violated a security requirement, Problems were identified, however,
with the mechanics of the SDD/CAR system. There was no formal
corrective action follow-up system, missing reviews by the
Superintendent of Operations and Engineering, and the lack of
feedback to the SDD originator. A sample of 30 SDDs from 1985 and
1986 indicated that plant management had not responded to PSS in 537.
of the issues. These program inconsistencies lend sufficient
credence to support the perception that security violations were not
consistently documented and that the concern was valid. CATD
31207-WBN-01 was issued to line management.

Conclusion

I

I Rl

This issue regarding the application of Security Degradation
Determination/Corrective Action Request (SDD/CAR) for WBN was
factual and corrective action is being taken as a result of an
evaluation.

I

I Rl
I

I

Issue 312.07-2 Inconsistent A lication of Procedures

)Rl

The concern pertaining to the issue of Post Order interpretations
was not validated. There is no requirement that PSS must post a
copy of post orders at each permanent post for PSOs. This is based
on the non-applicability of ANSI N18.7 to security activities and
the fact that some post orders are safeguards information. Post
orders were found to be available at permanent post locations such
as CAS, SAS, and the access control portal. Post assignments that
require an officer to move about the site are not placed in the
officer's possession; however, those orders are available for review
at specified locations.
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The second concern pertaining to the issue of Post Order
interpretations was validated based on previously documented
instances where supervision has been inconsistent in interpretation
of post orders and procedures. As a result, PSS has implemented a
"Post Check Program" and a "Unit Continuity Program" to ensure that
post instructions and procedures are interpreted in a consistent
manner; these programs adequately addressed the concern.

Conclusion

This issue in regards to inconsistent application of procedures for
WBN was factual but corrective action was initiated before the . IR1
evaluation of this issue. I

Issue 312.07-3 PSS Authorit Off of TVA 'Pro ert

WBN IR1

A concern in this element deals with a PSO attempting to regulate
laws off TVA property. Insufficient details were provided in the
confidential file to substantiate this concern. PSO action of this
nature would require the involvement and cooperation of local law
enforcement officials and PSS management. The evaluator could not
validate this concern and interviews with line management determined
that they have not received requests for this type of assistance in
the past.

Conclusion

This issue regarding PSS authority off of TVA property for WDN was
not verified as factual.

I Rl
I

3.8 Element 312.08 - Securit at Plant Entrance

Issue 312.08-1 - Inade uate Control of Site Area

WBN I Rl

None of the 15 concerns for the issue of inadequate search and
identification of personnel entering/exiting the site controlled
area were substantiated.
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Searches are only required for entry into protected/vital areas.
The searches use metal detectors, explosive detectors, X-Ray
machines, and pat down searches to ensure that unauthorized
materials are not taken into the protected/vital areas. There are
no regulatory requirements to search personnel entering the site or
owner-controlled areas or personnel exiting vital areas, protected
areas, or the site area.'ndividuals exiting the protected area do
so through radiation monitors to ensure radioactive materials are
not removed from the protected areas. As a deterrent to theft of
TVA property, PSS can conduct unannounced searches of personal
packages and vehicles exiting the site area.

No regulatory requirements were found for searches of hand-carried
items or checking for security badges at the entrance to the
site-controlled area, Nevertheless, plant procedures require the
display of badges within the site boundary and the display to a
member of the security force before entering the site boundary.
Employees n'ot displaying their badges may be denied entry to the
site-controlled area.

Post 6 controls access to the Unit 2 site-controlled area at the
Nuclear Power parking lot. The evaluator observed security
personnel at that post during shift change and found that they were
performing their dutie's in accordance with plant procedures. PSS
personnel positioned themselves to check that incoming WBN workers
properly displayed their site picture badges. Personnel who had
forgotten their picture badge were issued a visitor badge.

The investigation could not determine directly whether or not an
occurrence of an employee entrance into the site-controlled area
without a picture badge had actually taken place. PSS procedures
and training of security personnel in the performance of their
duties are adequate to provide the required level of security for
the site-controlled area.

Conclusion

This issue regarding inadequate control of site area for WBN was not
verified as factual.

Issue 312.08-2 Insufficient "No-Entr " Si ns at Perimeter
of'wnerControlled Area
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IR1

The Physical Security Instructions, which describe the signs to be
posted at the boundary of the owner-controlled area meet regulatory
requirements. The purpose of these signs is to provide reasonable
assurance that persons entering the area are aware they are on TVA

property, There are no requirements for these signs to prevent
access to the owner controlled area. Therefore, the issue that
non-employees are not prevented from entering the site property was
factual but did not require corrective action.

Conclusion

This issue regarding insufficient "No Entry" signs at perimeter of
owner-controlled area for WBN was factual but does not require I Rl
corrective action. I

Issue 312.08-3 Securit Screenin for Site Controlled Area

WBN IRl

Based on review of security screening requirements, the issue for a

lack of security screening was not validated. Watts Bar Standard
Practice WB-2.2.12 provides instructions to process and badge new
personnel for unescorted access to the site-controlled area. No

requirements were found for security screening before unescorted
access to the site-controlled area. The only requirement is
supervisory approval indicating that personnel are working at WBN

and have a need for entry into the site area. Security background
screening requirements do apply for entry into the protected area.

Conclusion

This issue regarding the security screening for site-controlled area IR1
for WBN was not verified as factual. I

Issue 312.08-4 Unauthorized Access-to Owner Controlled Area

I Rl

The issue that a security screening 'process is needed for any person
entering TVA Facilities is factual but does not present a problem
requiring corrective action.
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Physical Security Instructions limit access into the Owner
Controlled Area (OCA) to authorised personnel. and vehicles with a
site badge or parking decal. Enforcement of these access controls
is provided by administrative controls and procedures. The Joint
Security Plan requires that the OCA be under general surveillance by
the Public Safety patrolman. These controls meet the minimal
regulatory requirements of 10 CFR 73 and Regulatory Guide 5.7 for
access to the OCA.

Conclusion

This issue regarding unauthorized access to owner-controlled area for IR1
WBN was factual but does not require corrective action. I

Issue 312.08-5 Grantin Unescorted Access Mithout Acce table
Fin er rints

BFN I Rl

This issue, site-specific to BFN, pertains to one concern of an
individual being granted unescorted access based on unacceptable
fingerprint records. Discussions with security personnel revealed
that the FBI sometimes requests a new set of fingerprints even after
completion of a security investigation which includes positive
identification of the individual using the existing fingerprints.
This request would be made by the FBI to replace the original
prints, which may have had minor smudges, insufficient to affect the,
positive identificati'on of the individual, but not of a high enough
quality for FBI permanent fingerprint files. The fact that these
requests are made after the plant grants unescorted access may lead
to the misconception expressed by the CI. Because the fingerprints
did not affect the positive identification of the individual, the
security investigation was not adversely affected, and the concern
therefor'e was not validated.

Conclusion

This issue regarding granting unescorted access without acceptable
fingerprints for BFN was not verified as factual.

I Rl
I
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Issue 312.08-6 Inade uate Visitor Control

BFN IR1

A BFN concern was submitted regarding inadequate control of escorted
personnel who have a need to enter the controlled area. This issue
was not validated based on adequate procedures, instructions for the
proper escort of visitors and by employee concerns personnel having
been escorted while performing evaluations at BFN. BFN Standard
Practice BF-11-15 requires that escorts be instructed in their
responsibilities, including ensuring that visitors do not enter
vital areas for which they are not cleared. A review of the
procedure and escort orientation found that escorts are adequately
instructed in their responsibilities. Oiscussions with security
personnel revealed that there have been isolated instances of
escorts taking visitors into areas for which they were not cleared.
However, no programmatic deficiencies were found because escorts
were provided for the visitor at all times while in the protected
area.

Conclusion

This issue regarding inadequate visitor control for BFN was not
verified as factual.

Generic A licabilit

IR1
I

The BFN evaluation of this concern found isolated cases of procedure
non-compliance. No programmatic or safety related deficiencies were IRl
identified. No other site evaluations are necessary. I

Issue 312.08-7 - Failure to Search Purses

I Rl

This issue pertains to a SQN site-specific concern that female
employee purses were not being searched and contributing to the
theft of TVA property. SQN conducts unannounced searches. of
personal packages and vehicles exiting the site area as a deterrent
to theft of TVA property. These random searches are conducted by
each shift at least once per week in accordance wc th P~hsical
Security Instruction PHYSI-6, "Searches," Surveillance Instruction
SI-684, "Weekly Lunch Box and Vehicle Searches," and PSS SIL 38.0,
"Searches - Personnel Packages, Vehicles, and Gate

Access'�

"
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Security personnel informed the interviewer that small, inexpensive
items such as the portable calculators identified by the CI are *

usually not labeled as TVA material. Unless an easily identifiable
calculator is reported stolen, PSS Officers would not inspect each
calculator taken out of the site area. PSS Officers interviewed
reported that they inspected all hand-carried items during the
random searches. These officers also reported that they knew of no
members of the security force who failed to inspect purses during
searches of hand-carried items. The interviewer observed security
personnel inspecting purses during a random search of hand-carried
items and determined that this policy is carried out as defined in
the site procedure. The issue of failure to search purses was not
substantiated.

Conclusion

This issue regarding the failure to search purses at SQN was not
verified as factual.

I Rl
I

3.9 Element 312.09 - Securit Guard Towers

" Issue 312.09-1 Guard Tower Gun Ports

~ WBN

No problem could be found which pertained to gun port design. A

review of NRC regulations found no requirements for the optimum
height or shape of the gun ports. An individual's height would
determine the position and associated angle of firing at which he is
most comfortable. Security management personnel stated that all
guard tower watchstanders perform qualification firings from a tower
"mock-up"'to ensure their-familiarity with required firing positions.

Engineering design personnel interviewed knew of no tests or reports
on the "bullet funneling effect." However, engineering design
calculations have been done on the internal configuration of the gun
ports which determined that a bullet striking any of'he interior
side sections of the gun port would ricochet out of the gun port and
that the only way a bullet could enter the firing slot would be if
the bullet failed to strike the interior sides of the gun port.
Since there is no requirement for specific dimensions in the design
of the gun ports and design personnel have evaluated the "bullet
funneling effect," this issue is not validated.

Conclusion

This issue regarding the design of guard tower gun ports at WBN was IR1
not verified as factual. I
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Issue 312.09-2 Guard Tower Facilities

WBN I R1

The lack of restroom and water facilities was determined to not be a

regulatory issue. There are no requirements in either the WBN

Physical Security Plan nor NRC regulations for the guard towers to
be self-sufficient. Interviews with Security management personnel
revealed that there is a dedicated relief for guards needing to go
to the restroom. Also, guards are rotated from the towers to other
duties every 2 hours. Since there is no requirement for guard
towers to have restroom or water facilities and there is a dedicated
relief "for tower guards, this issue is validated but has no adverse
effects on the WBN security program.

Conclusion

This issue regarding guard tower facilities for WBN was factual but IR1
does not require corrective action. I

Issue 312.09-3 Guard Tower Su ort S stems Un rotected

WBN IR1

No deficiency was found which pertains to the unprotected utility
support systems on the guard towers. The guard towers have an
unrestricted view of the surrounding area, and the guards could
detect an individual approaching the tower before he could damage
the support system. In the event of successful damage to the
support systems, a PSS SIL covers the contingency of evacuating the
towers and manning continuous ground patrols of the protected area
boundary. Since there is compensatory action if the guard towers
have to be evacuated, this issue was validated but has no adverse
effects on the WBN security program.

Conclusion

This issue regarding the guard tower support systems being unprotected
for WBN was factual but does not require corrective action. I Rl

Issue 312.09-4 Cracked Windows in Guard Towers

WBN I R1

This issue was not validated based on testing performed to verify
the integrity of cracked bullet proof glass. On March 28, 1985, the
TVA Office of Engineering performed a ballistic test on throe pieces
of cracked glass similar to the glass in the WBN guard towers. This
test determined that the cracked glass retained its bullet proof
characteristics per UL 752 and met the bullet proof requirements of
10 CFR 73.

'E ~'
~
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Conclusion

This issue regarding cracked windows in guard towers for WBN was not IRl
verified as factual. I

Issue 312.09-5 Monitored Communications in Guard Towers

WBN I Rl

The issue that communications circuits in the guard towers are
monitored was found to be factual and to not require corrective
action. No adverse programmatic aspects could be found as a result
of the evaluation of monitoring of guard tower communications.
Interviews with security management personnel determine'd that guard
towers communications can be monitored at the Central Alarm Station
(CAS), Secondary Alarm Station (SAS), and Shift Captain's office.
The system exists for the purpose of detecting guard towers
potentially under duress. CAS and SAS personnel are instructed that
monitoring conversations for any other purpose is a violation of TVA

policy which would result in disciplinary action. Guard tower
personnel are also instructed that personal phone calls are not to
be made while on guard tower watch.

Conclusion

This issue regarding monitored communications in guard towers for WBN

was factual but does not require corrective action.

issue 312.09-6 Guard Towers and the Emer enc Medical Team

WBN I Rl

This issue did not contain sufficient data at the concern level to
investigate. It pertained, generally, to a concern about the guard
towers and the Emergency Medical Team. No additional details could
be found.

Conclusion

This issue regarding guard towers and the emergency medical team for [Rl
WBN was not verified as factual. I
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3.10 Element 312.10 - Central Alarm Station Problems

Issue 312.10-1 CAS Facilities

WBN IR1

The issue that the CAS has no restrooms or drinking fountain was
found to be factual but no problem requiring corrective action was
identified. PSS has adequate relief officer coverage to ensure that,
a CAS operator can leave his post for a trip to the restroom as the
need arises,

Conclusion

This issue in regards to CAS Facilities for WBN was factual but does IR1
not require corrective action. I

Issue 312.10-2 CAS Not Self Sufficient

IR1

The issue that the CAS was not self sufficient was found to be
factual but no problem requiring corrective action was identified.
The regulatory requirements for the CAS did not include making the
area self-sufficient nor does the WBN Physical Security Plan include
such a requirement.

With regard to issues 312.10-1 and 312.10-2, the evaluator found
that TVA has done a feasibility study on the installation of a
bathroom for the CAS. The costs involved for such a modification
were found to be prohibitive. The decision was made to continue the
relief officer concept as an acceptable alternative to the physical
modification of the area. Public Safety Services has also resolved
the drinking water problem on an interim basis and a water fountain
is scheduled for installation by. plant mechanical maintenance.
Neither issue impacted on the adequacy of the WBN Security Program
to protect the facility against radiological sabotage.

Conclusion

This issue in regards to CAS not self sufficient for WBN was factual )Rl
but does not require corrective action. I
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3.11 Element 312.11 - Securit Desi n and Hardware

Issue 312.11-1 Power Block Securit Conce t
WBN

The concerns in this issue are generally based on perceptions that
the Power Block is too small and does not enclose the Shift
Captain's command post. None of these concerns were substantiated.
The original concept and design of physical security systems for
nuclear power plants was to enclose all buildings and personnel at
the job site within the protected area. This concept necessitated a
large protected area, numerous alarm systems, many administrative
requirements, and a large staff of security personnel. The
requirements of 10 CFR 73 have been more effectively met by adopting
the Power Block concept. This concept reduces the protected area to
the smallest feasible size and encompasses only the vital functions
for safe operation of the plant inside security. The risk of the
insider threat is greatly reduced with the Power Block concept since
considerably fewer personnel are inside the protected/vital areas on
a routine basis. This concept has been endorsed by NRC and has
proven to be effective in application and operation. Therefore, the
issue regarding inadequacy of the Power Block security concept was
not substantiated.

Concerns XX-85-032-001 and XX-85-099-001 pertained to perceived
deficiencies stemming from SQN's implementation of the Power Block
Concept (PBC). An NSRS Investigation Report adequately evaluates
concerns with the PBC at SQN. The objectives of the PBC are to
decrease the size of the physical protected area, reduce the total
number of personnel requiring access to the protected area, and to
focus more concentrated security efforts in a smaller protected area
and vital areas. The NSRS investigation found that the employee
concerns with the security boundaries to be not valid. The Power
Block concept of reducing the size of the protected area was
thoroughly reviewed by TVA and endorsed by NRC. This evaluation
concurred with the findings of the NSRS investigation.

Conclusion

This issue regarding power block security concept for WBN and SQN was IR1
not verified as factual. I

Generic A licabilit
Concern XX-85-032-001 was not substantiated at the site of concern
(SQN). No other site evaluations are necessary.

IR1
I

Cl
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Issue 312.11-2 Res onse to False Alarms

WBN IR1

Two concerns relating to excessive false alarms in security alarm
systems were not validated. Line management previously responded to
this issue and found that just because the cause of an alarm is not
found does not mean that the alarm is a "false alarm." There could
be an explanation for the alarm that was not obvious to the
responding PSS officer. While all electronic security systems have
some instance of false alarms, the security systems at WBN meet all
NRC requirements. In addition, PSS officers are trained to respond
to all security alarms as if they were valid. This issue was
adequately addressed by the line management response.

Conclusion

This issue regarding response to false alarms for WBN was not
verified as factual.

IR1
I

Generic A licabilit
Concern IN-85-619-001 was not substantiated at the site of'oncern (Rl
(WBN). No other site evaluations are necessary. I

Issue 312.11-3 Unreliable Card Readers

WBN

One concern pertained to unreliable card readers which often present
false readouts. This concern was not validated at WBN. The card
readers at WBN meet NRC requirements and are the same card readers
that were evaluated at SQN. Card reader unreliability was not
validated at SQN. A review of WBN security 'MR's in the recent
22-month period found that of 94 MR's for card readers, only 43
required maintenance. This evaluation finds that 43 MR'" written on
the 102 WBN card readers in a 22-month period is within industry
performance expectations. No corrective action was necessary.

A concern for card readers being unreliable and presenting false
readouts was not valid. In evaluating the aspect of reliability,
interviews with maintenance personnel at SQN determined that between
1 and 2 Work Requests ('WRs) are written on card readers per day.

~ ~,' „P'
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From these WRs, maintenance personnel have had to replace or repair
approximately one card reader per week. A review of WRs on the card
reader system indicates that although a WR may be written as a cacd
reader problem, the card reader system was not at fault in the
majority of cases. In evaluating the aspect of false readouts, a

review of a RUSCO printout of card reader operation indicated a

failure rate of .063%. for misreading cards. Based upon this
evaluation of card reader maintenance records and instances of card
reader failure (.063'L), corrective maintenance requirements on the
card reader system are not at an unacceptable level.

Conclusion

This issue cegarding unreliable card readers for WBN and SQN was not IRl
verified as factual. I

Generic A licabilit
This concern was not substantiated at SQN oc WBN. No other site
evaluations are necessary.

Issue 312.11-4 Loss of Powec in CAS

I Rl
I

WBN

One concern stated that all CAS security systems have been
frequently rendered inoperable by power fluctuations caused by plant
power switching operations. An NSRS Investigation Repoct adequately
evaluated the factocs in this concecn. The requic'ements of
10 CFR 73 do not specify that thece be an unintecruptible po~er
supply (UPS) to either the central alarm station (CAS) oc'he
secondary alarm station (SAS). The performance objectives for
alarms and other circuitry, however, generally require this to be
the case. No evidence was found to support there ever having been a

total loss of power to'AS or SAS that affected all security celated
equipment as was described in the concern. Prior to August 1985,
there had been an infrequent problem with a secuc'ity computer that
was caused by power fluctuations which were attributed to plant
power switching operations. H'owever, in August 1985, a UPS was
added to the computer system which solved the voltage fluctuation
problem. Further modifications have been initiated via WBN OCR

WB-OCR-0696 to solve a power interruption problem with the Vital
Area Access Control System (VAACS) computecs in CAS and SAS. These
coc'rective actions adequately address the pcoblem.
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~SN
~ ~

The issue dealing with loss of power to the CAS was substantiated,
but corrective action was found to be in progress prior to the
current evaluation. The Security Plan for SQN requires that the
intrusion alarm system have an uninterruptible p'ower supply (UPS)
capability. The intrusion alarm system fulfills this requirement
with a battery system; this was verified through interviews with
security and engineering personnel. The Security Plan also requires
back up power to the card reader computer (MAC 540). The present
power supply to the MAC 540 has the possibility for both short power
interruptions and voltage spikes. This situation causes loss of
memory on the MAC 540. It was determined that a design change is
being prepared to change the power supply for the MAC 540 to a UPS

backed up by a diesel powered source. The UPS will filter out the
voltage spikes and supply power until the diesel is on-line. This
modification is not in response to the concern, is not yet
scheduled, and is not a security regulatory requirement; it is an
enhancement to mitigate the loss of memory on the MAC 540 card
reader computer.

BFN

The issue dealing with loss of power to the CAS was not
substantiated at BFN. Interviews determined that the intrusion
alarm system, MAC 540 card reader computer, and card readers have
UPS at BFN, No instances of loss of power to required CAS systems
are known to have occurred.

Conclusion

This issue regarding loss of power in CAS was evaluated at WBN and
SQN and was factual, but corrective action was initiated before the
evaluation of this issue. However, CATD 31211-WBN-01 was written to
track completeness of DCR WB-DCR-0696. At BFN, this issue was not
verified as factual.

Generic A licabilit
This concern was not generically applicable to BLN because BLN is
still in construction phase, Security is handled by construction
PSS. Protected area, CAS, card readers are not energized.
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Issue 312.11-5 Emer enc Access to the Intake Pum in Station

This concern alleged that Security hindered access for personnel
responding to a flooding incident at the Intake Pumping Station
(IPS). By the design criteria at WBN, the IPS is a vital area. As
such, access to the IPS is described in procedures and control is
implemented by appropriate PSS functions. An NSRS report reviewed
the adequacy and implementation of procedures and instructions
governing access to the IPS. An assessment was also made to
determine if there had been a verifiable history of access delays
and reasons for them. The NSRS report was responded to by WBN PSS

line management. The overall findings indicate that, while there
were acknowledged brief delays for access into the IPS, there was no
confirmation of a 40 minute delay caused by PSS during an alarm
condition as was alleged. NSRS recommended that procedures be
clarified concerning immediate/emergency access to the IPS. This
evaluation confirmed that these revisions have been accomplished and
specifics on emergency access to the IPS are found in

procedures'his

evaluation concurs with the NSRS report and the 'corrective
actions taken by WBN.

~SN

This concern resulted from a WBN incident and was evaluated for
generic applicability to SQN. This concern involves emergency
access to the Intake Pumping Station; a protected/vital area
requiring security access controls. A review of SQN site procedures
revealed that access control in emergency situations is addressed
and includes the dispatch of PSOs with badges for emergency response
personnel. No vehicle or personnel searches are required for
protected or vital area entry under emergency conditions. These
procedures are adequate to prevent a similar'roblem from occurring
at SQN. Therefore, the'ssue was not substantiated for SQN.

Conclusion

This issue regarding emergency access to the intake pumping station (Rl
was evaluated at WBN and SQN and was not verified as factual. I

Generic A licabilit
This concern was not substantiated at SQN or WBN. No other site
evaluations are necessary.

IR1
I
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Issue 312.11-6 Inade uate Ke Control Pro ram

WBN

The concern for inadequate key control potentially hindering access
to safety-related equipment during emergencies was not validated.
The WBN evaluation was based on the plant's implementation of
security requirements for lock and key control and considered the
fact that WBN was not committed to the security requirements of an
operating licensee, but was in a modified stage of security. The
evaluator determined that the plant's key control procedures and
their implementation met the requirements for an adequate key.
control program. The program ensures adequate control of security
k'eys while providing plant personnel with required keys in the event
of a plant emergency.

~SN

This issue pertains to Inadequate Key Control. Although the
evaluator found SQN procedures to adequately administer a key
control program which meets the requirements of 10 CFR 73 and
Regulatory Guide 5.12, one particular incident substantiated the
concern as a SQN problem. in this instance (LER 1-86024), keys were
not issued when plant access doors were locked upon loss of memory
to the MAC 540 card reader system. This instance was one example
that keys are not always provided to personnel requiring entry to
locked rooms.

BFN

The BFN specific concern pertaining to key control had generic
application to SQN and WBN, but was not validated at BFN. A review
was made of Standard Practice BF-19.26, "Key Control and
Accountability" which delineates the overall responsibilities lor
key control in both Operations and PSS.'ubtier documents from
Operations and PSS further specify the detailed instructions for
appropriately administering a key control program which meets the
NRC Regulatory requirements. Additionally, the BFN response to NRC

~ I&E Information Notice 86-55 provided credence that an acceptable
key control program is in place and functioning

The only concern in this, element evaluated at BLN pertained to the
key control issue. This issue was not validated at BLN, partly
because this plant is still in the construction phase and only a

limited number of rooms have been turned over to Plant Operations.
Additionally, BLN is adequately addressing this concern in the
course of responding to NRC Z&E Information Notice 85-55.
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Conclusion

This issue was not verified as factual for WBN, BFN, and BLN,
However, at SQN CATD 31211-SQN-001 and 31211-SQN-002 were written
because keys are not always provided to personnel requiring entry to
locked rooms and to follow up on LER 1-86024 in reference to the
loss of power on loss of memory to the security MAC 540 system, to
determine corrective action. At SQN this issue was 'factual and
corrective action is being taken as a result of an evaluation.

1

I

I

[Rl
I

I

I

Issue 312.11-7 No Air Conditionin in PSS Patrol Vehicles

WBN )Rl

Two concerns pertaining to a lack of air conditioning (A/C) in PSS
patrol vehicles were determined to not be a regulatory issue. The
issue was determined to be factual but to not be a problem requiring
corrective action. Nevertheless, attempts have been made by PSS to
obtain A/C for patrol vehicles as is evidenced by written
communications with TVA's Transportation Services Branch and
summarized in the line management response to these concerns. It
was agreed, however, to install A/C on the one patrol vehicle that
is used for considerable highway travel. The remaining patrol
vehicles have been equipped with cab vents and fans to improve
comfort levels in the periods of hot weather. No instances were
identified where a lack of A/C in patrol vehicles had resulted in a
dust contamination problem with weapons and/or communication, as
alleged.

Conclusion

This issue regarding no air conditioning in PSS patrol vehicles for )Rl
WBN was factual but doey not require corrective action. II

Issue 312.11-8 Securit E ui ment Maintenance

WBN )Rl

Two concerns relate to the lack of expedience in completing
maintenance requests (HR's) on security equipment. The issue was
substantiated but corrective action was found to be underway prior
to the current evaluation. In responding to an NRC I 6 E
Information Notice, PSS had already compiled a list of MR's
generated for security systems over a recent 22 month

period.'indingsand trends made from the data indicate there are areas that
warrant review by line management to explore improvement of response
time to security systems by maintenance, One poten'tial improvement
was identified in an interview with maintenance line management.
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The improvement being considered would be the formulation of a

specialized maintenance crew, comprised of all disciplines, to
concentrate specifically on MR's for security equipment. Other
potential solutions may be available for consideration by line
management.

Conclusion

This issue regarding security equipment maintenance for WBN was
factual but corrective action was initiated before the evaluation
of this issue.

I

I Rl
I

Issue 312.11-9 Inconsistent Labels on Card Readers

IR1

A WBN site specific concern that card readers are improperly labeled
with the access levels authorized to use them was not validated.
The evaluator concurred with the line management investigation of
this issue which found only minor inconsistencies in the labeling of
card readers. These inconsistencies were brought to the attention
of PSS personnel and corrected. However, since using a key card in
a card reader not authorized for the individual's access level would
not unlock the security door; this issue does not constitute a

security violation.

At the time of this evaluation, the card readers are not used to
control access into security areas. Prior to licensing, when full
security is implemented and the card readers will control security
access, PSS should re-evaluate access levels on all card readers.

Conclusion

This issue regarding inconsistent labels on card readers for WBN was IR1
not verified as factual. I

Issue 312.11-10 E ui ment Malfunction Causin a Securit Breach

I Rl

One WBN concern in this element did not provide enough information
to evaluate. It pertained, generally, to a security equipment
malfunction that created a breach in security. No further details
could be found,

Conclusion

This issue regarding equipment malfunction causing a security breach IR1
for WBN was not verified as factual. I

~ y
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Generic A licabilit
This concern was not substantiated at the site of concern (WBN). No IR1
other site evaluations are necessary, I

Issue 312.11-11 Securit S stems Powered Down

WBN IRl

A concern that security systems should not be powered down when not
in use could not be validated. The evaluation consisted of a review
of the line management response which utilized additional
information that was available at that time from QTC. The line
management response 'concluded that the issue was directed towards
the security card readers on the controlled access doors. Their
evaluation further concluded, through contact with technical
personnel, that, while there is a minor deleterious effect from
removing power from card readers, it is unavoidable. The
electrolytic capacitors in the card readers will, over a period of
time, evidence diminished capability to perform their electrical
function 'and, finally, fail to operate. Therefore, it is of no
consequence whether a card reader is "powered down" in place or is
removed from its location and placed in storage. Card readers used
in the power block security concept are not powered down," they are
electrically energized. Plant P/Ms continue to be performed on all
installed card readers which will identify and ensure repair of
inoperable card readers.

(Rl
I

Conclusion

This issue regarding security systems powered down for WBN was not IR1
verified as factual. I

Issue 312.11-12 Reliabilit and Calibration of X-Ra Machine and
Ex losives Detectors

WBN I Rl

This issue addressing the relia:..ity and calibration of x-ray
machines and explosive detectors was substantiated, but corrective
action was found to be underway prior to the current evaluation.
Interviews with security and instrument maintenance personnel
confirmed past problems with the performance of the explosive
detectors. An FCR documented these problems„ and describes the
improved performance of the newer model explosives detectors which
are now installed. The line management response to a concern for
the effectiveness of the calibration technique describes the
calibration of the explosive detectors, which is the method approved
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by the vendor. Security and instrument maintenance personnel also
confirmed an interference problem between the x-ray machine and
metal detectors. When the x-ray machine is turned on, the metal
detectors alarm. As a result, the x-ray machine is normally secured
whenever the metal detectors are in service and is made operable on
an as needed basis. Instrument Maintenance is preparing a DCR to
revise the physical layout of the 708'ntry portal to alleviate
this problem. No further corrective action was determined to be
necessary.

Conclusion

This issue regarding reliability and calibration of X-ray machine
and explosive detectors for WBN was not verified as factual.

I Rl
I

Generic A licabilit
No deficiencies were identified by the WBN evaluation for concerns
IN-85-956-XOl and IN-86-295-001. The issue is perceived to be an )Rl
enhancement or convenience. No other site evaluations are necessary.

Issue 312.11-13 Securit Gate Won't Sto a Vehicle

WBN

This issue dealing with the inability of plant security gate //7 to
physically stop a vehicle was factual but did not require corrective
action. The evaluator found this particular gate to provide vehicle
access to the site and to be a traffic'ontrol mechanism for PSS.
This gate is in the owner controlled area and, as such, is in the
lowest level of protective classification. The requirements for the
owner controlled area are, basically, that a person be made aware
that they are on private property. There is no requirement or
intention that these gates be designed to be physically capable of
stopping a vehicle.

Conclusion

This issue regarding security gate would not stop a vehicle for WBN )Rl
was factual but does not require corrective action. I

Issue 312.11-14 Excess Time to Travel Between Areas

WBN I Rl
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The issue regarding encumbered passage between the Turbine Bay and
Control Building was substantiated. However, sufficient corrective
action has been implemented to ensure this concern is not a
recurring problem. The first issue is related to obtaining work
approvals from the shift engineer in the control room for work to be
done elsewhere, outside the security area. To alleviate much of
this seemingly unnecessary travel, an Assistant Shift Engineer (ASE)
is stationed on the 755'levation of the Turbine Building adjacent
to the elevator. The ASE is assigned anytime work is being
conducted and is the appropriate individual to contact for
permission, signatures, etc.

The second item, concerning the fire brigade having to follow the
* same route for emergency access to the protected area, is not true.

In an actual emergency, (not a drill), fire brigade members who are
outside security go to the emergency equipment cage, obtain their
necessary equipment and proceed to the entrance portal. They are
provided emergency access badges and are exempted from search so
that their response is not impeded. Those fire brigade members who
are inside security utilize the quickest egress from the protected
area as described above. To alleviate this situation, an emergency
equipment cage has been constructed in the Auxiliary Building. Once
this addition is completed, fire brigade members who are inside
security will no longer have to exit and re-enter as is presently
done.

Conclusion
P

This issue regarding excess time to travel between areas for WBN was
factual but corrective action was taken before the evaluation of (Rl
this issue. I

Issue 312.11-15 Securit S stem Inade uate to Have New Fuel
Delivered On-Site

IR1

The issue pertaining to the existing security system being
inadequate to support the early delivery of fuel on-site was not
substantiated. This fuel is defined under 10 CFR 73 as "low
strategic significance" and is required to be stored within a
"controlled access area." With regard to these requirements, the
new fuel is monitored with an intrusion alarm system, procedures
control access to the fuel storage area, and a PSS post has been
established with the responsibility to respond to unauthorized
penetrations and to summon assistance from off-site. These control
mechanisms adequately meet regulatory requirements for storage of
unirradiated fuel.
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Conclusion

This issue regarding security system inadequate to. have new fuel
delivered on site for WBN was not verified as factual.

IRl
I

Generic A licabilit
This concern was not valid at the site of concern (WBN).'o other IR1
site evaluations are necessary. I

Issue 312.11-16 Alternate Power for PSS Radio Communications

WBN IR1

The lack of alternate battery power for PSS radio communication
equipment was not validated as a problem. The evaluator found
10 CFR 73 to require security's non-portable communications

'quipment to have an independent power source in the event of the
loss of normal power. As alleged, there are no battery power
supplies; the requirements are met by utilizing alternate sources of
power.. The power source for communications equipment is from a 480V
AC shutdown board which has both train A and B power sources.
Additionally, these boards are automatically switched to the diesel
generators if train A and B are lost.

Conclusion

This issue regarding alternate power for PSS radio communications for IR1
WBN was factual but does not require corrective action. I

Issue 312.11-17 Loss of Power Alarm in CAS/SAS

WBN IR1

The issue pertaining to the lack of an alarm in the SAS or CAS for
loss of'ower to remote control communications equipment was factual
but did not require corrective action. There is neither a

requirement nor a WBN intention to provide such an alarm.
Communications equipment is provided with altern'ate power sources,
plus backup from the emergency diesel generator bus.

Should there be a malfunction in the transfer to alternate power, it.
should be readily evident to CAS and SAS that their radios were not
functioning. In this case, CAS and SAS could utilize their
hand-held radios which are battery powered and are functional on all
the PSS frequencies.
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Conclusion

This issue regarding loss of power alarm is CAS/SAS for WBN was
factual but does not require corrective action.

IRl
I

Generic A licabilit
The WBN evaluation of this concern found no deficiencies. No other )Rl
site evaluations are necessary. I

Issue 312.11-18 Entrance Portal Too Small

WBN IR1

A concern alleging that a certain security portal was too small to
adequately support personnel pat-down searches and equipment
inspections could not be validated. The evaluator found that the
anticipated traffic was underestimated in'he design of the portal.
PSOs assigned to this post are responsible for control of personnel

, in processing through the portal. To aid in the flow control of
personnel, footprints have been painted on the floor from'he
explosives detectors to the badge window. PSS allows only one
individual to process through the window at a time. This control is
to ensure the adequacy of pat down searches and prevent crowding.
While confined, there have been no identified instances of PSS
failing to maintain its commitments for conducting searches and
controlling the badging process.

Conclusion

This issue regarding entrance portal too, small for WBN was not
verified as factual.

I Rl
I

Issue 312.11-19 Im ro er Functionin of Securit E ui ment

WBN

A concern made vague reference to improper functioning of security
equipment. The evaluation consisted of a review of the line
management response which utilized additional information obtained
from QTC. The line management response indicates that the concern
was with the Closed-Circuit Television (CCTV) video quality at the
Intake Pumping Station <IPS). The response stated that there was an
acknowledged problem with poor video quality for the CCTV at the IPS
due to interferences, and it was being investigated. As a

I Rl
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follow-up, the evaluator reviewed the video quality of the CCTV

coverage available in the secondary alarm station (SAS). It was
found that while the CCTV quality was not perfect, i't was at an
acceptable quality level for the intended purpose of surveillance of
the IPS. Therefore, the issue was substantiated but adequate
corrective action had been taken prior to the current evaluation.

Conclusion

This issue regarding improper functioning of security equipment for IR1
WBN was factual but does not require corrective action. I

Generic A licabilit
No deficiencies were identified by the WBN evaluation. This issue
is perceived to be an enhancement or convenience issue. No other
site evaluations are necessary.

I

I Rl
I

Issue 312.11-20 Lack of As-Constructed Prints

BFN I R1

One BFN concern was validated in that there is a lack of
"As-Constructed" prints for security lighting equipment and that
Standard Practices were not followed for incorporating a partially
completed workplan into As-Constructed drawings. Marked up drawings
were not sent to Drawing Control Center resulting in difficulty for
maintenance personnel to maintain outside security lighting.
However, this lack of drawings is not safety-related and does not
violate 10CFR73 or the Physical Security Plan as long as
compensatory action is taken in the event controlled area lighting
is lost. CATO 31211-BFN-01 was issued to BFN line management.

I Rl
I

Conclusion

This issue regarding lack of as-constructed prints for BFN is factual IR1
and corrective action is being taken as a result of an evaluations

3.12 Element 312.12 - Securit Pro rams and Procedures

Issue 312.12-1 Access Control Points

IR1

With regard to the issue of access control points, the access
control requirements evaluated in this element pertain to the vital
and protected areas, whereas Element 312.07 evaluated the owner and
site-controlled areas. No programmatic problems were identified.
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When evaluating search policies at access control .points, the
evaluator found a Regulatory Guide 5.7 recommendation that ten
percent of employees receive a hands-on pat down search before
protected area entry and that the preferred search method is through

'he use of metal or explosive detectors'equirements further state
that when an in-depth background screening is conducted and the
employee is under continued observation in the workplace, that a
detailed physical search of personnel is unnecessary and that the
search by metal detectors is adequate. TVA's current requirement
for a 20 percent random search of employees and 100 percent search
of all visitors more than meets regulatory requirements. These
findings invalidated concerns IN-85-311-003, IN-86-022-001,
WBP-5-016-001, and IN-86-107-002.

The issue 'of pat down searches being inadequate was investigated
under Element.312.02. The evaluator subjected himself to processing
as a visitor into a protected area. A pat down search was conducted

.as required. Several deficiencies in the search technique were
identified. The search process itself, when it includes the use of
detection equipment, is adequate and does pass acceptance criteria
as stated in the regulatory requirements, However, the pat down
search received by the evaluator substantiated employee concerns
IN-85-311-004 and IN-86-107-003 that pat down search functions are
not conducted in a thorough manner, especially if detection
equipment is not in working condition or is otherwise unavailable.
This issue was further evaluated at SQN and was validated there as
well. As a result, a non-plant specific CATD was issued to the
security branch in Knoxville, and further evaluation of BFN and BLN
will not be conducted.

l

No evidence was found that personnel have entered the protected area
without a proper security badge as alleged in concern EX.-85-048-008

'heevaluator made random observations of security personnel and
found that all plant personnel had to display their badge before
being allowed access into the protected area. This concern was not
validated.

Concern IN-85-369-002 regarding the lack of lunch box checks to
deter theft was also investigated in Element 312.08. The
requirements for searches of personnel and hand-carried items are
adequately detailed in PSS documents. Specifically, there are no
requirements for mandatory searches when entering or exiting the
site controlled area. However. all personnel are ~soh'ect to search
while entering, remaining on, or exiting the site controlled area.
There are no stated requirements for how often these searches are to
be conducted. In view of this, this concern was not validated.
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Conclusion

This issue was factual and corrective action is being taken in
regards to inadequate pat down search for WBN and SQN. CATD

31212-NPS-Ol was issued to the security branch in .Knoxville.
Evaluation was not conducted at BFN and BLN. The concerns regarding
search policies at access control points; personnel entering the
protected area without a proper security badge; and the lack of
lunch box checks were not verified as factual for WBN.

Generic A licabilit
IN-86-107-003 and IN-85-311-004 are g'eneric to Sequoyah, Browns
Ferry, and Bellefonte plants because those plants are either
operating plants or have fuel onsite which required implementation
of the pat down search requirement. This issue was further
evaluated at SQN and was validated there as well. As a result, a

nonplant specific CATD was issued to the security branch in
Knoxville and further evaluation at BFN and BLN will not be
conducted.

Issue 312.12-2 Back round Investi ations and Bad in Process

None of the five concerns pertaining to background investigations
and badging were validated, due to CI misconceptions of the
requirements for access to the varying levels of protection (e.g.
owner-controlled, site-controlled, protected, vital). The CIs
generally believed that all levels of personnel access required the
same comprehensive background investigations. The evaluator found
that background investigations are not required by Federal
regulation for individuals that only require access to the
owner-controlled or site-controlled areas. They are required for
unescorted access to protected and vital areas only.

The Nuclear Plant Securit . Pro ram Manual details TVA's background
screening program. The program meets or exceeds all regulatory
requirements for such a system. The necessary general employee
training required for unescorted access to protected and vital areas.
is also specified by procedure, and procedures are in place for
controlling escorted personnel who have not had a background
screening or the required training.

One concern (IN-85-427-001) alleged that every employee could not be
positively identified since badges were not issued to everyone.
Based on a review of regulator'y requirements, this concern was not
validated. The evaluator found that PSS is only required to obtain
reasonable assurance that an individual is identified and authorized
to be onsite. Positive identification is only required in the
protected area.
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Badges issued for the owner-controlled and site-controlled areas are
for identification purposes and are easily identifiable status
indicators when properly displayed. Other means such as sign-in
registers, hardhats, construction brass, etc., can, and do, serve
the same purpose in the owner-controlled or site-controlled areas.
In these cases a numbered visitor badge is assigned to uniquely
identify an individual or a unique trade and labor number identifies
the individual and his work unit (craft). This number is displayed
on the individual's hardhat,

Individuals whose status indicator, either badge or unique number,
allows entry into the owner-controlled or site-controlled areas
cannot gain unescorted access into protected or vital areas of the
plant, Individuals requiring access to vital and protected area
zones are required by procedures to have completed additional
training, to have had a satisfactory background screening,'nd to
have completed a psychological evaluation before being allowed
unescorted access to these areas. Provision has been made to
accomplish entry into these areas as an escorted individual. This
is consistent with regulatory requirements.

Concern EX-85-015-009 stating that employees who have fai1ed Health
Physics training and still work in positions requiring security
badging was not validated. The line management response to this
concern identified two individuals at WBN who have not passed
specific General Employee Training (GET) classes. However, neither
of these individuals were employed in positions which required
badging for access into the protected area of the plant.

Conclusion

This ipsue regarding background investigations and badging process IRl
for WBN was not verified as factual. I

Issue 312.12-3 Site Ph sical Protection

'BN IRl

No programmatic problems were found in the ten concerns comprising
the issue of Site Physical Security Requirements. Many of the
employee concerns covered in this section are concerns that express
an apprehension that TVA has not fully considered all the possible
avenues for intrusion into plant protected areas and that certain
administrative controls may not be adequate for this

facility'oncernsrelated to single officer patrols in the owner-controlled
area, the adequacy of the officer patrol function at the intake pump
structure, and the possible use of ultralight aircraft to gain

6
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access to the protected area. are examples of things that were
considered in TVA's design of the power block concept. The original
concept of physical security for nuclear power plants was to enclose
the entire facility within a perimeter. By design, this concept
required a large protected area with an attendant number of alarm
systems, administrative policies and procedures and many security
personnel to implement and enforce the design basis. The Power
Block concept is the product of re-thinking the original design into
the smallest feasible size and encompasses the protected and vital
area for the safe operation of the plant. The concept has been
thoroughly studied. The controlling- documents were appropriately
revised and were concurred with by the NRC. Concerns IN-86-191-001,
IN-85-678-005, IN-85-311-011, IN-85-700-001, and IN-85-552-001 are,
therefore, not valid.

Concerns PH-85-029-001 and IN-86-213-003 for PSS overtime
limitations were not validated. Overtime limitations are not
imposed o'n security officers by the NRC in the same manner as they
are for plant operators. Excessive overtime is, however, a

legitimate NRC concern because of its obvious effects on
performance. As a consequence, WBN has committed to a target of'o
more than a ten-percent overtime factor under normal conditions at
the time of licensing.

Concern IN-85-333-03 stating that HP personnel were standing a panel
access watch which detracted from their regular duties was, although
valid, determined not to be a problem. The CI believed this watch
was a PSS responsibility. An NSRS report revea1ed evidence that
manning this station was not a problem because HP personnel were
only assigned to this task 1 to 2 hours per day. The concern was
discussed with a member of the Preoperations Test Group who has
required frequent access to these panels. It was determined that
the area is a vital area with appropriate vital area access controls
and that the responsibility for this activity had been transferred
to the HP organization. Interviews with'P personnel determined
that HP has since discontinued this activity with the decline of
activity in the area. ,The shift engineer and Instrument Maintenance
personnel now maintain the panel keys.

Concerns IN-85-843-001 and IN-85-843-004 for an inadequate TVA

policy on the use of deadly force were not validated. The use of
force is addressed in ANSI/ANS 3.3 which states that "a sufficient
degree of force may include deadly force when there is a reasonable
belief it is necessary in self-defense or in the defense of others
against a threat of deadly force." TVA is required to establish an
owner organization policy that is consistent with this requirement
and that ensures=conformance with any other Federal, state or local
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statutes regarding the use of'orce. Regulatory Guide 5.43 states
the "members of the guard force should be prepared to use their
firearms rather then permit the theft of Special Nuclear Material
(SNM) or the sabotage of a nuclear facility." Regulatory
requirements or statements regarding the use of deadly force always
leave a question open as to the legalities involved when deadly
force is used such that use is based on a decision making process
depending on the specific circumstances involved. TVA clearly
states that "firearms shall be discharged only as a last resort in
defense of your life or another," in PSS SIL 1.3. Interviews with
PSS management further clarified the TVA position such that the
evaluator was satisfied that this includes the health and safety of
the public in the event of sabotage of a nuclear facility or theft
of SNM ~

This issue regarding site physical protection for WBN was factual
but does not require corrective action.

Issue 312.12-4 Authorit of PSS

WBN

IR1
I

S
Concerns IN-86-214-004 and IN-86-074-X05 regarding lack of .PSS

authority to enforce security regulations were investigated under
Element 312.07 where a review of the Security Degradation
Determination/Corrective Action Reporting (SDD/CAR) program was
conducted to ensure that PSS authority was supported by plant
management. The evaluator found several deficiencies. SDD/CAR
system weaknesses and a lack of responsiveness on the part of NUC PR
supervision to the corrective action aspects of the system
contribute to the perception that security violations are not
effectively dealt with. From a sample of 30 SDDs, it was noted that
plant management did not respond to the corrective action portion in
537. of the sample reviewed and the Superintendent of Operations and
Engineering does not review SDD/CAR forms as required.
Additionally, the evaluator found two weaknesses in the
administration of the SDD/CAR system. The informal tracking system
for SDD/CAR forms would allow deletion of a security degradation
form from the system up to step three in the initiation process
where the unique number is written on the form and entered into the
log. Secondly, no feedback is provided to the originator. These
inconsistencies validated the concerns.
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Concern IN-85-094-001 pertained to the lack of a designated leader
for the Emergency Medical Response Team (EMRT). The CI believed
this led to confusion at the scene of medical emergencies. This
concern was not validated; the Assistant Shift Engineer is
designated as the emergency team leader, responsible for directing
all aspects of'he emergency and for limiting confusion by making
specific assignments as necessary.

Concern IN-85-456-001 questioned PSS authority to search cars
without the owner being present. Car searches in the
owner-controlled and site-controlled areas are not covered by
procedure; however, PSS policy requires the owner to be present.
Interviews with security personnel found no instance of a vehicle
search without the owner present. This concern was not validated.

Conclusion

This issue regarding authority of PSS for WBN was factual and
corrective action is being taken in regard to the weakness in the
administration of the SDD/CAR system. (CATD 31207-WBN-01 was

issued under Issue 312.07-1)

4,0 COLLECTIVE SIGNIFICANCE

A collective as essment of the element-level findings (Section 3.0) led
to the identification of no subcategory-level findings for this
subcategory. All deficiencies were determined to be adequately addressed
at the element level ~

5.0 ROOT CAUSE PRELIMINARY ANALYSIS

Sections 3.0 and 4.0 discussed the specific findings for each of the
element evaluations of this subcategory and their collective
significance. This section presents the results of an independent review
and analysis done on these specific element-level findings to identify
the most frequently occurring and widespread root causes at the
subcategory level. Patterns of recurring findings called symptoms were
derived from the elements. These symptoms were tested for root causes,
and the root causes for all elements were then analyzed collectively to
identify which occurred most frequently and at the most sites.
Details of the symptoms and root causes derived for each element are
presented in Attachment D, "Summary of Symptoms and Root Causes."
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An analysis of these element-level symptoms and root causes, in the
subcategory is depicted graphically in attachments E, F, and G.
Observations were'ade in studying these attachments and the findings of
section 3.0 of this report. The results of this analysis indicate that
there are no shared symptoms or root causes that would identify
programmatic problem areas. Therefore, no subcategory level root causes
are identified for subcategory 31200.

6.0 CORRECTIVE ACTION

6el Element 312.07 - Securit Procedure Violations

WBN

A Notice of Immediate Action (NOIA), number 9-0P312, was issued to
WBN line management noting that the SDD/C rogram implementation
requirements were not being followed. e ac ptable response to
this NOIA received from WBN line man ement was as follows:

2.

3.

"The following corrective aetio ~ be takey.t satisfy
immediate action No. 9-OP312: +~a V

/'~V'

l. A review of the retu cQ~ SD p was conducted.
t.+~.'i .

A revision to WB 10 'A~ 4.g aT e completed by September 19,
1986 to require t re++ of grD5 o s to Public Safety Section
(PSS) by the d e ~he f f'ailure to return the form shall
require noti o~~n. of thg podpriate plant superintendent for

A re 'oP+~-'VB+0,/+is 4n process to identify a selective routing
of SD M+Ne soph'&impendent of 06T for review with check off on
the PSS~'firm by ApuuSt 15, 1966.

This NOIA s p(bsequently changed into CATD 31207-WBN-Ol for
tracking purposes.

I R
I

I

I

I

IR1
*

I

I

I

I

6.2 Element 312.11 - Securit Desi n and Hardware

WBN

CATD number 31211-WBN-01 was sent to WBN line management concerning
the incompletion of a Design Change Request that could result in
LER. An acceptable response to this CATD was received from WBN line
management as follows:



TVA EMPLOYEE CONCERNS
SPECIAL PROGRAM

REPORT NUMBER: 31200

REVISION NUMBER: 1

PAGE 58 OF 61

"DNE will prepare a memo by March 1, 1987 to the Site Director
approving DCR 0696 with the exception of item number three. Item
number three requests a CRT located outside the Power Block and not
in a controlled access area. DNE is concerned that the probability
of illegal access to the VAACS computer software will increase. DNE

will provide a UPS at each alarm station which will interface with
the security diesel. ECN number 6793 has been assigned to implement
this DCR.

Verbal concurrence obtained through meeting with Tom Huth,
John Lyons, and Marvin Smith CATG 11 February 1987."

~SN

Two CATDs were issued to SQN line management. CATD 31211-001-SQN
identified the problem of keys not being provided to personnel
requiring entry to locked rooms. 'CATD 31211-002-SQN was in regard
to the follow-up required for an LER in reference to the loss of
power or loss of memory to the Security's computer system. An
acceptable response to these CATDs has b received from SQN line
management, as follows:

"1. Corrective actions were identi ed in LER 86024 which were
designed to prevent loss of m ry in the MA -540 due to power
transients. The followin rp action t en and completed
under the respective CCT thgheyv.

«Q
NC0-86-0235-,001 Rep~ce.X~C ~s disks used for backup to

i et~%'3~emo soft sector: This ensures
Ye@,ab k up to the memory if it is

NCO-86-0 - pie preventative maintenance (PM)

~ger ppnne to periodically ensure that the
~tt~ 4 disk drive system is clean and

~inc oning properly: This ensures the
~'Xav tlahility of reliable drive to reload memory

'n the event't is lost.

NCO-86 235+03 Implement a PM to periodically replace the
backup battery to the MAC-540 memory system:
This will ensure that for short-term power
transients the battery will have a sufficient
charge to maintain the memory.
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i

These actions were identified and impl ed to first add
assurance that the MAC-540 memory w d no be lost during
short-term power transients, and condly , f the memory is
lost, the disk drive and appr 1+e backup d k are available
for quick reloading. No a tg~aX~corrective ctions are
considered'ppropriate teak'Ky~e

2. The security acce k~< re av 'perations Staff
during emergen s~'gbi4ns)(tq, e r lant safety. Providing
keys to fir agch%y'H pe~ n al hourly rounds is not a
correct i~wPhx~hd ~sp of plant security.

Th, eqerihy~forM+is o 'ed immediately of a loss of the
0, 840.dnd ic+bqpq the fire watch requirement. fhey make

girdfgsffonf'. Q,hu y a security officer to assist with
r nds. The s urity interface, in conjunction with the
cor ective a tons specified in tRR 1-8602a, is considered
appr ria . No additional corrective actions are to be taken
on thx'ssue."

BFN

CATD 31211-BFN-01 was issued to BFN line management concerning the
lack of "As-Constructed" drawings for outside security lighting and
the incompletion of the applicable workplan. The acceptable
response to this CATD received from BFN line management was as
follows:

"Workplan No. 8521 was field completed and transmitted to Operations
on August 21, 1986, by the Workplan Coordinator. Operations has the
workplan for a procedure change. Upon receipt of Workplan No. 8521
from the Operations Group the Workplan Coordinator will, by
procedure BF-8.3, transmit it to Document Control Center for
as-constructing the drawings.

Workplan No. 8644 will accompany Workplan No. 8521 as it has common

drawings's

recurrence control, all Backlog Workplans will be closed prior to
applicable unit startup."

6.3 Element 312.12 - Securit Pro rams and Procedures

CATD 31212-NPS-001 was sent to WBN line management identifying the
inadequate adherence to the acceptance criteria for pat downs during
period of inoperative electronic search equipment and overall
inadequacy of performing pat-down searches. An acceptable response
has been received from corporate management as follows: I
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"Proposed action plan that corrects this CATO is as follows:

A. Action to be taken to identify similar instances of inadequate
pat-downs will be through an established ongoing
audit/evaluation program. The Nuclear Regulatory Commission
(NRC) and the Division of Nuclear Quality Assurance (DNQA) will
perform annual audits and/or unannounced inspections. - Site

Security Managers and the Nuclear Security Branch (NSB) will perform
ongoing evaluation of the program and officers. Shift supervisors
will perform on-shift officer performance evaluations. All will be
documented.

At Watts Bar Nuclear Plant (WBN), the action to be taken
will start when the security program reenters a schedule
that completes training of individual officers and places
the security program in an operational state f'r a fuel
load license. The target date to complete the actions
necessary to have the program in place is 30 days before a

future established fuel load date for unit l.
At Se uo ah Nuclear Plant (SQN), the target date to
complete the action necessary to have the program in place
before a future established restart date of unit 2. This
plan is already being performed at SQN preparatory to
restart. The Site Security Manager has already performed
an operational readiness test. NRC is completing its
second preparatory inspection in four months (March 6,
1987). DNQA completed its annual audit on February 6, 1987

B, Action to be taken or planned that corrects identified instances
of inadequate pat-downs will be through remedial training and/or
disciplinary action. Each case will be judged on its own
merits. Additionally, action completion dates will be assigned
according to each case need.

C. Actions to be taken or planned and dates of completion that will
preclude recurrence of inadequate pat-downs will be as provided
in the above paragraphs. It is noted that individual inaction
or willful poor performance are not factors that can always be
controlled, However, experience has shown the plan will provide
management with the best tool available.

D. For actions completed to date, see the above paragraphs. The
results of the plan will be evidence when a fuel load license is
received at WBN and restart of SQN has occurred.
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7.0 ATTACHMENTS

Attachment A
Attachment'
Attachment C

Attachment D

Attachment E

Attachment F
Attachment G

Attachment H

Attachment I

- Subcategory Summary Table
- Listing. of Concerns by Issue
- Checklist for Root Cause Analysis
- Summary of Symptoms and Root Causes
- Graph of Symptoms Versus Root Causes
- 'Bar Charts of Symptoms
- Bar Charts of Root Causes
- CATDs
- List of Evaluators by Element/Plant
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FREQUEHCY — REQUEST
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Al'EGORY OP PLAIIT OPER. SUPPORT

TEWHESSEE VALLEY AUTHORITY
OfFICE OF tlUCLEAR POllER

EHPLOYEE CotlCERH PROGRAN SYSTEN (ECPS)
EHPLOYEE COHCERH IHFORIIATIOH BY CATEGORY/SUBCATEGORY
SUBCATEGORYI 312 SEcURITY Ar PLAHT EHTRAHcEs

PAGE — 1

RUW TINE - 13i36i3
RUH DATE - 04/24/8

S
H

SUB R PLT
COHCERH HUHBER CAT CAT D LOC

BFH-85-068-00101 OP 31208 tl BFH

1 REPORT APPL
2 SAF RELATED

BF BL SQ IIB

1 Y tl H tl
2 Ho HA HA WA

HISTORICAL COHCERW
REPORT ORIGIH

HSRS

COHCERH DESCRIPTIOH

DURIWG TIIE EXIT IHTERRVIEII THE CI EX
PRESSED HIS COHCERW THAT SOI4EOHE I'Itlo

SHOULD WOT HAVE PLAWT ACCESS COULD
EtlTER TIIL 'PLAWT UHEXCORTED. AFTER B

EIWG GRAIITED UtlESCORTED ACCESSi AW I
HDIVIDUAI. FIHGLRPRIIIT RECORD IIAS DET
ERIIIHED UHACCEPTABLE..

REF. SECTIO
CAT — OP
SUBCAT — 31

3.8
312.08-5

BFWTESC-85-01 ol OP 31211 H BFtl 1 Y tt tl H
2 Ho HA WA WA

OECP LACK OF "AS-COHSTRUCTED" PRItlTS PER
TAIHIWG lo SECURITY LIGWTIWG EQUIPIIE
tlT AROUtlO 1HE PLAWT.

3.11
312.11-20

ECTG-5 01 OP 31211 tl IIBH 1 tl tl H Y
2 HA HA HA SR

WRC EARLY DELIVERY OF FUEL OHSITE IS A P
ROBLEH DIIE 10 A CURSORY SECURITY SYS
TEII AWD lblPLEtIEHTATIOH. (REF HRC LE
TIER FROtt B. J. YOUWOBL'OOD TO S. A.
IIHITE Dh'I'ED JUtlE 23 1986. RIESS A02

860703 001)

3.11
312.11-15

EX "85-015-00901
T50053

OP 31212 H PIBH 1 H H H Y EX-85-015-009
2 HA HA HA Wo

QTC EtlPLOYEES FAILED TWE HEALTII PtIYSICS
TLST AT I EASt TIIICE AWD ARE STILL IIO
RKIHG IW A I'OS1TIOW IIIIICH REQUIRED S

ECUIIITY Bnt)GES. I IIAtIES/DETAILS Ktlall
H IU QIC)

3.12
312.12-2

EX -85-060-00201 OP 31208 H HBH 1 H H H .Y
T50152 2 WA HA HA Ho

EX -85-0<3-00101 W 70512 S WBtl I H H tl H

T50161 2 HA IIA HA tlA

02 OP 31202 S WBtt 1 H H H Y
2 WA HA HA HO

QTC

QTC

SECURITY SIIOULD BE 110RE ALERT. CI H
AS ABLE To IIALK THROUGH TIIE GATE IIIT
HOUT A BADGE AHD IIALK OUT THAT WIGtlT

IIITWOUf DEltlG tloTICED. COWSTR. DEP
T. COWCLRW. CI IIAS Wo ADDITIOIIAL Itl
FORtlAT IOW. FOLLUIIUP WOT REQUIRED.

SOHE IIOHEH IW PUBLIC SAFETY ARE tloT
IIILLIIIGUlt ABLE To PERFORN THEIR JOB

COWSIRUClloW COWCERW. CI WAS Wo
ADDIT'loll L IWFURHATIOII. tlo FOLLOIIUP

REQU IRIDO.

3.8
312.08-3

3.2
312.02-3

COHCERHS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUHBER.
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OFFICE OF EAR POIIER

EHPLOYEE CotlCERtl P OGRAII SYSTEH (ECPS)
EHPLOYEE COWCERW ItlFORIIATIOW DY CATEGORY/SUBCATEGORY
SUBCATEGORY r 312 SECURITY PROGRAIIS AUD PROCEDURES

Phof 2 ~

RUW T lttf:36: 3
RUW DATE — Ii26i&

S
H

SUB R PLT
CotlCERtl HUNBER CAT CAT D LOC

1 REPORT APPL
2 SAF RELATED

BF BL SQ IIB
HISTORICAL COWCERH

REPORT ORIGI W COWCERW DESCRIPTIOW

REF. SECTI 0
CAT — OP
SUDCAT — 31

EX -85-Or)&"00801 OP 31212 tl IIBW
T50168

1 W W tl Y
2 HA WA HA WO

QTC IIORKERS CAW EWTER AWD EXIT THE SITE
IIITWOUC IIIhltlWG A PROPER BADGE. CI
IIAS EWrl'I:I O htln EXITED A SLCURE AREA
IIITHOU I W1S BADGE SEVERAL TItlES TIIR

OUGH TWI! I'ORTAL EtlTRY IW THE TURBIWE
BUILDIWG. COWSTRUClloW COtlCERW. C

I WAS WO hl)l)ITIotlAL IWFOKIIATIotl.

3.12
312.12-1

EX "85-049-00101
T50163

OP 31205 H HBH 1 tt H H Y I-&5-527-IIBW
2 tIA HA HA SR

QTC ABOVE CLOOlt ELfVATIOW 713'WD 737,
SOUIH OI'HL ELEVATOR, IT IS POSSIBL
E FOR A I'CRSOW To IIALK OW TWE CABLE
TRAYS (Rl)IIWIWG EAST AWD IIEST) AWD CR
OSS Bf till:I:0 UWITS 1 htlD 2, AS Tt)ERE
IS Wo SL'".))IIITY BARRIER Itl TIIIS ARfA.

CI Fl:LLS IWAT THIS IS A BREACtl OF
SECURITY. WUCLEAR POllER DEPT COWCER
W. CI HAS Wo FURTHER IHFORIIATIOW.
Wo FOLLOIIUP REQUIRLD.

3.5
312.05-1

EX -85-057-00201 OP 31205, H IIBH 1 H tl W Y
T50256 2 WA HA WA SR

EX -85-162-00201 OP 3120S H l<BII 1 W H N Y
T50206 2 HA WA HA HO

EX -85-167-00101 OP 31208 H )IBH 1 H tl W Y
T50206 2 WA WA WA Wo

QTC

QTC

QTC

SECURITY IS WOT AS THOROUGH AS IT S}l
OULD DL I W I'LACES. A PERSOII CAtl SLI
P FRotl UWI I 2 To UWIT 1 IF THEY llhWT

to. COWS I IIUCTIOII DEPARTHEWT COWCER
W. tlo I'URIIIER IWFORtlhTlotl IW TWE FI
Lf. WO I'OLl.oil"UP REQUIRED.

CI IIAS WOI SATISFIED IIITH TWE AtlSIIER
RECEIVLI) f'Roll TVA OW CLOSURE OF A C

OWCERW Rfr)AIIDltlG TIIE WEED fOR LUWCH
BOXES Df I WG SEARCWL'D OW EWTRY To THE

PLAWT. COWSTRUCTIott DEPT. COWCERtl.
CI HAS Wo ADDITIOWAL IWFORIIATIOW.

POllER PRODUCT lotl PERSotltlEL Dotl'T HAV
E To DL SIOI'I'ED OR SEARCHED DY COWST
RucTloW i'I)DI.IC SACETY hs THEY fHTER
THE PROJ I C I . COtlS r RUCT IOH DfP T. COW
CERH. Cl IIAS tlo FUIIIWER ItlFORIIATIOW

3.5
312.05-1

3.8
312.08-1

3.8
312.08-1

CotlcERHS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUHBER.
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TE)ltlESSEE VALLEY AU) IIORI I Y
OFFICE OF tlUCLEAR POllER

EHPLOYEE CO)ICER)l PROGRA)1 SYSTEH (ECPS)
EHPLOYEE COt)CERtl It)FORt)ATIOtl BY CATEGORY/SUBCATEGORY
SUBCATEGORY 3l2 SECURITY AT PLA)lT EtlTRAWCES

~ ~ LlI

RUW Tlt)E — 13 '6 s
3'UH

DATE " 04/24/8

COHCERtl t)UNBER

EX -85-185-00101
T50225

SUB
CAT CAT

S
H
R PLT
D LOC

OP 31208 H HBH

1 REPORT APPL
2 SAF RELATED

BF BL SQ )IB

lt)HHY
2 HA WA HA WO

IH "85-094-00101
T50089

OP 31212 tl HBtl 1 H H H Y
2 HA IIA HA IIO

IN -85-165"00101
T50007

IH "85-166"00101
T50007

OP 31208 H HBH

OP 3120S H HBH

1 tl H II Y
2 HA HA HA HO

I tl tl H Y
2 HA HA )IA HO

IN "85-149-00101 OP 31208 tl HBH I tl N tl Y
T50075 2 HA HA HA HO

HISTORICAL CONCERN
REPORT ORIGIN

EX-S5-185-001 QTC

Itl-85-094-001 Q'fC

QTC

IH-85-165-001 QTC

IH-85-166 "001 QTC

CONCERN DESCRIPTIO)l

PERSOtlHEI. Chtl HALK Tl)ROUGH BRASS ALL
EY IIITHO)lf I'ROI'ER IDEtlTIFICATIOH. C
OHS fRUC I I l)H DEPART)IEWT COIICER)l. CI
HAS IIO ADDITIONAL IHFORt)ATION. — GE
t)ERIC COHCERtt — t)0 FOLLOW UP REQUIRE
D.

DURIt)G EI(FRGEIICY l)EDICAL RESPOIISEi B
ECAUSE Ol- 'I'IIE tlUI)BER OF PUBLIC SAFET
Y PERSOIWIL'L It)VOLVED, TtlERE IS NUCH
COIIFUSIOH AT THE SCEt)E OF EACII t)EDIC
AL El1ERGL't)CY. CI FEELS TtlERE tlEEDS
TO BE O)IL PERSOtt DESIGt)ATED TO BE Itl

CHARGE hl TIIE SCEt)E OF EACH )IEDICAL
EIIERGI'.)ICY. CI 'S COWCERtl IS GEt)ERAL

)IO Sl'ECIFICS OR DETAILS GIVEN.

PLAtlZ SAFEtY (PUBLIC SAFE'fY OFFICERS
) HAY t)0f BE ADEQUATE TO PREVEtlT lt)T
RUSTOH BY Ut)AUTIIORIZED PERSONS It)TO
PLAHI . Cf FEELS PUBLIC SAFETY SERVI
CE IS LAX ESPECIALLY AT BRASS ALLEY
AtlD GAfL .".. AHYOIIE WITH A IIARD l)AT
AHD LUNCH BOX CAll GET TIIROUG)l BRASS
ALLEY OR GAfE 2. CI COULD t)OT PROVI
DE AtlY ADDI I IOtlAL I)IFORIPATIOH.

TVA~ S SFCURITY DOESH ~ T REQUIRE SEARC
)IES IHIEII I'.Ht ERIHG THE SITE (CHECK LU
t)CH BOXL'S, BRIEFCASES 8 PURSES)

TVA DOESH'T HAVE AH ADEQUATE SECURIT
Y CHECK AS I'ERSOHHEL ARE Et)TERIHG Tll
E PLANT

REF. SECT I0
CAT - OP
SUBCAT " 31

3.8
312.08-1,

3.12
312.12-4

3,8
312.08-1

.3.8
312.08-1

3.8
312.08-1

COt)CERt)S ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY t)UNBER.
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fREDUENCY REQUEST
ONP - 1$ $ $ - RVN

CAYECORY$ OP PLANT OPER~ SUPPORT

TEHHESsaf VALLfr A Itr
OF F ICE Of NUCLIEAR rOVER

EHPLOYEE COHCERH PROCRAH SYSTEH (ECPS)
EHPLOYEE CONCERN IHFORHA'TIOH BY CAYEGORYISUBCATE6ORY
SUBCAtfGORY 31Z SECURITY

PAGf 4
RUN TINE - IS 09 05
RUH DATE 07/07/87

CONCERN NUIISER CAT
SUB
CAT

S
H

8 PLT
D LOC

IN -85-191-00101 HP
T5006$

70512 S VSH

02 OP 31202 S VBN

1 REPORT APPL
SAF RELA'TED
af BL $ 4 VB

1 H N N H

2 NA HA NA KA

1 H N N Y

2 HA NA NA HO

HISTORICAL
RE'PORT

IIN-85-'I 91-001

CONCERN
ORIGIN COHCERH DESCRIPIION

4TC VHEN fENALE PUBLIC SAFEIY OfFICERS A
RE„ASSIGNEO To SECURITY POSY WHERE
PAT DOWNS ARE REOUIREDr THEY CAH 1
Do YHEII SINCE TVA HAS A POLICY THAT
FEHALE OFFICERS CAH I PAT DOVH NAL
E ENPLOYEfS~ THIS CAUSES TVO (2) PR
OSLEHS 1) HALES Do ALL THE PAT DOV
NS (WORK) SINCE hOST Of THE PfRSONH
EL Rf GUIRIIIC PAT DOWNS ARE HALES

2) tHE FENALE OfFICfRSCEl RE-ASSIG
NED To OTHER POST WHERE THERE 1$ LES
S ACTIVITY+ EXAIIPLE PORTAL EHTRAHC
f. LOCATED OH 70di EL~i THE HAIN fHTR
ANCE To POWER SLOCX

REF SECTION
CAT - OP
SUBCAT - 312

3

312. (:.2-1

~ ~

IN 85 191-0020'I OP
T50082

IN -85-206-00101 OP
Y$0007A

31211 N VBH

3'IZTZ N VSN

1 N N N Y

2 HA NA HA No

I N N N Y
2 HA NA NA Ho

IN-85-191-002 4TC

V(-8$ -002-001 OIC

PORTAL EHTRAHCE ROON FOR SECURItY AT
E1 708'-0" IS TOO SHALL FOR CHECXI

NC PERSONNEL 6 E4UIPHEHT (UNIT 1 6
2) SPACE SETVEEH EXPLOSIVE SHIFFERS
I WALL IS Hol ADE4UATE FOR THE HUBB

fR OF PEOPLE'S KORNALLT IK THE
AREAR'o

ALLOW PAT DOVN To OCCUR

TVA CONSISTENTLY fAILS To ADEQUATELY
IHVESTI6ATE 'IHE BACKGROUND OF APPLI

CAHTS PRIOR To ALLOVIHG APPLICANTS 0
N SITE THIS ALSO APPLIES 10 PERSONN
EL IH CRITICAL AREASi SUCH AS PUBLIC

SAFETY Of F I(EBS

3.ll
31?.11-18

3.12
312.12-2

IN -h5-229-00'l 01 OI'120S N VBN 1 H N H Y
150089 2 NA NA HA No

OTC PUBLIC SAFETY DOES Hot VI SUALL Y CHEC
X PfoPLf. EHtfRINC THE PLANT AT tHE
ATEHOUSE~ Cl FEELS THAT SONEOHE IHT
fHT OH SABAIOGf TO THE IURaikk.hUIILb
INCA THUS Ef ffCTIH6 Pf ACIOR SYSIE Hz
COULD fNIER THf PLAHI VERY EASILY
FfELS POWER RLOCX SYSTfh SI4OULD BE 8
ROU6HT To GATEHOUSE PROV IDINC TOTAL
PLAHY COV'IRAC'Ee Hol JUST THf AUXILI A
R Y, 8U IL D I HC

3.8
312.08-1

COHCERNS ARE CROUPED BY FIRST 3 DICIT$ OF SUSCATEGORT HUHBE R
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SUBCATEGORY) 312 SECURITY IHTERFACES UlrU2

RUW TIHE — l3s36i3l,
RUII DATE - Ohr26r&;

COIICERH IIUHBER

S
H

SUB R PLT
CAT CAT D LOC

1 REPORT APPL
2 SAF RELATED

BF BL SQ IIB
IIISTORICAL COIICERH

REPORT ORIGItl COIICERW DESCRIPT Iotl
REF. SECT IOI
Chr - OP
SUBCAT "

31'W

-85-233-00101
T50009

OP 31205 H IIBH 1 tt tl II Y
2 HA HA WA SR

IH-85-233-001 QTC A SECURllY BREACtl IIAS ALLEGED BETIIEE
tl UIIITS I (VITAL) & 2 (Ilotl"VITAL)ALL
OWIttG IIIICOHIROLLED ACCESS BY CRAFT P
ERSOIIIIEL VIA A CABLE TRAY AtlD A tlVAC

DUCT OW IHE 737 ELEVATIOH. IIIDIVID
UAL IIAS UltCERTAIH OF THE SPECIFIC EL
EVATIOtl

3.5
'12.05-1

IH -85"238-00501 OP 31212 H HBH 1 H H II Y
T50204 2 IIA HA HA HO

IH -85-287-00101 OP 31208 tt HBII 1 tl H tl Y
T50167 2 HA IIA HA tio

'QTC

QTC

IIBIIP'S PFRSOHWEL SECURITY CLEARAIICf
PROCESS IS IWADEQUATE AIID SIIOULD BE
RLPLACED BY Atl OUTSIDE CLEARAIICfrItlll
ESTIGATIVE I'IRHi SUCtl AS IS TIIE PRAC
TICE IH OAK RIDGE. Ottf EXAHI'LE OF H
BIIP'S III'AK SYSTEII IS THAT A CLEARED
PERSOII (Hill KIIOIIH) IIORKIWG FOR A Cotl
TRACTOR USl.l) DRUGS IIHILE BEtlIWD TIIE
SECURITY I I IICE, THftl Rhtl AROIIIID SIIIT
CIIItlG Cttt';IIGIZED CIRCUITS TO I'10TORS &

VALVES. IHIS COULD HAVE HURT EttPLO
YEES OR IIIE PLAWT. CI DECLIWED To P
ROVIDE lURIHER ItlFORHATIott. CotlSTRU
CTIOW DL'I'T.

SECURITY tlEASURES ARf IIIADEQUATE THE
RE IS tlo WhtlDS Ott SEARCH, OWLY A CUR
SORY CIILCK OF VISITOR ID, AWD A TELE
PHOtlf CAI.L TO TIIE PARTY IIHO IS EXPEC
TIWG TtlL VISITOR. VISITOIIS HAVE FRE
E RUlt Ol'HE PLAtlT AFTER CLEARIHG SE
CURITY, holt COULD CARRY Itl DotlBS & G
UIIS. (CIIWSfRUCTIOW DEPT COIICERII) CI

tlAS tlo tlURE IHFORtlhT IOII.

3.12
312.12-2

3.8
312.08-1

IH -85-309-00101
T50222

HP 70512 S HBII

02 OP 31202 S HBH

1 H tl tl tl
2 HA IIA HA HA

1H tl H Y
2 HA WA HA Ho

Itt-85-309-001 QTC IIOI'lftl ARE IIOT PERHITTED To IIORK CERT
AItt PUBI Ic SAFETY POSTS DUE TO SEARC
H REQUIRI Ill III'S. IlEW ARE REQUIRED TO
SIIITCH I'iIS IS To FILL TIIIS DftthtID. Ttf
E HALE".i I'UST IS OFTEtl SIIITCHED IH T
tlf tlORlllWG AFTER TtlEY REPORT To IIORK

EVLII lWUU( lt ltlf SCtlEDULE IS HADE OU
T Tllo Itt.t KS Itl ADVhttCE. CI COULD IIO
T PROV I III hllY ADDITIOIIAL ItlFORI1ATIotl

IIUC. I'OIILR DEPT. COttCERII.

3.2
312.02-4

COIICERtlS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY IIUHBER.



REFERE — ECPS132J-ECPS132C
FREQUEI - REQUEST
OWP - ISSS — RIIN

ATEGORY> OP PLAt(T OPER. SUPPORT

TEWIIESSE EY AUTHORITY
OFFICE 0 LEAR POllER

EHPLOYEE COtlCERtl OGRAt'1 SYSTEI'I (ECPS)
EHPLOYEE COHCERtl IIIFORtlATIOtl BY CATEGORY/SUBCATEGORY
SUBCATEGORY> 312 tight(AGENEIIT AIID PERSOII(IEL ISSUES

PAGt 6
RUtl TIP

3>36>3'Utl

DAT >I/2>1/8

COtlCERtl tlUHBER CAT

S
H

SUB R PLT
CAT D LOC

1 REPORT APPL
2 SAF RELATED

BF BL SQ IIB
HISTORICAL CO WCERII

REPORT ORIGItl COWCL'llH DESCRIPT ION

REF. SECTIO
CAT — OP
SUBCAT - 31

IH -85-309-00201
T50222

OP 3120>t H IIBtl 1 tl H tl Y
2 WA HA WA HO

Itl-85-309-002 QTC PUBLIC Shl'FTY tlAWAGEHEHT CHANGES THE
SCtlEDU(.l: (if TIIIE OFF AT TIIE LAST NI

tlUTE. I ))I'lOYEES IIWO HAVE FOUR COIITI
tlUOUS Dh')'.> OFF PER THE ISSUED SCt(EDU
Lf FItll) lith( h UTILITY POST HAS BEEtl

SCHED()L I.I) IW THE tlIDDLE OF THEIR FO
UR DAYS Ul I'. THIS UTILITY POST IS 0
FTEW 5(:WI I)ULED OW A DIFFERENT SHIFT
THhtl W()1'I)h(.(.Y IIORKED. AS A RESULT,
SOIIETII)l S htl OFFICER t(UST BE SCHEDUL
ED Itl h( UVI'.RIIIIE RATES TO FILL THE
Et)PLOY('I:i IIORI1AL SHIFT. NUCLEAR PO
HER DEI (.'COWCfRlt. CI COUI.D tinT PRO
VIDE AWY hl)BITIOIIAL IIIFORIIATIOII.

3.4
312.04-1

IH -85-311-00101 OP 31211 H HBH 1 H H H Y
T50220 2 HA HA HA tlo

QTC X-RAY tlh(:ltl(IES AWD EXPLOSIVE DETECTO
RS AT 1(lt: h('.CESS COtlTROL PORTAL TO T
HE PLAN( Vl I'AL AREAS HAVE A SIGtlIFIC
AIIT DE( l(I'> Ol'tlOPERABILITY. I'IAItlTE
IIAtlCE L()()S ((ILL PROVIDE SPECIFIC DET
AILS. IIUC. POllER CONCERN. UNIT. 1.

3.11
312.11 12

IW -85-311-00201
T50220

IH -85-311-00301
T50021

OP 31211 N HBH

OP 31212 H tlBH

1 tl tl tl Y
2 IIA HA HA WO

1 H N H Y
2 HA HA HA WO

IH-85-311-002 QTC

IH-85-311-003 QTC

EXPLOSIVI'ETECTIOH DEVICES ARe CALI
BRATED BY HOLDING Atl OPEtl BOfTLE OF
TtlT DIRECILY AGAINST TWE DETECTOR.
Tllf COWCI;Rtl EXPRESSED IIAS THAT THIS
NFTHOD DOI S WOT PROVIDE AH ADEQUATE
INDICATOR Ol THf DETECTOR'S ABILITY
TO FUt(CI IOW Ut(DER ACTUAL OPERATItlG C
OWDITI()WS. tlO FURTtlER DETAILS COULD

Bf PROV'Info BY CI. HUC. POHER COnC
ERII.

PAT DOIIW SEARCH llAtlDATORY SANPLE RAT
ES ARE ItlCREASL'D TO 20% IIHEH X-RAY,
IIETAL t)t.((;(:IOR AIID EXPLOSIVE DETECTI
OW SYSIL'IIS ARE WOT OPERATIONAL. COH
CERtl llhS I.XI'RESSED THAT THIS SAHPLE
RATf IS INADEQUATE llllEtl OWE COIISIDER
S THAT 80% OF ACCESSED PERSOIIIIEL ARE

HOT SEARCIW!D.

3.11
312.llvl2

3.12
312.12-1

COIICERtlS ARE GPOUPED BY FIRST 3 DIGITS OF SUBCATEGORY WUHBER.



REFERBICE " ECPS132J-ECPS)32C
FREQUENCY " REQUEST
OHP - ISSS - RIIH

ATEGORYa OP PLANT OPER. SUPPORT

TflltlfSSEE VALLEY hutl)ORITY
oIFIcf oF t)UCLEAK PoltER

EHPLOYEE Cot)CER)l PROGRAI) SYSTEH (ECPS)
Et)PLOYEE COHCER)t IHFORIIATIOH BY CATEGORY/SUBCATEI ORY
SUBCATEGORY'12 SfCURITY PROGRAt)S AtlD PROCEDURES

I'I<lil; I
RUH T It)C - )3 c 36 ~ 3
RUH DATE - 04/26/8

CotlCER)l t)UHBER
SUB

CAT CAT

S
H
R PLT
D LOC

1 REPORT APPL
2 SAF RELATED

BF BL SQ )IB
ttISTORICAL CONCERN

REPORT ORIGI)l COHCLRH DESCRIPTlotl

REF. SECT)0
CAT OP
SUBCAT — 31

Itl -85-3)l-0060)
T50021

IH -85-311-00901
T50021

OP 31212 H I)BI)

OP 31205 N HBN

)H H tl Y
2 HA t)A tIA SR

1 N H H Y
2 HA IIA HA HO

Itt-85-3)l"006 QTC

Itl-85-311-009. QTC

IT I)AS CXI'RESSED THAT A SIIALL PISTOL
COULD Iit: til'OUGHT OHIO THE I)B)IP SITE
At)D Il)IU 'IIIE PROTECTED AREA IIITHOUT
DIFFICIILIY DY COHCEALIt)G IT IH Tt)E

CROTC)l hl;l.h; DUE TO THE FACT THAT TH
E CROTCII hl!Ch IS t)OT COVERED BY THE
PAT Dollu TI:CHttIQUE USED AT l)BHP AHD
') )if RELAI'IVE It)SENSITIVITY OF THE llf
TAL DEILCIORS To SI)ALL NETAL OBJECTS

COIICfhl.l:0 IH THE CE))TER OF TtIE BODY
AREA

SECURITY DOOR A205 CONTROLS ACCESS
BET)lfftl Util fS )82 AT THE 786'LEVAT
Iotl. Till'OOR IS SECURED BY PADLOCK

AHD Bhll llul)EVER; BOTH ARE ACCESSIBL
E FRotl )ill: Ul)IT 2 SIDE OF THE DOOR II
HICH IS (:URRftl)LY Atl UtlCOtlTROLLED AR
EA. Cot)CER)I l)AS EXI'RESSED THAT LOCK

OR BAR COULD fASILY BE DCFEATED AHD
SIt)CE Till'. DOOR IS ONLY CHECKED ONCE
EYERY cI HDURs HAY Go UNNOTICED FUR

SOIIE T IIIC

.3.12
312.12-1

~ 3.5
312.05-1

IH -85-311-01001
T50220

HP 70512 S IIBtl

02 OP 31202 S )IBH

1 tl N tl tl
2 HA tlA HA tlA

1H tl N Y
2 HA HA HA Ho

IH-85-311-010 QTC FE))ALE Ol'FICERS ARE ROUTlt)ELY ASSIGtl
ED To AREAS oTt)ER THAN Ttlosf ScHEDuL
fD Duf To SEXUAL DUTY LIIIITATIOHS.
TIIIS CAIISES LOll )IORALE BECAUSE HALE
Ol'FICERS Chtl)IOT AttTICIPATE THE AREA
TO Ht)ICH IHL'Y I'IILL BE ASSIGNED AtlDe
THEREFOR):, CA)lt)OT DRESS PROPERLY OR
OTHER)ll'.iL I'REPARE FOR THE JOB ASSIG)l
l)EtlT. IIU I'URTHCR DETAILS AVAILABLE
FROH CI . IIUC. POIIER CottCERtl.

3.2
312.02-3

IH -85-311-0)101
T50021

OP 3)2)2 H HBH 1 H H H Y
2 HA HA HA Ho

Itl-85-311-011 QTC PHYSICAL Cot)DITIOH OF t)OST SfCURITY
OFFICE)IS I:i SUCH TIIAT THEY ARE GEIIER
ICALLY lll(.hl'ABLE OF RESPOHDI)IG TO AH

EHERGI IICY SITUATION REQUIRIt)G PHYSI
CAL EXI.I:I loll. RUNNING )/2 l)ILE Itl 5

l)It)UT)',i IIAS I'.XPRESSED AS BEING IHAD
fQuhTE Io i|I)lot)STATE ABILITY To BEET
coHcf)VABIE DurY REQU)RE))fttrs

3.12
312.12-3

cot)CERlts ARE GRouPED BY FIRST 3 DIGITS OF SUBCATEGORY tlul)BER.



REFERE — ECPS132J-ECPS132C
FREQUEtl — REQUEST
OWP - ISSS - RIIN

.ATEGORYs OP PLANT OPER. SUPPORT

1 (:t)HESbt cs AUisiunITY
OFFICE 0 LEAR POINTER

EMPLOYEE COIICERtl OGRAN SYSTEM (ECPS)
EMPLOYEE COtlCERW It)FORtlATIOW BY CATEGORY/SUBCATEGORY
SUBCATEGORY~ 312 SECURITY PERSUtltlfL TRAItlIt(G I'ROGRAN

I li4 G

RUW Tll 3s36a3
RUW DAT hr24r8

COWCERH HUNBER CAT
SUB
CAT

S
H 1 REPORT APPL
R PLT 2 SAF RELATED
D LOC. BF BL SQ tlB

HISTORICAL COHCERII
REPORT ORIG I(( COHCLRH DESCRTPT1OW

REF. SECT10
CAT' a(
SUBCAT — 31

1t) -85-311"01201 OP
T50021

IH -85-311-01301 OP
T50021

IH -85"333-00301 OP
T50023

IH "85-353-00101 OP
T50038

III -85-369-00201 OP
T50023

IH -85-427-00101 OP
T 50016

31203 H WBH

31209 W HBH

31212 H HBH

31203 H WBH

31212 tl WBW

31212 t) HBH

1H tl H Y
2 )IA HA,WA WO

1 H tl tl Y
2 WA HA HA WO

1 tl tl H Y
2 IIA HA HA HO

1 tl H tl Y
2 HA HA HA HO

1tl H W Y
2 HA HA HA HO

-1 tl H I( Y
2 )IA HA HA HO

IH-85-311-012 QTC

IH-85"311-013 „ QTC

It)-55-535-005 QTC

IH"85-353"001 QTC

IH-85-369-002 QTC

Itl-85"427"001 QTC

THE EtlfR(il'l(CY RESPOWSE TEAN IS Gft(ER
ICALL Y I I(i'HOPERL Y TRA IHED, COHD IT TOW.
ED OR ARtll. 0 fO REPEL A COIICEIVABLE 0
RGAIIIZCD A((D ARltfD ATTE(IPT TO PEHETR
ATE PLhtll I'ROTECTED AREAS

SECURI'IY IOIIER GUW PORTS ARE 1. TOO
HTGW 10 SIIUOT FRUt) TW THf PROWf POS

ITIOW I'.. 100 LOII TO SIIOOT FROII IH T
(IE Kt(CI'.L)lli POSIT10(I 3. DESIGWED SU
CH AS IO I'Ul)HEL BULLETS FIRED AT THE

TOIIER ltl)0 TIIE GUll PORT OPEIIII(G AWD
TtlUS 1H(n f(IE Et(CLOSURE IlsfLF

HEALT)l I'IIYSTC PERSOtltlEL ARE REQUIRED
TO STAI(U I'AHEL ACCESS t)ATCHES Otl TW

E 7 08 ' I. fVAT10(l OF THE CO(lTROL BUIL
DIt(G, (Ill)(:H IS TECHW1CALLY A PUBLIC
SAFETY I UIICTIOII. THlS Il'(PEDES HP Pf
RSO))WEL I RA1W1WG At(D OTHER FU(ICTIOIIS

Il)IICH IIUST BE ADJUSTED TO l)EET THE
PA)(EL ACCESS IIATCH SCHEDULE. IIO OTH
fR IIB)ll'I.PARTI)EHT STAHDS THESE (IATC
IIES

TWE Tltlf Sl'CtlT TRAIH1HG PUBLIC SAFET
Y OFF)C):RS I'OR THE JULY 84 At(D JAt(UA
RY 85 CI ASSES I)AS BEE)l REDUCED Itl LE
HGTH TO tl(!Cf t(RC L1CEWSTWG COIIM1TMEt)
TS. 1(IE ll(IRtlhL PERIOD tlfll RECRU1TS
ARE ASS)G((LD 'fO EXPERIE)ICED GUARDS I
S 2-3 IIEI KS ~ 1WESE CLASSES RECEIVED
2-3 DAYS.

THEFT 1S CASY FROth l(ARDIOUSE DUE TO
t(0 LUWCH BOX CHL'CKS

EVERY EN('(,UYEE CAHWOT BE POSITIVELY
IDEW11( l)D SIWCE BADGCS ARC t(OT 1SSU

.ED TO L'VL'RYOt(L. UII)T 2

3.3
312.03-3

3.9
312.09-1

3.12
312.12-3

3.3
312.03-4

3.12
312.12-1

3.12
312.12-2

COt)CERt)S ARE GROUPED BY FIRST 3 DIGITS DF SUBCATEGORY t)UMBER.



REFEREtlCE — ECPS132 J-ECPS132C
FREQUENCY — REQUEST
OHP — ISSS - RHM

ATEGORY OP PLANT OPER. SUPPORT

I ttttftSbtt VALI.l.'I oui>suna > <

OFFICE OF NUCLEAR POllER
EMPLOYEE COIICERtl PROGRAM SYSTEM (ECPS)

EMPLOYEE COtlCERtl ItlFORtlATIOtl BY CAI'EGORYrSUBCATEGORY
SUBCATEGORY'12 SECURITY AT PLAIIT EtlTRAIICES

RUH TIME - 1SsS6sk
Rutt DATE - 04r24r&

COflCERtf I(UMBER CAT

Itl -85 "%27 "00201 OP
T50016

S
H

SUB R PLT
CAT D LOC

31208 tl HBtt

1 REPORT APPL
2 SAF RELATED

BF BL SQ HB

1 H H H Y
2 HA HA HA HO

IH "85-436-00301 OP
T50011

31205 N HBtl 1 H H H Y
2 HA IIA HA HO

IH "85-438-00201 OP
T50041

31211 N HSH 1 tl H tl Y
2 HA HA HA SR

IH -85-456-00101 OP 31212 N WBtl 1 tl N N Y
T5003CI 2 HA IIA'A HO

Itl -85-463-01001 OP
T50036

31205 tl HBN 1 tl tl tl Y
2 HA HA HA HO

Itl -85-521-00201 OP
T50046

31205 tt tlBII 1 H H H Y
2 HA HA HA HO

IH -85-438-00101 OP 31211 tl HBN 1 tl H H Y
T 50041 2 IIA IIA HA HO

HISTORICAL CONCERN
REPORT OR IGItl

Itt-85-427-002 QTC

Itt-85-436-003 QTC

QTC

IH-85-438-002 QTC

QTC

III-85-463-010 QTC

Itt-85-521-002 QTC

COllCFRN DESCRIPTIOH

PUBLIC Shl I'TY DOEStl'T CHECK LUNCH BO
XES OF LIII'LOYEES ENTERING THE PLAIIT.

THEY COULD SRltfG Itl I'1ATERIALS FOR-
SABOTAOC. (OIILY GEIIERAL COtlCERH, IIO

SPECIFIC EXAMPLE)

REQUESTIHG.A SECURITY BADGE IIHEH REQ
UIRED TO DO IIORK ASSIGIIIIEHT CAll TAKE

UP TO 2 HOURS IIAITItlG IH I. ItfE AtlD T
HElt OFTEN ARE TOLD 'IIE HAVE Rutl OUT
~ TIIIS IIIPACT Otl SCIIEDULItlG IS OFTE
tt REf-LECIEO OH TtlE CRAFT YET THEY CA
IIHOT COIIIIIOL THE CAUSE. ' SETTER-SY
STEM tlLLDS TO BE IMPLEtlEIITED

THERE IS HO ALTERtlATE BATTERY POllER-
SOURCE FOR TIIE PUBLIC SAFETY RADIO C
OIIIIUIIICAT IOtl EQUIPIIEIIT. THIS IIICLUD
ES THE TRANSMITTER, REMOTE CONTROL U
IIIT AHD RLPEATER AS tlELL AS THE SHER
IFF S RA@f0. (SAS AHD CAS)

THERE IS HO AI.ARM IH THE SAS OR CAS
FOR LOSS UF POllER FOR THE REtIOTE COH
TROL UHI1S. (COHI<UHICATIOH EQUIPMEHT
)

GUARDS (PUBLIC SAFETY) SHOULD IIOT BE
ABLE T(l SEARCtf CARS IIITIIOUT THE OHtt

ER BEltlO PRESENT DURIltG TIIE SEARCII

Ut(IT N2 ItfSTRUtfEtlTS ARE BEtl11ID UttIT
$ 1 SECURLTY, tlOT 1RAIISFERRED TO tlUCL
EAR POIII'R AIID TtlE EHGItlEERS RESPOtlSI
IILE FOR IIIFSE IHSTRUHEIITS DO tlOT HAV
E SECURIIY CLEARAIICE.

PROTECTFO AREA FENCE (AUX. SUILDIttG-
737') Iit.tilt!EH UIIIT 1&2 COULD BE BRE

ACHED III IIIUIIT SEItlG DETECTED BECAUSE
VIBRA f I litt tlOIIIZORS ARE tlOT ItlSTALLE

D OH BAI:li-tftRE.

REF. SECTIO
CAT —

Ol'U

SCAT — 31

3.8
312.08-1

3.5
312.05-2

3.11
312.11-16

3.11
312 '1-17

3.12
312;12-4

3.5
312.05-2

3.5
312.05-1

COHCERtlS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY tlUMBER.



REFEREI - ECPS132J-ECPS[32C
FREQUEH " REQUEST
OHP — ISSS - RIIH

:ATEGORYs OP PLAIIT OPER. SUPPORT

t c.ttt(E~~«« hU......J I I
OFFICE 0 EAR POllER

EHPLOYEE COHCERt GRA(5 SYSTEH (ECPS)
El)PLOYEE COHCER)l It)FORHnTIOII BY CATEGORYiSUBCATEGORY
SUBCATEGORYa 312 SECURITY PROGRAHS AWD PROCEDURES

RUII ~ 36 i
RUt( DAT ~24~8

CONCERN HUHBER CAT
SUB
CAT

S
H
R PLT
D LOC

1 REPORT APPL
2 SAF RELATED

BF BL SQ l(B
HISTORICAL COWCERH

REPORT ORIGIN COHCERtl DESCRIPT ION

REF. SECT[0
CAT — Of
SUBCAT — 31

IH -85-552-00101
T50049

IH -85-590-00101
T50056

IH -85"619-00101
T50059

Itl -85-619-00201
T50059

DP 31212 H WBH

OP 31211 tl HBII

OP 31211 N IIBH

OP 312) 1 t( NBt(

1 II tl H Y
2 HA )IA HA Ho

1 tl tl tl Y
2 HA HA HA Ho

1 tl N N Y
2 HA HA HA SR

1 H H Y Y
2 HA HA SR SR

III-85-552-001 QTC

IN-85-590-001 QTC

It(-85-619-001 QTC

IN-85"619-002 QTC

t)OT EIIOUGII SECURITY AT PERIHETER/I)AT
ER FROltt. Tl(ESE AREAS tlEED To BE PA
TROLLEDit)ht(HED IIITH t)ORE PUBLIC SAFE
TY PERSON))LL.

Too HUCH T[HE IIASTED IH GOIIIG FROH T
URBIIIE BAY TO Cot(TROL BUILDIIIG. EXA
tlPLE. I)l)ST GO FROII SERVICE SHOP To685'o I'[CK UP SECURITY BADGE> TIIEt(

Go FRot) PORTAL To 757'o GET PERHI
SSIOHrS(GIIATURES FROH CO)ITROL ROOt) S
NIFT EIIG[ltl..ER, RETRACE ROUTE To

757'F

TURBIHI: BUILDING. THIS IS TNE 0
IlLY )IAY IO Go BETIIEEtl BUILDI)IGS DECA
USE OF ll)E SECURITY SYSTEH. EVEI) FI
RE BRIGADE t)EHBERS HUST FOLLO)l THIS
PROCEDURE ll)IEH AHSIIERIHG AH ALARH.

GENERIC COIICERtl. SECURITY ALARH SYS
TEllS IIAVE htl EXCESSIVE t(UHBER OF FAL
SE ALAR(15. 1)NICtl TEt)DS To HAKE SECUR
ITY OFI')GERS RESPOIID To ALARIIS AS IF

TIIEY AR[', ht.L FALSE. tto FURTtlER DET
AILS AVAII.ABLE.

CARD REAI)ERS USED Itl SECURITY SYSTEH
5-ARE olla[:I [ABLE A)ID OFTEN PRESENT F
ALSE RCAOI)U[S OF KEYCARD t(Ut)BERS; PE
RSot(t(EL IUFt(TITY. GEt)ERIC Cot(GER(I,
IIO FUR) lll.R DETAILS AVAILABLE.

3.12
312.12 -3

3.11
312.11-14

3.11
312.11-2

'.3;11
312.11-3

It( -85-678-0020) OP 31209 N NB)l 1 t( N N Y
T50068 2 HA HA HA Ho

QTC GUll POR[S Otl PUBLIC SAFETY 'To)IERS AR
E COIISII<UCIED So ROUNDS FIRED AT T)IE

PORTS ARE FUtltlELED It(TO T)IE SO"CALL
ED PROTECTED AREA IH TIIE TDIIER. Ho
FOLI.OII-UP REQUIREO.

3.9
312.09-1

IN -85-678-00301
T50068

OP 31208 H )IBN 1 tt N H Y
2 HA t)A HA t(o

Itl-85-678-003 QTC IHSUFFIC[Et(T "tlo Et(TRY" SIGIIS AT SIT
E El(TRY I'0[t(T. tlotl-Et'll'LOYEES Et(TER 3 ~ 8
SITE PROI'I'RIY AS FAR AS PUBLIC SAFET '312-08-2
Y BOOTIIS. Ilo FOLLOII-UP REQUIRED.

CDHCFR)IS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY t(UHBER ~



REFEREttCE - ECPS132J-ECPS132C
FREQUEtlCY — REQUEST
Ollp " ISSS — RHH

CATEGORY)- OP PLAtlT OPER. SUPPORT

TEtlWESSEE VALLEY Aurrrurra r r
OFFICE OF NUCLEAR POIIER

EHPLOYEE COtlCERW PROGRAtl SYSTEH (ECPS)
EHPLOYEE COtlCERtl ItlFORHATIOtl BY CATEGORY~SUBCATEGORY
SUBCATEGORY c 312 SECURITY GUARD TOIIERS

RUll TIttE — l3i36r
RUtl DATE - Orr/2rr/t

CONCERN WUt<BER
SUB

CAT CAT

S
N
R PLT
D LOC

1 REPORT APPL
2 SAF RELATED

BF BL SQ llB
lIISTORI GAL C01ICERW

REPORT ORIGItt COttCERtl DESCRIPTIOtt

REF. SECTII
CAI' 01
SUBCAT — 3

IH -85-678-Ooc401
T5006S

IH -85-678-00501
T50068

IH -85-678-00601
T50068

IH -85-678-00701
T50089

IH -85-691-00101
T50063

IN -85-700-00101
T50079

OP 31209 W HBH

OP 31212 tl IIBtl

OP 31211 H HBH

OP 3120S tl HBtl

OP 31205 H HBH

OP 31212 N HBH

1 W H W Y
2 WA IIA tIA 110

I tl tl ti Y
2 WA tIA HA WO

I H W H Y
2 WA tIA tIA WO

N H tl Y
2 ttA HA tlA NO

1H H tt Y
2 tIA 11A HA SR

I tl tl H Y
2 WA HA HA HO

Itt-85-678-00ii QTC

IW-S5"678-005 QTC

Itt-S5-678-006 QTC

IH-85"678-007 QTC

QTC

IN-85-100-001 QTC

UTILITY SUPPORT SYSTEH FOR GUARD TOW
ERS ARE 1101 PROTECTED AtlD EXPOSED.
SYSTEtlS 511Cll AS ELECTRICAL AtlD VENT
SYSTEH COULD BE I'1ADE INOPERABLE llITH

VERY Ll llLE EFFORT. FOLLOH-UP REQU
IRED.

tlO PERSOttht. PROTECTIOtl FOR PUBLIC SA
FETY Ol'I'll:FRS STAtlDItlG POST Itl BOOTll
S AllD TRAILERS. 110 FOLLOH-UP REQUIR
ED.

PLAtlT SECURITY GATE l? IS HOT. COtlSTR
UCTED SO AS TO BE ABLE TO STOP A VEN
ICLE. HO FOLLOH-UP REQUIRED.

PLAtIT SECURITY CNECKIlIG ENTRY OF EHP
LOYEES DttRIttG RUSH llOURS IS LAX OR H
Ott-EXISTEItf. tlO FOLLOll"UP REQUIRED.

SECURITY BETHEElt UNIT I & II HOT ADE
QUATE AT ELV. ?13. DURItlG tlARCH 198
5 CI ltAS IRACKIttG CONDUIT llllILE CRAll
LING ACROSS OW AIR DUCT SYSTEtt. AFT
ER WE Rtlht IZED llllERE HE HAS (UtlIT I)

IlE RETUI<IICD TO tlIS INITIAL LOCATION
SUPEttVlSOR llAS tlOTIFIED BUT WO AC

TIOW ltAS 1AKEtl TllAT CI llAS AllARE OF.
CI HlGIII BE ABLE TO PUItlT OUT LOCA

TIOW.

SECURITY SYSTEH IS ItlADEQUATE Itl REG
ARDS TO A StlALL AIRCRAFT (E.G. ULTRA
-LIGIlT) A1TACK. CI 11AD 110 FURTHER D
ETAILS.

3.9
312.09-3

3.12
312.12-3

3.11
312,11-13

3.8
312.08-1

~ 0 3 ~ 5
312.05-1

3.12
312.12-3

COtlCERttS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUHBER ~



REFER ECPS132J-ECPS132C
FREQUEI - REQUEST
OHP - ISSS — RNN

ATEGORYi OP PLAtlT OPER. SUPPORT

I a.tIWE~sL. o- AU....~ aa I
OFFICE LEAR POllER

ENPLOYEE CotlCER OGRAII SYSTEM (ECPS)
ENPLOYEE CotlCERW IIIFORtlATIOH BY CATEGORY/SUBCATEGORY
SUBCATEGORY 312 SECURITY INTERFACES Ulru2

RUII g as

~rhea

RUII DA gi24r(

S
H

SUB R PLT
CotlCERH tlUIIBER CAT CAT D LOC

1 REPORT APPL
2 SAF RELATED

BF BL SQ NB
HISTORICAL CONCERN

REPORT ORIGIN COIICERH DESCRIPT Iotl
REF ~ SECTII
CAT - Ol
SUBCAT — 3

IH -85-732"00201
T50076

IH -85-7/47-00101
T50077

IW "85-751-00101
T50076

OP 31205 H HBII

OP 31203 H HBH

OP 31204 H NBH

1N II W Y
2 IIA HA WA WO

1 tl N tl Y
2 HA HA HA IIO

1 tt N tt Y
2 IIA HA WA HO

IN-85-732-002 QTC

Itl"85-767-001 QTC

IH-85-751-001 QTC

DIFFICULTY IIAS BEEtl EIICOUtlTERED ltl A
CCESSIIIG ACROSS SECURITY BOUtlDARIES
BETIIEBI tlttITS 1 8 2. FVEtt Itl TIIE EVE
HT OF h tll.OICAL EHERGEtlCY IIIIEtl ESCOR
TED BY httOTIIER PUBLIC SAFETY OFFICER

TIIIS IIAS CAUSED A POTEIITIALLY DAtl
GEROUS Dl!LAY III REACHIIIG THE ItlJURFD

IWDIVI OIIAL, OR Ill RfNOVI WG ItlDIVIDU
AL FROH BUILDINGS. ACTUAL ItlCIOEWTS

(DETAILS ttol'IIOlltt) IIAVE OCCURRED 0
F TtlIS TYI'E. HO FURTHER DETAILS AVAI LADLE.

TVA tiffltS A NEDICAL RESPotlSf TEAII Fo
R EACH SWIFf. THE PUBLIC SAFETY OFF
ICERS IIHII ARE TRAIIIED Itt tIEDICAL AID

flAY BE Ott POST AtlO tlof AVAILABLETO
RftlOER ASS ISTAtlCE. IIO FURTHfR DETA

ILS AVAILABLE.

PUBLIC ".,Ar CTY OFFICERS SOIIETII<ES IIOR
K Tllo SIXIEEtl IIOURS SIIIFTS Itl A 48-H
OUR PERIOD. THIS VIOLATES A tlRC RES
TRICTIOW Otl EXTEIIDED IIORK HOURS. tlo
FURTtlfl,'ETAILS AVAILABLE.

3.5
.312.05-2

3.3
312.03-1

3.4
312.04-1

IN -85-8O5-OO101
T50082

IH -85-826-00101
T50083

OP 31205 H HBH

OP 31203 N IIBtt

1 H H H Y
2 HA IIA HA HO

1 H H H Y
2 HA HA HA WO

Ill�

"85-805-001 QTC

IW-85-826-001 QTC

DELAYS (Ul'o 5 I/2 HOURS) Itl CLEARI
IIG SECUI'I IY TO DELIVER IMMATERIAL TO U
tllT 1, III.SIILTIWG Itl CRAFT TINE IIASTE
D AIIAITIWG RFQUIRED tlhTERIAL. DETAIL-
S KWOIIW IO QfC. tlo FURTHER DETAILS
AVAILABLL.

THE ltEfD EXISTS FOR A SPECIAL TRAIHE
D SECURIIY REACTION TfhN AT IIBtlP. T
tIE TALt:WI hWD DESIRE IS tlERE, ALL TH
AT 1S III'.I I>l!0 IS TIIE SUPPORT OF KtloXV
ILLE NAWhiiIIW'.Ilf. TRAItlIWG COULD BE
COIIOUC1I tt hl I'. BRAGG htlD SATISFY Ttlf REQtt

It'll

IILIIIS OF ALL TVA FACII.ITIE
S. IW) hl)t) I f IotlhL IIIFORIIATIotl AVAILA
BLE.

3.5
312.05-2

3.3
312.03-3

COtlCERtlS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY WUIIDER.



REFEREtlCE — ECPS132J-ECPS132C
FREQUENCY - REQUEST
OHP " ISSS - RIIH

:ATEGORYs OP PLAtlT OPER. SUPPORT

TEtltlESSEE VAI.LLY huluuxii r
OFI'ICE DF NUCLEAR PUllER

EHPLOYEE COIICERN PROGRAH SYSTFH (ECPS)
EHPLOYEE COtlCERII IIIFORHATIOII BY CATEGORY/SUBCATEGORY
SUBCATEGORY) 312 SECURITY PRDGRAI'IS AtlD PROCEDURES

r

RUH TltlE —
13<36m.'UII

DATE - 06/26/K

COIICERtl tlUNBER CAT

H
SUB R PLT
CAT D LOC

1 REPORT APPL
2 SAF RELATLD

F BL SQ l.tB
HISTORICAL COtlCERtl

REPORT ORIGItl CDH(.ERII DESCRI PTI Otl

REF. SECTII
CAT - OI
SUBCAT

Itt -85-863-00101
T50090

OP 31212 H IIBII H N Y
A HA HA HO

IH "85-863-00201 HP 7D512 S HBII 1 H tl tl tl
T50090 2 HA HA HA IIA

02 OP 31202 S HBH 1 H H H Y
2 HA HA HA HO

Itl -85-843-00%01 OP 31212 H I<BII 1 tt tt N Y
T50227 2 HA HA HA tlo

ltl -S5-873-00101
T50090

OP 31210 N HBII 1 lt tl tl Y
2 HA HA HA HO

Itl -85-866-00601 OP 31207 tl HBtl 1 H H tt. Y
2 HA HA HA HO

Itt-85-863"001 QTC

QTC

QTC

QTC

Ill-85"873-001 QTC

TIIE Tvn IOI ICY OF DEADLY FORCE Itl Ttt
E PRDIECI fOll OF IIBIIP IS INADEQUATE.

DEADLY I ORCE SHOULD BE PERtllTTED Itl
DEFEtlSI OI: TttE PLAIIT AS IILLI. AS PER

SOtltlEL SAFLTY.

TIIE TVA f'DLICY OF tlOT ALLOIIIIIG PUBLI
C SAFETY OFFICERS TG SEARCH THE OPPO
SITE SEX CAUSES PROBLEtlS Itl POSTING
OFFICERS. IF A IIOHAH IS ASSIGNED TO

A POS1 IIHICH REQUIRES PERFORIIIHG PA
T DOIlll SLARCHES, StlE BUST SNAP IIITH
h Ithtl. INI" PRhCTICE.SOtlETltIES PROV
ES TO BF UHI AIR TO THE Hhtl YET IIOIlE
II GET EtIUAL I'AY.

CI EXPRI:SED TIIAT THE RESPOtlSE RECEI
VED TO COHCERII IH"85-863-001 IIAS ItlA
DEQUATE. AtlD DID IIOT COIISIDER ALL A
SPECTS Ol IIIE TVA POLICY FOR USE OF
DEADLY fORCE Itl DCFEIISE OF IIBtlP. CI
STILL CONSIDERS THE CURREIIT POLICY

IIIADEQUhfE TO PROVIDE A SUFFICIEIIT L
EVEL OF ."FCURITY APPROPRIATAE HITH T
HE DEFFtlSE OF A tlUCLEAR ItlSTALLATIOII

IIUCLI:hlt POllER DEPT. CONCERN. CI
HAS HO I'UIITIIER IIIFORtlATIOH.

PUBLIC SAFFTY OFFICER ACTIIIG OUTSIDE
BDUHDS OI AUTIIORITY, ATTEHPTIHG TO

REGULAIL LAIIS OFF TVA PROPERTY.

CENTRAL AI.ARtl STATION, ELEVATIOtl 692
COtlZRDL BUILDIIIGp IS REQUIRED TO B

E SELF CDHIAIHED/SELF SUPPORTIIIG FOR
UP TO 20 HIIIIRS DURItlG EIIERGEtlCIES.
HOIIEVCII, tl0 RESTROOIIS/DRItlKItlG FDUH

TAIIIS hltF. PROVIDED FOR ASSIGIIED VERS
OIIIIEL.

3.12
312.12-3

3.2
312.02-3

3.12
312.12-3

3.7
31,2.07-3

3.10
313.10-2

COHCERHS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY tIUHBER.

~ ~ t



RE FERE — ECPS1 32 J-fCPS132C
FREQUE - REQUEST„
OWP — IS S - RI(N

.:ATEGORYi OP PLANT OPER. SUPPORT

icl(UL~>a. ~ iiv 4 ~ ~

OFFICE LEAR POI.IER
ENPLOYEE CONCER OGRAN.SYSTEN (ECPS)

Et(PLOYEE CONCERN IWFORNATTOtl BY CATEGORYISUBCATEGORY
SUBCATEGORY i 312 SECURITY PERSO(ll(EL 1 RAT(IIJIG I'ROGRAN

RUW Il(
RUJ( DAl rir2<ir(

COJ(CERtl t(UI'1BfR
SUB

CAT CAT

S
H
R PLT
D LOC

1 REPORT APPL
2 SAF RELATED

BF BL SQ HB
HISTORICAL COt(CERN

REPORT ORIGIII COWCER(l DESCRIPTTOJI

REF. SECT I(
CAT — OI
SUBCAT — 3i

IW -85-892-00201
T5009i1

TH -85-892-00301
T 5009 il

OP 31203 H HBW

OP 31210 W llBH

1t(HWY
2 HA WA HA HO

1 tl tl tl Y
2 HA WA HA HO

Itt-85-892-002 QTC
It(�

"85-892" 003 QTC

THE "SECURITY RESPONSE TEAN" SHOULD
BE A FU( I. TINE TEAN IJTTIJ CONTINUAL T
RAIIIII(G At(D A I'10RE STRlt(GEtlT SELECTT
OH CRITERIA FOR ITS NAKEUP tlO FURTt(E
R DETAII.'S AVAILABLE. IIO FOLLOH UP R
EQUTRLD.

A BATtlROOII SHOULD Bg ADDED TO THE IH
(IfDIATE AI'EA OF THE CEHIRAL ALAR(1 ST
ATIOIJ FOR USE BY THE SECURITY PERSOJI

Otl DUlY AHD OTHER PERSOJIJIEL. JIO FU
RTHER DL I A'lL AVAILABLE. tlO FOL LOII U
P REQUIRI.D.

3.3
312.03-3

3.10
312.10-1

1tl -85-893-00101
T50091

OP 31208 H HBII 1 t( tl tl Y It(-85-893-001 QTC
2 HA HA HA HO

THE PRES)'HT NETHOD OF EMPLOYEES EtlTE
Rlt(G At(i) I.EAVIJIG THE SITE DOES t(OT P
REVEt(T l)RI(tGlttG Otl SITE DRUGS'IEAPO
HS, EXI'IUSJVES ETC. AT LEAST A RAND
ON CIIECK OF LUt(CH BOXfS, BAGS, PURSE
S, Bl(Ift'ASES, ECC. t(EEDS TO BE COtl
DUCT FD.

3.8
312.08-1

It( -85-921-00101 OP 31203 t( HBt( 1 t( H H Y
T50092 2 t(A HA HA 110

QTC AI.L PUB( IC SAFETY PERSONNEL SHOULD B
E CERTII IED AS EtIERGEHCY JIEDICAL TEC
HtlTCTAt(S. THIS COULD BE It(CORPORATE
D IHIO I IIITIAL SAFETY TRAIHIHG SCHOO
L AS DOt(L FOR OFFICERS IIIRED FOR ALL

OTHER SilILS EXCEPT tlUCLEAR PLAIITS.
Crl llh" lln FURTHLR IWFOR(1ATIOJI. tlo
FOLLOII Ul'LiQUIRED.

3.3
312.03-2

IN -85-921-00201
T50092

IH -85-938-00101
T50100

OP 31203 H I(Bt(

OP 31210 H HBI(

1 H H H Y
2 HA WA HA WO

1t( H H Y
2 JIA HA WA WO

IW-85-921-002 QTC

lH-S5-938-001 QTC

It( ORDI!R TO INCREASE THE t(UNBER OF Q
UALII'If0 EJIC PERSON((EL At(D OFFER THE

ftlPLOYI'I:." I)ETTER tlEDICAL ATTEt(TIOW
DURIIIG I (1L'RGE(tCY SITUAI TONS TVA SHOU
LD RECOGNIZE STATE CERTlFIED ENTiS A
S RLiSPOWI)LRS. CrI HAS t(0 FURTHER It(
FORt(ATIOIJ. t(0 FOLLOII UP REQUIRED.

CENTRAL ALAR(1 STATIOtl, 692'LEV., H
AS WO R(:S(RODING FACILITIES. TIIIS DEG
RADES Sl'.I f "SUFFICIENCY OF STATIO(l.
Cl I(AS t(O FIJRIHER It(FORIIATIOJ(. t(0 F
OLLOII UP RLQUIRED.

3.3
312.03-2

3.10
312.10-2

COWCERWS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY t(UNBER.



REFEREtlCE — ECPS132 J-ECPS132C
FREQUENCY — REQUEST
OWP " Isss - RIIN

'ATEGORYI OP PLANT OPER. SUPPORT

TEIIIIESSI:E VILLI:t uutuuat I i
OFFICE OF tluCLEAR POWER

EHPLOYEE CottCERtt PROGRAN SYSTEN (ECPS)
EHPLOYEE CONCERN IIIFORHATlotl BY CATEGORY/SUBCATEGORY
SUBCATEGORYI 312 SECURITY PERSOtltlEL TRAIIIIHG PROGRAN

RUtl Tl'I'IE —
13'6:.'Utl

DATE - 04r24r(

S
H

SUB R PLT
CONCERN IIUNBER CAT CAT D LOC

1 REPORT APPL
2 SAF RELATED

BF BL SQ WB
IIISTOR ICAL CONCERN

REPORT ORIGItl COWCERtl DESCRIPTIOH

REF. SECT I I
CAT - 01
SUBCAT - 3'j

Ilt -85-938-00301 OP 31203 tl WBW
T50103

1 H H H Y
2 HA NA HA No

IN -85-938-OO5Ol OP 312O9 N WBN 1 H tt tt Y
T50103 2 WA HA WA No

IH -85"938 "00401 OP 31206 N WBH 1 H H H Y
T50103 2 HA HA HA No

QTC.

Itl-85"938-006 QTC

QTC

EHERGEWCY RESPONSE TEAN ( ERT) IS CON
POSED OF RhtlDOtlLY SELECTED SHIFT PER
SotltlEL, WHICH OFTEN INCLUDES PERSOWW
EL lluo ARE INEXPERIENCED IW ERT FUWC
TIOWSrlkoCEDURES, AIID WIIO HAY Bf ASS
IGtlEO GIMRD DUTY Itt "VITAL AREAS" (A
REAS llulill tlUST BE GUARDED AT ALL TI
tlE) . Ttlf"E COWDITIOtlS DEGRADE Tflf E
FFECTIVEWESS DF TWE ERT. CI EXPRESS
ED THA1 " 12 HOUR SHIFTS OF PERllAtlEH
TLY ASSluWFD I'ERSOWWEL (IIITW EI'IT TRA
ItlIHG), WHICH WOULD AUGHEIIT SITE llED
ICAL Chl'lLIIILITIES IIOULD BE DESIRABLf

CI HAS Wo FURTHER IWFORNATIOII

11AIIAGEI11'.IIT AT WBHP DOES WOT TAKE SEC
URITY Sl'.RIOUSLY. IT IS COWSIDfRED A
s At> WRC'REQuIREtlEtlT IIWICH IIUST BE ll
IWIHALLY HfT, IIOT AS A PROTECTION Fu
WCTIOW IIWICW IIOULD EVER IIAVE To Bf U
SED. CI fffl.S THAT SECURITY 1RAIHIW
G AWD l)RII LS SHOULD BE IIORE ORIEtlTED

TOIIARD kLALISTIC SITUATIONS WIIICH N
AY OCCUk, UP To AWD IWCI.UDIWG, API'RE
HFWSIOW OF ltlf IIIFILTRATOR. CI tlAS
tlo FUR'flu!k ItlFORHATIOW. tlo FOLLOW U
P RfQUtkLD.

GUARD TOWLRS IIAVE Wo RESTROON OR WAT
ER FACII.I I IES lltlICtl PREVEltTS SELF S
UFFICIEWCY IW TIIE fVEtlT OF Atl EXTEtlD
ED EHFRUI:HCY CONDITION. ADDITIOWALL
Y, GUtl I'Ok/'S IH GUARD TOIIERS ARE DES
IGWED SU AS To FUNNEL IWCOHIWG ROUND
S INTO TWI: TOIIERi AWD ARE INSTALLED
so Low AS Tn PREVEIIT THEIR usE FRoll
AWY FIIIIII< POSITIOII OTIIER TtlAII PRotlf

CI WA:> WO FURTHER lWFORtlATIOII. W

0 FOLLOII UI'LQItlkED.

3.3
312.03-1

3.6
312.06-1

3.9
312.09-1

COHCERtlS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY tlUHBER.



REFERE - ECPS132J-ECPSI32C
I'REQUE — REQUEST
OWP - ISSS - Rtltl

:ATEGORYa OP PLAtlT OPER. SUPPORT

r a.tlWL~« ~ IIIJ ~ . ~ l I ~

OFFICE .LEAR POIILR
ENPLOYEE CotlCER OGRAN SYSTEN (ECPS)

ENPLOYEE COHCERW ItlFORtlhTIOW BY CATEGORY/SUBCATEGORY
SUBCAlEGORYr 312 SECURITY DESIGII AWD HARDIIARF

krlW rxr ~shor
RUtl DA 4/24/8

CotlCERtl WUNBER CAT
SUB
CAT

S"

H
R PLT
D LOC

1 REPORT APPL
2 SAF RELATED

BF BL SQ IIB
HISTORICAL COWCERW

REI'ORT ORIGI W COWCERII DESCRIPTIotl

REF. SEClll
CAT — OI
SUBCAT - 31

IH -85-955"00101
T50104

OP 31211 tl IIBtl 1 Y W Y Y
2 SR WA SR SR

I"85-364-IIBW QTC POIIER Is FREQUEWTLY AtlD CotlSISTEtlTLY
LOST hl I WE CEHfRAL ALhRN STATIOW II

HEW OPLRAI IOUS IS TRAWFFRRIWG POIIL'R
To SUI'PORI OW-GOItlG ACTIVITIES. THI
S REWOER: nLL SYSTftlS (COIIPUTERS, Vt
TAL AREA ACCESS DOORS ColltlUtlICATIotl
S, ETC.) IWOPERABLE. PSS NAWAGEIIEWT
Cotll IIIUOUSLY REQUESTS ADVAtlCE IIOTIC

E OF IIIESE EVENTS TO Wo AVAIL. KWOX
VILLE IIAS BEEtl tlADE AIIARE OF THIS PR
OBLEII AWI) tlhS RESPotlDED BY SAYIHG TH
AT TtlE Cl:W'IRAL ALARtl STATIOW POllER I
S IWDEPEIII)l:IIT OF OTHER POIIERSOURCES
AWD THIS EVENT CAtltloT OCCUR-YET

3.11
312.11-4

IH -85-956-Xolol OP 31211 tl HBII I H H H Y
T50104 2 HA HA WA SR

QTC CI EXPRESSED THE FACT THAT THE EXPLO
SIVE DEI'ECTIOW IS WOT COHTIWUOUSLV O
PERATIOWhl . IT IS DOIIW IIORE THAW IT

IS OPFRAI lotlhL. CI HAS tlo ADDITIOtl
AL IltFORtlhl loll. Wo FOLLOII UP REQUIR
ED.

3.11
312.11-12

IN -85-970-00101
T50112

OP 31210 tl HBH I H tl H Y
2 HA WA HA HO

IH-85-970"001 QTC CEtlTRAL hl ARtl STATIotl HAS tlo RESTROO
N FACILI t IES IIHICtl CREATES A HARDSHI
P OH PER: OIIIIEL ASSIGtlED To STATIOW D
UTY. CI lthS HO FURTHER IIIFORtlATIOtl.

WO FOLLOII UI'EQUIRED.

3.10
,312.10-1

Itl -85-989-OO101 OP 312O3 tl IIBW 1 tl tl tl Y
T50105 2 HA WA HA HO

IH "85-990-00201 OP 31205 tt'IBH 1 tl tl tl Y
T50101 2 HA HA WA HO

'I

QTC

QTC

TVA IS tlnT AOEQUATELY PREPnRED FOR T
ERRORISl AITACK. TVA SHOULD EITHER
SET UP h l.illL-TINE RESPOtlSE TEAN OR
SHOULD HAVE STRICTER PHYSICAL AtlD FI
REARN QUAI.IFICATIOIIS. C/I HAS tlo FU
RTHER IWFORNATIotl.

THE PtIYSICAL SECURITY COVERAGE OF TH
E INTER-FACE FEIICIIIG BETIIEEW UtlITS 1

82 IS tlOf ADEQUATE. THIS SECURITY
AREA tlhS I.ESS PROIECTIOII THAW'THE Co
VERAGE OF 1 WE lURBItlE BUILDIIIG IIALL.

CI HAS IIO ADDI'TIOWAL IHFORIPATIOII.
HO FOLLOII UP REQUIRED.

3.3
312.03-3

3.5
312.05-1

COHCERHS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY tlUNBER.



REFEREIICE " ECPS132J-ECPS132C
FREQUENCY - REQUEST
OtlP " ISSS — RIIM

:ATEGORYs OP PLANT OPER. SUPPORT

TEtlllESSEE VALLEY AU IHUkl I Y
OFFICE OF NUCLEAR POIIER

EMPLOYEE CotlCERtl PROGRAM SYSTEM (ECPS)
EMPLOYEE CotlCERtl ItlFORMATIOH BY CATEGORY/SUBCATEGORY
SUBCATEGORY'12 SECURITY PROGRAMS AtlD PROCEDURES

RUtl T IME — 13 c 36 i
Rutl DATE " 04/24~8

S
H

SUB R PLT
CotlcERN tlUMBER CAT CAT D LOC

1 REPORT APPL
2 SAF REI.ATED

BF BL SQ IIB
HISTORICAL COWCERH

REPORT ORIGIII C(IWC ER W DES CR I P TIOW

REF. SECTI I
CAT — OI
SUBCAT — 31

IN -86-022-00101 OP 31212 H HBII
T50109

1H tl H Y
2 IIA HA WA IIO

QTc LAcK oF PROPER sEcuRITY AT IIATTS BAR
IT IS I'OSSIBLE TO TAKE IIEAPottS EX

PLDSIVES BEHIIID SECURE AREAS. CI HA
S HO IIORI. I WFORMATIotl AVAILABLE. tlo

FOLLOII Ul'EQUIRED.

3.12
312.12=1

Itl -86-068-00201
T50114

OP 31210 H HBH 1 W W W Y IH-86-068-002
2 tlA tlA tlA tlo

QTC tlo RESTkootl FACILITIES Itl CEIITRAL AL
ARtl sTATluw IIHIIcH Is suppDsED To BE

SELF Sill'I.ICIEIIT III EtlERGEtlCY SITUAT
IotlS. Cl IIAS IIO FURTHER IHFORIIATIotl

tluC POIILR COIICERII.

3.10
'312.10-2

IN -86-068"0030l
T50114

Itl -86-048-00401
T 50117

OP 31211 tl flBtl 1 tl tl tl Y III-86-Oh&-003
2 HA HA WA Ho

OP 312O3 H HBH 1 H tl tl Y IN-86-048-006
2 WA WA HA WO

QTC AIR COIIDITlotllHG IS IIEEDED III.THE Po
ST 6 VLIIICLE TO PREVEIIT DUST FRotl CO
tll'AtlIWAIIW(i THE IIEAPOWS & AtltlutlITIOW

CI IIAS IIO FURTHER IIIFORIIATIOtl.

QTC RESPotlSF. TFAM, IH PUBLIC SAFETY, SHO
ULD BE OIIE GROUP SPECIALLY TRAItlED F
OR, IIISTI..AD OF TIIE PRESEIIT SYSTEII OF

PICKING Ul PEOPLE AT RhttDOM. CI HA
S llo FURIHI.R IIIFORIIATIOII. tluCLEAR P
OIIFR COWCL'RH. Ilo FOLLOI< UP REQUIRED-

.3,11
312.11-7

3.3
312.03-1

Itl "86-056-00101 OP 31211 - S IIBH 1 N H H Y
T50113 2 HA IIA NA HO

02 OP 30803 S HBII 1 H H N Y
2 IIA tIA IIA WO

QTC I1AItlTEtlntlCE REQUESTS NEED To BE COMP
LETEo I:nslER otl SECuRITY EQuIPtlEIIT.

EXAI1PLI: ol-:IWG BALAtlCE tlAGtlETIC SIII
TCH AT un'lE 10 AT TIIL IttTAKE PUt1PIWG

STATIOII tins BEEtl UWSERVICEDLE FOR A
PPROXIMAIL'LY 1 IIEEK. CI HAS Wo FURT
HER IIIFDRIIATIOII. NUCLEAR POllER CONC
ERII. tlu I:OLLOII UP REQUIRED.

IH -86-070-00601
T50118

OP 31211 N NBH 1 H H H Y
2 WA IIA IIA SR

QTC SECURITY EQUIPMEIIT MALFUNCTION CREAT
IWG A Bf(EACII OF SECURITY. DETAILS K
HOHW TO ilrc, IIITIIEI.D DuE To coHFIoEII
TIALITY. NUCLEAR POllER COHCERtl. CI

HAS tlo I'ukfHER IIIFORflhTIOII.

3.11
312. 11-I 9

COIICERHS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY NUMBER.



REFEREt " ECPSI32J-ECPS132C
FREQUEI — REQUEST
UWP " IS — RHN

ATEGORY< OP PLANT OPER. SUPPORT

«:<lttfs ~L.<. AU'«. --TY
OFFICE 0 fhR POllER

ENPLOYEE COWCERt GRAII SYSTOLE (ECPS)
EHPLOYEE CotICERtt ItlfoRIIATIotlBY CATEGORY/SUBCATEGORY
SUBCATEGORY 312 SECURITY DESIGN AHD HARDIIARE

< I<<</. JQ
RUW TIN <36<3
RUtl DAT 4i'24/8

COWCERII HUNBER CAT

S
H

SUB R PLT
CAT D Loc

I REPORT APPL
2 SAF RELATED

BF BL SQ llB
HISTORICAL

REPORT
COWCERII
ORIGIII CotlCLRW DESCRIPTI otl

REF. SECT IO
CAT — OP
SUBCAT — 3l

IH -86-070-00501
T50118

IW -86-070"00601
T50118

IH -86-070-00701
T50118

OP 31211 W IIBW

OP 31211 H NBH

OP 31211 tl I<BH

1 tt tt tt Y
2 NA HA WA Wo

1 H H H Y
2 HA IIA HA Wo

1 N H H Y
2 WA tIA WA SR

IH-86-070"005 QTC

IW"86-070-006 QTC

IW-86-070-007 QTC

SECURITY SYSTEI'IS SHOULD ttOT BE "PONE
RED Dot»i" ll»EII tloT Itl USE. DETAILS
KIIOIPH TU 0 IC, IIITHELD DUE To CONFIDE
IITIALIlY. tlUCLEAR POIIER CottCERtl. C
I HAS»0 FURTHER ItlFORtlATIOH.

HAIIITBIAIICEOF SECURITY EQUIPI'IEtlT tlf
EDS Itll'llllVLIIL'WT. DFTAILS KWOIIW To Q
Tc. III IHI.I U DUE To CONFIDENTIALITY.

tIUCLfhlt I'OIIER CO»CERtl. CI IIAS»0
FURTtlfR I »I ORIIATIotl.

IIIPROPER I'ltllCTIOWIWG OF SECURI'TY EQU
IPtlEWT. III I'AILS K»olltl To QTC< lllTtlE
LD DUE IO (.IIIIFIDfWTIALITY. tlucLEAR
POllER CotlCI'.Il». CI HAS Wo FURTHER IW
FORtlAT IUW.

3.11
312.11-11

3.11
312.11-8.

.3.11
312.11-19

It( -86-074-X0501 OP 31212 tl tIBII 1 H tt H Y
T50273 2 HA HA HA Ho

QTC puBI.lc shrr.lY offlcfRs cnw owt.Y Rfpo
RT VloLAIIt)Its BUT ch»»oT EIIFURCE THE

RULES. 1»ls SERVES To DISCREDIT TH
EIR PURI'OSE hllD FUNCTION. tlUCLEAR D
EPARTIIL'Wr CONCERN. CI HAS Ho FURTHE
R IIIFURHAI'IOII.

3.12
312.12-4

IH -86-074-00101
T50119

OP 31207 H IIBW. 1 H H H Y
2 HA HA HA WO

Itt-86-074-001 QTC soNE Bu IOYffs <IIOSTLY Ttlosf HITtl sP
ECIALIZL'0 IRAIIIIIIGAIID THOSE THAT AR
E tlh»AGL'tlLtlT'S "FAVORITES") ASSUIIE T
HEY ARE ABovf OR EXBIPT FRotl SEcuRIT
Y RfouLnllo»s Bfchusf OF THEIR PoslT
OHS OR RLLATIOIIStllP IIITtl Ilh»AGEIIEWT.

THIS llhKES THE SECURITY FORCE INTO
A "Phl'LR I IGER" AHD ItlEFFECZIVE. C

I HAS llo FURTIIER IWFORtlATlo». HUCLE
AR POIIER COHCFRW.

.3.7
312.07-1

Itl -86-101-00101 OP 31207 N HBH 1 H H tl Y
T50262 2 HA HA HA HO

QTC PuBLIC SAFETY IIAIIAGEMEIIT Is I»cotlsls
TENT Itl IHE EIIFORCBlftlT Of ITS OPERA
TltIG PROCE DURLS. THIS E»FORCEtlEIIT I
S UNEVEN AS DETERNIWED BY IIHO IS Itl
c»ARGE hr IHE TINE. tlucLEAR PowER c
OttCERtl. tlo ADDITIOIIAL IttFORtlhTIotl A
VAILADI.f; l» FILE.

3.7
312.07-2

COWCERI'Is ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUNBER.



REFERENCE — ECPS132J-ECPSI32C
FREQUENCY — REQUEST
OWP — ISSS — RIIH

ATEGORYI OP PLANT OPER. SUPPORT

TEWtlESSEE VALLEY AUTHORITY
OFFICE OF NUCLEAR POIIER

Et<pLGYEE cowcERtl pROGRatc sYsTEH (Ecps)
EMPLOYEE CONCERN ItlFORHATIOW BY CATEGORY/SUBCATEGORY
SUBCATEGORY) 312 DISCRIIIIIIATIOIIIIITHltl THE SL'CURITY ORGAtlIZATIOW

mum.
RUW TIME — 13~36i3
RUtt DATE — 06/24/8

COIICERtl IIUHBER CAT

S
H

SUB R PLT
CAT D Loc

1 REPORT APPL
2 SAF RELATED

BF BL SQ IIB
HISTORICAL CONCERN

REPORT 'ORIGIN CotlCCRtl DESCRIPTIotl

REF. SECTIO
caT —

ol'UBCAT" 31

IW -86-107-00101
T 50126

MP 70512 S HBW

02 OP 31202 S IIBtl

1 tl tl W tl
2 WA IIA IIA HA

1tl WHY
2 WA WA WA Wo

Itl-86-1O7-OOI QTC pUBLIc saf'ETY pERsowwEL Do tloT pEpFQ
RH EFFEctlvE paT DoNN sEARctlEs oF FE
IIALE EIII'I GYEcs, PossIBLY DUE To FEAR

OF OFI'LWDIWG THE INDIVIDUALS. CI E
xpREsscn THAT ALL paT Dotul sEARcHEs
SHOULD BL I'LRFORtlED ltl A TIIOROUGH atl
D EFFEcllvF. HatwlER, REGARDLEss 0F TH
E SEX OF TIIE EHI'LOYEE. NUCLEAR POIIE
R COHCERtl. CI HAS tlo FURTHER ItlFORH
ATIOW.

3.2
312.02-2

IN -86-107-00201
T5 0126

IW -86-107-00301
T 50126

OP 31212 W HBN

OP 31212 W IIBW

1 N tl tl Y
2 WA WA WA tlo

1 'll tl N Y
2 WA WA NA Wo

IW-86"107-002 QTC

IW-86-107-003 QTC

EXPLOSI VE/I'IETAL DETECTION DEVICES AT
THE EWIRY PORTAL Do WOT WORK ALOT 0

F THE 1 IHE. IIHEW THE DEVICES ARE Itl
OPERABLE, PAT"DOHW SEARCH FREQUENCY
ls ItlcRLasED To 20% 0F pERsotIIIEL/ ott

A RatlooH BASIS. CI EXPRESSED THAT
THIS FREQUENCY IS IIIADEQUATEJ AS 80%

OF PERSI)IIWEL ARE WOT SEARCHED AT AL
L. CI FL'L'I.S TIIAT THIS PERCENTAGE OF

PERSONNEL IS Too LARGE To BE ALLOIIE
D ACCESS lllTHOUZ AtlY SEARCH. tlUCLEA
R POIIER COWCCRW. Cl HAS Wo FURTHER
IWFORHAllotl.

PERSOIWIEL ARE REQUIRED -To EMPTY THEI
R POCKLIS I'IIIOR To PASSIIIG THROUGH E
XPLOSI VC/HLTAL DETECTORS. HOIIEVER.
IF atl INDIVIDUAL SETS ullE oF THE DEV
ICE ALARMS OFF, TtlEY ARE ALLOIIED To
pUT ITEtls BacK IHTG THEIR pocKETs pR
IOR To RECEIVIWG THE MANDATORY PAT D
OHW SEARCH. CI EXPRESSED THAT THIS
PRACTICL DFTRACTS FROM THE CFFECTIVE
tlfSS Ol'HI: PAT Dotltl SEARCH. tlUCLEA
R poHER cottcERtt. cl Has tto FURTtlER
IIIFoktIAI ION.

3.12
312.12-1

3.12
312.12-1

COIICERtlS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY WUIIBER.



REFERE - ECPSI32J-ECPSI32C
I'REQUEt ", REQUEST
OHP - IS S — Rtttt

ATEGGRY! op pLANT opER. sUppoRT

) c:<IIIEb~v. AUsc<~ial IY
OFFICE 0 LEAR POIIER

EHPLOYEE COIICERtl OGRAN SYSTEN (ECPS)
EHpLOYEE collcERtt INFDRHATIoll BY cAlEGGRY/sUBcnTEGGRY
SUBCATEGORY s 512 SLCURI 1'Y I tlTERFACES Ul/U2

~ 4 aVl
RUII TI
RUN DAT

~ U
Si36ih
4/24/8 „

CONCERN NUHBER CAT

S
H

SUB R PLT
CAT D LOC

1 REPORT APPL
2 SAF RELATED

BF BL SQ IIB
HISTORICAL COIICERW

REPORT ORIGIN CONCERN DESCRIPTIOII

REF. SECTIO
CAT —

Ol'UBCAT— 31

Ilt -86"107-00401
T50 121

IN -86-107-00501
T50121

OP 51205 N llBN

OP 51211 N IIBtl

1 N tl II Y
2 WA HA NA No

1N N tl Y
2 NA IIA HA No

Itt-86-107-004 — QTC

IN-86-107 "005 QTC

ItlTERFncE FEllcIIIG RUlls BETIIEEtl UIIITs
) 8 2, FROll THE 692'O THE 757'L

EVATIOII, OIIE OFFICER IS ASSIGtlED (PE
R SHIFT) TO COVER ALL ELEVATIOllS OF
THIS Fr )ICE. CI sinTED THAT THIS Is
IIIADEQUnl( COVERAGE FOR A SECURITY P
ERIIIETL'R Ol'IIIS SIZE, AND THAT THIS

IS Colll'I ll:AIFD BY THE FACT THAT ACC
ESS 10 1IIE UIIIT 2 SIDE IS BASICALLY
UNCOIITROI.LED, AIID IT IIOULD BE EASY F
oR All IIIDIVII)UALTo BRIIIG Itl Atl EXPL
OSIVE DEVICE, TOSS IT OVER THE FEIICE

INTO UIIIT 1, AHD HOT BE NOTICED. C
I STATED ltlnT THIS IS ESPECIALLY

SHIFT CAPTAItlS AIID COHNUIIICATIottS Co
NTROL FUR PUBLIC SAFETY ARE LOCATED
OUTSIDE lllE POIIER BLOCK (PROTECTED)
AREA. THE BUILDItlGS ARE EASILY ACCE
SSED FROII THE PARKIIIG LOT, AIID COULD

BE EnsILY ATTACKED BY OUTSIDE .FORCE
S IIHICH IIOULD GREATLY DECREASE'OOR
DIIIATIOII OF THE REtlnIllltlG SECURITY F
ORCES. Cl STATED THAT SHIFT CAPTAIN
S/COtumltlICATIOIIS COIITROL SHOULD BE R
ELOCA1EI) 10 lHE CEtlTRAL ALARII STATIO
tl. tlUCL EAR POIIER COIICERII. CI HAS tl
0 FURTHER IHFORtIATION.

3.5.
312.05-1

..3.11
312.11-l

IN -86-107-00601 "
OP 31209 N NBN

T50121
1N N tl Y
2 NA IIA HA tlo

IN-86-107-006 QTC GunRD To)IERS B,c. AND D (CI utlsuRE o
F DESIGtlnTORS) HAVE CRACKS Itt TttE BU
LLETPROI)F HItlDOHS, IIHICH COULD ADVER
SELY nl.FECT TttE FUNCTIotl oF THE BULL
ETPROOF t'EATURE. tlUCLEAR POIIER COtlC
ERtl. CI HAS HO ADDITIDIIAL IHFORtlATI
Oll.

3.9
312.09-4

CONCERNS ARE GROUPED BY FIRST S DIGITS OF -SUBCATEGORY NUHBER.



REFERE tlCE — ECPS132J-ECPS132C
I'REQUEtlCY — REQUEST
OWP - Isss - RIIN

ATEGORYs OP PLAtlT OPER. SUPPORT

TENNESSEE VALLEY AUTHORIIY
OFFICE Of tlUCLEAR POWER

ENPLOYEE CONCERN PROGRAtt SYSTEN (ECPS)
ENPLOYEE COHCERtl ItlFORNATIotl BY CATEGOIIY/SUBCATEGORY
SUBCAIEGORYc 312 ~ SFCURITY PERSONNEL TRAIHIHG PROGRAN

I'Sl&I;
RUW TINE 13i36~3
RUtl DATE — 04i24i8

S
H

SUB R PLT
CONCERN HUNBER CAT CAT D LOC

I tl -86-107-00701 OP 31203 H IIBtl
T50121

IW -86-107" 00801 OP 31203 N HBW
T 50121

IN "86-111-00101 OP 31201 H HBH
T 50122

IH -86-136-00201 OP 31211 tl HBN
T50123

1 REPORT APPL
2 SAF RELATED

BF BL SQ HB

1H W tl Y
2 HA HA HA Wo

1 W H H Y
2 WA HA WA Ho

1 H W W Y
2 HA HA WA Ho

I W W H Y
2 HA HA WA Ho

HISTORICAL CONCERN
REPORT ORIGIN

IW-86-107-007 QTC

IH-86-107-008 QTC

IH"86"111-001 QTC

IW"86-136-002 QTC

CONCERN DESCRIPTIOH

ENERGEtlCY RESPONSE TEAN (ERT) IS CON
PosfD Of RAWDotILY SELECTED PUBLIC SA

. FETY vftt..uwwcL. cltosEtl Ar TtlE BEGItt
HltlG Ot: LACH SHIFT. ERT NENBERS CHA
HGE OW h DAILY BASIS. PERSONNEL CHO
SEtl FOR 1HE ERT RfCEIVE Wo ADDITIotlA
L/SPECIALIZED TRAIWIWG RELATED To ER
T FutlCTIOHS. CI EXPRESSED THAT IF T
VA IIAS REALLY SfRIOUS ABOUT Atl EFFEC
TIVE ERTi THEY HOULD PROVIDE A SPECI
ALLY TRAINED, DEDICATED TEAN FOR EAC
H SHIFT. tlUCLEAR PollfR CotICERtl. CI

HAS Ho ADDITIONAL IWFORNATIOW.

PUBLIC ShfETY OFFICERS Do ttoT RECEIV
E AtlY Pkot'ICIEWCY TRAItllWG BETIIEEW A
WtlUAL REQUALIFICATIOWS. OFFICERS AR
E ALLOTTED A CERTAltl tlullBER OF AIINutl
ITIotl ROIIIIDS TO BE USED FOR PROFICIE
WCY IlhltllL'tlAWCE, BuT TIIERf Is tlo EST
ABLISHED I'ltOGRAN To ASSURE TtlAT TtlE
FIRIWG lthtlGE IS NAWtlfD AWD AVAILABLE

FOR PROI'ICIEWCY USE. CI STATED TtlA
T IT IS fX t REIIELY DIFFICULT To GET 0
FFICERS Io VOLUWIEER To NAW THE RANG
E, THLRLIOIIE THE PROFICIENCY ROUNDS
Do IIOT GLT USED. tlUCLEAR POIIER COIIC
ERH. CI HAS Wo ADDITIONAL IWFOR

NATERIAI. OF PSO UtllFORNS IS IIAZARDOU
s, susorl IIBLE To coWTAIIIWATloW, AHD

FLAIIIIAIILf. DIFFERENT UHIFORN HATER
IAL SHUUI D BE USED. CI tlAS tto ADDIT
IOIIAL IHI ORtlATIOW. IIUC PHR CONCERN.

THE POIW:It DI.OCK SHOULD BE DESIGNED S
0 EVERYOWL IS REQUIRED To BADGE IW A
T PRESI'H(, lHE REACTOR CAll BE TRII'PE
D fROII IlutslDE Ttlf PROTECTED AREA (F
ROll TIH: I UIIBIHE BUILDING). CI HAS tl
OT ADDI I IOHAL ItlFORNATIOW. WUC POIIE
R COWCflitl.

REF. SECTIO
CAT —

Ol'UBCAT— 31

3.3
312.03-1

.3.3
312.03-4

3.1
312.01-1

3.11
312.11-1

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUNBER.



REFER ECPS132J-ECPS132C
FREQUEI — REQUEST
OHP - Isss — RHH

:ATEGORYs OP PLAHT OPER. SUPPORT

I) tltlf>b) .t:f AU)s<uitITY
Ol'FICE 0 CLEAR POWCR

EHPLOYEE COHCERH PROGRAH SYSTEH (ECPS)
EHPLOYEE CotlCfRtl IHFORHATIOW BY CATEGORY/SUBCATEGORY
SUBCATEGORY) 312 ADEQUACY OF'PSO UHIFORH IW HUC PLAHT EHVIRotlllEIIT

) $ 14 a ~ l,
RUW TII' s 36 c 3
RUtl DATE — 06/26/8

COWCERH HUHBER

IH "&6-137-00201
T50249

IH -86-137-00301
T50127

CAT

S
H

SUB R PLT
CAT D Loc

OP 31211 tl PIBII

OP 31201. H IIBH

1 REPORT APPL
2 SAF RELA'l'CD

2 I A HA WA Wo

1 tt tl tl Y
2 HA HA HA HO

IIISTORI CA). CotlCERtl
REPORT OR IGIH

III-&6-137-002 QTC

IH"86-137"003 QTC

COWCCRtl DESCRIPTIOW

CI STATCD TIIAT PUBLIC SAFETY OFFICER
S (tlAIII.S tto'I GIVEtl) HAVE BEEtt TOLD B
Y HEALTH I'IIYSICS PERSOHtlEL (WhrlES tlO
T GIVC)t) lllhT THE DOUBLE KtllT UtlIFOR
H TROUSI RS IIOULD "ATTRACT" A1RBORHE
COIITAI)lllhl10W Itl THE EVEtlT OF- A RELE
ASE. HUL".I EAR POIIFR DEPARTt1ftlT COWCE
RH. HO hl)DITIOHAL ItlFORHATIUtl AVAIL
nBLE In ) II.E. HO FOLLOII UP REQUIRED

THE PUll Shf PATROL VEtlICLfS USED fOR
Otl"Sl IL I')'ROLS HAVE Ho A/C. CI ST

ATED 1tut lVA POLICY OWLY ALLOIIS nrC
IH VEHICI I S USfD "OH THE ROAD". TH

E LACK nl h/C IW PATROL VEHICLE(S) H
AS A DfL t)t I OUS fFFECT OW OFFICERS AS
SIGHED TO THESE POSTS IH THAT THE TE
I'1PERATUIIL' WSIDE THE VEHICLES CAtl RE
ACH Itl LXCESS OF 100 DEGREFS BECAUSE

Tttf HtWDOHS HUST Bf ROLLED UP 8 TIIE
DOORS LOCKED IF VEHICLE IS UHATTEIID

ED TO HAKE ROUHDS, HUC POllER COHCER
H. CI HAS WO ADDITIOIIAL IHFORIIATIOH

REF. SECT I 0
CAT — Ol.
SU&CAT — 31

3.1
'12.01-1

.3.11
312.11-7

Itl "86-l37-Ooi)01
T 50127

IH -86-137-00601
T50127

OP 31201 H IIBH

.OP 31209 tl HBH

1 tl H H Y
2 HA HA HA Ho

1 H H H Y
2 IIA HA IIA Ho

Itt-86-137-006

IH-86-137-006

QTC A TIE IS REQUIRED IIHEII TtlE UHIFORH 0
F THC DhY CALLS FOII A JACKET OR LotlG

SHIRT SLEEVFS To BE IIORH. THIS CAll
Bf HAZARDOUS To THOSE PUB SAF OFFIC

ERS ASSIGHED POSTS tlfhR OPERATIHG/Ro
TAT IWG EQUII'1)EIIT. tlUC POIIER CotICERtl

Cr I)AS Wu ADOi TIOIIAL rttFORIIATIOII.

QTC COHHUHICATIOHS FROH THE GUARD TOIIERS
( IHCI.UI)lllo PIIIVATL/PLRSOHAL) CAH BE
IIOHITORI.D FROH THE CHIEF'S OFFICE,

THE Chl'lhltl'S UI.FICE, IHE CASS, 8 TH
E SASS. CI FCFLS lH'IS IS htl Ii)VASIO
H OF PRl VACY. HUC I'OIICR COWCERII. C
I HAS HU hl)ol IIUHAL IWI'ORI)ATIOH.

3.1
312.01-3

3.9
312.09-5

COHCERHS ARf GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY tlUHBER.



REFEREWCE " ECPS132J-ECPS)32C
FREQUEtlCY - REQUEST
OtlP " ISSS — RIIM

.AIEGORY OP PLAIIT OPER. SUPPORT

TEIIHESSEE VALLEY AUTIIORITY
OFFICE OF HUCLEAR PUIIER

EMPLOYEE COIICERtl PROGRAM SYSTEM (ECPS)
EMPLOYEE COtlCERtl ItlFORMATIOtl BY CA'IEGORY/SUBCATEGORY
SUBCATEGORY4 312 DISCRINIHATIOW HITtlltt TWE SECURITY ORGAttlZATIOtt

PAUt
RUtl TINE - 13436 43
RUtl DATE - 044/2<4/8

COtlCERII HUMBER
SUB

CAT CAT

S
H
R PLT
D LOC

1 REPORT APPL
2 SAF RELATED

BF BL SQ IIB
HISTORICAL COIICERW

REPORT ORIGltl COIICERW DESCRI PTIOH

REF. SECTIG
CAT - OI
SUBCAT - 3]

IH -86-137-00801
T502449

MP, 70512 S MBtl

IH "86-187-00101
T50) 244

OP 31201 H IIBW

02 OP 31202 S t)BII

1 tl H W H
2 tlA tlA HA tlA

1 H H H Y
2 tlA IIA tlA tlO

1 tl tl tl Y
2 HA HA WA HO

IW-86-137-008 QTC

IW-86-187"001 QTC

FftIALE PUBI.IC SAFETY OFFICERS ARE GI
Vftt "PREI'L'REIITIAL44 POSTS Otl THE PREtl
ISE Ttlt I THEY CAII'T DO "PAT-DOMUS".

IIUCLEAII I'OIIER DEPARTllEHT COtlCfRH.
tla ADDI I I OHAL IHFORllATIOW AVAILABLE
Itl FILE. tlO FOLLOII UP REQUIRED.

THE TROIISERS IIORtl BY'PUBLIC SAFETY S
ERVICL 0114ICEI(S ARE MADE FROt'1 SYtltIIE
TIC llhllRIAL. CI FEELS THESE TROUSE
RS SIIOI)l I) BE HADE FROM COTTOH FOR FO
LLOIIIIIG Ill:ASOIIS THE SYHTtlETIC tlhTER
IAL IS n "AFETY HAZARD BECAUSf THE T
ROUSERS IILLl IIHEtl TIIEY CATCH OW FIRE

A)ID THE SYIITHETIC IIATERIAL ABSORB R
~ DIATIOH. WUCL EAR POIIER COWCERII. CI

DOES HOT HAVE AIIY ADDITIOIIAL IIIFORN
ATIOW. tl0 FOLI.OII UP REQUIRED.

3.2
312.02-3

3.1
3)2.0)-2

IH -86"187-00201
T501244

OP 31203 tl IIBH 1 H H H Y
2 IIA HA HA WO

Itl"86-187-002 QTC CI FEELS TIIE PUBLIC SAFETY SERVICE 5
-IIAII RESPOIISf TEAN SHOULD IIAVE SPECI
AL TRAIHIHi) IIHERE, IF AIIYTIIIHG EVER
DOES IIAI'I'III. TIIE 5-llhW RESPOHSE Tfhtt

Chtl TAKI: CARE OF EI1ERGEtlCY SITUATIO
IIS MORI'. I'.FFECTIVELY. CI FEELS THAT
UHCE A MOHIH IIIE 5-MAtl RESPOtlSE TEAN

SHOULD lif TRAIIIED AtlD REIIAIH TOGETH
ER AS A WHIT TO HAIIDLE EIILRGEIICY SIT
ATUIOHS. HUCI.EAR POIIER COHCERH. CI

COULD HO1 I'ROVIDE AWY ADDITIOHAL IW
FO. WO I l)LLUII UP REQUIRED.

3.3
312.03-1

COIICERHS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUMBER.



REFER ECPS132J-ECPS132C
FREQUE - REQUEST
OWP — ISSS — RHH

ATEGORYI OP PLAIIT OPER. SUPPORT

TEtlWESSE tY AU I Uut(ITY
OFFICE LEAR POllER

EHPLOYEE CotlCER OGRAH SYSTEN (ECPS)
EHPLOYEE COWCERtl ItlFORtlATIOII BY CATEGORYrSUBCATCGORY
SUBCAfEGORY 312 DISCRIttltthTIOII IIITIlltlTIIE "LCURITY ORGAtIIZATIOtl

I'Aua. C'I
RUII Tl 3I36xl
RUtl DA

OII/2II/L'OHCERtl

HUHBER CAT

ltl -86-187-00301 NP
T5012CI

SUB
CAT

S
H
R PLT
D LOC

70512 S HBH

02 OP 31202 S HBH

1 REPORT APPL
2 SAF RELATED

BF BL SQ I<B

1 H W H W

2 WA HA WA WA

1 H H H Y
2 WA HA HA Wo

HISTORICAL COWCERH
REPORT ORIGItl

IH-86-187-003 QTC

COWCERII DESCRIPTIOH

CI FEELS lltERE ARE Too I'1AWY FEIIALE P
UBLIC Shl'ETY SERVICE OFFICERS OW THE

DAY SIIIFf. THIS CREATES A PROBLUI
BECAUSE TIIE FEtlhLE OFFICERS CAWtloT ll
ORK AIL POSTS DUE To TIIE FEHALE PSS
OFFICERS tlof BEltlG ABLE To PAT-Dolltl
OR SEhRCH IIALE EIIPLOYEES. CI FEELS
FEIIALE Ol'FICERS SIIOULD BE ALLOIIED To

PAT-DOIIW htlD SEARCtl IIEII. TIIIS IIOUL
D ALEVIAIE THIS CuttCERtl. IIUCLEAR PO
IIER COWCERII. CI COULD IIOT PROVIDE A
IIY ADDITIOIIAL IHFORIIATIOW. HO FOI.LO
ll UP RQUIRED.

REF. SECT I(
CAT - OI
SUBCAT " 3)

3. 12
312.12-3

IH -86-191"00101 OP
T5012II

IH -86" 193" 00101 OP
T50125

IH -86-193-00301 OP
T50125

31212 tl HBH

31203 H HBH

31211 H HBH

1 tl tl tl Y
2 IIA HA HA NO

1 H H H Y
2 HA HA WA No

1H H tl Y
2 WA WA HA Wo

IH-86-191-001 QTC

IH-86-193-001 QTC

Itl-86-193-003 QTC

CI FEELS PUBLIC SAFETY POSTS 1 8 0 S
IIOULD tlhKL'IRE CIIECKS TOGETIIER. AS

AH EXhtll'l E, CI STTED THERE IIAS A SH
OOTIHG I WCI I)Etll ABOUT II-5 I'IOWTHS AGO
Itl 1985 AI OAKRIDGE IIHILE PATIIOLLIW

G ALOWE. COWSTRUCTIOW DEPT. COWCERH
CI llhS Wo FURI'IIER IIIFOR11ATIOII. F

OLLOII Ul'(EQUIRED.

PUBLIC SAFETY COtlTIHGEHCY RESPOHSE T
EAII (CRI ) IS tloT EFFECl'IVE EWOUGII To

tlhtlnLL h REAL EWERGEIICY SITUATIOtl.
CRT PERSOlttlEL ARE ttoT PROPERLY EQUI

PPED OR 1RAIWED. WUC Pttlt COWCERH.
CI HAS tto FUIITHER IHFORtIATIOW. tlo F
OLLOII UP RFQUIRED.

PLAHT SECURITY PERIHETER SHOULD EXTE
WD F'ARTIII'R AllAY FRoll TIIE PROTECTED A
REA OF Rl ACTOR BUILDIIIGS, Itl TIIE FOR
II OF PATROLS AHD ELECTROIIIC SEtlSltlG
DEVICES. WUCLEA POIIER COIICERII. CI
HAS tlO I:URTIIER ItlrORtlATIOW. WO FOLL
Ol'I UP REQUlRED.

3. 12
312.12-3

3.3
312.03-1

3. 11
312. 11-1

CotICERtlS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY. HUHBER.



REFERE)ICE - ECPS132J-ECPS132C
FREQUEtlcY — REQUEST
OIIP - ISSS — RIIII

:ATEGORYs OP PLAtlT OPER. SUPPORT

TEtltlESSEE VALLEY AUTHORITY
OFFICE OF t)UCLEAR POllER

EHPLOYEE Cot)CERII PROGRAH SYSTEH (ECPS)
EHPLOYEE CONCERN IWFORtlnTIOtt BY CATEGORYrSUBCATEGORY
SUBCATEGORY) 312 SECURITY PERSO)WIEL TRAIt)IWG PROGRAN

PAGE
RU)l TII'IE — 13 i 36

c.'Utl

DATE — 04i24if

Cot)CERtl t)UHBER

S
H

SUB R PLT
CAT CAT D Loc

1 REPORT APPL
2 SAF RELATED

BF BL SQ NB
HISTORICAL, COWCERII

REPORT ORIGIN CONCERN DESCRIPTIOW

REF ~ SECT II
CAT — OI
SUBCAT - 3)

IN -86-196-00101
T 50124

IN -86-213-00201
T 50132

IH -86-213-00301
T50132

OP 31203 H IIBH

OP 31204 H HBtl

OP 31212 H HBH

1 H H H Y
2 NA HA HA Wo

1 tl t) tl Y
2 HA HA t)A Ho

1H H )I Y
2 )IA )IA HA Ho

IH-86-196-001 QTC

IN-86-213-002 QTC

IH-86"213-003 QTC

TVA tlEf DS A SECURITY ALERT RESPOIISE
TEA)'I CO)ll'RISED OF OFFICERS DEDICATED

To THE )ASK, RATtlER THAW A TEAtl OF
RAt)DotlLY Sl'.L ECTED OFFICERS. CI HAD
IIO ADDIT IOIIAL IIIFORIIATIOII. IIUCP)lk C

OIICERtl. 0 FOLLOII UP REQUIRED.

PUBLIC SAFETY IIORK SCHEDULES ARE t)OT
ADHERED TO. TIIE SCHEDULES OFTEtl CH

AtlGE AT TWE BEGIWtlI)IG OF A St)IFTi IIH
ICW )IAKES IT II)POSSIBLE To PLAN THE
TYPE Ol'LOTHIIIGn ETC e To I'IEARiBRItl
G To WORK, OR TIIE ANOUIIT OF TIIIE To
PLAN FOR A SWIFT. FOUR DAY l)EEKE)IDS

ARE SC)IEDULED IIITH A "UTILITY DAY"
AT TIIE BEGltlt)IHG OR EWD. TWE " UTIL
ITY DAY" IS USUALLY HOVED TO l)ITIIIW
T)IE IIFEKEWD PFRIDD, I)IIICN CAUSES TIIO

DAYS OFI, 0)IE IIORK DAY, AHD THE REH
AIIIIIIG TIIO DAYS OFF. Tt)IS DEFEATS T
HE PURPOSE OF Tt)E FOUR DAY IIEEKE

PUBLIC SAFETY HAS Co)INITTED To TIIE H

RC To )IORK Wo l)ORE THAW l0% OVERTINE
HOIW!VER> Tt)IS IS OFTEtl GOTTEtl ARO

Ut)D BY Il)E USE OF "HURRY-BACK", IIHER
E AW EHPLOYEE WILL HORK A FULL SIIIFT

TAKE TWE IIEXT SIIIFT OFF, AWD REPOR
T BACK OW THE FOLLOIIItlG SHIFT. IIIDI
VIDUAI.S kl:CEIVE 4 HOURS ADDITIOIIAL S

TRAIGHT 'I IIIE PAY FOR THIS. CI EXPRE
SSED THAT fWIS BASICAI.I.Y ANOUWTS TO
OVERT))IL, IIIT)I EQUIVALE)IT OVERTItlE P

AY BUf IS WOT COUWfED AGAIt)ST THE 1

oi OVL'Rl'1)IE LIt)If. t)UCPIIR DEPT COtlC
ERtl. CI I)AS WO FURTHER It)FORtlAT

3.3
312.03-1

.3.4
312.04-1

3.12
312.12-3

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUHBER.



REFER ECPS132J-ECPS132C
FREQU REQUEST
OWP - Isss — RIDI

-:ATEGORYa OP PLAIIT OPER. SUPPORT

TEWIIESSE EY AUTIIORITY
OFFICE CLEAR POllER

EHPLOYEE CONCERN PROGRAII SYSTEH (ECPS)
EHPLOYEE COIICERW IIIFORIIATIOW BY CATEGORY/SUBCATEGORY
SUBCATEGORY i 312 t'IAWAGEIICIIT AIID PERSOWWCL ISSUES

Pht t= 2b
RUtl TI 13i36if
RUtl DATE - 04/24/I

CotlcERtl NUMBER CAT
SUB
CAT

S
H
R PLT
D Loc

REPORT APPL
2 SAF RELATED

BF BL SQ IIB
HISTORICAL

REPORT
CONCERN
ORIGIN CONCERN DESCRIPTIOW

REF. SECT II
CAT - OI
SUBCAT—

IH -86-213-00401
T50132.

IH -86-213-00501
T50132

OP 31204 H HBH

OP 31207 H HBH

1 tl tf tt Y
2 WA HA HA Wo

1 tl tl tl Y
2 HA WA WA Wo

Itl-86-213-004 QTC

Itl-86-213-005 QTC

PUBLIC SaFETY SERVICE HhtlhGEtlEtlT Otl
DAYS, EVI:WINGS AWD tlIGHTS RUtl TIIE P.
S.S. PROURAH DIFFEREIITLY, htlo Do WOT

IIITERI'ItlI I'ROCEDURES/IWSTRUCTIOIIS T
HE SAtlE. IIIIS CAUSES COIIFUSIOW htlOW
G PUBLIC Sht EIY PERSotltlL'L p AWD POSSI
DLE Itlhl)l 'ItfhcfES IW PROGRAH IHPLEIICtl
lhTIOW. IIUCPIIR DEPT'. CONCERN. CI tt
AS Wo Fflli'IIIER IIIFOIIIIATIOW. WO FOLLOI.I

UP REQUIRED.

"POST Oftf)ER"" ARE WOT PROVIDED AT AL
L PUBLIC .'SAFETY SCRVICE POSTS AS REQ
VIREO. tlllCI'IIR DCI'T. CIIIICERtl. CI IIA
S tlo FUIIIWLR IIIFORIIATIOII. 110 FOLLOII

Ul'EQUIRED.

3.4
312.04-2

~ 3.7
312.07-2

Itl -86-214-00101
T50132

OP 31206 H IIBW 1 H H H Y
2 WA HA WA HO

Itt-86-214"001 QTC SECURI IY IS OWLY FOR SHOII AT IIATTS B

AR, I.F., PER.'iotltlCL ARE ALLOIIED lo P
ASS 1 III'IIUblt TIIC Sl.'CURITY BARRIER DUR
ItlG AW EHLIRGFWCY IF THEY GIVE THEIR
BADGE lO n WOII-SECURITY TYPE CLERK.
CI DOES tlOT FEEL THAT TttfS IS PROPE

R. CI tthS tlo IIORE IWFORtlhTIOW. IIUC
I'IIR DEI'T. CUIICLRtl. HO FOLLOII UP REQ
UIRED.

3.6
312.06-2

Itl "86-214-00201
T50132

Itl -86-214-00301
l'50132

OP 31201 H HBH

OP 31211 tl HBII

1 tl H tl Y
2 HA WA HA Ho

I tl tl tt Y
2 tIA WA HA NO

IH-86-214-002 QTC

Itt"86-214-003 QTC

SECURITY UWIFORIIS WEED To BE HADE OF
A HAIL'IIIALTHAT Chtl DE CLEAIIED OF R

ADIUACTIVL DUST ItlSTEAD OF WAVING To
BE DESIROYLD. CI IIAS Wo IIORE IWFOR

NATION. tlUC PIIR DEPT. COWCEIIH. Ilo
FOLLOH UP REQUIRED.

THE SECIIRITY ALARH SYSTEfl IS OBSOLET
E AWD FAI.SE ALARHS CAtl OCCUR, AS FREQ
UEIITLY AS THREE TIHFS Itl 5-10 HIIIUTE
S. CI f EELS TtlAT THIS DEGRADES TtlE
"BELIEVABILITY"OF THE ALARII. SYSTEH.

CI HAS Wo NORE ItlFORI'1ATIOII. IIUCPI<
R DEPT. COtlCFRW. tlo FOLLOII UP RCQUI
RED.

3.1
312.01-1

3. 11
312.11-2

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUHBER.



REFERE t)CE — ECPS132J-ECPS132C
FREQUENCY - REQUEST
OHP — ISSS " RHII

:ATEGORYI OP PLANT OPER. SUPPORT

Tfl)WESSEE VAI.LEY AUTHORITY
OffICE OF NUCLEAR PO)IER

E)IPLOYEE COtlCERH PROGRA)l SYSTEN (ECPS)
EHPLOYEE COt)CERtl It)FORIIATIOW DY CATEGORY/SUBCATEGORY
SUBCATEGORYI 312 SECURITY PROGRAHS AHD PROCEDURES

PAGE — 2l
RUW TINE — 134364:
RUW DATE - 04i24i'I

CONCERN NUHBER CAT
SUB
CAT

S
H
R PLT
D LOC

1 REPORT APPL
2 SAF RELATED

BF BL SQ IIB
)IISTOR ICAL

REPORT
CONCERN
ORIGIN COHCERtl DESCRIPTIOtl

REF. SECT I I
CAT — Ol
SUBCAT

ltl -86-214-00401 OP
T50132

31212 H HBH 1 H H H Y
2 HA HA HA HO

IH-86-214"004 QTC PUBLIC SAFETY DOES HOT HAVE THE AUTH
ORITY TO fWFORCE THE SITE RULES AHD
REGULAT10WS. CI DOES'HOT FEEL THIS
IS PROI'ER. CI HAS HO tlORE IHFOR)IATI
OH. HUC. PIIR DEI'T. COHCERtl. WO fOLLO
ll UP REQUIRED.

3.12
312.12-4

It) "86-214-00601 IIP
T 50132

10512 S HB)I

02'P 31202 S HB)l

1 tl H H H
2 t)A HA tlA HA

1 tl t) H Y
2 HA )IA HA WO

IH-86-214-006 QTC FEHALE PUBLIC SAFETY OFFICERS ARE EX
EHPT FRUII CERTAIN ASSIGHt1EHTS AS THE
Y IIOULD Itf REQUIRED TO "PAT DO)it)" )IA
LES AS Ilr).L AS FEIIALES. THIS IS DIS
CRIHlt)ATORY TO BOTH IIALE AtlD FE)IALE
OFFICERS. CI )IAS WO tlORE IHFOR)IATIO
tl. HUCI'IIR DEPT. CONCERN. WO FOLLOII

UP REQU1RED.

3.2
312.02-1

it) "86-214-00801 OP
T 50132

Itl -86-224"00101 OP
T50135

31206 H HBH

31204 H I<5)I

1 tl tl H Y
2 HA HA HA WO

1 tt tl H Y
2 )IA HA HA HO

IH-&6-21I4-008 QTC

It)-86-224-001 QTC

PUBLIC SECURITY HAS BEEN ASKED TO OP

Etl THE SECURI fY DOORS SO EQUIP)'IEWT C

AH BE 'IAKEH IHROUGH Ot)LY TO FIND IHf
EQUIPHE)IT IIAS COFFEE. Cl FEELS THA

T THIS Dl'.I10WSTRATES Tllf LACK OF SERI
OUSHESS IIITH IIHICH PUBLIC SAFETY IS
TREATf0. CI HAS HO tlORE IHFORHATIOtl

HUCPl)R DEPT. CONCERN. tlD FOLLOII
UP REQU)RED.

CONCERN I)AS EXPRESSED REGARDItlG THE
CotlSTAtll CtlAHGIHG OF ORAL DIRECTIOtl,

IIHICH USUALLY-DIFFER FROH IIRITTEW 0
RDERS AHD PROCEDURES TAUGt)T Itl PUBLI
C SAFE lY SEHIWARS 8 TRAIHIt)G CLASSES

AS AH fXAIIPLE, CI STATES THAT REC
Et)TLY THERE l)AS A FIRE IH AUX BUILDI
WG AWD 1110 PUBLIC SAFETY OFFICERS Rf
SPOHDED IIITWOUT PROPER .EHERGEtlCY BAD
GES. CI SUSPECTS THESE TIIO IWDIVIDU
ALS ARE tlOII LIABLE FOR DISCIPLINARY
ACTION DOI'. TO HOT I'OLLOI)lt)G PROCLDUR
fS. tlUCLI:AR PUIIER DEPT COWCLRW. CI

)IAS tlO I'URTWER IWFORtlATIOW.

3.6
312.06-3

3.4
312.04-2

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUHBER.



REFER ECPS132J-ECPS132C
FREQUE " REQUEST
OWP — ISSS — RIIII

:ATEGORY4 OP PLANT OPER. SUPPORT

TftltlESSE EY AUTHORITY
OFFICE CLEAR POllER

EMPLOYEE COtlCERW ROGRAM SYSTEM (ECPS)
EMPLOYEE COtlCERtl ItW:ORMATIOW DY CATEGORYrSUBCATEGORY
SUBCATEGORY) 312 SECURITY PROGRAI'IS AIID PROCEDURES

PAGE 28 ~

RUtl TI 34364:
RUW DAT 04r24rt

S
H

SUB R PLT
CONCERN NUMBER CAT CAT D LOC

1 REPORT APPL
2 SAF RELATED

BF BL SQ IIB
IIISTORICAL CONCERN

REPORT ORIGIN CONCERN DESCRIPTIOW

REF. SECT II
CAT — OI
SUB CAT 3)

IH -86-2'-00101 OP 31212 H IIBH
T50141

1 H tl tl Y
2 HA HA WA HO

QTC CI FEELS TtlhT DACKGROUtlD IIIVESTIGATI
OIIS Ol'I.L tlUCLEAR PLAIIT EIIPLOYEES S
WOULD DL'EQUIRED AWD COMPLETED PRIG
R TO EMI'LOYtlEtlT OR GRhtlTIWG OF SITE
ACCESS. CI ALSO FEELS THAT BACKGROU
IID CHECKS StlOULD DE PERFORMED, Otl AW

ItlTERIllI fEWT BASIS,. FOR FOSSIL htlD
IIYDROELI'.CIRIC EtlVLOYEES. CI FEELS T
HAT PUDI. JC SAFETY SHOULD IIAVE A DIVI
SION TO IERFORM THIS ACTIVITY. COWS
TRUCTIOW DEI'I'OIICERtl. CI HAS NO FU
RTHER I WFORtlATION.

3.12
312.12-2

IW "86-244-X0101
T502c40

OP 31208 H IIBtl I tl tl tl Y Itt-86-244-XOI
2 WA IIA HA WO

QTC CI STATED THAT PERSOtltlfL EXITItlG THE
PLAtlT AflL'EQUIRLD TO HAVf 1IIEIR LU

IICII DOXL'S AtH) SACK CHECKED BY SECURI
TYp DUT FtlTfRIWG COtlTAItlERS ARE tlOT
CHECKED. CI FLEI.S THAT A SEARCH OF
EtlTERltlG COWfhIWERS IIOULD REDUCE THE

POSSIBILITY OF AW EIIPLOYEE BRIWGIWG
SOMETHING IW TIIAT COULD DAMAGE THE

PLANT ~ COIISTRUCT ION DEPARTtlftlT COtlC
ERII. CI WAS WO ADDITIONAL IWFORIIATI
Otl. IIO FOLLOII UV REQUIRED.

3.8
312.08-1

IN "86-246-00401 OP 31204 tl IIBtt 1 tl tl H Y
T 50142 2 IIA HA WA WO

QTC CI llhS DIRECTED BY SIIPfRVISIOW TO LE
AVE Crl 'S AREA UtlSECURfD Otl SVfCIFIC

OCCASIOtlS. (IthttfrDETAILS TO TtIE SP
ECIFIC CASE ARE KWOIIW COWFIDftlTIALIT
Y). NUCLEAR POllER COtlCERW. CI IIAS
tlO FURI'WER IIIFORIIATIOW.

3.4
312.04-2

ltl -86-271-00201
T 50147

OP 31208 H IIBH 1 H H N Y IH-86-271 "002
2 WA HA WA WO

QTC CI HAS DEEII ADMITTED Otl SITE SEVERAL
TIMLS OVER THE PAST 4 I'IOWTWS tllTWOU

T DISPLAYING HIS BADGE. CI FEELS Tll
E SECURI fY GATE FOR COIISTRUCTIOII AtlD

VEHICLE IRAFFIC tlffDS ItlVROVft1EWT T
0 TtlE POI tlT THAT TtlIS IIOULD tlOT HAPP
Etl AGAIW. THIS IS EITHER A TRAIWItlG

OR PR04)l(htt DEFICIENCY. COtlSTRUCT IO
tl DEI'T COIICfRW. CI HAS IIO ADDITIOWA
L IWFORIIATIOW. IIO FOLLOIIUP REQUIRED

3.8
312.08-1

CONCERNS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY NUMBER.



REFERENCE - ECPS132J-ECPS132C
FREQUENCY — REQUEST
OWP — ISSS — RIIH

CATEGORYR OP PLAIIT OPER.

SUPPORT'EWtlESSEE
VALLEY AUTIIORITY

OFFICE OF tlUCLEAR POIIER
EMPLOYEE COttCfRtl PROGRAM SYSTEM (ECPS)

EHPLOYEf COIICERtl IIIFORIIATIOII BY CAtEGORY/SUBCATEGORY
SUBCATEGORYR 312 SECURITY GUARD TOIIERS

PAGE - 29
RUW Tlt'IE — 13R36R:
RUII DATE " ORti2Rtit

CONCERN NUMBER CAT
SUB
CAT

S
H
R PLT
D LOC

I REPORT APPL
2 SAF RELATED

BF BL SQ IIB
HISTORICAL CONCERN

REPORT ORIGIN CONCERN DESCRIPTIOW

REF. SECT I I
CAT — 01
SUBCAT — 3.

IN -86"272-00201
T50250

IW -86-291-00701
T50IR17

Itl -86-294-00101
T 50152

OP 31209 N llBtl

OP 31211 tl HBII

OP 31208 H HBH

1 H W H Y
2 WA IIA WA HO

1 tl tl Y Y
2 WA HA SR SR

1 H tl tl Y
2 HA HA WA HO

QTC

I"85-622-IIBW QTC

Itt-86-29RR "001 QTC

CI HAS CntlCERIIS RfGARDItlG THE GUARD
TONERS. AIID Ttlf EtlERGEIICY MEDICAL TE
AH. DUE TO TIIIE LIMIT OF IIIITIALItt
TERVIEH CI COULD IIOT ADEQUATELY EXPR
ESS TWE COIICERH. IIO FURTHER IHFORHA
TIOtl I tl I'ILE. IIUC. POHER DEPARTMENT

COtlCERH. WO FOLLOI< UP REQUIRED.

HAY/JUIIE 1985. A FLOODIIIG COIIDITION
EXISTED AT THE IIITAKE PUHPIWG STATI

Otl. IIWEII THE "ALARt1" IIAS AtWIOUHCED
IT TOOK I-'ORTY (RR0) MINUTES BEFORE TH
E API'RUPRIATE PERSOHtlfL COULD BE CLE
ARED TtIROUGH SECIIRITY SO THE COtlDITI
Otl COULD BE CORRECTED. THIS DELAY I
S DUC TO IHE "POllER "BLOCK" SECURITY

COtlCEPT AWD TtlhT THE INTAKE PUHPItlG
STATION IS OUT OF THE POIICR BLOCK A

REA. (IIAIIES/DETAILS KIIOIltl TO QTC AH
D IIITIIIILRLDTO t1AIIITAItlCDIIFIDEIITIALI
TY). IIUCLEAR POIIFR COIICERtt. CI HAS

IIO FURIHFR IIIFORIIATIOtl. IIO FOL

CI FEELS A SECURITY SCREEIIIIIG PROCES
s Is IIFFnfn F0R AltY pfltsoH EIITERItlG
TVA FACILITIFS. CI IIAS tin ADDITIOIIA
L ItW'ORtlhl IOII. IIO FOLLOIIUP REQUIRED

3.9
312.09-6

- 3.11
312.11-5

3.8
312.08-3

IH "86"295"00101
T50151

IH "86-295-00201
T50151

OP 31211 W IIBN

OP 31211 H IIBH

ltl HHY
2 IIA WA HA SR

1 H tl tl Y
2 IIA HA HA WO

IH-86-295-001 QTC

III-86-295-002 QTC

EXPLOSIVF. DETECTORS IW TWE ENTRY POR
TAL, ELFV. 708', TURBItlE BUILDItlG DO
II'T IIORK AtlD ARE INEFFECTIVE IIHEtl TW
EY DO RUII. SEVERAL HAIIITEtlAIICEREQU
ESTS HAVE BEEII TURIIED IHIO TIIE SECOII
DARY ALARM STATIOII tlHO TURIIED THEM I
WTO THC IHSIRUHEWT SHOP. NUCLEAR PO
IIER COIICFRW., Cl HAS IIO ADDITIOtlhL I
tlFORHA I IOW. FOLLOII-UP IIOT REQUIRED.

IIATTS BAR HEfDS TO BE IGNORE SECURE.
THE PLAN( IIEEDS LARGER PROTECTED ARE
A. tlUCI.CAR POIIER COIICERII. CI HAS tl
0 ADDI I'I tltlhL IWFORtlAZION. FOLLOII-UP

tlOT RI.QIIIRED.

3.11
312.11-12

3.11
312.11-1

COHCERIIS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY NUMBER.



REFEREI — ECPS132J-ECPS132C
I'REQUEtlC — REQUEST
OHP — ISSS — RIIN

:ATEGORY OP PLAIIT OPER.

SUPPORT'EtltlESSEE
EY AUfHORITY

OFFICE OF CLEAR POllER
ENPLOYEE COIICERII PROGRhtl SYSTEN (ECPS)

EPIPLOYEE COHCERH IIIFORIIATIOII DY CA'IEGORY/SUBCATEGORY
SUBCA1 EGORY: 312 SECURI1 Y PROGRhtlS AtlD PROCEDURES

PAGE 30
RUtl TIth 3s36:.
RUH DATE — 0/i/2/i/I

S
H

SUB R PLT
COHCERII HUMBER CAT CAT D LOC

1 REPORT APPL
2 SAF RELA1ED

BF BL SQ IIB
HISTORICAL

REI'ORT
COHCERH
ORIGIH COIICERtl DESCRIPTIOII

REF. SECTII
CAT — OI
SUBCAT — 3J

Ptl -85"029-00101 OP 31212 tl IIBtl
T 50091

1 H tl tl Y
2 IIA HA HA HO

PII"85"029-001 QTC PUBLIC SAFETY SERVICE OFFICERS IIAVE
BEftl IIOfll'IED Tllhf TIIE IIRC IIAS RESTR
ICTED ltif htlouttT OF OVERTINf IIOURS T
IIAT A PSS OFFICER CAII IIORK AT IIATTS
BAR TO 72 HOURS Itl A 'fll0 IIEEK PERIOD
Wllii ADDITIOHAL I.llilTATIOtiOF HO lio

RE THhtl 36 IIOURS OVEIITII1E Itl A OIIE II
EEK PERIOD AHD lio I~ORE Ttthtt Tito SrXT
EEII IIOUR SHIFTS IIORKfD COIISECUTIVELY

C/I SfhTES THAT.IIATTS BAR IS 1IIE
OHLY 1VA HUCLEAR PLAHT IIITH THIS RES
TRICTIOII. C/I FEELS THAT IT IS UIIFA
IR TO RESTRICT OR LINIT TIIE OVERTIIIE

fOR PSS OFFICERS AT IIATIS BAR II

3.12
312.12-3

Rll "86-A-0095 01 OP 31211 H BFH 1 Y Y Y Y
2 SR SR SR SR

SQN-86-010-00101 OP 31208 H SQH 1 H H Y H

T50264. 2 HA HA HO HA

IIRC

QTC

TIIE ALLEGER STATED TIIAT TtlERE ARE OV
ER 300 KL'YS TO TIIE VARIOUS ROOtlS THR
OUGHI)UI 1HE DROIIHS FERRY IIUCLEAR PLA
tlf IIHICII COtlTAIH SAFETY-RLLATED EQUI
PtlEtlf: IHESE KEYS, ARE I'OORLY IDEIITI
FIED htH) POORLY COHTROLLED. TtlIS PO
SES h I'ROIILEN DURIHG A PLAIIT EtlERGEtl
CY IIHEH ACCESS TO SAFETY-RELATfD EQU
IPtlEHf IS IIECESSARY. ALSO> SOtlE ARE
AS ARE IIOf READILY ACCESSIBLE IH FIR
ES OR 01'IIER EtlERGEtlCIES. THIS SPECI
FIC ALLEGATIOII APLIES TO BROlltlS FERR
Y OIILY, IIOIIEVERp IT tlAY ALSO IIAVE GE
IIERIC IIII'LICATIOHFOR OTHER TVA

NAIIY PUBI.IC SAFETY OFFICERS DO IIOT R
EQUIRE Fl'.IIALE EtlPLOYEES Tlt SUBIIIT TO

A SFARCII OF THEIR PURSES DURIHG AFT
ERIIOOH "I UIICH BOX CtlfCKS". 1'HIS HAS

ALLOIIEII fHEF'fS OF ZVA PROPERTY TO 0
CCUR (1IIO CALCULATORS, IIO OTHER DETA
ILS KHOlltl). HO FURTHER IIIFORI'IATIOH
Itl FILE. AIIOtlYNOUS COIICERH.

3.11
312.11-5

3.8
312.08-7

COIICERIIS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUNBER.



REF EREIICE — ECPS1 32 J-ECPS132C
I REQUEHCY —

. REQUEST
OHP " ISSS - RIIH

ATEGORYi OP PLAtlT OPER. SUPPORT

TftltlESSEE VALLEY AUTIIORITY
OFFICE OF tlUCLEAR POWER

EMPLOYEE COIICERtl PROGRAH SYSTE)I (ECPS)
EI1PLOYEE COHCERtl IIIFORI<ATIOII BY CATEGOIIY/SUBCATEGORY
SUBCATEGORY a 312 SECURITY ItlTERFACES Ul/U2

PAGE — 31
RUtl TINE - 13i36i:.
RUH DATE " 04/'24~)

IIBH-0058 01 OP 31205 H IIBH

S
H

SUB R PLT
CONCERN HUHBER CAT CAT D LOC

1 REPORT OPPL
2 SAF RELATED

2 HA HA HA HO

'ISTORICAL CONCERN
REPORT ORIGItl

OECP

CONCERN DESCRIPTIOW

IH A tlEDICAL EtlERGEtlCY - I'IEDICAL RES
POHSE ILAII IIAS DELAYED BY PSS IN EAR
LY DECO)I)I!R 1985 IIHEW TRAHSPORTIWG
IIIJURED L't11'LOYEE FROW UIIIT 2 TO UNIT

1 757 ELEVATlOH. DELAY WAS CAUSED
BY PSS I'Al 1 lt)G DO)ltl HEHBERS OF llEDIC
AL RESPOtlSES TEAN.

REF. SECTII
CAT - Ol
SUBCAT — 3

3.5
312.05-2

IIBH-0076 01 OP 31208 H WBH 1 H H H Y
2 HA HA HA WO

OECP THERE "IIOU1D BE PERIODIC CHECKS OF I
IICOIII)li)/IiXITING EtlPLOYEfS BAGS, LUIIC
HES, EIC. Ar BACK COWSTRUCrlott'GATE.

GUAR))S ARE OBLIVIOUS TO AWYTHItlG G
OI IIG OII.

3.8
312.08-1

C

IIBP-85"016 "00101
T50233

IIBP-85-016-OOCIOI
T50233

OP 31212 H WBN 1 N tl tl Y WBP-5-016-001
2 HA IIA HA HO

OP 31211 tl WBH 1 tl tl H Y IIBP-5-016-00i)
2 WA HA HA WO

QTC

QTC

THE 10:: PAT-DOlltl SEARCH REQUIREHEIITS
FOR PL'k'.i))HHEL EtlTERItlG TIIE POIIER BL

OCK IS IHAI)EQUATE TO ASSURE PROTECTI
Otl OF Tt)C I'LANT. PERSOHHLL l)HO ACCE
SS THE I'l)IIER BLOCK SFVERAL TItlES A D
AY ARE SEARCIIED 1)ORE OFTEN, l)IIILfTH
OSE I'LRSOIIIIEL WtlO ACCfSS Otl Atl IIIFRE
QUENT'BASIS NAY NAKE SEVERAL EIITRIES
IIITII HO Pnl-DO)ltl BEIIIG I f:kFORI]ED.

CI SUGGESTS TIIAT A COtlPUTER RAHDOtl S
ELFCI'IOII OF BADGE IIUIIBERS (SUCtl AS I
S USED Ar SEQUOYAII) WOULD BE FAIRER
At)D t)Okt! fFFECTIVE. IIUC. POIIER DEPA
RTflEIII COIICERII. Cl I)AS t)0 FURTH

SECURI1Y CARD RCADERS Itl UtllT 1 ARE
ItlPROPEII).Y I.ABLLED IIIT)l TIIC ACCESS L
EVELS AUIIIORIZED TO USL'HE CARD RfA
DER. Tl!IS CAUSES IIEEDLESS SECURITY
VIOLATIOW~S IO OCCUk. tlUCLEAR POIIER
DEPARIIIE)lr COIICERtl. Cl I)AS tlo FURTH
ER IIIFOkllATIOII. IIO FOLLUII UP REQUIR
ED.

3.12
312.12-1

3.11
312.11-9

COHCERIIS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY IIUHBER.



REFEREt — ECPS132J-ECPS132C
IREQUEtl — REQUEST
OWP — ISSS - RIIH

:ATEGORYs OP PLAtlT'OPER. SUPPORT

S
H

SUB R PLT
COHCERW HUMBER CAT CAT D LOC

1 REPORT APPL
2 SAF RELATED

BF BL SQ HB
HISTORICAL COWCERW

REI'ORT ORIGI tl COWCERW DESCRIPTIOH

TEIIWESSEE EY AUTHORITY
OFFICE OF UCLEAR POIIER

El'IPLOYEE COWCERW PROGRAH SYSTEtl (ECPS)
EMPLOYEE CotlCERII IHI'ORMATIOW DY CATEGORY/SUBCATEGORY
SUBCATEGORY 312 SECURITY A T PLAIIT EtlTRAtlCES

PAGE
RUH
RUH

~ „
TIME - 13) 36:;
DATE — 04/24/I

REF. SECTII
CAT — Ot
SUBCAT " 3]

III -85"051"00201
T50130

OP 31208 tl IIBII 1 tl tl tl Y
2 WA tIA IIA Wo

HI-85-051-002 QTC IIATTS BAR IS LACKIIIG GOOD SECUPiITY,
AS IIOHAW AWD CWILDREH GOT OW THE SIT
E IIITHIIUT KIIOIIIWG IIHERE THEY IIERE OR

HOII TO GET OUT IIITIIOUT SECuRITY PER
'OWWEL WOTICIWG THE IWIRUSIOW. COWS
T. DEPT. COWCEItll. CI HAS tlo FURTllfR

IIIFORHAI'loll. Ilo FOL Loll UP REQUIRED

3.8
312.08-4

XX -85-032-00101
T50087

OP 31211 H SQW I tl tl Y tl
2 HA HA SR HA

XX-85-032-001 QTC SEQUOYAH- RELOCATIOtl OF SECURITY POR
TALS ABOUT SIX IIOIITHS AGO To TURBIHE

BUILDltlG & DoltlG AllAY IIITII TWE PRfS
EtlT OPERATIOtl OF THE "T-CUP DUILDIWG" IIWICW IIAS SERVltlG AS A SECURITY I'0
RTAL COUI.D LEAVE AREAS OPEII TO SADOT
AGE. PER CI SECURITY SHOULD BE AROU
IID TtlE EIITIRE PLAIIT, tlof LEAVItlG tlAJ
OR PART'PLII FOR SABOTAGE. CI HAS
llo FURTHER ItlFORIIATIotl.

3.11
312.11-1

XX -85-040-0030l OP 31208 tt BFII 1 Y tl tl H
T50265 2 SR HA HA HA

QTC DROHIIS FERRY " THE PUBLIC SAFETY DEP
ARTIIL'tll DOES IIOT ADEQUATELY CotlTROL
Tllf ACCLSS OF VISITORS IWSIDE THE PR
OTECTED ARCA.- A PERSOII IlllllA VISIT
OR BADGE IIClll'WTO All UIIAUTHORIZCD A
REA OF THL I'ACILITY. DETAILS KWOIIW
To QTC, lllllll!ELDDUE TO CotlFIDEIITIAL
ITY. tlo FURTWCR IIIFORHATIOW tlAY DE
RfL EASED.

3.8.
312.08-6

XX -85-043-00301
T50237

OP 31204 tt SQII 1 tl tl Y tl
2 WA HA SR IIA

XX-85-043-003 QTC SEQUOYAIII PUBLIC SAFETY SUPERVTSIotl
CllhtlGFS RECULATIOIIS AT THEIR Olltl DIS
CRETIOII. CI DECLIWED To PROVIDE ADD
ITIotlhl I IW ORIIATIOW. IIUCLCAR POWER
DEPARTMCWI COIICERW. Ilo FOLLOII UP RE
QUIRED.

3.4
312.04-3

COHCERHS ARE GROUPED BY FIRST 3 DIGITS OF SUBCATEGORY HUIIBER.



I!EFEREIICE — ECPS I 32 J-ECPS132C
I PEQUEltCY - REQUEST
'.It(P " 1SSS — Rtttt

KIEGORYs OP PLhllT OPER. SUPPORT

S
H

SUB R PLT
COttCERll IIUHBER CAT CAT D LOC

I REPORT APPL
2 SAF RELATED

BF BL SQ l)B
IIISTOR ICAL COIICERIl

REPORT ORIG I II COtlCERlt 'DESCRIPTIOtl

TEtltlESSEE VALLEY AUTHORITY
OFFICE OF IIUCLEAR POIIER

EllPI.OYEE CO)ICERII PROGRhll SYSTEH (ECPS)
EtlPLOYEE CotlCERII IllFORIIATIoll BY CAIEGORYrSUBCAIFGORY
SUBCAIEGORY 312 ADL'QUACY OF PSO UIIIFORtl Itl IIUC PLhtll'IIVIROtt)lEtlT

PAGE " 33
RUll Tl)lE - 13 > 36 i 39
RUtt DATE - Ohr26r8)

REF. SECT10ll
CAT - OP
SUBCAT " 3)2

X -85-008-00101 OP 31201 II SQII
T50073

1 tl II Y Y
2 IIA IIA IIO HO

XX-85-068-001 QTC AT SEQUOYAH, THE UIIIFORI) TROUSERS IIO
Rll BY 1VA I'()BLIC SAFETY OFFICERS ARE

t)ADE Of SYllT)IETIC tlhTERIAL. Cr1 IS 312.0l-l
COttCERtlt 0 TIIAT TIIE UtlIFORI'I TROUSERS 312 Ol-
POSE flH'. FOII.OIIIIIG TIIO SAFETY PROBL

EtlS s I ) CLOIlllllG tlADE 'FROll SYIITHET1
C llhTER)hl. DOES llOT BUR)I BUT tlELTS T
0 A PERSOll'S SKIII. Sl!ICE F1REFIGHTltl
G IS IllCI.UI)ED Itl P(IBLIC SAFETY Ol'FIC
ER'S JOB DUTIES, TIIE UllIFORtl 1ROUSER
S IIICRI!ASE IIIE tthZARDS FACED Ilt A FI
RE SIT(lhl'IOll. 2) BECAUSE THI'.SE TROU
SERS B(IILD-UP h GREAT DEAL OF STAT1$

ELECIRICI)Y llllEll llORll, TIIE 1ROU SLI(

+It.t, h'I"fRA(",J'TRB()t(NE 4.AS) ()tl." RADIATZOI)

'1H Tilt'. EVI'.ll'l')J'll ATRO()I'31'. Rht)IATIOII

I.I:.AK. I(0 I:Ot.l.()W-UP RI:QUIRl:.I);

XX-85-099-00101
750151

OP 31211 tt SQtt 1 ll tl Y Y 1-85-616 "SQll
2 llA llA IIO IIO

QTC SEQUOYhlt.- rltE PLht)T-ttEEDS TO BE WORt
SECUI(t.. IIIE I'liOfEC1ED AREA IIEEDS T

0 t)E lb(oil'I<. tlUCLLAR POIIFR DL'P1'Oll
CERII. (:l IIAS llO FURTIILR IIIFOftllATIOtl

IIO FOl,LOll-ul'EQUIRED.

148 COIICERIIS fOR CATEGORY OP SUBCATEGORY 312

COIICERtlS ARE GROUPED BY FIRST 3 D1GTTS OF SUBCATEGORY IIUHBER.



ATTACHMENT S

SECURITY

List of Concerns by Element/Issue

31200
Revision 1

The Security Subcategory (31200) is comprised of 148 concerns grouped
into 12 elements addressing 61 issues.

Element 312.01 - Ade uac of PSO Uniform in Nuclear Plant Environment

Issue 312.01-1 - Synthetic Uniform Material - Radiation

IN-86-111-001
IN-86-137-002
IN-86-214-002

«XX-85-048-001

Issue 312.01-2 - Synthetic Uniform Material - Fire

-«XX-85-048-001
IN-86-187-001

Issue 312.01-3 - Wearing Neckties and Long Sleeves Around Rotating
Equipment

IN-86-137-004

Element 312.02 - Discrimination Within the Securit Or anization

Issue 312.02-1 - Cross-gender Pat-down Searches

IN-85-191-001
IN-86-187-003
IN-86-214-006

Issue 312.02-2 - Ineffective Searches

IN-86-107-001

Issue 312.02-3 - Preferential Treatment of Females

EX-85-043-001
IN-85-843-002

IN-85-311-010
IN-86-137-008

Issue 312.02-4 - Schedule Changes for Females

IN-85-309-001

Element 312.03 - Securit Personnel Trainin Pro ram

Issue 312.03-1 - Designated Emergency Response Team

IN-85-747-001
IN-86-107-007
IN-86-196-001

IN-85-938-003
IN-86-187-002

IN-S6-O4S-OO4
IN-86-193-001

«XX-85-048-001 Evaluated in issue 312.01-1 and 312.01-2

4344T
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ATTACHMENT B (Continued) 31200
Revision 1

Issue 312.03-2 - Additional Emergency Medical Technicians (EMT's)

IN-85-921-001
IN-85-921-002

Issue 312.03-3 - Training for Emergency Response Teams

IN-85-311-012
IN-85-989-001

IN-85-826-001 IN-85-892-002

Issue 312.03-4 - Firearms Proficiency

IN-85-353-001
IN-86-107-008

Element 312.04 - Mana ement and Personnel Issues

Issue 312.04-1 - Schedule Changes and Overtime Assignments

IN-85-309-002
IN-85-751-001
IN-86-213-002

Issue 312.04-2 - Interpretations of Instructions, and Procedures

IN-86-213-004
IN-86-224-001
IN-86-246-004

Issue 312.04-3 - Regulation Changes

XX-85-043-003

Element 312.05 - Securit Interfaces Ul/U2

Issue 312.05-1 - Inadequate Separation, Ul/V2

EX-85-049-001
IN-85-311-009
IN-85-990-002

EX-85-057-002 IN-85-233-001
IN-85-521-002 IN-85-691-001
IN-86-107-004

Issue 312.05-2 - Overly Difficult Access to Unit 1

IN-85-436-003
IN-85-805-001

IN-85-463-010 IN-85-732-002
WBN-0058

Element 312.06 - Mana ement Attitudes Toward Securit Efforts

Issue 312.06-1 - Perception of Security by WBN Management

IN-85-938-004

Page 2 of 7



ATTACHHENT B (Continued) 31200
Revision 1

Issue 312.06-2 - Handling of Security Badges in an Emergency

IN-86-214-001

Issue 312.06-3 - Security Barriers Breached

IN-86-214-008

Element 312.07 - Securit Procedure Violations

Issue 312,07-1 - Application of Security Degradation
Determination/Corrective Action Request (SDD/CAR)

IN-86-074-001

Issue 312.07-2 - Inconsistent Application of Procedures

IN-86-101-001
IN-86-213-005

Issue 312.07-3 - PSS Authority off of TVA Property

IN-85-846-004

Element 312.08 - Securit at Plant Entrances

Issue 312.08-1 - Inadequate Control of Site Area

EX-85-040-002
EX-85-185-001
IN-85-166-001
IN-85-427-002
IN-86-244-Xol

EX-85-162-002
IN-85-149-.001
IN-85-229-001
IN-85-678-007
IN-86-271-002

EX-85-167-001
[N-85-165-001
IN-85-287-001
IN-85-893-001
WBN-0076

Issue 312.08-2 - Insufficient "No Entry" Signs at Perimeter of Owner
Controlled Area

IN-85-678-003

Issue 312.08-3 - Security Screening for Site Controlled Area

IN-86-294-001

Issue 312.08-4 - Unauthorized Access to Owner Controlled Area

WI-85-051-002

Issue 312.08-5 - Granting Unescorted Access Without Acceptable
Fingerprints

BFN-85-048-001
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ATTACHMENT B (Continued) 31200
Revision 1

Issue 312.08-6 - Inadequate Visitor Control

XX-85-040-003

Issue 312.08-7 - Failure to Search Purses

SQM-86-010-001

Element 312.09 - Securit Guard Towers

Issue 312.09-1 - Guard Tower Gun Ports

IN-85-311-013
IN-85-678-002
IN-85-938-005

Issue 312.09-2 - Guard Tower Facilities

IN-85-938-005

Issue 312.09-3 - Guard Tower Support Systems Unprotected

IN-85-678-004

Issue 312.09-4 - Cracked Windows in Guard Tower

IN-86-107-006

Issue 312,09-5 - Monitored Communications in Guard Towers

IN 86-137-006
'I

Issue 312.09-6 - Guard Towers and Emergency Medical Team

IN-86-272-002

Element 312.10 - Control Alarm S stem

Issue 312.10-1 - CAS Facilities

IN-85-892-003
IN-85-970-001

Issue 312,10-2 - CAS Not Self Sufficient

IN-85-873-001
IN-85-938-001
IN-86-048-002
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ATTACHMENT B (Continued)

Element 312.11 - Securit Desi n and Hardware

31200
Revision 1

Issue 312. 11-1 - Power Block Security Concept

IN-86-107-005
IN-86-295-002

IN-86-136-002
XX-85-032-001

IN-86-193-003
XX-85-099-001

Issue 312.11-2 - Response to False Alarms

IN-85-619-001
IN-86-214-003

Issue 312.11-3 - Unreliable Card Readers

IN-85-619-002

Issue 312.11-4 - Loss of Power in CAS

IN-85-955-001

Issue 312.11-5 - Emergency Access to the Intake Pumping Station

IN-86-291-007

Issue 312.11-6 - Inadequate Key Control Program

RII-86-A-0095

Issue 312.11-7 - No Air Conditioning in PSS Patrol Vehicles

IN-86-048-003
IN-86-137-003

Issue 312.11-8 - Security Equipment Maintenance

IN-86-056-001
IN-86-070-006

Issue 312.11-9 - Inconsistent Labels on Card Readers

WBP-85-016-004

Issue 312.11-10 - Equipment Malfunction Causing a Security Breach

IN-86-070-004

Issue 312.11-11 - Security Systems Powered Down

IN-86-070-005

Issue 312.11-12 - Reliability and Calibration of X-Ray Machine and
Explosives Detectors
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ATTACHHENT B (Continued) 31200
Revision 1

IN-85-311-001
IN-86-295-001

IN-85-311-002 IN-85-956-X01

Issue 312.11-13 - Security Gate Won't Stop a Vehicle

IN-85-678-006

Issue 312.11-14 - Excess Time to Travel Between Areas

IN-85-590-001

Issue 312.11-15 - Security System Inadequate to Have New Fuel Delivered
On-Site

ECTG-5

Issue 312.11-16 - Alternate Power for PSS Radio Communications

IN-85-438-001

Issue 312.11-17 — Loss of Power Alarm in CAS/SAS

IN-85-438-002

Issue 312.11-18 - Entrance Portal Too Small

IN-85-191-002

Issue 312.11-19 - Improper Functioning of Security Equipment

IN-86-070-007

Issue 312.11-20 - Lack of As-Constructed Prints

BFN-TESC-85-01

Element 312.12 - Securit Pro cams and Procedures

Issue 312.12-1 - Access Control Points

EX-85-048-008
IN-85-369-002
IN-86-107-003

IN-85-311-003 IN-85-311-004
IN-86-022-001 IN-86-107-002
WBP-5-016-001

Issue 312.12-2 - Background Investigations and Badging Process

EX-85-015-009
IN-85-427-001

IN-85-204-001 IN-85-238-003
IN-86-241-001

Page 6 of 7



ATTACHMENT B (Continued 31200
Revision 1

Issue 312.12-3 - Site Physical Protection

IN-85-311-011
IN-85-678-005
IN-85-843-004
IN-86-213-003

IN-85-333-03
IN-85-700-001
IN-86-191-001
PH-85-029-001

IN-85-552-001
IN-85-843-001

Issue 312.12-4 - Authority of PSS

IN-85-094-001 IN-85-456-001
IN-86-214-004

IN-86-074-X05
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ATTACHMENT C Report Number: 31200
Revision: 1

Checklist for Root Cause Analysis

1. Procedure lacks specifics to perform task.

2. personnel lack sufficient training in the applicability/use of procedure.

3. Lack of understanding regulatory requirements or commitments.

4. Lack of adequate system, process, or administrative controls to ensure
commitments are reflected in procedures or processes.

5. Inadequate communication within functional group.

6. Inadequate communication between functional groups.

7. Management Assumed Risk,

8. Procedures incomplete or failed to incorporate all technical requirements.

9. Error in judgment by qualified individuals.

10. Unqualified individuals performing the task,

11, Insufficient time to perform task.

12, Inadequate prerequisites defined to ensure satisfactory completion of
task.

13. Personnel performed task knowingly in violation of procedure/process.

14. Personnel error in following procedures.

15. Failed to identify root cause of previous deficiencies.

16, Failed to take appropriate action to preclude reoccurrence.

17. Inadequate process to detect adverse trends.*

18. Inadequate acceptance criteria defined to ensure satisfactory task
completion.

19 'anagement attentiveness to trends.

20. Lack of accessibility to documentation.

21. Inadequate controls for review of results to ensure compliance with
commitments.

22. Timeliness of changes to commitments or changes to licensing/regulatory
requirements.

23 'solated incident.

24, Random error.

25. Other - i.e., equipment related failure.

Page 1 of 1
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ATTACHMENT D

SUMMARY OF SYMPTOMS AND ROOT CAUSES

Report Number: 31200
Revision: 1

Element 312,07, Securit Procedures Violations

For Element 312.07, there was the potential for negative findings at the
subcateg'ory level exhibited by the following symptom: Implementation of
SDD/CAR program is inadequate. This symptom was only identified for WBN. As

this symptom was tested for root cause, the appropriate root causes and
applicable plant site were judged to be as follows:

a. Procedure lacks specifics to perform task (WBN)

b. Inadequate communication between functional groups (Responsible
Supervisors and PSS at WBN)

c. Inadequate prerequisites defined to ensure satisfactory completion of task
(WBN)

d. Personnel error in following procedures (WBN)

e. Inadequate controls for review of results to ensure compliance with
commitments (WBN)

No analyses for root cause were required in the remaining elements of the
subcategory because no symptoms. of problems were readily apparent.

The analysis of the symptoms and the root causes in the subcategory is
depicted graphically in Attachments E, F, and G. Attachment E is a plot uf
each element's symptoms versus the root cause pointed out by the symptom.
Root cause numbers on the horizontal axis correspond to the 25 items on the
"Checklist for Root Cause Analysis" found in Attachment C. Attachment F

contains bar graphs showing the number of times each of the symptoms
identified f'r the subcategory occurs for the various plants. Symptom numbers
on the horizontal axis in this attachment correspond to the symptoms as listed
in Attachment E. Attachment G contains bar graphs showing the number of times
each root cause appears in the subcategory for the various plants.

Observations can be made in studying the attachments and the findings section
of this report. No graphs show shared symptoms or root causes that would
identify a programmatic problem area.



I

- ~



'Repprt Number:
31200

Revision: 1

ATTACHMENT E

SYHPTOHS VS ROOT CAUSES

SUBCATEGORY 312

~S~toms

1 ~ Implenentation of SDO/CAR program is inadequate.
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OCCURRENCES VS. SYMPTOMS
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OCCURRENCES VS. SYMPTOMS
suBGAT 542
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OCCURRENCES VS ROOT CAUSES
SUBCAT 312
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OCCURRENCES VS. ROOT CAUSES
suBGAT 512

SKOUOYAN NVCLKAIItLANI ~ KKLKSONIK HUCLKAIItLANI

2
O

I 2 2 4 0 4 2 ~ ~ 1011 12 1214 IS I ~ 171 ~ 122021 2222242S

IIOOI CAUSKS

I 2 S 4 S ~ 2 ~ S 1011121214ISISITISIS20212222242 ~

IIOOI CAUSKS

WAIIS SAII HUKLKAIItLANI ~ IIOWNS KKIMYNUCLKAIItLANI

mO ZIl
FO

0
IO

I<
0 O

O

0. I ~-W ~m a~ I 4 a-~ t~ f '1m~~
I 2 2 4 ~ 4 2 0 0 1011121214 IS ISI710142021222$ 2 ~ 2S

IIOOI CAUSKS

I 2 2 4 0 ~ 7 II 2 1011 12 IS liIS IS 171 ~ I~ 2021 22 2S 242S

IIOOI CAVSKS



CATD

Repoct Numbec: 31200
Revision: 1

ATTACHNENT H

CORRECTIVE ACTION TRACKING DOCVMENTS (CATDs)

CORRECTIVE ACTION PLAN
APPROVED

31207-WBN-01

31211-MBN-01

31211-001-SQN

31211-002-SQN

31211-BFN-01

31212-NPS-01

Yes

Yes

Yes

Yes

Yes
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ECSP Corrective
Action-Trackin Docaaeat

292223220M

1 ~

2 ~

3.
5.
6.

lic...l~ ECSP Re art Pa.:

IQdtedi ate Correc'tire Action R~uiredo 0 Tes g Xo

Stoy Vork Receaaended: 0 Tes 5 Mo

CATD Mo. 31207-VBM-01 4. INITIATIONDATE 02/10/87
RESPONSIBLE ORGANIZATION: VBN-Site Director
PROBLEM DESCRIPTION: 0 gR HQR Coatrar to the r uireoeats of
VB Standard Practice 10.9 Revision 1 Section 4.1 SSD/CAB Pro raa
ia leeentatioa r uireaents are not bein followed:
1 The riolators res nsible su errisor ia 5W oi the cases

reviewed does not docmaent C/h on the SDD/CAR fora and return it
to DSS.

2 dll c leted SDD/CAB fonas are not reviewed b the lant
su riatendeat o erations and en inee

0 ATTACHNENTS

7.
8.
9.

PREPARED BT: NhÃ$ J. Va
CONCURRENCE: CEG-8
APPROVAL: ECTG PROGRAM EGR.

DATE: 02/10/87

ATE:

COBRECTIVE hCTIOM

10. PROPOSED CORRECTIVE ACTI
07/16/86: (1 d reriew

L@i~C (A 9 CP3-12 receired
5he'~Pe shee of SDD forms was conduct-

ed. (2 d rerisioa to 10;9 S on .0 shall be c leted b

09/19/86 to r aire e re r o SDD'orms to DSS' the date oa

the fora and failu ~et n he os shall re aire notification
of the a ro ria
to VB 10.9 is

ant" su ndent for actioa. 3 h revision
ocess. b i entif a selective routin of SDD's

to the su r toadeat oCith~L X for review with check off on the
SDD fora b d t 15 ".l8 &

See E. B. dhfs aeaorandaa ll/17/86 T13 861112 810 and Vatts Bar

11.
12.

Dis atch ll 1/86 for verification.
PROPOSED BY: B/ G

CONCURRENCE: CEG-
SRP:

Trackin Onl

ECTG PROGRAM HGR:

0 ATTACHMENTS
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:
DATE:

VERIFICATION dND CLOSEOUT

13. Apyroved correctire actions hare been verified as satisfactorily
iapleaented.

3639T

SIGNATUBE TITLE



INITIATION

ECSP Corrective
hction Trackin Document

~ceTD

r

h likable ECSP Re ort No: 312.11-BFN

KCTG C.3
httachsOnt h
Pago 1 of 1
Revision 2

l.
2.
3 o

5 ~

6 ~

Ieoeeoiete correottee totioo Neqoiree: 0 Tee g No
Stop York Recoarrneaded: 0 Yes g No
CATO No. 31211-BPN-01 4. INITIATION DATE 10/09/86
RESPONSIBLE ORGANIZATION:
PROBLEM DESCRIPTION: 0 QR NQR =- There are no "hs Constructed
dravin s for outside secur t li htin . Mork lan 8521 ECN PO 286)
vas artiall earn lated and marked u dravin s vere not sent to
DCC er Standard Practice BF 8.3. hs a result no "As Constructed"
dravin s vere issued ref lectin the actual e ui ment confi uration.
Maintenance ersonnel have had to- maintain and re air securitli htin usin data from ECN PO 286.

7.
8.
9.

PREPhRED BY: NAME R. E. Jones
CONCURRENCE: CEG-H ' i'.' ~~
hPPROVhL: ECTG PROGRAM MGR.

ATTACHlKNTS
DhTE: 10/09/86

CORRECTIVE ACTION

10. PROPOSED CORRECTIVE hCTION PLAN: w coed
and transmitted to Ooerations on Au st 21 1986 b the Work lan
Coordinator. Ooerations has the work lan for a rocedure chan e.
U on receiot of Mork~lan No. 8521 from the Ooerations Grouo the
Workolan Coordinator will b procedure BF-8.3 transmit it to Document
Control Center for as-constructin the drawin s.

Work lan .'lo. 8644 will accomoan Mork lan No.8521 as it has common
drawin s.

to aool.icable unit s ar
11. PROPOSED BY: DIRECTOR/ G

12. CONCURRENCE: CEG-H'.
SRP:

ECTG PROGRAM MGR:

Cl ATTACHMENTS
DhTE:

~ ~DATE ~

DhTE:

DhTE'ATE:

DhTE:
OhTE:

VERIFICATION AND CLOSEOUT f> r,.ter or

ewart~

13. Approved corrective actions have been verified es satisfactorily
implemented.

2102T

SIGNhTURE TITLE

~ e

«1



ECSP Corrective
Action Trackin Document

( ChTD 1

E TG C.3
hu.achment h
Pace 1 of 1
Revision 2

INITIATTOM A licable ECSP Re ort No.: 31?.ll-VBN

1.
2 ~

3 ~

5.
6.

j
immediate Corrective Action Required: 0 Yes p No

Stop York Recommended: 0 Yes g No

CATD No. 31211-MBN-Ol INITIATION DATE 02-03-87
RESPONSIBLE ORGANI2ATION: Watts Bar
PROBLEM DESCRIPTION: 0 QR NQR Desi n Chan e Re uest

MB-DCR-0696 has not been corn leted. Unless corn leted this
situation could result in an LER similar to one at Se uo ah
<LER-1-86024) which was a technical s ecification violation.

7. PREPARED BX: NAME T. M. 3Aite
CONCURRENCE: CEG-H r
APPROVAL: ECTG PROGRAM MGR.

ATTACHMENTS
DATE: H - f- .7

n'a DATE: g ~ g7
DATE: 7

CORRECTIVE ACTION

10. PROPOSED CORRECTIVE ACTION PLAN:

0 ATThCHMENTS
11. PROPOSED BY: DIRECTOR/+R:
12. CONCURRENCE: CEG-H: ~

SRP

ECTG PROGRAM MGR:

F 04// ~/0 DATE:
DATE:
DATE:
,DATE:
DATE:
DATE:
DATE:

oZ

/8''ERIFICATION

AND CLOSEOUT

13. Approved corrective actions have been verified as satisfactorily
implemented.

3315T

SIGNATURE TITLE Ill



ECSP Corrective
hction Trackin Document

(CATD

KCTG C.3
httachment h
Pa6e 1 of 1

Revision 2

INITIhTION

l.
2.
3 ~

5.
6.

h licable ECSP Re ort No: OP312.11-S N Rl

Immediate Corrective Action Required 0 Yes P No
Stop Mork Recoaaended: 0 Yes 8 No
CATD No. OP312.11-D01-S N 4. INITIATION DATE 10-3-86
RESPONSIBLE ORGANIZATION: 0 e iona
PROBLEN DESCRIPTION: 0 QR QR The Se uo ah ke control
rocedure fulfills the re uirements of the securit lan/NRC

commitments. However ke s are not elva s ro ded to ersonnel
re uirin'ntr to locked rooms.

7.
8.
9.

PREPARED bY: MANE
CONCURRENCE: CEG-H
APPROVAL: ECTG PROGRAM NG . .i'' w

Mb'4

ACTION ~
~ /

PROPOSED CORRECT Ekf@l PLAX: ~i

0 hTThCHNENTS
DATE: L 0 ~ 5-64
DATE: d-t.
DATE: lO.1.g

~c Mc<4vp vM

11. PROPOSED IY'IRNCTOR/ R: ~ ~

12. CONCURRENT: CRG 5:
SRP:

ECTG PROGRAM 56R:

QRTI:

DATE:
DATE:
DATE:
DATE:
DATE:

TERIPICATICO kNO CLOSEOCT

13. Approved corrective actions have been verified as satisfactorily
ieyleeeltect.

SIGNATURE TITLE DATE



ECSP Coc'rective
hction Trackin Document

~CATD)

ECTG C.3
httachment h
Page 1 of 1

Revision 2

INITIhTION

l.
2 ~

3 ~

5.
6 ~

h lieable ECSP Re ort No: OP312.11-S N Rl

Immediate Coc rect,ive Action Required: 0 Yes E No

Stop Mork Reconsaended: 0 Yes 8 No
ChTD No. OP312.11-002-S N 4. INITIATION DATE 10-3-86
RESPONSIBLE OBGhNIZhTION: Des n En ineerin /Securit
PROBLEM DESCRIPTION: 0 QR NQR Should follow u on
LER-1-8&034 in c'eference to the loss of over or loss of Memor to
the securit MAC 540 S stem to dateline corre e action.

7. PREPARED BT: NAME Richard Gunnel
8. CONCURRENCE: CEG-h
9. APPROVAL: ECTG PROGRAM MGR.

hTTACHMENTS
ATE: 10-3-86

DATE: ~ 4 i~
DATE:

'.CTIVE ACTIN Q.i
10. PROPOSED CORRECTIVE ACTI

Sar 9 I

rc.c e

CAMA~Pv~i

ll~ PROPCCRO iT: DI
12. CCO~NCE: CXG-8:

SRP:

ECTG PROGRAM MGR:

A S

DATE: lt iO

DATE:
DATE:
DATE:.
DATE:
DhTE:

VERIFICATION LED CLOSEOUT

13. Approved coc'reetive actions have been verified as satisfactorily
iapleeeated.

SIGNhTURE DhTE



ECTG C.3
Attachment h
Page 1 of 1

Revision 2

ECSP Corrective
hction Trackin Document

(DRED>

INITIhTION

1.
2 ~

3 ~

5.
6.

h licable ECSP Re ort No.: Fact Sheet 312.12-VBN

Immediate Corrective Action Required: 0 Yes ~ No
Stop Work Recommended: G Yes ~ No
ChID No. 31212-NPS-01 4'NITIATIONDATE
RESPONSIBLE ORGANIZATION: Securi t Branch Chi ef
PROBLEM DESCRIPTION: ~QR 0 NQR Durin eriods of ino er ati ve
electronic search e ui ment acce tance criteria for the " at dawn
search" function has not been ade uatel adhered to b PSS
officers.

7. PREPARED BY: NAME R. E. Zones
8. CONCURRENCE: CEG-H
9. APPROVAL: ECTG PROGRAM MGR.

Q ATTACHMENTS
DATE: 1/27/87

~ c Xt DATE: < .*I 8'7
DATE: 2 Z~~k

"ORRECTIVE ACTION3

10. PROPOSED CORRECTIVE ACTION PLAN: See Attachment

11. PROPOSED BY: DIRECTOR(MGR',:'y, . G. Robertson
12. CONCURRENCE: CEU-H:

SRP:

ECTG PROGRAM MGR:

VERIFICATION AND CLOSEOUT

4Q ATTACHMENTS

Dh.TE:
DATE:
DATE:
DATE:
DATE:

13. Approved cor'rective actions have been verified as satisfactorily
implemented.

3396T

SIGNATURE TITLE DATE .
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Report Number 31200
Revision 1

ATTACHMENT I
LIST OF EVALUATORS BY ELEMENT/PLANT

Element 312.01

WBN

Jim Mcvay

Element 312.02

S~N
Ben 'Meers
Jim McVay

WBN
'Jim McVay

Element 312.03

WBN

Jim McVay

Element 3,12.04

WBN

Chip Jones

Element 312.05

S~N
Chip Jones

WBN

Thomas White

Element 312.06

WBN

Thomas White

Element 312.01

NON

Jim McVay
Chip Jones

Element 312.08
I

WBN

Chip Jones
SQN
Chip Jones

flFN
Chip Jones
Thomas White

Floment 312.09

WBN

(,hip Jones



Repor't Number 31200~
Revision 1

ATTACHMENT X

(continued)

LIST OF EVALUATORS BY ELEMENT/PLANT

Element 312. 10

WBN

Jim McVay

Element 312. 11

WBN

Thomas White
Chip Zones

S~N
Chip Jones

BFN
Chip Jones

BLN
Chip Jones

Element 312. 12
h

WBN

Zim McVay
Chip Zones
Thomas White


