
 
 

UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

ADVISORY COMMITTEE ON REACTOR SAFEGUARDS 
WASHINGTON, DC 20666 - 0001 

 
 

October 11, 2017 
 
 
 
 
 
MEMORANDUM TO: Victor M. McCree 
  Executive Director for Operations 
 
FROM:  Andrea D. Veil, Executive Director /RA/ 
  Advisory Committee on Reactor Safeguards 
 
SUBJECT:  DOCUMENTATION OF RECEIPT OF APPLICABLE OFFICIAL NRC 

NOTICES TO THE ADVISORY COMMITTEE ON REACTOR 
SAFEGUARDS FOR OCTOBER 2017 

  
 
 During the 647th meeting of the Advisory Committee on Reactor Safeguards (ACRS),  

October 5-6, 2017, the Committee considered significant NRC communications (enclosed) as 

items for their awareness and any actions as appropriate.  This memorandum documents the 

receipt of the attached communications by the ACRS members.  No response to this 

memorandum is required. 

Enclosure:  As Stated 

 
cc: A. Vietti-Cook, SECY 
 T. Inverso, OEDO  
 R. Lewis, OEDO  
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Enclosure 
 

Monthly Communication of Official NRC Notices to the ACRS 

Date Subject 

9/15/17 
Revised Mandatory Guidelines for Federal Workplace Drug Testing 
Programs 

 
Yellow Announcement:  YA-17-0085

 
Date:  September 15, 2017

 
TO: All NRC Employees 

 
SUBJECT: REVISED MANDATORY GUIDELINES FOR FEDERAL 
WORKPLACE DRUG TESTING PROGRAMS 

 
The purpose of this Yellow Announcement is to remind employees and contractors of 
the revisions to the Mandatory Guidelines for the Federal Workplace Drug Testing 
Program (guidelines) that will be effective on October 1, 2017. The revisions to the 
guidelines address the addition of Schedule II drugs, raise the lower pH cutoff for 
identifying specimens as adulterate, and increase training requirements for the 
medical review officers (MROs).  Specific changes include the following: 

 
1. Testing for additional Schedule II drugs: oxycodone, oxymorphone, 

hydrocodone, and hydromorphone; 

2. Removal of methylenedioxyethylamphetamine (MDEA) from the authorized 
panel of drugs; 

3. Adding methylenedioxyamphetamine (MDA) as an initial test analyte; 

4. Raising the lower pH cutoff from 3 to 4 for identifying specimens as 
adulterated; 

5. Requiring MRO requalification training and reexamination at least every 5 
years after initial MRO certification; and 

6. Allowing Federal agencies to authorize collection of an alternate specimen 
(e.g., oral fluid) when a donor in their program is unable to provide a sufficient 
amount of urine specimen at the collection site. 

The U.S. Nuclear Regulatory Commission (NRC) plans to adopt all of these changes, 
with the exception of number 6. The NRC will not be using oral fluid specimen 
collections at this time. 

 
If you have questions regarding the NRC’s Drug Testing Program, please contact the 
Agency Drug Program Manager, Nancy Turner Boyd, 301-415-6645, or the Drug 
Program Specialist, Elizabeth (Bess) Langley, 301-415-7045. 

 
/RA by Mark Lombard for/ 
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 Cynthia A. Carpenter, Director 
Office of Administration 

9/21/17 Computer Security Rules of Behavior Policy, Version 1.5 

Yellow Announcement:  YA-17-0086 
 

Date:  September 21, 2017 
 
TO: All NRC Employees 

 
SUBJECT: COMPUTER SECURITY RULES OF BEHAVIOR POLICY, Version 
1.5 

 
In accordance with Office of Management and Budget Circular A-130, “Managing 
Information as a Strategic Resource,” I am issuing the updated policy  “U.S. Nuclear 
Regulatory Commission (NRC) Agency-wide Rules of Behavior for Authorized 
Computer Use,” hereafter referred to as the rules of behavior. The Office of the Chief 
Information Officer reviews the rules of behavior annually and updates them, as 
necessary.  Updates to the policy were necessary to address new technical 
capabilities in the NRC environment and to reflect policy changes. 

 
The rules of behavior apply to all NRC employees, contractors, vendors, and agents 
(users) who have access to any system operated by the NRC or by a contractor or 
outside entity on behalf of the NRC. This policy does not apply to licensees. 

 
In light of recent, highly publicized information technology security breaches at other 
Federal agencies, rules related to the NRC policy for personal use of Government 
electronic equipment and systems have been incorporated into this version of the 
rules of behavior. 

 
The rules of behavior are effective immediately upon acknowledgement.  All current 
users will be required to review and acknowledge the updated rules of behavior as 
part of the annual computer security awareness course completion in iLearn, starting 
in fiscal year 2018.  All new NRC employees will be required to acknowledge the rules 
of behavior within 1 week of employment at the NRC and then acknowledge as 
current users thereafter. The updated rules of behavior are available in ADAMS 
(ML17244A084).  The acknowledgement statement is available in ADAMS 
(ML17244A086). 

 
All contracts that include contractors who will be computer users must contain 
requirements for the users to acknowledge the rules of behavior. 

 
Here are a few examples of what you can do: 
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• Use Government-owned or Government-leased computing resources only for 
work-related purposes except as allowed by MD 2.3, "Telecommunications”; 
MD 2.7; and MD 12.5.  No other unofficial use of government computing 
resources is authorized. 

• Use only NRC Authorizing Official approved business solutions to perform 
NRC work at all times, including when traveling outside of the country. 

• Use NRC computing resources for limited personal use only when such use 
involves minimal or no additional expense to the Government. 

• Use NRC computing resources for personal use only during personal (non- 
work) time. 

• Protect authentication information (e.g., passwords, private keys, and personal 
identification numbers) at a level commensurate with the sensitivity level or 
classification level and classification category of the information to which the 
authentication allows access. 

• Log off all equipment and sessions when leaving equipment for the day, and 
terminate sessions or employ a session-locking mechanism that requires user 
re-authentication to regain session access before leaving equipment 
unattended for even a short duration. 

• Ensure that Personally Identifiable Information (PII) retrieved by an individual’s 
name or other personal identifier is maintained in an authorized Privacy Act 
system of records for which a system notice has been published in the Federal 
Register. 

• When posting or communicating electronically, maintain a clear and distinct 
separation between personal opinion and official NRC information. If an on- 
line personal profile identifies an individual as working for the NRC, or if an 
NRC employee has a public-facing position such that the general public would 
know the individual’s NRC affiliation, the NRC employee should ensure that his 
or her on-line profile and related content (even if they are of a personal and not 
an official nature) are consistent with how he or she wishes to present himself 
or herself as an NRC professional, are appropriate with the public trust 
associated with his or her position, and conform to existing standards (e.g., 
5 CFR Part 2635). 

Here are a few examples of what you cannot do: 
 

• Use NRC computing resources for commercial purposes or in support of "for- 
profit" or "non-profit" activities or in support of a personal business, other 
outside employment, or business activity (e.g., consulting for pay, sales or 
administration of business transactions, sale of goods or services). 

• Use NRC computing resources for fund raising activities (except for activities 
such as the Combined Federal Campaign), endorsing any product or service, 
participating in any lobbying activity, or engaging in any prohibited political 
activity (e.g., including sending e-mail messages endorsing partisan political 
groups or candidates for partisan political office). 

• Use NRC computing resources for personal use that cause congestion, delay, 
or disruption of service to any agency system or equipment.  Examples of 
possible misuse include sending automated greetings cards or emailing large 
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file attachments that can degrade the performance of the network, such as 
video or audio files. 

• Use NRC computing resources for personal use that stops, interrupts, or 
interferes with NRC's mission or operations. 

• Use the same authentication information (e.g., passwords, private keys, and 
personal identification numbers) for NRC system access and non-NRC 
purposes. 

• E-mail or otherwise transmit PII outside of the NRC’s infrastructure, except 
when necessary to conduct agency business.  E-mailing PII within the NRC 
LAN or wide-area network is acceptable, including to and from mobile devices 
that interact within the NRC’s e-mail system. 

• Automatically forward NRC e-mail or other messaging to personal accounts. 

Users of NRC systems do not have a right of privacy while using agency electronic 
systems, including accessing the internet or using e-mail. The NRC monitors 
employee use of Government equipment and systems to ensure compliance with this 
policy and security protocols. 

 
Employees who have questions about whether their use of NRC information 
technology would violate Code of Federal Regulations 5 CFR Part 2635, “Standards 
of Ethical Conduct for Employees of the Executive Branch,” or would otherwise be 
prohibited by law, should seek the advice of an ethics counselor in the Office of the 
General Counsel before taking any action that may be covered by these 
rules.  Individual counselors can be reached at Ethics.Resource@nrc.gov and are 
listed on the internal ethics Web site. 

 
An employee’s violation of the policy and/or abuse of the privilege of personal use of 
Government electronic equipment and systems could result in any or all of the 
following: 

 
• Loss of use or limitation on use of equipment; 
• Financial liability for the cost of improper use; 
• Disciplinary action, up to and including removal from the Federal service; or 
• Criminal penalties. 

 
If you have any questions regarding the rules of behavior, please contact Kathy 
Lyons-Burke, Senior Level Advisor for Information Security, 301-415-6595. 

 

/RA/ 

 

David J. Nelson 
Chief Information Officer 

 


