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1 Introduction

1.1 Purpose

The Nuclear Instrumentation & Control Systems Department (NICSD) Verification and
Validation (V&V) plan (NICSD VVP) is prepared for Non-Rewritable (NRW) Field
Programmable Gate Array (FPGA)-based safety-related Instrumentation and Control (1&C)
systems based on the Nuclear Energy Systems and Services Division NED) V&V plan (NED
VVP) (Reference (47)) to define the NICSD V&V activities.

The system design is determined by the Instrumentation & Control Systems Design and
Engineering Department (ICDD) of Nuclear Energy Systems and Services Division (NED),
and ICDD procures the FPGA-based equipment from Toshiba Fuchu Complex Power
Systems Segment (Fuchu-PS) NICSD. NICSD procures major FPGA-based components,
including modules with FPGA logic from the Teoshiba Fuchu-PS Power Platform
Development Department (PPDD) using a. commermal grade dedication- L -PIOCESS:

For V&V of the FPGA-based safety-related I&C systems; ICDD and NICSD. organize
independent V&V (IV&V) Teams. The ICDD and. CSD IV&V Teams work together.

in’the project do¢ument “NICSD
elated Systems” (NICSD SMP)

The software lifecycle process, including V&V is-defin
Software Management Plan for FPGA-based Safe . st
(Reference (48)). This NICSD VVP covers, the' Se n 4 “Software Verification ‘and.
Validation Program. Plan” of the project: documment: “Software Program Plan™ (SPP). .
(Reference (45)). This:NICSD.-VVP is preparéd by the-NICSD IV&V* Team i decoidance
with the following reference. documerits;

» NED, FA10-3709-0001 “Nuclear Enérgy Systems.and Services Division FPGA-based
Safety-Related Systems Verification and VahdatlonPlan *(Reference (47))

e NED AS-200A130 “Digital System Verification & Validation Procedure”
(Reference (12)), and

o NICSD NQ-2013 “Preparation Guide for V&V Plan” (Reference (17))

1.2 Scope

This NICSD VVP applies to the V&V activities for the FPGA-based safety-related 1&C
systems, which Toshiba will supply to US Nuclear Power Plants.

Section 4 of the project document “Software Program Plan,” (SPP) (Reference (45))
establishes requirements and provides guidance and expectations for the V&V activities.
This NICSD VVP complies with Section 4 of the SPP for the NICSD portions of the V&V
activities. Table A shows compliance to Section 4 of the SPP.

TOSHIBA CORPORATION
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2 Definitions and Abbreviations

21 Definitions

Functional Element (FE): A Functional Element is a component of digital logic that is
completely verified and validated through full pattern testing, i.e. tests that are performed for
all possible input combinations. An FE is written in Very High Speed Integrated Circuit
Hardware Description Language (VHDL). All VHDL source codes for the
NRW-FPGA-based System solely consist of FEs and interconnect between FEs.

Module: A part of a unit. Each module consists of one or more printed circuit boards, on
which the FPGAs and other circuitry are mounted, and a front panel.

Netlist: Description of logics created by the logic synthesis tool. A design engineer
describes FPGA logic in the form of VIIDL source codes and FEs. The logic synthesis tool
converts the VHDL source code into forms of digital eircuits and outputs the resulting circuit
in the form of a netlist. The layout tocl transforms the netlist into physical placement of
interconnects on the FPGA, which aré represented as-an FPGA:: fuse—map

Unit: A major component of FPGA-based.equipment. A unit-is-a-chassis that has front:slots
and back slots fo imowit modules. Each unit consists of séveral modules. There is &
-vertical middle plane between the front -and back slots in each-unit. This plane consists of
twaq Gircuit boards. These circuit boards: provide backplanes:for. the front and rear modules.
Modules plug into the. backplanes using connectors. Once. a module is plugged into the
;appropnate connector; it -exchanges data with. othei modulés in the unit, confiects to other
units ard any external ﬁeld equipment, and'is powéred.

Validation: Validation is used to-¢énsure that the final product satisfies the user requirements.
Validation shall be performed on the-final product, although: validation may be necessary or:
performed prior to the final code being produced. See ‘Section 4.2 of the SPP (Reference
(45)). |

Verification: Verification consists of reviews performed on the results of each development

phase to ensure the phase was completed appropriately and correctly. See Section 4.2 of the
SPP (Reference (45)).

2.2 Abbreviations

BRR Baseline Review Report

CAR Comrective Action Request

CDR Critical Digital Review

CFR Code of Federal Regulation

CM Configuration Management

CG Commercial Grade

COTS Commercial-Off-The-Shelf

DCN Design Change Notice

DVR Design Verification Report

ECWD Elementary Control Wiring Diagram
EDIF Electronic Design Interchange Format

TOSHIBA CORPORATION
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EDS
ES

FE
FPGA
Fuchu-PS
1&C
IBD
1ICDD
IDE
1IED
IEEE
IR
IV&V
MCL

NICSD
NISD
NICS-QA

NQ
PC
PCD
PCDL
PDS
PM
PPDD
PRM
PRS
PSNE
QA
QAD
QC
RG
RTIS
RTM

Equipment Design Specification

Engineering Schedule

Functional Element

Field Programmable Gate Array (a programmable logic device)
Toshiba Fuchu Complex Power Systems Segment
Instrumentation and Control

Interlock Block Diagram -

Instrumentation & Control Systems Design and Engineering Department
Integrated Development Environment

Instrumentation Electrical Diagram

Institute of Electrical and Electronics Engineers

Independent Reviewer _

Independent Verification and Validation

Master. Configuration List.

Nuclear Energy Systems and Services Division

Nuclear Instrumientation & Control-Systetis Depattident

Nuclear Instrumentation Systems, Development:& Desigring:Group.
Quality Assurance Group for Nuclear Iistrumeritation & Conirol Systems
Nonconformance Notice Réport

Nuclear Quality (standards for NICSD)

Personal Computer

Project Control Document

Project Control Document List

Previously Developed Software

Project Manager

Power Platform Development Department

Process Review Meeting

Problem Reporting Sheet

Toshiba Corporation, Power Systems & Services Company, Nuclear Energy
Quality Assurance

Quality Assurance Department

Quality Control

Regulatory Guide

Reactor Trip and Isolation System

Requirements Traceability Matrix

TOSHIBA CORPORATION
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SBPR Software Build Procedure and Report

SSAR Software Safety Analysis Report

SCAR Fuchu Site Corrective Action Request

SCMP Software Quality Configuration Management Plan

SCSI Small Computer System Interface

SD Software Development

SDD Software Design Description

SDL Software Development Lead

SDOE Secure Development and Operational Environment

SIL Software Integrity Level

SM Senior.Manager

SMP Softwate Mariagement Plan

SQA Software: Quality Assurance

SQAP  ‘Software Quality Assurance Management Plan

SRS . Sofiware'Requirements Specification

SPP Software Program Plan

SVIP Software Validation Test Plan

SVIR Software Validation Tést Report

V&V Verification and Validation

VDCL Vender generated Document Check List

VFS Vertfication Follow Sheet

VHDL Very High Speed Integrated Circuit Hardware Definition Language (A
hardware description language that defines the FPGA circuit)

VNNR Vendor Nonconformance Notice Report

VVP Verification and Validation Plan

VVR Verification and Validation Report

Table 3-1 of the NICSD SMP is provided for a better understanding of terminological
difference between the SPP and NICSD SMP. This NICSD VVP also uses Table 3-1 of the
NICSD SMP.
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3 Reference Documents

3.1 Code of Federal Regulations

This NICSD VVP does not refer to the Code of Federal Regulations (CFR) directly. The
Toshiba internal standards in Section 3.4 are based on the CFR.

3.2 Regulatory Guides and NRC Documents
(1) Regulatory Guide 1.168
“Verification, Validation, Reviews, and Audits for Digital Computer Software Used in
Safety Systems of Nuclear Power Plants.” Rev.1, 2004

(2) Regulatory Guide 1.152
“Criteria for Use of Computers in Safety Systems of Nuclear Power Plants,” Rev.3, July
2011
Other regulatory guides may be referred to indirectiy-ithIOugh- the: Toshiba internal standards
in Section 3.4. ) )

3.3 Industry Standards
(3) IEEE Std. 1012-1998

(4) IEEE Std. 1028-1997 \
“IEEE Standard for Software Reviews”

3.4 Toshiba Internal Standards (NED, NICSD)
(5) Toshiba Nuclear Energy Systems.and Services Divisioi: AS-100A004
“Document Control Procedure™

(6) Toshiba Nuclear Energy Systems and Sérvice Division AS-100A012
“Preparation Procedure for Engineering Communication Sheet”

(7) Toshiba Nuclear Energy Systems and Service Division AS-200A002
“Design Verification Procedure”

(8) Toshiba Nuclear Energy Systems and Services Division AS-200A010
“Control Procedure of vendor generated documents”

(9) Toshiba Nuclear Energy Systems and Service Division AS-200A017
“Design Planning Procedure”

(10) Toshiba Nuclear Energy Systems and Service Division AS-200A128
“Digital System Life Cycle Procedure”

(11)Toshiba Nuclear Energy Systems and Service Division AS-200A129
“Digital System Development Procedure”

(12) Toshiba Nuclear Energy Systems and Service Division AS-200A130
“Digital System Verification & Validation Procedure”

(13) Toshiba Nuclear Energy Systems and Service Division AS-200A131
“Digital System Configuration Management Procedure”

(14) Toshiba Nuclear Energy Systems and Service Division AS-300A008
“Nonconformance Control and Corrective Action Procedure”

TOSHIBA CORPORATION
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(15) Toshiba Nuclear Energy Systems and Services Division AS-300A009
“Corrective Action Request Application Procedure”

(16) Toshiba Nuclear Instrumentation & Control Systems Department NQ-2011
“Procedure for FPGA Test”

(17) Toshiba Nuclear Instrumentation & Control Systems Department NQ-2013
“Preparation Guide for V&V Plan”

(18) Toshiba Nuclear Instrumentation & Control Systems Department NQ-2014
“Preparation Guide for V&V Report”

(19)Toshiba Nuclear Instrumentation & Control Systems Department NQ-2015
“Preparation Procedure for RTM & RTM Report”

(20) Toshiba Nuclear Instrumentation & Control Systems Department NQ-2019
“Preparation Procedure for Test Specxﬁcatlo

(21) Toshiba Nuclear Instrumentation & Contiol Systems Department NQ-2024
“Procedure for Document Contro[”

(22) Toshiba Nuclear Instrumentation & Control Systems Department NQ-2030
“Procedural Standard for. FPGA Products. Developrnent”

(23) Toshiba-Nuclear: Instrumentation &, ¢
“Procedural Standard:for FPGA . Dev,

.(24)Toshiba Nuclear Tnstrumentation:. &: Control Sy' s Deépartmerit NQ-2032.
“Procedural Standard for Functional Element D;vglopmggt”

(25) Toshiba Nucléar Instrumentation & Contiol Systems Department NQ-2033
“Procedural Standard for FPGA Configuration Management”

(26) Toshiba Nuclear Iistrumentation & Control Systems Department NQ-2003
“Procedure for Control of Software Tools”

(27) Toshiba Nuclear Instrumentation & Control Systems Department NQ-2036
“Procedure for Design Control™

(28) Toshiba Nuclear Instrumentation & Control Systems Department NQ-2037
?Cyber Security Procedures of Safety Related Digital System”

(29) Toshiba Nuclear Instrumentation & Control Systems Department NQ-3005
“Procedure for Evaluation of Suppliers”

(30) Toshiba Nuclear Instrumentation & Control Systems Department NQ-3006
“Procedure for Control of Nonconforming Procurement Items and Services

(31) Toshiba Nuclear Instrumentation & Control Systems Departinent NQ-3009
“Corrective Action Request Application Procedure”

(32) Toshiba Nuclear Instrumentation & Control Systems Department NQ-3015
“Test Control Procedure™

(33) Toshiba Nuclear Instrumentation & Control Systems Department NQ-3016
“Software Test”

(34) Toshiba Nuclear Instrumentation & Control Systems Department NQ-3019
“Procedure for Control of Nonconformance and Corrective Action™

b3
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(35) Toshiba Nuclear Instrumentation & Control Systems Department NQ-3020
“Control Procedure of QA Records”

(36) Toshiba Nuclear Instrumentation & Control Systems Department NQ-4001
“Commercial Grade Dedication™

3.5 Toshiba Internal Standards (PPDD)

(37)Toshiba Power Platform Development Department E-67019
*“ PPDD Procedure for Operation for Problem Reporting Sheet”

(38) Toshiba Power Platform Development Department E-68016
“PPDD Procedural Standard for FPGA Products Development”

(39) Toshiba Power Platform Development Department E-68017
“PPDD Procedural Standard for FPGA Device Development™

(40) Toshiba Power Platform Development Department E<68018
“PPDD Procedural Standard for Functional Elemerit Developiient™
(41) Toshiba Power Platform Development Department E-68019
“PPDD Procedural Standard for FPGA Configuration Maragemeit”
(42) Toshiba Power Platform Development Department E-68020 ‘
“PPDD Procedural Standard for Caritrol of Software Tools-for FPGA-based-Systems™
(43) Toshiba Power Platform Development DepartmentE:68027
*“Standard for Preparation of the Test:Specification™

Notice: Upon application of above NED, NICSD and other Toshiba internal standards, the:
latest version shall be used.

3.6 Project Documents
(44)NRW-FPGA-Based 1&C System Qualification Project, FA10-0301-0001
“Project Specific Document Control Procedure,” Rev. 0

(45)NRW-FPGA-Based I&C System Qualification Project, FA10-0501-0024
“Software Program Plan,” Rev. 1

(46)NRW-FPGA-Based I&C System Qualification Project, FA32-3702-0005
*Nuclear Energy Systems and Services Division FPGA-based Safety-Related Systems
Software Management Plan,” Rev. 2

(47)NRW-FPGA-Based 1&C System Qualification Project, FA32-3709-0001
“Nuclear Energy Systems and Services Division FPGA-based Safety-Related Systems
Veritfication and Validation Plan,” Rev. 3

(48)NRW-FPGA-Based I&C System Qualification Project, FA32-3702-1000
“Nuclear Instrument & Control Systems Department Software Management Plan for
FPGA-based Safety-Related Systems,” Rev. 2

I
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(49)NRW-FPGA-Based 1&C System Qualification Project, FA32-3701-1001 l
“Nuclear Instrument & Control Systems Department Software Quality Assurance Plan
for FPGA-Based Safety-Related Systems,” Rev. 1

(50)NRW-FPGA-Based 1&C System Qualification Project, FA32-3708-1000 [
“Nuclear Instrument & Control Systems Department Software Configuration
Management Plan for FPGA-Based Safety-Related Systems,” Rev. 1

3.7 Toshiba Internal Guide (NICSD) o
(51)Nuclear Instrument & Control Systems Department 8M8K0000
“Codeé Review Guide;” Rev.0
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4 Verification and Validation Overview

41 Organization

Figure 4-1 shows the Toshiba organizations for FPGA-based safety-related 1&C systems
design and development. Engineers from ICDD and NICSD organize Independent
Verification and Validation (IV&V) Teams for the V&V of the FPGA logic. The engineers
from ICDD and the engineers from NICSD in the IV&V Teams communicate with each other,
and work together as one IV&V Team as needed for the quality of the products. In this plan,
the word “ICDD IV&V Team” or “NICSD IV&V Team” is used when two IV&V Teams
needs to be distinguished. Otherwise, the remark applies to the both IV&V Teams. The
NICSD IV&V Team performs the NICSD V&V activities defined in this NICSD VVP. This
structure provides the required independence- between development activities and V&V
activities.

r

1

Vice President, S
1

H Technology Executive for
2l Light Water Reactors, NED

‘Quality Assurance

g - - —T . " =)
/ V_SéﬁipnM@h:gctﬁ _.;.: 3 V&Y Tm .
- ' ' ICDDIV&V

Téam

-
—

Control \ { Monitoring

System, System
Engincering Engincering

Group Group

Instrumentation & Control Systerns
chign & Engineering Dept. (ICDD)

i |
i | Communication

NED
''''' - Job Ordar ™) ;
[ - ——— ——————— prem
i v 1 |
) PN
-—__
Scnior Manager o a - -5{ . i !
Quality Assurance (3)‘ = =~ NICSDIV&V ll !
Group -+ Team 1 !
- ﬂ\ ! !
Nuclear Instrumentation - ’2' ST !
Systems Development & (2) ” - |
Designing Group . ” |
Nuclear Instrumentation & 7@ ]
Control Systems Dept. (NICSD) »7 i
s |
i C !
H Power Platform Development Department (PPRD) ) !
1
Fuchu-Complex |

et e e s et - o e 2t mm s a—a

*) A Job Order is issued from each group in ICDD to the Nuclear Instrumentation Systems Development & Designing Group.

(1) Oversight of IV&V team
(2) Submittal of Design Documents
(3) Report of V&V Results

Figure 4-1 Toshiba Organizations for FPGA-based FPGA Systems Design and
Development
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For the FPGA-based safety-related 1&C systems, the Nuclear Instrumentation Systemns
Development & Designing Group (NISD) in NICSD is responsible for the design and
development. The NICSD Software Development Team (NICSD SD Team) comprised of
NICSD Software Development Lead (NICSD SDL) and NISD design engineers are
responsible for software development (i.e. FPGA logic development).

4.2 Master Schedule

The NICSD IV&V activities and milestones are developed and controlled as described in the
NICSD SMP (Reference (48))

4.3 Software Integrity Level Scheme

The software integrity level (SIL) scheme shall be determined based on Table A-1 of NED
AS-200A129 (Reference (11)), which is substantially-equivalent to Appendix B of IEEE
Std. 1012 (Reference (3)). -

For saféty-related FPGA logic, the SIL shall be 4 jn. accordance with RG- 1.168
(Reference (1)). All documents pertaining to safety-refated- FPGA desigri are: labeléd as “US
Safety-Related” on the cover sheet, and are considered.'SIL 4 soffware documents: All
software embedded in the FPGA-based Safety Related 1&C systems shall be devcloped
verified, and validated as SIL 4, safety-related software;

44 Resource Summary
ser (NICSD. PM) shiall

The Sénior Mandger (SM) of NICSD &s the NICSD ‘Projeet-Ma N
provide appropriate resources for the V&V activities defiriéd .in this NICSD ‘VVP, For
human resources, the following conditions shall be met.

All NICSD IV&V Team members shall:
e Beindependent of the design activities in manageiient, budget, and resource.
e Be technically qualified for the work performed.

The NICSD IV&V Team members shall be qualified as described in the Section 15.4 of the
NICSD SMP (Reference (48)). The Section 15.4 of the NICSD SMP requires that the I
NICSD IV&YV Lead shall determine necessary training related to the following skills, as
applicable to the job functions being performed, and require the responsible manager to
schedule project specific training as “Project Specific Indoctrination/Training Course.”

* Code inspection

» Software tool to be used for V&V
The NICSD IV&V Team members shall be aware of and comply with the requirement for
independence from the development organization.

This NICSD VVP includes some special procedural requirements to PPDD. NICSD shall
put these requirements in the procurement specification to the PPDD.

4.5 Responsibilities

The SM of NICSD as the NICSD PM shall assign the NICSD IV&V Lead, who leads the
V&V activities encompassing the NICSD eng1neer1ng/des1gn work in accordance with the
NICSD SMP (Reference (48)). The NICSD IV&V Lead assigns the other IV&V Team l
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members of NICSD who were trained as described in Section 4.4 of this VVP.

The NICSD IV&V Lead is equivalent to the Software V&V Lead described in the SPP
(Reference (45)). In addition to the responsibilities defined in the NICSD SMP, the NICSD
IV&V Lead has responsibilities listed in Section 4.2.4 of the SPP, including review of Secure
Development and Operational Environment (SDOE) implementation. SDOE is defined in
the SPP and in Regulatory Guide 1.152 (Reference (2)).

The following positions, created as necessary during the project, are administratively assigned
to the Software V&V Lead, as necessary. If these positions are not assigned, the Software
V&V Lead shall be responsible for the activities listed below:

Software Test Lead —The Software Test Lead shall be responsible for defining the software
and systems test plans, procedures, and cases. Each Software Test Lead shall be
responsible for the overseeing the performance of testing and test engineers, working with
the NICSD Software Development Lead (SDL) to resolve test anomahes and setting
boundaries and réquirements for retest activities.

Basetine Review — The NICSD IV&V Team ensures-that activifies are properly performed
and documerited at each phase in the software life cycle. The NICSD IV&V Team is
responsible for verifying all work products are completed; placed under configuration
control, and records updated to reflect completion of a life ¢ycle phase, reporting to the
NICSD: Quahty ‘Assurance Group. Work- productsito be subject to baseline review shall be
defined.in-the-Software Configuration. Management Plan; The NICSD V&V Team.shall
preparé-a’Baséline: Réview reportiat the: tesult:6f baseline teview. Section:4:6:3 explains:
‘Baseling Rewew

NED AS-200A130 (Reference (12)). defines the responsibilities in the V&V activities of both
ICDD and NICSD. NQ-2030 (Reference: (22)) defines the responsibilities in the NICSD
V&V activities of the NICSD engineering and-design work.

The Preparer(s) of the NICSD VVP and V&V reports (VVR) shall:
e Be part of the NICSD IV&V Team.
¢  Not have contributed to the design.

e Be technically qualified for the work performed, and knowledgeable in the
technologies and methods used in the design.

The NICSD IV&V Team performs independent reviews of the NICSD and PPDD design
documents.

The NICSD IV&V Team may also oversee the work of NICSD and PPDD, to verify that they
are working in compliance with applicable internal standards, and to evaluate that their work
is technically acceptable for safety-related use.

The NICSD Software Quality Assurance (SQA) Team (NICSD SQA Team) will conduct
oversight of the NICSD IV&V Team activities.

4.6 Tools, Techniques, and Methodologies

The NICSD IV&V Team will use several commercial software tools for the V&V activities of
the FPGA-based safety-related I&C systems. The NICSD SMP (Reference (48)) describes |
software tools used for engineering.
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4.6.1 Verification and Validation

The NICSD IV&V Team shall review the Requirements Traceability Matrix (RTM) and the
Software Safety Analysis Reports (SSAR), Equipment Design Specification (EDS), System
Test Procedures, System User’s Manuals, Elementary Control Wiring Diagrams (ECWD),
Unit Detail Design Specifications, Unit User’s Manuals, Module Design Specifications,
Module Test Procedures, FPGA Design Specifications, and FPGA Test Procedures. This
review may be performed on either the printed or the electronic documents. Toshiba
NUPDM will be used for distribution and archives of the documents. And a set of standard

business software tool will be used for the review. -

Document review is a method of verification to assure that the design output is correct and
satisfactory by addressing that, the design inputs were correctly incorporated into the design,
and the design output is reasonable compared io the design input. The review shall be
performed in accordance with NED AS-200A002 (Reference (7)), AS-200A130 (Reference
(12)), and NQ-2036 (Reference (27)). IEEE Std, 1012 (Refererice (3)), and IEEEStd. 1028
(Reference.(4)) provide guidance for the reviews.

Document review performed as technical review corifirms whether:
a) The document conforms to its upstream requirements.

b) The document adheres to regulations; standards, gmdehnes plans and. procedures
applicable to the project

¢) Changes to:the document are properly implemented -and afféct-only those system:areas
identified by the change specification
For planning documents, implementation process- documents, and design. outputs including
SSAR and VVR, document review shall be performed for completeness, consistency,
correctness, and verifiability as applicable. Appendix A of thie SPP “Terms and Definition™
provides definitions for these words.

The review result shall be documented on the Design Verification Report (DVR), and when
applicable the Verification Follow Sheet (VFS) shall be used for identification of comments
and following up the comments to close.

4.6.2 Requirements Traceability Activities

Requirements Traceability Matrices (RTMs) shall be generated by the NICSD SD Team and
PPDD design engineers and reviewed by the IV&V Team to ensure the software has
completely, accurately, correctly, and consistently addressed the requirements. The RTM
shall provide traceability, verification, and validation of requirements.

4.6.3 Baseline Reviews

The NICSD IV&V Team shall perform Baseline Reviews at the conclusion of each phase in
the software life cycle to ensure that the required activities during that phase were completed.
The Baseline Review shall confirm that planned products including design documents, test
documents, VHDL source codes, netlists, fusemaps, test reports, RTMs, SSARs, and V&V
Reports were prepared, that appropriate reviews were performed for these products, and that
these products were documented and maintained under configuration management (CM).

The NICSD IV&V Team shall confirm the following:
¢  The NICSD design activities are performed, and the design outputs are prepared as
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planned in the NICSD SMP.
*  NICSD V&YV activities are performed as planned in this NICSD VVP.

e The NICSD design output documents are controlled and listed on a Project Control
Document List (PCDL) in accordance with NQ-2036 (Reference (27)).

Documents which are issued or used for a specific plant (project) and specify
technical and quality requirements or prescribe activities affecting quality, such as
specification, instructions, procedures and drawings are categorized as Project
Control Documents (PCDs). PCDL is the list of PCDs, including:

(1) Contract name (or Project name)
(2) Job Number

(3) Project Document Number

(4) Documett Filing Number

(5) Revision Number

(6) Document Title.

basclme rewew Each anomaly or nonconfomlance found m baseline - revwws shall be
resolved, through the software life cycle processes. Each of the baseline reviews shall
confirmi dlSpOSlthIl of demgn, documentatlon, Teviéw;, and: any othér nonconformaiice
identified during the phase, or shall track 4ny | ved nonconformanceé through to
resolution if the:nonconformance cannot: beresolved': ; thatphase

The-NICSD IV&V Team shall docurient the Tesult of a baseline review in a-Baseline Review
Report.(BRR), and report it to the NICSD SQA. Team for review and approve it as QA record.
In accordance with Section 4.2.6.6 of the SPP (Reference (45)), the BRR shall:

e  Describe the review scope,

e  Identify the reviewers,

e  Identify the persons contacted during the review,
e  Document the outputs and versions reviewed,

e  Contain a summary of the review results, and

e  Describe recommendations and findings.

4.6.4 FPGA development Tool
The NICSD IV&V Team will use the following FPGA development tools for V&V activities.
1. Designer tool - )
2. Synplify® tool
3. Netist Viewer tool
4. ModelSim® tool

These tools are commercial software tools, that PPDD uses for development of FPGA based
modules. Section 8.1.2 of the NICSD SMP (Reference (48)) describes the tools as well as I
methods used to accept use of the tools for FPGA-based safety systems for nuclear power
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plants.

In addition to the above tools, NICSD uses office productivity tools, database sofiware, or
editor tools. These software tools are SIL 1 software, and do not need special control
procedure.

4.6.5 Test Equipment

NICSD shall control the software tools as described in the NICSD SMP.

The NICSD IV&V Team will review and approve the PPDD work products associated with
FPGA review and test.

The NICSD TV&V Team shall document the result of a software tool in a V&V Report.

NICSD expect that PPDD uses the following test equipment for the module testing at the
factory:

. Signal-generating equipment — Sigtaalfggnerating equipment is used to generate test
signal to modules. '

*  Signal-recording equipment — Signal-recording equiptient is used to record response
'signals from the module.

o  Test Personal Computer (PC) — Oné or niore PEs are iised to. control thé
signal-generating equipment and the signal-recording équipment, The Test PE:
records the generated and response signals:

NICSD will use: test-equipment for the verification and:validation-activities.for the-units-and
the system. The test equipment is similar to that of PPDD. The NICSD IV&V Team will
evaluate adequacy of these tools.

Test equipment software is not-embedded in any FPGA-bdsed saféty-related systems.

4.6.6 Metrics

The NICSD IV&V Team should monitor and track the following metrics through the lifecycle
phases described in Section 5 to evaluate the product quality.

e  Number of changes applied for the design documents

= Number of open items carried to the next phase

o Number of open items closed in the current phase

e  Number of Site Corrective Action Requests (SCARs)

= Number of Site Nonconformance Notice Reports (SNNRs)
e Number of problems found during V&V testing

4.7 Security

NICSD takes appropriate measures to ensure Secure Development and Operational
Environment (SDOE) as addressed in the SPP.  The requirements for the NICSD SDOE are
mapped and described in the NQ-2037 (Reference (28)). The NICSD IV&V Team shall
verify that the cyber security requirements described in NQ-2037 are correctly reflected in
the software life cycles.
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5 Verification and Validation Activities

Table B of this NICSD VVP describes V&V activities assigned to each Software Life Cycle
Phases.

The following sub-sections describe the V&V activities for the NICSD scope.

51 Management

5.1.1 Management of V&V

Section 4.3.1 of the SPP (Reference (45)) describes management of the V&V Activities.
The management of the V&V process is performed throughout the life cycle phase. Table
10 of the SPP defines the V&V management tasks, which are equivalent to the management
tasks defined in IEEE Std. 1012 (Reference (3)) Table 5-1 shows the corresponding
activities to the management tasks in this VVE,

Table 5-1 V&V Managenieiit Aetivities

1) Softwate Verification-and Establishmeit'of this NIESD VVP
Validation Plan (SVVP) Update

2) Baseline Change Assessmeént Actmty Iteratlon Polxcy in Sectlon 7.2 in this NICSD
VVP covers the requirements of the Baseline Change
Assessmient

3) Management Review The NICSD PM and NICSD SQA Team oversee the
NICSD IV&V Team activities.

4) Management and Techmcal A Process Review Meeting (PRM) is held in every
Review Support phase to ensure that the required activities during that
phase were completed. The NICSD IV&V Team shall
attend the PRM for management and technical support.

5) Organizational and Supporting | The NICSD IV&V Team shall attend the PRM. The
Processes Interface NICSD IV&V Team shall attend the project
management meetings when the NICSD IV&V Lead
considers it necessary.

The NICSD SQA Team will oversee NICSD TV&V
work when the NICSD SQA Lead determines that such
oversights are needed.

5.1.2 V&V Phases

Section 13 of the NICSD SMP (Reference (48)) defines the software life cycle for the
FPGA-based safety-related I&C systems. Figure 5-1 is the summary drawing illustrating the
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major activities in the life cycle process for FPGA-based systems.

Project Planning Reguirements Design Phase Implementation Modue System Operations and
and Concept Definiton & Vi Vi M
Definition Phase Phase Phase Testing Testing Phase Phase
Phase
NED
Patorm Design
ndix BQAP m Activities o
Appe QA Progra u?:;q o ete m -
[ mevewew || | V2V Review | [vay Review] [vavamioe] | [wvavrove]

Systam
ntegration
_Document VAV Raview VAV Roview
Vendor Receiving
Evauation Sigetin
| == A
Modse Design Moo Test
VHDL Source Cote, -
oA M0 WL Clafmety
~ FPGA Test Ruports.
Module Test Procodure |
PPDD Activities
(Per PPOD ISO Procedures, with Procurement Requirements
M F Sufficient for Appendix B QA )

(1) Unit Detailed Design Spec. includes Software Requirements S pecification.
(2), (3) Module Design Spec. and FPGA Design Spec. include Software Design Description.

Figure 5-1 Life Cycle Process for FPGA-based Systems

The NICSD IV&V Team activities shall be performed for the life cycle phases defined in the
NICSD SMP (Reference (48)). This NICSD VVP includes the life cycle phases from the
Project Planning and Concept Definition Phase through the System Validation Testing Phase.
This NICSD VVP ends after the System Validation Testing, prior to shipment from Japan
However, if any need for design change arises after finalizing the V&V activities, this NICSD
VVP and the V&V activities shall be reactivated from the earliest phase affected by the
change, and necessary activities shall be iterated. For design changes in the Operations and
Maintenance phase, another VVP will be prepared.

5.1.3 Use of Previously Developed or Purchased Software

PPDD is a commercial supplier. The FPGA logic lifecycle is treated as the software
lifecycle in the NICSD SMP (Reference (48)) and SPP (Reference (45)). The FPGA logic
procured from PPDD is included in the FPGA and is commercial. The FPGA logic is
treated as Previously Developed Software (PDS). The FPGA logic is comprised of
combinations and connections of software elements called functional elements (FEs). The
FEs are treated as Commercial-off-the Shelf (COTS) software. NICSD dedicates the FPGA
logic implemented in FPGA under NICSD Commercial Grade Dedication (CGD) process
defined in the NICSD SMP. NICSD shall evaluate the PPDD before ordering to PPDD
through a CG Survey, Critical Digital Review (CDR), or both of them. The NICSD IV&V
Team will review and oversee the PPDD in each step of works, and accept those works.
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5.2 Project Planning and Concept Definition Phase

The activities in the Project Planning and Concept Definition Phase are performed by ICDD
and NICSD. The activities of NICSD in the Project Planning and Concept Definition Phase
are described in this section.

During this phase, NICSD generates the Equipment Design Specification (EDS) including the
design basis and applicable regulations and industry practices in the design, and starts the
master configuration list (MCL). The MCL started in this phase is updated throughout the
software life cycle.

Table A of the NICSD SMP (Reference (48)) lists the outline of the output documents of the
NICSD V&V activities.

5.2.1 Preparation of NICSD VVP

The NICSD IV&V Team shall prepare this NIGSD VVP in accordance with NQ-2013
(Reference (17)), coordinating the plan with the ICDD VVR.: The NICSD IV&V Lead shall
review this NICSD VVP. » )

For the procedures to be used for the decumeritreview, see Section 4.6.1.in this NICSD VVP.

The NICSD IV&V Team delivers the NICSD 'VVP:to the ICDD V&V Team for review..

5.2.2 Preparation-of Software Test Plan

The NICSD IV&V Team shall-prepare a.Software Test
SPP (Reference (45)). 'The NICSD TV&V Team:use: 025610 prepare e
Software Test Plan. ‘The scope of fests covered: v theSoftware Test Plan is.a fo

e FPGA Testing
e Module Validation Testing
e System Validation Testing

The Software Test Plan defines the scope, approach, resources, and schedule of the testing
activities, and shall require generation of the following documents;:

e  Software Validation Test Plan (SVTP)

e Test Specification (including Test Design, Test Case)
Test Procedure

e Test Report

5.2.3 Document Reviews

The NICSD IV&V Team shall perform independent reviews of the documents, which are
listed in Table A of the NICSD SMP marked “DVR?” in the “Other Qutputs” column. For
the procedures to be used for the document review, see Section 4.6.1 in this NICSD VVP.

The NICSD IV&V Team reviews the documents for the V&V activities in this phase referring
to the methods and procedures described in Table 11 of the SPP. The Table B is provided
for a better understanding of terminological difference between the SPP and NICSD VVP.
5.2.4 Project Planning and Concept Definition Phase RTM efforts

(1) Preparation of the RTM

The NICSD SD Team shall update the Project Planning and Concept Definition Phase RTM
delivered by ICDD to maintain the traceability between the ICDD requirements and the EDS
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in accordance with NQ-2015 (Reference (19))

The NICSD SD Team traces the upper level requirements in the NED documents to the EDS,
and traces the EDS requirements back to the upper level requirements.

The RTM efforts ensure the following:

e The requirements are traced *forwards” from the upstream documents to the
downstream documents.

s  The downstream requirements are traced back to the upstream documents.
See Section 8.1 for preparation of RTM.
(2) Compilation of the Project Planning and Concept Definition Phase RTM report

The NICSD SD Team summarizes open items revealed by the RTM efforts. The NICSD SD
Team must resolve these items to the satisfaction of the RTM preparer(s).

The NICSD 1IV&V Team shall review the RTM:for work performed by NICSD.

The NICSD IV&V Team shall describe the result of RTM review in the V&V Report for this
phase.

5:2.5 Security Review

The NICSD IV&V Team shall review that the cyber security requirements described in
‘NQ-2037 (Reference (28)) anid the SPP-are com:ct]y teflected-in'the software life cycles

The NICSD TV&V' Team shall perform mdependent review: (IR) of the. EDS.and SSARs, and.

erisure that appropriate cyber security requirements complymg with NQ—2037 and the SPP are
included in the EDSs and SSARs. In addition, the NICSP V&V Team shall confirm that an
appropriate secure development environment is established. The result of Security Review
shall be described in the V&V Report.

5.2.6 Project Planning and Concept Definition Phase V&V Reporting

The NICSD IV&YV Team shall prepare the Project Planning and Concept Definition Phase
V&V Report summarizing the V&V activities performed for this Project Planning and
Concept Definition Phase. This report will be extended at the end of each phase to add the
results of each phase report. At the end of the lifecycle, the final report will thus contain the
results from all lifecycle phases.

The NICSD V&V Report shall include:

(1) References to the reviewed documents

(2) References to the Design Verification Reports (DVR)

(3) Reference to the Project Planning and Concept Definition Phase RTM (NICSD
portion)

(4) Open items revealed in the RTM efforts

(5) Result of the Security Review

(6) Result of the SSAR review

(7) Metrics described in Section 4.6.6

(8) Any findings, recommendations, or suggestions to reduce any risks identified in the
V&V activities

The NICSD IV&V Team delivers the NICSD V&V Report to the ICDD IV&V Team for
review.
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5.2.7 Baseline Review

To complete the Project Planning and Concept Definition Phase, the NICSD IV&V Team
shall perform baseline reviews at the phase end as described in Section 4.6.3. The NICSD
IV&V Team shall issue a Baseline Review Report (BRR) documenting the results of the
Baseline Review and report to the NICSD SQA Team for review and approval as QA record.

5.3 Requirements Definition Phase

The development activities in the Requirements Definition Phase are performed by NICSD.
In the Requirements Definition Phase, the NICSD SD Team develops a Unit Detailed Design
Specification. This specification addresses software and hardware requirements
accomplished by unit design, and provides necessary functional requirements for module
design.

Table A of the NICSD SMP (Reference (48)) lists-the outline. of the output documents of the
NICSD V&V activities.

5.3.1 Document Reviews

The NICSD IV&V Team shall perform independent reviews. of the doc;uments which are
listed in Table A of the NICSD SMP (Reference (48)) and marked “DVR” in the “Other
Outputs” coluinn. For the procedures to be used for the: documentreview, se€ Section4.6:1
inthis NICSD V'VP.

The NICSD IV&V Téam réviews the docimenits for thie V&V activitiesiiti this phase fefefiing
to the methods and procedures described in Table 12. gf the SPP. (Referénce. (45)). The Table

B is provided for a better understanding of terminological difference between thie SPP and
NICSD VVP.

5.3.2 Requirements Definition Phase RTM efforts
(1) Preparation of Requirements Definition Phase RTM

The NICSD SD Team performs the Requirements Definition Phase RTM efforts:
The RTM efforts ensure the following:

e The requirements are traced “forwards” from the Project Planning and Concept
Definition Phase to this phase design documents.

e The requirements are traced back from this phase to the Project Planning and Concept
Definition Phase. That is, all requirements listed in this phase are covered by the
Project Planning and Concept Definition Phase requirements, and no new
requirements have been created in this phase.

In this Requirements Definition Phase, some requirements from the Project Planning and
Concept Detinition Phase are allocated to hardware. These hardware requirements are also
traced. In addition, the RTM efforts must address interface requirements among units, and
among modules.

(2) Compilation of the Requirements Definition Phase RTM report

The NICSD IV&YV Team shall review the RTM.
The NICSD IV&V Team shall describe the result of RTM review in the V&V Report for this
phase.
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5.3.3 Security Review

The NICSD IV&V Team shall review that the cyber security requirements described in
NQ-2037 (Reference (28)) and the SPP (Reference (45)) are correctly reflected in the
software life cycles.

The NICSD IV&V Team shall perform independent review (IR) of the Unit Detailed Design
Specifications and SSARs, and confirm that appropriate cyber security requirements
complying with NQ-2037 and the SPP are included in the Unit Detailed Design Specifications.
The result of Security Review shall be described in the V&V report.

5.3.4 Requirements Definition Phase V&V Reporting

The NICSD IV&V Team shall prepare the Requirements Definition Phase V&V Report
summarizing the V&V activities performed for this Requirements Definition Phase.

The NICSD V&V Report shall include:
(1) Reference to the reviewed docurnents
(2) Reference to.the Design Verification Reports (DVR)
(3) Reference to the Requiréments Defifiition Phase RTM
-(4) Open items revealed in the RTM efforts
(5) Results-of the Security Review
(6) Resiilts of thé SSAR review
(7) Métrics-described in'Section 4.6:6
(8) Any findings, recommendations, or suggestions to reduce any risks identified in the
V&V activities

The NICSD IV&V Team delivers the NICSD V&V Report to the ICDD IV&V Team for
review.

53.3.5 Baseline Review

To complete the Requirements Definition Phase, the NICSD IV&V Team shall perform
baseline reviews at the phase end as described in Section 4.6.3. The NICSD IV&V Team
shall issue a BRR documenting the results of the Baseline Review and report to the NICSD
SQA Team for review and approval as QA record.

5.4 Design Phase

NICSD procures the FPGA-based modules from PPDD. In the design phase, PPDD
produces the Module Design Specifications and the FPGA Design Specifications, which
define the FPGA logic design, in accordance with PPDD procedure E-68017 (Reference (39)).
A special characteristic of the Toshiba FPGA-based 1&C systems is that FPGA logic consists
of the verified and well proven functional elements (FEs) and interconnects between FEs.
All FE are generated by PPDD. The V&V activities for FEs are described separately in
Section 5.8.

Table A of the NICSD SMP (Reference (48)) lists the outline of the output documents of |
these V&YV activities.
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54.1 Preparation of SVTP

The NICSD [V&V Team shall initiate preparation of a Software Validation Test Plan (SVTP)
in accordance with this NICSD VVP and in Section 9 of the SPP (Reference (45)). The
SVTP shall outline the methodology of how various tests will be used to validate that the
integrated software meets the requirements stated in the EDS and the Unit Detailed Design
Specification.

The SVTP can include a plan for Platform Factory Test (PFT), if necessary.

This activity shall be initiated in this phase to ensure completion prior to the System
Validation Testing Phase.

5.4.2 Document Reviews

During this phase, the NICSD V&V Team is involved in reviewing each PPDD work
product. The NICSD IV&V Team ensures the quality and completeness of each work
product and its readiness for CGD.

The NICSD IV&V Team shall perform irdependert reviews of the documients, which afe
listed in Table A of the NICSD SMP (Reference (48)), and marked “DVR” in the “Other
Outputs” column. For the procedures to be-used for the. document Teview, see Section 4:6:1
in this NICSD VVP.

The NICSD IV&V Team reviews the documents
to the methods and procedures described-in ‘he ] 318, pro;
for a better understanding of terminological- ditference between the SPPaid NIGSD VVE.

The NICSD IV&V Team shall review design and test documents submitted by PPDD.
PPDD use PPDD standard E-68017 (Reference (39)) that has equlvalent requirements for.
FPGA design, coding and testing specified in NICSD Standard NQ-2031 (Reference (23)).

The NICSD IV&V Team shail confirm that the FPGA logic is designed adhering to the
design rules given in the NICSD Standard NQ-2031, Appendix A, as well as confirming that
guidance provided by the FPGA vendor, Microsemi Corporation, in Application Notes for the
chosen FPGA integrated circuit is appropriately incorporated in the design. In particular, the
FPGA logic consists of the verified and well proven FEs, and the interface to each FE is
consistent with the FE specification. The NICSD IV&V Team shall review and approve the
results of the PPDD review.

The NICSD IV&V Team shall check that the FE documents are appropriately maintained as
described in Section 5.8.

The NICSD IV&V Team shall confirm that the requirements in PPDD Standard E-68017 are
equivalent to the requirements in NICSD Standard NQ-2031 through the CG Survey report or
CDR report, or other means.

the V&V activities i in this phase. referring

5.4.3 Design Phase RTM efforts
(1) Preparation of Design Phase RTM

The PPDD design engineers prepare the RTM to maintain the traceability from the unit design
to the module design and to the FPGA. The RTM efforts ensure the following:

e The requirements are traced “forwards” from the Requirements Definition Phase to
this phase design documents. That is, all requirements in the unit design are
allocated to modules mounted in the unit, and requirements in each module design are
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allocated to FPGAs included in the module.

e The requirements are traced back from this phase to the Requirements Definition

Phase. That is, all requirements listed in this phase are covered by the Requirements
Definition Phase, and no new requirements have been created in this phase.
Note: An FPGA design may include maintenance or test purpose circuits. Inclusion
of these kinds of circuits must be described in the Module Design Specification as
exceptions. The NICSD IV&V Team shall confirm that these circuits do not cause
any adverse effects to the module functions.

(2) Compilation of the Design Phase RTM report
The NICSD IV&YV Team shall review the RTM prepared by PPDD.

The NICSD SD Team shall update the RTM of the Requirements Definition Phase based on
the RTM prepared by PPDD,

The NICSD IV&V Team shall describe the result,6f RTM review in.the V&V Report for this
phase.

54.4 Security Review

The NICSD IV&V Team shall verify that'the: cybér security requirements described in
NQ-2037 (Reference. (28)) and the. SPP {(Reference. (45)) are correctly reflected in the
software life cycles

The NIESD IV&V Team shall perform indepérden w {(IR) of the Module Design
Specnﬁcatlons FPGA. De51gn Specif; 1cat] ,_nS«and : u.;,onﬁm:l that appropnate cyber:
security requirements complying with, NQ-2037 and the SPP aré ‘included in the Module
Design Specifications and FPGA Design Specifications: In addition, the NICSD IV&V
Team shall confirm that an appropriate secure development environment is established in
PPDD. The result of the Security Review shall be described in the V&V Report.

5.4.5 Design Phase V&V Reporting

The NICSD IV&V Team shall prepare the Design Phase V&V Report summarizing the V&V
activities performed for this Design Phase.

The NICSD V&V Report shall include:
(1) Reference to the reviewed documents
(2) Reference to the Design Verification Reports (DVR)

(3) Reference to the results of the FE document and the software tool control checks, see
Section 5.8.

(4) Reference to the Design Phase RTM
(5) Open items revealed in the RTM efforts
(6) Results of the Security Review

(7) Results of the SSAR review

(8) Metrics described in Section 4.6.6

(9) Any findings, recommendations, or suggestions to reduce any risks identified in the
V&YV activities

TOSHIBA CORPORATIDN
Nuclear Instrumentation & Control Systems Department

26/48




FA32-3709-1000 Rev. 8

The NICSD IV&V Team delivers the NICSD -V&V Report to the ICDD IV&V Team for
review.

5.4.6 Baseline Review

To complete the Design Phase, the NICSD IV&V Team shall perform baseline reviews at the
phase end as described in Section 4.6.3. The NICSD IV&V Team shall issue a BRR
documenting the results of the Baseline Review and report to the NICSD SQA Team for
review and approval as QA record.

5.5 Implementation and Integration Phase

In the Implementation and Integration Phase, the FPGAs are developed by PPDD in the
following three steps:

Step 1 VHDL Source Coding:

The PPDD design engineers generate VHDL source: code that:implements, the functional
requirements written in the FPGA Design Specxﬁcanon in accordanice with PPDD.
procedure E-68017 (Reference (39)). In generating the VHDL source code, the PPDD
design engineers use editor tools. Since subsequent 4ctivities adequately verify and.
validate the VHDL source code, no V&V activities-are necessary: for the editor tools.

Step.2: FPGA Implementation

The PPDD design. -engineers convert -the VHDL ‘source .code into netlists using: the
Synphfy tool, 4 logic synthesizer. Netlists 0f FEs-used in the design are takeni from. the
PPDD FE library, and integrated into a single netlist by theé Designér tool supplied by
Microsemi. ‘

To detect étrors in the netlists, which may be undetected by the software tools, and érrors in
the source code, the NICSD IV&V Team confirms logic diagrams from the netlist, and
inspects the logic diagrams comparing with the VHDL source code. The logic diagrams
are drawn by the Netlist Viewer tool, which is supplied by Microsemi, but is independent
of the Synplify® tool.

After the inspection, the PPDD design engineers convert the netlists into a placed, routed
netlist, called fuse map, and embeds the fuse map into a test purpose FPGA.

To minimize risks associated with timing, the PPDD design engineers perform timing
analysis and simulation during their design process. This two-part process includes static
timing analysis and dynamic timing simulation. Static timing analysis evaluates the setup
and hold times on each path within the FPGA design. The Designer software tool
evaluates the propagation delay to each element in the code in order to determine each
timing path in the code. The result from this static analysis can be interpreted by the
ModelSim® tool. The PPDD design engineers then use ModelSim® tool to validate the
design with dynamic simulation, using accurate propagation delays.

Step 3: FPGA Testing

PPDD performs testing on the FPGAs as defined below. The NICSD IV&V Team
reviews the FPGA Test Procedure prepared by PPDD.

This testing includes:
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a) Simulation of the fuse map generated in Step 2, and
b) FPGA Testing using the test purpose FPGA produced in Step 2.

The PPDD design engineers perfonn FPGA Testing using the ModelSim® tool, and the
PinPort device. The ModelSim® tool is,not only used in simulation, but also in FPGA
Testing using an FPGA chip that embeds target FPGA logic for testing. The ModelSim®
tool generates inputs to the FPGAs according to the test vectors that are prepared prior to
the FPGA Testing.

The PPDD engineers use ModelSim® tool to simulate the internal operation of the logic.
The ModelSim® tool provide the PPDD engineer with the capability to watch individual
signals within the FPGA and validate that timed FPGA logic works as the engineer intends.
These tests verify that the FPGA timing constraints are satisfied, and that additional PPDD
timing rules are satisfied. The NICSD IV&V Team shall review FPGA Test Reports
describing the result of the FPGA Testing.

After the. test is satisfactorily performed using both.the simulation software tool and an
implementation in an FPGA, the FPGA loglc is cons1dered quahﬁed and registered. Thus
the baseline for the registered FPGA logicis, established.

The qualified FPGA logic must be implémented in an FPGA. integrated circuit prior to
being soldered to a module printed circuit board,

All testing results are brought into the NICSD--Appendix B program and placed under
c_onﬁguranpn management-at the successfil conclusion of testing-and-acceptance -of that
testirig by NICSD.
Table A of the NICSD SMP (Reference (48)) lists the outline of the-outputs of these V&V |
activities.
The NICSD IV&V Team should observe PPDD activities to verify that PPDD woik in
accordance with their procedures and NICSD’s expectations. These observations could be
coordinated with NICSD SQA Team. Results of the obsérvation shall be documented in the
V&V Report. If the NICSD [V&V Team finds any nonconformance in PPDD’s activities,

the NICSD IV&V Team shall issue a SCAR documenting the rejection of the PPDD work
product.

5.5.1 VHDL Source Code Reviews

The NICSD IV&V Team shall review the source code to verify correctness, consistency,
completeness, accuracy, and traceability to the design specifications in accordance with
NQ-2031 (Reference (23)), Sections 13.4.3 and 14.5.1 of the NICSD SMP (Reference (48)),
and Code Review Guide 8M8K0000 (Reference (51)). The results of these reviews must be
documented using a Source Code Review Sheet. These verifications must include (at a
minimum) review of the FPGA source code written in VHDL (or equivalent configuration

information) to ensure that the source code matches what was specified in the FPGA Design
Specification (Software Design Description). NICSD IV&V Lead shall organize a Code
Review Team by assigning Code Review Lead and Code Reviewers. The reviewer may use
software development tools such as a VHDL Simulator in addition to traditional techniques
described in IEEE Std 1028 (Reference (4)). :

PPDD shall provide necessary information for the source codé reviews such as source codes, I
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report files of software tools (Synplify, Designer, and other tools), and software documents to
the Code Review Team.
The Code Reviewers review the information with a Source Code Review Sheet specified in
Code Review Guide 8M8K0000.
The major checkpoints are,

(1) Use of FE Design,

(2) Synchronous Design

(3) Interface review for compatibility between FPGA, specially for Input/Output Pin

Setting,

(4) Waming of Software Tools,

5) Equations, algorithms, and control logic,

(6) Constraint,

(7) Software operation within requiremént constraints, and

(8) Conformance to Coding Guideline E-68017 (Reference (39)).

Thé results of thesé reviews must be documented in the:Source:Code Review Sheet by the
‘Code-Reviewer. Anomalies found during the review shall be:documented in-an.Anomaly
List. A EodeReviewer shall set up the:Exit Meeting'of GodeReview Team with Code
Designer in PPDD anid observers. Code Revigw Teamni shall classify each-anomaly asMajor
or Minor, and shall determine the disposition of each-anomaly as “Useas is” or “Rework.”
‘Source Code Review Sheet shall include the classification, the disposition, and the
determination whether the criteria of closing the disposition is satisfied.

5.5.2 Logic Synthesis and Layout

The PPDD design engineers convert the VHDL source code into a netlist using the Synplify®
tool, and convert the netlist into a fuse map using a place and layout tool integrated in the
Designer tool. The PPDD design engineers check the message files from the software tools
to confirm that logic synthesis and layout are performed without errors, or problematic
warnings. The NICSD IV&V Team verifies the result of the message checks and documents
it in the V&V Report.

5.5.3 Signal Timing

The NICSD IV&V Team confirms that the PPDD design engineers meet the FPGA design
rules. The NICSD IV&V Team shall verify the timing analysis performed to show that the
timing margin described in NQ-2031 (Reference (23)) exists within this FPGA. The NICSD
IV&V Team shall evaluate the result of the FPGA internal timing analysis, and document it in
the V&V Report.

5.5.4 Netlist Inspection

The NICSD IV&V Team inspects the netlists by comparing the original VHDL files with the
logic diagrams generated from the netlists by the Netlist Viewer tool, to verify the correctness
of the conversion. In the comparison, the FE interfaces shall be checked, because the VHDL
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source code implements logic using FEs.
The results of the netlist check shall be documented in the V&V Report.

5.5.5 Document Reviews

The NICSD IV&V Team shall perform independent reviews of the documents, which are
listed in Table A of the NICSD SMP (Reference (48)), and marked “DVR” in the “Other
Outputs” column.  For the procedures to be used for the document review, see Section 4.6.1
in this NICSD VVP,

The NICSD IV&YV Team reviews the documents for the V&V activities in this phase referring
to the methods and procedures described in Table 14 of the SPP. The Table B is provided
for a better understanding of terminological difference between the SPP and the NICSD VVP.

It should be noted that the NICSD IV&V team must confirm that the test cases for FPGA
Testing achieve 100% toggle coverage (see NICSD Standard‘NQ : Ol (Reference (16)) fora
definition of toggle coverage) of the active FE c asés are sufficient’to

ensure that the FPGA performs its intended: flmctlons

5.5.6 FPGA Testing

PPDD prepares the FPGA Test Procedures in accordancé w1
including test cases, before the execufion of thertesting, *
review the: FPGA Test Procedures:in accordanice with NQ=20

FPGA Testing shall be perfonned in-dccordancev
NICSD. Theresults:of the FPGA, Testmg shall. Cl
NICSD IV&V Team shall evaluate the FPGA: Test: Reports

Any test failures, any product or configuration noncenformances, or-any errors in the test
procedure itself shall be resolved as described in Section 7.1.

5.5.7 Software Tool Contrel Review

The NICSD IV&V Team shall review the PPDD control of the software tools used in their
design and V&V activities as described in Section 8.1.2 of the NICSD SMP. The NICSD
IV&V Team shall review PPDD’s records for software tool control to ensure:

e  PPDD uses correct versions of software tools for FPGA manufacturing.
s PPDD is controlling the software tools in accordance with procedures that NICSD has
reviewed and approved.
5.5.8 Implementation and Integration Phase RTM efforts
(1) Preparation of Implementation and Integration Phase RTM

The PPDD design engineers perform the Implementation and Integration Phase RTM efforts.
The RTM efforts ensure that the FPGA Test Procedures cover all logic requirements for
FPGAs defined in the FPGA Design Specifications. Note that traceability between FPGA
design to VHDL source code is verified in VHDL source code review, and is not included in
the RTM efforts.

(2) Compilation of the Implementation and Integration Phase RTM Report
The NICSD IV&V Team shall review the RTM from PPDD.
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The NICSD IV&V Team shall describe the result of RTM review in the V&V Report for this
phase.

5.5.9 Security Review

The NICSD IV&V Team shall review that the cyber security requirements described in
NQ-2037 (Reference (28)) and the SPP (Reference (45)) are correctly reflected in the
software life cycles.

The NICSD IV&V Team shall perform an independent review (IR) of the FPGA Test
Procedures, FPGA Test Reports. The NICSD IV&V Team shall also review that appropriate
cyber security requirements complying with NQ-2037 and the SPP are included in the FPGA
Test Procedures.
In addition, the NICSD IV&V Team shall confirm that appropriate security measures are
taken in VHDL code generation, code conversion from source code to fuse map, and data
storage. ) ]
Theé result of the:Security Review shall be described in the V& V-Report.
5.5.10 Imiplementation and Integration Phase V&V Reporting
The NICSD IV&V Team shall prepare- the' Implementation and Integration Phase V&V
Report summarizing the V&V activities performed for this. Implementation and Integration
Phase. The combination of the Source Code Réview Sheet-and FPGA Test Report satisfies
‘the:requirements for Software Implementation Review: Report described in Section 3.12:3:5 of
‘the SPP:(Reference (45)).
The' NICSD V&V Reportt shall include:

(1) Reference to the reviewed documents

(2) Reference to the Design Verification Reports (DVR)

(3) Refeérence to the Source Code Review Sheet

(4) Reference to the software tools message file checks

(5) Reference to the netlist inspections

(6) Reference to the FPGA Test Reports

(7) Reference to the FPGA Control Sheets

(8) Reference to Purchase Specification to PPDD

(%) Reference to the Implementation and Integration Phase RTM

(10) Results of Software Tool Control Review

(11) Open items revealed in the RTM efforts

(12) Results of the Security Review

(13) Results of the SSAR review

(14) Metrics described in Section 4.6.6

(15) Any findings, recommendations, or suggestions to reduce any risks identified in the
V&V activities

The NICSD V&V Report includes the Software Build Procedure and Report (SBPR) as
defined in the SPP. The following documents are treated as SBPR.
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¢ FPGA Control Sheet
FPGA Control Sheet shall document the names of the VHDL source code files.

The NICSD IV&V Team delivers the NICSD V&V Report to the ICDD IV&V Team for

review.

5.5.11 Baseline Review

To complete the Implementation and Integration Phase, the NICSD IV&V Team shall
perform baseline review at the phase end as described in Section 4.6.3, The NICSD IV&V
Team shall issue a BRR documenting the results of the Baseline Review and report to NICSD
SQA Team for review and approval as QA record.

5.6 Module Validation Testing Phase

Once the module using verified FPGAs. has been assembled, PPDD petforms module
functional testing in accordance with written test prodedirds. In the Modile Validation
Testing Phase, PPDD demonstrates that the modulés perform all intended functions within the
predetermined design, and that the modules do-not perform unintended or -undesirable
functions. PPDD develops Module Test Procedures based on E<68016 (Reference (38)) '
These test procedures, including test plan, test casés;-and-acceptatice criteria; afe-writtén by an:
engineer other than the engineer who designed the module to.be tested:

The PPDD petsoririel ‘perform module valid enérate 4 Modiile: Tést-Repoit
which. includes a test log and a listing of any: testmg“an, maliés: PPDD. will resolve test
anomalies, by changing the test procedure or changmg FPGA loglc If EPGA loglc is
changed, the V&V activities in Section 5.5 for the FPGA logic shall be iterated. ‘These
changes shall be recorded. The test i5 tepeated in its entirety until the teést passés
successfully. After successful results are obtained, the test report shall be reviewed with
change records (if any), approved, and placed under CM.

Table A of the NICSD SMP (Reference (48)) lists the outline of the outputs of these V&V
activities.

In addition to the activities described in the following subsections, the NICSD IV&V Team
should oversee PPDD activities to verify that PPDD work in accordance with their procedures
and NICSD’s expectations. Results of observation shall be documented in the V&V Report.
If the NICSD IV&V Team finds any nonconformance in a PPDD’s activity, the NICSD
IV&YV Team shall issue a SCAR in accordance with NQ-3019 (Reference (34)).

53.6.1 Document Reviews

The NICSD IV&V Team shall perform independent reviews of the documents, which are
listed in Table A of the NICSD SMP (Reference (48)), and marked “DVR” in the “Other
Outputs” column. For the procedures to be used for the document review, see Section 4.6.1
in this NICSD VVP.

The NICSD IV&V Team reviews the documents for the V&V activities in this phase referring
to the methods and procedures described in Table 15 of the SPP (Reference (45)). ‘The Table
B is provided for a better understanding of terminological difference between the SPP and
NICSD VVP.
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5.6.2 Module Validation Testing

PPDD prepares Module Test Procedures in accordance with E-68016 (Reference (38)).
PPDD personnel perform the module validation testing in accordance with the Module Test
Procedures. PPDD prepares the Module Test Procedures before the execution of the testing.
The NICSD IV&V Team shall review the Module Test Procedures in accordance with
NQ-2030 (Reference (22)). If NICSD considers necessary, NICSD shall require additional
testing to PPDD, in order to check that the module has satisfied the software requirements.

Any test failures, any product or configuration nonconformances, or any errors in the test
procedure itself shall be resolved as described in Section 7.1.
5.6.3 Test Equipment Software Review

The NICSD IV&V Team shall review the PPDD control of the test equipment software, used
in the Module Validation Testing. The NICSD IV&V Team shall review PPDD’s tecords
for test equipment software control to-ensure:

e Test équipmiént software used for the project tests is préparéd in accordance with
procedures that the NICSD IV&V Team has reviewed and approved.
e PPDD is controlling the software tools in accordance with PPDD procedure E-68020
(Reference (42)).
5.6.4 Module Validation Tésﬁng Phase REM: efforts
(1) Preparation of Module ' Validation Testing Phase RTM

‘The PPDD désign. engineers perform the Module Validation Tesﬁng Phase RTM efforts.

The RTM efforts eénsure the module test procedures: cover all logic requirements for the
modules defined in the Module Design Specifications.

(2) Compilation of the Module Validation Testing Phase RTM Report

The NICSD IV&V Team shall review the RTM from PPDD.

The NICSD IV&V Team shall describe the result of RTM review in V&V Report for this
phase.

5.6.5 Security Review

The NICSD IV&V Team shall review that the cyber security requirements described in
NQ-2037 (Reference (28)) and the SPP (Reference (45)) are correctly reflected in the
software life cycles.

The NICSD IV&V Team shall perform independent review (IR) of the Module Test
Procedures and shall review that appropriate cyber security requirements complying with
NQ-2037 and the SPP are included in the Module Test Procedures and the SSARs.

In addition, the NICSD IV&V Team shall confirm that appropriate security measures are
taken in the following activities:

o Delivery of the fuse map

o Embedment of logic into FPGAs

e Storage of logic embedded FPGAs
e Module assembly
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¢ Transportation and storage of modules
The result of Security Review shall be described in the V&V Report.

5.6.6 Module Validation Testing Phase V&V Reporting

The NICSD IV&V Team shall prepare the Module Validation Testing Phase V&V Report
summarizing the V&V activities performed for this Module Validation Testing Phase.

The NICSD V&V Report shall include:
(1) Reference to the reviewed documents
(2) Reference to the Design Verification Reports (DVR)
(3) Reference to the Module Test Reports
(4) Reference to the Module Validation Testing Phase RTM
(5) Results of Test Equipment Software Review
(6) Open items revealed in the RTM efforts
(7) Results of the Security Review
(8) Results of the SSAR review
(9) Metrics described in Section 4.6.6

(10) Any findings, recommendations; orsuggestions: to;reduce.any-risks:identified.in the:

V&V activities

The NICSD IV&V Team delivers the NICSD V&V Répoit to the ICDD IV&V. Team for
Teview.

5.6.7 Basecline Review

To complete the Module Validation Testing Phase, the NICSD IV&V Team shall perform
baseline reviews at the phase end as described in Section 4.6.3. The NICSD IV&V Team
shall issue a BRR documenting the results of the Baseline Review and report to NICSD SQA
Team for review and approval as QA record.

5.7 System Validation Testing Phase

For the unit integration, a NICSD receiving inspector receives the modules to be installed in
the units.  After accepting the modules in the previous phase, NICSD assembles the module
into the units. Then, NICSD assembles the system from the units. The NICSD test
personne] shall perform the System Validation Testing in accordance with the SVTP. This
test must demonstrate that the system performs all intended functions within the
predetermined design, and that the system does not perform unintended or undesirable
functions that were identified in the test scope.

The NICSD test personnel generate a test record, which includes a test log. Testing
anomalies, if any, will be recorded in a NNR in accordance with NQ-3019 (Reference (34)).
NICSD will resolve test anomalies, which may require changing the test procedure or
changing FPGA logic. If FPGA logic is changed, the V&V activities in Section 5.5 and 5.6
for the FPGA logic shall be iterated. The test is repeated in its entirety until the test passes
successfully. After successful results are obtained, the NICSD IV&V Team shall review the
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test record with change records (if any). Then the test record will be approved, and placed
under the SCMP (Reference (50)).

Table A of the NICSD SMP (Reference (48)) lists the outline of the outputs of these V&V
activities.

The NICSD IV&YV Team evaluates the results of the System Validation Testing to confirm
that requirements identified in the EDS and Unit Detailed Design Specifications are
satisfactorily covered, and issue a Software Validation Test Report (SVTR).

The NICSD IV&V Team may also observe NICSD activities to verify that NICSD work in
accordance with applicable NICSD procedures. Results of observation shall be documented
in the V&V Report.

5.7.1 Document Reviews

The NICSD IV&V Team shall performr mdependent Teviews of the documents, which are.
listed in Table A of the NICSD SMP (Re (48)), and ¢ed “DVR” in the “Other
Outputs column. Forthe procedures to be-used for-th e:document: review, see Secfion 4:6.1
in this NICSD VVP:

The NICSD IV&V Team reviews the documents-forthe V&V activities in: this-phase refeming
to the methods and procedures described in Table, 15 and Table 16 of the SPP (Reference
(45)): The Table B is provided for ‘a better uniderstanding of* termmologlcal differerice
between the SPP and: NICSD VVP..

5.7.2 Unit Validation Testing

The NICSD test persoinel shall perform the wnit: validation testing -as & part of System
Validation Testing in accordance with. SVTP.

Any test failures, any product or configuration nQJ;COnfonn'ance, or any errors in the test
procedure itself shall be resolved as described’in Section 7.1.

The NICSD IV&V Team shall describe the result of Unit Validation Testing in the V&V
Report for this phase.

5.7.3 System Validation Testing

The NICSD test personnel shall perform the System Validation Testing in accordance with
SVTP.

Any test failures, any product or configuration nonconformance, or any errors in the test
procedure itself shall be resolved as described in Section 7.1.

Successful completion of testing and document reviews will complete the requirements for
commercial grade dedication. The NICSD IV&V Team shall review the completed
commercial grade dedication package to confirm that all required activities are complete and
that the evaluations are complete and correct. Completion of the NICSD IV&V Team
review of the commercial grade dedication shall be the last technical activity to be completed.

The NICSD IV&V Team shall describe the result of System Validation Testing in V&V
Report for this phase.

The NICSD IV&V Team shall prepare a Software Validation Test Report (SVTR). The
Software Validation Test Report (SVTR) includes the result of Unit Validation Testing and
System Validation Testing.
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5.7.4 Test Equipment Software Review

The NICSD IV&V Team shall review the NICSD control of the test equipment software, used
in the Unit and System Validation Testing. The NICSD IV&V Team shall review NICSD’s
records for test equipment software conirol to ensure that the test equipment software used for
the tests is controlled in accordance with NQ-2003 (Reference (26)).

5.7.5 System Validation Testing Phase RTM efforts
(1) Preparation of System Validation Testing Phase RTM

NICSD design engineers perform the System Validation Testing Phasc RTM cfforts. The
RTM efforts ensure the units and system validation test procedures cover all functional
requirements defined in the Unit Detailed Design Specifications and the EDS.

(2) Compilation of the System Validation Testing Phase RTM Report

The NICSD IV&V Team shall review the RTM. ) -

The NICSD IV&V Team shall describe the result:of RTM review in the V&V Report:
5.7.6 Security Review

The NICSD IV&V Team shall review that: the cyber security requirements. described in
NQ-2037 (Reference (28)) and the SPP (Reference (45)) are coirectly reflected in- the
software life cycles.

‘The NIGSD . IV&V Team shall perform independent:review (IR) of-the test procedures,. -and
SSARs. The NICSD IV&V Teain shall alse teview -that appmpnate cyber security
requiremerits complying with NQ-2037 4nd the SPP are inicluded in the test procedures

In addition, the NICSD IV&V Team shall conﬁrm that appropriate security: measures are
taken in storage of the units and the systems.

The resulf of Security Review shall be described in the V&V Report.

5.7.7 System Validation Testing Phase V&V Reporting

The NICSD IV&V Team shall prepare the System Validation Testing Phase V&V Report
summarizing the V&V activities performed for this System Validation Testing Phase.

The NICSD V&V Report shall include:
(1) Reference to the reviewed documents, including hardware verification, see Section 5.9
(2) Reference to the Design Verification Reports (DVR)
(3) Reference to the units and system validation test report
(4) Reference to the System Validation Testing Phase RTM
(5) Results of the Test Equipment Software Review
(6) Results of the Security Review

(7) Completion of SSAR, which shall confirm that:
¢ All system safety requirements have been satisfied by the life cycle phases.
e No additional hazards have been introduced by the work done during the life
cycle activity.

(8) Metrics described in Section 4.6.6

(9) Evaluation of the test results
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(10) Conclusion of the V&V activities

The NICSD IV&V Team delivers the NICSD V&V Report to the ICDD IV&V Team for
review.

5.7.8 Baseline Review

To complete the software development, the NICSD IV&V Team shall perform baseline
reviews at the phase end as described in Section 4.6.3.  ICDD and NICSD shall confirm the
completion the V&V activities from the Project Planning and Concept Definition Phase
through the System Validation Testing Phase to complete the software development. All
open items shall be closed. The NICSD IV&V Team shall issue a BRR documenting the
results of the Baseline Review and report to NICSD SQA Team for review and approval as
QA record.

5.8 Functional Elemerit V&V

FPGA logic is designed using FEs from the. PPDD FE library:  The control of these FEs is
reviewed in the Design Phase by the NICSD IV&Y Team. The IV&V Team shall Teview
the following at a minimum:

»  Documentation for the FEs including FE test. reports:— each: EE shall be developed,
verified, and validated. in accordance: with PEDD;; procedure E:-68018 as desciibed
below.

e Control of FE Ilibrary and software tools — FE library and software tools shall be
controlled under an appropriate configuration management.
The following subsection provides details of thé review.
These FE V&V activities can be omitted for the FE for which PPDD has already performed

the same V&V activities, and NICSD or ICDD has performed the same review for another
safety-related work.

To prepare an FE used in the FPGA-based system, PPDD shall follow the PPDD procedure
E-68018 (Reference (40)) for design and testing, and shall get review and approval from |
NICSD, including the IV&V Team.

The outline of the procedure prescribed in E-68018 is as follows:
(1) FE Requirements Specification
: The FE Requirements Speciﬁéation is established to address at a minimum:
e FE functional requirements,
s  Input/Output Signals, and
e Interface/Interaction with other FE.

The FE Requirements Specification must be verified by other engineers who do not
contribute the FE Requirements Specification.

(2) FE Design

The PPDD design engineers establish the FE Specification and the other PPDD design
engineers establish the FE Test Procedure. The FE Specification states how all of the

TAOSHIBA CORPORATION
Nuclear Instrumentation & Control Systems Department

37/48



FA32-3709-1000 Rev. 8

€)

-:(_.4_).‘

©

requirements specified in the FE Requirements Specification for this FE will be
implemented, and should contain sufficient criteria to support functional testing of the
FE.

The FE Test Procedure describes the process from producing the VHDL source code
through the execution of FE testing using test FPGA chips.

The FE Specification and FE Test Procedure must be verified by other engineers who do
not contribute to the FE Specification or FE Test Procedure.

An RTM is prepared to trace the design features in the FE Specification to the
requirements shown in the FE Requirements Specification. The RTM must also be
verified.

FE Coding

The PPDD design engineers génerate VHDL source code 6f FEs in accordance with the
d351g11 rulés-shown in E-68017 (Reference (39)) Appendix A. The VHDL source code
is converted into an FE EDIF File by the- Synphfy"D tool. At this point, the PPDD
desxgn engineers perform finctional testing of the FE to venfy that the FE meets the
requirements defined in the FE-Specification using the-ModelSim® tool:

The FE source code must be reviewed by independent engineers in PPDD who'do not
‘contiibute to the FE coding:
FE Testing

vahdatlon using; ‘hardware: sﬁmulatlon of ’rhe programmed FPGA

‘The PPDD design ‘engineers perform FE testing in accordance- with an FE Test
Procedure prepared prior to the testing and record the results in an FE Test Report.
Another PPDD design engineer evaluates the FE Test Report and record the results of
the evaluation.

Final FE Acceptance/Release

The PPDD design engineers propose the registration of the FE in the FE library to the
PPDD configuration manager. The PPDD configuration manager confirms that the FE
Requirement Specification, FE Specification, FE Test Procedure, and FE Test Reports
with a satisfactory result are established, and determines whether the FE is acceptable.
When the FE is acceptable, the PPDD configuration manager releases the FE for use, by
approving the registration of the FE in the FE library.

The duplicated complete package of electronic files for FEs library that is incorporated
into FPGA design is also stored in NICSD controlled storage locker.

Maintenance Phase

FE logic modifications are approved, documented, verified and validated, and
controlled. Section 7.1.2 explains PPDD activities for problem reporting

The verification process for the FE permits a more traceable process than for complete FPGA
logic verification. Because of the simplicity of the FE, a shorter simulation is possible, with
more thorough verification at this level.
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5.8.1 Document Check

The NICSD IV&V Team shall check the following documents to ensure that PPDD procedure
E-68018 (Reference (40)) is appropriately applied for FEs placed in the FE library:

¢ FE Requirements Specification
= FE Specification
s RTM between the FE Specification and the FE Requirements Specification
@ FE Test Procedure
s RTM between the FE Specification and the FE Test Procedure
s FE Test Report
The NICSD IV&V Team shall check the documents for the following items:

* FE Specifications, FE Test Procedure and FE Test Reports should .be:establis_hed..and-
checked against FE Requirements Specifications. FE Requiremerits Spécifications
should be established and checked against NQ-2032 (Reference (24)):
* TheRTMs between documents have been appropriately prepared and reviewed..
e  Full pattern tests have been performed for each FE
s The test results are.acceptible
The results of the check shall be documented and included-in-the V&V Report:at. the: Design:
Phase. See Section 5.4.5. ‘ B
5.8.2 Check of FE Library Control and Software Tool Control

The NICSD IV&V Team shall check the following items at a minimum, to confirm that
PPDD adequately controls the FE library:

e PPDD controls the FE library in accordance with PPDD procedure E-68019
(Reference (41)).

s PPDD controls the software tools in accordance with PPDD procedure E-68020
(Reference (42)). See Section 5.5.7 of this NICSD VVP.

The NICSD IV&V Team shall document the results of the check in the V&V Report at the
Design Phase. See Section 5.4.5 of this NICSD VVP.

5.9 Hardware V&YV

The NICSD IV&V Team or verifier in NICSD shall perform an independent review of the
unit and module hardware design in accordance with NQ-2030 (Reference (22)). The
NICSD IV&V Team or verifier in NICSD shall perform an independent review (IR) of
ECWD. The results of the review shall be documented and reported as a part of the V&V
Report.
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The NICSD IV&V Team shall perform independent reviews of documents, -which. are_
described in section 5.2. 3,53.1,542,55.5, 5.6.1, and 5.7.1. For documeént:revie:

6 V&V Reporting

6.1 V&V Report

The NICSD IV&YV Team shall prepare the NICSD Verification and Validation Report (VVR),
which documents the NICSD activities starting with the Project Planning and Concept
Definition Phase and progressing through the System Validation Testing Phase. The NICSD
VVR shall be prepared at the Project Planning and Concept Definition Phase, and shall be
updated at the end of each life cycle phase. Section 5 describes the contents to be included
in the NICSD VVR.

The NICSD IV&V Lead shall approve NICSD VVR.

6.2 Anomaly Reporting

Anomalies found after a version of the software was released or became a baseline, these
anomalies shall be controlled in accordance with NQ-3019 (Reference (34)). Anomahes
found before the above milestones, such anomalies shall be controlled in accordance with: the.
applicable design control procedures. Normally, anomalies identified during design rev1ews
are controlled per Verification Follow Sheet (VFS) and/or Comment List those refeired b

Design Verification Report in accordance with AS—200A002 (Reference (7)), and on
source code reviews.are controlled through Source Code Review Sheetand Anomaly List:

NICSD IV&V Team shall use the Design Venﬁcatlon Report (DVR), which shall inclide-a
list of comments to be resolved. Resolution for the open items shall be tracked wsiiig &
Verification Follow Sheet (VFS) and/or Comment List. The DVR shall be closed with
evaluation that all identified issues have been resolved. Closed items at the phase and open
items to the next phase shall be verified in each Baseline Review Report (BRR).

For source code reviews, the Source Code Review Sheet shall be used, which is described in
section 5.5.1. The Code Review Team shall create an Anomaly List to track identified
anomalies. The classification and disposition for each anomaly shall be documented in the
Source Code Review Sheet. At the Exit Meetings, the resolution of anomalies in the Source
Code Review Sheet shall be verified and the exit decision shall be determine if the Code
Review result meet the exit criteria.

For individual FPGAs tests, the IV&V Team shall review the test procedures and test results.
The IV&V Team shall use list of comments, and a DVR to record their review. Anomalies
shall be tracked with a Verification Follow Sheet. Results shall be summarized in the BRR
and resolution of anomalies shall be verified through the Baseline Review Meeting.

For FPGA tests, the IV&V Team shall review the test procedures and test results. The
IV&V Team shall use list of comments, and a DVR to record their review. Anomalies shall
be tracked with a Verification Follow Sheet. Results shall be summarized in the BRR and
resolution of anomalies shall be verified through the Bascline Review Meeting.

Through completion of module testing, the IV&V Team shall review work performed by the
design team. After module testing is complete, the IV&V Team shall be responsible for
generation and performance of Software Validation Testing.
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For Software Validation Testing of Individual Units and of Systems, an IV&V Team member
shall generate a written Software Validation Test Plan (SVTP), which is described in section
5.4.1. The design team shall write System Test Specification, which shall be reviewed by
the IV&V Team. A member of the Quality Control Group for Nuclear Instrumentation &
Control Systems (NICS-QC) shall write Software Validation Test Procedures, and NICS-QC
shall perform testing and shall generate Software Validation Test Records. IV&V Team
shall issue Software Validation Test Reports based on the Software Validation Test Records.
Test anomalies shall be reported to the Design and IV&V Team through the Site Corrective
Action Request (SCAR) or Site Nonconformance Notice Report (SNNR) processes.
Sections 6.2.1 and 6.2.2 explain the SNNR and SCAR processes and interactions with the
Design and IV&V Teams.

6.2:1 Site Nonconformance Notice Report

If an-anomaly is found in the FPGA-based Safety-Related 1&C systems-that will be shipped
and used in US nuclear power plants, the anomaly is controlléd in .accordance:with NQ-3019
(Reference (34)). In case that the anomaly is judged nonconforming:parts; modules TRits ‘OF
systems (hardware) of which cause is generated by the NICSD, Site. Nonconformance Notice
Report (SNNR) is issued in accordance with NQ-3019. (Reférénce.(34)).. If the anomaly is-a
result from a design error, the IV&V Team shall send the nonconforii eto the. NISD group
that shall then propose a. Technical Justification and. disposition. The TV: (V Team shall

review the Technical Justification and DlSpOSlthn in- the 'SNNR; and shall send acceptable
HicAtation: &. Control

SNNR responses to the Quahty Control Group. for Nuclear i
Systems (NICS-QC) for acceptance -of the: proposed. rescﬂutlon ) ) nd testing
shall be:initiated-and performed as- reqmred, poteniially-flowing: backvﬂuough many portmns
of the previous process. NQ-3019 describes the process for resolution of the
nonconformance. Theé IV&V Team shall evaluate each opeén iterh:and suftimarize the curfent
status of each SNNR in the VVR. Results shall be summarized in-tlie BRR-and resolution of
anomalies shall be verified through the Baseline Review Meeting.

Anomalies may be found during validation testing, or in a design used at equipment
fabrication.

6.2.2 Site Corrective Action Request

A Corrective Action Request (CAR) is used to document a cause, corrective action to be
taken, and to follow corrective action processes, when a condition adverse to quality is
identified after the baseline has been established in PCDs. When a condition adverse to
quality is found during IV&V activities, the NICSD IV&V team has a responsibility for
preparation of SCAR in accordance with AS-300A009 (Reference (15)). And the Quality
Assurance Group for Nuclear Instrumentation & Control Systems (NICS-QA) has a
responsibility for issuance of SCAR. NICSD Standard NQ-3009 (Reference (15)) is applied.
Note that if the anomaly has already been implemented in the product, the NICSD IV&V
Team shall report the anomaly to NICS-QC to determine whether a SNNR is to be issued or
not.
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7 V&V Administrative Requirements

7.1 Anomaly Reporting and Resolution

7.1.1 Problems Feund in NICSD Activities

If a problem is identified in the NICSD design or IV&YV in any phase including Software
Validation Testing, each problem shall be reported using the SNNR or SCAR processes, as
described in Section 6.2.

NICSD test personnel perform the System Validation Testing. The test personnel shall
document any test failures, any product or configuration nonconformance, or any errors in the
test procedure as a mnonconformance using the SNNR or SCAR processes. The
nonconformance may be resolved by modifying design documentation, logic, test plans or test
procedures as necessary: The NICSD IV&V team shall review the revised maferials that
Ancorporate: the changes. NICSD doecuments the amount of retest: requlred for these changes,
and performs retests as needed to resolve. all SNNRs and SCARs The NIESD IV&V team
shall confirm that-all SNNRs and SCARS are adequately resolved by the end of the System
Validation Testing Phase.Problems Found in PPDD Activities

7.1.2 Problems Found in PPDD’ Activities

Tlis PPDD engmeers who perfonn ‘FPGA. 61 module testmg shiall. document’fany test-failures,
any product or' configuration norconformande, or any errors in ‘the test procedure sing
Problem Reportmg Sheefs (PRSs) as déscribed in E-68016 (Reference (38)) "The’ PRS may |
be resolved by modifying design documentation, logic, or test plans and procedures as
necessary. The NICSD IV&V Team shall review the revised fuaterials that-incorporate. the.
changes and the PRS to confirn that all anomalies are resolved adeguately. PPDD
document the amount of retest required for these changes, and performs retests as needed to
resolve all PRSs.  Retests shall go back to PPDD design team.

If PPDD finds any problem in the configuration items during FPGA Testing, or Module
Validation Testing after shipment of any module containing the design to NICSD (e.g., when
the nonconformance discovered in other PPDD projects is affected to this FPGA products.),
PPDD issues a VNNR. NICSD shall control the VNNR in accordance with NQ-3006
(Reference (30)).

7.1.3 Problems Found in Other Vendors’ Activities

If any problem is found in NICSD vendor’s activities after the vendor’s work products have
been provided to NICSD or PPDD, the problem shall be considered a vendor nonconformance,
and a VNNR is issued in accordance with NQ-3006 (Reference (30)).

7.1.4 Design Change Activities

Change control shall be implemented in accordance with the NICSD SCMP (Reference (50)).

When changes are needed in documents, Document Change Request (DCR) sheet can be used
for notification in accordance with NQ-2024 (Reference (21)).
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7.2 Activity lteration Policy

If a design is changed, or a result of test or analysis is changed, the V&V activities that are
affected by the change shall be iterated as follows:

s The NICSD IV&V Team shall perform an independent review, or evaluation of the
affected documents.

o The extent of the condition shall be analyzed, and all affected work products for NED,
NICSD, and PPDD identified and tracked for resolution, which may affect any or all
of the design phases.

e The NICSD SD Team shall update the work products, RTM and SSAR to reflect the
design change.

s The PPDD engineers shall update the work products and RTM to reflect the design I
change.

» The NICSD IV&V Team shall perform an“indepéendent review of ‘the updated work
products, RTM, and SSAR, including evaluation of regression tésting requiremetits:

*  Any required retesting acfivities shall be performied and reviewed by TV&V.

e The NICSD IV&V Team shall update the VVR “for the updated work products:

= The NICSD IV&V Team shall prepare-a V&YV: Report for the updated work produets:

Note-that a change of the RTM for one phase may- affect-another phase and: the efféot:can be
propagated through the entite lifecycle. The'NICSD SD-Teaiii shall follow the propagation;
and the IV&V Team shall review the changes. The NICSD IV&V Team shall review the
changes in the RTM.

7.3 Deviation Policy

If any deviations from this NICSD VVP are required, this NICSD VVP shall be updatcd using
the same review and approval process by which this NICSD VVP was originally created.

The information required for deviations shall identify activities to be deviated, and shall
include rationales and effects on software quality.

7.4 Control Procedures

The documents that resulted from the V&V activities shall be controlled in accordance with
the NICSD SCMP (Reference (50))

7.5 Standards, Practices and Conventions

The Toshiba Internal Standards in Section 3.4, and project documents in Section 3.6 shall be
applied to the V&V activities. The SPP (Reference (45)) is used for guidance. The IEEE
standards in Section 3.3 are used as guidance, as endorsed by applicable USNRC regulatory
guides.

The Toshiba Internal Standards in Section 3.5 shall be applied to PPDD’s activities.
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8 V&V Docum‘entation Requirements

8.1 RTM

The RTM traces the base requirements through the life cycle phases, ensuring forward and
backward traceability. The NICSD SD Team shall use NQ-2015 (Reference (19)) to prepare
the RTM. Also, the PPDD design engineer shall use NQ-2015 required with the
procurement specification by the NICSD SD Team to prepare the RTM.

8.2 Test Documents
(1) NICSD Test Documents
The NICSD IV&V Team prepares. the test documents for unit validation testing and System
Validation Testing, which contain test cases dnd aceeptaiice Criteria, in‘accordance with the
Software Test Plan.
The following procedures are used when créatinig test dociiments.

e NQ-2019 (Reference (20))

o NQ-3016-(Reference (33))

*  NQ-3015 (Reference (32)) l

(2) PPDD Test Documents

The PPDD design engineers prepare the FPGA Test Pioceédures and the Modiile Test
Procedures in accordance with E-68027 (Reference (43)) The PPDD design engineers: |
generate the FPGA Tést Reports-in accordarice with E-68017 (Reference (39)). The PPDD
test personnel generate the Module Test Reports in accordance with E-68016 (Reference

(39)). | |

9 VVP Maintenance

The NICSD IV&YV Team shall be responsible for the maintaining of this NICSD VVP., The
NICSD VVP shall be maintained in accordance with Section 16 of the NICSD SMP
(Reference (48)). The updated NICSD VVP shall be prepared, verified and approved in the |
same manner that the NICSD VVP was first established as a document in accordance with
NICSD NQ-2024, “Procedure for Document Control” (Reference (21)). Also the issued
NICSD VVP shall be retained as a QA record in accordance with NICSD NQ-3020, “Control
Procedure of QA Records™ (Reference (35)). I
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Table A, Compliance to SPP

Table A, Compliance to the SPP

No SPP Title \'A% Y Remark
Section Section(s)

1 4 Software Verification and Validation Program Plan (SVVPP) N/A Section Title
2 4.1 Introduction N/A No requirement
3 4.1.1 Purpose 1
4 4.1.2 Scope I
5 413 [Deleted] N/A No requirement
6 | 414 R’elati_onship of the SVVPP to OtherSI’PSecnons | NA _ A | Ne _r‘e’_qu_iremé_ﬂ,t_
7 |42 Verification and Validation Overview i 1 T )
g [421 | Orgenization |
9 | 422 Schedule 472

g0 | 423 | Résource Summary ) 44 )
11 | 424 | Roles andResponsibilities ) e B
q2 4.2:5 Qualifications: o 7

T3 | 426 | Tools, Tedtmiques, and Methodologies B - -
14 |43 Life Cycle: Verification and Validation 5
15 | 431 Management of V&V Activities ' 5:1
16 | 432 Planning Phase V&V Activities 52
17 | 433 Requirements Phase V & V Activities 5.3
18 434 Design Phase V & V Activities 54
19 | 4335 Implementation Phase V & V Activities 55
20 4.3.6 Testing and Iategration Phase V & V Activities 5.5,5.6,5.7
21 | 437 Installation Phase V & V Activities 5.7 SVT include PFT
9p | 438 Operation Phase V & V Activities N/A Out of scope
23 439 Maintenance Phase V & V Activities N/A Out of scope
24 43.10 Summary of V&V Activities Table B
25 | 43.11 Previously Developed or Purchased Software 5.1.3
26 | 44 V & V Reporting and Administrative Requirements N/A Section Title
27 4.4.1 Reporting For Each System or Logical Group of Systems 5.11
98 | 442 Anomaly Reporting and Resclution 6.3,7.1

Notice:

The definition of phase for the FPGA-based safety-related systems differs from that in the
SPP (Reference (45)), see SMP (Reference (48)).
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Table B, V&V Activities Assigned to Each Software Life Cyclé Phase

Table B, V&V Activitics Assigned to-EachSoftware Life Cycle:Phiase

Life Cycle Process Development
sPE This NICSD VVF ":ii“c:fi'g; é Requiements | destgn v Implementation |y e
Definitlon V&V B V&V Testing V&V Testing V&V
Software Classification . T oosm T TSR T T s ) SR SR SR
V&V Activities

Management Review of V&V ‘Management Review of V&V PM. RS PM T PM ) PM
SVVP Geheration SVVP Genération Tovavy . B T -7
Concept Documentation Evaluation Project Plaririiirg and Coiiept V&V - R -

Program Plan Evaluation Definition Phase DVR V&v - )

PFT Plan Generation i?m;:;:ﬂ?:gf;;? tion (PFT v&v

PIT Plan Generation N/A

Planning Traceability Analysis RTM Review V&v

Hazard Analysis N/A (Safety Analysis) SST SST SST SST SST SST
Risk Analysis N/A PM PM PM PM PM PM
Phase Report Droject Planning f,‘fvci;’e“pc:l‘_’: vay vav vav vav vav vay
Baseline Reviews Baseline Reviews v&v v&v v&v v&v V&v V&V
Requirements Traceability Matrix RTM Review V&V

Software Requirements Evaluation v&v

Software Requirements Interface Requirements Definition Phase DVR vav

Analysis

Ce ation M; A N/A DT

Design Traceability Analysis RTM Review v&v
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Table B, V&V Activities Assigned to Each Software Life Cvcle Phase

Ufe Cycle Process Devélopment
Project Planning implementation System
SEP This NICSDVVP and Concept g:g:&i‘:;“;; DesignV&V | and integration M":::;:"?,‘:\f"" Validation
Definition V&V vav & Testing V&Y
St)_ﬁwarq Design Evaluation v&v
—— = - Design Phase DVR
Software Design Interface Analysis - . V&V
UpftTestPlan Generation ’ ’ VEV[Test
YT L h 3 personnel) -
— . N ~ VRV(Tést -
Integration Test Plan Generation o __ personiel)
R o . . - V&V(Test” - =
System Validation Test. Plan_ Generation System Validation Test Plan'Generation persormel)
e G o VEV(Tést. —
SVT Tést Case Generation personnel)
PFT Test Case Generation V&Y (Test
personnel)
PIT Test Case Generation N/A
' Source Code Traceab ility Analysis ) v&v
Source Code Evaluation VHDL Source Code Review vav
Source Code Interface Analysis V&Y
. ; PPDD{prepare
Unit and Integration Test Case Generation tmpl ion and Integration Phase Va&V(review)
Unit, Integration, and SVT Test Pracedure | DVR PPDD{prepare
Generation V&V{review)
Opeption and Maintenance Manua! vav
Review
Unitand Integration Test Execution STT
Implementation and integration Phase
Software Release Report and System Validation Phase DVR V&V v&v
Test Traceability Analysis RTM Review v&v V&V
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Table B, V&V Activities Assioned to Each Software Life Cvcle Phase
| Life Cycle Process © T 7 77 7 Developinent B
Project Planning N Tmipl dul System
PP This NICSD VVP aid Concept SZS.‘.’;‘IZ'.'.'Z’E Design V&V and ¢
Definition V&V V&V Testing V&V Testing VA&V
System anidat[on Test Procedure V&V(Test V&V(Test
PFT Procedure Generation Generation _ personnel) personnel)
< ] V&V(Test V&V(Test
-SVT Execution -
- SVT Execution (including PFT) : = persoincl) personnel) |
g V&V(Test V&V(Tést
PFT Execution -
= personnel) personnel
PIT Execution N/A .
‘Iastallation Configuration Audit “N/A - L B - o
Installation Checkout N/A
! V&V Final Report Generation Final V&V Report Generation ) V&V
| Evaluation Of New Constraints N/A -
Operation Procedures Evaluation N/A .
Proposed Change Assessment N/A
SVVP Revision N/A
Anomaly Evaluation N/A
Migration Assessment N/A
Retirement Assessment N/A
Task lteration N/A
Regression Analysis N/A
SR = Safety rclated CCB=Change Control Board PM=Project Manager, may be two separate PM, one responsible V&V=VEV Lead
CM=Configuration Management Lead for design/develap ang responsible for V&V SIT=System Installation Test
empty cell = process is not applicd DT=Software Development Team SSL=Software Sofcty Lead Team

$ST-Software Safcty Team

STT—Software Test Team
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