
PSNN-2016-0382 

trhe use of the information contained in this document b) Toshiba Project Document No. Rev. No. 
~yone for any purpose other than that for which it is intended i: 
bot authorized. In the event the information is used withou FA32-3 709-1000 8 
~uthorization from TOSHIBA CORPORATION, TOSHIBP Pn,ii.:ct ~ NRW-FPGA·Based l&C System 
CORPORATION makes no representation or warranty an< 9,ualification Pro1ect 
lasswnes no liability as to the completeness, accuracy, o Contrad No 
iusefulness of the information contained in this document. 

TOSHIBA CORPORATION IX I Foe I I ""' I NUCLEAR ENERGY SYSTEMS & SERVICES DIV. : .\J:!Er;w.l] , lni'ormlli•1n 

Ac1ion 

t\ x Arp1u\'<al :-.:u Fur[hcr ,\~lion 

•Safety-Related 
!Document Filing No. Rev. No.I .\pprovcJ uilli Comnum.I 

ON on-Safety-Related c Rc\·i,.cJ .rnJ Rc .. ul>n1it. i 

OASMECODE I RS-5159214 7 I D Oh.Jppnm;d ' 
OOthers ( ) 

Re\'i'-1:J ;mJ Rc?>ubmlt ; 

I ..\cccptcd for luform.ui~n Only 
D Rci.:nmmi::mlalhin JnC:ludcd 

Groun Electrical System Design & Engineering Dept 

Ar>Pro\·cd b\" Rc''icwc'd bY 

NRW-FPGA-Based I&C System Qualification P c,-,;,4~ T.#~· 
·~·.1 'o"i::Ju1-201s Jul. 6, 2?16 

Appron.I by buyer du;:i not rck:i.se ielfor or bi:i 
oblig.ition lo furnish .ill ~oods .mtl scl-\'h:=-s in 

Software Verification & Validation Plan 
.. 1ricl cnnfonnancc; \'o'ith all or the lcrni~ ur lhc; 
Pur;;ha~c Order. i 

TOSHIBA CORPORATION 
NED ! 

Title: Nuclear Instrumentation & Control Systems De12artment 
Verification and Validation Plan 

for FPGA-based Safety-Related Systems 

Customer Name None TOSHIBA NICSD verified this Document; 

Project Name NRW-FPGA-Based I&C System Method : i:>e51N l<-e.11:-.ew 
fe,.D Qualification Proiect Verification Report o. : FA32-t'fo lf-1P1

17 
Verification Results ~bl£. 

Item Name None Verified by _z: 2'a 
Item Number A32 Groug Name ...---- IV 10$P L !L-tV T-ea1YJ 

Date Ju.I'. ~Cl' z.v r6 
Job Number 9P04482 

Annlicable Plant None 

See DECN-FA32-3709-1000-08. --:!~~& 7~1;; f(,Kf{$r4 8 '7u+?. 30,~rb (This revision resolves SCAR-16-010, 

SCAR-16-016 and SCAR-16-018). kTLM1..50, .)a/b l.Jt.t>i. 3 0 / ::i.ol 6 Jl11A 2Q 2()/b 

Rev.No Issue Date Description Approved by Reviewed by Prepared by 

Initial Issue Date Issued by Approved by Reviewed by Prepared by Document filing No. 

Nov. 10, 2011 Nuclear fnstrumcntation & S.Totsuka H.Kitazono K.Kasai 5B8K0038 
Control Systems Department Nov. 10, 2011 Nov. 9, 2011 Nov. 9, 2011 

TOSHIBA CORPORATION 1/48 
Nuclear Instrumentation & Control Systems Department 



FA32-3709-1000 Rev. 8 

Record of Revisions 

Approved Reviewed Prepared 
Rev No. Date Description 

by by by 

See Cover See Cover See Cover See Cover 
0 Initial Issue Page Page Page 

Page 

S.Totsuka H.Kitazono M.Shirasaki 
Feb.21 ,2012 See DECN-FA32-3709-1000-0l Feb.21 ,2012 Feb.21 ,i012 Feb.21 ,2012 

S.Totsuka H.Kitazono M. Shirasaki 
2 Mar.8 ,2012 See DECN-FA32-3709~1000:.:02 

Mar}8;2012 M~.8-,20J2 Mat;1,,zoJ2 

s}roJ8uka K~~()ll9 _I(.·~.ai 
3 Jun.26 ,2012 See DECN-FA3i~3.709-l<i0l:i-b3 

iun;26 ,io12 Jun,?-6 ;~Wl2 Jun,~().,i912 

S~T~ts_u~;t H~I{i~orio K..f(asai 
4 Sep.24 ,2012 See_DECN-F/';:32~no~~iQOO-Q~ 

SiW,24>i2012• S~p;21. 12012 Sef?i2:h;~om 

A::Niikai H:Kitazono I€:Kl!Shl 
s Jan.11,201~ See DECN~FA32-:no9_;...rooo~os! · 

tr~H_,;ipl~ J~'.~.40.i~ '~~~;;~Of? 

A~~i 
-· 

~~.K,¥~ IfiGtaz<1!!9 I 6 Feb.26 ,2<il4 See DECN=F A32~3709" I OOQ:'.<i6: 
Feb.26 ,io14· Fe:h.19 ,2014' Feb.19.;i(}:r4 

A.Nakai H.Kitilzoilo K. Kasai 
7 Apr.28 ,2014 See DECN-FA32-3709"lOOOcOT 

Apr.28 ,2014 Apr.24 ,2014 Apr.23 ,2014 

See Cover See Cover See Cover See Cover 
8 See Cover Page 

Page Page Page Page 

TOSHIBA CCJRl=IORATION 
Nuclear Instrumentation & Control Systems Department 

2/48 

L __ 



FA32-3709-1000 Rev. 8 

Table of contents 

1 Introduction ...........••..•........•...........................................•.........................................................•.•............. 5 

1.1 Purpose · · · · · · · · · · · · · · · · · · · · · · · · · · ·· · · · · · · · · · · · · · · · · · ·· · · · · · · · · · · · · · · · · · · · · · · .. · · · · · · · · · · · · · · · · · · · · · · · · · · 5 

1.2 Scope·································:·································································· 5 

2 Definitions and Abbreviations ................................................................................................................ 6 

2.1 Definitions······························································································ 6 

2.2 Abbreviations · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · :·· · · · · ._.., · · · · · • · · · · · · · · · · · · · · · · · · · • · · · · · · · · · · · · · · · · · · · · · · · 6 

3 Reference Do_cuments· .••..••••..•.... -.-.. -.••••.. ,.,_ •• , .. ,, .. ,, •. ,., .. ,_"_,_._.,_._..,, .. ,,,., .... ,".''"'""'""""""""""'"""'''"""""""""·················· 9 

3.1 Code of Federal Reguiatioris-· · '· · · ,,_., .. ;.:'~·'' ;. _ _.,_._,, ':._:.-;;_:.; '· ;2·.:.·;:,c.:_._ . .-._.: ·: :,, ···: :· · .·.· ·: ·,: · • ·: ·: •.· 9 

32. R:egulatory.Gui_des:and NRC..Docufilents; . .-.,·'·"'"· '''''·'.·'·'·:"'"'·'···.-········ · _, __ ,., ··· .,-_ .. ,._ .... ····· · · · ·· 9 

3 .3 Iri~u~try Stari4fll'ds. · · ··· · ·.· · · · · · •·· ·-· · ··· ,, ... _,_, ··· ,_,, ,,. '-'-' ·, · · · ._.,, · _., ... ,,,., · · ·- .. , · ··• · • · ._. _ _. • · · · · · · · · · · ... · ... · · · · · ·9 

3.4 Toshiba Internai Standards.-(NED,;_NICSP) .. _.:;:.:.,_.,,,;,;;,. _ _. .• :·•' •.;_:_,.;; ;.,.-. ~;_.:; .. : ... : ···:· : ... _., ·-·· 9 

3 .5 Toslrj.!Ja: Iniernal :S.tan:~a:rc:is_ (l>.i>P:OJ"·''--·"'·''·· ... _ •. ,.._,.,,_,,,_.""'··i•F··"''·'"·-··•:.-:•.•·:'-'-"'·'"'··-~ ,,, "· · .. ,, .... ·>'· ·- ...... ·. ·. ~ -·---····i. I 

3 .6 Project Documents ··· •• ___ ....... --~-·-···-. ,_, .. _ ...• ; · .. ·-···.: .,"_. .. ,, •.. ;_,.,, .. ,,,,,_ ....... ,,.,,. _ _. .... ~ ... ,., , .. ,_, , ...... ,.~_ .. ,,.,.,",. ,. · ... , . ._., ........ _ ·-"'·· ·:·Jl 

3. 7 Toshiba Internal Guide {NICSD}- '• · · ·' '' ,., ''''' .,;:_,_.~,,···;:-'.':''-·: :·.':-'·r··'-0 
• • ·-· • •·• ,._., •. , • , •• • • • • • • • • • • ·' • '· • 12 

4 Verification and Validation Overview ...•. _ .. _., ••.. , .•...•. _._._.,,,,,;;~·:.·····_.._. ••. , •..• , .• , .....•....•... _ .•.....•...•. , .. , ........... _ ... 13 

4.1 Organization · · · · · · · · · · · · · · · · · · · · · · · · · · ··· · · · · · · · · · · · · · · · · · · · · · · · · ··· · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · 13 

4.2 Master Schedule···············-·-···································································· 14 

4.3 Software Integrity Level Scheme · ········ · ·········· ···· ······· ···· ······ ······ ······ · ···· ···· ·· ·· 14 

4.4 Resource Summary···························································-························ 14 

4.5 Responsibilities··_-················································································· ... · 14 

4.6 Tools, Techniques, and Methodologies ··· ··· ······· ···· · ······ ················ ·· ··· ··· ········ ··· 15 

4. 7 Security · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · 18 

5 Verification and Validation Activities ...................•....................•...............••.................•.........•............. 19 

5.1 Management · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · 19 

5 .2 Project Planning and Concept Definition Phase········· · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · 21 

5.3 Requirements Definition Phase··································-··································23 

5.4 Design Phase························································································· ·24 

5.5 Implementation and Integration Phase · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · --· · · · · · · · · -· ·27 

5.6 Module Validation Testing Phase······················································ -· · · · · · · · · ··32 

5.7 System Validation Testing Phase ····· ··· ····· ·· ············ ··· · ···· ····· · ······ ·· ··· ··· ······ · ··· ·34 

TOSHIBA CORPORATION 
Nuclear Instrumentation & Control Systems Department 

3/48 



FA32-3709-1000 Rev. 8 

5.8 Functional Element V&V ··········································· ······················ ··········37 

5.9 HardwareV&V··········· ............................................................................ 39 

6 V&V Reporting ............................................•.......•..................................................................................• 40 

6.1 V&V Report ........................................................... ······················· ········40 

6.2 Anomaly Repo1ting · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · ·.· · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · -40 

7 V&V Administrative Requirements ....................................................................................................... 42 

7.1 Anomaly Reporting and Resolution ·········· · ········· ·· ··· · ····· ······ · .... ········ ········ ···· ·42 

7.2 Activity Iteration Policy··· .... ············ ........................ · ....... · .... ········· .. ········ ··43 

7.3.· Qeviation Policy·························._,,·················.············ .. -, ..... -.. ·····•·.··········.·········· ... -.•··· ·4~· 

7..4 ·control Procedures·.·,····· · · · · · ·, · · · · · · · ~· · ··'"·; ·-· ···-": ... ; i ~; · .·,·> . .:,. · • • • .-. ;._, • • •·· ~ ,_:. ~ ..... ,~; • .• • ·; .-•.. • •• ,,., ·43 

7.5 Standards, Practices and Conventions .. · · · · · · · · · · · · · "" •·· · · · · · '· ···• · .... · · · · · · · · ·. ·' · · · · ..... · · '· · · ' ... 43 

8 V&V D6cilmet1tation Requirements· .............. , .. ~ ..... ,-.··''······'···'··'•····-···"··'"·····"'·"····•······"·····•··'·''"··'"···· 44 

8,1 RJ'J\{ ·· · .. · .. ··· · · · ·· · · · · · · · · · · · · · · ·· · · ........... _ .................. · · .-.,.,.,-.... , · ······ · ·.· · .. _ .... ~ •··· ·--· 0 ··-~, ........ " •• _.,, .•. ,. .• _.·4+ 

.. 8·;2·· Te~::pbc'i.nfi~ntS ::"': ... •_·····' <·~· · · '. •· .. · ···. · ...• ,: ... ,.·.::.;.~··,,··:·: ;,.~ ... ~, .... ;,,~.~it~.~·iS:'.i';-,, •. , .. , '.':..~.{,_.~ .. ··:·,.,:" .• •. , .. ,.~:;-.•,.,,.,., .. ,,, .. , •• ".:'.':4.:.4 

9 VVP .Maintenance ....•••......•...••....•.......••...•...•... , ............. , .• , ..•.•• : .• ; .• , ..••• ,.,; .................... _ ••• : ••••..••. _ ..•• -................... 44 

ta.~le··A, -.compiianc~ to SPP .....•..••..........•........•..••.•....... ., ..••.. ; .•.•...• ;_ .•....•....•• _ .•••.••• , •... , •. , ...••...••..•. " ...••. _ ..... , ....... _45 

Table B, V&V Activities Assigned to Each Software Life Cycle Phase .................................................... 46 

TOSHIBA CORPORATION 
Nuclear Instrumentation & Control Systems Department 

4/48 



FA32-3709-1000 Rev. 8 

1 Introduction 

1.1 Purpose 

The Nuclear Instrumentation & Control Systems Department (NICSD) Verification and 
Validation (V&V) plan (NICSD VVP) is prepared for Non-Rewritable (NRW) Field 
Programmable Gate Array (FPGA)-based safety-related Instrumentation and Control (I&C) 
systems based on the Nuclear Energy Systems and Services Division (NED) V&V plan (NED 
VVP) (Reference (47)) to define the NICSD V&Vactivities. 

The system design is determined by the Instrumentation & Control Systems Design and 
Engineering Department (ICDD) of Nuclear Energy Systems and Services Division (NED), 
and ICDD procures the FPGA-based equipment from Toshiba Fuchu Complex Power 
Systems Segment (Fuchu-PS) NICSD. NICSD procures major FPGA-based components, 
including modules with FPGA logic fro:m the Toshiba Fu~lm.:.,PS Power Platform 
Development Depa.rlrµten.t (PPDb) using a,..i;ommc::r_tj.ii}_grici?. a.~.cii~a,f;,()n,~:prpc<:<ss~ . 

For V&V of the FPGA-based safofy-rel~ted)i$i€ ~sy$~etils; J;,G:QD an<:l NICSI)" orgariiie 
independent V & V {N& V) Teams. The IQ~D and)~IQ.~D~):\i'~ V te111Il~ work togetQer. 

The software lifecycle process, induding V&V:; is-Aef:ll!~gJn:tM·prgj~crdocu!riifof "NIQSD 
Software Management Pl.an for FPGA"'ba~¢4 's~~t~tir;,Reiat~d $ys.ieI1ls;; (N(~SD S!\.re) 
(Ref~t<nce (48)). Tills N:tcsn vVP c()vers tli~.· Septfo~ 4: ~~so~are Vetifica:tiorr ~d I 
Validation Program. }>lan!' of the project c;locliibeilt'· ·-~S.oftwate Frogra:m Plan" (SPP} . 
(Reference (4~)). This:NICSD VVP iS ·J;>repare~'·:Jiy:theoNI®SP 1·W~V"T.~a.mjp. .. ac_cl;lt<JaiJ.ce ·1 
wfrlJ::tlie ~qllo.ylil,g refe,_ren~-~·dOCµnlY.$:·. - -· - . , . , . . . _,,_ .- . - ' ~. - , ·-- - - - ... 

• NED, FAIQ~3709-0001 "N11dea,r Erie1'.gy'Sysfeffi$~C;l ~ezyii;~Di~isip11.F~GA-based 
Safety-Related Systems Verifi'catim1 am:l • Valid:?iio11flf1~ "'(R~f~r~11ce ( 41)) 

• NED AS-200A130 "Digital System Verifi.c~tion & Validation Procedure'; 
(Reference (12)), and 

e NTCSD NQ-2013 "Preparation Guide for V&V Plan" (Reference (17)) 

1.2 Scope 

This NICSD VVP applies to the V&V activities for the FPGA-based safety-related I&C 
systems, which Toshiba will supply to US Nuclear Power Plants. 

Section 4 of the project document "Software Program Plan," (SPP) (Reference (45)) 
establishes requirements and provides guidance and expectations for the V&V activities. 
This NICSD VVP complies with Section 4 of the SPP for the NICSD portions of the V & V 
activities. Table A shows compliance to Section 4 of the SPP. 
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2 Definitions and Abbreviations 

2.1 Definitions 
Functional Element (FE): A Functional Element is a component of digital logic that is 
completely verified and validated through full pattern testing, i.e. tests that are performed for 
all possible input combinations. An FE is written in Very High Speed Integrated Circuit 
Hardware Description Language (VHDL). All VIIDL source codes for the 
NRW-FPGA-based System solely consist ofFEs and interconnect between FEs. 

Module: A part of a unit. Each module consists of one or more printed circuit boards, on 
which the FPGAs and other circuitry are mounted, and a front panel. 

Netlist: Description of logics created by the logic synthesis tool. A design engineer 
describes FPGA logic in the form of VHDL source codes and FEs. The logic synthesis tool 
converts the VHDL source code into forms of digital circuits and output_s the resulting circuit 
in the form of a netlist. The layout tool tranS(ortns the netlist into physical piacement of 
intereoilhects on the FPGA, which are represented a:s an ,FPGA-fuse"-map, 

Unit: A-major compo:qent of FPGA-based equipment. A unit is a-chassis that has front-slots 
and back slots· to mount modules. Each unit consiSts bf several modules~ There is a 
verti_caI middle plane bet\yeen the front and back sl9fs in #ch unit This plane 9orJ$ists ~:f 
two. qkc;ajt.bpa;r~. These circuit-boards; proVide ,b~~~iaile_~ fer-. tl:ie ~pnt ·and r~ai; ,p:iodµies. 
Module,s- plug mto the backplanes using coµnectors. Once a :module Is plugged iilto the 
appropr:lafo connector, It exchanges data :w!i:h othet-modtiies in the uriit, conriects to oilier: 
mnt~:~d.~y exteiiJ.a(~eld equipment_ ~g'.is p_o~erea_~ -

Vaiida:tlon: Vailc'iati.on is used to-ensure that the final. product ·satisfies the user requirements. 
Validation shall be pe.rformed on the final product, although validation may be necessary ot 
perf(?rmed prior to the final code being produced. See S~c.tion 4.2 bf the SPP @eference 
(45)). 

-· 
Verification: Verification consists of reviews performed on the results of each development 
phase to ensure the phase was completed appropriately and correctly. See Section 4.2 of the 
SPP (Reference (45)). 

2.2 

BRR 

CAR 

CDR 

CFR 

CM 

CG 

COTS 

DCN 

DVR 

ECWD 

EDIF 

Abbreviations 

Baseline Review Report 

Corrective Action Request 

Critical Digital Review 

Code of Federal Regulation 

Configuration Management 

Commercial Grade 

Commercial-Off-The-Shelf 

Design Change Notice 

Design Verification Report 

Elementary Control Wiring Diagram 

Electronic Design Interchange Format 

TCSl-llBA CORPORATION 
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EDS 

ES 

FE 

FPGA 

Fuchu-PS 

I&C 

IBD 

ICDD 

IDE 

IED 

IEEE 

IR 

IV&V 

MCL 

NED 

NICSD 

N1SD 
NICS-QA 

NNR 

NQ 

PC 

PCD 

PCDL 

PDS 

PM 

PPDD 

PRM 

PRS 

PSNE 

QA 

QAD 

QC 

RG 

RTIS 

RTM 

Equipment Design Specification 

Engineering Schedule 

Functional Element 

FA32-3709-1000 Rev. 8 

Field Programmable Gate Array (a programmable logic device) 

Toshiba Fuchu Complex Power Systems Segment 

Instrumentation and Control 

Interlock Block Diagram 

Instrumentation & Control Systems Design and Engineering Department 

Integrated Development Environment 

Instrumentation Electrical Diagram 

Institute of Electrical and Electronics.En~ineers 

Independent Reviewer 

Independent Verification and Validation 

Master Configuration_List. 

Nuclear Energy Systems .an(~eryi~es Pivi_sipn 
Nuciearlnstrunien1ation & :Conttoi.SystemsD~pamnerit 

Nuclear ins~en1ation Syste,rns . .O_tw~fopmentf~.PesjgniW1$:~fu9µp .. 

Quality Assu,rance Group :for Nu"cle~ hjsfum!f!r#~tion ~--¢~ni:ro.t$y~te~ 

Nonconformance Notice Report 

Nuclear Quality (standards for N(CSD) 

Personal Computer 

Project Control Document 

Project Control Document List 

Previously Developed Software 

Project Manager 

Power Platform Development Department 

Process Review Meeting 

Problem Reporting Sheet 

Toshiba Corporation, Power Systems & Services Company, Nuclear Energy 

Quality Assurance 

Quality Assurance Department 

Quality Control 

Regulatory Guide 

Reactor Trip and Isolation System 

Requirements Traceability Matrix 
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SBPR 

SSAR 

SCAR 

SCMP 

SCSI 

SD 

SDD 

SDL 

SDOE 

SIL 

SM 

SMP 

SQA 

SQAP 

SRS 

SF.P' 

SVIP 
SVTR 

V&V 

VDCL 

VFS 

VHDL 

VNNR 

VVP 

VVR 

Software Build Procedure and Report 

Software Safety Analysis Report 

Fuchu Site Corrective Action Request 

Software Quality Configuration Management Plan 

Small Computer System Interface 

Software Development 

Software Design Description 

Software Development Lead 

Secure Development and Operational Environment 

Software Integrity Level 

Senior-M_anager 

Software .Management-Pian 

$.oftw~e Quality AsSUrance. 

,Softw~e Quality AsSlJ!an,c:e MatiageP.Ie~f Pcl~ 

Software'Re@irements Specification 
'.$o:i:lware.-Ero~ :plf!,D. 

,~_QftW~E-~~µ_ga,tiqp,_"'I~~~JWm 

SoftWareV alidation Test Report 

Verification.and Validation 

Vendor generated Pocument C~eGk List 

Verification FoIIow Sheet 

FA32-3709-1000 Rev. 8 

Very High Speed Integrated Circuit Hardware Definition Language (A 
hardware description language that defines the FPGA circuit) 

Vendor Nonconformance Notice Report 

Verification and Validation Plan 

Verification and Validation Report 

Table 3-1 of the NICSD SMP is provided for a better understanding of terminological 
difference between the SPP and l"\l:CSD SMP. This NICSD VVP also uses Table 3-1 of the 
NICSD SMP. 
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3 Reference Documents 

3.1 Code of Federal Regulations 

This NICSD VVP does not refer to the Code of Federal Regulations (CFR) directly. The 
Toshiba internal standards in Section 3.4 are based on the CFR. 

3.2 
(1) 

Regulatory Guides and NRC Documents 
Regulatory Guide 1.168 
"Verification, Validation, Reviews, and Audits for Digital Computer Software Used in 
Safety Systems of Nuclear Power Plants." Rev. I, 2004 

(2) Regulatory Guide 1.152 
"Criteria for Use of Computers in Safety Systems ofNuclear Power Plants," Rev3, July 
2011 

Other regulatory guides may be referred .to ihdirectiythrough the Toshiba internal standards 
in Section 3.4. ·· · 

3.3 Industry Standards 
{3) IEEE Std. 1012-1998 

"IEEE Standard for Software Verificatfon and Validation" - - -- - . - . - .. . . . -.... ~, .. -.· . - _ ... -· ~· . . -:,~-:: 

(4) IEEE.Std. 1028.,.1997 
"IEEE Standard· for SofuvareReViews" - - - . . . . - . ·.- -

3.4 Toshiba l'riterhal Standards (NED, NICSD) 
(5) Toshiba Nuclear Energy Systems and Services DivisiofuAS:-1 OOA004 

"Document Control Procedure" 

( 6) Toshiba Nuclear Energy Systems and Semce Division AS-100A012 
"Preparation Procedure for Engineering Communication Sheet" 

(7) Toshiba Nuclear Energy Systems and Service Division AS-200A002 
"Design Verification Procedure" 

(8) Toshiba Nuclear Energy Systems and Services Division AS-200A010 
"Control Procedure of vendor generated documents" 

(9) Toshiba Nuclear Energy Systems and Service Division AS-200AO 17 
"Design Planning Procedure" 

(lO)Toshiba Nuclear Energy Systems and Service DivisionAS-200A128 
"Digital System Life Cycle Procedure" 

{1 l)Toshiba Nuclear Energy Systems and Service Division AS-200A129 
"Digital System Development Procedure" 

(12)Toshiba Nuclear Energy Systems and Service DivisionAS-200Al30 
"Digital System Verification & Validation Procedure" 

(13)Toshiba Nuclear Energy Systems and Service DivisionAS-200A131 
"Digital System Configuration Management Procedure" 

(14)Toshiba Nuclear Energy Systems and Service DivisionAS-300A008 
'~onconfommnce Control and Corrective Action Procedure" 
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(15)Toshiba Nuclear Energy Systems and Services Division AS-300A009 
"Corrective Action Request Application Procedure" 

(16) Toshiba Nuclear Instrumentation & Control Systems Department NQ-2011 
"Procedure for FPGA Test" 

(17) Toshiba Nuclear Instrumentation & Control Systems Department NQ-2013 
"Preparation Guide for V & V Plan" 

(18) Toshiba Nuclear Instrumentation & Control Systems Department NQ-2014 
"Preparation Guide for V & V Report" 

(19) Toshiba Nuclear Instrumentation & Control Systems Department NQ-2015 
"Preparation Procedure for RTM & RTM Report" 

(20)Toshiba .Nuclear Instrumentation &Gontroi $yst~ms Dep<µ1ment NQ-2:019 
"Preparation Procedun~ fqr Te~t SMcific~ti()n;' 

(21)Toshiba Nuclear Instrum,entation ~ Cogft91.:~yst_~ms Dep,arti!lent:NQ-2024 
"Procedure for:Document C::ontroP' 

(22) J:cishibaNudeai Instnimentatfori & C9I!tr(jl §ysterns Dep<i'.rlmerifNQ-2030 
"Pro.cedll[al . Stand;:trd foxJ;PGA Pr.Qduct$J:>.~v-~i~opnwnf"'~ 

.(~3)Toshiba.Nu.cleru::In.strnrilentaJio11.&:GQi;itf6l :~y~teih~ pq>~~nfNQ-2031 
· · '~P.t:oc;edµr~ ·S1an4~rd'for FP<Ji:AD.e\:i¢e;~~Yii'J9pn,ie_rif..!' · · · · - ·· · · 

.(24-)Tcishiba Niidear fustiumeiitatfofr&;confrtil:Systems:DepartmentNQ:.:.2032. 
"Procedural Standard for Functi.mial Eleinerit'p_ev~Jopmenf' 

(25) Toshiba Nuclear Instrumentation & Conttoi Systems Department NQ.:.2033 
"Procedural Standard for FPGA Corifigutafion Management" 

(26) Toshiba Nuclear Ilistrumentation & Control Systems Department NQ-2003 
"Procedure for Control of Software Tools" 

(27)Toshiba Nuclear Instrumentation & Control Systems Department NQ-2036 
"Procedure for Design Control" 

(28)Toshiba Nuclear Instrumentation & Control Systems Department NQ-2037 
"Cyber Security Procedures of Safety Related Digital System" 

(29) Toshiba Nuclear Instrumentation & Control Systems Department NQ-3 005 
"Procedure for Evaluation of Suppliers" 

(30)Toshiba Nuclear Instrumentation & Control Systems Department NQ-3006 
"Procedure for Control ofNonconforming Procurement Items and Services" 

(31) Toshiba Nuclear Instrumentation & Control Systems Department NQ-3 009 
"Corrective Action Request Application Procedure" 

(32)Toshiba Nuclear Instrumentation & Control Systems Department NQ-3015 
"Test Control Procedure" 

(33)Toshiba Nuclear Instrumentation & Control Systems Department NQ-3016 
"Software Test'' 

(34)Toshiba Nuclear Instrumentation & Control Systems Department NQ-3019 
"Procedure for Control of Nonconformance and Corrective Action" 
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(35) Toshiba Nuclear Instrumentation & Control Systems Department NQ-3020 
"Control Procedure of QA Records" 

(36)Toshiba Nuclear Instrumentation & Control Systems Department NQ-4001 
"Commercial Grade Dedication" 

3.5 Toshiba Internal Standards (PPDD) 
(37)Toshiba Power Platform Development Department E-67019 

" PPDD Procedure for Operation for Problem Reporting Sheet" 

(38)Toshiba Power Platform Development Department E-68016 
"PPDD Procedural Standard for FPGA Products Development" 

(3 9) Toshiba Power Platform Development Department E-68017 
"PPDD Procedural Standard for FPGA Device Development" 

( 40) Toshiba Power Platform Development Department E-68018 
"PPDD Procedural Standard for-Functional Eleinei'itDevelopmenf' 

(4-1)Toshiba Power Platform Development Departm.~nt E~68Q i 9 
"PPDD Procedural Standard for EPGA ConfigutatibnMartagemeht" 

( 42}Toshiba fower Platform Development :Oep~ent E~6-SQ2() I 
"PiDD Procedural Standard for Corttroi of SoftwareTools.:for·FPGA.,basedS~stems" 

(43)Toshiba Powei- Platform Development_Depa,.rtni~11:t_E~68027 J 
"St~d~d for Prepara,tjon-qf th¢ Test:Sp~c_ificaiie>n~' · · 

Notice: Upon application of above NED, NICSD and other Toshiba internal standards; the 
latest version shaJl be used. 

3.6 Project Documents 
(44)NRW-FPGA-Based I&C System Qualification Project, FAl0-0301-0001 

"Project Specific Document Control Procedure," Rev. 0 

(45)NRW-FPGA-Based I&C System Qualification Project, FAI0-0501-0024 
"Software Program Plan," Rev. 1 

(46)NRW-FPGA-Based I&C System Qualification Project, FA32-3702-0005 
''Nuclear Energy Systems and Services Division FPGA-based Safety-Related Systems 
Software Management Plan," Rev. 2 

(47)NRW-FPGA-Based I&C System Qualification Project, FA32-3709-0001 
''Nuclear Energy Systems and Services Division FPGA-based Safety-Related Systems 
Verification and Validation Plan," Rev. 3 

(48)NRW-FPGA-Based I&C System Qualification Project, FA32-3702-1000 
"Nuclear Instrument & Control Systems Department Software Management Plan for 
FPGA-based Safety-Related Systems," Rev. 2 
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(49)NRW-FPGA-Based I&C System Qualification Project, FA32-3701-1001 
"Nuclear Instrument & Control Systems Department Software Quality Assurance Plan 
for FPGA-Based Safety-Related Systems," Rev. 1 

(50)NRW-FPGA-Based I&C System Qualification Project, FA32-3708-1000 
"Nuclear Instrument & Control Systems Department Software Configuration 
Management Plan for FPGA-Based Safety-Related Systems," Rev. 1 

3.7 Toshiba Internal Guide (NICSD) 
( 51) Nuclear Instrument & Control Systel)ls I)~partrn:"'nt8M,8KOOOQ 

"Code ReviewGuide;'' Rev.O · 
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4 Verification and Validation Overview 

4.1 Organization 
Figure 4-1 shows the Toshiba organizations for FPGA-based safety-related I&C systems 
design and development. Engineers from ICDD and NICSD organize Independent 
Verification and Validation (IV&V) Teams for the V&V of the FPGA logic. The engineers 
from ICDD and the engineers from NICSD in the N & V Teams communicate with each other, 
and work together as one IV &V Team as needed for the quality of the products. In this plan, 
the word "ICDD IV&V Team" or "NICSD IV&V Team" is used when two IV&V Teams 
needs to be distinguished. Otherwise, the remark applies to the both IV &V Teams. The 
NICSD IV &V Team performs the NICSD V &V activities defined in this NICSD VVP. This 
structure provides the required independence between development activities and V & V 
activities. 

t·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·--·-·--·-·-·-·'""·-·-·-·-·---·""·-.,.-·-·-·-·-·-·-·-·-j 
i . Vice President. J'S i ·1 .• 

. , I 
! 'i 
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:! J,igbt Water Reactors, NED i 
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j 'Qliality Assurance ! 
j Dc:partmcnL ! 
. I I . 
. I 
I . 
i ~~~ ! 
• 1. 
~ J 
] i 
I · · i· '! · Seruo,.Manii_gc1' ·i 
•
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·, 

I Team • i ..;;-- ! 
' I ! Control Monitoring r: j 
! System System · :l;J j 
! Engineering Engineering .g j 
I Group Group :;, · 
I
. E ! 
. Instrumentation & Control Systems § I 
! Design & Engineering DcpL (!COD) u i 
! NED I j 
-·-·-·-·-·-·-·-·-·-·-·-·-· ·-·-·-·-·-·-·-·-·-·-·-·-·-·- -·-·-·-·-·-i-·-·-·- -·-·-·-t-·-·-· Job Order(') I 1 
r·-·-·-·-·-·-·-·-·-·-·-·-· ·-·-·-·-·-·-·-·-·-·-·-·-·-· ·-·-·-·---·~·-·-·-· ·-·-·-·;·-·-· 
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*) A Job Order is issued from each group io !COD to the Nuclear Instrumentation Systems Development & Designing Group. 

(I) Oversight oflV&V team 
(2) Subntittal of Design Documents 
(3) ReportofV&V Results 

Figure 4-1 Toshiba Organizations for FPGA-based FPGA Systems Design and 
Development 
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For the FPGA-based safety-related l&C systems, the Nuclear Instrumentation Systems 
Development & Designing Group (NISD) in NICSD is responsible for the design and 
development. The NICSD Software Development Team (NICSD SD Team) comprised of 
NICSD Software Development Lead (NICSD SDL) and NISD design engineers are 
responsible for software development (i.e. FPGA logic development). 

4.2 Master Schedule 

The NICSD IV&V activities and milestones are developed and controlled as described in the 
NICSD SMP (Reference (48)) 

4.3 Software Integrity Level Scheme 

The software integrity level (SIL) scheme shall be determined based on Table A-1 of NED 
AS-200Al29 (Reference (11)), which is substantially··equivalent to Appendix B of IEEE 
Std. 1012 (Reference (3)). · · 

For safeW-related FPGA logic, the SIL s~ 'he ii .jn:. :a:ccdrdan;ce with RG L 168 
(Reference (1)). All documents pertairiing.to safety;-related.PPG.A 'design ate labeled as "US 
Safety-Related" on the cover sheet, and are con.Sii:fored. ·SIL 4 sonware documents; All 
software embedded in the FPGA~based $af~fy~ReJ~t~ci_j&Q. sy;{e~· sl.iall .b~ de~~lop~d, 
verified1 and validated a:s SIL 4, s~fety . .,.related.sqftwai;e: 

4.4 R.esoµ_rc.e ~U.ITlrrli:lry 
The Senior Manager (SM) of NICSD as tile NicStr:RroJ¢ct M;~ger. @CSD. -PM} :shall'. 
provide appropriate tesources for :the v& v actj.Vitie§ d.~fJRed . m lliJ~ 'WG~o vw; F:hr 
human resources, the following conditions shall pemet, 

All NICSD IV &V Teani. members shall: 

• Be independent of the design activities irt management, budget, and resource. 

• Be technically qualified for the work performed. 

The NICSD IV&V Team members shall be qualified as described in the Section 15.4 of the 
NICSD SMP (Reference (48)). The Section 15.4 of the NICSD SMP requires that the 
NICSD IV & V Lead shall determine necessary training related to the following skills, as 
applicable to the job functions being performed, and require the responsible manager to 
schedule project specific training as "Project Specific Indoctrination/Training Course." 

• Code inspection 

• Software tool to be used for V&V 

The NICSD IV & V Team members shall be aware of and comply with the requirement for 
independence from the development organization. 

This NICSD VVP includes some special procedural requirements to PPDD. NICSD shall 
put these requirements in the procurement specification to the PPDD. 

4.5 Responsibilities 

The SM of NICSD as the NICSD PM shall assign the NICSD IV &V Lead, who leads the 
V&V activities encompassing the NICSD engineering/design work in accordance with the 
NICSD SMP (Reference (48)). The NICSD IV&V Lead assigns the other IV&V Team 
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members ofNICSD who were trained as described in Section 4.4 of this VVP. 

The NICSD IV & V Lead is equivalent to the Software V & V Lead described in the SPP 
(Reference (45)). In addition to the responsibilities defined in the NICSD SMP, the NTCSD 
IV &V Lead has responsibilities listed in Section 4.2.4 of the SPP, including review of Secure 
Development and Operational Environment (SDOE) implementation. SDOE is defined in 
the SPP and in Regulatory Guide 1.152 (Reference (2)). 

The following positions, created as necessary during the project, are administratively assigned 
to the Software V &V Lead, as necessary. If these positions are not assigned, the Software 
V&V Lead shall be responsible for the activities listed below: 

Software Test Lead-The Software Test Lead shall be responsible for defining the software 
and systems test plans, procedures, and cases. Each Software Test Lead shall be 
responsible for the overseeing the performance of testing and test engineers, working with 
the NICSD Software Development Lead (SDL) to resolve test anomalies, and setting 
bolindaries and requirements for retest activities. 

Baseline.Review-TheNICSD IV&V Team:ensures·thatactivities are properly performed 
and documented at each phase in the softw.are life cycle. The NTCSD IV&V Team is 
re:;;ponsible for v:enfyiilg all work products a.Fe coinpletei:I; place_d under configuration 
c<;mtrol, and rec_ords updated to reflect completiqn of a life cycle phase, reporting to the 
NI(jSD Qua:I#rA:s_sw;ance Group. Woi:kproducts;to besttbjectto baselinereview·shall be 
.defined In the- Software Cohfiguration Management Plan, The NICSD rV&V Team,shall 
p~epar~·-a~:flaselineR~viewreportat mer~Sli,i.hofb~~fufo,foajew_ Sectiol!:.4;_q::3 e_kPlajb~-
~B~~~l,in~)l~viey{. - . - - · - - - ·· - --- - - - - · · - - ·· 

NED AS-2QOA130 (R_eference (i2)).defines th~responsibilities in the V&V activities of both 
ICDD and NICSD. NQ-2030 (Reference (22)) defines the responsibilities in the NiCSD. 
V&V activities of the NICSD engineering and· design work. 

The Preparer(s) of the NICSD VVP and V&Vreports (VVR) shall: 

• Be part of the NICSD N &V Team. 

C) Not have contributed to the design. 

• Be technically qualified for the work performed, and knowledgeable in the 
technologies and methods used in the design. 

The NTCSD IV&V Team performs independent reviews of the NICSD and PPDD design 
documents. 

The NICSD N &V Team may also oversee the work ofNICSD and PPDD, to verify that they 
are working in compliance with applicable internal standards, and to evaluate that their work 
is technically acceptable for safety-related use. 

The NTCSD Software Quality Assurance (SQA) Team (NICSD SQA Team) will conduct 
oversight of the NICSD N & V Team activities. 

4.6 Tools, Techniques, and Methodologies 

The NICSD IV & V Team will use several commercial software tools for the V &V activities of 
the FPGA-based safety-related I&C systems. The NTCSD SMP (Reference (48)) describes 
software tools used for engineering. 
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4.6.1 Verification and Validation 

The NICSD N&V Team shall review the Requirements Traceability Matrix (RTM) and the 
Software Safety Analysis Reports (SSAR), Equipment Design Specification (EDS), System 
Test Procedures, System User's Manuals, Elementary Control Wiring Diagrams (ECWD), 
Unit Detail Design Specifications, Unit User's Manuals, Module Design Specifications, 
Module Test Procedures, FPGA Design Specifications, and FPGA Test Procedures. This 
review may be performed on either the printed or the electronic documents. Toshiba 
NUPDM will be used for distribution and archives of the documents. And a set of standard 
business software tool will be used for the review. 

Document review is a method of verification to assure that the design output is correct and 
satisfactory by addressing that, the design inputs were correctly incorporated into the design, 
and the design output is reasonable compared to the design input. The review shall be 
performed in accordance with NED AS-200A002 (Reference (7)), AS-200A130 (Refe~ence 
(12)), and NQ-2036 (Reference (27)). IEE.E Std, IP.12 (Referent~ (3)), and IEEE-$tg. ~048 
(Reference. ( 4)) provid~ guidance for the reVi~ws. 

Document review performed as technical review cori:firms-whetJier: 

a) The document conforms to its upstream requirements· 

b) The document adherei; to regµlatiqns; stang~dl5, guideJin~, plan.§, .an.ii prn~~dures 
applicabie to the project -· 

c) Chang~s to; th~ document are pr9pe,rly inlpleyieqt~~ -?,IJ,P, · ajte_ct9tj.l.y th.QE!~ .sys~w,o.,ar~~ 
identified by the thange specification 

For planning documents, implementation process dcicumerits, and design outputs including 
SSAR and VVR, document review shall be performed for completeness, c::onsistency, 
correctness, and verifiability as applicabie. Appendix A of the SPP "Terms and Definition;' 
provides definitions for these words. 

The review result shall be documented on the Design Verification Report (DVR), and when 
applicable the Verification Follow Sheet (VFS) shall be used for identification of comments 
and following up tht;: comments to close. 

4.6.2 Requirements Traceability Activities 

Requirements Traceability Matrices (RTMs) shall be generated by the NICSD SD Team and 
PPDD design engineers and reviewed by the IV&V Team to ensure the software has 
completely, accurately, correctly, and consistently addressed the requirements. The RTM 
shall provide traceability, verification, and validation ofrequirements. 

4.6.3 Baseline Reviews 

The NICSD IV &V Team shall perform Baseline Reviews at the conclusion of each phase in 
the software life cycle to ensure that the required activities during that phase were completed. 
The Baseline Review shall confirm that planned products including design documents, test 
doctunents, VHDL source codes, netlists, fusemaps, test reports, RTMs, SSARs, and V &V 
Reports were prepared, that appropriate reviews were performed for these products, and that 
these products were documented and maintained under configuration management (CM). 

The NICSD IV & V Team shall confirm the following: 

• The NICSD design activities are performed, and the design outputs are prepared as 
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planned in the NICSD SMP. 

• NICSD V & V activities are performed as planned in this NICSD VVP. 

• The NICSD design output documents are controlled and listed on a Project Control 
Document List (PCDL) in accordance with NQ-2036 (Reference (27)). 

Documents which are issued or used for a specific plant (project) and specify 
technical and quality requirements or prescribe activities affecting quality, such as 
specification, instructions, procedures and drawings are categorized as Project 
Control Documents (PCDs). PCDL is the list of PCDs, including: 

(1) Contract name (or Project name) 

(2) Job Number 

(3) Project Document Number 

( 4) Documegt Filing Numb~r 

(5) Revision Number 

(6) DoctµnenLfit}e. 

All ~ciftware lif~- cycle activities for a filyeit p:lias~ shall Ile c_ompleted prior to initj.a:tinga 
basi;lin~ . revi~w, Eac;:h anoma1y .or ~oµcqIJ,fo~aµ~~ foun4 jn 1Jaseline ·reviews shall b.e 
resplved through the software 1if e cy¢Ie processes. Each of the baselme reviews shall 
confihii disposition .of desfgn, doctitnehtatioil; reView,, and any other noncohfo:tiilaiice 
idtjitifie_d 'during tJj.e ph~se~ ·gr ~~Jll !tfi~k. @y @t~si;ll_v~~- ii9n~qrifo1:niance thI'cri@i to 
resc:iltition if the~noncon:(or:qlance capno(1Je'J!espive4.in ~at;pl\.as.~~ 

The·NICSD IV&V Teamshall document the:result ofapaseline review in a Baseline Review 
Report.,(BRR), andreport it to the·NICSD SQAJ;eaµi.forreview and approve it as QA record. 
In accordance with Section 4.2.6.6 of the SPP (Reference (4~)), the BRR shall: 

• Describe the review scope, 

• Identify the reviewers, 

e Identify the persons contacted during the review, 

• Document the outputs and versions reviewed, 

• Contain a summary of the review results, and 

• Describe recommendations and findings. 

4.6.4 FPGA development Tool 

The NICSD IV & V Team will use the following FPGA development tools for V & V activities. 

1. Designer tool 

2. Synplify® tool 

" Netlist Viewer tool .J. 

4. ® ModelSim tool 

These tools are commercial software tools, that PPDD uses for development of FPGA based 
modules. Section 8.1.2 of the NICSD SMP (Reference ( 48)) describes the tools as well as 
methods used to accept use of the tools for FPGA-based safety systems for nuclear power 
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plants. 

In addition to the above tools, NICSD uses office productivity tools, database software, or 
editor tools. These software tools are SIL I software, and do not need special control 
procedure. 

4.6.5 Test Equipment 

NICSD shall control the software tools as described in the NICSD SMP. 

The NICSD IV&V Team will review and approve the PPDD work products associated with 
FPGA review and test. 

The NICSD IV & V Team shall document the result of a software tool in a V & V Report. 

NICSD expect that PPDD uses the following test equipment for the module testing at the 
factory: 

• Signal-generating eqµipment - $ign~l..,g~ne~tj.p.g .e!lWP.ID,eilt is used tb gen:e:r:.l:it¢ test 
signal to modules. · ·· - · ·.· 

• Signal-recording equipment- Signal-.:recording,_eqliipment is liSedJo.record response 
signals from the module. ·· 

• Test Personal Computer (PC) ~ One· ,cir more PCs are used to: control the 
~ignal-generating equipment agc:l *s; ~jgp,~hr~~~n:44fg ~qwppi~~t Th~ ~It$~, P~ 
reqords the ge11_erated and rnmonse ~i@ajs~ 

NICSD will use test ·equjpment for the :verification and validatij>iJ:·_a:ctivi1;ies ;f<:>:f.'tlie<ajits' an,4 
the system. The test equipment is similar to that of gPDIJ. Tlie NICSD IV&VTeam. will 
evaluate adequacy of these tools. 

Test equipment software is not embedded in any FPGA-based safety-related systems •. 

4.6.6 Metrics 

The NICSD IV &V Team should monitor and track the following metrics through the lifecyde 
phases described in Section 5 to evaluate the product quality. 

• Number of changes applied for the design documents 

• Number of open items carried to the next phase 

e Number of open items closed in the current phase 

• Number of Site Corrective Action Requests (SCARs) 

• Number of Site Nonconformance Notice Reports (SNNRs) 

• Number of problems found during V & V testing 

4. 7 Security 

NICSD takes appropriate measures to ensure Secure Development and Operational 
Environment (SDOE) as addressed in the SPP. The requirements for the NICSD SDOE are 
mapped and described in the NQ-2037 (Reference (28)). The NICSD IV&V Team shall 
verify that the cyber security requirements described in NQ-2037 are correctly reflected in 
the software life cycles. 
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5 Verification and Validation Activities 
Table B of this NICSD VVP describes V&V activities assigned to each Software Life Cycle 
Phases. 

The following sub-sections describe the V &V activities for the NICSD scope. 

5.1 Management 

5.1.1 Management ofV&V 

Section 4.3.l of the SPP (Reference (45)) describes management of the V&V Activities. 
The management of the· V &V process is performed throughout the life cycle phase. Table 
10 of the SPP defines the V & V maJl?.gement tasks~ ~hicli _are equivalent to the management 
tasks defined in IEEE Std. 1012 (Refere11ce (3)). Taple 5-1 shows the corresponding 
activities_ tp the mana~ementtasks in this 'VYI!._~ 

:~f~~~~l~~~~~~~CI\:._}:~ __ :·,:~'. ~~~~~~~~s~~~i~,.1~:~L~~]1t!~~;:~t-~~,--~-~ 
1} Software Verification,ruJ.d Estabiishment·t>'filiis~m@sn VvP 
Validation Pfarr (SVVP) Update 

2) Baseline Change Assessment 

3) Management Review 

4) Management and Technical 
Review Support 

5) Organizational and Supporting 
Processes Interface 

5.1.2 V&V Phases 

Activity .Itera,~_6Ii Nlii;y in Sectipn 7.2 in this NICSD 
VVP coyer_s tlie requirements of the Baseline Change 
Assessment - -

The NICSD PM and NICSD SQA Team oversee the 
NICSD IV&V Team activities. 

A Process Review Meeting (PRM) is held in every 
phase to ensure that the required activities during that 
phase were completed. The NICSD IV &V Team shall 
attend the PRM for management and technical support. 

The NICSD IV&V Team shall attend the PRM. The 
NICSD IV &V Team shall attend the project 
management meetings when the NICSD IV&V Lead 
considers it necessary. 

The NICSD SQA Team will oversee NICSD IV&V 
work when the NICSD SQA Lead determines that such 
oversights are needed. 

Section 13 of the NICSD SMP (Reference (48)) defines the software life cycle for the 
FPGA-based safety-related I&C systems. Figure 5-1 is the summary drawing illustrating the 
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major activities in the life cycle process for FPGA-based systems. 

Project PIBMlng 
and CCJ'le:ept 
Defini:Jon Phase 

Requirements 
Oefini6on 
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Design Phase 

NED 

Implementation 
& Integration 
Phase 

Appendix B QA Program Activities 
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Figure 5-1 Life Cycle Process for FPGA-based Systems 
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The NICSD IV &V Team activities shall be performed for the life cycle phases defined in the 
NICSD SMP (Reference (48)). This NICSD VVP includes the life cycle phases from the 
Project Planning and Concept Definition Phase through the System Validation Testing Phase. 
This NICSD VVP ends after the System Validation Testing, prior to shipment from Japan 
However, if any need for design change arises after finalizing the V & V activities, this NICSD 
VVP and the V & V activities shall be reactivated from the earliest phase affected by the 
change, and necessary activities shall be iterated. For design changes in the Operations and 
Maintenance phase, another VVP will be prepared. 

5.1.3 Use of Previously Developed or Purchased Software 

PPDD is a commercial supplier. The FPGA logic lifecycle is treated as the software 
lifecycle in the NICSD SMP (Reference (48)) and SPP (Reference (45)). The FPGA logic 
procured from PPDD is included in the FPGA and is commercial. The FPGA logic is 
treated as Previously Developed Software (PDS). The FPGA logic is comprised of 
combinations and connections of software elements called functional elements (FEs). The 
FEs are treated as Commercial-off-the Shelf (COTS) software. NICSD dedicates the FPGA 
logic implemented in FPGA under NICSD Commercial Grade Dedication (CGD) process 
defined in the NlCSD SMP. NICSD shall evaluate the PPDD before ordering to PPDD 
through a CG Survey, Critical Digital Review (CDR), or both of them. The NICSD IV&V 
Team will review and oversee the PPDD in each step of works, and accept those works. 
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5.2 Project Planning and Concept Definition Phase 

The activities in the Project Planning and Concept Definition Phase are performed by ICDD 
and NICSD. The activities ofNICSD in the Project Planning and Concept Definition Phase 
are described in this section. 

During this phase, NICSD generates the Equipment Design Specification (EDS) including the 
design basis and applicable regulations and industry practices in the design, and starts the 
master configuration list (MCL). The MCL started in this phase is updated throughout the 
software life cycle. 

Table A of the NICSD SMP (Reference (48)) lists the outline of the output documents of the 
NICSD V & V activities. 

5.2.1 Preparation ofNICSD VVP 
The NICSD N&V Team shall prepare this NICSD VVP in accordance with NQ-2013 
(Reference (17)), coordinati.tig the pl~ with the IG~"P. yv:p. TheNIC.S:P N&V Lead shall 
review this NICSD VvP. . . 
For the procedures to be used for the documeritreY.iew, See'.Sectiort..4.6.iin this.NICSD VVP. 

The NICSD IV &V Team delivers the N1csp V\l:p)9 :W,e!J~RI? !Y~V1\:~fo,r:rev.ie~. 

5,2.2 Preparation-.of S9ftware '(estPian 

The NICSD IV& V Team shall··pr:epii.re a,$q:(twiµ-e·;J)~sfpJ~ a.'.$;#_~~cn1ie4-ifr $e:Ct_ion'9 9fJ}).e 
S:PP (Referenq;:O( 45) }. The ffl~sp f\7~v't~<'1.r1f;ti:§~§:#i_~'.§R$:·.~tiite ~~~:.tg2pr~piif~jh~ · 
So~are t "s.tP1an. 'pie_ sgope of tests c9ver~Cl.J:1rt9~.'S.i:lftww.:;~J.ti;)st.jiJ@is.:,asJ9llqw~ .. 

~ FPGA Testing 
• Module Validation Testing 
• System Validation Testing 

The Software Test Plan defines the scope, approach, resources, and schedule of the testing 
activities, and shall require generation of the following documents: 

O!I Software Validation Test Plan (SVTP) 
• Test Specification (including Test Design, Test Case) 
• Test Procedure 
• Test Report 

5.2.3 Document Reviews 

The NICSD N&V Team shall perform independent reviews of the documents, which are 
listed in Table A of the NlCSD SMP marked ''DVR" in the "Other Outputs" column. For 
the procedures to be used for the document review, see Section 4.6.1 in this NICSD VVP. 

The NICSD N & V Team reviews the documents for the V & V activities in this phase referring 
to the methods and procedures described in Table 11 of the SPP. The Table B is provided 
for a better understanding of te~inological difference between the SPP and NICSD VVP. 

5.2.4 Project Planning and Concept Definition Phase RTM efforts 

(1) Preparation of the RTM 

The NICSD SD Team shall update the Project Planning and Concept Definition Phase RTM 
delivered by ICDD to maintain the traceability between the ICDD requirements and the· EDS 
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in accordance with NQ-2015 (Reference (19)) 

The NICSD SD Team traces the upper level requirements in the NED documents to the EDS, 
and traces the EDS requirements back to the upper level requirements. 

The RTM efforts ensure the following: 

• The requirements are traced "forwards" from the upstream documents to the 
downstream documents. 

• The downstream requirements are traced back to the upstream documents. 

See Section 8.1 for preparation ofRTM. 

(2) Compilation of the Project Planning and Concept Definition Phase RTM report 

The NICSD SD Team summarizes open items revealed by the RTM efforts. The NICSD SD 
Team must resolve thes~ items to the satisfaction of th~ RTM preparer(s). 

The NICSD IV &V Team shall re"iewtheRTM for wotk.perl'ormed·byNICSD; 

The N!C::sp .IV & V Team shall describe the result of RTM review in the V & V Report for this 
phase. 

5;2.5 Secliri~ Review 

The ,NICSD IV&V Te(UU shqll review that the cyber security requirements described ln. 
.NQ:-203 ?''(Refetence {28)) and theSPP ·are correctly reflected'iii'the·softwai:eJife cydes, 

The_ NXC:$b rv&Vteg.iµsii?ll perfQnn mdependent::r~vi.e"Y(tR).:of ·ili.~J::ns _imci s~~, :anci 
ensure that appropriate cyber security requirements complying With NQ-Z.037 and the SPP are_ 
included in theEDSs and SSARs. In addition; the NIGSD N&V Team shall confimi that ai:i 
~ppropriate secure development env~ronment i~ establi.sh_ed, The result of Security Review 
shall be_ described in the V & V Report. 

5.2.6 Project Planning and Concept Definition Phase V &V Reporting 

The NICSD N&V Team shall prepare the Project Planning and Concept Definition Phase 
V&V Report summarizing the V&V activities performed for this Project Planning and 
Concept Definition Phase. This report will be extended at the end of each phase to add the 
results of each phase report. At the end of the lifecycle, the final report will thus contain the 
results from all lifecycle phases. 

The NICSD V & V Report shall include: 

(1) References to the reviewed documents 
(2) References to the Design Verification Reports (DVR) 
(3) Reference to the Project Planning and Concept Definition Phase RTM (NICSD 

portion) 
(4) Open items revealed in the RTM efforts 
(5) Result of the Security Review 
(6) Result of the SSAR review 
(7) Metrics described in Section 4.6.6 
(8) Any fmdings, recommendations, or suggestions to reduce any risks identified in the 

V&V activities 

The NICSD IV&V Team delivers the NICSD V&V Report to the ICDD N&V Team for 
review. 
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5.2. 7 Baseline Review 

To complete the Project Planning and Concept Definition Phase, the NICSD IV&V Team 
shall perfonn baseline reviews at the phase end as described in Section 4.6.3. The NTCSD 
IV&V Team shall issue a Baseline Review Report (BRR) documenting the results of the 
Baseline Review and report to the NICSD SQA Team for review and approval as QA record. 

5.3 Requirements Definition Phase 

The development activities in the Requirements Definition Phase are performed by NICSD. 
In the Requirements Definition Phase, the NICSD SD Team develops a Unit Detailed Design 
Specification. This specification addresses software and hardware requirements 
accomplished by unit design, and provides necessary functional r.,::q1,1irements for module 
design. . 

Table A of ·the NICSD SMP (Reference (4.8)) lis_ts th_e o;utlm~,of-the ()Utpl.J,t d9cuments,ofthe 
NICSD V &V activities. 

5.3.1 Document Reviews 

The NICSD IV &V Team sha,11 perfmm ffidepepde11t i:evie:ws. c:>f t.li~ d..l:i:91JIIli;:nts, w,hiQh ai::e 
listed Jn Table A of the NICSD SMP (Reference (48)), afid. marked '<"<j)VR_;; In th~ ~·bther 
Outputs" co 1 illnn. For the procedures t6 be used fo.r·tb.~- dci"ctirii.enfieview, . ~ee .Section4k 6::1 
in tbiSNICSD \TW. . , . 

The NICSD IV&VTeam reviews the ·.dcicumerits foftlie V&V activitiescih· iliis phase tefeilln'g 
to the methods and procedures described in Table 12 qf!he SPP- (11.efe:r_eiu~e (45)). The Table 
:B is provided for a better understanding of terminological. difference between tli~ SPP and 
NICSDVVP. 

5.3.2 Requirements Definition Phase RTM efforts 

(1) Preparation of Requirements Definition Phase RTM 

The NICSD SD Team performs the Requirements Definition Phase RTM efforts, 
The RTM efforts ensure the following: 

• The requirements are traced "forwards" from the Project Planning and Concept 
Definition Phase to this phase design documents. 

• The requirements are traced back from this phase to the Project Planning and Concept 
Definition Phase. That is, all requirements listed in this phase are covered by the 
Project Planning and Concept Definition Phase requirements, and no new 
requirements have been created in this phase. 

In this Requirements Definition Phase, some requirements from the Project Planning and 
Concept Definition Phase are allocated to hardware. These hardware requirements are also 
traced. In addition, the R TM efforts must address interface requirements among units, and 
among modules. 

(2) Compilation of the Requirements Definition Phase RTM report 

The NICSD IV&V Team shall review the RTM. 
The NICSD IV & V Team shall describe the result of RTM review in the V & V Report for this 
phase. 
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5.3.3 Security Review 

The NTCSD IV&V Team shall review that the cyber security requirements described in 
NQ-2037 (Reference (28)) and the SPP (Reference (45)) are correctly reflected in the 
software life cycles. 

The NICSD IV&V Team shall perform independent review (IR) of the Unit Detailed Design 
Specifications and SSARs, and confirm that appropriate cyber security requirements 
complying with NQ-2037 and the SPP are included in the Unit Detailed Design Specifications. 
The result of Security Review shall be described in the V & V report. 

5.3.4 Requirements Definition Phase V & V Reporting 

The NICSD IV&V Team shall prepare the Requirements Definition Phase V&V Report 
summarizing the V & V activities performed for this Requirements Definition Phase. 

The NICSD V&V Report shall include: 

(i) Refetence·to the reviewed:documents 

(2) Reference to the Design Verifi.catiop. Reports (DVR) 

(3) Reference to the· Requirements Defiiiition Phase R.TM 

· (4) Op~n items rev~ed in t)ie RTM efforts 

( 5). ],le:_sµH~ gf: th.~ Se9njfy ~eyi~w. 

(6): ReSU!ts .OHhe:ssAR revie'v 
{7fMl'!tdcs>described in Sectfon 4.6.6 
(8) Any findings, recommendations~ or suggestioliS to reduce ~ny risks identified in the 

V & V activities 

The NICSD IV&V Team delivers the NTCSD V&V Report to the ICDD IV&V Team for 
review. 

5.3.5 Baseline Review 

To complete the Requirements Definition Phase, the NICSD IV&V Team shall perform 
baseline reviews at the phase end as described in Section 4.6.3. The NICSD IV&V Team 
shall issue a BRR documenting the results of the Baseline Review and report to the NICSD 
SQA Team for review and approval as QA record. 

5.4 Design Phase 
NICSD procures the FPGA-based modules from PPDD. In the design phase, PPDD 
produces the Module Design Specifications and the FPGA Design Specifications, which 
define the FPGA logic design, in accordance with PPDD procedure E-68017 (Reference (39)). I 
A special characteristic of the Toshiba FPGA-based I&C systems is that FPGA logic con5ists 
of the verified and well proven functional elements (FEs) and interconnects between FEs. 
All FE are generated by PPDD. The V&V activities for FEs are described separately in 
Section 5.8. 

Table A of the NTCSD SMP (Reference (48)) lists the outline of the output documents of 
these V & V activities. 
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5.4.1 Preparation of SVTP 

The NICSD IV & V Team shall initiate preparation of a Software Validation Test Plan (SVTP) 
in accordance with this NICSD VVP and in Section 9 of the SPP (Reference (45)). The 
SVTP shall outline the methodology of bow various tests will be used to validate that the 
integrated software meets the requirements stated in the EDS and the Unit Detailed Design 
Specification. 

The SVTP can include a plan for Platform. Factory Test (PFT), if necessary. 

This activity shall be initiated in this phase to ensure completion prior to the System 
Validation Testing Phase. 

5.4.2 Document Reviews 

During this phase, the NICSD IV&V Team is involved in reviewing each PPDD work 
product. The NICSD IV &V Team ensures the qµality and completeness of each work 
product and its readiness for CGD. 

The NICSD IV&V Team shall perform iiidepertderif reviews of the docuriieftts, which are· 
listed in Table A of the-NICSD SMP (Referencf: (4:§)), filid_rp~ked "DVR." i_n ~-e ''Qthei: I 
Outputs" column. For the procedures tq be-u~ed fo~ the.d9~1JJ1Jentrevjew, se.e Se.ctj_9i:r 4-:(?.~1 
in this NICSD VVP. 

The NICSD IV&V Team reviews the docu,me.9t~~~9{WI,! Y*'\;;~stj.viti~~_in,tJi,i.!?-P~~e-fe.fe.w~ 
to the methods and procedures descrjbed in· 'r~l;lle.J~. pfthe.$PP. _ ]he 'T~ble:]li~CPJioyioea 
for a better understanding-of tenilinologicai-dl.fference~betWeerrihe s:P:P-a.n:d--NIGSD 0\fV;R. 

The NICSD IV&V Team shall review cies.ign and fos.t a·o_cmne11is subm{tted by 'BPblt 
PPDD use PPDD standard E-68017 (Reference (39)) that has equivalent requirements for 
FPGA design~ coding and testing specified in:NIQSD Standard_NQ-203l (Refei:ence (23)). 

The NICSD N&V Team shall confirm that the EPGA logic is designed adhering to the 
design rules given in the NICSD Standard NQ-2031, Appendix A, as well as confirrrririg that 
guidance provided by the FPGA vendor, Microsemi Corporation, in Application Notes for the 
chosen FPGA integrated circuit is appropriately incorporated in the design. In particular, the 
FPGA logic consists of the verified and well proven FEs, and the interface to each FE is 
consistent with the FE specification. The NICSD IV&V Team shall review and approve the 
results of the PPDD review. 

The NICSD IV&V Team shall check that the FE documents are appropriately maintained as 
described in Section 5.8. 

The NICSD N &V Team shall confirm that the requirements in PPDD Standard E-68017 are 
equivalent to the requirements in NICSD Standard NQ-2031 through the CG Survey report or 
CDR report, or other means. 

5.4.3 Design Phase RTM efforts 

(I) Preparation of Design Phase RTM 

The PPDD design engineers prepare the RTM to maintain the traceability from the unit design 
to the module design and to the FPGA. The RTM efforts ensure the following: 

111 The requirements are traced "forwards" from the Requirements Definition Phase to 
this phase design documents. That is, all requirements in the unit design are 
allocated to modules mounted in the unit, and requirements in each module design are 

TOSHIBA CORPORATION 
Nuclear Instrumentation & Control Systems Department 

25/48 



FA32-3709-1000 Rev. 8 

allocated to FPGAs included in the module. 

• The requirements are traced back from this phase to the Requirements Definition 
Phase. That is, all requirements listed in this phase are covered by the Requirements 
Definition Phase, and no new requirements have been created in this phase. 
Note: An FPGA design may include maintenance or test purpose circuits. Inclusion 
of these kinds of circuits must be described in the Module Design Specification as 
exceptions. The NlCSD N&V Team shall confirm that these circuits do not cause 
any adverse effects to the module functions. 

(2) Compilation of the Design Pha.c;e RTM report 

The NICSD IV & V Team shall review the RTM prepared by PPDD. 

The NICSD SD learn shall update the RTM of the Requirements Definition Phase based on 
the RTM prepared by PPDD. 

The NICSD N &, V Team shall describ~ the reSlllt6f R:]¥-~eview ·inc the V & V Report for this 
phase. 

5.4.4 ~ectJ.rity l{eview 

The N1GSD IV&V Team shall verify th_at the cyber security requirements described j.n 
:NQ:-20;37 (Reference ('.2.~)) and the. SPP (Ref~r~n~.e--(4-5)) are G.<;>,:rectly r~flected in the 
~oftw&re life cycles. 

J!:cl!~~!s~t~l:ti::~te~f::i.J~~~i~~l:~~~~o~~Q~~-~ap~:~~j:th:;i~ 
security requirements complying with NQ-2037' all.d the. SPP are. :included· in the Module 
Design Specifications and FPGA Design Specifications; Tu addition; the NICSD IV&V 
Team shall confirm that an appropriate secme dev(!l()pmeilt environment _is established in 
PPDD. The resl,llt of the Security Review shalj be de~cnoed in the V & V Report. 

5.4.5 Design Phase V & V Reporting 

The NlCSD IV & V Team shall prepare the Design Phase V & V Report summarizing the V & V 
activities performed for this Design Phase. 

The NICSD V & V Report shall include: 

(1) Reference to the reviewed documents 

(2) Reference to the Design Verification Reports (DVR) 

(3) Reference to the results of the FE document and the software tool control checks, see 
Section 5.8. 

(4) Reference to the Design Phase RTM 

(5) Open items re.vealed in the RTM efforts 

(6) Results of the Security Review 

(7) Results of the SSAR review 

(8) Metrics described in Section 4.6.6 

(9) Any findings, recommendations, or suggestions to reduce any risks identified in the 
V & V activities 
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The NICSD IV&V Team delivers the NICSD·V&V Report to the ICDD IV&V Team for 
review. 

5.4.6 Baseline Review 

To complete the Design Phase, the NICSD IV&V Team shall perform baseline reviews at the 
phase end as described in Section 4.6.3. The NICSD IV&V Team shall issue a BRR 
documenting the results of the Baseline Review and report to the NICSD SQA Team for 
review and approval as QA record. 

5.5 Implementation and Integration Phase 

In the hnplementation and Integration Phase, the FPGAs are developed by PPDD in the 
following three steps: 

Step 1 VHDL Source Coding: 

The :PPDD design engineers generate VB.PL ~siurce. cqi:l~ ~t igipJeII1e11_t~ tlif! fwig~<:maJ 
requirements written in the FPGA Design Specification m accordance with PPDf> 
procedure E-68017 (Reference (39)). In generating the VHDL sou.rte code, the PPDD 
design engin.eers use editor tools. Since ~ubsequent ~cpvi~ie~ ~dequaJely verify atid 
val!date the VHDL source code, no V &;V actiVitjes ~are·nec.essary for the: t:ditor to.ols. 

Step2:. FPGAimplementation 

the PPDD design engineers convert · tlie VJii)L 'source .code li]:i:o nedists µs.illg,. ilie 
Synplify®· tool, a logic synthesizer. Netlists. of'jffis ,used in ;tlie. &~sign. ate taken from the 
PPDD FE library, and integrated into a sitigle netlist by the Desigrier tool supplied by 
Microsemi. 

To detect errors in the netlists, which may be tindetected by the software tools, and errors m 
the source code, the NICSD IV&V Team confirms logic diagrams from the netlist, and 
inspects the logic diagrams comparing with the VHDL source code. The logic diagrams 
are drawn by the Netlist Viewer tool, which is supplied by Microsemi, but is independent 
of the Synplify® tool. 

After the inspection, the PPDD design engineers convert the netlists into a placed, routed 
netlist, called fuse map, and embeds the fuse map into a test purpose FPGA. 

To minimize risks associated with timing, the PPDD design engineers perform timing 
analysis and simulation during their design process. This two-part process includes static 
timing analysis and dynamic timing simulation. Static timing analysis evaluates the setup 
and hold times on each path within the FPGA design. The Designer software tool 
evaluates the propagation delay to each element in the code in order to detennine each 
timing path in the code. The result from this static analysis can be interpreted by the 
ModelSimQ9 tool. The PPDD design engineers then use ModelSim® tool to validate the 
design with dynamic simulation, using accurate propagation delays. 

Step 3: FPGA Testing 

PPDD performs testing on the FPGAs as defined below. The NICSD IV&V Team 
reviews the FPGA Test Procedure prepared by PPDD. 

This testing includes: 
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a) Simulation of the fuse map generated in Step 2, and 

b) FPGA Testing using the test purpose FPGA produced in Step 2. 

The PPDD design engineers perform FPGA Testing using the ModelSim® tool, and the 
PinPort device. The ModelSim® tool is,not only used in simulation, but also in FPGA 
Testing using an FPGA chip that embeds target FPGA logic for testing. The ModelSirn® 
tool generates inputs to the FPGAs according to the test vectors that are prepared prior to 
the FPGA Testing. 

The PPDD engineers use ModelSim® tool to simulate the internal operation of the logic. 
The ModelSim® tool provide the PPDD engineer with the capability to watch individual 
signals within the FPGA and validate that timed FPGA logic works as the engineer intends. 
These tests verify that the FPGA timing constraints are satisfied, and that additional PPDD 
timing rules are satisfied. The NICSD N&V Team shall review FPGA Test Reports 
describing the result of the FPGA Testing. 

After the test is s8,tisfactorily ,perfo~ed Q§fug .~ofti'.·tP~ .~Jiiitjll;t;ti~iii .s9ftviai_e tool_ ctlld an 
implementation in an FPGA, the FPGA i'ogic !s •consider~d quaJ_i_fled, and registe,red. Thus 
the baseline for the registered FPGA_logic· is_ ~tabiished. 

The qualified FPGA logic must be inip!~meti~e~ in-~ _:Ff PA.integrated circuit prior to 
being.soldered-to amodule printed circµ!fl~q;:irQ_, 

A1J. ~~~tip_g f(,':Sults, gl'.e lJ~<;n~ght ~~O ~y 'N;LQ~p J¥pp~µ~ .~ ,Pf.O~flW- ci,Ilg_ ph1c(!4 und_er 
c:gnfiguratj_on _Jl1anagement;at the s,_µp~ess@: c_gnp!!§tpµ ,Qf',t~s.tjiig'aird-_agc:epfanc~ -Qf tlµtt 
tesclng by NICSD. 

Table A of .the NICSD SMP (Reference (48)) lists the 011tlfu.e of "the outputs of these V& V 
activities. 

The NICSD N&V Team should observe PPDD activities to verify that PPDD work in 
accordance with their procedures and NICSD's expectations. These observations could be 
coordinated with NICSD SQA Team. Results of the observation shall be documented in the 
V&V Report. If the NICSD IV&V Team finds any nonconformance in PPDD's activities, 
the NICSD N & V Team shall issue a SCAR documenting the rejection of the PPDD work 
product. 

5.5.1 VHDL Source Code Reviews 

The NICSD IV &V Team shall review the source code to verify correctness, consistency, 

completeness, accuracy, and traceability to the design specifications in accordance with 

NQ-2031 (Reference (23)), Sections 13.4.3 and 14.5.l of the NICSD SMP (Reference (48)), 

and Code Review Guide 8M8KOOOO (Reference (51)). The results of these reviews must be 

documented using a Source Code Review Sheet. These verifications must include (at a 

minimum) review of the FPGA source code written ill VHDL (or equivalent configuration 

information) to ensure that the source code matches what was specified in the FPGA Design 

Specification (Software Design Description). NICSD N & V Lead shall organize a Code 

Review Team by assigning Code Review Lead and Code Reviewers. The reviewer may use 

software development tools such as a VHDL Simulator in addition to traditional techniques 

described in IEEE Std 1028 (Reference (4)). I 

PPDD shall rovide necess information for the source code reviews such as source codes 
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report files of software tools (Synplify, Designer, and other tools), and software documents to 

the Code Review Team. 

The Code Reviewers review the information with a Source Code Review Sheet specified in 

Code Review Guide 8M8KOOOO. 

The major checkpoints are, 

(1) Use of FE Design, 

(2) Synchronous Design 

(3) Interface review for compatibility between FPGA, specially for Input/Output Pin 
Setting, 

(4) Warning of Software Tools, 

(5) Equations, algorithms, and control logic, 

(()) Constraint,. 

(7) Software operation within requirement constraiiits,. and 

(Sj Conformance to Coding Guideline E'"68017 QReference (39)). 

Therf!gults ·ofthese·n~views mus.t be documented 41. thd"ourqf<:CQde Review·~beet by th.e 
• C.od~·Reviewer. Ano;malies found during·th¢review·shflll .be;9pcumented .in~:~Anomg.iy 

List. A Code.Reviewer shall set up the'Exit Meetih~:of'Code-ReviewTeam :With Code 
Designer in PPDD' arid observers. Code Review Team shaU'cHfssify each anoma1y·aS:Majof 

or Minor, and shall.determine the disposition of each anomaly as "Use ru; is" or "Rework." 

Source Code.Review Sheet shall include the classification, the alsposition, a,nci the 

determination whether the criteria of closing the disposition is satisfied. 

5.5.2 Logic Synthesis and Layout 

The PPDD design engineers convert the VHDL source code into a netlist using the Synplify® 
tool, and convert the netlist into a fuse map using a place and layout tool integrated in the 
Designer tool. The PPDD design engineers check the message files from the software tools 
to confirm that logic synthesis and layout are perfonned without errors, or problematic 
warnings. The NICSD IV&V Team verifies the result of the message checks and documents 
it in the V & V Report. 

5.5.3 Signal Timing 

The NICSD IV&V Team confirms that the PPDD design engineers meet the FPGA design 
rules. The NICSD IV & V Team shall verify the timing analysis performed to show that the 
timing margin described in NQ-2031 (Reference (23)) exists within this FPGA. The NICSD 
IV & V Team shall evaluate the result of the FPGA internal timing analysis, and document it in 
the V & V Report. 

5.5.4 Netlist Inspection 

The NICSD IV &V Team inspects the netlists by comparing the original VHDL files with the 
logic diagrams generated from the netlists by the Netlist Viewer tool, to verify the correctness 
of the conversion. In the comparison, the FE interfaces shall be checked, because the VHDL 
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source code implements logic using FEs. 

The results of the netlist check shall be documented in the V & V Report. 

5.5.5 Document Reviews 

The NICSD IV&V Team shall perform independent reviews of the documents, which are 
listed in Table A of the NICSD SMP (Reference (48)), and marked "DVR" in the "Other 
Outputs" column. For the procedures to be used for the document review, see Section 4.6.1 
in this NICSD VVP. 

The NICSD IV&V Team reviews the documents for the V&Vactivities in this phase referring 
to the methods and procedures described in Table 14 of the SPP. The Table B is provided 
for a better understanding of terminological difference between the SPP and the NICSD VVP. 

It should be noted that the NICSD IV & V team must confirm that the test cases for FPGA 
Testing achieve 100% toggle coverage (see NJ;CSD..StandatdNQ:.:201.l{Refetence (16)) fora 
de.fimtioJJ 9f toggle coverage) of tl:ie actiye FE ~d2!1#~.st@:i~~,.AA9.~1Jl~:Jei~(q~s_es'#e sµffil;~e:nHg 
ensure that the FPGA performs· its intended fu;i:ic#Qns_~ 

5.5.6 FPGA Testing 

PPDD prepares the FPGA Test Procedwes in ac;cotdance Willi. E~§8Q}§ (R~(~~ence (J~)); 
including test cases, before .the execu,tiQI1 -gf th~tt~#iiig .. - 'the '.@;Q[D tfl&it f~;µn shaif 
review· theFPGA Test P:rocedur~s·m-accoi;d<J.rice.::wi:th--Nq2~Q3!)::<¥e£ei;~c~.:(;z~)} 

:gtu~~$:::~s~t~~f:!0~ci~~ea~!:ai£~f,~!!f!$~~lt~~{~~iJ~~~~~. 
NICSD N&V-Team shall evalua:tetheFPGATestReports~ 

Any test failures, any product or configµration nonconfopn,ap,ces, 9r any errors ill the test 
procedure itself shall be resolved as described in Section 7 j. 

5.5.7 Software Tool Control Review 

The NICSD IV & V Team shall review the PPDD control of the software tools used in their 
design and V & V activities as described in Section 8.1.2 of the NICSD SMP. The NICSD 
IV &V Team shall review PPDD's records for software tool control to ensure: 

" PPDD uses correct versions of software tools for FPGA manufacturing. 

• PPDD is controlling the software tools in accordance with procedures that NICSD has 
reviewed and approved. 

5.5.8 Implementation and Integration Phase RTM efforts 

(1) Preparation oflmplementation and Integration Phase RTM 

The PPDD design engineers perform the Implementation and Integration Phase RTM efforts. 
The RTM efforts ensure that the FPGA Test Procedures cover all logic requirements for 
FPGAs defined in the FPGA Design Specifications. Note that traceability between FPGA 
design to VHDL source code is verified in VHDL source code review, and is not included in 
the RTM efforts. 

(2) Compilation of the Implementation and Integration Phase RTM Report 

TI1e NICSD IV&V Team shall review the RTM from PPDD. 
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The NICSD IV&V Team shall describe the result of RTM review in the V&V Report for this 
phase. 

5.5.9 Security Review 

The NICSD IV&V Team shall review that the cyber security requirements described in 
NQ-2037 (Reference (28)) and the SPP (Reference (45)) are correctly reflected in the 
software life cycles. 

The NICSD IV&V Team shall perform an independent review (IR) of the FPGA Test 
Procedures, FPGA Test Reports. The NICSD IV &V Team shall also review that appropriate 
cyber security requirements complying with NQ-2037 and the SPP are included in the FPGA 
Test Procedures. 
In addition, the NICSD IV & V Team shall confirm that appropriate security measures are 
taken in VHDL code generation, code conversion from source code to fuse map, and data 
storage. 
the:result of the.'Seci.rrity Review shall be described in the.Y& V-Report. 

5.5.10 lniplementatioil and Integration Phase V & VReporting 

The NICSD tV&V Team shall prepare t'h:e ImpiementatiQ11 and Integration Phase V&V 
Report summarizing the V &V activities performed for this Implementation and Integration 
Phase; The co:iii.bmation of the Source. Code Review SheeUmd FPGA Test Repotf satisfie~ 
ihe.cr~Ciuifements for ~Pftw.areJmplen:ient~~oli'.Reyl.ew !<i;porj' d~sc.t:toed in ~ecti()n ?-rn3~5 of 
tlie SPf (Re(er1::nc~J4?)). 
TheNICSD V&VReportshan mClude: 

(1) Reference.to the reviewed documents 

(2) Referenc~ to the Design Verification Reports (DVR) 

(3) Reference to the Source Code Review Sheet 

(4) Reference to the software tools message file checks 

(5) Reference to the netlist inspections 

(6) Reference to the FPGA Test Reports 

(7) Reference to the FPGA Control Sheets 

(8) Reference to Purchase Specification to PPDD 

(9) Reference to the Implementation and Integration Phase RTM 

(10) Results of Software Tool Control Review 

(11) Open items revealed in the RTM efforts 

(12) Results of the Security Review 

(13) Results ofthe SSARreview 

(14) Metrics described in Section 4.6.6 

(15) Any findings, recommendations, or suggestions to reduce any risks identified in the 
V & V activities 

The NICSD V&V Report includes the Software Build Procedure and Report (SBPR) as 
defined in the SPP. The following documents are treated as SBPR. 
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• FPGA Control Sheet 
FPGA Control Sheet shall document the names of the VHDL source code files. 

The NICSD IV&V Team delivers the NICSD V&V Report to the ICDD IV&V Team for 
review. 

5.5.11 Baseline Review 

To complete the Implementation and Integration Phase, the NICSD N &V Team shall 
perform baseline review at the phase end as described in Section 4.6.3. The NTCSD IV&V 
Team shall issue a BRR documenting the results of the Baseline Review and report to NICSD 
SQA Team for review and approval as QA record. 

5.6 Module Validation Testing Phase 

Once the module using verified FPGAs, ha5 been -assi;:mbled, P:P:DP performs module 
functional testing in accordance with written test ptocedi.Ires. -In the · Modhle· V alldatioii 
Testing Phase, PPDD demonstrates that the modul~s peqopn:.all iht_ended fuhcti_ons Witbiil the 
predetermined design, and that the ~9_4111~~- d() -nqt_ Perfomi ~ten4~d QJ," lin,d~diraJ>ie 
functions. PPDD develops Modille Test Procedut¢s based ·brt 'E.;6801'6- (Reference (JS)). 
These test procedilres, including test pl~ test c!lSes;,an&acceptance.Criteria,-:ate;Wf:ifteri·byhri:. 
engineer .other tlJan !he. engii;Leer wh6 ,je~i~~q_fuy.: ~q-~lllho)>¢ te~t~q. 
The PPDD petsbririeLpetfohh module valldath:>iUesting'._aiid,geiierate:·;:fM6ifiiie;·t'est-Report 
which includes a. te~t log and a. listing of atiy t¢s_tirif:~9m!i.lies,~ EF_I>D. W.ill :res_oly(tte};t, 
anomalies, by changing the test procedure ~r changm.g. FfGA logic: . If E:PGA lqgic is 
changed, the V&V activities in Section· 5.5 for thi;: FPGA logic shall be ltera:te9. these 
changes shall be recorded. The test is repeated fa its entirety Un:tll the test passes 
successfully. After successful results are obtained, th~ test report- shall be revi_ewed, with 
change records (if any), approved, and placed under CM. 
Table A of the NICSD SMP (Reference (48)) lists the outline of the outputs of these V&V 
activities. 

In addition to the activities described in the following subsections, the NICSD IV & V Team 
should oversee PPDD activities to verify that PPDD work in accordance with their procedures 
and NICSD's expectations. Results of observation shall be documented in the V&V Report. 
If the NICSD IV&V Team finds any nonconformance in a PPDD's activity, the NICSD 
IV&V Team shall issue a SCAR in accordance with NQ-3019 (Reference (34)). 

5.6.1 Document Reviews 

The NICSD N&V Team shall perform independent reviews of the documents, which are 
listed in Table A of the NICSD SMP (Reference ( 48)), and marked "DVR" in the "Other 
Outputs" column. For the procedures to be used for the document review, see Section 4.6.l 
in this NICSD VVP. 

The NICSD IV &V Team reviews the documents for the V &V activities in this phase referring 
to the methods and procedures described in Table 15 of the SPP (Reference (45)). The Table 
B is provided for a better understanding of terminological difference between the SPP and 
NICSDVVP. 
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5.6.2 Module Validation Testing 

PPDD prepares Module Test Procedures in accordance with E-68016 (Reference (38)). 
PPDD personnel perform the module validation testing in accordance with the Module Test 
Procedures. PPDD prepares the Module Test Procedures before the execution of the testing. 
The NICSD IV&V Team shall review the Module Test Procedures in accordance with 
NQ-2030 (Reference (22)). If NICSD considers necessary, NICSD shall require additional 
testing to PPDD, in order to check that the module has satisfied the software requirements. 

Any test failures, any product or configuration nonconformances, or any errors in the test 
procedure itself shall be resolved as described in Section 7.L 

5.6.3 Test Equipment Software Review 

The NlCSD IV&V Team shall review the PPDD control of the test equipment software, used 
in the Module Validation Testing. The NICSD IV&V Team shall review PPDD's records 
fop test equipment software control to e_n~e: -

• Test equipment softWare used for the pr9ject tests iS prepared ill accordanc~ · with 
procedures that the NICSD IV&V Team has reviewed and approved. 

• PPDP is controlling .the sqf1W~e .tQo}s ·'jn acgo~dance With PPDD procedure E-68020' 
(R~f_erence_ ( 42)). 

s~6.4_· l\1odu1eV~li~~tion Testing Phase<R'f!WJ e_ffQrts 

C-1) Ptep:aratio11 .qfM<:iO.itl.~Va1id~tion T~tiJig. f lf~s~fltJM 
The PPDD cies1gn engineers perform the Module Vaiidatlon Testing Phase RTM efforts. 
The RTM efforts e:tJslire the module test pt<:fcedtires cover all logic requirementS for the 
mod1lles defined in the ModlJ].e Design Specificati_ons. 

(2) Compilation of the Module Validation Testing Pha.Se RTM Report 

The NICSD IV&V Team shall review the RTM from PPDD. 

The NICSD IV&V Team shall describe the result of RTM review in V&V Report for this 
phase. 

5.6.5 Security Review 

The NICSD IV&V Team shall review that the cyber security requirements described in 
NQ-2037 (Reference (28)) and the SPP (Reference (45)) are correctly reflected in the 
software life cycles. 

The NICSD IV&V Team shall perform independent review (IR) of the Module Test 
Procedures and shall review that appropriate cyber security requirements complying with 
NQ-2037 and the SPP are included in the Module Test Procedures and the SSARs. 

In addition, the NICSD IV&V Team shall confirm that appropriate security measures are 
taken in the following activities: 

" Delivery of the fuse map 

c Embedment of logic into FPGAs 

• Storage of logic embedded FPGAs 

• Module assembly 
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., Transportation and storage of modules 

The result of Security Review shall be described in the V & V Report. 

5.6.6 Module Validation Testing Phase V & V Reporting 

The N1CSD IV&V Team shall prepare the Module Validation Testing Phase V&V Report 
summarizing the V &V activities performed for this Module Validation Testing Phase. 

The NICSD V&V Report shall include: 

(1) Reference to the reviewed documents 

(2) Reference to the Design Verification Reports (DVR) 

(3) Reference to the Module Test Reports 

(4) Reference to the Module Validation Testing Phase RTM 

(5) Results of Test Equipment Software Review 

(6) Open items revealed in the RTM efforts 

(7) Results of th~ Security Review 

(8) Results of the SSAR review 

(9) Metrics described in Section 4,6.6 

(JQ} Any ~dings_, recommenq~~Oll§; ()Fsugg~~<)m;Jo:i;~<iu¢_e, !lilY zj~~d4.e11:t$J!!i ,Jµ. :q,.~, 
V&V activities · 

The NICSD N&V Team delivers the NICSD V~V'Repot:Uo tile ICDD N&V T:eam for 
review. 

5.6. 7 Baseline Review 

To complete the Module Validation Testing Phase, the NICSD IV&V Team shall perform 
baseline reviews at the phase end as described in Section 4.6.3. The N1CSD N&V Team 
shall issue a BRR documenting the results of the Baseline Review and report to NICSD SQA 
Team for review and approval as QA record. 

5.7 System Validation Testing Phase 

For the unit integration, a NICSD receiving inspector receives the modules to be installed in 
the units. After accepting the modules in the previous phase, NICSD assembles the module 
into the units. Then, NICSD assembles the system from the units. The NICSD test 
personnel shall perform the System Validation Testing in accordance with the SVTP. This 
test must demonstrate that the system performs all intended functions within the 
predetermined design, and that the system does not perfonn unintended or undesirable 
functions that were identified in the test scope. 

The NICSD test personnel generate a test record, which includes a test log. Testing 
anomalies, if any, will be recorded in a NNR in accordance with NQ-3019 (Reference (34)). 
NICSD will resolve test anomalies, which may require changing the test procedure or 
changing FPGA logic. If FPGA logic is changed, the V &V activities in Section 5.5 and 5.6 
for the FPGA logic shall be iterated. The test is repeated in its entirety until the test passes 
successfully. After successful results are obtained, the NICSD N&V Team shall review the 
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test record with change records (if any). Then the test record will be approved, and placed 
under the SCMP (Reference (50)). 

Table A of the NICSD SMP (Reference (48)) lists the outline of the outputs of these V&V 
activities. 

The NICSD N&V Team evaluates the results of the System Validation Testing to confirm 
that requirements identified in the EDS and Unit Detailed Design Specifications are 
satisfactorily covered, and issue a Software Validation Test Report (SVTR). 

The NICSD N&V Team may also observe NICSD activities to verify that NICSD work in 
accordance with applicable NICSD procedures. Results of observation shall be documented 
in the V &V Report. 

5.7.1 Document Reviews 

The NICSD IV &V Team shall· perform independent .reviews of the documents, which are. 
listed in Table A of the NICSQ SMf' (l~,~f~r_:~ji§~ {1-8)),· ~~ ffi}!rl{~a "D\f.R:" in the "Othi;:_r 
Output:;;" colum.n. .For tbe procedur~s to ~euse.~f~~~;tlt~:4ocµDlentrevfow, se~ Section 4:6.1 
in this NICSD VvP, . 

The NJ;CSD N & VTeam reviews t4e doc~~P:ts'fqt~tlieV~\z:;a(;tiyi#es in. this:phas_ereferring 
to the mt;:thods and procedures described in tabl~, J$~ an(1;'a6l~'_J6: of·ilie SPP (Referen~e 
(45))~ The. Table.Bis proVided for a hettet:· t.iiidemrurdhrg of-'tefu:llnofogieal \U:ffeteiice 
betweentheSP.P andNICSD\fVP. · · 

s.1;2 Unit V3lidationTestin· 
· ".o · · ·" ·c· · • · "··· ·: · .--~"·" g 
The NICSD test personnel shall perforni the umt'valiifa.tion testing .as a part of System 
Validation Testing in accordance with. SVTP~. 

Any test failures, any product or configuration nonconformartce, or any errors in the test 
procedure itself shall be resolved as described in Section 7 .1. 

The NICSD IV&V Team shall describe the result of Unit Validation Testing in the V&V 
Report for this phase. 

5. 7.3 System Validation Testing 

The NICSD test personnel shall perform the System Validation Testing in accordance with 
SVTP. 

Any test failures, any product or configuration nonconformance, or any errors in the test 
procedure itself shall be resolved as described in Section 7 .1. 

Successful completion of testing and document reviews will complete the requirements for 
commercial grade dedication. The NICSD N&V Team shall review the completed 
commercial grade dedication package to confirm that all required activities are complete and 
that the evaluations are complete and correct. Completion of the NICSD IV &V Team 
review of the commercial grade dedication shall be the last technical activity to be completed. 

The NICSD IV&V Team shall describe the result of System Validation Testing in V&V 
Report for this phase. 

The NICSD IV&V Team shall prepare a Software Validation Test Report (SVTR). The 
Software Validation Test Report (SVTR) includes the result of Unit Validation Testing and 
System Validation Testing. 
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5.7.4 Test Equipment Software Review 

The NICSD IV &V Team shall review the NICSD control of the test equipment software, used 
in the Unit and System Validation Testing. The NICSD IV&V Team shall review NICSD's 
records for test equipment software control to ensure that the test equipment software used for 
the tests is controlled in accordance with NQ-2003 (Reference (26)). 

5.7.5 System Validation Testing Phase RTM efforts 

(1) Preparation of System Validation Testing Phase RTM 

NICSD design engineers perform the System Validation Testing Phase RTM efforts. The 
RTM efforts ensure the units and system validation test procedures cover all functional 
requirements defined in the Unit Detailed Design Specifications and the EDS. 

(2) Compilation of the System Validation Testing Phase RTM Report 

The NICSD IV&V Team shall review theRTM. 
The NICSD N&V Team shall describe there~ult:ofRTMreviewmthe V&VReport 

5.7.6 Security_Review 

The NICSD N&V Team shall review that· the cybe~-:security reqJ.riremep:t$. descnoe.d !n 
NQ::-2037 (Reference (28)) and the SPP (Reference (45)) are cotreetly refle¢~e.d in the 
software· life cydes. · · · · 

. tb,e mcsr_> . .JV~V Tean:i shall perform jpdepeg.d~ntrevi~w. @)- 0Nhe:tesLpx:o9ei.luie~~,·a.ri:P: 
ssAR:s. The ~NICSD IV &v Team shalf a1s0 reY:iew tliat" a:ppropffa.te cyber security 
reqiifreiilerits coiiiplymg with N Q-203 7 and, tlfoS-pP '"lrrf ~~hided in ilie 'fesf pr(jc~dill:es . 
In _adgition, the NI~SD IV&V Team sh~ confirm that approprjate sec;urity measures ar~ 
taken in storage of the units and the systems. 
The result of Security Review shall be descn"bed-m the V&VReport. 

5.7.7 System Validation Testing Phase V&V Reporting 

The NICSD IV&V Team shall prepare the System Validation Testing Phase V&V Report 
summarizing the V&V activities performed for this System Validation Testing Phase. 

The NICSD V&V Report shall include: 

(1) Reference to the reviewed documents, including hardware verification, see Section 5.9 

(2) Reference to the Design Verification Reports (DVR) 

(3) Reference to the units and system validation test report 

(4) Reference to the System Validation Testing Phase RTM 

(5) Results of the Test Equipment Software Review 

(6) Results of the Security Review 

(7) Completion of SSAR, which shall confirm that: 
11 All system safety requirements have been satisfied by the life cycle phases. 
• No additional hazards have been introduced by the work done during the life 

cycle activity. 

(8) Metrics described in Section 4.6.6 

(9) Evaluation of the test results 
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(10) Conclusion of the V &V activities 

The NICSD N&V Team delivers the NICSD V&V Report to the ICDD N&V Team for 
review. 

5.7.8 Baseline Review 

To complete the software development, the NICSD N&V Team shall perform baseline 
reviews at the phase end as described in Section 4.6.3. ICDD and NICSD shall confirm the 
completion the V &V activities from the Project Planning and Concept Definition Phase 
through the System Validation Testing Phase to complete the software development. All 
open items shall be closed. The NICSD IV & V Team shall issue a BRR documenting the 
results of the Baseline Review and report to NICSD SQA Team for review and approval as 
QA record. 

5.8 Functional Element V&V 

FPGA logic is desizyed usipg FEs frow tlJ._e P..PPP ff: Ji:P!B.:rx: JI!~ ,,cq~ti;()l.o;f ~i::~~.f~s is 
revie\Y'ed in the Design Phase by the N.ICSO W~YT~aJll.. the N &V Tefil'P- shail r~yiew 
the following at a minimum: 

• Documentation for the FEs including FE testi;~pPri:s:- each:FE shalJ be developed,. 
verified,. and validated· in accordanc~·Witlr RRDD::.:f!ibcedtire E~68M8 as descri.hed 
~~· ·-

• Control of FE library and software tools __,.,.., FE library arid software tools shall be 
controlled under an appropriate configilrati()rl: in~~geriJ:~n,t. 

The following subsection provides details of the review. 
These FE V & V activities can be omitted for the FE for which PPDD has already performed 
the same V&V activities, and NICSD or ICDD has performed the same review for another 
safety-related work. 

To prepare an FE used in the FPGA-based system, PPDD shall follow the PPDD procedure 
E-68018 (Reference (40)) for design and testing, and shall get review and approval from 
NICSD, including the IV &V Team. 

The outline of the procedure prescribed in E-68018 is as follows: 

(1) FE Requirements Specification 

The FE Requirements Specification is established to address at a minimum: 

• FE functional requirements, 

• Input/Output Signals, and 

• Interface/Interaction with other FE. 

The FE Requirements Specification must be verified by other engineers who do not 
contribute the FE Requirements Specification. 

(2) FE Design 

The PPDD design engineers establish the FE Specification and the other PPDD design 
engineers establish the FE Test Procedure. The FE Specification states how all of the 
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requirements specified in the FE Requirements Specification for this FE will be 
implemented, and should contain sufficient criteria to support functional testing of the 
FE. 

The FE Test Procedure describes the process from producing the VHDL source code 
through the execution of FE testing using test FPGA chips. 

The FE Specification and FE Test Procedure must be verified by other engineers who do 
not contribute to the FE Specification or FE Test Procedure. 

An RTM is prepared to trace the design features in the FE Specification to the 
requirements shown in the FE Requirements Specification. The R TM must also be 
verified. 

(3) FE Coding 

The PPDD design engineers generate VHDL source code 6fFEs in accordance with the 
design rules shown in E-68017 (Reference (39)) Appt<n,diX. A. The VHDL s9ur9e coqe 
is converted into :an FE EDIF Fife by the Synp1izy® to.al. At this point, the PPDD 
design engineers perform :functional testing of the FE to verify that the FE .meets the 
requirements.definedjn the FE Specification using theModelSiin®tool. 

The :FE source· code must be reviewed by independentengineers in PPDD who do not 
contribute to the FE coding; · 

(4) ~FETesting 

'JJie PPD]) Clesign engmeers zjiap FE tc» FPG/\, pfo~ f P(i;Ji\, Wicl perfotni. ai?- f.$; 
vali.Ciation ushig hardware stimulation of th._epr9grammep'Fl>-d:A. 

The ·PPDD desigµ 'engineers perform FE testing in a~c9rdance· with an FE Test 
Prpcedure prepared prior to the testing and record the results in an FE Test Report. 
Another PPDD design engineer evaluates the FE Test Report and record the results of 
the evaluation. 

(5) Final FE Acceptance/Release 

The PPDD design engineers propose the registration of the FE in the FE library to the 
PPDD configuration manager. The PPDD configuration manager confirms that the FE 
Requirement Specification, FE Specification, FE Test Procedure, and FE Test Reports 
with a satisfactory result are established, and determines whether the FE is acceptable. 
When the FE is acceptable, the PPDD configuration manager releases the FE for use, by 
approving the registration of the FE in the FE library. 

The duplicated complete package of electronic files for FEs library that is incorporated 
into FPGA design is also stored in NICSD controlled storage locker. 

( 6) Maintenance Phase 

FE logic modifications are approved, documented, verified and validated, and 
controlled. Section 7.1.2 explains PPDD activities for problem reporting 

The verification process for the FE permits a more traceable process than for complete FPGA 
logic verification. Because of the simplicity of the FE, a shorter simulation is possible, with 
more thorough verification at this level. 
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5.8.1 Document Check 

The NICSD IV &V Team shall check the following documents to ensure that PPDD procedure 
E-68018 (Reference (40)) is appropriately applied for FEs placed in the FE library: 

• FE Requirements Specification 

• FE Specification 

• RTM between the FE Specification and the FE Requirements Specification 

111 FE Test Procedure 

• RTM between the FE Specification and the FE Test Procedure 

• FE Test Report 

The NICSD IV & V Team shall check the documents for the following items: 

• FE Specifications, FE Test Procedure and FE Test Reports should .be.·established .and 
checked against FE Requirements Specifications. FE Requirements Specificafi6iis 
should be established and checked against NQ-2032 (Reference (24))> 

• The RTMs between documents have been appropriately ptepared.@cl feyiew~i;l.. 

• Full pattern tests have been performed for each FE 

• The test results are.acceptable. 

The results of the check shall be doqllllented filld ihcluded~in·,the V&VJ:lepozt'.~t,fl.ieJ~es.lgµ, 
Phase. See Section§A5. ·· 

5.8.2 Check of FE Library Control and Software Tool Control 

The NICSD IV&V Team shall check the following items at a minimum, to confirm that 
PPbD adequately controls the FE library: 

• PPDD controls the FE library in accordance with PPDD procedure E-68019 
(Reference (41)). 

a PPDD controls the software tools in accordance with PPDD procedure E-68020 
(Reference (42)). See Section 5.5.7 of this NICSD VVP. 

The NICSD IV & V Team shall document the results of the check in the V & V Report at the 
Design Phase. See Section 5.4.5 of this NICSD VVP. 

5.9 Hardware V&V 

The NICSD IV & V Team or verifier in NICSD shall perform an independent review of the 
unit and module hardware design in accordance with NQ-2030 (Reference (22)). The 
NICSD IV&V Team or verifier in NICSD shall perform an independent review (IR) of 
ECWD. The results of the review shall be documented and reported as a part of the V & V 
Report 
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6 V&V Reporting 

6.1 V&V Report 
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The NICSD IV &V Team shall prepare the NICSD Verification and Validation Report (VVR), 
which documents the NICSD activities starting with the Project Planning and Concept 
Definition Phase and progressing through the System Validation Testing Phase. The NICSD 
VVR shall be prepared at the Project Planning and Concept Definition Phase, and shall be 
updated at the end of each life cycle phase. Section 5 describes the contents to be included 
in the NICSD VVR. 

The NICSD IV & V Lead shall approve NICSD VVR. 

6.2 Anomaly Reporting 
Anomalies found after a version of tlie software was released or became a bas~lin.~, ,fu~e 
anomalies shall be controlled in accordance with NQ-3019 (Reference (34)). Anorqalies 
found before the above milestones, such anomalies shall be controlled in accordance with the. 
applicable design control procedures. Normally, andmalies identified during design t~View~. 
are controlled per Verification Follow Sheet (VFS) and/or Comment List those r~.f~tr~d PY 
Design Verification Report in accordance with AS-200A.Ob2 (Reference (7)), and on!!Si:~Wliig 
source code reviews are controlled through Source Code Review Sheet and Anoma11 LiSt 

Tht_i NICSD IV&V Team shall perform independent reviews of documents, w$:~l'.J.. ~.· 
.described in section 5.2.3., 5.3.l, 5.4.2., 5.5.5, 5.6.1, and 5.7.1. For document, reviews;· the; 
NICSD IV&V Team shall use the Design Verification Report (DVR), which shall iiieltide·a. 
liSt of comments to be resolved. Resolution for the open items shall be tracked usiiig a 
Verification Follow Sheet (VFS) and/or Comment List. The DVR shall be. clos~d with 
evaluation that all identified issues have been resolved. Closed items at the phase and open 
items to the next phase shall be verified in each Baseline Review Report (BRR). 

For source code reviews, the Source Code Review Sheet shall be used, which is described in 
section 5.5.1. The Code Review Team shall create an Anomaly List to track identified 
anomalies. The classification and disposition for each anomaly shall be documented in the 
Source Code Review Sheet. At the Exit Meetings, the resolution of anomalies in the Source 
Code Review Sheet shall be verified and the exit decision shall be determine if the Code 
Review result meet the exit criteria. 

For individual FPGAs tests, the N&V Team shall review the test procedures and test results. 
The IV&V Team shall use list of comments, and a DVR to record their review. Anomalies 
shall be tracked with a Verification Follow Sheet. Results shall be summarized in the BRR 
and resolution of anomalies shall be verified through the Baseline Review Meeting. 

For FPGA tests, the IV &V Team shall review the test procedures and test results. The 
rv &V Team shall use list of comments, and a DVR to record their review. Anomalies shall 
be tracked with a Verification Follow Sheet. Results shall be summarized in the BRR and 
resolution of anomalies shall be verified through the Baseline Review Meeting. 

Through completion of module testing, the IV&V Team shall review work performed by the 
design team. After module testing is complete, tl1e IV & V Tean1 shall be responsible for 
generation and performance of Software Validation Testing. 
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For Software Validation Testing of Individual Units and of Systems, an IV & V Team member 
shall generate a written Software Validation Test Plan (SVTP), which is described in section 
5.4.1. The design team shall write System Test Specification, which shall be reviewed by 
the IV &V Team. A member of the Quality Control Group for Nuclear Instrumentation & 
Control Systems (NICS-QC) shall write Software Validation Test Procedures, and NICS-QC 
shall perform testing and shall generate Software Validation Test Records. IV & V Team 
shall issue Software Validation Test Reports based on the Software Validation Test Records. 
Test anomalies shall be reported to the Design and IV&V Team through the Site Corrective 
Action. Request (SCAR) or Site Nonconformance Notice Report (SNNR) processes. 
Sections 6.2.1 and 6.2.2 explain the SNNR and SCAR processes and interactions with the 
Design and IV & V Teams. 

6.2.1 Site Nonconformance Notice Report 

If an anomaly is found in the FPGA-based Safety-Related I&C sy:stems that will be shipped 
and used in US nuclear power plants, the anomaly-is .c9ntrolled #1 acc;,2.r:q~ce with)'{Q-301.9 
(Reference (34)). In case that the anomaly is judged nonconformiPg:·parts; mQdule.s, uIJits Of 
systems (hardware) of which cause is ge~erated by-the.NICSD, s!te:Nonconfotniance Notice 
Report (SNNR) is issued in accordance with NQ:.3019 (Reforerice.(3.4));.. ff the anomaly is a 
result from a design error, the IV &V Team shill! sendth~noncollforiji!lii<;e:to th~,NfSD grot,ip, 
that shall then pr<;>pose a Technical Justification ffi1d. cli~posig_o~ Th!?.. fy-&v Te?JP.- ~pall 
review the Technlcal Justification and Disposition in the ·SNNR_, and shali send acceptabie 
SNNR responses to the Quality Controi Group. for Nuclear· :IriStilii:rientatiort ·{Ji.. Control 
Systems (Nrcs-QC) for a2ceptance 9f ·the propos~d.I~s91utioli~ ·JY19~'.c~tio~: ~~O~s!m.g 
·shall beinitjated •and p~rformed as.· reqajred, pQt~ntiaJiy:flowmg:;b,a,c~',ilµ-Qµgb,_:m~y p.0pti0ns· 
of the previous process. NQ.:.3019 describes the process (or resolution of the 
nonconformance. The N & V Team shall evaluate each open item:fuid.Sililii:ilanze·the ctirten:t 
status of each SNNR in the VVR. Results shall be sW:mnarized in tlie BRRand resolution of 
anom<.tlies shall b~ verified through the Baseline Revi~w Meeting. - . - . . .. 

Anomalies may be found during validation testing, or in a design used at equipment 
fabrication. 

6.2.2 Site Corrective Action Request 

A Corrective Action Request (CAR) is used to document a cause, corrective action to be 
taken, and to follow corrective action processes, when a condition adverse to quality is 
identified after the baseline has been established in PCDs. When a condition adverse to 
quality is found during IV & V activities, the :l\lJCSD IV & V team has a responsibility for 
preparation of SCAR in accordance with AS-300A009 (Reference (15)). And the Quality 
Assurance Group for Nuclear Instrumentation & Control Systems (NICS-QA) has a 
responsibility for issuance of SCAR. NICSD Standard NQ-3009 (Reference (15)) is applied. 
Note that if the anomaly has already been implemented in the product, the NICSD IV&V 
Team shall report the anomaly to NICS-QC to determine whether a SNNR is to be issued or 
not. 
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7 V&V Administrative Requirements 

7.1 Anomaly Reporting and Resolution 

7.1.l Problems Found in NICSD Activities 
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If a problem is identified in the NICSD design or IV &V in any phase including Software 
Validation Testing, each problem shall be reported using the SNNR or SCAR processes, as 
described in Section 6.2. 

NICSD test personnel perform the System Validation Testing. The test personnel shall 
document any test failures, any product or configuration nonconformance, or any errors in the 
test procedure as a nonconformance using the SNNR or SCAR processes. The 
nonconformance may be resolved by modifying design documentation, logic, test plans or test 
procedures a5 ned~s~~: The N1CSJ) IV&V team sbajl revi~w the. reVi~ed materials that 
incorporatetb.e cliange~, Nf CSD documents the amoµntof retes:t-requjred for these chang!;!s, 
and performs rete.sts as needed to resolve all SNNRs and SCARs The N!eSb N&V team 
shall confirm that all SNNRs and· SCARS are adequately resolved by the ,end of the System 
V ali¢!l:l.ti0n.Testillg1>JiaSe.Prool~mS Foillld inPPDD Activities 

7.1..Z Proofo~s F()und in PPDn: AcfiVities 

The. PPDD engfueer8 whcr ,petftinh FPGA. or.mociule te8tiil:g :shall.documeiiVany. te8t failuresj 
any prodt# br' ¢otjfi~atibil n9D:§:91,lfopnanqe; o+ any ~o,rt pi ~tite .·t.f:~ ·pig~ecl\u~e tisin,g 
Problem Reporting Sheets (FR:s's) as descnbed.in E~68oT6 ·(Re.ference{JS)), The-PRs may 
be resolved hy modifying design documentation, logic, or test plans and ptocedtrres as 
necessary. The.NICSD fV&V Team shaiI review the reVised materials thatincorpotate the. 
changes and the :PRS to con:furli tliat all anomalies are resolved adequately. PPDD 
document the amount· of retest required for these changes, and perfonns retests as needed to 
resolve all PRSs. Retests shall go back to PPDD design team. 

If PPDD finds any problem in the configuration items during FPGA Testing, or Module 
Validation Testing after shipment of any module containing the design to NICSD (e.g., when 
the nonconfonnance discovered in other PPDD projects is affected to this FPGA products.), 
PPDD issues a VNNR NICSD shall control the VNNR in accordance with NQ-3006 
(Reference (30)). 

7.1.3 Problems Found in Other Vendors' Activities 

If any problem is found in NICSD vendor's activities after the vendor's work products have 
been provided to NICSD or PPDD, the problem shall be considered a vendor nonconformance, 
and a VNNR is issued in accordance with NQ-3006 (Reference (30)). 

7.1.4 Design Change Activities 

Change control shall be implemented in accordance with the NICSD SCMP (Reference (50)). 

When changes are needed in documents, Document Change Request (DCR) sheet can be used 
for notification in accordance with NQ-2024 (Reference (21)). 
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7.2 Activity Iteration Policy 

If a design is changed, or a result of test or analysis is changed, the V&V activities that are 
affected by the change shall be iterated as follows: 

• The NICSD N &V Team shall perform an independent review, or evaluation of the 
affected documents. 

~ The extent of the condition shall be analyzed, and all affected work products for NED, 
NICSD, and PPDD identified and tracked for resolution, which may affect any or all 
of the design phases. 

• The NICSD SD Team shall update the work products, RTM and SSAR to reflect the 
design change. 

• The PPDD engineers shall update the work products and RTM to reflect the design 
change. 

• The NICSD IV & V Team shall perform arr in.dependent review of'the-updated w~rk 
products, RTM, and SSAR, including evahiatio!I c)fregressionte~ting reql]iremelits; 

• Any required-retesting activities shall lie peifo~~d ·a.nd reViewed by IV & V. 

• T~eNICSD N &V Team sha)lupdate !he VVR_·for.-.th~;µpdate.ci w:or1c;prn_dµc:t§; 

• The NICSD IV_& V Team shall prepare a Vi:~V-R~poztf(}rfue-:gpqated \VorJc, pr9d~~!S' 

Note--that a change of the RTM for one· phase· m:ay-·affect-anothet phase;· and the eft6ctican he 
propagated throtigh tlie eritite lifocyde. The\NTQSE> SifT¢ant ·sJian £6llow the piop.gg~:ti9n~ 
and the TV&V T~am shall review the changes. TheNJCSD IV&Vteam sJ1alLrev1~w th~ 
changes in the RTM. 

7.3 Deviation Policy 

If any deviations from this NICSD VVP are required, this NICSD VVP shall be updated using 
the same review and approval process by which this NICSD VVP was originally created. 

The information required for deviations shall identify activities to be deviated, and shall 
include rationales and effects on software quality. 

7.4 Control Procedures 

The documents that resulted from the V & V activities shall be controlled in accordance with 
the NICSD SCMP (Reference (50)) 

7.5 Standards, Practices and Conventions 

The Toshiba Internal Standards in Section 3.4, and project documents in Section 3.6 shall be 
applied to the V&V activities. The SPP (Reference (45)) is used for guidance. The IEEE 
standards in Section 3.3 are used as guidance, as endorsed by applicable USNRC regulatory 
guides. 

The Toshiba Internal Standards in Section 3.5 shall be applied to PPDD's activities. 
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8 V& V Documentation Requirements 

8.1 RTM 
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The RTM traces the base requirements through the life cycle phases, ensuring forward and 
backward traceability. The NICSD SD Team shall use NQ-2015 (Reference (19)) to prepare 
the RTM. Also, the PPDD design engineer shall use NQ-2015 required with the 
procurement specification by the NICSD SD Team to prepare the RTM. 

8.2 Test Documents 

(1) NICSD Test Documents 

The NICSD IV&V Team prepares the test documents for unit validation testing and System 
Validation Testing, which contain test cases and acceptance criteria~ in accordance with the 
Soft.Ware Test Plan. · · 

The following procedures are used when creating 'test:doctihierits. 

• NQ-2019 (Reference (2.0)) 

• NQ-3016{Reference(33)) 

• NQ~pQJ,5 (R~(~r~nc~,($~)) 

(2)'PP))iJ Test Docl@.ents 

The PPDD design engineers prepare the FPGA T~$1: Pt_ocedures and the Modiile Test 
Procedures in accordance wiUi E-G8027 (R.:eference_ · (43)),. The PPDD design engineers: 
generate the FPGA T¢st Reports in accordance-with.:E::6so17(R~ference (39)), The-PPDD 
test personnel generate the Module Test Reports fu acc6tdance with E.,.68016 (Reference 
(38)). 

9 WP Maintenance 
The NICSD IV&V Team shall be responsible for the maintaining of this NICSD VVP. The 
NICSD VVP shall be maintained in accordance with Section 16 of the NICSD SMP 
(Reference ( 48)). The updated NICSD VVP shall be prepared, verified and approved in the 
same manner that the NICSD VVP was first established as a document in accordance with 
NICSD NQ-2024, "Procedure for Document Control" (Reference (21)). Also the issued 
NICSD VVP shall be retained as a QA record in accordance with NICSD NQ-3020, "Control 
Procedure of QA Records" (Reference (35)). 
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Table A, Compliance to SPP 

T bl AC a e '• omp Ii ance t th SPP 0 e 

No SPP Title VVP Remark 

Section Section(s) 

I 4 Software Verification and Validation Program Plan (SVVPP) NIA Section Title 

2 4.1 Introduction NIA No requirement 

3 4.l.l Purpose I 

4 4.1.2 Scope l 

5 4,1.3 [Deleted] NIA t:-'o requit:ement 
-

Relationship of the SW:PP to Qther SPP ~~µo~ NIA 6 4:L4 l'fo r(Cquiremen~ 
-- --- - ---- .. 

7 42 Verification and-Validatiori Overview. l 
... 

.8 4.2.1 ~rgl.IJli~~rion 4.1 .. 

·9 4,2:Z. Sthe:dule 42 

lO 4;2.3 Resource sllrrimary 4"4 
-

tl. 4:~;4 Rqle~ and·R~ponSl'_bilities <lS 
-· .. - -

:12 4.is_ Qualifications, -4:4;-45 
. - . . -- ---

4:2;6 
- . - -- -- -- - --=- - ·-

13 Tools, Techniques, anci Methodofojpes 4:6 

14 4.3 Life·Cyclt;: Verification-and Validatio_n 5 
-

15 4.3.l Management ofV&V Activities n 

16 4.3.2 Planning Phase V&V Activities 5:2 

17 4.3.3 Requirements Phase V & V Activities 5.3 

18 4.3.4 Design Phase V & V Activities 5.4 

19 4.3.5 Implementation Phase V & V Activities 5.5 

20 4.3.6 Testing and Integration Phase V & V Activities 5.5, 5.6, 5.7 

21 4.3.7 Installation Phase V & V Activities 5.7 SVT include PFT 

22 4.3.8 Operation Phase V & V Activities NIA Out of scope 

7~ -" 4.3.9 Maintenance Phase V & V Activities NIA Out of scope 

24 4.3.10 Summary ofV&V Activities TableB 

25 4.3.11 Previously Developed Dr Purchased Software 5.1.3 

26 4.4 V & V Reporting and Administrative Requirements NIA Section Title 

27 4.4.1 Reporting For Each System or Logical Group of Systems 5.11 I 
28 4.4.2 Anomaly Reporting and Resolution 6.3, 7.1 I 

Notice: 

The definition of phase for the FPGA-based safety-related systems differs from that in the 
SPP (Reference (45)), see SMP (Reference (48)). 
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Table B, V&V Activities Assigned to Each Software Life qycle Phase 
Table B V&V Activities Assi ned,to·Eath'Softwarc'·Life C cle:Ehase 

Life Cycle Process 

SPP This NICSD VVP 

Software Classification 

V&V Activities 

. M~agem~nt Review of.V&V ·Management Review ofV&V 

SvvP·ceneratiOn SVVP Generation 

1-C._on_c_e:..pt_b_'o_cum __ e_nta_ti_o'n_· _Ev_al_u_a_tl.co_n __ 
4 

Project Plamifugand Coni:ept 
Program Plari Evaluation Definition Phase DVR 

PFI' Plan Generation Software Test Plan Generation (PFI' 
Plan Is Included in SVTP 

PIT Plan Generation 

Planning Traceability Analysis 

Hazard Analysis 

Risk Analysis 

Phase Report 

Baseline Reviews 

Requirements Traceability Marri>: 

Software Requirements Evaluation 

Software Requirements Interface 
Analysis 

Configuration Management Assessment 

Design Traceability Analysis 

TOSHIBA CORPORATION 

N/A 

RTM Review 

N/A (Safety Analysis) 

N/A 

Project Planning and Concept 
Definition Phose V&V Report 

Baseline Reviews 

RTI-1 Review 

Requirements Definition Phase DVR 

N/A 

RTM Review 

Nuclear Instrumentation & Control Systems Oopartment 

!>evefopment 

Project Planning 
~eq~J~~me~ 

lm"plementation Module Systeni 
and eoncept o.SJcn.v&v and lri°teglation Validation Validation 

Definition Vi..V 
Definition V&V 

V&V TestincV&V TestJncV&V 

SR SR SR SR SR sit 
: " ._. • •· - • --...-- - - •• -.;r, "• -- ,- - -- ..,.._ 1··: ·---~.----I 
" , " ' ••• __ _. • r -" " • " --~·-' 

PM ,,)ii.! PM' PM !'M PM 

V&V 

v&v 
V&V 

V&V 

V&V 

SST m m SST SST SST 

PM PM PM PM PM PM 

V&V V&V V&V V&V V&V V&V 

V&V V&V V&V V&V V&V V&V 

V&V 

V&V 

V&V 

DT 

V&V 
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Table B. V &V Activities Assioned to Each Software Life Cvcle Phase 
UfoCycle Process 

SPP This NICSD VVP 

So_~!leslgn Evajuatlon 
1--'-so""ft:Wa-'-'-_ -re-'-'"D-es~ign=--J-n-te~rfu-ce~-Anal~-ys-ls----1 !:!•sign Phase DVR 

ti~TertPlan Generation 

SJl_Stem Validapon Test Plan Generation 

svr·feSt Case Generation 

PFT Test Case Generation 

PIT Test Case Generation 

Source Code Ttaceabllity Analysis 

Source Code·Evaluatlon 

Source Code loterfuce Analysis 

Unit and Integration Test Case Generation 

Unit Integration, and SVT Test Procedure 
Generation 
Operation and Maintenance Manual 
Review 

Unit and lntegTation Test Execution 

Sof'twdre Release Report 

Test Traceability Analysis 

TOSHIBA CORPORATION 

System Valld:ition Test Plan Generation 

N/A 

VHDL Source Code Review 

Implementation and Integration Phase 
DVR 

Implementation and lntegratioo Phase 
and Svstem Validation Phase DVR 

RTM Review 

Nuclear Instrumentation & Control Systems Department 

Development 

Project Planning 
Requirements 

Implementation 
and Concept 

Definition V&V 
DesignV&V and lntegrati~n 

Definition V&V V&V 

V&V 

V&V 

V&V[Test 
nersiiruiell 

- V&V[Test 
oersOnilell 
V&V[Tert 
pers"D~et1 
V&V[Test_ 
0ersonnen 
V&V[Test 
oersonnell 

V&V 

V&V 

V&V 

PPDD(prepare 
V&Vf review] 

PPDD(prepare 
V&V(review] 

V&V 

STI 

V&V 
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Module Valldation 
System 

TeSting.V&V 
Validation 

TestingV&V 

V&V 

V&V V&V 



Ta le ,, V&V Activities AssiPned to Each Software b B L ife Cvcle Phase 
Ufe Cycle Process 

SPP 

PIT Procedure Generation 

~Execution 

PFr Execution 

i>iT Executi~n 
)itStallatiOn.'CnnfiguratiOn AuCllt 

instailation·checl<out 

V&V Final Report Generation 

Evaluation Of New Constraints 

Operation Procedures Evaluation 

Proposed Change Assessment 

SVVP Revision 

Anomaly Evaluation 

Migration Assessment 

Retirement Assessment 

Task Iteration 

Regression Analysis 
SR"" Safety related 

empty cell = proccs.c; is not applied 

TOSHIBA CORl"ORATION 

This NICSDVVP 

System Validation Test Procedure 
Generation 

SVT Execution (including PFT) 

N/A 

N/A 

N/A 

Final V&V Report Generation 

N/A 

N/A 

N/A 

N/A 

N/A 

N/A 

N/A 

N/A 

N/A 
CCB~gc Control Bo.1Td 
CM,,,Configuration ~!anagernenl LC3d 
DT=Softwan: Dcvdopmc:nt Team 

Nuclear' lnstrumontatlon & Control Systems Department 

.. - Oevelopinent. 

Project Planning: 
Re~~~~en':S aDd Conc~pt DesignV&V 

Definition V&V 
Definition V&V 

--

---

-· 

PM,,,PtoJIXi Manager, may be two sq>aratc P~!, one rcsponstblc 
for dcsignldcvcloprncm :imJ re5ponsiblc for V&V 

SSL=Sofiwnrc Safety Lend 
SST-Sofhvnrc Safety Team 
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ifriplemeniation 
an~ Integration 

V&V 

-

--- --
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Module System 
Valldatlon Valldalion 

TestingV&V TestingV&V 
-
V&V(Test V&V(Test 
nersonncll nersonncll 
V&V(Test V&V[Te5t 

nersciimell nersonnell 
V&V(Test V&V[Test 

nersonnell nersoimell 

V&V 

V&Vr:-V&V Lead 
SIT""SY~lcm lnslallation Tc,.;1 

Team 
STI~Softv:arc Tcs1 Tc:im 

! 
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