
UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

ADVISORY COMMITTEE ON REACTOR SAFEGUARDS 
WASHINGTON, DC 20666 - 0001 

 
 

October 10, 2017 
 
 
 
MEMORANDUM TO: Victor M. McCree 
  Executive Director for Operations 
 
FROM:  Andrea D. Veil, Executive Director /RA/ 
  Advisory Committee on Reactor Safeguards 
 
SUBJECT:  DOCUMENTATION OF RECEIPT OF APPLICABLE OFFICIAL NRC 

NOTICES TO THE ADVISORY COMMITTEE ON REACTOR 
SAFEGUARDS FOR SEPTEMBER 2017 

  
 
 During the 646th meeting of the Advisory Committee on Reactor Safeguards (ACRS),  

September 7-8, 2017, the Committee considered significant NRC communications (enclosed) 

as items for their awareness and any actions as appropriate.  This memorandum documents the 

receipt of the enclosed communications by the ACRS members.  No response to this 

memorandum is required. 

 
Enclosure:   
As Stated 
 
cc: A. Vietti-Cook, SECY 
 T. Inverso, OEDO  
 R. Lewis, OEDO 
  



 
 

UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

ADVISORY COMMITTEE ON REACTOR SAFEGUARDS 
WASHINGTON, DC 20666 - 0001 

 
 

October 10, 2017 
 
 
 
MEMORANDUM TO: Victor M. McCree 
  Executive Director for Operations 
 
FROM:  Andrea D. Veil, Executive Director /RA/ 
  Advisory Committee on Reactor Safeguards 
 
SUBJECT:  DOCUMENTATION OF RECEIPT OF APPLICABLE OFFICIAL NRC 

NOTICES TO THE ADVISORY COMMITTEE ON REACTOR 
SAFEGUARDS FOR SEPTEMBER 2017 

  
 
 During the 646th meeting of the Advisory Committee on Reactor Safeguards (ACRS),  

September 7-8, 2017, the Committee considered significant NRC communications (enclosed) 

as items for their awareness and any actions as appropriate.  This memorandum documents the 

receipt of the enclosed communications by the ACRS members.  No response to this 

memorandum is required. 

 
Enclosure:   
As Stated 
 
cc: A. Vietti-Cook, SECY 
 T. Inverso, OEDO  
 R. Lewis, OEDO  
 
  
 

    Accession No:  ML17279B080              Publicly Available    Y         Sensitive    N 
   Viewing Rights:     NRC Users or     ACRS Only or     See Restricted distribution 

OFFICE ACRS/TSB SUNSI Review ACRS/TSB ACRS 
NAME QNguyen QNguyen MBanks AVeil 
DATE  10/10/2017 10/10/2017 10/10/2017 10/10/2017 

                                                OFFICIAL RECORD COPY



Enclosure 

 

 Monthly Communication of Official NRC Notices to the ACRS 

Date Subject
6/29/17 Yellow Announcement:  YA-17-0062

Date:  July 10, 2017

Expiration Date:  June 25, 2019

  

TO:                  All NRC Employees 

SUBJECT:     REMINDER OF NEED-TO-KNOW REQUIREMENT FOR ACCESS TO  
                       CLASSIFIED INFORMATION 
 
In response to recent security incidents, the Office of Nuclear Security and Incident 
Response (NSIR) reminds U.S. Nuclear Regulatory Commission (NRC) staff that it is 
the responsibility of the individual granting access to classified information to verify that 
the requestor has been granted the appropriate access authorization (security 
clearance) by an authorized agency official, and to ensure that a need-to-know exists 
before the transmission of classified information, regardless of the means (e.g., 
verbally, electronically, or manually).  NSIR encourages staff to question a requestor’s 
need-to-know and to challenge requests for access that do not appear well-founded in 
order to make an informed decision about disseminating classified information. 
Knowledge of, possession of, or access to classified information shall not be afforded to 
any individual solely by virtue of the individual’s office, position, and/or access 
authorization (security clearance).  Furthermore, the fact that an individual has been 
invited to a classified meeting does not, by itself, mean that the individual has a need-
to-know the classified information that will be discussed at the meeting.  In these cases, 
the individual may still be asked to articulate his or her demonstrable need-to-know the 
classified topic that will be discussed at the meeting. 
 
When evaluating need-to-know, the holder of classified information must consider the 
topic/subject of the information being transmitted, the purpose and basis of the request, 
the sensitivity of the requested information, the originator of the requested information 
(i.e., NRC, other Government agency, foreign government, or licensee), and similar 
requests for the information, presently or historically, by the current requestor or other 
requestors.  Additionally, it is prohibited to discuss classified information, even with 
appropriately cleared personnel, if the classified information is not relevant or 
necessary for the performance of the requestor’s official duties at the NRC.  In some 
cases, NRC staff were authorized to access classified information in a prior position (at 
the NRC, in the U.S. Government, or as a contractor).  Staff shall not share classified 
information related to their prior experiences with other NRC staff unless this 
information is relevant to the requestor’s official duties at the NRC.  The holders of 
safeguards information (SGI) and sensitive unclassified non-safeguards information 
(SUNSI) (e.g., information withheld under Title 10 of the Code of Federal     
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Regulations 2.390, “Public inspections, exemptions, requests for withholding,” security-
related information, proprietary information, allegation information, etc.) must consider 
the same principles of need-to-know before transmitting SGI or SUNSI. 
 
Attempts to “talk around” the classified aspects of a project or subject areas using 
unclassified channels are often highly unsuccessful, which can lead to information spills 
and other security incidents.  While staff may not explicitly state the classified 
information in conversation, staff must consider what a knowledgeable person can 
deduce from available information.  If staff identifies a security incident (i.e., 
unauthorized disclosure of classified information), this information must be reported to 
Office of Administration, Division of Facilities and Security (ADM/DFS), as soon as 
possible, by contacting the NRC Security Incident Hotline, 301-415-6885.  In addition, 
NRC employees may go to the NRC Intranet home page and select Report a 
Safety/Security Incident, located at the top right corner of the page and submit a 
report.  Staff must exercise caution when communicating security incidents to the 
necessary personnel.  When necessary, staff must communicate over a secure phone 
or discuss in person in an area approved by ADM/DFS for classified conversations. 

For answers to questions or concerns, please contact Krista Ziebell, NSIR, 301-415-
7121. 

 
/RA/ 

K. Steven West, Acting Director 
Office of Nuclear Security and Incident 
Response 

 
Management Directive Reference:  MD 12.2, “NRC Classified Information Security 
Program,” Handbook Section II.C, “Control of Secret and Confidential Documents” 

7/17/17 Yellow Announcement:  YA-17-0063

Date:  July 17, 2017

Expiration Date:  June 25, 2019

TO:                  All NRC Employees 

SUBJECT:     CLARIFICATION OF THE MARKING REQUIREMENTS FOR 
                       TRANSMITTAL DOCUMENTS FOR CLASSIFIED INFORMATION 
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Transmittal documents are documents that have information enclosed with them.  An  
example of a transmittal document is a letter or memorandum with enclosures.  A 
transmittal document, itself, may or may not contain classified information.  In  
accordance with Title 32 of the Code of Federal Regulations Part 2001, “Classified 
National Security Information,” a transmittal document shall indicate on its face the 
highest classification level and most restrictive category of any classified information 
enclosed with it.  Specifically, the header and footer of the first page of the transmittal 
document should indicate the highest classification level and most restrictive category 
of any classified information enclosed.  The other pages of the transmittal document 
must be marked to reflect the information contained in the transmittal, itself.  Interior 
pages of an unclassified transmittal document do not need to be marked to the highest 
classification level and most restrictive category of any classified information enclosed. 
 
The transmittal document shall also include, conspicuously, on its face the following or 
similar instructions, as appropriate: Unclassified when classified enclosure removed, 
this document is [classification level]. 
 
Unclassified transmittal documents do not require portion marking or a classification 
authority block.  If any dissemination control markings (i.e., NOFORN) apply to the 
transmittal document or to its enclosures, the applicable dissemination control markings 
must be included in the header and footer of the first page of the transmittal 
document.  If the information contained in the enclosure is Restricted Data or Formerly 
Restricted Data, then the lower left side of the face of the transmittal document must be 
marked with the phrase, “Document transmitted herewith contains [Restricted Data or 
Formerly Restricted Data].”  Examples of transmittal documents for classified 
information with the required markings can be found in the U.S. Nuclear Regulatory 
Commission’s Agencywide Documents Access and Management System (ADAMS) 
at ML17180A034. 
 
Before putting an unclassified transmittal document in ADAMS, and when separated 
from the classified enclosure, it is a best practice to strike through the classification 
markings in the header and footer of the first page of the unclassified transmittal 
document.  While the instructions on the face of the transmittal document indicate that 
the document is unclassified, striking through the classification markings dispels 
unnecessary concerns regarding potential information security spills when staff view the 
document in ADAMS. 
 
For answers to questions, please contact Krista Ziebell, Office of Nuclear Security and 
Incident Response, 301-415-7121. 

            /RA/ 
 
 
K. Steven West, Acting Director 
Office of Nuclear Security and Incident Response 

 

 
 
Management Directive Reference:  MD 12.2, “NRC Classified Information Security 
Program,” Handbook Section II.B, “Classification” 
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 Yellow Announcement:  YA-17-0066

Date:  July 25, 2017

Expiration Date:  December 31, 2017

TO:                  All NRC Employees 

SUBJECT:      POLICY REMINDER:  NRC POLICY AND PROCEDURES FOR  
                        HANDLING, MARKING AND PROTECTING SENSITIVE  
                        UNCLASSIFIED NON-SAFEGUARDS INFORMATION 
  
The "NRC Policy for Handling, Marking, and Protecting Sensitive Unclassified Non-
Safeguards Information," available at http://www.internal.nrc.gov/sunsi, establishes 
NRC’s Sensitive Unclassified Non-Safeguards Information (SUNSI) policy and 
information handling requirements in 14 different areas for each of the seven SUNSI 
groups.  It is important to note that the SUNSI policy and the handling requirements do 
not apply to Classified and Safeguards Information. 
 
It is NRC policy to use the “Official Use Only” mark on various types of sensitive 
documents.  Six of the seven SUNSI categories allow or mandate the use of the 
“Official Use Only” mark.  “Sensitive Internal Information” is one of the seven SUNSI 
categories and includes any predecisional information that rises to a level of sensitivity 
to justify it being protected as SUNSI.  As such, Sensitive Internal Information includes 
predecisional enforcement information, but can also include other types of 
predecisional information.  A subject matter expert should make a determination  
whether the specific predecisional information rises to a level that requires protecting it 
as SUNSI.  The subject matter expert should consult with his or her supervisor if 
questions arise as to whether predecisional information qualifies as SUNSI. 
 
If you have any questions regarding this policy and procedures, contact 
SUNSI.Resource@nrc.gov.  
                                                                                   /RA/ 

David J. Nelson 
Chief Information Officer 

8/4/17                                                                               Yellow Announcement:  YA-17-0068

Date:  August 1, 2017 

Expiration Date:  5 Years from Date of YA Issuance

 To:                  All NRC Employees  

SUBJECT:      NRC FILE SHARING SOLUTIONS 
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This announcement serves to notify U.S. Nuclear Regulatory Commission (NRC) staff 
of the availability of file sharing solutions that enable staff to securely share sensitive 
information with parties external to the NRC.  Sensitive information must be protected in 
transmission outside the agency, as required by the Cybersecurity Act of 2015 and 
NRC Management Directive 12.5, “NRC Cybersecurity Program.”  The current agency 
tool to perform encryption is SecureZip.  Issues have been identified in exchanging 
SecureZip files with external partners, however, and this announcement identifies 
alternatives for the staff to use. 
 
The NRC is working to obtain a cloud-based solution that permits sharing files with 
external users as the long-term solution.  We anticipate beginning implementation of 
this solution before the end of the calendar year. 
 
Until the long-term solution is available, the NRC has authorized use of the U.S. Army 
Aviation and Missile Research Development and Engineering Center (AMRDEC) Safe 
Access File Exchange (SAFE), an application for securely exchanging files that uses a 
FIPS 140-2 validated cryptographic module.  SAFE was created as an alternative 
secure file sharing method for e-mailing and transferring files. SAFE supports file sizes 
up to 2 GB.  Anyone (including guests) can use SAFE to send files to someone with a 
.mil or .gov email address; however, only users with valid DoD Common Access Card 
(CAC) or Personal Identity Verification (PIV) card can send files to other addresses, 
such as .com or.edu. 
 
To use SAFE, the following requirements must be met: 

All files transferred via SAFE must be related to official U.S. Government business. 

All files transferred via SAFE must be UNCLASSIFIED. 

Guests are required to verify their e-mail address after uploading each package. 

Guests cannot send packages to recipients who do not have a .mil or .gov e-mail 
address. 

Note that CAC/PIV users can add recipients in bulk using a semicolon-delimited list. 
 
A quick step-by-step guide to using AMRDC SAFE to share files with external parties is 
available using Agencywide Document Access and Management System (ADAMS) 
Accession Number ML17212B223. 
 
The SAFE Getting Started Guide is available 
at  https://safe.amrdec.army.mil/safe/guide.aspx. 
 
The SAFE Web site is available at https://safe.amrdec.army.mil/safe. 

                                                                   /RA/ 

David J. Nelson   
Chief Information Officer 
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7/28/17 Yellow Announcement:  YA-17-0071

Date:  July 28, 2017

Expiration Date:  July 28, 2022

  

TO:                 All NRC Employees and Contractors 

SUBJECT:     GUIDANCE FOR MANAGING E-MAIL AND TEXT MESSAGE  
                       RECORDS 
 
This announcement describes the roles and responsibilities of U.S. Nuclear Regulatory 
Commission (NRC) staff and contractors related to managing agency records created 
through the use of personal e-mail accounts or texting applications on Government-
issued or personal devices 
. 
The Federal Records Act (44 U.S.C. 2911 as amended by Pub. L. 1130187) requires 
that Government personnel and contractors who create or receive electronic Federal 
records (including e-mail and text messages) outside of their official electronic 
messaging account (i.e., Government e-mail account), forward a complete copy of such 
records to their official electronic messaging account within 20 days of the creation, 
receipt, or transmission of the original record.  Once forwarded, the records will be 
subject to the retention schedule applied to all e-mail identified as Federal 
records.  This process does not supersede other retention rules applicable to official 
business records; for example, project managers adding e-mails to case files. 

Because forwarded text messages do not capture metadata (to/from and date/time), 
Federal employees and contractors must include a notation reflecting the metadata with 
their forwarded text message.  Users may find it easiest to take a screenshot of the text 
and e-mail it to their NRC e-mail account.  If this is done on the same day as the text is 
sent, the sender, recipient, date, and time will be captured as part of the e-mailed 
screenshot.  Please refer to NRC’s mobile device frequently asked questions for more 
information on how to take a screenshot on a mobile device. 
 
If used to conduct agency business, e-mails on a personal e-mail account or text 
messages sent or received by Federal employees or contractors may be considered 
Federal records if they meet the criteria below and, as such, must be managed in 
accordance with policies, regulations, and guidance provided in— 
 
Management Directive (MD) 3.53, “NRC Records and Document Management 
Program”; 
 
NUREG-0910, Rev. 4, “NRC Comprehensive Records  Disposition Schedule”; and 
Approved records retention schedules on the NRC Web Site. 
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Criteria: 
 
E-mail or text messages that are transitory in nature, such as “I will be at the meeting in 
5 minutes,” while Federal records, do not need to be captured. 
 
E-mail or text messages used in making business decisions or that otherwise document 
agency business are considered Federal records and do need to be captured.  An         
answer of “yes” to any of the following questions means the e-mail or text message 
must be captured as an agency record: 
 
Does the message contain evidence of the agency’s policies, business, or mission? 

Did the sender or receiver of the message make a business decision based on the 
information in the message? 

Did the sender of the message convey official agency information? 

This policy will be incorporated into the revision of MD 3.53, “NRC Records and 
Document Management Program.” 
 
For further assistance, please contact Margie Janney, Agency Records Officer,  
301-415-7245. 
 
                                                                        /RA/ 

                                                                        David Nelson 
                                                                        Chief Information Officer 

 

8/17/17 Yellow Announcement:  YA-17-0077

Date:  August 16, 2017

Expiration Date:  October 9, 2018

  

TO:                  All NRC Employees 

SUBJECT:     COMMISSION DIRECTION AND STAFF ACTIONS RELATED TO 
                       BACKFITTING AND ISSUE FINALITY 
 
This announcement communicates recent Commission policy direction on 
consideration of cost and the applicability of the compliance exception to the backfit rule 
(Title 10 of the Code of Federal Regulations, Section 50.109, and other related 
requirements) that will be incorporated in a future update to Management Directive 
(MD) 8.4, “Management of Facility-Specific Backfitting and Information Collection.”  It 
also highlights recent activities by the Committee to Review Generic Requirements to 
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assess the U.S. Nuclear Regulatory Commission’s (NRC’s) backfitting practices, and 
actions that will be taken in response to this assessment. 

In a staff requirements memorandum (SRM) dated November 29, 2016, “Staff 
Requirements – COMSECY-16-0020 – Revision of Guidance Concerning 
Considerations of Cost and Applicability of Compliance Exception to Backfit Rule” 
(Agencywide Documents Access and Management System (ADAMS) Accession 
No. ML16334A462), the Commission directed the NRC staff to revise the agency 
backfit guidance to reflect the General Counsel’s recommendations concerning the 
application of the compliance exception of the backfit rule.  A summary of this guidance 
is provided in a publicly available memorandum dated December 20, 2016, “Summary 
of COMSECY-16-0020 Recommendation on Revision of Guidance Concerning 
Consideration of Cost and Applicability of Compliance Exception to Backfit Rule” 
(ADAMS Accession No. ML16355A258).  The already in-process revision of MD 8.4 will 
reflect the Commission’s direction.  While this and associated updates have not been 
completed yet, the NRC staff immediately began applying the guidance from the Office 
of the General Counsel memorandum in its activities, consistent with the Commission’s 
direction. 

In 2016, the Executive Director for Operations (EDO) tasked the Committee to Review 
Generic Requirements (CRGR) with assessing the guidance, training, and knowledge 
management associated with backfitting and issue finality (ADAMS Accession 
Nos. ML16133A575 and ML16344A004).  SRM-COMSECY-16-0020 included direction 
to ensure the activities taken by the CRGR to address these taskings from the EDO on 
backfitting are consistent with the General Counsel’s interpretation of the statutory 
requirements applicable to the implementation of the backfit rule.  On June 27, 2017, 
the CRGR delivered its report (ADAMS Accession No. ML17174B161).  The CRGR 
considered public feedback and conducted an independent assessment, including 
review of COMSECY-16-0020 and the associated SRM.  The CRGR concluded that 
opportunities exist to improve backfitting practices.  The CRGR recommended actions 
that will improve oversight by NRC senior managers and first line-supervisors; enhance 
engagement and oversight by CRGR; improve staff knowledge, skills, and abilities 
associated with backfitting and generic requirements; and result in more consistent 
identification and treatment of potential backfitting issues.  The CRGR concluded that 
broad communication of the Commission direction in SRM-COMSECY-16-0020, 
increased management involvement, and improved training and developmental 
activities will yield the greatest improvements in performance and consistency.   
 
On July 19, 2017, the EDO issued a response to the CRGR that supported the CRGR’s 
recommendations and provided subsequent direction to the CRGR, as well as other 
affected offices (ADAMS Accession No. ML17198C141).  The planned actions fall 
within four broad categories: (1) requirements, guidance, and criteria; (2) training; (3) 
knowledge management; and (4) revisions to the CRGR charter.  The tasking also 
includes direction to conduct an effectiveness review of the actions taken, to report on 
the availability of key docketed information and the resources needed to make 
information more readily retrievable, and to report on the resources needed to complete 
the directed actions.  
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                                                                         /RA/ 
 
Victor M. McCree 
Executive Director for Operations 

  
Management Directive Reference:  MD 8.4, “Management of Facility-specific Backfitting 
and Information Collection” 
 

9/1/2017 Continuous Evaluation of Security Clearance 
 
ANNOUNCEMENT CATEGORY 
 
Security Safety 
 
The United States (U.S.) Nuclear Regulatory Commission (NRC), along with all other 
agencies in the Federal Government, are actively implementing the revised Federal 
Investigative Standards (FIS).  The new standards outline criteria for conducting 
background investigations to determine eligibility for logical (i.e., computer systems) 
and physical (i.e., facilities) access, suitability for Government employment, eligibility for 
access to classified information, eligibility to hold a sensitive position, and fitness to 
perform work for or on behalf of the Government.  The new FIS methodology requires 
five (5) year reinvestigation cycles for all individuals at the NRC.  The five-year 
reinvestigation cycle will commence in early 2019. 
 
The FIS also require the government-wide development and implementation of 
Continuous Evaluation on individuals occupying Critical Sensitive (Top Secret/Q) 
positions.  Continuous Evaluation will be applied to Non-Critical Sensitive (Secret/L) 
positions at a later date.  Continuous Evaluation is a reevaluation of an individual’s 
eligibility to hold a clearance or sensitive position on a random/continuous basis 
between investigative cycles.  This ensures that high standards of conduct are 
maintained and that questionable conduct or activities are promptly reported for 
adjudicative assessment.  Continuous Evaluation supplements and enhances, but does 
not replace, established personnel security processes by leveraging automated records 
checks to assist in the ongoing review of an individual’s eligibility for access to 
classified information or to hold a sensitive position.  The NRC has recently begun this 
continuous evaluation activity for a percentage of those individuals who currently 
occupy Critical Sensitive positions.  The continuous evaluation process will be 
transparent to staff unless a problem is identified that requires follow-up with the 
individual.  Individuals that have credit monitoring will most likely be informed by their 
monitoring company that a credit report has been requested.  Additionally, individuals 
that have placed a security freeze on their credit report will be required to remove the 
freeze for a credit report to be obtained. 

 


