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S. Varga - "J. Buchanan, NSIC
D. Lynch T. Abernathy, TIC
Mr. Neil 0. Strand ‘ M. Service- ACRS (16) -

Washington Public Power Supply System
300 George Washington Way

P. 0. Box 968 X 5
Richland, Washington 99352

Dear Mr. Strand:

In reviewing your Physical Security Plan for the IWNP-2
facility submitted on December 21, 1978, we find that
there, is insufficient information contained in your report.
The lack of information is such that we cannot continue
our review, including the formulation of Round 1 questions
on your proposed Security Plan.' The lead reviewer for
your Security Plan, Mr. A. Sinisgalli, subsequently con-
‘ tacted J. Sorenson of your organization by telephone on

January 12, 1979, to determine the reasons for these .

. obvious deficiencies. During this telephone conversation,
Mr. Sinisgalli determined that the primary cause of the
weaknesses in your Physical Security Plan is that you do
not have: (1) the latest revisions of the staff's guidance
on the evaluation of security plans provided to the branch
members of the Reactor Safeguards Licensing Branch; and
(2) a copy of the staff's Security Plan evaluation Report
Workbook. Accordingly, we are forwarding to you a complete
and current set of the staff's Review Guidelines, including
all revisions through November 6, 1978 (Attachment 1).
Additionally,; we are forwarding to you a copy of the workbook
cited above (Attachment 2).

Upon receipt of these two attachments we recommend that
you review the WNP-2 report on the Physical Security Plan
and consider expanding your report in light of the guidance
provided by these two attached documents. Upon completing
this reevaluation of your physical Security Plan, we
request that you contact M. D. Lynch (301-492-7831) to
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Mr. Neil O. Strand -2- JAN 181978
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arrange a meoting at which we can discuss any proposed
revisions to your Physical Security Plan that you might °
be contemplating. The purpose of this proposed procedure
is to expedite our review of your Security Plan. We plan
to issue Round 1 questions, if appropriate, after receipt
of your revised Security Plan Report. ’

Please contact us if you .require any discussion or
clarification of this matter.

Sincerely,
Original signed bys
‘  S.A.Varga . X

i éteven“A. Varga, Chief |

| ‘ . Light Water Reactors Branch No. 4
| ‘ Division of Project Management
|

cc: See next page
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UNITED STATES
NUCLEAR REGULATORY COMMISSION
WASHINGTON, D. C. 20555

JAN 18 1979

Docket No: 50-397

Mr. Neil O. Strand

Washington Public Power Supply System
300 George Washington Way

P, 0. Box 968 -

Richland, Washington 99352

Dear Mr. Strand:

In reviewing your Physical Security Plan for the WNP-2
facility submitted on-December 21, 1978, we find that

there is insufficient information contained in your report.
The lack of information is such that we cannot continue

our review, including the formulation of Round 1 questions
on your prcposed Security Plan. The lead reviewer for
your Security Plan, Mr. A. SZnisgalli, subsequently con-
tacted J. Sorenson cf your organization by telephone on
January 12, 1979, to determine the reasons for these
obvious deficiencies. During this telephone conversation,
Mr. Sinisgalli determined that the primary cause of the
weaknesses in your Physical Security Plan is that you do
not have: (1) the latest revisions of the staff's guidance
on the evaluation of security plans provided to the branch
members of the Reactor Safeguards Licensing Branch; and

(2) a copy of the staff's Security Plan evaluation Report
Workbook. Accordingly, we are forwarding to you a complete
and current set of the staff's Review Guidelines, including
all revisions through November 6, 1978 (Attachment 1).
Additionally, we are forwarding to you a copy of the workbook
cited above (Attachment 2).

Updn receipt of these two attachments we recommend that
you review the WNP-2 report on the Physical Security Plan
and consider expanding your report in light of the guidance
provided by these two attached documents. Upon completing
this reevaluation of your physical Security Plan, we
request that you contact M. D. Lynch (301-492-7831) to
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Mr. Neil 0. Strand -2-

arrange a meeting at which we can discuss any proposed
revisions to your Puysical Security Plan that you might
be contemplating. The purpose of this proposed procedure
is to expedite our review of your Security Plan. We plan
to issue Round 1 questions, if appropriate, after receipt
of your revised Security Plan Report.

Please contact us if you require any discussion or
clarification of this matter.

™

Sincerely, \)

. !, - , ‘\&/ Ccal
?;;teéggjlg Vgrgi, Ckﬁ f\\\

Light Water Reactors Rranch No.
Division of Project MZnagement

cc: See next page
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Washington Public Power Supply System

ces:
Joseph B. Knotts, Jr., Esq.
Debevoise & Liberman

700 Shoreham Building

806 Fifteenth Street, N. W.
Washington, D. C. 20005

Richard Q. Quigley, Esq.

Washington Public- Power Supply System
3000 George Washington Way

P. 0. Box 968

Richland, Washington 99352

Nepom & Rose

Suite 101 Kellogg Building
1935 S. E. Washington
Milwaukie, Oregon 97222

Ms. Helen Vozenilek
7214 S. E. 28th Street
Portland, Oregon 97202

Ms. Susan M. Garrett
7325 S. E. Steele Street
Portland, Oregon 94206

Nicholas Lewis, Chairman-

Energy Facility Site Evaluation Council
820 East Fifth Avenue

Olympia, Washington 98504
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% UNITED STATES
NUCLEZEAR REGULATORY COMMISSION
WASHINGTON, 0. G. 20855

MEMORANDUM FOR: Reactor Safeguards Licensing Sranch Members
Jivision of Gperating Reactors

FROM: Robert A. Clark, Chie?
Reactor Safeguards Licensing dranch “
SUsJeCT: SCREZNING OF INDIVIOUALS GRANTED UNESCORTED ACCESS

TO THE PROTECTZD AREA ‘:Raview Guidelines #1

Scraening ¢f individuals granted unescorted access to the protected

are3 helps establish the trustworthiness of employees, prospective
smoloyees, and contractors, and reducas the vuinerabiiity of the facility
Trom the threat of an insider. As a2 minimum, Scresning programs should
mee: the guidance in American Nationai Standard, ANSI N18.17, "Indus-
trial Security for Nuclear Pcwer Plants.”

In some cases, ijcensee and contractor empioyees may not have been
subject to the preemployment screening of ANSI N18.17, but the licensee
wisnes to grant them unescorted access to the protected area. The
reason vor not using the screening procedures of ANSI N18.17 is that
licensee or contractor may have recently implemented a screening program
but determined that persons who were employees on the implementaticn
date need not be subject to preemplioyment screening as a cgensral rule.
Also, a licensee or contractor may transver an empioyess to a position”
subject to the screening program but detarmine the employee neaed not

be subject to the presmployment screening.

fersonnel reliability can be adequately established in such cases

by a certain minimum length of time of trustworthy employment. This
period of trustworthy employment is considered ¢ be equivaient to
the reliability established by preemployment scresning by ANSI N18.17
and does not decreasa the protection of the facility from the threat
of the insider.

Based on these considerations, unescorted access to the protected area
may be granted to employess of a licensee and its contractors based on
the reliability established by three (3) continuous years of trust- °
worthy employment. This method of estabiishing reliability is consi-
dered to be equivalent to the presmployment screening of ANSI N18.17-
1973, Sections 4.1 and 4.2. A licensee's program for granting unes-
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¢e: J. R. Miller
Jd. M. Eliioct

cortad access to the protected area besed.on trustworthy empidyment is
acceptable if (a) at least threa continuous years of employment of

the individual with the licensae or his contractor is documentad and
(b) the trusiwor:thiness of the individual is detzrminad by a review of
the individuai's employment record.

-7
. >/
c—r [
=l ——«C’- e !

Robert A. Ciark, Chief
reactor Safeguards Licensing 3ranch
Qivision of Gperating Reactors
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nem -u‘DUM rOR Reactor Safequards Licensing Zranch Membters, OOR.
F
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M4z R. A. Clark, Chief, Reactor Safecuards Licensing
Sranch, COR

SUBJECT: ESCORTING OF UNATTZNDED VISITING VEHICLES - REVIEW
GUIDELINES #2

Tne requirement to 2scort visiting vehicles was included in 872.55
to ensure that an adequate prompt response would be undertaken if a
vehicle were used as a weapon against a facility. Escorting of an
unatianded, visiting venhicle is not needed if adequete aitarnative
mzasures are itaken to assure that the una ,tcndec vehicle cannot
beccmea such a weapon.

Locking ths unatiznded visiting vehicle and placing the keys in the
cssession o the security Torce is acdequate to provida assurance
that the unattendad vehicle cznnot tecome a weapon.

»

~ e L

R. A. Clark, Chief '
Reactor Safeguards Licensing 3ranch
Division of Operating Reactors

ce: J. R. Miiler
J. M. Elliott
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MEMORANGUM FOR: Reactor Safeguards Licensing 3ranch

FROM:™ Robert A. Clark, Chief
Reactor Safecuards Licensing Sranch, CCR

SUBJzCT: PERFORMANCE OF MSTAL OETECTION DEVICES - REVIEW
GUIDELINES #3, REVISION 1

A1l licensees are required to search individuals entering the
protectad area for firearms. This search is ncrmally conducted
by electronic metal detection devices. Enclosed is an acceptable
standardized procedure utilizing four specified tast weapons.
However, this is not to imply that this is the only acceptable
vast method that can te used to assure oroger aperation of the
devicas and that the licensee must purchase four weapons of the
type listad., 7This procedure is designed to detect those we2pons
mest commonly found and covers the specirum o7 metal, weight,
cdensity, plating, size and shape found in those types 'of handaguns.
Other test procedures using test samples other than the type o7
handgun listed that can demonstrate they can detect the minimum
standard of 8 0z., 1/2 1b., or 227 grams of ncaferrous metal at
the same detection rate Tor walk-through and nand-held devices

as with test wespons wiil te acceptabie, ‘

Robert A. Clark, Chief
reactcr Sarequards Licensing Branch

gnclosure:
As statad

¢cc: J. R. Miller
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-(. be se~ to achieve S5 out of 112 successive as a2 minumum.
C. The ites* weapons used for ¢alibration are as fallows: Colt .25
Autcmatic, Titap .2% Autcmatic, Gensral Pracision Model 20 .22 LR,
© and CAM .22 Short.
Goera%tional Tost The obiactive of the operation3a’ tas®t is t9 ensure
tnat the cstacting davice is maintained in an cperabie conditien.

a. GZach time :the device is turnad off or maintained §
pricr to being usad, If the unit is never urned
taszed a4 least once every saven days.

must Se ested
£, it must be

cral test should consist of passing the €M 22 short

norizental at the waist three times throuch the davice
ion of traffic flew througn the detector, The detactor
the prasence of the weaien on at i22s% two c¢f the
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HBANZLEILD DETIINIO
SCURT Trch 3 1CYC S7
into tha vig 1n1~y 0of met2
over metal. A high sque2
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tion is indicas by 3
he unit when »nﬂ un1° s brousg

ue2l will Se heard whan the nx‘ pas;ns
tas a greater mass of metal

Py
-

ces in proseng use
r

id de ca:zura:ec 's instructions.

z OF ALL HANT-AclD DEVICES
G In CONCUITING & 523rch using

"

a. Assure that the detecticn davice is in proper working order,

[i ]
[11]

b, With the gdevics apprcximately two to four inches from the subject,
slowly pass the device over the entire bedy with the detection
Toop parallel with the body, front and back. Then pass the device
siowiy over the arms 2nd legs, frent, back and sides, Farticular -
attantion snould be paid tos waist, groin, armpig, and ankle ares. .
With practic2, a thorouch-sa2arch can be made in cne minuta. Hand-
carried outer garments wiil be ‘searched by hand. B8ags and parcels
o7 any size will not bte searched using 3 hand-heid weapcn dataection

device.
€. 1If unit aiarms, it indicatas that metal is prasent in 2 given area,
Ask sutject tc remove 2ny metal and seazrch again.

-

* The perfermence test for hand-heid dezactiors should
the beginning ¢f =ach shift: The COM .22 short will
i

sitions 1 threugh 3 as shown in Figura 1. The detaction

farformance Tas
be ceoncductad at
te placed in go







should be at jaast 3 detactions out of 3 tesis for each position

testad.

i test for hand-neld metal detectors
=
-






5'10" MAN POSITIONS

PLANT
LOC a~

Lse 8:

Lee C:

SUNS IN LOCCATICN A, 3, €, AS FOLLOWS:

FLAT HCRIZONTAL, centered

|5

FLAT VERTICAL,

Fzsition 1,2,and 3 wite rzc Qﬁ‘?! af bay
21 shown by loceticg Zimension.

Sagiticn 1,2, 0Ad 3 with too edge 3f Sex
21 shawn 5y leceling dimensicn,

Paition 3 with bortem ezge of ox

es shown by lecating dimension.

Flgure t
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MEMORANDUM FCR: Reactor Safeguards Licensing Branch, DOR

FROM: Rodert A, Clark, Chief, Rezctcr Safaguards
. + Licensing 3ranch, O0R

SUBJECT: PERFORMANCE OF X-RAY OEVICES - REVIEW GUIDELINES 34
A1l licensees are required to sezrch packages entering the protected

area. This search may be conducted by X-ray devices. Enclosed is a
standardized procadure that is acceptable to assure the X-ray devices

are operating properly.
f/} - - emy, ’:
e ° v . /4
- = -
[ T (e /\
‘ robert A. Clark, Chief
Reactor Safecuards Licansing 8ranch
Civision of Operating Reactors

H
-
o el

cc: J. R, Miller
J. M. €itiott







s

L I

v e a3

A meeas
PR ALLIN TS

Performance of X-Ray Devices

Squioment Ferformance Standard: .

. w
a
. o2

(1) An X-ray menitor must be able to image and an operatcr must be

abie to seae an insulatzd 24 cauge sclid ccpéer wire.

QOcerator Performance Standard:

(1) Operators of an X-ray monitor must be trained to recognize
unauthorized articles, including weapons, explosives and incen-

diary devices in X-ray images. ,

~

X-ray Imaaina vestinag:

(1) At least quarteriy, each X-ray system shall be tested to assure

that the monitor will image and an operator can see insulated 24

quage solid copoer wire.
(2) A wire test kit is used consisting of samples of 20, 22, 24 and

26 gauge solid copper wire.

(3) The wire test samples are placed in X-ray systems in the same way -

packages are introduced. IF the 25 cuage wire can be seen, the Xe-ray

exceeds gerformance standards. If the 24 quage wire can bde

seen cleariy, ;he X-ray is acceptakble. ir 22 guage wire can (
be seen ciearly but nét 24 guage, the X-ray menitor must

be repaired or reglaced within 42 hours. If 20 guage wire can

be seen but not 22 or 24 guage, the X-ray monitor must be repaired






LI - e =
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or replacsd within 24 hours. I¢ 20 cauge wire cannot be seen, the

-

X-ray cannot be used Tor the screening o7 packages. Items must be

physically inspected.

(2)

()

An svaiuation of operator performance is conducted at least gquarterly
at each X-ray system. The procedures set forth below are {ollowed using
as the tast abject quns dasigned for calibration of detactlor testing.

Titan .25 automatic, General fFrecision Model 20.22LR,

The test chject is positicned in a package so that & clear undisguised
lataral (profile) image would logically be DFOJEC»ed on the monitor

guring X-ray inspection of the jackage.

Tne person conducting the tast ;resents the package for inspacticn just

25 any persen would - withcut prior notification or idantificaticn.
17 the cperator detects the object, he or she is apgropriately credited.

If tha test object is visible on the monitor and is not detectad by
the operztor, arrangements are made for corrective action such as

training, suocervision, disciplinary action, etc.

If a cizar image of the test obisct is not visible on the X-ray monitor,
the wire tast is conducted to make certain the X-ray is cperating
Jsatisvactoriiy. If it is, the operaisr test is receatad. 1I¥ no

approsriate gorractive acticn is tzken.
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MEMORANDUM FOR: Reactor Safeguards Licensing Sranch
Division of Operating Reactors, NRR

FROM: Robert A. Clark, Chief
Aeactor Safeguards Licensing Sranch
Division of Operating Reactors, NRR

SUBJICT: LICENSEE OESIGNATED VEHICLES - REVIEW GUIDELINE #5
REVISION THREE

Licanses Besignated Vehicies (LEVS) are defined as those vehicles owned
by the licensee or cwned by a contractor cf the licensee. All LDVS are
Timitad in their use o onsita plant functions and remain in the pro-
tectad area exceot for operational, maintenance, repair, security, and
emergency purposes. All LOVS shall be used only by authorized persons.
When unattended, all LOVS shall have the ignition locked and the ignition
key controlled by an authorized person.

LOVS shall only te allowed to leave the protectaed area for the purpose

o7 servicing, repairs, emercencies or other directly relatad activities.
Under these circumstances, a search of the vehicle wiil be conducted prior
to re-entry. However, LDYS may be allowed to leave the protected area and
return without being searched providing:

1. The vehicle did not leave the owner-controiled area, and

2. Two individuals having unescorted access to the pro-
tected area have been with the vehicle continously to
ensure the vehicle is not being used to transport
weapons, explosives or incendiary devices into the
protectad area,

1. The vehicie does not leave the owner-controlled area, and

2. The vehicle and driver are under the surveillance of a
member of the security orgcanization to ensure that no
contraband is placed in or on the vehicle while outside
the protected area,







Licensee or contractor ownad vehicles (particularly special purpose vehicles)
that are not nomally assigned to onsite plant functions may be so designated
as LOVS temporarily for short periods (but not less than 24 hours) provided

they are searched prior to entry and are subjected to the same controls as
permanent LDVS.

- _,1 c "7\\“:7-: (;_,f_(: ( | P L

Robert A. Clark, Chief T
Reactor Safeaquards Licensing 3ranch
Division of Operating Reactors, NRR
cc: Jd. R, Miller
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MEMORANOUM FOR: Reactor Safeguards Licensing 8ranch, OOR

FROM: * R. A. Clark, Chiei, Reactor Safeguards
Licensing 3ranch, OOR
SUBJECT: NEED FOR ACCESS TO YITAL AREAS - REVIZW GUIDELINE 6

Positive access control is required for the physical protection of
nuclear power plants. Fositive access control provides assurance
that only authorized individuals enter a vital area for authcrized
reasons. One element of positive access contrel is the estabiishment
of the need for access. A system for establishing the need for
«access should be based on an individual's assignad duties and normal
working hours. DOuring normal working hours an individual should be
grantad access tased upon nis position. 1% is not necassary to
detarmine his exact reason to enter a vital zrea that is associated
with his assigned tasks. Ouring times other than normal working
hours an individual should confirm a need to enter a vital area.

The Tollowing descrites an acceptable method of estabiishing a need
for access to vital areas.

Need for Access

(1) The need for access is estzblished when an individual is authorized
access to vital areas. This need for access is revalidated at
least once every 31 days. Ouring normal werking hours, an
individual is granted access to thecse vital areas identified in
nis authorization.

(2) Tne shift supervisor is notified of all individuals on site more
than one hour after the end of the individual's normal working
hours. No further action is required-unless directed by the
shift supervisor.

(3) The shift supervisor is notified prior to granting an individual
access to the protectad area at times other than the individual's
normal reporting time. Wnen granting access to the protectad
area, the shift supervisor may aiso crant access to those vital
areas identified in the individual's authorizaticn.

i e b—
R. A, Clark, Chie
Reactor Safaguards Licensing 8ranch
Division of Operating Reactors

cc: J. R. Miller
J. M. Elliott

e T+ w- wmem
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MEMORANDUM FOR: Reactor Safeguards Licensing Branch

FROM: - Robert A. Clark, Chief
Reactor Safecuards Licensing 3ranch
Divisicn of Operating Reactors, NRR

SUBJECT: CHAMGING CF HARD KEY/LOCKXS UPON EMPLOYEE
TERMINATION - REVIEW GUIDELINE NUMBER 7

10 CFR 73.55 requires that all keys, locks, combinations and rejated equip-
ment used to control access to protected and vital areas be controiled to
reduce the protability of compromise. The rule also requires that wnenever
there is evidence that any key, lock, combination may have been compromised,
it shail be changed. Tne rule procseds to reguire that upon termination ov
employment 07 any employee, the keys, locks, combinations and related
equisment to which the employee had access shall be changed.

The objective of changing keys, locks, combinations and reiated equipment
ucon termination of an emplcyee is to reduce the probabiiity of ccmpromise.
for 2 hard (metal) key and jock system, the objective of reducing the
probability of ccmpremise of the keys and locks can be met by a program
that chances hard keys and locks on a periodic basis and upon termination
oT an emolovee for other than favorable reasons.

The foliowing describes an acceptable method of changing hard keys, locks
and related eguipment to which a terminated employee had access:

(1) IF an employee is terminated under other than favorable
conditions, all keys, locks and related equipment to
which he had access shall be changed.

(2) The keys, locks and related equipment to which a
terminated employee had access need not be changed if:

(a) The termination was under favorable conditions
and the licansee documents this fact, and

(b) The licensee periodically (at least onca each
12 months) changes or rotates all hard keys
and Tocks for the protected area tarrier and
all access doors to vital areas.

-’ —p—— . .
e =N ds
é Qe — N o
rRobert A. Clark, Chief

reactor Safeguards Licensing Branch
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MEMORANDUM FOR: Reactor Safecuards Licansing Branch, DOR

FROM: R. A. Clark, Chief, Reactor Safeguards
Licensing Branch, OCR

SUBJECT: CRITERIA FOR GRANTING FSWER THAN 10 ARMED
RESPONDZRS - REVIEW GUIDELINE #8

The raculations provide for a nominal number of armed response personnel
as tan (10) and that this number may not be reduced to less than five
(5) guards. The statement of consideration states that the number of
such gersonnel mady be more or less than the nominal numbter depending

on vactors such as the follewing, to te considered during evaluation of
a licensee’s physical security plan, not necessarily in order of
imporiance:

(a) Seiection, training and motivation of response force.

(b) Availability and construction of defeasive pasitions.

(¢) Availability ard kncwledce of weapons and other equipment.

(d) Individual site considerations, including size, topography,
configuration, geography, weather, and number of nuclear
power plant units.

e) Location and reliability of initial detection devices.

f) Consideration of LLEA response. .

g) Vital area hardening, including plant design, location o7 and
access control to vital areas. . .

h) OSesign and construction of protected area barriers.

i) Redundancy o7 security systems.

j) 1Initial ciearance and continuing reliability assessment of

personnel.
k) Security and contingency procedures.

In addition to these criteria, the following factors may be considered
tc evaluate the case by case justification for response personnel
numters:

(2) The LLEA response time and their numbers.

(b) The quaiity of the screening program.

(¢) The compiexity of the layout of the plant within the pro-
tected aresa. )

(d) The analysis of the integrated security sysiem as described
in NUREG 0229, Chapter 11.







Reactcer Sateguards Licensing -2-

8ranch
(e) Factors outside the ownar conirolled area that may increase or
decreasa the vuinerability of the protectad zrea and are teyond
the licensee's contrel.
(f) The availability ¢f guards or ressponse personnel from other
quard forces in the vicinity.
-____"." ) -/'. .- -
/ ( . L[ LT
- Y
'\.-
R. A. Clark, Chief
Reactor Safequards Licensing 3ranch
Civision of Operating Reactors
cc: . R. Miller

Jd. R.
J. M. Elliott
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MEMCRANCUM FOR: Reactor Safeguards Licehsing Eranch Members, DOR

FrROM: Robert A. Clark, Chief, Reactor Safaguards
Licensing granch, OCR
SUBJECT: nCC”PTAaL: COMPENSATCRY MEASURES 7FOR INTRUSION CETECTION

HARCWARE OUTAGE (£.G., ZONE, SYSTEM) PROTECTED AREA
VITAL AREAS - REVIEW GUIDELINE NUMBEZR 9

The objectiva of gerimeter intrusion detection hardware is to detect the

ynautnorized entry or atiempted entry of individuals or vehicles into
tre protzctad area and to provide an "alert” to the security organ1‘a-
tion so that response by a response force will ba initiated at the time
of penetration into the protected area.

in the event of a hardware outace the compensatory measurss must satisfy
this otjective by providing a means for detecting unauthcrized entry and
Ter aierting the security corganization or by providing a response force
to control all paths from the area of outage to all vital areas.
Acceptable measures compensatory to perimeter intrusion detection outace
are:

a) Sack-up intrusion detection system of equal capability.

b) DCedicatad CCTV with continucus monitoring of the perimeter
zone(s) affected by the outage.

c) Or-the-spot guards visually monitoring the
affected by the outace.

d) Response force deployed to control all paths from the peri-
metar zone(s) affected by the outage to all vital areas.

cerimeter zone(s)

The objective of the vital area intrusion detection hardware is to de-

tect the unauthorized entry of individuals (and at some facilities -
vehicles) jnto vital areas and to precvide to the security organization
an "aiert” so that response by a response force will te initiated at
the time of penetration into the vital area.

In the event of a hardware outace the compensatory measures must satisiy
this objective by either providing a means for detecting unauthorized







. .- . R I e R VSR

-

Reactor Safecuards Licensing
Branch Members -2-

entry and alerting the security organization or providing the response
forcz to contreol the paths to the affected vital areas. Accentable
mezsures compensatory to a vital area intrusion detection outage are:

a) A back-up intrusicn detection system of equal capability.

b) {Dedicated CCTV with continuous monitoring of the portals

arfacted by the outace.

¢) On-the- spot cuards visually monitoring the portals
affacted by the outage.

d) Resconse force dapioyment to contrel all approaches to the
affactad vital areas. ’
Pl
-~ ) , = - l

-3 . foy,

l.. "‘P\\—-T./’{{)\- K!"A-‘."‘ L\
febert A. Clark, Chief

reactor Safequards Licensing Sranch
Givision of Gperating Reactors
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MEMORAAOUM FOR: Reactor Safsquards Licensing Sranch

FRCM: Robert A. Clark, Chie7
Reactor Saveguards Licensing 3ranch

SUBJECT: CCMPENSATORY MEASURES FOR TAg LOSS OF HORMAL
PCWER SUPPLY TO SECURITY LIGATING - REVIEW
GUIDELINE NUMSER 10

ITluminaiion, as an slament of a sacurity sys¢
security organization with the capabiiity t¢
orotacted 2re2 %0 ferit early detection 2n
jimitad extent acts &s a detarrent to peter

" the loss o7 this eiement, certain compens

implementad t0 counieract the deficienc’

The following represent scme of the acceoTanIe LulipCuiuweewiy w.-.
which when utilized saparately cr in combination, would be found
ajpropriace:

1) Switch to stand-by power.

2) Low light level surveiliance devicas.

3) Portabizs lichting devicss.

4) Positioning of security perscnnel at stratagic locations
Tor adversary interception.

CS{-*T__ C‘e - G’C:L'L Z\

Robert A. Ciark, Chief
Reactor Satfeguards Licensing 3ranch
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MEMCIANDUM FOR: Reactor Safequards Licensing 8ranch

FROM: Robert A. Clark, Chief
Reactor Safegquards Licensing 3ranch
SUSJECT: VITAL AREA PO "IVE ACCZSS CONTROL CEFINITION -

REVIEW GUIDELINE NUMBER 11

J

rositive Access Control is defined as those measures necessary to
assure that individuals wno recuest entry into vital areas have

teen Zdetermined to have a need for such accass and that these indi-
viduais nzve tean positively identified tefore entry is crantad into
thosa éareas.

U

For vital areas, positive access controi is accomplished upon entry
into th2 Protacted Area whare personnel are positively identified as
having 2 nead for access and "keys" are issued for vital areas

according to the assessad need.
../':‘./‘.\n‘, CL (l ‘(‘s'-‘L

Robert A. Clark Chief
rReactor Safeguards Licensing
granch
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MEMORANDUM FOR: PReactor Safeguards Licensing 8ranch
FROM: Robert A. Clark, Chief
: Reactor Safeguards Licensing 3ranch
SUSJECT: SABCTAGZ INCIDENT MANAGEMENT - REVIEN GUIDELINE

NUMBER 12

The licenses is responsitble for the safe operation of his nuclear
pewer plant and therefore is obligated to employ effectively all
rasources within nis control to protect the pudblic healith and safety
undar all circumstances, including a sabotage incident.

The security plans and orocsduras implementing the security nlans
prescribe the means to provide protection with high assurance against
successful industrial sabotage by two design levei threats (§73.53
(2)(1){2)). The protection thus afforded’is not 1imited to the

design level threats, but will also provide 2 lesser or greater degree
of protection for threats that are larger or smalier, simpier or more
sophisticated. ‘ )

In the event of a sabotage at*empt, the avaiiabie licenses and LLEA

resaources and forcas mus* be used in the most effective manner to countar

the actual threat based on the circumstances of the situation. 1t

is recognized that the Security Plan and the implementing security
procedures may not equally or adequately address the complete range
o7 possible threats. Therefore, it is necessary that the security
plan and procadures accommodate the necessary freedom of action needed
by the individual in charge at the site at time of an actual threat to
employ the available resources (e.g. physical protection systems,
security organization, response forces, LLEA, etc) in a manner that he
considers most effactive to counter that threat.

o :
A d=C (.
o — - "U\
Robert A. Clark, Chief
Reactor S&feguards Licensing 8ranc
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MEMORANDUM FOR: Reactor Safaguards Licensing Branch

FROM: Robert A, Clark, Chief
Reactor Safaquards Licensing 8ranch

SuUB8JeCT: COMPENSATORY MEASURES FOR VITAL AREAS LACKING .
THE "TWO BARRIER PROTZCTION" - REVIEW GUIDELINE
HUMBER 13

10 CFR 73.35 requires that vital equipment be protected by a minimum
o7 two harriers i.e., Protected and VYital, which are defined in

10 FR 73.2. The barriers couoled with the defense in deoth concept,
isoiation zones, continuous monitoring and periodic surveillancs
result in high assurance detection and resistance to penetration.

3
a

In some casas barrier separation is impossible to achieve due to
operational design needs, as exemplified most oiten by the positioning
¢T the servicas water intake structures on borders of bodies of water.
In other cases location of vital equipment was instituted prior to

the issuanca of 73.35, making it impractical to reguire relocaticn.

In both cases cther measures must be implemented to compensate for

the loss of the basic criteria. -

The follcwing represent some accaptable compensatory (or equivalent)
measures that may be used together or separately (depending upon
site specifics) in achieving the objective:

Hardening of 'common barriers.

Additional "early warning" monitoring devices.

Hore frequent surveillance.

Positive response posture to common barrier locations.
Positioning of security post in close proximity of cocmmon

barriers.
.“,"7 L. . /'
‘--:a\s.;_i——*<3< (E_(T;;~=
Robert A. Clark, Chief
Reactor Safequards Licensing Sranch
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MEMORANDUM FOR: Reactor Safecuards Licensing 3ranch
FROM: R. A. Clark, Chief
Reactor Safecuards Licansing 3ranch

SUBJECT: LOCKING SYSTEMS-ASSURANCE OF SAFETY- AND SAFEGUARDS
DURING AN EMERGENCY- REVIEW GUIDELINE NUMBER 14

Under smergency cocnditions, prompt 1ngress into cartain safety-related
areas must te assured to enable safe shutdown of a nuclear power p1ant
and unimpeded egress from all parts of the facility must be assured 1in
the interest of personnel safety.

The cesign and operaticn of security devices for doors to vital areas
shculd be basad on beth safsty and security. The following provides
guidance on the design and use of security devices on vital area doors:
'a) Prompt emercency ingress into elactrically and mechanically locked-
safety-reiated areas by essential oersonne] must be assured in
any postulated occurrence through the combined use of the features
telow or, the equivalent.

1) Provide reliable and uninterruptable auxiliary power to the
entire electrical locking sysuem, including its controls
(sufficient physical separation, electrical isolation, and
recundancy must be prov1ded to prevent the occurrence of
a common mode faiiure in the uninterruptable auxiliary power
supply for the Tock systam in any design basis event); and

2) Provide electrical locking devices wnich fall in the secure
mode upon loss o both primary and auxiliary power and are
equipped with secure mechanical means and associated proce-
dures to override the failed electrical locking devices
(e g., key locks with keys held by appropriate personnel who
know when and how to use them); or

3) Provide electrical locking devices which fail in the open
mode upon loss of both primary and auxiliary power and
associated procedures which provide compensatory measures for
the open dcors (e.g., deploying guards to stratsgic points)







b)

-2-

(The fail open feature should be used only on selected in-
terior doors.); or
4) Provide key lccks with keys held by appropriate personnel
who know when and how to use them; and (
5) Provide perjodic testing'of all locking systems and mechanical
overrides to confirm their operability under auxiliary power
as well as failed conditions. :

Unimgeded emergency egress must be assursd from all parts of
facilities, the security hardware and systems must be designed
and instalied so as to not degrade perscnnel safety, and such hard-
ware and systams should be in conformance with applicable (Stats/
Local) fire regulations and litve safety codes.

\

. o

Robert A. Clark, Chief
Reacter Safequards Licensing Eranch






\“' ..QUL' )
& %, UNITED STATES
< ‘@.:, : “ NUCLEAR REGULATORY COMMISSION
S S » g . WASHINGTON, . C. 20555
L INES
4, S
S FE3 ¢35 173

MEMORANDUM FOR: Reactor Safeguards Licensing 8ranchy OCR

FROI: R. A. Clark, Chief
. Reactor 3ateguards Licensing 8ranch, OGR .

SUBJECT: PACKAGE SZARCH - REVIEW GUIDELINE NUMBER 15
Paragraph 73.55 (d)(3) requires that all packages and material for
delivery into the protaected area shall be checked for proper identi-
fication and authorization and sesarched for devices such as firearms,
expiosives and incendiary devices or other items which could be used
vor industrial sabotage prior to admittance into the protscted area,
except those Commission approved delivery and inspection activities
specivically designated by the licensee %o be carried out within
vital or protacted areas vor reasons of safety, security or opera-
ticnal necessity.

This requirement ensures detection of unauthorized matarials tefore
protectad area entry or before they could bte effectively employed in
industrial sabotage of vital equipment. The following provides
quidance for meeting the requirements of § 73.55 (d)(3) and for
Commission approval of delivery and inspection activities inside the *
protected area:

¥

{1) A1l packaces and material for delivery into the
protected area shall be checked for proper iden-
tification and authorization.

(2) Prior to entering the protacted area 2ll packages
and material shall be physically searched, machine
searched or nandied as one of the categories
Tisted below.

Category I - Packages and materials for other consignees on common
carrier vehicles are permitted into the protected area without search
provided:
(1) - the vehicle is escortaed by a guard, and
(2) the packages and material is under the obser-
vation of a guard, and
(3) the packaces and materials are not unloaded in
the protectad area.

Category IT - Bulk products Seing unloaded while under the observation
oFf a guard constitutes an adeguate search.
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Category II1 - Packaces and materials excluded from search because

search constitutes a danger to the individual or would render the
object being searched unusable or contaminatad. These packaces and
materials shall be nositively controiled. (For example, stored in
a lockaed area controiied by persons familiar with the material).
Products for human consumption shall bte positively conirolled only
(For example, limiting most itams to the

&
[de]

the axtent practical.

lunch rcom)

Category IV - Packages and materials seaied in the manufacturing
orocess are permitted into the protectad area without search but
shall be storaed in locked areas and opened at their final destination
point under the supervision of persons famiiiar with their contents.

gEncliosure:
List of Examples of Each Category

ce:s

J. R. Miller

w

) e
o Ula

Robert A. Clark, Chief
Reactor Sateguards Licensing Sranch
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Examples of Each Catescory

Catecory I

Fackaces on common carrier vehicles, such as UPS

Packages on vender vehicles, such as drinks and food consigned to
other ioczations

Garbage pickup trucks

Waste 0il removal trucks

Sewage pumping vehicles

Catecqry Il

"Gravel

Lumber, Paving material
Fiil dire

Iron & steel pipe, angles, sheet
Gasoline

Carton dioxide

Diesel fuel

dydrogen

Nitrogen (liquid)

Power transiormer oil
Turbine oil

Propane gas

Sodium hydroxide

Sulfuric acid

Pressurized gas cylinders
Resins

Catecory i1l

Small individuaily packaged food ccntainer
Canned drinks for human consumption
Cigarettes

Fuel assemblies

Catagory 1V
OfFice supplies

Machine sealed or factory assembled materials and equigment
Hermetically sealed nroducts
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MEMORANDUM FOR: Reactor Safaguards Licensing 8ranch

FROM: Robert A. Clark, Chief
Reactor Satfsguards Licensing Eranch
SUSJELT: PROTECTIVE MEASURES FOR CAS OR SAS USING THE EQUI-

VALENT INFORMATION CONCEPT-RZVISW GUIDELINE MUMBER 16

§73.55 requires, inpart, the assessment of a threat; response to detection
of a penetration or an intrusion; and a capability of observing isolation
zenes and the physical barrier at the perimeter of the protectad area.
The detection aids, communications and response requirements in §73.35
(e), (¥) znd (h) were intanded to assist the licensee by providing him
with an acceptable means of meeting these responsibtilities. Paragraoh
(2) requires twe continuously manned alarm stations so that a single
@ act cannot remove the capability of caliing for assistance or otherwise
respending to an alarm; that all alarms shall annunciate in both stations;
and shall indicate the type and location of each alarm. Paragraph (f)
requires that both alarm stations shall have twe-way voice communications
as well as conventional telephone communication. Paragragh (n) requires
a8 surveiilance capability. These requirements have been interpreted to
mean that the licensee must provide for the receipt and display of equi-
valent alarm and surveillance data plus communications capability in both
alarm stations but - not necessarily. the same level oF surveillance
monitoring display. :

The following are the regulatory requirements for the CAS & SAS:

{1) Both stations shall be continuously manned.

(2) All alarms must annunciate in both stations.

(3) Annunciation shall indicate type and location of alarm.
- (4) BSoth stations must have two-way voice (wireless) as well

as conventional telephone capability.

(5) ©8oth stations must have equivalent alarm and surveillance
data. ‘
(6) A1l alarm devices and alarm transmission lines for both

stations must be self-checking and tamper-indicating.

- ‘ ¢ h
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Since §73.55 does not provide guidance on how these stations are to
interact, protecting against the threat of an insider operating from
either station will have to be dealt with through Ticensee developed
procedural checks desiagned to insure against successtul malevolent
actions by either alarm station opearator. However, criteria have evolved
that appear essantial in establishing a defensive frame work against

this threat. Consequentiy the focllowing additional licensee implemented
measures, used individually or in combination, when coupied with the
raguiatory requirements set forth above, are acceptable in satisfying

the nigh assurancs provisions of §73.55 (a)(2).

(1) Random selection of CAS/SAS operators at the beginning of
each shift.

(2) Use of the two-man rule in CAS.

(3) Each station to have independence of action to call for
assistance when suspicious of the action(s) of the other
station.

(4) The secondary station must have the capability of confir-
ming the appropriateness of the CAS operators actions in

’ response to alarms (e.g., radio contact with responders, sur-
veiliance monitoring, etc.).

(5) Strict control of access to the security computer software
programs.

(6) Strict control of access to either station.

(7) 1insuring that one station cannot inhibit the flow of infor-
mation to the other. ,

The foregoing are not meant to be all inclusive. They are listed as .
the most desired licensee actions that when coupled with the reguiztory
requirements set forth above will provide the high assurance protsction
that is being sought. .

Robert A. Clark, Chief
Reactor Safequards Licensing Branch
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MEMORANDUM FOR: Reactor Safeguards Licensing 8ranch
Members, COR

FROM: Robert A. Clark, Chief
Reactor Safeguards Licensing 8ranch, COR

SUBJECT: OEFINITION OF VITAL AREAS, REVISION 1 -
REVIEW GUIDELINE NO. 17

gnciosed is Review Guideline MNumber 17, i.e., the

revisad definition of vital areas.

- —

/

—7 ~ \«.;t .( -\ ‘. (, ?f Z -

Robert A. Clark, Chief
Reactor Safeguards Licensing
Branch, OOR

Enclosure:
As stated
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DEFINITION OF
VITAL AREAS AND EQUIPMENT

Revision 1

Acplicable Sections of 10 CFR 73

73.35 (c)(i):

"The licensee shall Tocata vital equipment only within a vital area,
which in turn,hshall be located within a protected area such that
access o vital equipment reduires passage through at least two
physical barriers of sufficient strength to meet the performance
recuicements of garagraph (a) of this saction. More than one vital
area may be located within a3 single protected area."”

73.2 (h):

"Yizal area means any area which contains viéa1 equipment within a
structure, the walls, roof, and ?1oor of which constituta physical
barriers of construction at least as substantial as walls as described

in paragraph (f)(2)."

73.2 (i):

"Yital equipment means any equipment, system, device, or 'material
fajlure, destruction, or release of which could directly or indirectly
endanger the public heaith and safety by exposure to radiation. '
Equipment or éystems wnich would be required to function to protect
public he2ith and safety Tollowing such Ffailure, destruction or

release 2re also considered to be vital."



. B. Assumotions and Definitions

In the application of these regulations to a tvpical LWR plant, the

. foliowing considerations and assumptions are made:

T e

3.

Paragraph 73.55 (c¢) requires vitzl aquipment to be enclosed
by two barriers. The comdbination of barrierg, in conjunction
with other components of the security systam, must provide a
suificient delay to an intrusion to meet the pericrmance ;equire-
ments of 73.535 (a).
To "endancer the pubiic health and satety by exposure to radiation”
requires a signivicant off-site reiease of radicactivity. For .
LWR's the folleowing scurces of significant quantities of radio-
activicy shculd be considered:
a. The reactor core,
b. Spent fuei,
c. Radwasie systems, if the total radwaste inventory is greater
than nxC, whera:
A is the ratio of the appiicabie dose gquideline of 10 CFR
106G to the dose computed for accidental reieases in
Chapter 15 of the F3AR, and
c is the release (curies) assumed in the accidental
release calculation of the FSAR. ”
Vital Areas Tall into two ceneral catecories:
a. Tvpe I vital areas, i.e., thcse areas wherein successyul

szbotage can be accomplished by compromising or destroying



.
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the vital systamsl/ or components located within this area.

(Sy definition, an area containing systems or components
whose failure or destruction results in a direct release

is @ Type I vital area.) |

Type 11 vital areas, ie., thcse areas wnich contain systems
or companents whosea failure or destruction would lead to
successtul sabotage cnly in conjunction wisth additional
sabotage activity in at least one other, saparate™ ¢ vital
area. (Safety reiated equipment designed to mitigate the
censequences of failures of other systems usually falls

into this category.)

When classifying vital equipment as Type 1 or II, the following

assumptions apply:

a)

b)

The concurrence of vioient natural phenomena with a security
contingency need not be considered.

Random (accidental) failure of equipment concurrent with a
security contingency need not be considered, However, a
security contingency during routine or planned outages of
equipment, as permitted by the technical specifications,

must be considered.

1/ "System” refers to all components, mechanical and e1ectr1ca1, includ-
ing piping, cab11ng, power supply, and other support sysiems to carry
out the design function provided by the system.

2/ For the purpase of this discussion, a vital arez.may be considered
“separata” if it is separated from the area under consideration by

a barrier or distance suf icient to deiay the saboteur's access long
enough to demonstrate intarception and encagement by the security
response forge.

s




c) Loss of off-site power must be assumed since it is
impractical to protect transmission lines against sabotage.
Discussion ‘
The definition of vital equipment, 73.2 (i), includes equipment
whose Tailure would lead to a direct release, as well as equipment
required tc function for the protection of public health and safety
following a postulated sabotage attack. This is analagous to the
definition of safety-related equipment, which includes primary
fission product barriers, as well as the systems required to mitigate
the consaquancas of & breach of the barrier. Therefore, essentially
all safety related squipment must be considered vital. In order to
avoid duplication of safety analyses, the systems listed in Reg. Guide

1.29 should be considered vital.

1t should be noted that a facility which provides sufiicient delay
time to permit interruption of the_§§§arnal threat of #(2)(1) at

all vital area barriers, and for which adequate protection against
the insider threat of §(a)(2) is provided for ail vital areas would
meet the requirements df 73.55 without the designation of any

Tyse 1 Vital Areas. In practice, however, it is to the licensee's
advantage to segregate vital areas into Type I and II, in order o
take credit for the fact that a saboteur could not achieve successiul

sabotage in Type I1 vital arsas withcut penetrating additicnal barriers.

-
4 wag.







Review Guidelines

1.

A1l systems listed in Reg. Guide 1.29 as "Seismic Category'I"
are considered vital. (A sound technical basis.must be pro-
vided by the Ticensee for any deviation from this list.)

Type 1 Vital Arsas shouid be identifﬁed by the licensee, using
the definitions and assumptions listed in B. If Type I Vital
Areas are not identified by the licensee, the 1ist provided in
the Appendix may be used as guidance.

digh assurance. orotecticn against the external and internal
threat must be provided for all Type 1 Vital Areas. This
rejuires a ?emcnstration that any external Type 1 vital

barriers provide sufficient delay to the extarnal th}eat
(5(a)(1)) to permit a timely engagcement by the armed response
Torce, and appropriately restricted access controls, controls
of activity, or other methods of protection against the insider,
to meet the internal threat ($(a}(2)). For Type II Vital Areas,
a combination of multiple barriers, each of which meets the
requirements of 73.2(f)(2) or its equivaient; and the associatad
individual access controls, provides high assurance protection

against the external and internal threat.
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Appendix
SAMPLE LIST OF TYPE I VITAL AREAS

Primary containment

Containment e1e£tricai &nd piping penetration areas

Control rocm |

Cable spreading rocm

?rimary shutdown system (i7 outside conta{nment)

A1l areas associated with cne complete deczy heat rémovaT system
(including all necessary supcort sysiems, e.4., pewer supply,
cooling, and ludbricating systems.)

3atzary rooms (including battery chargar areas)

N .
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REGULATORY GUIDE 1.29

SEISMIC DESIGN CLASSIFICATION

A. INTROQUCTION

Gerneral Design Crcerion 2, “*Design Bases for Protec.
tion Agaunst Natural Phenomena,” of Appendix A,
“General Design Cattenta for Nuclear Power Plants,” to
i0 CFR Part 50, “icsnsing of Production and Utiliza-
tion Fucilities,” raquires that nuclear power plant
structures, systeme and components important to safety
te designed to withstand the effects of earthquakes
without loss of capability to perform their safety
tunctions..

Appendix B, “Quality Assurance Criteria for Nuclear
Power Plants and Fue! Reprocessing Plants,” to 10.CFR
Part SO establishes quality ussurance reguitements for

A3
the desuzm..onsuuc:.on and operation of ‘nuclear power w-a;.
\."\

plant structures, sysiems. and components that prevent

or mitigate the cunsequences of postulated accideni®y
that could cause undue nsk to the heaith and saf&y of %

the public. The pestinent requirements of Aocen’&:’gﬂ;

apply to all activides affecting the safety
ticns of those structures, systems, and co

Appendix A, “‘Seismic and Geologe Si
for Nuclear Power Planis,” to 10 CFR Pzrt 1€0,
“Reactor Site Criteria.” requises that all nuclear power
plants be ‘designed so that. il the Safe Shutdown
Earthquake (SSE) occurs/Zall_ mn:wes. systems, and
components important, to u&ty termin functional,
These plant featurey are Wose Recessary to ensure (1)
the integrity of the:seactofzoolant ptessure boundary,
(2) the capabijity (oot down the reactor and masntain
it in a safe skaidcem condition. or (3) the capability to
prevent or mtht,te the consequences of accideats that
could result in pdisatial offsite exposures companble to
the guideline exposures of 1Q CFR Part 100.

This guide describes an acceptable method of ident-
fying and classifying those features of light-water<ooled

nuclear power plants that should g designed to with-
stand the effects of the SSE. _.._:-‘:

-

8. OISCUSSION

Aftar reviewing a rﬁc'&:t ol applications for con-
struction perrmuts 334 ofeRL 2 ening Feenses for boiling and
pressurized wate:,;mchnr sower plaats, the NRC staf
has develcped a a‘tlamc deeizn classitication system for
idenufying ulcse ~hnt .cat :res that should be designed
to withstand? ‘U'a' fects of the SSE. Those structurss,
system:, aad componer.ls that should be desiged to
remain ‘functeonal 1f the SSE ocsurs have been desig-
natdy, 1 Szh:uu Category L.

\"x_'\#

'ﬂ. 2 C. REGULATORY POSITION

,.I”The (oltowing structures, systems. and ccmpo-
nents of 1 auclear power plaat, wncluding their founda-
tions and supports. are designated as Seismc Category {
and should be designed to withstand the effecis of the
SSE and remain funcuonal. The perunent quality
ssurance requirements of Appendix B to 10 CFR Part
S0 should be applied to all aciivities affecting the
safety-related functions of these structures, systems, and
components.

a. The reactor coolant pressure boundary.
b. The ceactor core and reactor vessel internals.
¢. Systems® or poruons of systems that are

required for (1) emergency core cooling, (3) pestaca-
dent containment heat temowval, or (3) postaccident

!The system boundary includes those portions of the systzm
tequired 10 aczomplish the specufied safety funcuon and
connected ptping up to ind including the first valve (including 2
safety or relief valve) that 1s either normally slosed or sapable
of automaiic slosuse when the safety funcuon 13 tequyed,

USNRC REGULATORY GUIOES

Requiatery Cuidas 37 '11ued 10 303CN00 INd 4ae 1vAUIBIT 19 TRE Oudi
MAROEP SCCPOTIIR 1O the NAC 11510 ol imOiementing 1g0e iC I8Ny of FRe
SOMMILIan § raQuisTane " JeHREIIT TOCA MUt wied 3y IRe SIEH « gvaty
Aeng 190CH1C DIQBIEMS G JOMWINIEA SCRICIATS 371 I/0w:A8 guedonCa 1o unh
oIt Bequidtery Suiden 218 AT JUBITTUIeS TOr requial "we te

iR EREM S AT FEQUWEd VEIAGES 4R ¢ LaIUIORS GilfRrent Trom IREtE S8 SUt
NG GUIGEs will DO SECE0IIIE ol 1ROy 31QVIAE 3 14314 P31 "NE N1nGINGS /EQ Nt e 19
170 I INCE AT CANNAULALE AL 3 081t 37 HCPALE Dy IRG Sommitien

LOMmments 38 uqQeti=ny 'Ne .mDIOvemenic 1A IR0l JUiaes MO PnCovIeqed
A 20 Hmes 4Ad QUrdEs wul DO L evissd % HOINONAE 1N ILIMMAYIIE CON
MEATS 040 10 PHECT At AIAIMINOA Ar 20081°0ACE ZOWever (ITMMents 20
s qued® 1 1e v el wmethent INALE TMA MAAIAY JHEY L MEeantE wul Be SO
T Uttt W et 1N Sealneling TS A IN? oA Patte sourinm

Camments 1AEwE J0 1081 19 INe Secrerary of ‘he Sammunen U S Necleer
Aequistery Sammitson Wethwmqion 0§ AL Attentian Daciotng jag
Setvics Seenen

The quides a¢9 38uag a tAe lgilawing 10A 21000 divissiens

Pawmer Aescters & Peoavcty

LY YL RETUR EYYIT I 7 Trenseentsnen
Fueis snd Matenais daciirtres B Sctuortionss Megrn
trvironmental snd Siting 1 Aarirust Aeveew

$ Metenais and Praat Fratectien 3 Senersd

- e

Co0et 81 0LARINEE JUIdEY Moy B0 401500 Dy w/N1A Foquet] ICIIS ] the
Pvisedng dosrad 19 1h0 U S Nuclear Requidtery Samemitnon wettungien 0§
XBLE Attentan Directer Otfce @t Standsrds Severapmaont




containment atmoschere cleanup (e.g.. hydrogen re-
moval system).

d. Systems® or portions of systems that are
requited for (1) reactor shutdown. (2) residual heat
temoval, or (3) cooling the spent fuel storags pool.

e. Those portions of the steam systems of boiling
water reactors extending from the outermosi contain-
ment 1solation valve up to but not including the turbine
stop valve. and connected piping of 2-1/2 inches or
fazger nomunal pipe size up to and including the first
valve that is ether normally clused or capable of
automatic closure during 3l modes of normal reactor
operation. The turbine stop valve should be designed to
withstand the SSZ and maintain its integrity.

f. Those portions ol the stcam, and feedwater
systems of pressurized water reactors extending f{rom
and including the secondary side of steam generators up
to and including the outermost containment isolation
valves. and connected piping of 2-1/2 inches or larger
nominal pipe siz up to and including the first valve
(including 3 safety or relief valve) that is sither normally
closed or capacie of automatic closure during all modes
of normal reactor operation.

g. Cocling water. component cooling, and auxil-
jary feedwater systems' or portions of these systems,
inciuding the intake structuces, that are raquited fer (1)

‘emergency core cooling, (2) postacsident containment

heat removal. (3) postaccident containment atmosphere
cleanup, (3) residual heat removal from the reactor, or
(5) cooling the speat fuetl staraye pool.

h. Cooling water and seal water systems! or
portions of these svstems that are required for funcdon-
ing of reactor coclant sysiem components important to
safety. such s reactor coolant pumps.

i. Systems' or portions of systems that are re-
quired to supply fuel {or emergency equipment.

j- All electric and mechanical devices and dreuitry
between the gzrocsss and the input termdinals of the
actuator systems involved in generating signals that
initiate protective 3ction.

%. Systems' or portions of systems that are
required for (1) monitoring of systems important to
safety and (2) actuation of systems important to safety.

1. The spent fuel storage paol struciure, including
the fuel racks.

m. The reactivity control systems. e.3.. control
rods, control rod drives. and boron injection system.

1See footnote 1, 2. 1.29-1.

n. The control room, including its associated vitl
equipment, cooling systems for vital equipment. and life
support systems, and any siruciures of equipment insicde
or outside of the control room whose fatlure couid result
in incgpacitadng injury to the occupants of the control
roonm.

o. Primary and secondary reactor containment.

p. Systems.! other than radivactuive wasie manage-
ment systems.” not covered oy items 1.3 through 1.0
above that condin or may contawm radioactive material
and whose postuiated failure would resuit in conserva.
tvely caiculated potenmal ofisize Jdoses (udng mete-
oroiogy as prescribed Dy Regulatory Guide 1.3, “As-
sumptions Used for Evaluatng the Potential Radio-
logical Consequences of a Loss of Ceolant Accident {or
Boiling Water Reactors,” and Regulatory Guide 1.4,
“Assumpticns Used for Evaluaung the Potential Radio-
logical Consequencss of a Less of Coclant Accident for
Pressurized Water Reactors™) that are more than 0.5 rem
to the whole bady or its ecuivalent 0 any part of the
bedy.

q. Tae Class IE efecine systems, including the
auxiliary systems for the onsite electsic power supplies,
that provide the smergency c¢lecidc power nesded ot
functioning of plant features included in items la
through l.p above. -

2. Those portions of structures, systzms. of SOMFQ.
nents whuse continued function is not required but
whose failure could reduce the functioning of any plant
feature included in items l.a through l.g above to an
unacceptaole safety level should be designed and cn.
structed so that the SSE wouid not cause such failure.

3. Seizmic Category | design requirements should
axtend to the first seismic cestraint beyond the detined
boundaries. Those postions of structures, systems, of
components that form interfaces between Seismic Cate-
gory I and non-Seismic Category [ fsatures should e
desizned to Seismic Category [ requiresents.

4, The pertinent quality assurancs requirsments of
Appendix 3 to 10 CFR Part 50 shouid be applied to all
activities affecting the safety-related functions of those
portions of structures, sysiems, and components covered
under Regulatory Positiens 2 and 3 above.

*Lines indicate subsiandve changes {rom srevious issue,

W herever pracucal, structures and equipment wnose fadure
could posubly cause such wijunes should be relocated of
separated o the extent reguued to elimunate this possibiaty,

YSpecific gudancs on seisruc sequizements for radioactive wasns
management systems 1s under development.

1.29-2 .

-
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0. IMPLEMENTATION
The purpose of this section is to provide informaticn
to applicants regacding the NRC staif’s plans fer using
this regulatory guide.

This guide reflects curreat NRC stafl practice. There-
fore, except in those cases in which the applicant

proposes an acceptable alternative method for comply-
ing with specified portions of the Cemamussion’s reguia-
tions, the method described herein is teing and wiil
cantinue to be used in the svaluation of submuttais for
operating licznse or construction permict applications
until this guide is revised as a result of sugyestions from
the public or additional staff review.
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MEMCRANDUM FOR: Reactor Safesguards Licensing Branch, COR

FROM: R. A, Clark, Caief
reactor Safeguards Licensing Zranch, COR

SUBJELT: PROTECTED AREA CONTROL FUNCTION IN BULLET -
RESISTING STRUCTURE-REVIEW GUIDELINE £18

Paragraph 73.55 (d)(1) requires in part, that the individual respon-
sible for the last access control fuaction (controlling admission to
the protected area) shall be isolated within a bullet-resisting
structure to assure their ability to respond or to summon assistance.
The isolaticn of an individual with the last control function is to
preciude an opportunity for forceful or threat of forceful cohercion
to gzin unauthorized entry. Generally this individual operatas an
electrically operated lock on the main eccess portal.

\ Venicle catss and emercancy exits, only used ogcasionally, may have
the access controiled by two guards at the gate/exit provided:

(a) Individuais are processed through the normal personnel
access controls.

(b) The vehicles are subiected to prior processing at the

. normal venicle control station.

’ (¢) The matarial and packaces on the vehicle have teen
checked for identification and authorization and have
teen subjected to search requirements.

(d) Keys used tTor unlocking the protected arez portal are
issued to a guard from within a buliet-resisting
structure and are always, returned to the bullet-
resisting structure after locking the portal.

Tt =l Qland

Robert A. Clark, Chief
Reactor Safeguards Licensing Branch
- Division of Operating Reactors

cc: J. R. Miller
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Reactor Safecuards Licensing Branch

FROM: Robert A. Clark, Chief .
R2actor Safeguards Liceasing 8ranch
‘ Division of COperating Raactors
SUBJECT: MANPOWER SHARING FOR QPSRATING REACIORS -

REVIEW GUIDELINE NO. 18

Tne NRC has estabiished
operating nuclear pcwer
industriail sscurity and
considers the extent to
rarily aliowed to man a

requirements for personnel at a single unit
piant for purposas of piant operation,

fire fighting. The following discussion
wiich security personnel may aiso be temgo-
fire brigade in the event 07 a fire.

It is reasonabls to 2licw 2 limited amount of sharing of plant
perscanel in satisvying the reguirements of plant cperaticn,
security and vire protection. An acceptable sharing scheme would
entail reliance on some members of the security organization to
constitute the fire brigade. Since availability of the full fire
brigade would cnly te required for the most serious fires, actual
distribution of plant personnel during a piant emercency would be
governed by the exigencies of the situation. [t should be recognized
that the diversion oF security cersonnel to the fire bricade would
be of short duration and that substantial additicnal offsite assist-
ance would be forthcoming in accordance with the emergency and
contingency plans developed .for each facility.

In the event c¢f a fire, a contingency plan and procedures will be
used in deploying the security organization to assure that an
appropriats level of physical protection is maintained during the
.event. The staff has determined that it is possible in the planning
for site response to a fire, to assign a maximum ¢f three members
of the security orcanization to serve on the fire brigade and still
provide an acceptzble Tevel of physical protection. Whiie certain
security posts must be manned continuously (e.g. CAS, SAS), the
personnel in other assignments, including the respgonse force, could
be temporarily (i.e. 30 minutes) assigned to the fire brigade.

For a muiti-unit facility, the extant to which security personnel
assigned to man 2 {ire brigade in the event of a fire must be
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determined on a casa-by-case basis because of the various sharing
schemes that can be usad by multi-unit sites. The previous dis-
cussion shouid be considered when detarmining the maximum number
07 sacurity orsanization members t0 serve con the fire brigade and
stili provide an acceptabie level of physical protection for multi-

unit sitas.
/'-/-) r~ 1
LA . —
..s.\.\—.,-. [ \..—-&—" Q_-k'.cw K

Robert A. Clark, Chief
Reactor Safecuards Licensing granch
Sivision of Gperating Reactors

) v
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MEMQRANOUM FOR: Reactor Seéfeguerds Licensing 3ranch

FRCM: R. A. Clark, Chief
Reactor Safeguards Licensing Branch
SUBJECT: STARCHING FOR EXPLOSIVES -
REVIEW GUIDELINE NUMBER 20,
REVISION 1 '
gackeround

Paragraph (d)(1) of 10 CFR 73.55 states that "the search for detection
of firearms, explosives, and incendiary devices shall be conducted
either by physical sezrch or by use of eguipment capable of detecting
such devices.”

The zmendment to 73.33(d)(1) cubiisned in the Seniember 30, 1577
Feceral Register provides interim relief from having to pat-dcwn
search regujar plant employees entering nuclear gower plants provided
that equipment desicned for detection of weapons and explosive material
is utilized to perform the search function on reguiar plant employess.
A copy oF the September 30, 1977 Federal Reaistzar notice was trans-
mitted as an enclosure to a letter 7rom &dson G. Case to all licensees
(11/23/77). Also included was an enclosure "NRR Supplemental Staff
Fosition on Personnel Search Requirements", which further clarified
the sta¥f position on personnel searches. This position paper
recognized that not all licensees pcssessed the necessary equigment

to conduct the searches on recular emplcyeas and therefore provided

an alternative (random search procedures) to the use of such equip-
ment. It was never intended hcwever, that these random search
procadures be substituted indefinitely for the weapons and explosives
detecting equigment. In fact, the staff position paper made it
explicitly clear that acceptable metal detecters and expliosive
searching devices of the types currently available are deemed

cacable of detecting firearms, explosives and incendiary devices

Tor regular employees of the licensee at the site and that such
equizment, if not currently in operation, must te ourchased and

made operational as soon as possible if the licensee is to be in
compliance with the performance requirement of 10 CFR 73.35.
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Reactor Safeguards Licensing Branch - 2 -

The staff{ is not presently aware of any additional information or
factors that will result in a chance to the position that use o7
explosive and metal detecting equipment will satisfy the

search reguirement for recular plant employees.

t is recognizad that currently available expiosive detaction
devices (1) are not capabie of detecting all types of available
explosives and (2) cenerally operate on princisles (vapor detection)
that allow for straightforward avoidance techniques by knowiedgeable
individuals.

rFerformince Recuirements

An axplesives detector, or system of components and/or procedures,
deemed appropriate for the detection oF expiosives shail meet or
exceed the following performance characteristics:

1. ©Oetection of cenerally availabie typas of high expiosives
(i.e., detonatabie comgositions) of U, S. or foreign
manufacture including but not limited to compounds con-
taining: HNitroglycerin, TNT (e.g., 4C% dynamite).

2. The device or systah provides high assurance of datectfon
(probability of detection of at least 0.93) of high
explosives (HE).

3. The minimum quantity o7 HE for which the required probability
must be demonstrated must be no greater than 0.5 kg. The
minimum quantity of HE must be detected with required
protability when concealed on a person or in hand carried
garments or packages.

CURRENTLY AVAILABLE EXPLOSIVE DETECTORS*

Model . Manuyfacture/Distributor
£XD-2 Elscint, Inc.

138-160 Johnson Avenue
P. 0. Box 832
Hackensack, New Jersey 075C2

Mcdel-70 lon Track Instruments, Inc.
Three "A" Streaet
guriington, Massachusetts 01803
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. Modeal Menutacture/Uistributor
S-201 . Leich-Marsland Enginesring, Ltd.
S-301 230 Weber Street, North

waterloo, QOntzrio, Canada NZJ4E3

Contact: Security Froducts
Marketing Of{ice

Pye Dynamic X-Ray Industrial Distributors, Inc.
Representatives fTor Pye Dynamics
338 Delawanna Avenue
Clifton, New Jersey 07014

*These models have peen tested by cther acencies for de-
tecticn o7 HZ on personnel. Additional information may
te found in Chacter § of Sandia "Entry Centrol Systems

Handbock" SANG77-1G33.
‘& These modeis and others are accactable i they meet or
exceed the abecve Performance Requirements.

Review Guideline Number 20, dated April 10, 1978, is superseded by
this revision.

g e
3 PN YA o
/ "%Ecgé??,«. Clark, Chif

reactor Safeguards Licensing Sranch
Division of Operating Reactors
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WASHINGTON, D. C, 20555

MAY Z 6 1578

MEMORANDUM FOR: Reactor Safeguards Licensing Branch

FROM: Robert A. Clark, Chief
Reactor Safeguards Licensing Branch
Division of Operating Reactors, NRR

SUBJECT: ID BADGE - VITAL AREA ENCODING
REVIEW GUIDELINE NUMBER 21

10 CFR 73.55(d)(7) states in part that: "The licensee shall positively
control all points of personnel and venicle access into vital areas.
Access to vital areas shall be limited to individuals who are authorized
access to vital equipment and wno require access to perform their duties.
Authorization for such individuals shall bte provided by issuance of
specially coded numtered badces indicating vital arsas to which access

is authorized." (EZmphasis added.)

Many of the licenseaes plan to use automated/computer controlled access
control systems to maintain positive access control to vital areas.
This system uses a card or combination badce/key card which is encoded
with a unique number. The access control computer is programmed to
allow the individual nolding this card access to specified vital areas.
The program also correlates this unique card with one individual.

For licensees using an automated/computer access control systam, an
acceptable method of indicating the vital areas to which access is
authorized is as follows: .

*(1) A numbered picture badge that indicates:
(a) employee or non-employee,
(b) access authorization level (protected area or
‘protected and vital areas),. )
(¢) escort requirements.

*(2) A key card that is uniquely numbered and is correlated
to an individual.

*The badge and key card may be the same article.
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(3) A record of each vital area o which the card, and
thus the individual, is authorized access.

(4) The key card is encoded to permit access to only
those vital areas to wnich the individual has been

granted access.

-
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obert A. Clark, Chief
Reactor Saefeguards Licensing Sranch
Division of Operating Reactors, NRR
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UNITED STATES
NUCLEAR REGULATORY COMMISSION
WASHINGTON, D. C. 20555

MAY 26 1878

MEMORANCUM FOR: Reactor Safaguards Licensing 3ranch
FROM: Robert A. Clark, Chief
Reactor Safeguards Licensing 8ranch
Division of Operating Reactors, NRR

SUBJECT: UNRESOLVED ISSUES - REVIEW GUIDELINE NUMBER 22

If, in the course of the review of the §73.55 security plan there arises,

.on a site specific basis, an issue that cannot be resolved in the dis-

cussions between the staff and the licensee, the review team leader wiil
prepare a letter that will be sent to the iicensee stating the requirement(s)
that will be placed on the licensee in the Security Plan Evaluation Report
(SPER) so that the security plan will meet the performance requirements of
§73.55 and can te found acceptable by the staff. (e.g. "We will require

the licensee to include the containment building area in his list of Vital
Areas.") The requirement, so stated, will be incorporatad into the Site
Security Plan, as a condition for approval, when the SPER is issued.

Upon receipt of the letter of notification, the licensee may initiate the
NRR appeal process through the licensing project manager i he finds the
requirement unacceptable. If, upon completion of the appeal process the
requirement has not been removed, the licensee may elect to incorporate

the requirement into his Security Plan or to propose a compensating measure
that will provide equivalent protection. In that event, a license amendment
will be processed in accordance with §30.90 and $50.91 to identify the
Security Plan, submitted by the licensee in compliance with §73.55, as the
approved plan for the site and as a condition of the operating license.

In the event the licensee does not provide the required protaction, the
license amendment will be processed identifying the submitted Security

Plan as the approved plan for the site and as a condition of the operating
license. This is to be followed immediately with an.Order for Modification
of License, in accordance with 10 CFR 2,204, to incorporate the staff
requirements into the license (i.e. the security plan).

{ =0 @il

Rdbert A. Clark, Chiefs
Reactor Safeguards Licensing Branch
Division of Gperating Reactors, MRR
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UNITED STATES
NUCLEAR REGULATORY COMMISSION *
_WASHINGTON, O, C. 20555

NOY 6§ 1573

MEMORANDUM FOR: Reactor Safeguards Licensing Branch
Division of Operating Reactors, NRR

FROM: . Robert A. Clark, Chief
Reactor Safeguards Licensing Branch
Divison of QOperating Reactors, NRR

SUBJECT: . PROTECTION OF NUCLEAR POWER PLAMTS AGAINST INDUSTRIAL
SABOTAGE 8Y THE INSIDER - REVIEW GUIDELINE 723

In order to meet the gereral performance requirements of §73.55(a), high
assurance protaction of a nuclear power plant against the threat of sabotage
posed (1) with the active or passive assistance of an insider or (2) by an
insider acting alone must be provided. Ccmmon to most scenarios that can

be postulated for successful sabotage by a single insider, is the need for
unrestricted access to vital areas” and unrestricted time in these vital
areas. Consequently, security measures that place controls on access to
Yital I vital areas and/or limit the time allowed in Tyvpe I vital areas

must be provided to meet the general performance objective of $73.55(a).

We have enccuraged licensees to develop security measures to achieve these
objectives. :

High assurance protection against sabotage by an insider may also be pro-
yided by security measures that permit unescorted access to Type I vital
areas to. only those individuals whose reliability and trustworthiness has
been established using additional procedures that provide a high level of
confidence.

The following measures, when properly applied in conjunction with those
security measures impiemented by the security plan to meet the requirements
of §73.55 (b) through (h) provides an acceptable level of protaction against
sabotage by the insider.

Y

General

A. Persons who are granted unescorted access to a Type II vital area (1) must
have a need for access and (2) must have been found acceptable through a
screening program described in ANSI N18.17-1973 Section 4.3 or the equivalent
satisfactory employment record described in Review Guideline #1.

B. Persons who are granted access to a Type I vital area (1) must have a
need for access, (2) must have been found acceptable throuch 2 screening
program described in ANSI N18.17-1973 Section 4.3 (or Review Guideline #1),

* yital areas are discussed in Review Guideiine #17

P
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and (3) must be authorized entry by the shift supervisor or other designated
individual who has been informed of the estimated length of time to be spent

in the Type 1 vital area. Authorization must be given on the shift the first
entry is to bte made and should taminate upon cempletion of the work. Extension
of the authorization into the next shift can be made by the shift supervisor
(or designated individual) informing his reslacement for the next shift of

the area, the work in progress and the personnel who have been authorized for
entry.

C. Each of the follawing ontions when applied in conjunction with the pro-
visions in (8) above provide acceptable levels of protection against sabotage
by a single insider.

Option #1: Compartmentalization

The erection of barriers, installing doors, gratings or compariments to
enclose vital equipment so that access to a singie vital area cannot result
in successtul sabotage (i.e., eliminate Type I vital areas).

Option £2: Twe-Man Rule

EXAMPLE .

(a) Two or more individuals may be authorized to enter a Type I vital area
tocether (1) if each person is advised of his responsibility to monitor the
activities of his ¢c-workers while in the area, (2) each individual is detar-
mined to have the knowledge and ability to identify unauthorized activities
if conducted by his co-workers, (2) each individual must have the capability
to observe, at any time and for as long as necessary to ascertain that
activities are authorized, and (4) the capability to communicate with the
control room or CAS/SAS must be available to each individual while in the
Type I vital area.

"O0R

(b) Monitoring of the activites of one or several persons in certain Type I
vital areas by an individual can be performed frcm a remote location (CCTV)
providing the assigned individual has the knowledge and ability to identify
unauthorized activities and can initiate a response to control and/or correct
the situation.

Several examples are given belcw to illustrate the practical application of
this procedure,

Two men are both working on a task which requires that they be located within
sight of one another; however, the task also requires that they do not aormaiiy
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face oneanother. The nature of the task does not prevent them from observing
one another. This situation satisfies the abcve cuidelines.

EXAMPLE:

Two men are doth working on a task tocether. One man leaves the immediata

area (but nct the YA) %o retrieve a part; he i's out of eyesight for a few
minutes. Nothing prevents his partner from follewing him to check on his ’
whereabouts and nothing ‘prevants the other man from returning at any tzme.

This situation satisfies the above guidelines.

EXAMPLE :

Health physics personnel require knowledge of an individual's entrance into
a YA and records time of entrance and work request authorizing. There is
visual contact between HP and individual no less frequent than every 10
minutes and the capability for visual contact at any time. This satisfies
the guideiine.

Option #3: Personnel Reliabilizy

The following may be permitted entry into Type I vital areas without escort
or monitoring: .

(a) An individual granted an NRC "Q" clearance;
0rR

(b} An individual with (1) five vezrs continuous service in a position that
required access to a nuclear power plant Type I vital area; (2) certification
by employer of trustworthiness and reliability based on observation of the
employee during this service; and (3) a NRC sponsored NAC investigation

{or its equivaient) has been completed with favorable results;

0rR’

(¢} An dindividual with (1) a NRC granted operator license; (2) certification
by employer of trustworthiness and reliability based on observation of the
employee, and (3) a NRC sponsored MAC investigation or its equivalent has
been completed with favorable results.

KA. Ll

Rodbert A, Clark, Chief
Reactor Sa.eguards Licensing 3ranch
Division of Gperating Reactors, HRR
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INTRODUCTION

The Security Plan Evaluation Report (SPER) Workbook has been developed to
provide (1) an aid to the evaluation of Licensee/Applicant Physical
Security Plans, and (2) the single source for preparing the SPER. Using
the workbook will help provide for a consistent evaluation of all physical
security plans. The workbook is organized into the same chapters and
sections as NUREG-0220, "Interim Acceptance Criteria for a Physical
Security Plan for Nuclear Power Plants," for ease in correlating between
the two.

Each section is organized into the following subsections:

Acceptance Criterion - The statement used as the basis for making a
judgment concerning the achievement of a security measure specified
by 10 CFR Part 73.55.

Source - The section of the regulation used for justification of the
acceptance criterion is provided. When an explanation is required
for clarification, it is also provided.

Objective ~ A statement of the goal to be achieved by satisfying the
requirement specified in 10 CFR Part 73.55. "

Review Procedures:

Security Plan Review - Information which the reviewer looks for
as he examines the Physical Security Plan. The information is
that which is needed to evaluate the plan against the accept-
ance criterion. Review Guidelines to aid in the evaluation of
the plan are provided as Appendix C.

Site Visit - Record of team members' observations from visit to
reactor site.

Additional Review - Additional review to be made by the review team
before a decision is to be made as to whether the Physical Security
Plan is satisfactory or not. The type of review and documentation
to be reviewed should be stated.

Evaluation Findings ~ A positive statement specifying how the plan
either satisfactorily or unsatisfactorily meets the requirements of
the applicable acceptance criterion is to be made by the reviewer.
If the statement is of an unsatisfactory nature, then the reviewer
must make remarks addressing one of the following: (1) if the
acceptance criterion must be met before the plan will be acceptable,
then he must be explicit in specifying what is required before this
criterion will be acceptable; and (2) if the acceptance criterion

vi



does not have to be satisfied because it is compensated for elsewhere,
then he must explicitly state what the compensation is and where it

is in the plan. The reviewer should also state the impact of this

on the Chapter 11 acceptance criterion, "overall physical security
program performance." A model statement with provisions for terms

to be struck out or added is provided. The model statement, if
appropriate, is intended to be 1ifted from the workbook for inclu-
sion into the SPER. The reviewer does not have to make additional
comments if he feels the model statement is satisfactory as written.

The workbook, when completely filled in, will also provide a record of
the justification for accepting or rejecting a plan. This record may

prove useful should any future discrepancies occur as a result of I&E

inspections.
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CHAPTER 1 - SECURITY ORGANIZATION

Acceptance Criterion 1.A: The licensee shall establish a security organiza-
tion, including guards, to protect his facility against industrial sabotage.

Source: 73.55(b)(1)

Objective: Assure that a security force is onsite to provide continuous
protection against industrial sabotage.

Review Procedures:

Security Plan Review:

Assure there is a specific organization with personnel continuously
onsite with responsibility for protection against industrial sabotage.
Confirm this organization does not have any other responsibilities
that would conflict with the responsibility to protect against
industrial sabotage. dIdentify the person responsible for day-to-day
administration of the security organization. .

Assure that the security organization includes guaﬁds. Identify
other personnel such as watchmen and armed response individuals, if
they are included in security organization.

Questions and Comments:
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. Site Visit:

Additional Review:

Evaluation Findings:

To protect against industrial sabotage, the licensee has established a
security organization administered by the and
including guards, watchmen and armed response individuals who are
employees of (the licensee, a contractor to the licensee). This organi-
zation has no other responsibilities which would interfere with providing
the required level of physical security.

1-2
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1.1 MANAGEMENT ORGANIZATION

Acceptance Criterion 1.1.A: Management of the physical security organi-
zation shall be independent of the management of the operating organization.

Source: 73.55(a) [Staff reqdirement based upon need for high assurance
protection against a design basis threat which includes an insider in any
position].

Objectives: To assure appropriate resolution of conflicts between opera-
tions and security in day-to-day activities. To assure the security
organization has means of appeal.

Review Procedures:
Security Plan Review:

Identify the highest ranking individual onsite with responsibi]ities
solely in security.

Identify the lowest managerial level with responsibility for both
operations and security. Review job description of this managerial
level. Confirm this individual is high enough in the organization
to maintain the required level of physical security while meeting
operational demands.

Identify the corporate office to which the onsite security organiza-
tion reports. Confirm this is an appropriate path for appeal.

Questions and Comments:



Site Visit:

Additional Review:

Evaluation Findings:

The is the highest ranking onsite manager with responsi-
bilities solely in security. He reports to -, which is the
lowest level of management which is responsible for both operations and
security. This level of management is appropriate for maintaining the
required level of physical security while meeting operational demands.

The onsite security organization reports to : in the licensee's
corporate management, thus providing an appropriate path of appeal.

1-4




1.2 SECURITY ORGANIZATION

Acceptance Criterion 1.2.A: At least one full-time member of the security
organization who has the authority to direct the physical security activi-
ties of the security organization in meeting the threat shall be onsite

at all times. This individual should report directly to the individual
(plant manager, his designated alternate, shift supervisor, etc.) with
final responsibility for plant operation on a shift.

Source:  73.55(b)(2)
73.55(a) [Staff requirement based upon need for effective
operations/security coordination to assure high
assurance protection].

Objective: To assure appropriate direction of physical security, partic-
ularly during contingencies. To assure effective coordination between
security and plant operations at all times.

Acceptance Criterion 1.2.B: A clear chain of succession of responsi-
bility shall be established for the transfer of authority, in the event
of disablement of a key member of the physical security organization,
during an incident.

. Source: 73.55(b)(2), 73.55(a) [Staff requirement based upon need for

continuous effective coordination of the physical security organization
during incidents involving use of force].

Objective: Assure continuous effective direction of physical security
force.

Review Procéﬁures:
Security Plan Review:

A) Review the chain of command of the security organization.
Identify (by position) the members of the security organization
who direct the security activities for each shift. Identify
(by position) the individual in charge of all operations at the
site. Verify that procedures for communication (without involve-
ment of off-duty superiors) exist between these two individuals.

The individual in charge should not have routine assignments,
such as manning CAS, SAS, etc., but must have time to direct
all activities of the security organization during an incident.

B) Confirm that a chain of succession exists through all levels of
the security organizations..

Questions and Comments:

1-5



Site Visit:

Additional Review:

Evaluation Findings:

The is onsite at all times and has the authority to direct
the physical security organization in meeting the threat. He also has
the authority to seek local law enforcement support if, in his’ judgment,
it is required.

A clear succession of responsibility has been established. In the event
of the disablement of the , he will be replaced by
Subsequent succession will be in the following order:




1.3 FACILITY PERSONNEL
1.3.1 Personnel Reliability

Acceptance. Criterion 1.3.1.A: The licensee shall develop and conduct a
screening program for all personnel who are authorized for unescorted
access to the protected area. As a minimum, this program shall follow:
the employee screening guidance in American National Standard ANSI
N18.17, "Industrial Security for Nuclear Power Plants." Certification of
totally equivalent screening (such as "L" or DOD National Agency Check)
by a government program will be acceptable. Personnel routinely on the
site shall be treated as employees. A contractor screening program is
acceptable if it can be shown that the program provides coverage equiva-
lent to or greater than ANSI N18.17.

Source: Statemeht of considerations for 73.55
73.55(a) [Staff requirement based upon need for high assurance
protection against insider].

Objective: Reduce the likelihood of sabotage participation by persons
granted unescorted access.

Acceptance Criterion 1.3.1.8B: Evidence of completed employee screening
shall be maintained on all employees granted unecorted access to the
protected area, and shall be available for USNRC inspection.

Source: 10 CFR Part 19

Objective: Assure that Inspection and Enforcement personnel will be
permitted access to records which demonstrate that specified licensee
procedures for employee screening are being carried out. Note that I&E
need not be permitted access to information obtained by these procedures.

Review Procedures:
Security Plan Review:

A) Confirm that the screening program is at least equivalent to
ANSI 18.17. An equivalent program should include a preemploy-
ment investigation for adverse character traits, a preassign-
ment examination to identify aberrant behavior, and continued
observation during assignment for indications of aberrant
behavior. Particular emphasis should be given to contractor
personnel. The burden of verifying the adequacy of contractor
screening programs rests with the licensee (applicant). An
unverified statement by the contractor that he provide equiva-
lent screening is npot acceptable. The licensee (applicant)
must provide a description of the screening procedures used,
including descriptions of accepted contractors' screening
procedures.

1-7



B)

Where state and/or local law limits the extent of preemployment
screening, compensatory measures must be proposed by the licensee .
(applicant) to provide equivalent protection against the insider.

An example of such a "compensatory measure" would be employment

in a nonsensitive position (e.g., at a fossil plant) coupled

with close observation and/or monitoring of performance prior .
to assignment at the nuclear plant site. )

Confirm that the physical security plan commits to maintaining
records showing that procedures established for authorized
employee screening have been completed and that these records
will be available for NRC inspection.

Questions and Comments:



@ Site Visit: : '

Additional Review:

Evaluation Findings:

The licensee will conduct a screening program for all personnel granted
unescorted access to the protected area which, as specified in ANSI N18.17,
include an investigation to detect adverse character traits, an examin- |
ation to identify aberrant behavior, and continued observation for indica-
@ tions of aberrant behavior.

The licensee has stated that records documenting completion of screening -
procedures will be maintained for all employees granted unescorted access
to the protected area and that they will be available for NRC inspection.



1.3.2 Personnel Training in Security Practices

Acceptance Criterion 1.3.2.A: The licensee shall implement a training
program to assure that all -individuals authorized for unescorted access:
to the protected area (other than physical security force personnel)
understand their role in physical security and their responsibility in
the event of security incidents.

Source: 73.55(a) [Staff requirement based upon need for high assurance
protection against design basis threat].

Objective: Assure that all authorized personnel understand the sabotage
threat and their duties in deterring, detecting and neutralizing this
threat.

Review Procedures:

Security Plan Review:

Confirm that the training program is required for all nonsecurity
force personnel authorized unescorted access to the protected area.

Confirm that the training program covers the threat of sabotage and
responsibilities in deterring, detecting and neutralizing it.

Confirm that documentation of completed employee training will be
maintained. :

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

A satisfactory program for security training of authorized individuals is
described in the . This program encompasses train-
ing in , and for a total of

hours. A1l employees will be so trained and a certification of training
will be provided by the instructor.
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1.4 PLANT SECURITY PERSONNEL
1.4.1 Qualifications for Employment in Security

Acceptance Criterion 1.4.1.A: A1l physical security force personnel
(guards, watchmen, armed response individuals) shall possess physical and
mental capabilities consistent with their role in the detection, assess-
ment and neutralization of security contingencies. These qualifications
must be checked at least once each 12 months.

Source: 73.55(b)(4)

Objective: Assure that personnel assigned to the physical security force
possess the appropriate physical and mental capabilities.

Review Procedures:

Review the qualifications of security organization employees. The physical
qualification of guards, watchmen and armed response individuals should
include criteria for height, weight, sight, hearing, etc. Psychological
evaluations should be given to all security organization employees.
Regulatory Guide 5.20 identifies an acceptable set of qualifications.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:
The licensee (applicant) has established a set of minimum physical and

mental qualifications for security personnel to assure an appropriately
qualified security force, capable of meeting all security contingencies.’
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1.4.2 Screening

There are no additional criteria.
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1.4.3 Training

Acceptance Criterion 1.4.3.A: A1l members of the physical security
organization shall receive training consistent with their roles.

Source: 73.55(b)(4)

Objective: Assure that all physical security employees have the knowledge -
required for the performance of their job functions.

Review Procedures:

Security Plan Review:
Review the training program for members of the physical security
force, including the curriculum, criteria for successful completion,
firearms qualification (for guards and armed response individuals),
and the interval between retraining and requalification. Regulatory
Guide 5.20 provides an acceptable training program.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:
A1l members of the physical security organization will receive training

consistent with their roles in a program which follows Regulatory
Guide 5.20. ‘
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1.4.4 Retraining

Accéptance Criterion 1.4.4.A: Each guard, watchman and armed response
individual shall be requalified according to Regulatory Guide 5.20. Such
requalification shall be documented.

Source: 73.55(b)(4)

Objective: Assure that all physical security force personnel possess the

appropriate physical and mental capabilities throughout their assignment

to the force.

Review Procedures:

Security Plan Review:
Confirm that the security plan contains provisions for guard, watchman
and armed response individual annual refresher training to include
responsibilities of the security organization and security procedures
during normal and contingency situations.

Confirm that the security plan provides for weapon requalification
at least once each 12 months.

Confirm that the results of the refresher training are to be documented.

~

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

The licensee will establish an annual requalification program, for all
guards, watchmen and armed response individuals, which satisfies the
requirements of Regulatory Guide 5.20. Documentation of successful
requalification will be provided.

i .
.
B ,
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1.4.5 Security Equipment

Acceptance Criterion 1.4.5.A: All guards shall wear uniforms. These
uniforms should allow guards to be clearly distinguishable from local law
enforcement and other onsite personnel.

Source: 10 CFR Part 73.2

Objective: To assure that guards are clearly distinguishable from local
law enforcement and other onsite personnel, particularly during security
incidents. . _

Acceptance Criterion 1.4.5.B: The guards and armed response individuals
shall be provided with weapons (including shotguns or rifles) and equip-
ment consistent with the requirements of Federal and local laws and the
strategy for meeting the threat at this facility.

Source: 73.55(h)(3), 73.55(a) [Shotguns or rifles is staff requirement
on weapons to meet the threat].

Objective: Assure that licensee's weapon selection is suitable for the
site and that guards and armed response personnel have sufficient weaponry
to neutralize the design basis industrial sabotage threat.

Acceptance Criterion 1.4.5.C: Al1 on-duty physical security force person-
nel must be capable of continuous communication with the the central and
secondary alarm stations when within the owner-controlled area. They
should also be capable of direct communication with all other members of
the security force who are also in owner-controlled area.

Source: 73.55(f)(1) [Specified communication ‘range is staff requirement

~ based upon the need to provide high assurance protection. Direct communi-

cation is recommended since it allows security force director to directly
communicate with personnel during incident response].

Objective: Assure security personnel ability to provide warning and receive
direction during incident response.

Review Procedure:
Security Plan Review:

A)  Review the uniforms and equipment supplied to the guard force.
Ascertain that the recommendations of Regulatory Guide 5.20 are
met or exceeded.

B) A1l guards and armed response individuals must be armed consistent

with the threat defined in §73.55(a). This requires at a
minimum a .38 cal. revolver to be worn at all times (including
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during patrols within a vital area), and the immediate availa-
bility of 12 gauge shotguns or rifles for each armed response.

*C) Continuous communication with CAS and SAS requires two-way (single
channel) radio in most situations. Hard-wired intercom, or
equivalent, may be acceptable continuous communication for .
certain immobile posts, such as a defensive position or gate- )
house. Confirm that there are no areas where commupication
between portable radios and the central alarm station and
secondary alarm station is not possible.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

Guard uniforms are designed to clearly distinguish the wearer from local
law enforcement and other onsite personnel. Watchmen and armed response
personnel wear the same uniforms.

Guards and armed response personnel are provided the following equipment
for use in day-to-day operations: ; . The
following additional equipment is available for contingencies:

. This provision of equipment is consistent with
the requirements of Federal and local laws and the facility's strategy
for meeting the threat. )

While on duty in the owner-controlled area, all guards and watchmen will
carry portable radios which are capable of continuous communication with
the central and secondary alarm stations. There are no areas in which
effective radio transmission to all points in the owner controlled area
is not possible.
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1.4.6 Authority of Guards to Use Weapons

There are no specific criteria.
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1.4,7 Security Force Composition

Acceptance Criterion 1.4.7.A: There shall be a nominal response force of
ten guards and armed response individuals. This number shall include at
least five guards.

Source: 73.55(h)(2)

Objective: Assure that the response force is of adequate size to provide
assessment and neutralization capability consistent with meeting the
requirement for high assurance protection against industrial sabotage.

Review Procedure:
Security Plan Review:

Determine the minimum number of armed response personnel per °‘shift.
Verify that the response force includes at least five guards. If.
the response force includes armed response individuals (other than
guards), verify that proper justification is provided in Section 8.
If the armed response force is less than ten, determine what addi-
tional features of the security system are provided' to justify the
reduction in the response force. Compare these additional features
against the list of factors influencing response force size in the
statement of consideration to the revision of 10 CFR Part 73 (Federal
Register, February 24, 1977). For each of the factors quoted as
justification, compare the licensee's (appiicant's) provision to the
acceptance criteria for that portion of the security system to
determine the additional features constitute a significant improve-
ment in overall security, or enhance the effectiveness of the guard
force sufficiently to warrant the reduction in the armed response
force. :

Verify that a sufficient number of security force personnel will be
available to provide for continuous occupation of the CAS and SAS in
addition to the required size of the armed response force. (Note
that personnel performing search and/or access control functions may
leave their posts during a mobilization of the response force,
provided that any portals are locked and alarmed.)

Questions and Comments:
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Site Visit:

Additional Review:

e

Evaluation Findings:

The security organization includes an armed response force composed of
(at least five) uniformed armed guards and armed response personnel. The
compatibility of job functions of the armed response individuals is
discussed in Chapter 8 of this report. We have evaluated the additional
features of the security system proposed in lieu of a larger response
force. These additional features include (... description...). We
concliude that the overall effectiveness of the security system with these
additional features and a response force of _ is acceptable.
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1.5 LOCAL AND OTHER LAW ENFORCEMENT AGENCIES

Acceptance Criterion 1.5.A: Documentation shall be presented that demon-
strates a workable response plan has been developed and agreed to in
writing by all elements of local and other law enforcement agencies that
may be called upon for support.

Source: 73.55(a) [Staff requirement based upon need to assure that there
is a firm commitment to the level of local law enforcement support taken
credit for in the plan].

Objective: Assure that the commitment of law enforcement support is
documented.

Acceptance Criterion 1.5.B: Written agreements shall be reached with all
elements of local law enforcement and other agencies that may be called
upon for support in the event of an incident to assure that the direction
of physical security operations always rests with a single individual.

Source: 73.55(a) [Staff requirement based upon need to assure that high
assurance protection is not undermined by conflicts of authority in
contingency situations].

Objective: Assure that there is no conflict of authority in the manage-
ment of a contingency situation requiring support of outside agencies.

Acceptance Criterion 1.5.C: Documentation shall be presented demonstrat-
ing that key members of appropriate local and other law enforcement
agencies have been familiarized with response procedures, plant layout,
and the peculiar constraints imposed in the protection of a nuclear
facility.

Source: 73.55(a) [Staff requirement based upon need to assure that
supporting agencies have the knowledge required to fulfill their roles in
providing high assurance protection].

Objective: Assure that local law enforcement personnel have sufficient .
knowledge to permit effective participation in contingency response.

Review Procedures:
Security Plan Review:

A) Verify the existance of letters from all local and other law

enforcement agencies which commit them to supporting the facility

during security incidents. The letters should state the level
- of support to be provided.
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B) Verify the existence of written agreements between the plant and
law enforcement agencies which identify and acknowledge:

1) The organization with the authority to direct the response
onsite.

2) The position of authority within the organization.

3) The authority to direct response within the company-owned
property will be directed by a single individual.

C) Confirm that a commitment to familiarize appropriate law enforce-
ment agency personnel with the facility includes:

1) Periodic plant tours.
2) Periodic briefings to include security organization,
responsibie individuals, response procedures, and special
. constraints imposed on security in protecting a nuclear
° A facility.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

The plan includes letters from a]]lsupporting local law enforcement
agencies documenting the level of support they will provide. These
letters verify the level of support taken credit for in the plan.

The plan includes written agreements from all supporting local law enforce-
ment and other protection agencies documenting that direction of security
operations will always rest with a single individual. Authority for
direction will be held as follows: .

The licensee has described the familiarization program provided support-
ing protective agencies and has certified that this program has been
completed by the following key personnel: . This
program will be held each year and covers response procedures, plant
layout and constraints in protecting a nuclear facility.
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1.6 ACCESS AUTHORIZATIONS

Acceptance Criterion 1.6.A: Criteria for granting escorted or unescorted
protected area access to personnel and vehicles shall be established and
documented. These criteria shall provide the means for clearly establish-
ing the need for access.

Source: 73.55(4), (5)
73.55(a) [The requirement for establishing a clear need for
access is based upon the staff's position that strict limita-
tion of the number of personnel and vehicles granted access is
an essential element in providing high assurance protection].

Objective: To assure that a clear policy exists for granting protected
area access to personnel and vehicles. To assure that the number granted
access is strictly limited.

Acceptance Criterion 1.6.B: Identificatior and authorization criteria
for accepting packages and material for delivery into the protected area
shall be established. .

Source: 73.55(b)(3)

Objective: Assure that definitive criteria are established for accepting
packages and material for delivery into the protected area.

Review Procedures:
Security Plan Review:

Review the licensee's (applicant's) procedures for:

A) Permitting escorted access to the protected area. Particular
attention should be given to vistor identification, verifica-
tion of identity, affiliation, clearance, etc.

Updating the 1ist of authorization for unescorted access to the
protected area. A specific justification of the need for this
authorization must be part of this procedure.

B) Checking that packages and other materials for delivery into
the protected area are expected.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

The licensee has established procedures which document a satisfactory set
of criteria for protected area access. Criteria for granting personnel
and vehicle access can be summarized as follows:

These criteria require a clear need for personnel and vehicle access.

The licensee has established definitive identification and authorization
criteria for accepting packages and material for delivery into the pro-
tected area. These criteria are as follows:
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CHAPTER 2 - FACILITY AND ENVIRONS

2.1 GENERAL SITE AND AREA LAYOUT
There are no specific acceptance criteria.

2.2 FIXED AND MOBILE SECURITY POSTS IN THE OWNER-CONTROLLED AREA
There are no specific acceptance criteria.

2.3 EARLY WARNING DETECTION SYS}EMS

There are no specific acceptance criteria.

2-1



:i

S S NN




CHAPTER 3 - PROTECTED AREA PERIMETER

3.1 PERIMETER BARRIER AND ISOLATION ZONE
3.1.1 Layout

Acceptance Criterion 3.1.A: Isolation zones shall be maintained in
outdoor areas adjacent to the physical barrier at the perimeter of the
protected area. These isolation zones shall extend at least 20 feet on
each side of the perimeter and must be free of visual obstructions to
permit accurate assessment of security incidents detected on either side
of the protected area perimeter barrier.

Source: 73.55(c)(3) [Extent of isolation zone is staff requirement in
order to allow time for accurate assessment and to prevent bridging of
intrusion detection systems]. '

Objective: Provide an area free from visual obstruction.

Review Procedures:

Security Plan Review:

Examine drawings of the facility layout to confirm the existence of:

1) A physical barrier at the perimeter of the protected area.

2) An isolation zone, free from obstructions, extending 20 feet on
both sides of the protected area barrier. A1l items located in
the isolation zone must be identified.

3) Parking facilities beyond the isolation zone.

Questions and Comments:




Site Visit:

Additional Review:

Evaluation Findings:

The perimeter barrier which encompasses the protected area includes an
isolation zone (cleared area) extending 20 feet on each side of the perim-
eter. This isolation zone permits unimpeded visual examination-of the
perimeter barrier, aids in the prevention of concealed circumvention of
the barrier, and facilitates immediate visual assessment in case of an
intrusion detection. ’
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3.1.2 Physical Barriers

Acceptance Criterion 3.1.2.A: Physical barriers at the protected area
perimeter shall at the minimum satisfy the requirements of 10 CFR
Part 73.2(f)(1), (2). '

Source: 73.2(g)

Objective: Assure that fences and walls forming the protected area
barrier satisfy regulatory requirements.

Acceptance Criterion 3.1.2.B: Al1 security keys, locks, combinations and
related equipment used to control access to protected and vital areas
shall be controlled to reduce the probability of compromise. Whenever
there is evidence that any key, lock, combination or related equipment
may have been compromised, it shall be changed. Upon termination of
employment of any employee, keys, locks, combinations and related equip-
ment to which that employee had access shall be changed. A1l security
locks shall satisfy the criteria stated in 10 CFR Part 73.2(m). A1l
security locks, keys, combinations and related equipment shall satisfy
the requirements of Regulatory-Guide 5.12 except that cipher locks are /
not needed for vital area entry. ‘A1l security keys and locks shall be
kept in a Tocked cabinet when not in use.

Source: 73.55(d)(9), 73.2(m)

Objective: Minimize the likelihood of compromise of keys, locks, combina-
tions and other related equipment.

Acceptance Criterion 3.1.2.C: Measures shall be taken to fully compensate
for any reduction in the effectiveness of a physical barrier at the
protected area perimeter.

Source: 73.55(g)(1)

Objective: Assure that the level of sabotage protection is not degraded
by a reduction in the effectiveness of a physical barrier.

Review Procedure:
Security Plan Review:

A) Confirm a commitment to a protected area barrier that provides
penetration resistance at least equal to that of 11 AWG chain
link fence with wire mesh at least seven feet in height topped
with at least a one-foot top guard of barbed wire (at least
four standards 3" apart) angled outward from the vital areas
between 30 and 45 degrees from the vertical. The ground under
the fence should be of such consistency as to prevent undetected
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8)

access. Bottoms of fences must be secured in a fashion that
will prevent "undetected penetration." Confirm that the sides
of buildings or walls which constitute part of the barrier be
at least eight feet in height and have a barbed wire topping as
described above. Building sides and walls constructed of
nonscalable facades and 18 feet or greater in height need not
have a top guard. Culverts, ditches and other penetrations
through the protected perimeter should be designed to provide
penetration resistance equal to the overall barrier.

Confirm the existence of combination, key and lock control
procedures to include the following:

1) Combinations of locks or padlocks used to secure gates or
doors into protected and vital area perimeters, and for
access to vital equipment, should be known only to those
authorized access to the material or to the area. They
should be changed when repositories or areas are first
placed in use, whenever a person knowing the combination
no longer requires it as a result of reassignment of
duties or termination, whenever the combination may have
been compromised, or at least twice every year. A record
of the combinations of locks should be kept in a location
that is secured by a combination lock.

2) Keys and cards to locks or padlocks used to secure gates
or doors to protected and vital area perimeters should be
jssued only to persons authorized access to the material
or to the area. Keys or cards in use should be checked in
at the end of each shift or workday, and a log should be
maintained showing keys and cards, users, in and out
times, and other pertinent information. Keys and cards
should be recovered from reassigned personnel or cores
replaced and an inventory conducted whenever: (1) a core,
key, or card is lost or missing, (2) the lock core, key or
card has been compromised, or (3) unrecorded keys or cards
are found. In a mastered system, a complete remastering
of the system should be conducted whenever a core, card,
master or control key, or a lock is lost or compromised.

3) A record of all locks, cores, keys and cards should be .
maintained and kept in a location secured by a combination '
lock. A physical Ynventory of locks, cores, keys and
cards (used for protection of facilities) should be conducted
semiannually. Unused locks, cores, keys and cards should
be stored in a location secured by a combination lock. A
specific individual at each site should be named and
placed in charge of all locks, cores, keys and cards.
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4) Confirm that all security locks, keys, combinations and related

equipment will satisfy the requirements of Regulatory Guide 5.12.

€C) Confirm the existence of specified compensatory measures to be
used should there be a reduction in the effectiveness of a
physical barrier. Applicable compensatory measures include:
1) Additional guards.
2) Barrier replacement segments onsite.

3) Additional surveillance, detection and alarm systems available
for rapid installation.

Questions and Comments:



Site Visit:

Additional Review:

Evaluation Findings:

The protected area perimeter barrier is composed of fences constructed of
topped by three strands of barbed wire on
brackets angled outward at degrees from the vertical with an
overall height of eight feet, including the barbed topping.

A11 security keys, locks, combinations and related equipment to which an
employee had access will be changed upon termination of that employee
with the company and will be controlled using the following measures:

. A1l security locks will satisfy the
requirements of 10 CFR Part 73.2(m). A1l security locks, keys, combina-
tions and related equipment will satisfy the requirements of Regulatory
Guide 5.12.

The following measures have been judged satisfactory to fuily compensate
for any reduction in the effectiveness of the protected area barrier:




3.1.3 Illumination and Surveillance

Acceptance Criterion 3.1.3.A: Illumination shall be maintained at the
protected area perimeter including the isolation zones. The minimum
level of illumination is 0.2 footcandle measured horizontally at ground
level. .

Source: 73.55(c)(5)

Objective: Assure that sufficient 1ight is available to permit accurate
assessments using the naked eye.

Acceptance Criterion 3.1.3.B: The capability shall be provided to:
1) Observe unauthorized activities in the isolation zone.

2)  Accurately assess intrusion detections made at the protected
area perimeter.

Source: 73.55(b)(4), 73.55(h)(4)

Objective: Assure accurate assessment of security incidents at the
protected area perimeter or in adjacent isolation zones.

Acceptance Criterion 3.1.3.C: Capability shall be provided for transmis-
sion of equivalent surveillance data to the central and secondary alarm
stations.

Source:  73.55(a) [Staff interpretation of requirement for protection
against insider assisting external ‘threat].

Objective: Assure that an insider with surveillance responsibility
cannot assist an external adversary by not correctly reporting detection
or assessment information.

Review Procedures:

Security Plan Review:

A)  Confirm a commitment to the required illumination and compensa-
tory measures for loss of illumination beyond one minute.

B) Confirm that a surveillance system with a field of view of the
entire isolation zone is specified.

If the identified system is electronic, confirm that both the
CAS and SAS have monitoring devices.
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If the identified system relies on guards, confirm that a
guard's position remains in the field of view of another guard.

C) Confirm that simultaneous monitoring of the surveillance system
is specified for both the central and secondary alarm stations.

Questions and Comments:



r e

Site Visit:

Additional Review:

Evaluation Findings:

ITlumination at the protected area perimeter including the isolation zone
will be maintained at a minimum level of 0.2 footcandle measured horizontal-
ly at ground level.

A CCTV system will be employed which will provide the capability of
observing unauthorized activities in the isolation zone and accurately
assessing intrusion detections made at the protected area perimeter. ,The
system will employ cameras and monitors which will be
located in the CAS. After a detection the image of the camera observing
that zone is displayed.

A satisfactory CCTV system will be employed to show, in both the CAS and
SAS, the image of the zone in which a detection occurs. ‘
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3.1.4 Intrusion Detection Hardware

Acceptance Criterion 3.1.4.A: The intrusion detection system shall
provide high assurance detection of all penetrations of the protected

area perimeter. All detection systems hardware shall satisfy the criteria
 of Regulatory Guide 5.44 or equivalent.

Source: 73.55(a) [Staff requirement based upon need to provide high
assurance protection].

Objective: Assure that high assurance detection is provided at the
protected area perimeter and that the effectiveness of this detection is
- not degraded by false and nuisance alarms.

Acceptance Criterion 3.1.4.B: A1l intrusion alarm systems shall be ‘
provided with emergency electrical power as stated in Regulatory Guide 5.44.
This power shall be provided from a source within the protected area.

Source: 73.55(e)(2)

Objective: Assure that intrusion alarm systems continue to function
normally in the event of a loss of offsite power.

Acceptance Criterion 3.1.4.C: A1l intrusion alarm systems shall have a m
frequency of false and nuisance alarms such that the response capability

is not degraded. The intrusion alarms should satisfy the frequency of

false and nuisance alarms specified in Regulatory Guide 5.44.

Source: -73.55(a) [Staff interpre%éiion of requirement to achieve high
assurance detection].

Objective: Assure that the frequency of false and nuisance alarms does
not degrade the response capability.

Acceptance Criterion 3.1.4.D: A1l intrusion detection systems shall be
tamper-indicating and self-checking, e.g., an automatic indication is
provided when failure of the alarm system or a component occurs, or when
the system is on standby power. These systems shall satisfy the tamper-
indicating and self-checking requirements of Regulatory Guide 5.44.

Source: 73.55(e)(2) | .
Objective: Assure that the effectiveness of the intrusion detection

system cannot be intentionally degraded for more than one minute without
compensation if the cause is system failure.
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Acceptance Criterion 3.1.4.E: Al1l intrusion detection system hardware
must annuciate at the central and secondary alarm stations. The annun-
ciation of an alarm shall indicate the type of alarm (e.g., 1ntrus1on
alarm, emergency exit alarm, etc.) and location.

Source: 73.55(e)(1), 73.55(e)(2)

Objective: Assure that an insider cannot prevent response by ignoring an
alarm and that the response can be made appropriate to the type of alarm
received.

Acceptance Criterion 3.1.4.F: Compensatory measures shall be established
and employed to assure an equivalent level of protection in the event of
detection hardware outage.

Source: 73.55(g)(1) . . :

Objective: Assure that intrusion detection performance is not degraded

by a failure of detection hardware.
L

Review Procedures:
Security Plan Review:

A) Confirm that an intrusion detection system is specified for the
perimeter of the protected area and that it is capable of
detecting 95 out of 100 intruders who are running, walking,
crawling, rolling or jumping.

8) Confirm that the intrusion detection system includes the follow-
ing emergency power capability:

1)  An automatic switch over from primary power to emergency
battery and generator or emergency battery power without
causing an alarm, but there is an indication.

2)  Twenty-four hour operation without recharging batteries or
refueling generators, unless fuel is onsite.

C) = Confirm that the intrusion detection system performance includes
the following average false alarm and nuisance alarm specifications:

1) False alarm rate not to be greater than one per week per
zone.

2) Nuisance alarm rate not to be greater than one per week
per zone. :
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3)

False alarm-and nuisance alarm rate not to be greater than

one per day per zone under continuous visual observation. -

D) Confirm that intrusion detection system description includes

the following tamper-indicating/self-checking capability:

1

2)

3)

)

5)

A1l enclosures are equipped with tamper switches or trigger
mechanisms compatible with alarm switches.

Trigger mechanism/tamper switches remain in operation when
system is in ACCESS mode.

Controls that affect sensitivity of alarm system are
located within tamper-resistant enclosure.

Signal lines connecting alarm relays with alarm monitors
are supervised.

S1gna1 Tine connect1ng sensor electronics with processing
electronics is supervised.

the following alarm capability.

E) Confirm that the intrusion detection system descr1pt1on 1nc'ludes w

1
2)
3)

4)
5)
6)

Annunciates in both the central and secondary alarm stations.
Detection of an intruder.

Failure of emergency power to properly operate the system
in the event of primary power loss.

Indication of tampering.
Failure of aging components which cause system failure.
The type of alarm annunciation shall indicate the type of

problem (detection, power failure, tampering, system
failure).

F) Confirm that procedures are documented, which include the

posting of guards/watchmen to provide visual coverage in the

zone(s) with the hardware outage.

Questions and Comments: .
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Site Visit:

~Additional Review:

Evaluation Findings:

An intrusion detection system will be installed which will detect an
intruder in the secured zone 95 out of 100 times. The system will detect
the following modes of intruder penetration: running, walking, crawling,
rolling and jumping.

The intrusion alarm system at the protected area perimeter will be provided
with an onsite source of emergency power. This power system meets the
requirements of Regulatory Guide 5.44 in that: switch over is automatic,
there is indication of switch over but no alarm, and it is capable of
sustaining operation for a minimum of 24 hours.

The intrusion alarm system will be installed to provide, on the average,
no more than one false and one nuisance alarm per zone per week, thus
meeting the requirements of Regulatory Guide 5.44.

The intrusion alarm system will satisfy the tamper-indicating and self-
checking requirements of Regulatory Guide 5.44. A1l equipment enclosures
and sensitivity controls will be equipped with tamper switches or trigger-
ing mechanisms which operate even when the system is in the ACCESS mode.

A1l signal lines connecting alarm relays with alarm monitors are supervised.
The system will be self-checking.

A1l intrusion detection system hardware will annunciate at both the
central and secondary alarm stations and will indicate the type and
location of the alarm.

Compensatory measures have been established and will be employed to
provide an equivalent level of protection in the event of intrusion
detection hardware outage. In the event of failure in a single zone, a
single guard or watchman will be posted to continuously observe the
affected zone. In the event of a total system failure, guards or watch-
men will be posted to observe all of the protected area boundary.
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3.1.5 Security Posts (Fixed and Mobile)

Acceptance Criterion 3.1.5.A: If structures considered as defensive
positions are established at the protected area perimeter they should be
bullet-resistant. A structure should be judged bullet-resistant if it
satisfies the requirements of 10 CFR Part 73.2(s), Underwriter's Labora-
tories High Power Rifle Rating. A1l entrance points to these structures
should be locked when occupied. .

Source: 73.55(a) [Staff recommendation based upon need for high
assurance protection].

-Objective: Establish requirements for defensive positions which are
mentioned in the statement of considerations.

Acceptance Criterion 3.1.5.B: The protected area perimeter barrier and
adjacent isolation zones shall be patrolled at random times and on random
paths with the same frequency (at least once in every two hours) as the
patrol of exterior areas (See Acceptance Criterion 4.4.8B). Checks of the
exterior areas within the protected area and the protected area perimeter
barrier and adjacent isolation zones may be accomplished on the same
patrol. '

Source: 73.55(c)(4)

Objective: Assure that the protected area perimeter barrier and adjacént }

isolation zones receive frequent close visual inspection at unpredictable
times to detect abnormal occurrences.

Review Procedures:
Security Plan Review:

A) Confirm that any specified defensive positions established at

the protected area barrier include a bullet-resistant specification.

B) Confirm a commitment for security patrols of the protected
barrier and adjacent isolation zones at least once every two
hours. Patrols may not be necessary if defensive positions are
established and have clear fields of view of the perimeter
barrier.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

Defensive structures at the protected area boundary will be bullet-resistant
and locked.

The protected area barrier and adjacent isolation zones will be patrolled

by a guard or watchman at least once every two hours on a random path and
with a random starting t1me
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3.2 PROTECTED AREA PORTALS

3.2.1 Personnel Access Portals and Posts
3.2.1.1 Layout

Acceptance Criterion 3.2.1.1.A: Personnel access to the protected area
must be through a locked door which is controlled by an individual pro-
tected by a structure which is bullet-resistant. (High Powered Rifle
Rating)

Source: 73.55(d)(1)

Objective: Assure that protected area access is granted only by positive
action by an individual. Assure that this individual has sufficient time
to sound an alarm in the event of an attempt to gain protected area
access by forceful means.

Review Procedures:

Security Plan Review:

Confirm that personnel access to the protected area is through a
locked door.

Confirm that control of the locked door is by an individual protected
by a bullet-resistant structure.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

Personnel access to the protected area will always be through a locked
door which is controlled by an individual in a bullet-resistant structure.
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3.2.1.2 Physical Structures
There are no additional criteria.
3.2.1.3 Locks, Keys, Combinations and Related Equipment

Locks, keys, combinations and related equipment must comply with Acceptance
Criterion 3.1.2.C.
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3.2.1.4 Security Posts

Acceptance Criterion 3.2.1.4.A: Each portal must be operated by at least
two members of the physical security force when open for normal personnel
access.

Source: 73.55(d)(1), (2), (3)

Objective: Assure that adequate manpower ié availabTe to satisfactorily
meet the requirements for search and access control.

Acceptance Criterion 3.2.1.4.B: Unauthorized entries through a personnel
access portal shall be detected and communicated to the central and
secondary alarm stations with a level of assurance consistent with Accept-
ance Criterion 3.1.4.A.

Source: 73.55(c)(4) [Staff interpretation of the level of detection
capability required in order to assure that an adequate response can be
made].

Objective: Assure that a consistent,'high assurance level of detection

is maintained against all types of unauthorized personnel penetrations of

the protected area barrier. :

Review Procedures:

Security Plan Review: |

A) Confirm the commitment to control personnel access by stationing

two members of the physical security force at open portals:
one in a bullet-resistant structure to control access, and the
other to monitor and conduct searches.

B) Confirm the commitment to alarm the doors giving access to the
protected area.

Questions and Comments:




k
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Site Visit:

Additional Review:

Evaluation Findings:

A1l portals will be operated by two members of the physical security
force when open for personnel access.

Unauthorized entries through a personnel access portal will be detected
and communicated to the central and secondary alarm stations with high
assurance. When the portal is not open for access the door giving access
to the protected area is locked and alarmed.
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3.2.1.5 Search and Admittance Control Hardware

Aéceptance Criterion 3.2.1.5.A: A1l search and admittance control hardware
shall clearly annunciate warnings at the portal.

Source: 73.55(d)(1)

Objective: Assure that detections of violations by search and admittance
control hardware are obvious to attending personnel so that appropriate
action may be taken immediately. Assure that these detections cannot be
ignored by an insider.

Acceptance Criterion 3.2.1.5.8: Prior to protected area entry all hand-
carried or delivered packages shall be searched for devices such as
firearms, explosives or incendiary devices, or other items which could be
used for industrial sabotage.

Source: 73.55(d)(2), 73.55(b)(3)

Objective: Provide high assurance detection of unauthorized materials
before protected area entry.

Acceptance Criterion 3.2.1.5.C: A search of all personnel entering the
protected area shall be conducted to detect firearms, explosives and
incendiary devices (see Appendix B).

Source: 73.55(d){(1)

Objective: Assure detection of firearms, explosives and incendiary
devices carried by personnel prior to their entering the protected area.

Acceptance Criterion 3.2.1.5.D: At the point of protected area access
all personnel must be identified and their authorization checked.

Source: 73.55(d)(1), 73.55(b)(3)

Objective: Assure that those granted protected area access meet the
criteria for entry with or without escort, as appropriate.

Review Procedures:
Security Plan Review:

A) Confirm a commitment to alarm all search and admittance control
hardware.

B) Confirm that all hand-carried or delivered packages will be

searched for firearms, explosives, incendiary devices or other
items used for industrial sabotage.
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C) Confirm the existence of statements requiring the search of all
personnel prior to entry into the protected area. Search can
be performed by either equipment or by physical means and is

for the purpose of preventing firearms, explosives and incendiary
devices from being brought into the protected area.

D) Confirm that an individual's identity and authorization will be
checked prior to admittance into the protected area.

Questions and Comments:
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Site Visit:

Additional Review:

bl

Evaluation Findings:

Metal and explosive detectors will clearly annunciate warnings at the
portal.

A1l hand-carried and delivered packages will be searched phys1ca11y or
with the following equipment: .

A1l personnel entering the protected area will be searched.

The identification/authorization of those previously issued picture

badges which permit unescorted access will be accomplished by H
for those seeking unescorted access without prior badging the following
steps will be taken: . A1l those seeking

escorted access will be checked for identification/authorization as follows:
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3.2.1.6 Picture Badge System

Acceptance Criterion 3.2.1.6.A: A numbered picture badge identification
system shall be used for all individuals who are authorized access to the
protected area without escort. These badges should show the access
authorization level of an individual while in a protected or vital area -
and should be relinquished before leaving the protected area. An individual
not employed by the licensee but who requires frequent and extended

access to protected and vital areas may be authorized access to such

areas without escort provided that he receives a picture badge upon
entrance into the protected area which must be returned upon exit from

the protected area and which indicates (1) nonemployee no escort required,
(2) areas to which access is authorized, and (3) the period for which

access is authorized. Individuals not authorized by the licensee to

enter protected areas without -escort shall be badged to indicate that an
escort is required and the access authorization level. Badges shall be
displayed while inside the protected area perimeter. This badge should

be worn on the upper front portion of the body so as to be clearly visible
(except when operational or health physics reasons dictate otherwise).

Source: 73.55(d)(5), (6)

persons in the protected area is clearly discernible at all times.
Minimize likelihood of badge compromise resulting from lost badges.

Objective: Assur:a that level of access and escort requirement for all m
Reveiw Procedures:
Security Plan Review:

Confirm the commitment to a picture badge system for the control of
personnel admitted access to the protected area.

Question and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

A numbered picture badge will be issued to all individuals granted
unescorted access to the protected area. These badges will include the
following features: . Those
granted escorted access will be issued badges with the following features:
Badges will be displayed while

inside the protected area perimeter.
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3.2.1.7 Communications

Acceptance Cfiterion 3.2.1.7.A: The capability of continuous communication
from each portal with the central and secondary alarm station must be
provided.

Source:  73.55(f)(g) [Staff recommendation based upon need to assure )
timely communication of an alarm to permit adequate response by
the security force].

Objective: Assure that detections can be rapidiy transmittéd to the
central and secondary alarm stations.

Review Procedures:

Security Plan Review:
Confirm that the continuous communication requirement is met by
two-way radios carried by the guards. Alternatively, hard-wired

intercom meeting security requirements (normal plant PA system is
not acceptable) may be used to meet this criterion.

Questions and Comments: m
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Site Visit:

Additional Review:

-Evaluation Findings:

A11 personnel access portals are capable of continuous communication
the central and secondary alarm station.
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3.2.2 Vehicle and Cargo Access Portals and Posts

Acceptance Criterion 3.2.2.A: All vehicles, except under emergency
conditions, shall be searched for items which could be used for sabotage
purposes prior to entry into the protected area. Vehicle areas to be
searched shall include the cab, engine compartment, undercarriage and
cargo area.

Source: 73.44(d)(4), 73.55(b)(3)

Objective: Provide a substantial measure of protection against the
introduction of sabotage materials by vehicles.

Review Procedures:

Security Plan Review:
Confirm a commitment by the licensee to search all vehicles prior to
entering the protected area. This includes company-owned vehicles
which have left the protected area.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:
A11 vehicles, except in emergency situations, will be ihorough]y searched

for sabotage materials including inspection of the cab, engine compart-
ment, undercarriage and cargo area, prior to entering the protected area.
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3.2.2.1 Layout

Acceptance Criterion 3.2.2.1.A: Vehicle access to the protected area
will be controlled by an individual protected by a structure which is
bullet-resistant.

Source: 73.55(d)(1)

Objective: Assure that detection of forceful protected area entry will
be communicated to the central and secondary alarm stations.

Review Procedures:

Security Plan Review:
Confirm that vehicle access to the protected area is through a gate
which is locked and controlled by a member of the security force
from within a bullet-resistant structure.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

The opening of vehicle gates will be key-controlled, electronically-
controlled. Control of the key, electronic door opener will rest with a
member of the physical security force located in a bullet-resistant
structure.
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3.2.2.2 Physical Structures

A11mvehic1eaporta1s which are part of the protected area perimeter barrier
shall satisfy Acceptance Criterion 3.1.2.A.

3.2.2.3 Locks, Keys, Combinations and Related Equipment -

A11 locks, keys, combinations and related equipment must comply with Accept-
ance Criterion 3.1.2.C.
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3.2.2.4 Security Posts
Acceptahce Criterion 3.2.2.4.A: A1l portals shall be operated by at
least two members of the physical security force when vehicles are
permitted access.
Source: 73.55(d)(1)
Objective: Assure that ahy forceful entry of the protected area is
detected and communicated to the central and secondary alarm stations
with high assurance.
Review Procedures:
Security Plan Review:
Confirm the commitment to control vehicle access by maintaining two
members of the physical secur1ty force at the portal during time of
vehicle access.

Questions and Comments:
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Si;e Visit:

Additional Review:

i

Evaluation Findings:

A11 portals will be operated by at least two members of the physical
secur1ty force when vehicle access procedures are being conducted. The
individual controlling access will be protected by a bullet-resistant

structure .
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< There are no specific acceptance criteria.

3.2.2.5 Vehicle and Cargo Search Hardware
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3.2.2.6 Communications

Acceptance Criterion 3.2.2.6.A: The capability of continuous communication
from each portal with the central and secondary alarm station must be
provided.

f -

Sdurce: 73.55(d)(4) [Staff recommendation based upon need to assure
timely communication of an alarm to permit adequate response by the
sqcurity force].

OBjective: Assure that detections can be rapidly transmitted to the
central and secondary alarm stations.

quiew Procedures:
Security Plan Review:

Confirm. the commitment for a dedicated communication link between
each portal and the primary and secondary alarm stations.

1
{

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

A1l portals have the capability of continuous communication with the
central and secondary alarm station.
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CHAPTER 4 - PROTECTED AREAS

4.1 LAYOUT

Acceptance Criterion 4.1.A: External loading and storage areas shall
not, to the extent practicable, be within 20 feet of vital areas.

Source: 73.55(d)(4)

Objective: Prevent, to the extent possible, the approach of vehicles to
the proximity of vital areas and eliminate the protection that could be
afforded an adversary by stored material. .
Acceptance Criterion 4.1.8: The physical barrier at the perimeter of the
protected area should be separated from any other barrier designated as a
physical barrier for a vital area within the protected area. Sufficient
separation (at least 20 feet) should be maintained to prevent bridging
from barrier to barrier, thereby avoiding detection by the perimeter
intrusion detection system.

Source: 73.55(c)(2)

Objective: Prevent the bridging of barriers and to permit accurate
assessment of detections made at the perimeter.

1]
Review Procedures:
Security Plan Review:

A) Examine the drawings to confirm that external loading and
storage areas are not adjacent to vital areas.

B) Examine the drawings to confirm a commitment by the licensee to
separate vital and protected area boundaries. A minimum distance
of 20 feet 1s required as an isolation zone.

Questions and Comments:
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Site Visit:

Additional Review: -

Evaluation Findings:

The licensee has designated a material receiving area which is not adjacent
to any vital area. Except for unforeseen situations which may develop
during a refueling or major maintenance outage, external storage and
loading areas will not be within 20 feet of vital areas.

A1l protected area barriers will be separate from vital area barriers, m
except at .

&



4.2 PHYSICAL STRUCTURES

There are no specific acceptance criteria for nonvital buildings, barriers
and structures that stand in the protected area, except those used as
security posts.




4.3 TLLUMINATION AND SURVEILLANCE

Acceptance Criterion 4.3.A: Illumination shall be maintained throughout
the protected area including the top and sides of all accessible struc-
tures. A structure shall be judged accessible if it is less than 18 feet
in height or ready means is provided for access to the roof, such as
ladders or climbing bars. The minimum level of illumination shall be

0.2 footcandle measured horizontally at ground level.

Source: 73.55(c)(5) [Staff interpretation of the requirement for light-
ing buildings based upon military guidelines].

Objective: Assure that there are no dark areas or shadows in the protected
area which could hide a crouching man from detection by the naked eye.

Acceptance Criterion 4.3.B: If systems are provided for surveillance of
the protected area, capability shall be provided for transmission of
equivalent surveillance data to the central and secondary alarm stations.

Source: 73.55(a) [Staff requirement based upon need to prevent false
assessment by insider in central or secondary alarm station].

Objective: Assure accurate assessment carinot be subverted by an insider. ,’],
Review Procedures:
Security Plan Review:

A) Confirm a commitment by the licensee to provide 0.2 footcandle
of illumination throughout the protected ares.

B) Confirm that a commitment to use surveillance systems to survey
that portion of the protected area outside the isolation zone
includes the display of the surveillance data in both the
central and secondary alarm stations.

Questions and Comments:



Site Visit:

Additional Review:

Evaluation Findings:

IT1lumination will be provided by a ) lighting
system. A1l exterior areas in the protected area will be illuminated to
a minimum level of 0.2 footcandlie including the top and sides of all
buildings except , which exceeds 18 feet in
height and permits no easy access to the roof.

A CCTV system will be employed to provide surveillance of the following

sections in the protected area outside the isolation zone:
Equivalent surveillance data may be received by

the central and secondary alarm stations using the following procedures:




4.4 SECURITY POST (FIXED AND MUBILE)

Acceptance Criterion 4.4.A: All physical structures in the protected
area credited as defensive positions for response forces shall provide:

1) Bullet-resistance (High Power Rifle Rating).

2) Full fields of view and fire in assigned response area.

3) Audible and visible indication of intrusion alarms in assigned
- response area.

Source: 73.55(a) [Staff requirement based to define attributes of defensive
positions referenced to in the statement of considerations].

Objective: Assure that responders in defensive positions are protected
and capable of observing and bringing effective fire to bear in their

area of responsibility. ,

Acceptance Criterion 4.4.B: A1l exterior areas within the protected area
shall be patrolled at random intervals and on a random path to provide
human, on-the-scene visual observation. Each part of the protected area
shall be observed at least once every two hours. Patrolling personnel
shall be capablie of continuous communication with the central and secondary
alarm stations. Procedures should be established for frequent status
reporting to the central alarm station.

Source: 73.55(c)(4) [Frequency is staff requirement based upon need to
control insider activity as well as covert attempts at protected areas;
include in the descriptions the following]:

Objective: Assure the protected area receives close visual observation
at unpredictable times to detect abnormal occurrences.

Review Procedures:
Security Plan Review:

A) Confirm that any commitment. to use defensive positions in the
protected area; include in the descriptions the following:

1) Bullet-resistance.

2) Fields of view and. fields of fire.

3) Audible and visual intrusion alarms for the area of responsi-
bility assigned to the defensive position.

B) Confirm there is a commitment for security patrols of the
protected area at least once every two hours, and patrol person-
nel report to the central alarm station.

Questions and Comments:



Site Visit:

Additional Review:

Evaluation Findings:

There will be defensive positions in the protected area.
These will be located . They will be
bullet-resistant, locked when occupied, have full field of view and fire
in assigned response area. Intrusion alarms in the assigned response
area will be indicated visibly by a and audibly
by a .

A1l exterior areas within the protected area will be patrolled by a
radio-equipped guard or watchman at least once every two hours.



4.5 ESCORTS

Acceptance Criterion 4.5.A: A1l vehicles not licensee-designated shall >
be escorted in the protected area by a guard or other armed individual.

A11 visiting personnel shall be escorted by an individual who is authorized -
for unescorted access to the protected area and designated for escort
duty. The ratio of escorts required for a visiting party shall depend
- upon the ability of the escort to monitor the activities of the group.

Source: 73.55(d)(4) !Staff requirement for armed escort based upon
recognition of a vehicle as a potentially effective aid in sabotage with
resulting need for strict controll.

the protected area when they present the potential for significant assist-
ance in sabotage activities.

|
|
Objective: Assure strict control of nonlicensee-designated vehicles in {

Assure that the actions of all protected area visitors are monitored so
that any unauthorized activities will be detected.

Review Procedures:

Security Plan Review: w
|
|
\

Comfirm a commitment to provide armed guard escorts for all nonlicensee-
designated vehicles. (See Review Guideline)

Confirm a commitment to provide escorts to personnel authorized

access. Escorts are to be individuals authorized unescorted access

to the protected area and have been designated for escort duty. The

nominal escort ratio in the protected area is 10 to 1. A larger

ratio shall be authorized by the plant superintendent or other

authorized persons. !

Question and Comments:



Site Visit:

Additional Review:

Evaluation Findings:
A11 nonlicensee-designated vehicles will be escorted by armed guards.

A1l visiting personnel will be escorted by an individual authorized for
escorted access and escort duty. The ratio of escorts to visitors will

be assigned according to the following guidelines:







CHAPTER 5 - VITAL AREA BOUNDARIES

Acceptance Criterion 5.A: The licensee shall locate vital equipment only
within a vital area which, in turn, shall be located within a protected
area such that access to vital equipment requires passage through at
least two physical barriers of sufficient strength to provide high assur-
ance of protection against sabotage. More than one vital area may be
located within a single protected area.

Ll

Source: 73.55(c)(1)

Objective: Assurance that vital equipment is protected by at least two
‘barriers. ‘

Acceptance Criterion 5.B: The licensee shall positively control all
points of personnel and vehicle access into the vital areas. Access to
vital areas shall be limited to individuals who are authorized access to
vital equipment and who require such access to perform their duties.
Access to vital areas for the purpose of general familiarization and
other nonwork-related activities shall not be authorized except for good
cause shown by the licensee.

Source: 73.55(d)(4) [Staff interpretation of requirements for positive
access control]. .

Objective: Assure that vital area access is limited to those with authorized
need.

Review Procedures:
Security Plan Review:

A) Confirm a commitment to locate all vital equipment in a vital
area.

Confirm that all vital equipment has been included in the
licensee's (applicant's) list of vital equipment.

Review vital areas to assure that they are contained within two
physical barriers.

B) Confirm a commitment for positive access control to the vital
area includes:

1) Limiting access to authorized personnel.
2) Requiring positive identification prior to entry.

3) Requiring an established need for access.

|
|
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4) Maintaining records of entry, exit and reason for entry.

5) A system for control within the vital area. -

Questions and Comments:




Site Visit:

< Additional Review:

Evaluation Findings:

. Access to all equipment designated as vital requires passage through at
Ry least two physical barriers.
‘ A satisfactory program for personnel positive access control has been

established. The need for access is established as follows:
Identification of the individual seeking access

is accomplished by




. /5.1 avout

. There are no specific requirements for vital area layout.



5.2 PHYSICAL BARRIERS
5.2.1 Barrier Descriptions

Acceptance Criterion 5.2.1.A: A1l vital area barriers shall be resistant -
to penetration by explosive and breaching tools. The amount of resistance
to penetration must be consistent with the time required for armed force
response. The penetration resistance of the barriers must not be diminished
by doors, windows or other openings in the barrier.

Source: 73.55(a) [Staff requirement based upon recognition that adversaries
at the vital area must be delayed long enough to provide time for the
response force]. ,

Objective: To prevent entry or delay to aliow time for the rasponse

force to confront and neutralize the jntruder.

Acceptance Criterion 5.2.1.B: A1l emergency exits in vital area barriers
must be locked and alarmed.

Source: 73.55(d)(7), 73.55(e)(3)

Objective: Assure that the opening of emergency exits are controlled
and, if open for any reason, are detected.

Acceptance Criterion 5.2.1.C: Locks, keys, combinations and other related
equipment should satisfy Acceptance Criterion 3.1.2.C.

Source: .See 3.1.2.C
Objective: See 3.1.2.C
Review Procedures:

Security Plan Review:

A) Confirm that the description of vital area barriers includes
materials, thicknesses and the licensee's (applicant's) estimates
of their penetration time. Penetration time estimates must be
Jjustified and should be consistent with experimentally determined
barrier penetration time, such as the NBS tests. The penetration
times are to be evaluated against, response times in Chapter 14.

B) Confirm the licensee's commitment to lock and alarm all vital
area exit points.

C) Confirm the licensee's commitment to adhere to Acceptance
Criterion 3.1.2.C with respect to vital area barriers.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

Each of*the vital area barriers ( ) are constructed
of the following penetration resistant materials:
, respectively. A1l doors, windows and other openings
in the barriers provide protection equal to that of the remainder of the
structure. The penetration time for all vital area barriers is sufficiently
long to allow the response force to arrive at the barrier before penetration
is completed.

A1l emergency exits from the vital area are locked and alarmed.
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5.2.2 Intrusion Detection Hardware

Acceptance Criterion 5.2.2.A: High assurance detection shall be provided
for all vital area entries. Active (operating) alarm systems must be

used to protect portals to vital areas. Alarm systems must satisfy the
requirements of the "Interim Federal Specification: Alarm System, Interior,
Security, Components For," W-A-00450-B (GSA-FSS).

Source: 73.55(d)(7), 73.55(e)(3)

Objective: To provide high assurance protection by detecting attempted
penetration at the vital area barriers and access portals.

Acceptance Criterion 5.2.2.B: All alarm systems must be provided with
standby electrical power, according to requirements of the "Interim
Federal Specification," W-A-00450-8 (GSA-FSS).

Source: 73.55(e)(2)

Objective: Assure that intrusion alarm systems continue to function
normally in the event of loss of offsite power.

Acceptance Criterion 5.2.2.C: All intrusion alarm systems shall have a
frequency of false and nuisance alarms such that the response capability
is not degraded. The intrusion alarms should satisfy the frequency of
false and nuisance alarms specified in Regulatory Guide 5.44 and Interim
Federal Specification W-A-00450-B (GSA-FSS).

Source: 73.55(a) [Staff interpretation of requirement to achieve high
assurance detection].

Objective: Assure that the frequency of false and nuisance alarms does
not degrade the response capability.

Acceptance Criterion 5.2.2.D: A1l intrusion detection systems shall be
tamper-indicating and self-checking, e.g., an automatic indication is
provided when failure of the alarm system or a component occurs, or when
the system is on standby power. These systems shall satisfy the tamper-
indicating and self-checking requirements of Regulatory Guide 5.44 and
Interim Federal Specification W-A-00450-8,

Source: 73.55(e)(2)
Objective: Assure that the effectiveness of the intrusion detection

system cannot be intentionally degraded or remain degraded for more than
one minute without compensation if the cause is system failure.
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Acceptance Criterion 5.2.2.E: A1l intrusion detection system hardware
must annunciate at the central and secondary alarm stations. The annuncia-
tion of an alarm shall indicate the type of alarm (e.g., intrusion alarm,
emergency exit alarm, etc.) and location.

Source: 73.55(e)(1), 73.55(e)(2)

Objective: Assure that an insider cannot prevent response by ignoring an
alarm and that the response can be made appropriate to the type of alarm
received.

Acceptance Criterion 5.2.2.F: Compensatory measures shall be established
and employed to assure an equivalent level of protection in the event of
detection hardware outage. .

Source: 73.55(g)(1)

Objective: Assure that intrusion detection performance is not degraded
by a failure of detection hardware.

Review Procedures:
Security Plan Review:

A) Confirm the licensee's (applicant's) commitment to providing
high assurance detection to attempts to gain unauthorized
access into vital areas through portals or any part of the
barrier. When alarm systems are used they shall meet the

. minimum level identified in the Interim Federal Specifications.

B) Confirm that the intrusion detection system conforms to Interim
Federal Specification W-A-00450-8B (GSA-FSS) and includes the
following emergency power capability:

1) An automatic switch over from primary power to emergency
battery and generator or emergency battery power without
causing an alarm, but there is an indication.

2) TWenty-four hour operation without recharging batteries or
refueling generators, unless fuel is onsite.

C) Confirm that the intrusion detection system performance includes

the following average false alarm and nuisance alarm specifications:

1) False alarm rate not to be greater than one per week per
zone,

2) Nuisance alarm rate not to be greater than one per week
per zone. ‘
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3)

False alarm and nuisance alarm rate not to be greater than
one per day per zone under continuous visual observation.

D) Confirm that intrusion detection system description includes
the following tamper-indicating/self-checking capability:

1)

2)

3)

4)

5)

4

A11 enclosures are equipped with tamper switches or trigger
mechanisms compatible with alarm switches.

Trigger mechanism/tamper switches remain in operation when
system is in ACCESS mode.

Controls that affect sensitivity of alarm system are
located within tamper-resistant enclosure.

Signal lines connecting alarm relays with alarm monitors
are supervised.

Signal line connecting sensor electronics with processing
electronics are supervised.

E) Confirm that the intrusion detection system description includes
the following alarm capability:

1)
2)
3)

)
5)

6)

Annunciated in both the central and secondary alarm stations.
Annunciates detection of an intruder.

Annunciates failures of emergency power to properly operate
the system in the event of primary power loss.

Annunciates indication of tampering.

Annunicates failure of aging components which cause system
failure.

The type of alarm annunciation shall indicate _the type of
problem (detection, power failure, tampering, ‘system
failure).

F) Confirm that procedures are documented, which include the
positioning of guards/watchmen, to provide visual coverage in

or at the vital area, when there is a hardware outage.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

An intrusion alarm system is, will be installed which will detect individ-
uals attempting unauthorized access to the vital areas. The alarm systems
will comply, complies with "Interim Federal Specification: Alarm Systems,
Interior, Security, Components For," W-A-00450-B (GSA-FSS).

The intrusion alarm system at the protected area perimeter will be provided
with an onsite source of emergency power. This power system meets the
requirements of Interim Federal Specification W-A-00450-B in that:

switch over is automatic, there is indication of switch over but no

alarm, and it is capable of sustaining operation for a minimum of 24

hours.

The intrusion alarm system will be installed to provide, on the average,
no more than one false and one nuisance alarm per zone per day, thus
meeting the requirements of Regulatory Guide 5.44 and Interim Federal
Specification W-A-00450-B (GSA-FSS). '

The intrusion alarm system will satisfy the tamper-indicating and self-
checking requirements of Regulatory Guide 5.44 and Interim Federal Specifi-
cation W-A-00450-B. A1l equipment enclosures and sensitivity controls

will be equipped with tamper switches or triggering mechanisms which
operate even when the system is in the ACCESS mode. A1l signal lines
connecting alarm relays with alarm monitors are supervised. The system
will be self-checking. A1l intrusion detection system hardware will
annunciate at both the central and secondary alarm stations and will
indicate the type and location of the alarm.

Compensatory measures have been established and will be employed to
provide an equivalent level of protection in the event of intrusion
detection hardware outage. In the event of failure in a single area, a
single guard or watchman will be posted to continuously observe the
affected area.
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5.2.3 Control Room

Acceptance Criterion 5.2.3: The walls, doors, ceiling, floor and any
windows in the walls and doors of the control room shall be bullet-
resistant. (High Power Rifle Rating) :

Source: 73.55(e)(1)

Objective: To provide the level of protection required by regulation and
to be consistent with the level of protection provided by most critical
facilities. ,

‘Review Procedures:

Security Plan Review:
Confirm that a description of the control room includes specifica-
tion for bullet-resistant walls, doors, ceiling, floor, w1ndows and
doors.

Questions and Comments:




Site Visit:

Additional Review:

Evaluation Findings:

The walls, doors, ceiling, floor and any windows in the control room are
bullet-resistant.

5-12
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5.3 VITAL AREA PORTALS

5.3.1 Personnel Access Portals and Posts
5.3.1.1 Layout

Acceptance Criterion 5.3.1.1.A: Access to vital areas must be through a
locked door. If an individual is controlling access through a vital area
boundary whether or not he is located (other than during temporary compen-
satory measures) at the portal or remote from it, he must be protected by
a structure which is continuously locked, is bullet-resistant and permits
detection and communication of forceful entry with high assurance.

Source: 73.55(d)(7)
Objective: Assure that vital area access is granted only by positive
action by an individual. Assure that this individual has sufficient time
to sound an alarm in the event of an attempt to gain vital area access by
forceful means. »
Review Procedures:
Security Plan Review:

Confirm that personnel access to vital area is through locked doors.

Confirm that control of the locked door is by an 1nd1v1dua1 protected
by a bullet-resistant structure.

.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

Personnel access to all vital areas will always be through a locked door
which is controlied by an individual in a bullet-resistant structure.
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5.3.1.2 Physical Structures
There are no specific acceptance criteria.
5.3.1.3 Locks, Keys, Combinations and Related Equipment

A1l Tocks, keys, combinations and other related equipment must comply
with Acceptance Criterion 3.1.2.C.

5.3.1.4 Security Posts

There are no criteria in addition to Acceptance Criterion 5.3.1.1.A.
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5.3.1.5 Access Control Hardware .

Acceptance Criterion 5.3.1.5.A:

A1l access control hardware must annunciate R

warnings of unauthorized entry attempts at the central and secondary

alarm stations.

Source:

Objective:

73.55(d)(7)

Assure that detections of violations by access control hard-

ware are obvious to attending personnel so that appropriate action may be

taken immediately.

insider.

Review Procedures:

Security Plan Review:

Assure these detections cannot be ignored by an

>

Confirm a commitment to alarm all access control hardware such as

key card readers.

Confirm that activated alarms will be annunciated in both the central
and secondary alarm stations.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

Key card readers will signal alarms in the central and secondary alarm
stations when an invalid card is read. The alarms clearly indicate the
attempted valid entry attempt by
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5.3.1.6 Badge Control System

Acceptance Criterion 5.3.1.6.A: The numbered picture badge identifica-
.tion system used for all individuals, who are authorized access to the
protected areas without escort, shall indicate the vital areas to which
access is authorized, and should be relinquished before leaving the
protected area. An individual not employed by the licensee but who
requires frequent and extended access to vital areas may be authorized
unescorted access to such areas provided his picture badge indicates the
vital areas to which he is authorized access and which must be returned
upon exit from the protected area and which indicates (1) nonemployee no
escort required; (2) areas to which access is authorized; and (3) the
period for which access is authorized. Individuals not authorized by the
licensee to enter vital areas without escort shall be badged to indicate
that an escort is required and the vital areas authorized. Badges shall
be displayed at all times. This badge should be worn on the upper front
portion of the body to be’clearly visible (except for operat1ona1 or
health physics reasons).

Source: 73.55(d)(7)

Objective: Assure level of access and escort requirement for all persons
in the vital area is clearly discernible at all times. Minimize likeli-
hood of badge compromise resulting from lost badges.

Review Procedures:

Security Plan Review:.

Confirm the commitment to a picture badge sysiem which includes the
control of personnel permitted access to vital areas.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

The numbered picture badge issued to all individuals granted protected
area access is coded in the following manner to indicate the vital areas
granted access: . Badges
will be displayed while inside the protected area perimeter.

-
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5.3.1.7 Communications

Acceptance Criterion 5.3.1.7.A: Continuous communication capability must
be provided from each portal at a vital area boundary with the central
and secondary alarm station.

Source: 73.55(f)(1) !Staff recommendation based upon need to assure
timely communication of an alarm to permit adequate response by the.
security forcel.

Objective: Assure that detections can be rapidly transmitted to the
central and secondary alarm stations.

Review Procedures:
Security Plan Review:
Confirm the commitment for a dedicated communication link between )

each vital area boundary post and the central and secondary alarm
stations.

This fequirement can be met by the security force two-way radio.
Questions and Comments: m
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Site Visit:

Additional Review:

Evaluation Findings:

Each post at a vital area boundary portal has continuous communications
capability with the central and secondary alarm station.
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5.3.2 Vehicle Access Portals and Posts

5.3.2.1 Physical Structures

There are no requirements in addition to those of Acceptance Criterion 5.2.1.A.
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5.3.2.2 Security Posts

Acceptance Criterion 5.3.2.2.A: A portal must be manned by at least one
armed member of the physical security force when open for vehicle access.

This is in addition to the armed escort which must remain with the vehicle.

Source: 73.55(d)(7) ‘
Objective: Assure that any unauthorized entry into a vital area is
immediately detected and communicated to the central and secondary alarm
stations.
Review Procedures:
Security Plan Review:
Confirm the commitment to control vehicle access to the vital area '
by posting a guard at the access portal during vehicle ingress and
egress. .

Confirm that the guard controlling vehicle access is in addition to
the guard escorting the vehicle.

Questions and Comments: °
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Site Visit:

Additional Review:

‘ . Evaluation Findings: °

At Tleast one guard is posted at all vital area vehicle portals during
-vehicle ingress and egress. This guard is in addition to the guard per-

forming vehicle escort duties. .

v
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5.3.2.3 Communications

Acceptance Criterion 5.3.2.3.A: Each fixed security post at a vehicle
access portal must be capable of continuous communication with the central
and secondary alarm stations.

Source: 73.55(f)(1) [Staff recommendation based upon need to assure
timely communication of an alarm to permit response by the secur1ty
force]..

Objective: Assure that detections can be rapidly transmitted to the
central and secondary alarm stations.

Review Procedures:

Security Plan Review:
Confirm the commitment for a dedicated communication link between
.each vital area vehicle access security posts and the central and «
secondary alarm stations. This criterion may be met with the guard's
two-way radios.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings: |

Each fixed post at a vehicle access portal is capable of continuous ’ ,
communications with the central and secondary alarm station. , :
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CHAPTER 6 - VITAL AREAS

6.1 CENTRAL ALARM STATION

Acceptance Criterion 6.1.A: The onsite central alarm station shall be
considered a vital area.

Source: 73.55(e)(1), 73.2(h)

Objective: To assure that the security provided -for the control of
security forces is consistent with that of facilities which they are
protecting.

Review Procedures:

Security Plan Review:

Confirm the commitment to consider the onsite central alarm station
a vital area.

"Questions and Comments:




Site Visit:

Additional Review:

Evaluation Findings:

The Ticensee has established a central alarm station which meets the
criteria of a vital area as defined by 73.2(h).

6-2
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6.1.1 Location and Layout

Acceptance Criterion 6.1.1.A: The onsite central alarm station shall be
located within a building such that the interior of the central alarm
station is not visible from the perimeter of the protected area. This
station shall not contain any operational activities that would interfere
with the execution of the alarm response function.

Source: 73.55(e)(1)
Objective: To provide assurance that an intruder cannot easily locate
the central alarm station or affect the operation of the central alarm
station from outside the protected area perimeter. Also, to assure there
are no activities performed inside the central alarm station which could
detract from the alarm response function.
Review Procedure:
Security Plan Review:
Confirm the commitment to locate the central alarm station in a
building such that its interior is not visible from the perimeter of
the protected area.
Confirm that the central alarm station does not contain any operational
activities that would interfere with the execution of the alarm
response function.

Questions and Comments:
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Site Visit:

Additional Review:

| Evaluation Findings:

, The central alarm station is located in the interior of building
g . The interior of the central alarm station is not
‘ i visible from the perimeter of the protected area.
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6.1.2 Physical Structures

Acceptance Criterion 6.1.2.A: The walls, doors, ceiling, floor and any
windows in the walls and doors of the onsite central alarm station shall
be bullet-resistant. (UL 752, High Power Rifle Rating)

Source: 73.55(e)(1)

Objective: To provide the level of protection required by regulation and
to be consistent with the level of protection provided the facilities.

Acceptance Criterion 6.1.2.B: Al1l portals (windows, doors) which would
permit personnel entry (aperture area exceeding 96 sq. in. or one dimen-
sion exceeding six inches) must be kept Tocked at all times.

Source: 73.55(a) [Staff requirement based on need to provide high assur-
ance that an insider or intruder cannot gain control of the response
force or vital/protected area portals through use of the central alarm
station]. - :

Objective: To provide high assurance that the central alarm station
functions cannot be compromised without overt action from outside the
alarm station to gain admittance.

Review Procedures:

. Security Plan Review:

Confirm that a description of the central alarm station includes
specification for bullet-resistant walls, ceiling, floor, windows
and doors.

Confirm the commitment to keep all central alarm station portals, as
described above, locked at all times.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

The central alarm station is constructed such that the walls, ceiling,
floor, doors and windows are bullet-resistant. (UL 752, High Power Rifle .
Rating)

A1l portals which would permit personnel entry are kept locked at all . 7 m
times.

B e
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6.1.3 Alarm and Surveillance Monitoring Hardware

- Acceptance Criterion 6.1.3.A: A1l alarms should annunciate within one
second in a continuously manned central alarm station located within the
protected area. Alarm hardware should satisfy the requirements of
W-A-00450-8.

Source: 73.55(e)(1)
Objective: To provide rapid warning of security violations.

Acceptance Criterion 6.1.3.B: The annuciation at the onsite central
alarm station shall indicate the type of alarm (e.g., intrusion alarm,
emergency exit alarm, etc.) and location. The central alarm station
operator must not be able to change any alarm point status (SECURE,
ACCESS or INOPERATIVE) or actuate any locking or controlling device at a
protected area or vital area portal without the knowledge of secondary
alarm station operator.

Source: ‘73.55(e)(2)

Objective: To provide information to the central alarm station for
. situation assessment and rapid response. Also to reduce the likelihood
of an insider controlling alarms from the central alarm station.

Acceptance Criterion 6.1.3.C: The central alarm station must be capable
of performing all required operations on emergency power.

Source: 73.55(e)(1), 73.55(e)(2) [Staff requirement based upon the need
to assure protection is not degraded when there is a power failure].

Objective: To assure the capability to provide rapid response is not
degraded because of the loss of the primary power system.

Acceptance Criterion 6.1.3.D: A1l annunciator and other alarm or surveijl-
lance system hardware, including transmission Tines, shall be tamper-
indicating and self-checking, e.g., an automatic indication is provided
when failure of the alarm system or a component occurs, or when the

system is on standby power.

Source: 73.55(e)(2)

Objective: Assure that the effectiveness of the central alarm station
systems cannot be degraded or remain degraded.
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Review Procedures:

Security Plan Review:

A)

B)

©)

D)

Confirm the commitment of the licensee to have all alarms
annunciate in the CAS within one second of alarm activation.

Confirm the commitment to assure that the central alarm station
alarm annunciation will indicate the type of alarm and its
Tocation.

Confirm a commitment to assure that the central alarm station
operator cannot change an alarm point status or actuate any
locking or controlling device at protected or vital area portals
without the knowledge of the secondary alarm station operator.

Confirm the commitment to provide emergency power to the central
alarm station.

Confirm that central alarm station systems description 1nc1udes
tamper-indicating/self-checking capability.

Questions and Comments:




Site Visit:

Additional Review:

Evaluation Findings:

The alarms in the central alarm station will annunciate within one second
of alarm activation. Annunciators meet the requirements of Interim
Federal Specification W-A-00450-B with respect to unit compatibility,
access/secure and reset switches, readout, construction and connections.

Alarm annunciation is provided in the central alarm station for the
following types of alarms: .
location of alarm activation is also provided. The alarm system is
designed to prevent the central alarm station operator from changing any
alarm point status or actuating any locking or controlling device at
protected or vital area portals without the knowledge of the secondary
alarm station operator.

The

The annunciator and other alarm or surveillance system hardware, includ-
ing transmission lines, are tamper-indicating and self-checking.

The central alarm station will be provided with an onsite source of
emergency power. This power system provides automatic switch over with
an indication of switch over but no alarm. ‘




>

6.1.4 Manning

| Acceptance Criterion 6.1.4.A: The central alarm station must be con-
tinuously manned by at least one member of the physical security force
who is .totally dedicated to the duties of security monitoring.

Source: 73.55(e)(1)

Objective: To provide for rapid response to alarms, assessment of alarms,
alerting of security force and the initiation of countermeasures to

resolve the situation.
Review Procedures:

Security Plan Review:

Confirm the commitment to have at least one member of the secu}ity
organization in the central alarm station at all times.

Confirm that the duties of at least one member of the security force
located in the central alarm station are totally dedicated to security

monitoring.

Questions and Comments:

Sx M E KT e o
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Site Visit:

Additional Review:

Evaluation Findings:

The central alarm station is continuously manned by a member of the security
organization at all times. This member is totally dedicated to duties of
security monitoring.
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6.1.5 Communications

Acceptance Criterion 6.1.5.A: The central alarm station must provide
wire (e.g., telephone) and wireless (e.g., radio, microwave) systems
which provide fully independent and redundant communication with local
law enforcement and the plant control room(s) (if independent of the
central alarm station). Capability must also be provided to remain in
continuous contact with members of the physical security force while on
patrol.

Source: 73.55(F)(1), (2), (3)

Objective: To provide assurance that there will always be communication
links to local law enforcement authorities, plant physical security
force, and the plant control room.

Review Procedures:

Security Plan Review:

Confirm the commitment to provide the following communication capa-
bility with the central alarm station.

L4

Wire (e.g., te]ebhone) and wireless (e.g., radio or microware) plant
control room with them (unless they are colocated).

Wire (e.g., telephone) and wireless (e.g., radio or microwave)
communication with the 1qca1 law enforcement authorities.

Wireless communication with members of the physical security force
on patrol.

Questions and Comments:
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Site Visit:

. Additional Review:

Evaluation Findings:

Redundant and independent communication from the central alarm station to
(LLEA) is provided by and
system. Communication to the plant control room is provided by
' and additional communication to fixed post is
!E' provided by . Wireless communications with members

-
e
foe
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of the physical security force on patrol is provided by
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6.2 SECONDARY ALARM STATIONS:

Acceptance Criterion 6.2.A: A1l alarms shall annunciate in a continuously
manned central alarm station located within the protected area and in at
Jeast one other continuously manned station, not necessarily onsite, such
that a single act cannot remove the capability of calling for assistance
or otherwise responding to an alarm.

Objective: To assure that a single act cannot remove the capability of
receiving and responding to alarms.

Acceptance Criterion 6.2.B: The secondary alarm station operator must
not be able to change any alarm point station (SECURE, ACCESS or INOPERA-
TIVE) or actuate any locking or controlling device at a protected area or
vital area portal without the knowledge of the central alarm station
operator.

Source: 73.55(e)(2)

Objective: To prevent, with high assurance, an insider working at the
secondary alarm station from controlling alarms or locking and control-
1ing devices at protected and vital area portals.

Acceptance Criterion 6.2.C: The secondary alarm station must satisfy the
following requirements: (1) contains no operational function which would
interfere with the execution of the alarm response function, (2) is
locked at all times, (3) has annunciators and other surveillance hardware
which are all tamper-indicating and self-checking, and (4) is capable of
fully independent and redundant communications with local law enforcement,
plant control room (if not colocated with the secondary alarm station)
and continuous communication with physical security force.

Source: 73.55(e)(1), 73.55(e)(2), 73.55(a) [Staff requirement based on
need to provide high assurance that an insider or intruder cannot gain
control of the response force or vital or protected area portals through
use of the secondary alarm station]. *

Objective: To provide a backup capability to the central alarm station.
Review Procedures:

Security Plan Review:

A) Confirm the commitment of the licensee to have a secondary
alarm station in addition to the central alarm station.

Confirm that the alarms annunciate within one second of sensor

activation and that the annunciator hardware meets Interim
Federal Specification W-A-00450-8.
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B)

)

If located onsite, the secondary alarm station should be pro-
tected as a vital area and, therefore, complies with Acceptance
Criteria 6.1.1.A and 6.1.2.8B.

Confirm that the secondary alarm station is continuously manned.

Confirm a commitment to assure that the secondary alarm station
operator cannot change an alarm point status or actuate and
locking or controlling device at protected or vital area portals
without the knowledge of the central alarm station operator.

Confirm the commitment to provide the secondary alarm station,
with capabilities that satisfy the requirements of Acceptance
Criteria 6.1.3.D0 (Alarm and Surveillance Monitoring Hardware)
and 6.1.5.A (Communications). Confirm that -the secondary alarm
station is Tocked at all times and that the operator is not
assigned duties which will interfere with his alarm response
function.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

The secondary alarm station is continuously manned by members
of the security organization, is located onsite in building .
Alarms will annunciate within one second of alarm activation and meet the
requirements of Interim Federal Specification W-A-00450-B with respect to
unit compatibility, access/secure and reset switches, readout, construc-
tion and connections.

The secondary alarm station operator is not able to change any alarm
point station (SECURE, ACCESS or INOPERATIVE) or actuate any locking or
controlling device at a protected area or vital area portal without the
knowledge of the central alarm station operator.

, " and functions
performed in the secondary alarm station will not interfere with the
execution of the alarm response functions. The secondary alarm station
systems will satisfy the tamper-indication and self-checking requirements
of Regulatory Guide 5.44. Al1 equipment enclosures and sensitivity
controls will be equipped with tamper switches or triggering mechanisms
which operate even when the system js in the ACCESS mode. A1l signal
lines connecting alarm relays with alarm monitors are supervised. All
access portals to the secondary alarm station are locked at all times.
Redundant and independent communication from the secondary alarm station ;
to (LLEA) is provided by and systems. ‘
Communications to the plant control room is provided by ot
and systems. Communications to guards either at fixed post T
or on patrol is provided by and additional communication to
fixed post is provided by . .
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6.3 OTHER VITAL AREAS

Acceptance Criterion 6.3.A (Alternative 1): A1l access to the very
Timited number of vital locations, such as containment, wherein acts
conducted entirely within this location could result in successful indus-
trial sabotage, must include at least two personnel authorized for
unescorted access to vital areas.

Source: 73.55(a) [Staff requirement based upon need to provide high
assurance protection against the insider]. .

Objective: To reduce the likelihood of an employee performing acts of
industrial sabotage or attempting such acts without immediately attract-
ing someone's attention.

Acceptance Criterion 6.3.A (Alternative 2): Compartments are used to
eliminate a single authorization providing access to a vital area wherein
action taken entirely within that location could result in sucessful
sabotage. . .

Source: 73,55(a) [Staff requirement based upon need to provide high
assurance protection against the insider].

Objective: To reduce the Tikelihood of an employee performing acts of
industrial sabotage or attempting such acts in locations where two or
more controls must be effected.

Review Procedures:
Security Plan Review:

A)  Confirm the commitment by the licensee to identify all "type 1"
vital locations. ;

B) Confirm the commitment to have adequate “two-man" rule in
affect in "type 1" vital area locations. The "two-man" rule
requires at least two men with equivalent knowledge in the
"type 1" location or a surveillance monitoring system which can
provide the same level of protection.

Confirm the commitment by the Ticensee (applicant) to place
vital equipment in secure compartments which require- positive
control for entry.

The barrier should meet or exceed the strength- of 11 AWG wire
mesh secured at floor (and ceiling, if appropriate).

Questions and Comments:
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Site Visit:

Additional Review:

-

Evaluation Findings:

The , , and
jdentified "type 1" vital locations cannot be entered by
a single employee. Lists of employees who are authorized entrance to
"type 1" locations are maintained by security members controlling access.
These security members are instructed that single employees are not to be
permitted entry.

Vital controls and equipment are enclosed by
Access control is provided by and
which provides positive action such that the possibility of a single
authorization providing access is virtually eliminated.
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6.3.1 Surveillance Hardware

" Acceptance Criterion 6.3.1.A: If used, all surveillance system hardware
must be se]f-;hecking and tamper-indicating.

Source: 73.55(e)(2)

Objective: To be immediately aware of system degradation or manipulation
by an adversary so that compensatory measures can be taken to maintawr
high assurance protection.

Acceptance Critrion 6.3.1.B: If used, surveillance hardware must provide
the same information to the central and secondary alarm stations.

Source: 73.55(e)(1)

Objective: Assure that an insider cannot prevent response by ignoring
information and alarms and that rapid response can be made.

Review Procedures:
Security Plan Review:

A) If used, confirm the commitment to assure that all hardware
includes tamper-indicating/self-checking capability.

B) Confirm that any surveiilance hardware provides the same informa-
tion in both the central and secondary alarm stations.

Questions and Comments:
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Site Visit:

Aaditiona] Review:

Evaluation Findings:
A11 surveillance system hardware will be tamper-indicating and self-checking.

The ~ surveillance hardware provides the same informa-
tion to both the central and secondary alarm stations. Hardware alarms
will actuate in both the central and secondary alarm stations.

6-20
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6.3.2 Security Posts (Fixed and Mobile)

Acceptance Criterion 6.3.2.A: Consistent with operating constraints, all
vital areas should be visually inspected at least once each shift by a
member of the plant staff.

Source: 73.55(a) [Staff requirement based on the need to assure that
activities by an insider are not in progress]. °

Objective: To reduce the likelihood that an insider normally assigned to
work in a vital area could sabotage the facility.

Acceptance Criterion 6.3.2.B: If used, all fixed security posts in the
vital area should provide continuous communication capability with the
central and secondary atarm stations.

Source: 73.55(f)(1) [Staff recommendation based upon need to assure
timely communication of an alarm to permit response by the security
force].

Objective: Assure that security personnel in vital areas can provide
warning and receive direction during incident response.

Review Procedures:
Security Plan Review:

A) The licensee should provide for a system of surveillance for
internal vital areas. This should include a tour by a plant
staff member of all vital areas (except those where it would be
hazardous to health and safety) at least once each shift.
During this tour a visual inspection should be made.

B) Confirm the commitment for a dedicated communication Tink
between any fixed security post located in a vital area and the
central and secondary alarm stations.

Questions and Comments:



Site Visit:

Additional Review:

Evaluation Findings:

A tour of all vital areas except

conducted during each shift by

or

will be

In addition to radios carried by guards, all fixed security posts located
type dedicated communication to the

in vital areas have

central and secondary alarm station.

This system provides a continuous
communication capability with radio backup.
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6.3.3 Escorts

Acceptance Criterion 6.3.3.A: Al visiting personnel in the vital area
shall be accompanied by an escort.

Source: 73.55(6), 73.55(7) [Staff requirement to maintain close surveil-
lance over personnel not normally authorized access to vital areas].

Objective: Assure that the actions of all vital area visitors are monitored
so that any unauthorized activities will be immediately detected.

Acceptance Criterion 6.3.3.B: Provide armed escorts for vehicles in the
vital areas.

Source: 73.55(d)(4)

Objective: Assure strict control of nonlicensee vehicles in the vital
areas when they present the potential for providing assistance to sabotage
activities.

Review Procedures:
Security Plan Review:

A)  Confirm the commitment to provide escorts to visiting personnel
authorized access to vital areas. Escorts are to be individuals
authorized unescorted access to the vital area to be visited
and have been des1gnated for escort duty. The nominal escort
ratio in vital areas is five to one. A larger ratio shall be
authorized by the plant superintendent or other authorized
persons.

B) Confirm a commitment by the licensee to provide armed escorts
when escorting vehicles inside the vital areas.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

A11 personnel visiting vital areas will be escorted by an individual
authorized unescorted access and escort duty. The ratio of escorts to
visitors has been set at to which satisfies the !

requirement. m 1
‘ {

A1l nonlicensee-designated vehicles will be escorted by armed guards. :

B
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CHAPTER 7 - CENTRAL COMMUNICATIONS SYSTEMS

7.1 TELEPHONE SYSTEM

Acceptance Criterion 7.1.A: All telephone closets, unattended switch-
boards and any locations within the plant where the ability to telephone
internally and/or externally could be significantly disrupted shall be
locked. '

Source: 73.55(a) [Staff requirement based upon the importance of communica-
tion for response force direction and control, coordination with other

plant operations and for requesting offsite assistance from law enforce-
ment agencies and others].

Objective: To provide with high assurance that a communication system
will be available for direction, control and liaison with the facility's
organization and offsite organizations.
Review Procedures:
Security Plan Review:
Confirm the commitment to safeguard the facility's telephone system
by providing locks to telephone closets, unattended switchboards,
and other locations where the telephone system could be significantly
disrupted.

Questions and Comments:




Site Visit:

Additional Review:

Eva]uatioﬁ Findings:

Telephone closets located at

located is locked from

are locked. The switchboard
to and other

periods when. unattended.



7.2 INTERCOM AND PUBLIC ADDRESS SYSTEM

Acceptance Criterion 7.2.A: Where used as part of the security system
protect with locks and alarms any locations within the plant where the
ability to use the intercom or public address systems could be largely or
totally disrupted.

Source: 73.55(a) [Staff requirement based upon the need to maintain
communication for response force direction and control, and coordination
with other facility activities].

Objective: To provide with high assurance that communications, with the
*security organization and other facility activities, cannot be easily
disrupted.

Acceptance Criterion 7.2.8B: All intercom and public address systems used
as part of the security communication system should be provided with an
onsite source of emergency power. :

Source: 73.55(f)(4)

Objective: To assure, in the event of a power failure, communications
will not be degraded.

Security Plan Review:

A). Confirm the commitment to protect critical locations of intercom
(or public address) systems used as part of the security communi-
cation system. Protection should be provided by locks and
alarms.

B) If the intercom (or public address) is used as part of the
security communication system, determine if a commitment is
made for providing it with emergency power.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

The public address system used by security during response
to safeqguard incidents has critical component locations at
and . These locations are locked and alarmed at all

times to protect the system from becoming largely or totally disrupted. ﬂ'

will provide emergency power to the intercom system
during primary power failures. This emergency power system will provide
for 24 hours of continuous use without battery recharging.
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7.3 OTHER CENTRAL COMMUNICATIONS SYSTEMS

Acceptance Criterion 7.3.A: The requirements stated in Acceptance
Criteria 7.2.A and 7.2.B apply to all other central communication systems
which are taken credit for in the physical security plan.

Source: 73.55(a) [Staff requirement based upon the need to provide a
consistent level of protection to all communications used by security].

Objective: To maintain communication with response forces and facility
activities during safeguards incidents. ‘

Review Procedures:
Security Plan Review:

Confirm the commitment to protect all central communication systems
which are critical to directing and controlling response forces.

Confirm the commitment to provide these systems with an emergency
power system.

Questions and Comments:



Site Visit:

Additional Review: ’

Evaluation Findings:

: The and communication

: components, systems are critical to the central communication system and

' are protected by lock and alarm
system. Emergency power can be provided for up to 24 continuous hours of
operation by .




- CHAPTER 8 - RESPONSE TO SECURITY CONTINGENCIES

8.1 RESPONSE FORCE AVAILABILITY

Acceptance Criterion 8.1: The operational duties of armed response
individuals must not interfere with their ability to perform response
tasks. .

Source: 73.55(b)(4)

Objective: To have a force of reserve personnel available at the facility
for immediate response to security alarms.

Review Procedures:

Security Plan Review:
Confirm the commitment to provide armed response individuals.
Confirm the commitment to assure that any routine or emergency duties
assigned to armed response individuals will not interfere with their
response tasks.

Questions and Comments:



Site Visit:

Additional Review:

A

-

Evaluation Findings:

armed response individuals assigned each shift.
They are assigned routine duties of and

There are

which do not interfere with their ability to perform their response

tasks.



8.2 ASSIGNMENT OF RESPONSIBILITIES

Acceptance Criterion 8.2.A: Demonstrate that security procedures exist
which will be used for responding to the contingencies given in Appendix A.
The procedures must explain when and how the security organization will
take action to execute these procedures.

Source: 73.55(h)(3)
Objective: To provide, with high assurance, that the security organiza-
tion can respond effectively and efficiently to attempted threats and
sabotage.
Review Procedures:
Security Plan Review:
N\
Confirm the commitment to have documented security procedures which
include (1) the contingency incidents for which the procedures are
applicable (must include those from Appendix A), and (2) a dicussion
of when the plan is to be put into effect and what is to be accom-
plished (must cover the material given in Appendix A).

Questions and Comments:



[ .

a ~a

Site Visit:

Additional Review:

Evaluation Findings:

Procedures for responding to the following contingencies are documented
and located at . Contingencies:

The procedures include a discussion of objec-
tives, decision and actions, required information and mater1als and an
identification of the individual responsible for carrying out specfic
actions or making specific decisions. Also inciuded are the procedures
for: (1) threat identification and assessment, (2) requesting assistance
from local law enforcement agencies, (3) guards and armed response force
individuals to interpose themselves between vital areas and adversaries,
and (4) to prevent delay or use deadly force against an adversary.




CHAPTER 9 - SPECIAL SECURITY MEASURES DURING
REFUELING/MAJOR MAINTENANCE OPERATIONS

Acceptance Criterion 9.A: Develop and maintain provisions to assure that
there will be no increase in the likelihood of successful industrial
sabotage during refueling and major maintenance operations.

Source: 73.55(b)(3), 73.(d)(8)

Objective: To assure safeguards exist to reduce the plant's vulner-
ability to sabotage during maintenance and repair operations.

Acceptance Criterion 9.B: Implement procedures for inspecting all vital
areas and equipment which may have been visited subsequent to the compie-
tion of refueling/major maintenance operations. '

Source: 73.55(a) [Staff estimate based on the requirement to provide
high assurance protection].

Objective: To prevent industrial sabotage resulting from adversary
action under the cover of refueling/major maintenance operations.

Review Procedures:
Security Plan Review:
. A) Confirm a commitment by the licensee to give high assurance
that the level of security during maintenance and refueling
operations does not lessen and increase the likelihood of
sabotage.
B) Confirm the commitment to perform testing and inspection of any

vital areas where maintenance has been performed during refueling/
major maintenance operations.

Questions and Comments:



Site Visit:

Additional Review:

Evaluation Finding:

The secufity procedures include procedures to place into effect during
refueling or , and
major operation.

Inspection and testing procedures consisting of

be implemented following provide high assurance pro-
tection against the likelihood of sabotage resulting from maintenance/
refueling activities.
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CHAPTER 10 - SECURITY MEASURES DURING CONSTRUCTION OPERATIONS

Acceptance Criterion 10.A: The level of physical protection afforded a
plant site must not be diminished by construction operations at any
adjacent site.

Source: 73.55(a) [Staff requirement based upon the need to provide high
assurance protection at all times]. .

Objective: To assure that security provided to the reactor facility is
not diminished during periods when construction operations are underway
at an adjacent site.

Review Procedures:

Confirm the Tevel of physical protection afforded a plant site is not
diminished by construction operations at any adjacent site.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

During periods of construction at adjacent sites the security organiza-
tion will: . This provides a level
of protection equivalent to that which exists when construction is not

present.
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CHAPTER 11 - OVERALL PHYSICAL SECURITY PROGRAM PERFORMANCE

Acceptance Criterion 11.A: Demonstrate.that the physical security system.
shall satisfy the general performance requirement, that is, provides high
assurance protection against industrial sabotage.

Source: 73.55

Objective: To assure that the integrated components of the physical
security system provide satisfactory protection.

Acceptance Criterion 11.B: Justify all parameters and their values used
to simulate adversary delay, intrusion detection performance, surveil-
lance systems performance, search and admittance control hardware perform-
ance and access control hardware performance. Also justify parameters

and their values used to simulate the response force, supporting law
enforcement.

Source: 73.55

Objective: To assure that the results obtained from the security system
evaluation are based on valid information and can therefore be assumed to
be valid.

Review Procedures:
Security Plan Review:

A) Confirm that an evaluation of the plant's physical security
system has been made. The evaluation may make use of computer
models such as EASI, TSO, or use manual quantitive techniques.
The evaluation should include an integrated examination of
potential adversary paths, the time required for the adversary
to travel through the facility, the number of guards (armed
response individuals) available to intercept the adversary, and
the time for guards (armed response individuals) to intercept

"the adversary. Other parameters to be considered as part of
this evaluation are those which represent the performance of
detectors, alarm systems and communication systems. Delay
times associated with information evaluation and decision
making should also be considered in the analyses. "

B) Confirm that all parameters and their values used to evaluate
the physical security systems performance are justified. The
following systems, if used in the evaluation, should have their
performance parameters identified and values justified:




Adversary performance.

Detection performance.
Surveillance performance.

Search and admittance performance.
Access control performance.
Response force performance.

O’\m:bwl\)-‘

Questions and Comments:



Site Visit:

Additional Review:

Evaluation Findings:

Integrated safeguards systems performance has been demonstrated using

model, technique. This technique considers adversary
paths and times, response times and paths, decision delays and parameters
representative of detection, alarm and communication systems, and barrier
performance.

Parameters and their values used to evaluate the performance of the
physical security system have been extracted from
accepted source documents. Justification is provided for changes to
parameter or parameter values.
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CHAPTER 12 - TESTS, INSPECTIONS AND MAINTENANCE

12.1 PHYSICAL BARRIERS AND ACCESS POINTS

Acceptance Criterion 12.1.A: A1l physical barriers must be maintained in
operable condition. \

Source: 73.55(9)(1)

Objective: To assure that barriers and their access points remain in
workable order and function as intended.

Review Procedures:
Security Plan Review:

Confirm the commitment for an inspection, test and maintenance
program. :

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

Barrier and access portals inspection, test and maintenance procedures
are established which includes all the protected area and vital area

barriers and portals.
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12.2 ALARMS, ANNUNCIATORS AND SURVEILLANCE SYSTEMS

Acceptance Criterion 12.2.A: Each intrusion alarm shall be tested for
performance at the beginning and end of any period that it is used for
security. If the period of continuous use is longer than seven days, the
intrusion alarm shall be tested at least once every seven days.

Source: 73.55(g)(2)

Objective: To assure that intrusion alarms are in working order and
therefore can be depended upon.

Review Procedures:
Security Plan Review:

Confirm the commitment to establish an intrusion alarm inspection
test and maintenance program.

Questions and Comments:
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Site Visit:

Additional Review:

An intrusion alarm system inspection test and maintenance program is

established. These tests will be conducted at the beginning and end of
any period the system is used for security but at least once every seven
days. A1l alarm systems, performance and calibration tests, and mainte-

nance performed is documented. 0

Evaluation Findings:
|
|
|

12-4



12.3 SPECIAL PURPOSE DETECTORS

Acceptance Criterion 12.3.A: A1l special purpose detectors used as
security-related devices or equipment shall be maintained in operable
condition.

Source: 73.55(9)(1)

Objective: To assure that special purpose detectors are in working order
and therefore can be depended upon.

Review Procedures:
Security Plan Review:

Confirm the commitment to establish a special purpose detector
inspection, test and maintenance program.

Questions and Comments: ,
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Site Visit: '

Additional Review:

Evaluation Findings:

A special purpose detection system inspection test and maintenance program
ijs established. These tests will be conducted at least once every seven
days. A1l detector systems, performance and calibration tests and mainte-

nance performed is documented.
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12.4 COMMUNICATIONS EQUIPMENT,

Acceptance Criterion 12.4.A: Communications equipment required for
communications onsite shall be tested for performance not less frequently
than once at the beginning of each security personnel work shift. Communi-
cations equipment required for communications offsite shall be tested for
performance not less than once each day.

Source: 73.55(g)(3)

Objective: To assure that all communication systems used for security
are in working order and therefore can be depended upon.

Review Procedures:
Security Plan Reveiw:

Confirm the commitment to establish a communication inépection, test
and maintenance program.

Questions and Comments: -
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Site Visit:

Additional Rgview:

Evaluation Findings:

A communication systems inspection test and maintenance program will be,
is established. The program includes tests of all offsite communication
equipment at least once every ‘ , and onsite communication equip-

ment at least once at the beginning of every security shift.
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12.5 SECURITY PERSONNEL EQUIPMENT

Acceptance Criterion 12.5.A: A1l security personnel equipment, including
weapons, protective clothing and vehicles, shall be ma1nta1ned in opera-
tional condition.

Source: 73.55(g)(1)

Objective: .To assure that equipment used by security personnel is service-
able and in excellent working order.

Review Procedures:
Security Plan Review:

Confirm the commitment to establish a program to inspect, test and
maintain security perssonel equipment.

Question and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

) .
Equipment used by security personnel will be inspected and maintained in

accordance with an established planned inspection and maintenance program.
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CHAPTER 13 - SECURITY RECORDS

Acceptance Criterion 13.A: A1l security records shall be maintained at
the site and retained for the period indicated below, but in no case for
less than one year:

(1) Initial qualification tests shall be maintained for the life of the
equipment.

(2) Maintenahce records shall be maintained for a period of five years.

(3) Individual security training records shall be maintained for the
period of employment in the security force.

(4) Records of an individual's access to locks, keys, combinations and
other related equipment shall be maintained for period of employment
or for the duration that such locks, keys and combinations are in
use.

Source: 73.55(b) [Staff requirement based upon good'managemenﬁ practiceé
for control, evaluation and development of the security organization].

Objective: To provide documentation usable to reconstruct past situa-
tions requiring investigations and to provide materials for control,

‘evaluation and to further develop the physical security organization.

Review Procedures:
Security Plan Review:

Confirm the commitment to maintain security records onsite for a
period of at least one year or for the period specified above.

Questions and Comments:
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Site Visit:

Additiona] Review:

.

Eva]uation Findings:

A1l secur1ty records are maintained onsite for a period of at least one
year and the following security records are ma1nta1ned for the period
specified below:

(1) Initial qualification tests shall be maintained for the life of the
equipment.

(2) Maintenance records shall be maintained for a period of five years.

(3) Individual security training records shall be maintained for the
period of employment in the security force.

(4) Records of an individual's access to locks, keys, combinations and
other related equipment shall be maintained for period of empioyment
or for the duration that such locks, keys and combinations are in °
use.
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13.1 SECURITY TOURS, INSPECTIONS AND TESTS

Acceptance Criterion 13.1.A: .Establish and maintain a system for document-
ing all routine security tours and inspections, and all tests and inspec-
tions performed on physical barriers, intrusion alarms, communications
equipment and other security-related equipment.

Source: 73.70(e)

Objective: To provide referenceable records for use in evaluating systems
performance with time. .

Review Procedures:

Security Plan Review:
Confirm the commitment to documenting all routine security tours and
inspections, tests and inspections, performed on physical barriers,
~intrusion alarms, communication equipment, and other security-related
equipment.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

Records of security tours and inspections, and test and inspections .of
are maintained.
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13.2 MAINTENANCE

L4

Acceptance Criterion 13.2.A: Establish and maintain a system for document-
ing all maintenance action performed on physical barriers, intrusion
alarms, communication equipment and other security-related equipment.
Source: 73.70(e)

Objective: To provide referenceable records usable for evaluating systems
performance, reliability and maintainability.

Review Procedures:

Security Plan Review:
Confirm the commitment to maintain records of maintenance performed
on physical barriers, intrusion alarms, communication equipment,
CCTV, emergency power supplies and other security-related equipment.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

Records are maintained for all maintenance performed on physical barriers,
intrusion alarms, communication equipment, CCTV, emergency power supplies
and other security-related equipment.
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13.3 ALARM ANNUNCIATIONS

Acceptance Criterion 13.3.A: Establish and maintain a system for recording
each alarm, false alarm, alarm check, and tamper indication that identifies
the type of alarm, location, alarm circuit;, date and time.

Source: 73.70(f)

Objective:! To provide a measure of the validity of an alarm system.

Review Procedures:

Security Plan Review:

Confirm the commitment to recording the following data relative to
alarm systems: .

. A) Date and time of alarm annunciation.
B) Type of alarm.
C) Location of alarm detector.
D) Alarm circuit. .
E) Determination of cause (intrusion, alarm check, false alarm,
tamper, or failure).

Questions and Comments:
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Site Visit:

: Additional Review: -

*; Evaluation Findings:

Records of each alarm annunciation are maintained by the
and located at . Information recorded for an alarm
annunciation includes date and time, type, location, circuit and cause.
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13.4 SECURITY RESPONSE

Acceptance Criterion 13.4.A: Establish and maintain a system that records
details of the response by facility guards, watchmen, and if applicable,
armed response individuals to each alarm, intrusion or other security
incident.

Source: 73.70(f)

Objective: To provide a record usable for evaluation and improving
response.

Review Procedures:

Security Plan Review:
Confirm the commitment to document the security organization's.
actions when responding to alarms, intrusions and other security
incidents.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

Security response records are maintained by located at
Information documented in these records includes

date and time of incident, nature of incident, type and number of
responders, response action and an assessment of response’action.
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13.5 AUTHORIZED INDIVIDUALS |

Acceptance Criterion 13.5A: Establish and maintain a record of all
persons who have been authorized access to protected areas.

Source: 73.70(a) |

Objective: To maintain historical information usefu] for evaluation of
potential security-related problems.

Review Procedures:
Security Plan Review:

Confirm the commitment to maintain records of all personnel authorized
access to protected areas.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

Records of all persons authorized access to protected areas are maintained.
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13.6 ACCESS TO VITAL AREAS

Acceptance Criterion 13.6.A: Establish and maintain a record of all
persons authorized access to vital equipment and the vital areas to which
access is authorized.

Source: 73.70(b)

Objective: To control personnel access to vital areas and equipment and
maintain information useful for evaluation of potential security-related
problems.

Review Procedures:

Security Plan Review:

Confirm the commitment to maintain records of all personnel authorized
access to vital areas and vital equipment.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

Records of all persons authorized access to vital areas and equipment are
maintained. '

|
|
|
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13.7 EMPLOYEE ACCESS

Acceptance Criterion 13.7.A: Establish and maintain a record indicating
name, badge number, time of entry, reason for entry and time of exit for
all normally unoccupied vital areas.

Source: 73.70(d)

Objective: To control admittance to vital areas and to provide historical
information useful for evaluating potential security incidents.

Review Procedures:

Security Plan Review:
Lonfirm the commitment to maintain a record indicating name, badge
number, time of entry and exit, and reason for entry into all normally
unoccupied vital areas.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

A record of normally unoccupied vital area entries is maintained which
includes name, badge number, time of entry and exit and reason for entry.
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13.8 NONEMPLOYEE ACCESS '

Acceptance Criterion 13.8.A: Establish and maintain a register of visitors,
vendors, and other individuals not employed by the licensee who are

granted access to the protected area. Each such individual shall be
required to register his name, date, time, purpose of visit and employ-
ment affiliation, citizenship, and name of individual to be visited.

Source: 73.50(c)(5), 73.55(d)(6), 73.70(c)

Objective: To control admittance to protected areas and provide historical
information useful for evaluation potential security violations.

Review Procedures:

Security Plan Review:
Confirm the commitment to maintaining a register of individuals not
employed by the licensee who are granted access to the protected
area. Confirm the commitment to require each individual to register
his name, date, time, purpose of visit, emplioyment affiliation,
citizenship, and individual to be visited.

Questions and Comments:
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Site Visit:

Additional Review:

Evaluation Findings:

A register of all nonemployees visiting the facility for any reason is
maintained. The register includes name, date, time, purpose of visit,
employment affiliation, citizenship and individual to be visited.
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CHAPTER 14 - SECURITY AUDITS

14.1 PROGRAM AUTITS

Acceptance Criterion 14.1.A: Establish and maintain a program for periodic-
ally providing management review of the physical security program. This
program should include an onsite audit and should focus on agreement

between the physical security effectiveness being achieved by personnel,
hardware, and procedures and the level established by the approved physical
security plan. Management of the conduct of physical security audits

should be independent of normal physical security management.

Source: 73.55a [Staff requirement based upon the need to provide some
assurance]that the physical security effectiveness will not be degraded
with time]. .

Objective: To assure the physical security system continues to remain
effective and to keep the organization's management continually aware of
the emphasis to be placed on security.

Review Procedures:
Security Plan Review:

Verify that the security plan identifies an organization and specifies
the procedures to permit an independent audit of the physical security
system at the site. The audit function should include, but not be
limited to: review of records to determine completeness and accuracy,
interviews with security organization personnel, a check of hardware
operability, and simulated security contingencies. Audits should be
performed at least once each 12 months. A written audit report

should be prepared.

Questions and Comments:
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Site Visit:

Additional Review: ’

Evaluation Findings:

Procedures which permit an independent audit of the physical security
system are identified. Audits will be performed by

every months. The audit will include copies of the
audit report with descriptions of any corrective action or modifications
to the security system will be located at . ‘
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APPENDIX A

Contingencies and Supporting Discussion Requirements

1) Guard Strike or Other Unavailability of the Security Force
2) Disruptions of Internal Order
. Fires or Explosions
. Site Evacuation
. Personnel Disturbance
3) Stated or Perceived Threats to Perform Sabotage
4) Civil Disturbance
5) Suspected or Confirmed Intrusions or Sabotage Attempts
. Alarmed Annuciations
. Discovery of Breached Barriers
6) Discovery of Unidentified Persons in Protected or Vital Areas
7) Discovery of Suspected Sabotage or Sabotage Devices
8) Multiple Loss of Onsite and Offsite Communications
9) Hostage Situation
Disscussion

The criterion is largely derivéd from 10 CFR 73.55(h)(2). It calls

for the development of a plan which will efficiently effect the decisions
and actions. The discussion must contain:

1. A predetermined set of decisions and actions to satisfy the
stated objective.

2. An identification of the data, criteria, procedures, and mechanisms
necessary to accomplish the following:

(i) Determine whether or not a threat exists.
(ii) Assess the extent of a threat, if any.
(iii) Inform local law enforcement agencies and request assist-
ance if necessary.
(iv) Interpose members of the armed response force between

: vital areas and any adversary attempting entry for purposes
of industrial sabotage.

(v) Prevent or delay an act of industrial sabotage by
applying a sufficient degree of force to counter that
degree of force directed at them, including the use of
deadly force when ‘there is a reasonable belief that it is
necessary in self-defense or in the defense of others.

.3) A specification of the individual, group or organizational

entity responsible for each decision and action.
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APPENDIX A (Continued)

This dicussion is not intended to include any actions under any Emergency
Plan (Appendix E of 10 CFR Part 50) that deal with the hazards to public
health and safety that are the consequences of the release of radioactive
material, even though these releases might result-from acts of sabotage.

The Nuclear Regulatory Commission is considering amendments to regulations
governing -nuclear reactors which would call for the development of a
formal contingency plan. The work done in responding to this criterion
will be largely applicable to satisfying the need for a formal contingency

plan.



APPENDIX B

NRR Supplemental Staff Position on
Personnel Search Requirements
September 30, 1977

The prefatory paragraph of 10 CFR 73.55 as amended September 29, 1977
states that the performance requirements of paragraph. (d)(1) as they

apply to searches of regular employees of the licensee at the site may

be satisfied using only equipment capable of detecting firearms, explosives
and incendiary devices. Acceptable metal detector and explosive searching
devices of the types currently available are deemed capable of detecting .
firearms, explosives and incendiary devices for regular employees of the
licensee at the site. Such equipment, if not currently in.operation,

must be purchased and made operational as soon as possible if the licensee
using this option is to be in compiiance with the performance requirements
of 10 CFR 7355. A regular employee of a licensee is one who is a full
time permanent employee whose permanent work station is at the site or
those employees of the icensee who report regularly to the site (at

least once per week) and includes employees of licensee contractors who
are regularly employed at the site. A1l other personnel* are required

by 10 CFR 73.55 (d)(1) to be searched at points of personnel access to

the protected area. The following are acceptable methods for satisfying
these requirements: ’

(a) A search program consisting of: (1) processing all individuals
through an acceptable metal detector, (2) processing all individuals
through an explosives search device of the types currently available,
(3) conducting a "hands-on" search of at least 5% (selected randomly)
of all licensees employees who are not regularily employed at the
site, (4) searching a regular employee at the site when the licensee
has a well-grounded suspicion that the individual may be carrying
firearms, explosives or incendiary devices, with a "hands-on"
search, (5) conducting a "hands-on" search of all other individuals,
and (6) subjecting all outer garments such as the coats or heavy
sweaters of each individual who is not a regular employee at the
site to the search requirements at the entry to the protected area.

*A11 NRC employees are subject to the search requirements of 73.55 (d)(1).
NRC resident inspectors will be searched in the same manner as regular
employees of the licensee at the site. Other NRC personnel that have a
government granted security clearance will be searched in the same manner
as licensee employees who are not regularly employed at the site as long
as (1) they can properly identify themselves; and (2) they have been
previously identified by the Director of the Regional Office.
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(b)

(c)

APPENDIX B (Continued)

The process and procedures which select the individuals to be
subjected to a "hands-on" search on a random basis must: (1)
require the search to be conducted when the random selection
process indicates, regardless of who the person to be searched is,
and (2) ensure that an individual entering the search process area
cannot know in advance if he or she will be selected for the
"hands-on" search.

For those facilities which have only metal detectors installed and
operable, the personnel, search program for non-regular employees

described in (a)(3) above is acceptable provided that the percentage
of individuals randomly selected for "hands-on" search is increased

to at Teast 10%. For those facilities which have only an explosive
searching system in operation, the "hands-on" search requirement of
(c) below applies.

For those facilities which have neither metal detectors nor
explosives searching devices installed and operable, the personnel
search program for non-regular employees described in (a)(3) above
is acceptable provided that the percentage of individuals randomly
selected for "hands-on"™ serach is increased to at least 20%.
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MEMORANDUM FOR: Reactor Safequards Licensing Branch Members
Division of Operating Reactors

FROM: Robert A. Clark, Chief
Reactor Safeguards Licensing Branch

SUBJECT: SCREENING OF INDIVIDUALS GRANTED UNESCORTED ACCESS
TO THE PROTECTED AREA "Review Guidelines #1

Screening of-individuals granted unescorted access to the protected
area helps establish the trustworthiness of employees, prospective
employees, and contractors, and reduces the vulnerability of the facility
from the threat of an insider. As a minimum, screening programs should
meet the guidance in American National Standard, ANSI N18.17, "Indus-
trial Security for Nuclear Power Plants."

In some cases, licensee and contractor employees may not have been
subject to the preemployment screening of ANSI N18.17, but the licensee
wishes. to grant them unescorted access to the protected area. The
reason for not using the screening procedures of ANSI N18.17 is that
Ticensee or contractor may have recently implemented a screening program
but determined that persons who were employees on the implementation
date need not be subject to preemployment screening as a general rule.
Also, a licensee or contractor may transfer an employee to a position
subject to the screening program but determine the employee need not

be subject to the preemployment screening.

Personnel reliability can be adequately established in such cases

by a certain minimum_ length of time of trustworthy employment. This
period of trustworthy employment is considered to be equivalent to
the reliability established by preemployment screening by ANSI N18.17
and does not decrease the protection of the facility from the threat
of the insider.

Based on these considerations, unescorted access to the protected area
may be granted to employees of a licensee and its contractors based on
the reljability established by three (3) continuous years of trust-
worthy employment. This method of establishing reliability is consi-
dered to be equivalent to the preemployment screening of ANSI N18.17-
1973, Sections 4.1 and 4.2. A licensee's program for granting unes-
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corted access to the protected area based on trustworthy employment is
acceptable if (a) at least three continuous years of employment of

“the individual with the licensee or his contractor is documented and

(b) the trustworthiness of the individual is determined by a review of

the individual's employment record. .
\—/f? s “
Il t\-k.\.«j/g Q—Lat__ L

Robert A. Clark, Chief
Reactor Safeguards Licensing Branch
Division of Operating Reactors

~cc: Jd. R. Miller

J. M. Elliott
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MEMORANDUM FOR: Reactor Safeguards Licensing Branch Memberﬁ, DOR

FROM: R. A. Clark, Chief, Reactor Safeguards Licensing
Branch, DOR

SUBJECT: ESCORTING OF UNATTENDED VISITING VEHICLES - REVIEW
. GUIDELINES #2

The requirement to escort visiting vehicles was included in 873.55
to ensure that an adequate prompt response would be undertaken if a
vehicle were used as a weapon against a facility. Escorting of an
unattended, visiting vehicle is not needed if adequate alternative
measures are taken to assure that the unattended vehicle cannot
become such a weapon.

Locking the unattended visiting vehicle and placing the keys in the
possession of the security force is adequate to provide assurance
?hat the unattended vehicle cannot become a weapon.

-~

R. A. Clark, Chief
Reactor Safeguards Licensing Branch
Division of Operating Reactors

cc: J. R. Miller
J. M. Elliott
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DEC 2 C 1977

MEMORANDUM FOR: Reactor Safeguards Licensing Branch, DOR

FROM: R. A. Clark, Chief, Reactor Safeguards Licensing
Brapch, DOR
SUBJECT: PERFORMANCE OF METAL DETECTION DEVICES - REVIEW

GUIDELINES #3

A1l licensees are required to search individuals entering the pro-
tected area for firearms. This search is normally conducted by
electronic metal detection devices. Enclosed is a standardized
procedure that is acceptable to utilize to assure that the metal
detectors are operating properly.

R. A. Clark, Chief
Reactor Safeguards Licensing Branch
Division of Operating Reactors

cc: J. R. Miller
J. M. Elliott
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Performance of Metal Detection Devices

Puroose To assure that the electronic detection devices (metal
detectors) are operating properly through appropriate standardized
procedures.

General One method to obtain a decrease in the number of false alarms,
is to have all personnel remove all metal before going through the
device; that is, place all metallic items in a container and pass this
container around the detector.

Responsibility The responsibility for assuring and certifying that

the detection device meets the minimum detection standard rests with
the using facility. The using facility should maintain a record of

the calibrations required to maintain the devices in proper working

order.

WALK-THROUGH DETECTION DEVICES The objective of a walk-through
detection device is the automatic and reliable detection of any hand
guns carried by personnel entering protected area. The subject of the
search is only the person, not his hand luggage or other hand-carried
items. The detection is to be done automatically at walking speed.

Performance (Calibration) Test

a. HWaik-throuah detection devices should be set up at a screening
station and the sensitivity set to the level or setting that the
manufacturer of the device certifies wiil cause his tyne c7
detector to pass the performance test as specitied below. I%
will be necessary to perform the performance test on initiai set
up of every device.. The test should be parformed any time a
device fails the operational test described beiow, each time the
device is moved, adjusted, and at least quarterly.

b The performance test shall consist of passing the following four
weapons at the center line of the detection device passageway four
times fTor each of seven orientations and positions specified for
a total of 112 tests. A fuil gerformance test should take i3
minutes or less to complete. The testar should be devoid of all
practical metal including rings, wrist watches, coins, keys, bel:
buckles, or other metallic objects. The tester should carry each
of the specified test weapons at a normal walking speed throuch
the detection device with the gun barrel oriented in the forward,
horizontal and vertical positions at the shoulder, waist, and ankle
position except in the latter only the vertical orientation should
be used, as shown in Figure 1. The overall detection should be
at least 95 detections out of the 112 tests. Sensitivity should
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be set to achieve 95 out of 112 successive as a minumum.

c. The test weapons used for calibration are as follows: Colt .25
Automatic, Titan ,25 Automatic, General Precision Model 20 .22 LR,
and COM .22 Short.

Operational Test The objective of the operational test -is to ensure
that the detecting device is maintained in an operable condition.

a. Each time the device is turned off or maintained it must be tested
prior to being used. If the unit is never turned off, it must be
tested at least once every seven days.

b. The operational test should consist of passing the CDM 22 short
weapon held horizontal at the waist three times through the device
in the direction of traffic flow through the detector. The detector
should signal the presence of the weapon on at least two of the
three passes.

HAND-HELD DETE(TION DEVICES Detection is indicated by a squealing

sound from a ioud speaker within the unit when the unit is brought

into the vicinity of metal. A squeal will be heard when the unit passes
over metal. A high squeal indicates a greater mass of metal is' presented.

CALIBRATION PROCEDURES FOR HAND-HELD DEVICES Devices in present use
should be calibrated in accordance with manufacturer's instruc:tions.

SUGGESTED SEARCH PROCEDURES FOR THE USE OF ALL HAND-HELD DEVICES
The following procedures shouid be used in conducting a search using
hand-held detection devices.

a. Assure that the detection device is in proper working order,

b. With the device approximately two to four inches from the subject,
* slowly pass the device over the entire body with the detection

loop parallel with the body, front and back. Then pass the device
slowly over the arms and legs, front, back and sides. Particular
attention should be paid to waist, groin, armpit, and ankle area.
With practice, a thorough search can be made in one minute. Hand-
carried outer garments will be searched by hand. Bags and parceis
of any size will not be searched using a hand-held weapon detection
device.

c. If unit alarms, it indicates that metal is present in a given area.
Ask subject to remove any metal and search again.

Performance Test The performance test for hand-held detectors should
be conducted at the beginning of each shift: The CDM .22 short will
be placed in positions 1 through 3 as shown in Figure 1. The detection

c-7
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should be at least 3 detections out of 3 tests for each poéition
tested.

Operational Test The operational test for hand-held metal detectors
is the same as the performance test.

C-8
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S
_ AVERAGE GUN TEST

5' 10" MAN POSITIONS

239" " \

FLAT HORIZONTAL, cantered

®

:.54"

1

FLAT VERTICAL, centered

—t -

PLANT GUNS IN LOCATICN A, 8, C, AS FOLLCWS:
Loc A: Position 1,2,and 2 with 1o edge of box
as shown by lecating dimension,
Loc 8: Positien 1,2, 'and 3 with too edge of box
os shown by locating dimensicn,
loc C: Position 3 with bottom edge of box
as shewn by locating dimension,

=

Figure 1
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MEMORANDUM FOR: Reactor Safeguards Licensing Branch, DOR

FROM: Robert A. Clark, Chief, Reactor Safegquards
Licensing Branch, DOR
SUBJECT: PERFORMANCE OF X-RAY DEVICES - REVIEW GUIDELINES #4

A11 licensees are required to search packages entering the protected

area. This search may be conducted by X-ray devices. Enclosed is a
) standardized procedure that is acceptable to assure the X-ray devices
! are operating properly.

i
:__,wl \—%Egégzxg;:f::4ggiigz¥2; ’{éz-—-___
j . Robert A. Clark, Chief

Reactor Safeguards Licensing Branch }
Division of Operating Reactors ‘ i
|
\

} cc: J. R. Miller
f Jd. M. Elliott




Performance of X-Ray' Devices

Equipment Performance Standard:

(1) An X-ray monitor must be able to image and an operator must be

able to see an insulated 24 gauge solid copﬁer wire.

Operator Performance Standard:

(1) Operators of an X-ray monitor must be trained to recognize
unauthorized articles, including weapons, explosives and incen-

diary devices in X-ray images.

X-ray Imaging Testing:

(1) At least quarterly, each X-ray system shall be tested to assure
that the monitor will image and an operator can see insulated 24

guage solid copper wire.

(2) A wire test kit is used consisting of samples of 20, 22, 24 and

26 gauée solid copper wire.

(3) The wire test samples are placed in X-ray systems in the same way
packages are introduced. If the 26 guage wire can be seen, the X-ray
exceeds performance standards. If the 24 guage wire can be
seen clearly, the X-ray is acceg}able. If 22 gquage wire can
be seen clearly but not 24 guage, the X-ray monitor must
be repaired or replaced within 48 hours. If 20 guage wire can

be seen but not 22 or 24 guage, the X-ray monitor must be repaired
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X-ray Operator'Testing:

-2 -

or replaced within 24 hours. If 20 gauge wire cannot be seen, the .
X-ray cannot be used for the screening of packages. Items must be

physically inspected. n

(1)

(2)

(3)

(4)

(5)

(6)

An evaluation of operator performance is conducted at least quarterly

at each X-ray system. The procedures set forth below are followed using
as the test abject guns designed for calibration of detector testing.
(COLT .25 automatic, Titan .25 automatic, General Precision Model 20.22LR,
CPM.22 cal.)

The test object is positioned in a package so that a clear undisguised
lateral (profile) image would logically be projected on the monitor ‘

during X-ray inspection of the package.

The person conducting the test presents the package for inspection just

as any person would - without prior notification or identification.

If the operator detects the object, he or she is appropriately creaited. \

1f the test object is visible on the monitor and is not detected by

S ST mE e

the operator, arrangements are made for corrective action such as

training, supervision, disciplinary action, etc.

If a clear image of the test object is not visible on the X-ray monitor,
the wire test is conducted to make certain the X-ray is operating
satisfactorily. If it is, the operator test is repeated. If not,

appropriate corrective action is taken. ‘
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MEMORANDUM FOR: Reactor Safeguards Liceﬁsing Branch, DOR

FROM: " R. A. Clark, Chief, Reactor Safeguards
‘ Licensing Branch, DOR
SUBJECT: LICENSEE DESIGNATED VEHICLES - REVIEW GUIDELINES #5

Licensee Designated Vehicles are defined as those vehicles that are
limited in their use to onsite plant functions and remain in the pro-
tected area except for operational, maintenance, repair, security and
emergency purposes. These veh1c1es can be used by only authorized
persons for authorized purposes. These vehicles shall be locked and
the ignition key removed when unattended.

These vehicles will only be allowed to leave the protected/owner-
controlled area for the purpose of servicing, repairs, emergencies
or other directly related activities. Under these circumstances, a
search of the vehicle will be conducted prior to reentry.

After the initial search, licensee designated vehicles may be allowed
to leave the protected area and return without being searched
providing:

1. The vehicle did not leave the owner-controlled area.

2. Two individuals having unescorted access to the protected
area have been with the vehicle continuously to insure the
vehicle is not being used to transport weapons, explosives
or incendiary devices into the protected area.

9 la

R. A. Clark, Chief
Reactor Safeguards Licensing Branch
Division of Operating Reactors

cc: J. R. Miller
J. M. Elliott
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MEMORANDUM FOR: Reactor Safeguards Licensing Branch, DOR

FROM: R. A. Clark, Chief, Reactor Safeguards
Licensing Branch, DOR .

SUBJECT: NEED FOR ACCESS TO VITAL AREAS - REVIEW GUIDELINE #6

Positive access control is required for the physical protection of
nuclear power plants. Positive access control provides assurance
that only authorized individuals enter a vital area for authorized
reasons. One element of positive access control is the establishment
of the need for access. A system for establishing the need for
access should be based on an individual's assigned duties and normal
working hours. During normal working hours an individual should be
granted access based upon his position. It is not necessary to
determine his exact reason to enter a vital area that is associated
with his assigned tasks. During times other than normal working
hours an individual should confirm a need to enter a vital area.

The following describes an acceptable method of establishing a need
for access to vital areas.

Need for Access

(1) The need for access is established when an individual is authorized
access to vital areas. This need for access is revalidated at
least once every 31 days. During normal working hours, an
individual is granted access to those vital areas identified in
his authorization.

(2) The shift supervisor is notified of all individuals on site more )
than one hour after the end of the individual's normal working |
hours. No further action is required unless directed by the :
shift supervisor. ,

(3) The shift supervisor is notified prior to granting an individual
access to the protected area at times other than the individual's
normal reporting time. When granting access to the protected
area, the shift supervisor may also grant access to those vital s
areas identified in the individual's authorization.

28 0 e L
R. A. Clark, Chief Y

Reactor Safeguards Licensing Branch
Division of Operating Reactors

cc: J. R. Miller
J. M. Elliott
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MEMORANDUM FOR: Reactor Safeguards Licensing Branch, DOR

FROM: " R. A. Clark, Chief, Reactor Safeguards
Licensing Branch, DOR
SUBJECT: CRITERIA FOR GRANTING FEWER THAN 10 ARMED

RESPONDERS - REVIEW GUIDELINE #8

The regulations provide for a nominal number of drmed response personnel
as ten (10) and that this number may not be reduced to less than five
(5) quards. The statement of consideration states that the number of
such personnel may be more or less than the nominal number depending

on factors such as the following, to be considered during evaluation of
a licensee's physical security plan, not necessarily in order, of
importance:

(a) Selection, training and motivation of response force.

(b) Availability and construction of defensive positions.

(c) Availability ard knowledge of weapons and other equipment.

(d) Individual site considerations, including size, topography,
configuration, geography, weather, and number of nuclear
power plant units.

(e) Location and reliability of initial detection devices.

(f) Consideration of LLEA response.

(g) Vital area hardening, including plant design, location of and

: * access control to vital areas.

(h) Design and construction of protected area barriers.

(i) Redundancy of security systems.

(3) Initial clearance and continuing reliability assessment of
personnel.

(k) Security and contingency procedures.

In addition to these criteria, the following factors may be considered
to evaluate the case by case justification for response personnel
numbers: .

(a) The LLEA response time and their numbers.

(b) The quality of the screening program.

(c) The complexity of the layout of the pilant w1gh1n the pro-
tected area. )

(d) The analysis of the integrated security system as described
in NUREG 0220, Chapter 11.




Reactor Safeguards Licensing -2-
Branch

(e) Factors outside the owner controiled area that may increase or
decrease the vulnerability of the protected area and are beyond
the licensee's control.

(f) The availability of gquards or response personnel from other
guard forces in the vicinity.

R. A. Clark, Chief
Reactor Safeguards Licensing Branch
Division of Operating Reactors

cc: J. R. Miller
J. M. Elliott
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MEMORANDUM FOR: Reactor Safeguards Licensing Branch Members, DOR

FROM: Robert A. Clark, Chief, Reactor Safeguards
Licensing Branca, DOK
SUBJECT: ACCEPTABLE COMPENSATORY MEASURES FOR INTRUSION DETECTION

HARDWARE OUTAGE (E.G., ZONE, SYSTEM) PROTECTED AREA
VITAL AREAS - REVIEW GUIDELINE NUMBER 9

The objective of perimeter intrusion detection hardware is to detect the
unauthorized entry or attempted entry of individuals or vehicles into
the protected area and to provide an "alert" to the security organiza-
tion so that response by a response force will be initiated at the time
of penetration into the protected area.

In the event of a hardware outage the compensatory measures must satisfy
this objective by providing a means for detecting unauthorized entry and
for alerting the security organization or by providing a response force
to control all paths from the area of outage to all vital areas.
Acceptable measures compensatory to perimeter intrusion detection outage
are:

a) Back-up intrusion detection system of equal ‘capability.

b) Dedicated CCTV with continuous monitoring of the herimeter
zone(s) affected by the outage.

¢) On-the-spot guards visually monitoring the perimeter zone(s)
affected by the outage.

d) Response force deployed to control all paths from the peri-
meter zone(s) affected by the outage to all vital areas. .

The objective of the vital area intrusion detection hardware is to de-
tect the unauthorized entry of individuals (and at some facilities -
vehicles) into vital areas and to prcvide to the security organization
an "alert" so that response by a response force will be initiated at
the time of penetration into the vital area.

In the event of a hardware outage the compensatory measures must satisfy
this objective by either providing a means for detecting unauthorized
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Reactor Safeguards Licensing o
Branch Members -2-

entry and alerting the security organization or providing the response v
force to control the paths to the affected vital areas. Acceptable
measures compensatory to a vital area intrusion detection outage are:

a) A back-up intrusion detection system of equal capability.

b) Dedicated CCTV with continuous monitoring of the portals
affected by the outage.

c) On-the-spot guards visually monitoring the portals
affected by the outage.

d) Response force deployment to control all approaches to the
affected vital areas.

— 2 i |
W S S
Robert A. Clark, Chief

Reactor Safeguards Licensing Branch
Division of Operating Reactors
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MEMORANDUM FOR: Reactor Safeguards Licensing Branch

FROM: 4 Robert A. Clark, Chief
Reactor Safeguards Licensing Branch
SUBJECT: COMPENSATORY MEASURES FOR THE LOSS OF NORMAL

POWER SUPPLY TO SECURITY LIGHTING - REVIEW
GUIDELINE NUMBER 10

ITlumination, as an element of a security system, provides a

security organization with the capability to visually monitor the

protected area to permit early detection and assessment and to a

limited extent acts as a deterrent to potential intruders. Upon
s the loss of this element, certain compensatory measures must be
” A implemented to counteract the deficiencies.

The following represent some of the acceptable compensatory measures
: which when utilized separately or in combination, would be found

appropriate:
1) Switch to stand-by power.
2) Low light level surveillance devices.
3) Portable lighting devices.
4) Positioning of security personnel at strategic locations

for adversary interception.

T G 0lac]—

Rébert A. Clark, Chief
Reactor Safeguards Licensing Branch
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MEMORANDUM FOR: Reactor Safeguards Licensing Branch

FROM: Robert A. Clark, Chief
Reactor Safeguards Licensing Branch

SUBJECT: | "VITAL AREA POSITIVE ACCESS CONTROL DEFINITION -
REVIEW GUIDELINE NUMBER 11

Positive Access Control is defined as those measures necessary to
assure that individuals who request entry into vital areas have

been determined to have a need for such access and that these indi-
viduals have been positively identified before entry is granted into
those areas.

For vital areas, positfve access control is accomplished upon entry
into the Protected Area where personnel are positively identified as
having a need for access and "keys" are issued for vital areas

according to the assessed need.
W~ Gt

Robert A. Clark, Chief
Reactor Safeguards Licensing
Branch
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MEMORANDUM FOR: Reactor Safequards Licensing Branch

FROM: Robert A. Clark, Chief
Reactor Safeguards Licensing Branch

SUBJECT: SABOTAGE INCIDENT MANAGEMENT - REVIEW GUIDELINE
NUMBER 12

The licensee is responsible for the safe operation of his nuclear
power plant and therefore is obligated to employ effectively all
resources within his control to protect the public health and safety
under all circumstances, including a sabotage incident.

The security plans and procedures implementing the security plans
prescribe the means to provide protection with high assurance against
successful industrial sabotage by two design level threats (§73.55
(a)(1){2)). The protection thus afforded is not limited to the

design level threats, but will also provide a lesser or greater degree
of protection for threats that are larger or smaller, simpler or more
sophisticated. ‘

In the event of a sabotage attempt, the available licensee and LLEA
resources and forces must be used in the most effective manner to counter
the actual threat based on the circumstances of the situation. It

is recognized that the Security Plan and the implementing security
procedures may not equally or adequately address the complete range

of possible threats. Therefore, it is necessary that the security
plan and procedures accommodate the necessary freedom of action needed
by the individual in charge at the site at time of an actual threat to
employ the available resources (e.g. physical protection systems,
security organization, response forces, LLEA, etc) in a manner that he
considers most effective to counter that threat.

S N ey
obert A. Clark, Chief
Reactor Safeguards Licensing Branch~
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MEMORANDUM FOR: Reactor Safeguards Licensing Branch

FROM: Robert A. Clark, Chief
Reactor Safeguards Licensing Branch

SUBJECT: COMPENSATORY MEASURES FOR VITAL AREAS LACKING
THE "TWO BARRIER PROTECTION" - REVIEW GUIDELINE
NUMBER 13

10 CFR 73.55 requires that vital equipment be protected by a minimum
of two barriers i.e., Protected and Vital, which are defined in

10 CFR 73.2. The barriers coupled with the defense in depth concept,
isolation zones, continuous monitoring and periodic surveillance
result in high assurance detection and resistance to penetration.

In some cases barrier separation is impossible to achieve due to ‘
operational design needs, as exemplified most often by the positioning

of the service water intake structures on borders of bodies of water.

In other cases location of vital equipment was instituted prior to

the issuance of 73.55, making it impractical to require relocation.

In both cases other measures must be implemented to compensate for

the loss of the basic criteria.

The following represent some acceptable compensatory (or equivalent)
measures that may be used together or sepafately (depending upon
site specifics) in achieving the objective:

Hardening of common barriers.

Additional "early warning” monitoring devices.

More frequent surveillance.

Positive response posture to common barrier locations.
Positioning of security post in close proximity of common

barriers.
ﬁ// Eert (‘ ’
C-—:} '\\h—:%.(' t.’\' CJ'\ L
Robert A. Clark, Chief
Reactor Safequards Licensing Branch ‘
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_ MEMORANDUM FOR: Reactor Safeguards Licensing Branch
FROM: R. A. Clark, Chief
Reactor Safeguards Licensing Branch
SUBJECT: LOCKING SYSTEMS-ASSURANCE OF SAFETY AND SAFEGUARDS

DURING AN EMERGENCY-REVIEW GUIDELINE NUMBER 14

Under emergency conditions, prompt ingress into certain safety-related
‘areas must be assured to enable safe shutdown of a nuclear power plant,
and unimpeded egress from all parts of the facility must be assured in
the interest of personnel safety.

The design and operation of security devices for doors to vital areas
should be based on both safety and security. The following provides
guidance on the design and use of security devices on vital area doors:

=

ﬁ a) Prompt emergency ingress into electrically and mechanically locked-
safety-related areas by essential personnel must be assured in
any postulated occurrence through the combined use of the features
below or, the equivalent.

1) Provide reliable and uninterruptable auxiliary power to the
entire electrical locking system, including its controls
(sufficient physical separation, electrical isolation, and
redundancy must be provided to prevent the occurrence of
a common mode failure in the uninterruptable auxiliary power
supply for the lock system in any design basis event); and

2) Provide electrical locking devices which fall in the secure
mode upon loss of both primary and auxiliary power and are
equipped with secure mechanical means and associated proce-
dures to override the failed electrical locking devices
(e.g., key locks with keys held by appropriate personnel who
know when and how to use them); or

3) Provide electrical locking devices which fail in the open

. mode upon loss of both primary and auxiliary power and
associated procedures which provide compensatory measures for
the open doors (e.g., deploying guards to strategic points)
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(The fail open feature should be used only on selected in-

terior doors.); or
4) Provide key locks with keys held by appropriate personnel

who know when and how to use them; and N
5) Provide periodic testing of all locking systems and mechanical

overrides to confirm their operability under auxiliary power

as well as failed conditions.

Unimpeded emergency egress must be assured from all parts of
facilities, the security hardware and systems must be designed

and installed so as to not degrade personnel safety, and such hard-
ware and systems should be in conformance with applicable (State/
Local) fire regulations and life safety codes.
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Robert A. Clark, Chief
Reactor Safeguards Licensing Branch
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Washington Public Power Supply System

ccs: ‘
Joseph B. Knotts, Jr., Esq. |
Debevoise & Liberman ' |
700 Shoreham Building

806 Fifteenth Street, N. W.

Washincton, D. C. 20005

Richard Q. Quigley, Esq.

Washington Public Power Supply System
3000 George Washington Way

P. 0. Box 968

Richland, Washington 99352

Nepom & Rose : |
Suite 101 Kellogg Building
1935 S. E. Washington
Milwaukie, Oregon 97222

Ms. Helen Vozenilek
7214 S. E. 28th Street
Portland, Oregon 97202

Ms. Susan M. Garrett .
7325 S. E. Steele Street
Portland, Oregon 94206

Nicholas Lewis, Chairman

Energy Facility Site Evaluation Council
820 East Fifth Avenue

Olympia, Washington 98504




