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ABSTRACT

This Handbook provides guidance for the development, conduct, evaluation,
and critique of security force tactical response exercises. Background
information pertinent to the development of the Handbook and the intent
of rulemaking that revises 10 CFR Part 73 to require tactical response
exercises is provided. Step-by-step instructions on exercise
development, conduct, evaluation, and critique are furnished to assist
licensees in meeting regulatory requirements. Needs and resource
requirements estimates are addressed in terms of personnel, staff-hours,
equipment, weapons, and ammunition. Appendices provide examples of all
documents required to plan, conduct, critique, and evaluate the
exercises.
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TACTICAL EXERCISE PLANNING HANDBOOK
EXECUTIVE SUMMARY

Revised portions of 10 CFR Part 73 require, among other things, that

U.S. Nuclear Regulatory Commission (NRC) non-reactor licensees possessing
formula quantities of strategic special nuclear material (SSNM) conduct
security force tactical response exercises to assure the adequacy of
security force capabilities. This Handbook, which incorporates guidance
from a similar U.S. Department of Energy (DOE) program, was developed to
provide assistance to licensees in developing, conducting, and evaluating
the exercises and to provide comprehensive guidance in the general
factors that should be taken into account when developing security system
performance exercises for security force tactical response teams.

To assure that the guidance for conducting tactical response exercises
had direct applicability to NRC licensee fuel facilities, visits were
made to three licensee sites: Nuclear Fuel Services, Erwin, United
Nuclear Corporation, Montville, and Babcock & Wilcox, Lynchburg. Based
on site-specific information obtained during these visits, the DOE
exercise methodology was modified to suit NRC requirements and licensee
needs.

Section 2 covers the scope and intent of the regulatory requirements for
security force tactical response exercises and discusses the revised
regulations that are pertinent to the guidance provided in the Handbook.
Clarification of regulatory intent in the form of answers to specific
questions is also found in Section 2.

This Handbook provides a step-by-step approach to developing site-
specific scenarios, exercise control plans, and evaluation guidance for
the NRC-mandated exercises. An annotated exercise control plan and
evaluation guidance section is provided in the text along with resource
requirements listings for the various types of exercises. The appendices
provide examples of all required exercise documents including an exercise
scenario and control plan, rules of conduct, a safety plan, an exercise
preparation checklist, exercise briefing lesson plans, an evaluator
checklist, a controller comment sheet, and a participant critique sheet.






1. INTRODUCTION

1.1 Background

The U.S. Nuclear Regulatory Commission (NRC) has amended 10 CFR 73.46 for
Category I fuel facilities to include, among other changes, requirements
which address:

e Establishment of security force Tactical Response Teams (TRTs)

® Increased tactical training

e Development of an overall performance testing plan by licensees
e Conduct of periodic security force tactical response exercises

e (Conduct of an NRC-observed security force tactical response
exercise.

The amendments were directed by the Commission following a joint
comparability review of safeguards programs at NRC and U.S. Department of
Energy (DOE) fuel facilities.

These changes require that affected licensees conduct security force
tactical response exercises, which are intended to provide the security
force the opportunity for practice in performing response procedures and
are not to be viewed in terms of a pass or fail rating. One exercise, to
be observed by the NRC on an annual basis, is also required at each site.
These exercises are designed to provide realistic training, and to
ascertain whether additional training or security system improvements are
required.

Periodic exercises should be of brief duration, include one exercise per

security force shift, and, during the course of a year, be conducted

during both day and night conditions. A number of these exercises will
involve force-on-force (FOF) scenarios. The NRC shall observe one FOF

exercise each year. The other periodic exercises may simulate adversary

?ction§ and are referred to as limited scope performance exercises
LSPEs).

1.2 Purpose and Scope

This Handbook provides uniform guidance and identifies essential criteria
for constructing scenarios for use by NRC licensees of Category I fuel
facilities in complying with the revised requirements of 10 CFR 73.46 for
security force training and system performance evaluation through
security force tactical response exercises. It also provides information
on resources, equipment, personnel training, and other needs and
requirements pertinent to the successful execution of these exercises.
Emphasis is placed on guidance to assure the safety of personnel and
continuity of plant operations during the exercises.



The Handbook is designed to assist licensees in developing and conducting
exercises required by the revised rule, establishing evaluation criteria
for assessing performance of security systems during the exercises, and
identifying tactical training needs for security program enhancements.

1.3 Limitations

The Handbook is intended to be a comprehensive guide. However, its use
should not restrict licensees in developing exercises, particularly with
respect to site-specific concerns and safety.

Site-specific scenarios and their supporting control plans and evaluation
criteria are dependent on accurate and current information on physical
security configurations (e.g., alarms, barriers), guard procedures, and
weaponry. The general guidance provided must be used in conjunction with
these and other site-specific concerns to develop effective exercises.

1.4 Methodology

To reasonably assure NRC/DOE comparability, while tailoring guidance to
specific licensee needs, this Handbook was developed in distinct stages.
First, DOE exercise preparation and conduct methodologies were reviewed
to obtain a general understanding of how exercises have evolved in that
environment. Second, visits were made to three NRC Category I fuel
facilities to understand the environment in which the NRC-mandated
exercises are to be conducted. Finally, the data were assimilated into a
format suitable for use by licensees.

To capitalize on DOE experience, personnel who were involved in the
original development of the DOE exercise program, and who have remained
active in it were selected for this project.

The first exercise scenarios and control plans written for DOE were
derived from U.S. Army Operational Readiness Training Tests (ORTTs) and
Army Training and Evaluation Programs (ARTEPs) which incorporated the use
of Multiple Integrated Laser Engagement Systems (MILES). Over the years,
these models have been modified and refined for use by civilian security
forces protecting nuclear security interests. Just as the military model
was modified for use by DOE, so it has been modified for NRC use. To
ensure that the models used were appropriate to NRC licensee needs, site
visits followed the sequence indicated below:

¢ An introductory session was held to define the purposes of the
project and answer licensee questions.

® Briefings and tours were conducted to obtain an understanding of
facility and security operations.

® Document reviews and interviews were conducted.

® Data were validated through discussions with facility personnel.



Following the site visits, the site-specific information was integrated
into the proposed model, and generic guidance and example documents were
developed.

1.5 Organization of the Handbook

Section 1 provides a general description of the purposes, background, and
methodology, and identifies considerations applicable to the guidance
material that follows. Section 2 addresses the scope and intent of the
regulatory requirements related to security force tactical response
exercises. Sections 3, 4, and 5 deal with general aspects of tactical
planning that should be addressed during scenario development; exercise
coordination, control, and evaluation; and the conduct and critique of .
exercises. Section 6 deals with personnel, equipment, training, and
other needs and requirements for conducting FOF exercises and LSPEs.
Appendices to the report include example documents that can be used by
licensees in developing plans for their

exercises.



2. SCOPE AND INTENT OF REGULATORY REQUIREMENTS
2.1 General

The NRC has amended its regulations for fuel facilities possessing
formula quantities of strategic special nuclear material (SSNM) regarding
physical protection and personnel performance. The changes were prompted
by a determination that physical protection measures should be enhanced
based on reviews of NRC physical security inspection reports, licensing
actions, the results of physical security Regulatory Effectiveness
Reviews (RERs), and the results of a recent study which compared the
NRC's security requirements for protecting SSNM with those of DOE's
recently upgraded security program. The findings from the most recent
joint NRC/DOE comparability review (1986) indicated that DOE has placed
increased emphasis on guard weaponry, training, and tactical response
exercises, among other considerations. This Section provides information
to assist licensees in understanding the requirements for enhancing
security system performance through tactical response exercises set forth
in Sections 73.2 and 73.46 of the amendments. The overall intent of the
requirements for tactical response exercises is to indicate whether
additional training or security system improvements are required and to
increase assurance that security force capabilities are effective and
comparable to those at DOE facilities. It is also the NRC's intent to
assure that these exercises are conducted in a safe manner, do not
interfere with maintaining normal security on-site, and do not endanger
personnel or interfere with plant operations.

2.2 Discussion

The following subsections discuss the purpose and scope of the
requirements of the rulemaking that apply to tactical response exercises
and the use of Tactical Response Teams (TRTs).

2.2.1 Definitions: Paragraph 73.2 (new) (Tactical Response Team)

TRT members designated for each shift may perform duties other than
response, provided that these duties do not interfere with the ability of
each member of the team to immediately respond to safeguards
contingencies. TRTs are armed with individually assigned, upgraded
weaponry [indicated in Paragraph 10 CFR 73.46(b¥(6)] and wear a
distinctively different item of uniform from the rest of the security
force. The requirement for a TRT replaces the more general requirement
for an armed response force. The term "armed response personnel," as
defined in 10 CFR 73.2, is replaced by the term "Tactical Response Team"
for fixed site non-reactor licensees possessing formula quantities of
SSNM.



2.2.2 Fixed Site Physical Protection Systems, Subsystems, Components,
and Procedures: Section 73.46

a. Paragraph 73.46(b)(3) (i) (Security Organization)

The revision of this paragraph requires that written procedures detailing
duties of the TRT be developed and retained, in conjunction with other
requirements for security procedures. Since new responsibilities and
duties must be assigned to these personnel, it is the intent of the
rulemaking to assure that detailed procedures are written to cover all
aspects of TRT operations, including organization, training, weaponry,
equipment, tactics, command and control, relationship of tactical
response duties to normal assigned duties, relationship to other site
security personnel, and any site-specific considerations.

b. Paragraph 73.46(b)(4) (Security Organization)

The revision of this paragraph references the requisite training,
equipment, and qualification requirements for members of the TRT,
referencing special requirements in Paragraphs 73.46(b) (6) and (b)(7).

c. Paragraphs 73.46(b)(6) and (7) (Security Organization)

Weaponry, and weapons training and qualification requirements are
specified for members of the TRT. TRT personnel shall be armed with 9mm
semiautomatic pistols and shotguns or individually assigned semiautomatic
rifles. The use of a larger caliber rifle (.30 caliber or 7.62mm)
carried by at least one member of the TRT provides additional
effectiveness against the design basis threat. The decision to require
semiautomatic pistols and larger caliber semiautomatic rifles is
supported by a number of police upgrades nationwide, in response to
recent encounters with adversaries using more sophisticated weapons.

d. Paragraph 73.46(b)(8) (Security Organization)

TRT members are required to successfully complete training in response
tactics, in addition to meeting other applicable training requirements of
10 CFR Part 73. Guidance on these training requirements is published
separately.

e. Paragraph 73.46(b)(9) (Security Organization)

Tactical response exercises are to be conducted to demonstrate the
ability of the security force to perform response and contingency plan
responsibilities and demonstrate individual skills in assigned team
duties. The exercises are intended to provide the security force the
opportunity for practice in performing response procedures and to
indicate whether additional training or security system improvements are
required.

During the first year of compliance, licensees are required to perform at
least one quarterly (at least once every three months) exercise per
security force shift. At least half of these quarterly exercises for
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each shift should involve FOF scenarios. The remaining exercises may be
LSPEs that emphasize response to threat scenarios. The exercises should
be of brief duration (two to three hours including preparation and
critique) and the scenarios for them should take into account site-
specific configurations, weapons, personnel, and necessary training
requirements. They should involve only on-site security personnel, be
constructed to exercise various segments of the licensee security system
over the period of a year, be performed under representative lighting
conditions throughout a 24 hour day, and emphasize the direction of
future training, as opposed to being viewed as a pass/fail exercise.
Beginning with the second year of compliance and thereafter, the
frequency of the exercises shall be one per shift every four months, one-
third of which are to be FOF.

One of the FOF exercises will be observed by NRC representatives during
each year. The NRC-observed exercises may involve off-site response
personnel (local law enforcement agencies [LLEA] and other supporting
agencies, as prescribed in physical security and safeguards contingency

plans). The exercise typically may be four to six hours in duration.

The purposes of the NRC-observed exercises are to determine whether
requirements for conducting the exercises are being met in accordance
with the regulations, and to provide the NRC an opportunity to evaluate
the effectiveness of NRC requirements and guidance related to the
tactical response exercise requirement. These observations will assist
the NRC in determining whether the requirements for training and
exercising security system performance need to be modified. This
determination will take place over time, as exercises are conducted, and
will not be related directly to a single facility. Exercise design,
conduct, control, evaluation, critique, and reporting is the sole
responsibility of the licensee. See Section 2.3.3.d for further
clarification of the relationship of this requirement to inspection and
enforcement concerns.

f. Paragraph 73.46(h)(3) (Contingency and Response Plans and
Procedures)

This section revises the requirement to have a minimum of five guards
available to fulfill assessment and response requirements, by indicating
that these guards must be members of the TRT, and be supported by
additional guards as necessary.

2.3 Rationale and Clarification

This section provides further clarification (in question and answer form)
of the intent of particular requirements found in the amendments to
10 CFR Part 73 addressed above.



2.3.1 Purpose and Scope: Section 73.1(a) (Threat Statement)

Question:

Answer:

2.3.2 Definitions:

Question:

Answer:

Is there any change in the threat statement and its
meaning, as published originally and as discussed in
Regulatory Guide 5.61, Section C?

Yes. 10 CFR 73.1(a)(2)(i)(E) adds consideration of
land vehicles used for transporting adversary
personnel and their hand-carried equipment to commit
a theft. Therefore, transport vehicles should be
included in some exercise scenarios. Other portions
of the threat statement have not been modified.

Section 73.2 (new) Tactical Response Team

Does the rule change the guidance provided in
Regulatory Guide 5.61, Section C [relative to

10 CFR 73.46(h)(3)] where it was indicated that
armed response personnel (now TRT members) may have
other duties?

No. However, these other duties must not interfere
with the ability of TRT members to provide immediate
response.

2.3.3 Fixed Site Physical Protection Systems, Subsystems,
Components,and Procedures: Section 73.46

a. Paragraph 73.46(b)(9)

Question:

Answer:

Does the rule revise the guidance provided in
Regulatory Guide 5.61, Section C [relative to 10 CFR
73.20(b) (3)], where it was stated that the testing
program does not imply the need for adversary type
testing? '

Yes. It is the intent of the revisions to the rule
that scenarios developed for the exercises include
individuals who play the role of adversaries.

b. Paragraph 73.46(b)(9)

Question:

Answer:

To what extent is MILES or similar equipment
required for the FOF exercises and who is
responsible for procuring and funding the use of the
equipment?

Laser enhanced weapons, such as MILES equipment, are
not required by regulation, but the guidance
recommends that a number of the periodic exercises
and the NRC-observed exercises be MILES enhanced and
employ FOF scenarios. It is generally assumed

9



throughout the guidance that MILES equipment will be
used to enhance realism since this equipment is the
most readily available, most widely used, and the
current state-of-the-art. However, other means to
make the tactical exercises more realistic, and
hence more effective, can be substituted for MILES
equipment. Licensees are responsible for funding
either the purchase or lease of whatever equipment
is used. '

c. Paragraph 73.46(b)(9)

Question:

Answer:

Will adversary role players actually scale, go
under, or breach barriers, and destroy some
equipment?

They may, within limits and at the discretion of the
licensees. If damage to property or physical
security equipment is done during an exercise,
maintenance and repair should be accomplished
immediately following the exercise and compensatory
measures should be taken during and immediately
following exercise play to assure that security is
not degraded.

d. Paragraph 73.46(b)(9)

Question:

Answer:

What is the relationship of the NRC-observed
exercises to the NRC's inspection and enforcement
responsibilities?

The purposes of the NRC-observed exercises are
discussed in Section 2.2.2.e. Other than
determining whether or not the exercises are being
accomplished in accordance with regulations, the
exercises are not part of the NRC's inspection and
enforcement program, and security force and/or
security system performance involved in the
exercises will not be subject to NRC enforcement
action. A1l other aspects of security performance
not directly related to a given exercise are subject
to enforcement. The fact that an exercise is being
conducted will not relieve the licensee of the
responsibility for citable conditions or of its
responsibility to report weaknesses that exist,
irrespective of whether they are discovered as part
of the licensee's activities to comply with exercise
requirements. However, elements of security system
performance revealed to be weak as a result of the
exercises, but which are in accordance with approved
security plan commitments, are not subject to NRC
citation.

10



2.3.4 General Concerns

a. Relatio
Prescribed

Question:

Answer:

nship of Exercise Requirements to Use of Force, as
in 10 CFR 73.46(h) (4)

Will the rule be accompanied by any changes in
procedures regarding the use of force?

Yes. A generic letter is being issued. Further
guidance may be published later in conjunction with
subsequent rulemaking.

b. Concern for Removal of SSNM through Material Access Area
Boundaries and Portals [10 CFR 73.45(e)]

Question:

Answer:

Does the rule revise the guidance published in
Regulatory Guide 5.61, Section C, where the major
concerns for removal of SSNM through Material Access
Area boundaries and portals were discussed?

No.

c. The Role of Local Law Enforcement Agencies

Question:

Answer:

d. Follow-

Question:

Answer:

Does the rulemaking alter 10 CFR 73.46(h)
requirements regarding the role of LLEA and are the
provisions for LLEA response changed?

No.
on evaluation directed by the Commission

Are there any particular concerns which will be
evaluated after the present physical security
upgrades have been in effect?

Yes. The Commission directed that action be
deferred on three items of comparability, pending
results of performance testing programs at licensed
facilities. It is believed that tactical training,
coupled with performance testing, will demonstrate
whether or not further action is appropriate for
these issues which involve differences between the
DOE and NRC approaches to (1) passive delay
mechanisms at vaults, (2) the ph1losophy of using an
in-house maintenance program and repair

capability, and (3) the need for multiple intrusion
detection sensor systems at the protected area
boundary.

11



3.  SCENARIO AND EXERCISE CONTROL PLAN DEVELOPMENT GUIDANCE
3.1 General

There are two general motivations for conducting tactical response
training. The first is to train and evaluate individual and team
tactical skills irrespective of the specific security environment. This
training, evaluation, and subsequent retraining do not require complex
scenarios or exercises. However, each situation presented must coincide
with the tactical duties assigned to security forces during a safeguards
contingency.

The second motivation for tactical response training is to train and
evaluate individual and team skills in their site-specific security
environments. Training and evaluation of this type require highly
specific and detailed scenarios to ensure that the exercises provide
training in site-specific tactical response skills at the individual and
team level. The guidance in this section is designed to assist licensees
in developing the necessary site-specific approaches to conducting
security force tactical response exercises.

Properly developed exercises should reveal strengths and weaknesses in
both physical security systems and the security force training program.
Licensees should use the exercises to reveal strengths that can be
exploited and weaknesses that need correction.

The use of laser enhanced weapons, such as MILES equipment, in FOF
exercises is recommended to achieve a high degree of realism for the
exercise participants. Use of MILES equipment is not required, however,
and other comparable alternative methods to enhance realism may be used.
For the purposes of this document, MILES equipment is used as an example,
and Chapter 6, "Needs and Requirements,"” provides information on the
types and quantities of equipment needed for MILES-enhanced exercises.
The use of MILES equipment is recommended because it is currently state-
of-the-art, the most readily available, and the most widely used weapons
fire simulation system for FOF tactical engagement exercises. The use of
other equipment now and in the future as new technologies emerge is an
acceptable alternative to provide exercise realism.

Both detailed scenarios and Exercise Control Plans should be developed if
an exercise is to accomplish its intended goals and assure safety and the
security of the plant. This section provides guidance on the preparation
of scenarios and Exercise Control Plans (see Appendix C for an example
Exercise Control Plan including attendant scenario). The guidance that
follows applies to all tactical response exercises required by the rule.
Because FOF exercises are more complex, they require the most detailed
planning and the guidance in Section 3 should be used to the maximum
extent for these exercises. LSPEs are not as complicated; therefore, the
planning and control documents developed for these exercises may be
scaled down by licensees as long as exercise control, safety, and site
security are not adversely affected.
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3.1.1 Vulnerability Analysis

The first major step in planning a tactical response exercise is to
analyze site vulnerabilities. This step should include an analysis of
specific targets and a review of the site's total protective system. The
product of a site vulnerability analysis is a complete site target list
in order of priority based on attractiveness to the adversary and the
difficulties that must be overcome to defeat the protection measures for
each target.

A vulnerability analysis conducted prior to exercise planning ensures
that the exercise scenarios are based on plausible safeguards
contingencies. A wide range of potential scenarios should be considered,
but emphasis should be placed on the most plausible scenarios.

Before planning to defeat a threat, an understanding of the threat itself
is required. NRC threat guidance defines the design basis threat and its
general parameters. Other sources, which discuss the potential
characteristics of threats against NRC licensed facilities are identified
in the References (Appendix A). This literature should be consulted to
understand adversary characteristics so the exercises can accurately
portray realistic behavior. These sources provide descriptions of the
characteristics of general types or classes of potential adversaries,
which should be considered during exercise planning, as applicable to a
particular site and its immediate environment. Sites have differing
target potentials for various facilities/targets. Similarly, the design
basis threat applicable to an entire site may not apply to every
potential target area within that site. An armed assault may be the most
1ikely adversary act at some locations, while at other sites covert theft
attempts are the most plausible threat. Regardless, each site's most
plausible threats should form the basis for initial exercise planning.

The next step in the vulnerability analysis is a specific target
analysis. This is accomplished through an overall review of site
missions and functions. Consideration should be given to what is used,
produced, or stored at the site that would be a likely theft or diversion
target and where these materials or matter are located.

Effectively answering target analysis questions creates a list of the
site's most plausible targets. The next step is to rank these potential
targets according to their attractiveness based on both their usefulness
to an adversary and vulnerability to adversary action. Usefulness may
include form, configuration, and suitability for conversion into a
nuclear device. Ranking requires a thorough review of the entire
physical protection system to determine the vulnerability of attractive
targets to adversary actions.

This review should take the following factors into account:

Geography of the site

® Natural barriers
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Non-security-related barriers

® Security-related barriers

® Entrance and egress controls

® Interior and exterior intrusion detection systems
®

Central and Secondary Alarm Stations

Assessment systems [e.g., closed circuit television (CCTV) and
guard towers{

® Security force deployment.

A comprehensive list of site targets should be arranged by priority of
the attractiveness of each target to potential adversaries. It should be
derived from the results of the specific target analysis and a total
security system review. Licensee Physical Security and Safeguards
Contingency Plans should be consulted for data useful in conducting the
vulnerability assessment. The selection of a particular target by an
adversary should be based on both the target desirability and the
difficulties that must be overcome in achieving theft.

3.1.2 Response and Denial/Containment Planning

Exercises are designed to test specific aspects of licensee Physical
Security and Safeguards Contingency Plans aimed at defeating adversary
attempts against identified targets. It is recommended that response
plans exist as specific plans or as part of licensee implementing
procedures to address all targets identified in the vulnerability
analysis phase. These plans or procedures can then be used to develop
scenarios and exercise control plans to test the effectiveness of
response planning. If detailed response plans or procedures do not
exist, it is suggested that they be developed before conducting site-
specific exercises. This section deals with methods for developing
response plans.

Response and containment/denial plans should be written for security
force response to plausible adversary actions. A separate plan or
procedure should be developed for each target identified during the
vulnerability analysis. Each target should be analyzed to determine
potential denial of access to or containment of an adversary, in the
event that denial fails. Questions to be considered include:

® What essential positions adjacent to the target must be occupied
so an adversary can be denied physical access, or so an
adversary can be contained and all routes of entry or egress
covered by effective observation and weapons fire?

® What essential positions, away from the target, must be occupied
to provide a second echelon of denial or containment?
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® What routes of egress beyond the facility's protected area
boundaries must be covered to minimize an adversary's
opportunity to escape, should primary and secondary levels of
containment be breached?

After these questions have been answered for a given target, each denial
and containment position should be plotted on a site map. Primary and
alternate approach routes to each position should also be selected and
displayed on the map. The map should then be included in the response
plan or procedures. :

Each response plan should also address security force deployment. A
complete plan will contain detailed instructions specifying where, when,
in what order, and for what particular mission(s) specific security
elements are to be employed. Although these decisions will be determined
to a limited extent by the physical layout and security system at a site,
they are generally influenced by a few basic characteristics.

First, upon receipt of an alarm or other indication of an intrusion,
human or electronic assessment should be immediate and ongoing. Security
forces should be repositioned to deny access to the target and to contain
the adversary. This assures maximum safety of response personnel, while
controlling the target area through denial and containment actions.

Second, regardless of the order in which they are employed, provisions
should be made for separation of response elements (persons, teams,
vehicles) and for mutual support between elements. Whether the response
elements are moving to a denial or a containment position, it is
desirable that a minimum of two security elements be employed. The
response elements should be separated sufficiently to reduce
vulnerability to adversary fire, yet close enough to provide mutual
support. The same principle of mutual support applies to security
elements occupying containment positions. They should be positioned so
an adversary cannot escape by eliminating just one member or element of
the security force.

Next, security force deployment must anticipate and provide for the use
of diversionary tactics by adversaries. Where multiple targets exist,
the adversary force can be expected to use diversionary tactics at one
target to cover activity at the primary objective. Consequently,
response plans for any target should provide for surveillance of other
potential targets on site.

Finally, no matter how detailed plans are or how completely they are
rehearsed, there always will be some requirements for redirection during
an engagement. Such redirection can be enormously simplified and
communications security can be considerably enhanced if response plans
provide for a classified checkpoint and/or grid system. Checkpoint and
grid systems are references superimposed upon site maps that are
distributed to security forces. These references are handled,
controlled, and changed in the same manner as any other secure code.
They permit rapid and secure redirection of responding elements to
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alternate positions in the 1ikely event that the adversary force is
monitoring security force radio communications.

In summary, separate response plans should be developed for each target
that is included on the site target list. Each plan should include:

® Target description

® Denial and containment position locations

® Response routes

Security force deployment instructions
Provisions for diversionary actions on the part of adversaries

Checkpoint and/or grid system.

3.1.3 Reinforcement Planning

Plans should provide for introduction of additional forces into the
tactical area and their integration into the response and overall
security effort. Introduction of reinforcements into any confrontation
poses certain difficulties. Although their capabilities must be brought
to bear quickly, integration must not create undue risk to friendly
security forces. Reinforcement can be accomplished efficiently and
safely only where prior planning clearly identifies authority, allocation
of missions, zones of responsibility, tactical radio frequencies,
reporting points, and similar factors.

3.1.3.1 Use of Reinforcements. A1l on-duty security forces not engaged
in the immediate confrontation can be regarded as reinforcements.
However, such forces have other security functions and must also serve as
a general reserve for the entire site. If these forces are ordered into
action, other areas may be stripped of protection and vulnerable to
adversary actions. Given the potential for diversionary action, it is
important that only the senior security force representative responsible
for response operations be granted authority to modify normal deployment
of security forces or commit security reserves during an emergency. At
no time should response actions be permitted to degrade overall on-site
security.

Preplanning to introduce and integrate off-duty and off-site security
reinforcements into a prolonged tactical situation is an important
consideration. The number of guards available for reinforcement should
be based on commitments made in the Physical Security and Safeguards
Contingency Plans. The general responsibilities that reinforcements will
assume as they enter the situation should be determined before a crisis
occurs. It is not essential to preplan where the reserve forces will be
committed since their specific placement will depend upon the developing
situation. The senior security force representative in charge should
have time to ascertain the location and nature of the problem before

16



reinforcements arrive, then assign them when and where they are needed as
they become available. However, responding off-site forces should not be
introduced piecemeal into situations involving hostile fire from
organized adversary forces. The rules of mutual support apply here, as
they do for other on-site response elements.

3.1.3.2 Use of Tactical Response Team Personnel. Regulations require
that normal duties of TRT personnel not interfere with their
responsibility to fulfill TRT functions. TRT personnel should be trained
to perform TRT functions in addition to regular duties as security
personnel. TRT personnel execute their normal duties until they are
called upon to perform TRT missions. Duties not related to TRT functions
should not interfere with the ability of TRT members to provide immediate
response. TRTs should not be held in reserve for special missions and
excluded from initial actions. They are expected to be the best trained,
armed, and equipped security personnel and are to be dedicated to the
immediate, time-critical response actions necessary to thwart adversary
attacks.

3.1.3.3 Outside Assistance. Outside agencies that are able to provide
assistance in safeguards contingencies may constitute an integral part of
the site's overall security capability. Based on pre-existing
agreements, LLEA may provide this function. Outside assistance from
other sources, such as the Federal Bureau of Investigation, adjacent
nuclear site security forces, or state police may be pre-arranged. Types
of outside assistance available may include Special Weapons and Tactics
(SWAT) teams, air support, explosive ordnance disposal (EOD), and canine
support. The nature of this support varies from site to site.

Integration of outside support into site tactical operations requires
site familiarization, planning, and training. Effective planning before
a crisis provides greater assurance that actual response will be
effective during a safeguards contingency. Managers and supervisors of
organizations providing outside assistance may take part in tactical
planning. Specific agreements should be formalized concerning the type,
scope, and time span of the expected support, jurisdiction, lines of
authority, and other operational factors. No time exists to resolve
these issues during a crisis. If they participate, those off-site
personnel providing assistance should be familiar with the facility, site
operational procedures, and site security responsibilities. Where
possible, they may participate periodically in security force and
security management exercises, and be provided applicable security
planning documents.

3.2 Specific Guidance

Upon completion of the site vulnerability analysis and all response and
reinforcement planning, the stage is set for the development of scenarios
and exercise control plans designed to test the effectiveness of security
forces and the overall security system. '
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This section details the elements of a typical Exercise Control Plan,
including the scenario. It parallels and expands on the example Exercise
Control Plan provided in Appendix C. An Exercise Coordinator designing
an initial exercise may find the examples overly complex. However, it is
usually best to start with fully developed exercise control plans and
scale them back after on-site experience has been gained. Exercise
control plans and scenarios may then be abbreviated, provided that no
essential elements are omitted, particularly for LSPEs.

3.2.1 Exercise Purpose

This is the introductory section of an Exercise Control Plan. It should
cover the essential questions (who, what, when, where, and why) of the
exercise. Essential objectives of the exercise must be clear if the
exercise is to attain its intended purposes.

3.2.2 Exercise Concept

This section describes the type of exercise and how, in general, it is to
be conducted and controlled. It should clearly detail the simulation
concepts, actual security requirements (such as the makeup and location
of all members of the security shadow force), control measures, and other
essential descriptive information concerning the exercise.

3.2.3 Scenario

This section is divided into two major subsections: adversary
description and adversary actions.

3.2.3.1 Adversary Description. This subsection describes the adversary
in terms of numbers, attributes, motivations, weapons, equipment,
intelligence sources, and similar factors. Detailed descriptions are
essential to ensure that actions are planned to realistically portray the
adversarial group involved.

3.2.3.2 Adversary Actions. This subsection of the Exercise Control Plan
is the heart of the scenario. It should include a complete description
of all planned adversary actions including:

® Approach to the site

Entry path and method
® Target

Dealing with alarms, barriers, towers, and patrols
Use of adversary security teams

Use of diversionary actions

Alternate plans
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® Exit path from the site

® Departure plans.

A1l scenarios should involve a plausible target and a set of actions for the
postulated adversary force. It is not necessary that all adversary actions
actually be carried out, as simulation can be used effectively. However,
the scenarios must be complete and detailed. It is not sufficient to simply
say that a specific number of adversaries were observed crossing a fence.
Other factors must be addressed including why they are crossing the fence,
where they are going, whether their route leads to a logical target area,
and how they plan to escape.

3.2.4 Systems To Be Exercised

This section of the Exercise Control Plan should 1list all subsystems that
are involved in protecting the exercise target. It should list the
appropriate barriers, sensors, lighting, CCTV, central and secondary alarm
stations, towers, entry and exit control points (EECPs), vaults, material
access areas (MAAs), and personnel involved. This information is necessary
for a complete evaluation so all strengths and weaknesses can be identified.
Evaluator checklists (Appendix H) provide for evaluation of both the
security force and security system performance.

3.2.5 Exercise Control

This section of an Exercise Control Plan provides the details of how the
exercise is to be controlled while assuring that realism is attained. It
should not allow exercise constraints or artificialities to affect the
outcome. The following five subsections should be included.

3.2.5.1 Engagement Simulation Instructions for Participants, Vehicles, and
Equipment. This subsection describes in detail all buildings, doors,
fences, alarms, vehicles, personnel, weapons, and other aspects of the
exercise that will be subject to simulation. It should be sufficiently
clear so participants fully understand the rules of the exercise in order
that simulations do not affect the exercise outcome.

3.2.5.2 MILES-Specific Instructions. This subsection addresses all issues
involving MILES gear, if it is used. Information should include types of
MILES-equipped weapons to be used, any structures or vehicles to be MILES-
equipped, equipment settings, and any restrictions regarding the use of
MILES equipment. This section is necessary to ensure that if MILES
equipment is employed, it will be used to best advantage.

3.2.5.3 Off-Limits Areas. Off-limits areas and the boundaries of the
exercise play area should be identified in complete detail in this
subsection.

3.2.5.4 Controller and Evaluator Assignments, Equipment, and
Responsibilities. This subsection contains detailed duties, respon-
sibilities, and locations of everyone involved in controlling,

evaluating, or observing the exercise, including the Exercise Coordinator,
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controllers, evaluators, and observers. A separate subsection may be used
to deal with instructions for visitors and observers.

3.2.5.5 Coordinating Instructions. This subsection provides general
instructions common to all exercise participants, controllers, and
evaluators. It should include discussion of holding areas,
communications, evaluation procedures, exercise initiation and
termination, uniforms and equipment, sequence of events, and any other
special instructions. Key concerns are as follow:

® Evaluation - Coordinating instructions for evaluation and
critique should be indicated.

Holding Areas - If holding areas are used for response
personnel, shadow forces, or LLEA, they should be discussed.
Holding areas should be centrally located and in an area that
does not interfere with exercise play. Holding areas for shadow
forces must be out of the exercise play area, but located so
that actual response is facilitated, if required.

Uniform and Equipment - Clothing and equipment required by
security forces, adversaries, controllers, evaluators, and
observers should be specified. Items generally provided include
special identifiers such as headgear, vests or arm bands, and
exercise radios and controller guns, if MILES equipment is used.

Communications - Radio frequencies and/or channels for use by
all participants should be specified.

Exercise Initiation - This subsection indicates when, under what
circumstances, and by whom the exercise will be initiated.

Exercise Termination - When, under what circumstances, and by
whom the exercise will be terminated should be discussed.
Provisions for emergency termination should be clearly stated.

Sequence of Events - This subsection should describe the
chronological listing of all events that are programmed,
including exercise initiation, planned activities, preprogrammed
message input, termination, and critique.

Messages - This subsection includes a discussion of all
preplanned messages that are to be used to simulate actual
alarms, sightings, or other exercise events. All such messages
shall be preceded by the phrase "THIS IS A DRILL."

3.2.6 Safety

This section of the Exercise Control Plan addresses general safety
concerns. It refers to the Safety Plan that is part of the overall
exercise package, as well as general facility safety procedures. It
should make specific reference to any fire and medical support required
for the exercise. The Safety Plan developed for the exercise contains
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detailed instructions that address the safety concerns identified in
Section 3.4.

3.2.7 Approval Signatures

A1l exercise plans should be reviewed and approved by security, safety,
and operations management. The person who has approval authority should
be determined by facility management. A typical approval chain would
include:

® The Exercise Coordinator

® The Security Manager

® The facility Safety Manager
o

A facility management representative.

3.3 Additional Documents Required

In addition to the basic Exercise Control Plan, other documents are
required to assure adequate exercise planning. Examples of each are
included as appendices to this document. They include:

® Rules of Conduct - These govern and limit the actions of
participants in the exercise to minimize interference with
facility operations and allow for meaningful exercise
evaluation. Specific actions to accomplish this are detailed in
Rules of Conduct developed specifically for each exercise (see
Appendix D).

Safety Plan - This document prescribes measures to be taken to
assure safe conduct of exercises. The plan addresses safety for
weapons, personnel, and vehicles, and responsibilities for
safety (see Sections 3.2.6 and 3.4, and Appendix E).

Exercise Preparation Checklist - This is an aid for the Exercise
Coordinator in assuring that all necessary preparatory measures
are taken prior to the exercise (see Appendix F).

3.4 Planning for Safety and Site Security During Exercises

Safety of personnel and operational equipment, as well as maintenance of
security during the exercises, should be given utmost consideration in
planning for tactical response exercises. The Exercise Control Plan
(Appendix C), FOF Rules of Conduct (Appendix D), and Safety Plan
(Appendix E) should all address these issues.

Specifically, the following precautions should be taken to assure safety
and security needs are not compromised during tactical response
exercises:
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® The Exercise Coordinator should be designated as the exercise
safety officer and be assigned direct responsibility for
development of a Safety Plan and the safe conduct of exercises.
Controllers and evaluators are assistant safety officers who,
along with the Exercise Coordinator, have authority to hold or
terminate an exercise in the interest of safety. All active
exercise participants and other on-duty security personnel
should be thoroughly briefed on their individual safety
responsibilities.

During FOF exercises in which MILES equipment is used,
absolutely no live weapons or ammunition should be permitted
within the exercise area except when the weapons are secured so
as to be inaccessible to participants. Blank adapters for
rifles and live round excluder barrels for shotguns should be
installed on any weapons which are MILES-equipped. Multiple
safety checks of all MILES weapons are essential prior to
commencement of an exercise.

A shadow force is normally employed as a compensatory measure
during FOF exercises to provide response capability for an
actual contingency. Shadow forces will generally not be
necessary for non-FOF exercises. This force should be under
direct supervision of controllers at all times. Release of the
shadow force to respond to alarm conditions or emergencies
should be coordinated between the security force shift
supervisor and the Exercise Coordinator. The exercise must be
interrupted or terminated whenever the shadow force is released
to respond to an alarm. The controllers for the shadow force
should be licensee security personnel whose authority is
recognized and accepted. In some cases, fixed security posts,
such as guard towers, are manned by security officers who are
both exercise participants and shadow force personnel. In such
situations, a controller must be assigned to each post at which
1ive weapons and ammunition are present.

when an FOF exercise involves only part of a facility, a buffer
sone should be created to separate exercise areas from other
portions of the site in which on-duty security forces are
assigned. Exercise areas should be clearly demarcated by tape,
cordons, or other means so that exercise participants and on-
duty security force personnel are not inadvertently commingled.
Exercise participants should respond to alarms within the
exercise area only, and the on-duty armed security force should
respond to all alarms outside the exercise area.

For non-FOF exercises, during which live weapons and ammunition
are carried, special instruction on weapons safety should be
given to all on-duty security force personnel. The following
safety precautions should be observed: (1) handguns should
never be unholstered, (2) magazines should not he inserted into
rifles, (3) a round should not be chambered in a shotgun, and
(4) no weapon should ever be pointed at anyone. After the
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exercise is terminated, a security force officer should inspect
each rifle and shotgun to ensure that a round was not
inadvertently chambered.

Exercise radio traffic should begin and end with the words "THIS
IS A DRILL" to assure that all security personnel can
differentiate exercise play from actual security response
information. This procedure applies to Central and Secondary
Alarm Station traffic as well as simulated alarm or assessment
information transmitted by controllers.

Exercise participants should be in good physical condition and
have received medical examinations required by 10 CFR Part 73.
Significant physical and emotional stress is encountered during
exercises, particularly FOFs. It is recommended that first aid
treatment be immediately available, as well as an ambulance,
which should be on site. The nearest fire department should
also be advised of the exercise.

Plant operations personnel should be informed by public address
announcement or other suitable means that an exercise is to be
conducted in a specific area.

Participants who are designated as off-site responders should be
staged in a holding area and released to participate only at the
direction of a controller. Observers should be confined to
specific locations and not be allowed to enter and remain in the
exercise area without an escort. All controllers and evaluators
should be clearly designated through the use of armbands or
other readily observable measures. In addition, security force
personnel and exercise participants should meet and be able to
personally recognize evaluators and controllers prior to
commencing the exercise.
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4. EVALUATION DEVELOPMENT GUIDANCE

Benefits derived from any exercise are largely determined by the quality
and thoroughness of the evaluation that is conducted. The preferred
evaluation method uses a systematic approach emphasizing the general
goals and objectives for a successful security system. The intent of
this evaluation is to determine overall strengths and weaknesses. .
Evaluation should not focus on participants as individuals, but rather
as elements of the security system.

The finding that a security force member failed to accomplish a required
function (e.g., locking a gate or responding to the proper Yocation)
which allowed adversaries to escape is of little analytical value. The
logical conclusion might be that a particular individual needs counseling
or additional training, or may be the wrong individual to perform that
task. This conclusion would not accurately reflect the posture of the
overall security system. A more constructive finding would be that the
security force did not accomplish functions required to thwart an
adversary. This could then be explored to determine the root problem.
Were plans sufficiently detailed to specify all required functions? If
not, plans should be revised. If so, why were plans not followed?

This evaluation philosophy breaks down security system requirements into
the following general categories:

® coordination, command, and control

® Planning

® Communications

® Individual tactics

Team tactics

Application of force

Intelligence

Security force discipline

Response and containment/denial
Physical security systems and geography

® Other considerations

® ogverall evaluation.

See Appendix H for samples of blank and completed evaluator checklists
that address each of these categories. Objectives and standards in the
following sections can be used to accomplish necessary evaluation using
the evaluator checklists.
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4.1 Coordination, Command, and Control

Objective:

Standard:

4.2 Planning
Objective:

Standard:

4.3 Communications

Clear, effective, and in-depth control, coordination,
and utilization of security forces and other security
assets assist in mission accomplishment.

Did coordination, command, and control contribute to or
detract from the resolution of the contingency?

Predetermined plans and procedures provide for
accomplishment of the security mission for any
contingency that could reasonably be anticipated. They
provide for the expeditious and orderly development of
ad hoc plans to address unanticipated situations and
enable security forces to act and react in a timely,
effective, and successful manner.

Did planning contribute to or detract from the
resolution of the safeguards contingency?

Objective:

Standard:

Capabilities exist to rapidly, accurately, and clearly
exchange essential information between security force
members, the TRT, and appropriate command and control
personnel. Emphasis includes assurance that
communications can be accomplished without compromising
information relating to friendly forces or allowing
adversaries to successfully inject spurious
information.

Did communications contribute to or detract from the
resolution of the safeguards contingency?

4.4 Individual Tactics

Objective:

Standard:

Capabilities exist to move, occupy positions, observe,
and deliver fire in a manner that is effective in
neutralizing the effect of adversary observation,
movement, and fire.

Did individual tactics contribute to or detract from
resolution of the safeguards contingency?
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4.5 Team Tactics

Objective:

Standard:

4.6 Application of

Capability is provided to move and deliver fire in a
coordinated team effort that provides for mutual
support; minimizes exposure to adversary observation,
detection, or fire; and brings the maximum available
force to bear on the adversary at the optimum time and
place for mission accomplishment.

Did team tactics contribute to or detract from
resolution of the safeguards contingency?

Force

Objective:

Standard:

4,7 Intelligence

Objective:

Standard:

4.8 Security Force

Minimum force required is applied in a timely manner
sufficient to deny adversaries access to vital areas,
vaults, and MAAs; to prevent their escape with target
material; or to neutralize an unacceptable penetration.
Danger to security forces, non-hostile personnel, and
adversaries is minimized consistent with requirements
for containment, denial of access, prevention of escape,
and threat neutralization. The unlawful taking of human
1ife is prevented in all cases. Unnecessary escalation
resulting from excessive force is avoided.

Did the application of force contribute to or detract
from response to the safeguards contingency and was it
applied in accordance with applicable law?

Maximum use is made of all appropriate resources to
gather needed information concerning the adversary and
the environment, and to communicate pertinent
information to the appropriate command element.

Did intelligence gathering and dissemination contribute
to or detract from resolution of the safeguards
contingency?

Discipline

Objective:

Security force personnel are mentally prepared and
conditioned for professional conduct and timely
obedience to orders under both routine and crisis
situations. While a level of discipline is necessary to
ensure proper professional conduct under routine
conditions, individual and organizational discipline is
strong enough to allow the individuals and the
organization to continue functioning properly under
extreme stress and crisis conditions.
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Standard:

Did security force discipline contribute to or detract
from resolution of the safeguards contingency?

4.9 Response and Denial or Containment

4.10

Objective:

Standard:

Security forces can respond in a timely manner in
appropriate numbers to contain or deny access to
intruders and to preclude the adversary's escape and the
removal of SSNM.

Did response and denial or containment contribute to or
detract from resolution of the safeguards contingency?

Physical Security Systems and Geography

Objective:

Standard:

Physical security systems and tactical capabilities of
the security force effectively merge. These elements
provide for detection of penetration, accurate
situational assessment, and sufficient adversarial delay
to allow effective security force response. The
security force is provided with vehicles, adequate
routes throughout the site and its facilities,
communications equipment, and weapons that will
facilitate an appropriate response.

Does the physical plant security equipment contribute to
provide a credible opportunity for the security force to
accomplish its mission?

4.11 OQther Considerations

4.12

Objective:

Standard:

None specified. This general category serves to
evaluate factors that do not fit in other categories.

Did factors other than those described above have a
significant impact on the achievement of the overall
security objective? If so, what were they and what was
their impact?

Overall Evaluation

Objective:

Standard:

The security system is capable of protecting against
theft or diversion of SSNM.

Did the exercise demonstrate that overall security
performance was strong and effective, adequate, or in
need of improvement? If improvement is needed, did the
exercise indicate exactly what actions would remedy the
situation?
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5. EXERCISE CONDUCT AND CRITIQUE GUIDANCE
5.1 Conduct

The majority of the work that goes into a successful exercise is
accomplished before the exercise is initiated. After all plans and
arrangements have been made and all documents have been prepared, the
Exercise Coordinator must accomplish the appropriate actions indicated in
the following sections. The guidance that follows applies to all
tactical response exercises required by the rule. Since the NRC-observed
and FOF exercises are more complex, they require more formal control and
critique; and the guidance that follows should be used to the maximum
extent. LSPEs are not as complicated, therefore, the exercise conduct
and critique guidance for these exercises may be scaled down, as long as
exercise control, safety, site security, and effective evaluation are not
adversely affected.

5.1.1 Adversary Briefing

Prior to the exercise, adversary participants should receive an exercise
briefing. This briefing will normally be presented by the Exercise
Coordinator. It should consist of appropriate sections from the Exercise
Control Plan, the Rules of Conduct, and the Exercise Safety Plan. The
only portions of the Exercise Control Plan that should not be briefed to
the adversaries are those that apply to specific security force plans and
procedures to which an adversary would not normally have access. A
sample Exercise Control Plan, Rules of Conduct, and Safety Plan are
provided in Appendices C through E. A sample adversary briefing lesson
plan is found in Attachment 1 to Appendix G.

5.1.2 Security Force Briefing

Prior to the exercise, security force participants should receive an
exercise briefing. An example is found in Attachment 2 to Appendix G.
This briefing will normally be presented by the Exercise Coordinator. It
should consist of all appropriate sections of the Exercise Control Plan,
the Rules of Conduct, and the Safety Plan. The only portions of the
Exercise Control Plan that should not be briefed to security force
participants are those that apply to specific adversary plans and
activities. Depending on facility requirements, it may be desirable to
h?ve the facility safety manager present the briefing for the Safety
Plan.

5.1.3 Controller Briefing

Prior to the exercise, all controllers must be briefed on exercise
control, rules of conduct, safety, and on their general and specific
duties (see Attachment 3 to Appendix G). The contents of the Exercise
Control Plan, Rules of Conduct, and Safety Plan should be discussed in
this briefing.
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5.1.4 Evaluator Briefing

Evaluators should get essentially the same briefing as controllers, plus
a detailed briefing on evaluation procedures and responsibilities (see
Attachment 4 to Appendix G). It is generally a good practice to provide
evaluators with evaluator checklists and go over sample completed
evaluations (see Appendix H) with them at this briefing.

For purposes of clarity, the four sample lesson plans for each briefing
are presented separately in appendices to this Handbook. However, it is
usually possible to save significant preparation time by combining
briefings. Adversaries, security forces, controllers, and evaluators can
all be jointly briefed on the Rules of Conduct and Safety Plan.
Evaluators and controllers can be jointly briefed on the Exercise Control
Plan. However, adversaries and security force participants should
receive separate briefings on the Exercise Control Plan, and evaluators
should be briefed separately on evaluation responsibilities.

5.1.5 Positioning of Forces
After all briefings have been accomplished, forces must be positioned
within the exercise area. This includes the following actions:

[ J

The exercise area must be cleared of all security personnel
actually armed with live weapons.

Adversaries must be moved to their exercise start positions
(normally outside of the facility boundary).

Security force participants must be moved to their normal duty
positions.

Off-site LLEA responders, if participating, should be positioned
in holding areas outside of the protected area.

Shadow force personnel (who provide actual security during the
exercise) should be positioned where their response will be most
effective.

Each of the above groups should be accompanied by a minimum of one
controller who is in radio contact with the Exercise Coordinator. Prior
to exercise initiation, all controllers must notify the Exercise
Coordinator and report that all forces are in position, all safety checks
have been completed, and that the forces they have accompanied. are ready
to begin the exercise.

5.1.6 Exercise Initiation

The Exercise Coordinator announces the opening of the exercise window (or
the beginning of exercise activities) once all participants are reported
as ready. This announcement should be made over the exercise control
radio net and repeated over the security force and adversary radio nets.
Exercise initiation announcements should be acknowledged by all parties.
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5.1.7 Exercise Progression

The Exercise Coordinator monitors the overall exercise and should not be
encumbered with specific exercise control functions. Specific exercise
control functions should be accomplished by exercise controllers. The
Exercise Coordinator should be free to monitor the exercise progr<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>