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SECTION B - SUPPLIES OR SERVICES/PRICES

B.1 BRIEF PROJECT TITLE AND WORK DESCRIPTION

(a) The title of this project is: NRC Continuous Diagnostics and Mitigation (CDM) - Integration 

(b) Summary work description: The primary objective of this BPA Call Order is for continuation 
of Continuous Diagnostics and Mitigation (CDM) –Integration (Phase 1) services.

B.2 CONSIDERATION AND OBLIGATION – FIRM FIXED PRICE (FFP) Level of Effort (LOE) 

(a) The total amount of the FFP-LOE order is $389,273.63.
(b) The currently obligated amount of  will cover the  and 

4 months of performance through 09/21/2017.
(c) This is a partially-funded order and 52.232-19 “Availability of Funds for the Next Fiscal Year” 

applies.
(d) Accounting Info: 

B.3 PRICE SCHEDULE: This FFP LOE represents an equivalent of 272 hours per month of 
effort from the BPA labor category of Data and System Security Analyst / Specialist III and 25 
hours per month from the BPA labor category of Data Integration Manager. 

ITEM NO. DESCRIPTION QUANTITY UNIT
UNIT 
PRICE AMOUNT

0001

Contractor Performance of Task 
Order Requirements. Authorized 
Labor Categories Include: (a) 
Data and System Security 
Analyst/Specialist III and (b) Data 
Integration Manager 12 MO

0002

2% ACT Fee
GSA Acquisition, Contracting, 
and Technical Fee 1 LT       

         Total  $389,273.63
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SECTION C - Description/Statement of Work 

C.1 Project Title

Continuation of Continuous Diagnostics and Mitigation (CDM) –Integration (Phase 1) services 
for the U.S. Nuclear Regulatory commission. 

C.2 Background

The cybersecurity landscape in which Federal agencies operate is constantly changing and 
dynamic.  Threats to the nation's information security continue to evolve, and Government 
leaders have recognized the need for a modified approach in protecting our cyber infrastructure 
Federal agencies, including the NRC, are not yet equipped to keep pace with the level of attack 
sophistication and frequency associated with our internet presence.   

To address this challenge, the U.S. Office of Personnel Management (OPM), U.S. Department 
of Homeland Security (DHS) and the Federal Chief Information Officer (CIO) Council identified 
14 “Cross Agency Priority Goals” which mandated that departments and agencies develop 
Information System Continuous Monitoring (ISCM) capability.  

In 2013, the U.S. General Services Administration (GSA), in partnership with DHS, established 
a government-wide strategy and acquisition vehicle and the NRC CIO and the DHS Deputy 
Under Secretary for Cybersecurity and Communications formally signed a Memorandum of 
Understanding with the NRC to participate in the Continuous Diagnostics and Mitigation (CDM) 
Program. 

The CDM tools and sensors will enable continuous monitoring and diagnostics in support of 
mitigation activities designed to strengthen the security posture of the NRC. Specifically, the 
tools and sensors will benefit the CDM Program by doing the following:

1. Simplify the security authorization process through the automated 
security configuration and vulnerability management capability. 

2. Continuously monitor and report system security status to agency 
information security personnel via the CDM Dashboard. 

3. Provide specific details to help prioritize remediation efforts.

4. Allow agency system owners, risk managers, authorizing officials, and 
other stakeholders to make better risk-management decisions.

5. Report the security posture of NRC information technology (IT) assets to 
the future Federal Dashboard, reducing manual and duplicative reporting both internally to 
senior agency management and to external federal cybersecurity stakeholders (i.e., DHS, 
Office of Management and Budget (OMB), Congress and the General Accountability Office 
(GAO)).

6. The CDM Program is being instituted in three phases: 

- Phase 1 will address and deliver automated information systems hardware and software 
asset management, application security whitelisting, security configuration and 
vulnerability management.  

- Phase 2 will address and deliver privilege access management.
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- Phase 3 will address and deliver boundary protection, security event response, lifecycle, 
event, and risk and security quality management.  

This new approach moves away from historical compliance reporting and will establish 
actionable capability to combating threats to the agencies information systems on a near real-
time basis.  For example, Phase 1 will continually scan the NRC infrastructure every 72 hours 
and update agency Senior Executives, IT System Owners, the Information System Security 
Officers, the Chief Information Security Officer, the CIO, security staff and stakeholders on the 
agency’s current protection posture through an interactive dashboard as part of the solution 
set. 

DHS initially competed Phase 1 requirements for “Group E federal agencies” (which includes 
the NRC) among its CDM GSA Federal Supply Schedule Blanket Purchase Agreement (BPA) 
awardees.  As the result of that competition, DHS awarded Contract No. GS35F0323J, BPA 
No. GS00T13AJA0014, Task Order (TO) No. GSQ0015AJ0087 to ES Enterprise Services, LLC 
– US Public Sector (ES).  ES’s NRC effort under that TO ends on 3/31/17, and NRC requires 
continued support from ES.  Therefore, this acquisition will result in a new NRC TO under 
Contract No. GS35F0323J, BPA No. GS00T13AJA0014 for ES to complete Phase 1 support 
for the NRC.

C.3 Objective

The objective of this TO is to acquire continuation of Phase 1 support to the NRC from ES.  

C.4 Scope of Work 

The contractor shall provide all resources necessary to accomplish the tasks and deliverables 
described in this Statement of Work (SOW). 

 The contractor shall provide technical and system management support for the CDM 
Solution at the NRC. 

 The contractor shall ensure that the CDM program provides the NRC with a daily 
analysis and security update on the current cybersecurity posture and provides 
recommendation for corrective actions.

 The contractor shall develop code necessary for the support and integration of the CDM 
tools at the NRC.

 The contractor shall maintain the security posture and operation status of the CDM 
system at the NRC, and report on any weaknesses or issue to the NRC point of contact. 

 The contractor shall provide NRC designated system administrators with full access to 
the CDM tools and sensors, including their product consoles.  

C.4.1 CDM Structure

Figure 1: CDM Structure depicts the CDM Structure and four distinct functional/logical areas of 
the CDM capabilities.  The scope of this TO includes Areas “A” and “B” in Figure 1, as well as 
integration with the Government-provided CDM Dashboard to meet the requirement in Area “C.”  
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Support for Area “D” (except for connectivity between the NRC CDM Dashboards and the 
Federal Dashboard) will be required once DHS and Metrica (the Federal Dashboard Provider) 
have established the baseline summary metrics and reporting requirements; anticipated to be 
provided during FY 2017. Once provided, the DHS and OMB will flow down policy control from 
the Federal Dashboard (D) to impact the subordinate Areas of A through C.   Additionally, there 
is a data flow of summary-level data for display in the Federal Dashboard.  

The CMaaS Solution for this TO shall exclude assets residing in commercial cloud service 
provider (CSP) offerings or mobile devices until DHS expands CDM capability to address these 
environments.  This TO may be modified as appropriate after the DHS expands overall 
capability to these environments if such expansion occurs during the life of this TO. 

Figure 1

C.4.2  Tasks, Deliverables and Reporting

Task 1- Implement NRC CDM Tools and Sensors 

The contractor shall integrate the full CDM suite of tools, described in Section C.4 and C.4.1 of 
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this TO at the application level.  The NRC is responsible for the management and the physical 
and logical security of the computing platform (CPU, memory, disk allocation and operating 
system security and maintenance), while the contractor for this TO is responsible for the CDM 
appliances, software and application security for all CDM Government Provided Equipment 
provided.  The contractor shall operate the installed suite of CDM sensors to determine and 
report the actual state for function within the periodicity specified by the DHS and the NRC.  

The contractor shall also perform all work necessary to maintain and provide software support 
for the CDM tool suite and ancillary hardware (with the exception of the NRC computing 
responsibility), to include patching, upgrades, end-user support and replacement of components 
covered by the DHS or the NRC in the government’s subscription or maintenance agreements 
as described in the Government Furnished Property Section of this TO.  

Task 2- Configure and Customize NRC CDM Tools and Sensors

The contractor shall customize the CDM sensors and tools to identify, assess and provide 
dashboard reporting on deviations between the agency desired state of the information 
technology asset and the actual state of the asset.  The customization shall include and sustain 
the capability of the NRC to:  (1) record the desired state for authorized assets, (2) specify its 
own categories for grouping asset results, (3) customize scoring algorithms to quantify results, 
(4) customize grading standards for defect scores, and (5) work with the NRC COR to establish 
the roles and responsibilities for the maintenance of the desired state (and defect mitigation) of 
each unknown, assigned and discovered asset found during CDM scanning.  The contractor 
shall also perform all appropriate quality assurance and technical testing to ensure that the 
CDM tool suite performs to the requirements identified by DHS and the NRC.

Task 3- Tier I Help Desk Support

The contractor shall provide Tier I Helpdesk support to resolve problems that are brought to its 
attention. 

Tier I support shall include problem resolution regarding NRC issues raised, incident and 
request management, access and inventory management, change and configuration 
management, security, and patch management consistent with NRC’s policies and procedures, 
to be provided to the contractor after TO award and are referenced in Section C7 of this SOW. 

The contractor shall record, ticket and track all Tier I Help Desk support requests.  The 
contractor shall, at a minimum, provide the following support:

1. Provide initial problem resolution where possible.

2. Generate, monitor, and track incidents through resolution.

3. Provide software support.

4. Maintain frequently asked questions (FAQs) and their resolutions.

5. Obtain customer feedback and conduct surveys.

(Note: Under Contract No. GS35F0323J, BPA No. GS00T13AJA0014, TO No. 
GSQ0015AJ0087, the contractor provides Tier Two and Tier Three Support.  Tier II and Tier III 
Helpdesk support provided through that TO is outlined here solely to communicate that it is an 
integral element required for continuing NRC CDM integration support and will be provided by 
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the contractor but will not be charged to this TO.)

Task 4 – Integrate and Maintain Interoperability between CDM Tools and NRC Legacy 
Applications and Data

The contractor shall integrate CDM operated tools and dashboard(s) with associated NRC 
information systems and maintain interoperability between the CDM tools and NRC data in 
operations.  (For example, the NRC may opt to have data feeds exchanged between its existing 
property or asset management systems and the HWAM or SWAM infrastructure.)

Task 5- Establish and Maintain Data Feeds to and from Installed Dashboards

The contractor shall establish and maintain the DHS provided dashboard to provide data feeds 
from the CDM tools and sensors to the appropriate intermediate dashboards (e.g., NRC 
Cybersecurity Risk Dashboard) and any requested summary or object dashboard.  The 
contractor shall from the console of an existing sensor to the CDM dashboard and to the 
summary DHS-level dashboard (once provided to the NRC by the DHS).  The contractor shall 
also perform all appropriate quality assurance and technical testing to ensure that data feeds 
perform according BPA Requirements. 

C.5 Reporting Requirements

Monthly Status Reporting

C.5.1 Monthly Letter Status Report (MLSR)

The contractor shall provide a MLSR which consists of a technical progress report and financial 
status report. This report will be used by the Government, in part, to assess the adequacy of the 
resources provided by the contractor to accomplish the work contained in this SOW and provide 
status of contractor progress in achieving activities and producing deliverables.  The report shall 
include TO summary information, work completed during the specified period, milestone 
schedule information, problem resolution, travel plans, and staff hour summary.  

The MLSR shall briefly summarize, by task number in this TO, the progress to date, as well as 
provide the up-to-date information as indicated below.  The purpose of this report is to ensure all 
stakeholders are informed of key elements of CDM operations, management, integration, issues 
and potential risks for the program at the agency level, provide opportunities to allow 
stakeholder input and coordinate resolution of risks and issues and change management as 
required.  The contractor shall provide, at a minimum, the following:

1. Current Agency CDM Dashboard information, showing the current status of the 
agency’s hardware, software, security configuration, vulnerability management and 
applications authorized in addition to those in the environment, but not yet authorized by 
the appropriate NRC System Owner and the Information Systems Security Officer. 

2. Integration and TO Project Plan and schedule, showing major tasks, milestones (to 
include upcoming milestones) and deliverables; planned and actual start and completion 
dates for each.  Assessment of progress (baseline versus actual as depicted in the 
project schedule), 30-day look ahead for tasks to be completed as shown in the project 
schedule.  The schedule shall incorporate DHS dashboard and CDM application 
integration efforts and updates scheduled by the DHS.  These updates shall show the 
progress achieved during the reporting period, by task and subtask, to include: ongoing 
activities, new activities, activities completed, deliverables submitted for that period, and 
progress to date on all above mentioned activities.  Each section of the project plan shall 
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include a brief description of each of the project plan’s task.

3. CDM Log Review and Management – the contractor shall review all available operating 
system and CDM application logs to ensure that CDM is properly operating and that the 
appropriate established roles are in place.  The contractor shall also ensure the 
appropriate level of data management supports CDM record management in accordance 
with established DHS and NRC data retention requirements, which will be provided to 
the vendor upon award and are referenced in in Section C7 of this TO. 

4. Documentation Updates – the contractor shall provide documentation updates as new 
or updated CDM or contractor standard operating procedures, agency role-based 
access and agency configurations are updated or enhanced. 
 

5. Financial Status Report to include:

a. Actual TO expenditures through the current month, and projected cost of each 
CLIN broken down by control account as identified in the Work Breakdown 
Structure against the defined operational areas identified in this TO.

b. Up-to-date spend plan that captures data by control account including baseline, 
actuals, and forecasted expenditures for the remainder of the TO period of 
performance.

c. Chart reflecting funds obligation and expenditure data for the month and 
cumulative.

d. Cumulative invoiced amounts for each CLIN and labor tasks totals to date.

6. Problems and corrective actions taken.  Include issues or concerns that may affect 
project milestones, personnel, and other resources and proposed resolutions to address 
them to include risk mitigation plans.

7. Contractor personnel changes to include: gains, losses, and staffing status of Key and 
non-Key Personnel.

8. Government actions required (deliverables awaiting Government approval, etc.).

9. Summary of trips taken, meetings attended, etc.

10. Summary of logistics tracking for Operations and Maintenance (O&M) Upgrades as 
delivered by DHS or their designated points of contact (including upgrade delivery and 
installation).

11. Status of action items and status of risks and issues (assessment of mitigation or 
resolution plans).

12. Recommendations for change management actions, modifications, or improvements 
in task or process.

13. Tier I Help Desk data, including the total number of tickets received, types of issues and 
how they were resolved.   

14. Tier II and III Ticket Tracking for the NRC CDM/CMaaS Solution implementation.
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C.5.2 Final Report

The contractor shall provide a final report summarizing the work performed and the results and 
conclusions under this TO.  All final report deliverables, shall be delivered prior to the last 30 
calendar days of this TO and will be reconciled with the COR.  The NRC reserves 10 days from 
the date of final report delivery to schedule a walk-through, provide feedback and/or accept the 
final report as a suitable transition deliverable.  In the event that the report requires additional 
information or asset reconciliation, the contractor will have an additional 10 days to address and 
provide a report acceptable to the COR.  The final report shall include, as a minimum:

1- All final and complete inventory (hardware, software and application licensing) operating 
within the NRC CDM sub-system.  The contractor shall reconcile the full inventory with 
the COR.

2- All final and complete installation guidelines, processes, standard operating procedures, 
information system continuous monitoring measures and metrics generated for CDM by 
the NRC or other CDM cognizant authority (i.e., DHS, GSA and / or OPM) sufficient to 
enable O&M transition to the NRC or to their designated future CDM O&M provider.

3- All current and complete CDM and dashboard data flows, both internal to the agency 
and those sent to the DHS/OMB CDM Dashboard.  All data feeds, database schema 
and protocols essential for the continued successful operation of the CDM sub-system 
and dashboard(s).   

4- Current and up-to-date security categorization, system security plan (outlining the status 
of all application and inherited security controls provided to the CDM sub-system).  The 
contractor shall update and provide the current CDM continuity of operations plan.  The 
contractor shall provide a complete listing of NRC staff and NRC contractors with access 
to the CDM sub-system to include all user roles and access rights. 

5- Current and up-to-date CDM sub-system security configuration, vulnerability scanning 
and residual risk presented (as applicable) in the vendor continuing to fully operate the 
system until the end of the TO period of performance. 

C.6 Deliverables and Delivery Schedule

Section # Deliverable Due Date Format Submit to
C.5.1 MLSR 1 [Monthly 

Report]
15th  calendar day 
of each following 
month

Microsoft Word COR

C.5.2 Final 
Report

2 [Final Report] 30 calendar days 
prior to order 
expiration

Microsoft Word 
Document

COR

C.7 Applicable Documents and Standards

This requirement implements NRC requirements pertaining to Federal policies for the security of 
unclassified information and information systems to the extent that those requirements apply to 
the NRC.  Contractor actions relating to information security must be in accordance with 
relevant Federal security statutes, regulations, guidance, and memoranda.  These statutes, 
regulations, guidance, and memoranda include, but are not limited to, the following:

1. Federal Information System Modernization Act (FISMA) of 2014 (PL 113-283, 44USC 
3554)
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2. Homeland Security Presidential Directive (HSPD) 12
3. Clinger-Cohen Act of 1996 (40 U.S.C. 1401 et seq.)
4. Public Law 106--398, Section 1061
5. OMB Circular A-130, Management of Federal Information Resources
6. OMB Memorandum M-06-16, Protection of Sensitive Agency Information
7. OMB M-07-16 Safeguarding Against and Responding to the Breach of Personally 

Identifiable Information
8. OMB M-07-18 Implementation of Commonly Accepted Security Configurations for 

Windows
9. Operating Systems (Federal Desktop Core Configuration)
10. Federal Server Core Configuration Standard
11. FY 2017 CIO FISMA Metrics
12. NIST SP to include the SP 800-18 “Guide for Developing Security Plans for Federal 

Information Systems”
13. NIST SP to include the SP 800-37 “Guide for Applying the Risk Management Framework 

to Federal Information Systems”
14. NIST SP to include the SP 800-53 “Recommended Security Controls for Federal 

Information Systems and Organizations”
15. FIPS, to include, but not be limited to, FIPS 140-2 (Security Requirements for 

Cryptographic Modules), 199, and 200.
16. Nuclear Regulatory Commission (NRC), Management Directive (MD) 13.1, Property 

Management
17. NRC, MD 12.5,  NRC Cybersecurity Program
18. NRC, MD 12.6, NRC Sensitive Unclassified Information Security Program
19. NRC, MD 12.3, NRC Personnel Security Program
20. NRC, MD 2.8,  Integrated Information Technology / Information Management 

Governance Framework

C.8 COMPLIANCE WITH SECTION 508 OF THE REHABILITATION ACT OF 1973, 
AS AMENDED (SEP 2013)

In December 2000, the Architectural and Transportation Barriers Compliance Board (Access 
Board), pursuant to Section 508(2)(A) of the Rehabilitation Act Amendments of 1998, 
established information technology accessibility standards for the federal government.  Section 
508(a)(1) requires that when federal departments or agencies develop, procure, maintain, or 
use Electronic and Information Technology (EIT), they shall ensure that the EIT allows federal 
employees with disabilities to have access to and use of information and data that is 
comparable to the access to and use of information and data by other Federal employees.  The 
Section 508 requirement also applies to members of the public seeking information or services 
from a federal department or agency. Section 508 text is available at 
http://www.opm.gov/HTML/508-textOfLaw.htm or 
http://www.section508.gov/

The following standards are applicable to this TO:

Subpart B – Technical Standards
☒  Software Applications and Operating Systems (1194.21)
☒ Web-based Intranet and Internet Information and Applications (1194.22) 
☒ Desktop and Portable Computers (1194.26) 

Subpart C – Functional Performance Criteria
☒  Functional Performance Criteria (1194.31)

Subpart D – Information, Documentation, and Support

http://www.opm.gov/HTML/508-textOfLaw.htm
http://www.section508.gov/
http://www.access-board.gov/sec508/guide/1194.21.htm
http://www.access-board.gov/sec508/guide/1194.22.htm
http://www.access-board.gov/sec508/guide/1194.26.htm
http://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-section-508-standards/section-508-standards#subpart_c
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☒  Information, Documentation, and Support (1194.41)

EIT purchased under this TO must be accessible to persons with disabilities, unless otherwise 
stipulated in the order.  Also, the Government reserves the right to conduct hands-on testing to 
validate contractor 508 compliance claims.

C.9 Release of Publications 

Any documents generated by the contractor under this TO shall not be released for publication 
or dissemination without CO and COR prior written approval.

C. 10 Place of Performance

The place of performance for this TO is the NRC Headquarters, located at 11545 Rockville Pike, 
Rockville, MD 20852.  All contractor personnel assigned to work at NRC on this TO must have 
IT Level 1 access, granted through the Office of Administration and may operate and maintain 
the system on-site or remotely, provided they have obtained and employ NRC approved 
government furnished equipment for remote access. 

C.11 Contractor Travel - None

C.12 Recognized Holidays  

The contractor is not required to perform services on the following federal holidays.

New Year’s Day Labor Day
Martin Luther King Jr.’s Birthday Columbus Day
President’s Day Veteran’s Day
Memorial Day Thanksgiving Day
Independence Day Christmas Day

C.13    Hours of Operation at NRC Headquarters  

When performing TO requirements at NRC headquarters, the contractor shall begin to perform 
no earlier than 8:00 a.m. and conclude performing no later than 7:00 p.m. Eastern Time, 
Monday thru Friday except Federal holidays or when the Government facility is closed due to 
local or national emergencies, administrative closings, or similar Government directed facility 
closings.  For other than firm-fixed-price requirements, the contractor will not be reimbursed 
when the government facility is closed for the above reasons.  

C.14   Uninterrupted Performance 
The contractor must at all times maintain an adequate workforce for the uninterrupted 
performance of all tasks defined within this SOW when the Government facility is not closed for 
the above reasons.  When onboarding new contractor personnel to this TO, the contactor shall 
keep in mind that the stability and continuity of the workforce are essential.  The contractor is 
required to maintain a pool of NRC-cleared personnel that can fill in for the assigned personnel 
when they are on leave for more than one business day.

http://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-section-508-standards/section-508-standards#subpart_d


GSA FSS Contract No. GS-35F-0323J
GSA CDM BPA NO. GS00T13AJA0014
NRC TASK ORDER NO. NRC-HQ-10-17-O-0001 Page 12 of 34

SECTION D - Packaging and Marking

NRCD020 BRANDING

The Contractor is required to use the statement below in any publications, presentations, 
articles, products, or materials funded under this contract/order, to the extent practical, in order 
to provide NRC with recognition for its involvement in and contribution to the project. If the work 
performed is funded entirely with NRC funds, then the contractor must acknowledge that 
information in its documentation/presentation.

Work Supported by the U.S. Nuclear Regulatory Commission (NRC), under (to be specified at 
time of award).

SECTION E - Inspection and Acceptance

NRCE010 INSPECTION AND ACCEPTANCE BY THE NRC (SEP 2013)

Inspection and acceptance of the deliverable items to be furnished hereunder shall be made by 
the NRC Contracting Officer’s Representative (COR) at the destination, accordance with FAR 
52.247-34 - F.o.b. Destination.

Contract Deliverables:

1. See Section C.6 of the Statement of Work.

SECTION F - Deliveries or Performance

NRCF010 PLACE OF DELIVERY-REPORTS

The items to be furnished hereunder shall be delivered, with all charges paid by the Contractor, 
to the NRC COR.

SECTION G - Contract Administration Data

NRCG030 - ELECTRONIC PAYMENT (SEP 2014) 

The Debt Collection Improvement Act of 1996 requires that all payments except IRS tax refunds 
be made by Electronic Funds Transfer. Payment shall be made in accordance with FAR 52.232-
33, entitled “Payment by Electronic Funds-Central Contractor Registration”. 

To receive payment, the contractor shall prepare invoices in accordance with NRC’s Billing 
Instructions. Claims shall be submitted on the payee’s letterhead, invoice, or on the 
Government’s Standard Form 1034, “Public Voucher for Purchases and Services Other than 
Personal,” and Standard Form 1035, “Public Voucher for Purchases Other than Personal – 
Continuation Sheet.” The preferred method of submitting invoices is electronically to: 
NRCPayments@nrc.gov.

mailto:NRCPayments@nrc.gov
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SECTION H - Special Contract Requirements

GREEN PURCHASING (SEP 2013) 

(a) In furtherance of the sustainable acquisition goals included in Executive Order 13514, 
“Federal Leadership in Environmental, Energy, and Economic Performance,” products and 
services acquired under this contract/order shall be energy-efficient (Energy Star or Federal 
Energy Management Program (FEMP) designated), water-efficient, biobased, environmentally 
preferable (e.g., Electronic Product Environmental Assessment Tool (EPEAT) certified), non-
ozone depleting, recycled content, and non-toxic or less toxic alternatives, to the maximum 
extent practicable in meeting NRC contractual requirements.

(b) See NRC’s Green Purchasing Plan (GPP) at:  
http://pbadupws.nrc.gov/docs/ML1219//ML12191A130.pdf and the General Service 
Administration’s (GSA) Green Procurement Compilation at:  
http://www.gsa.gov/portal/content/198257.

(c) The contractor shall flow down this clause into all subcontracts and other agreements that 
relate to performance of this contract/order. 

FEDERAL CONTRACT CLAUSES 

This TO is subject to the terms and conditions, clauses and provisions in full text or incorporated 
by reference in Contract No. GS-35F-0323J and BPA No. GS00T13AJA0014.

NRCH340 COMPLIANCE WITH U.S. IMMIGRATION LAWS AND REGULATIONS

NRC contractors are responsible to ensure that their alien personnel are not in violation of 
United States immigration laws and regulations, including employment authorization documents 
and visa requirements. Each alien employee of the Contractor must be lawfully admitted for 
permanent residence as evidenced by Permanent Resident Form I-551 (Green Card), or must 
present other evidence from the U.S. Department of Homeland Security/U.S. Citizenship and 
Immigration Services that employment will not affect his/her immigration status. The U.S. 
Citizenship and Immigration Services provides information to contractors to help them 
understand the employment eligibility verification process for non-US citizens. This information 
can be found on their website, http://www.uscis.gov/portal/site/uscis.

The NRC reserves the right to deny or withdraw Contractor use or access to NRC facilities or its 
equipment/services, and/or take any number of contract administrative actions (e.g., disallow 
costs, terminate for cause) should the Contractor violate the Contractor's responsibility under 
this clause.

NRC INFORMATION TECHNOLOGY SECURITY TRAINING (MAY 2016)

NRC contractors shall ensure that their employees, consultants, and subcontractors with access 
to the agency's information technology (IT) equipment and/or IT services complete NRC's online 
initial and refresher IT security training requirements to ensure that their knowledge of IT 
threats, vulnerabilities, and associated countermeasures remains current. Both the initial and 
refresher IT security training courses generally last an hour or less and can be taken during the 
employee's regularly scheduled work day.

Contractor employees, consultants, and subcontractors shall complete the NRC's online annual, 
"Computer Security Awareness" course on the same day that they receive access to the 
agency's IT equipment and/or services, as their first action using the equipment/service. For 
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those contractor employees, consultants, and subcontractors who are already working under 
this contract, the on-line training must be completed in accordance with agency Network 
Announcements issued throughout the year, within three weeks of issuance of this modification.

Additional annual required online NRC training includes but is not limited to the following:

(1) Information Security (INFOSEC) Awareness
(2) Continuity of Operations (COOP) Awareness
(3) Defensive Counterintelligence and Insider Threat Awareness
(4) No FEAR Act
(5) Personally Identifiable Information (PII) and Privacy Act Responsibilities Awareness
Contractor employees, consultants, and subcontractors who have been granted access to NRC 
information technology equipment and/or IT services must continue to take IT security refresher 
training offered online by the NRC throughout the term of the contract. Contractor employees 
will receive notice of NRC's online IT security refresher training requirements through agency-
wide notices. 

Contractor Monthly Letter Status Reports (MLSR) must include the following information for all 
completed training:

(1) the name of the individual completing the course;
(2) the course title; and 
(3) the course completion date. 

The MLSR must also include the following information for those individuals who have not 
completed their required training: 

(1) the name of the individual who has not yet completed the training;
(2) the title of the course(s) which must still be completed; and
(3) the anticipated course completion date(s). 

The NRC reserves the right to deny or withdraw Contractor use or access to NRC IT equipment 
and/or services, and/or take other appropriate contract administrative actions (e.g., disallow 
costs, terminate for cause) should the Contractor violate the Contractor's responsibility under 
this clause.

NRCH400 SECURITY REQUIREMENTS RELATING TO THE PRODUCTION OF REPORTS 
OR THE PUBLICATION OF RESULTS UNDER CONTRACTS, AGREEMENTS, AND 
GRANTS (JUL 2016)

Review and Approval of Reports

(a) Reporting Requirements. The contractor/grantee shall comply with the terms and conditions 
of the contract/grant regarding the contents of the draft and final report, summaries, data, and 
related documents, to include correcting, deleting, editing, revising, modifying, formatting, and 
supplementing any of the information contained therein, at no additional cost to the NRC. 
Performance under the contract/grant will not be deemed accepted or completed until it 
complies with the NRC’s directions, as applicable. The reports, summaries, data, and related 
documents will be considered draft until approved by the NRC. The contractor/grantee agrees 
that the direction, determinations, and decisions on approval or disapproval of reports, 
summaries, data, and related documents created under this contract/grant remain solely within 
the discretion of the NRC.
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(b) Publication of Results. Prior to any dissemination, display, publication, or release of articles, 
reports, summaries, data, or related documents developed under the contract/grant, the 
contractor/grantee shall submit them to the NRC for review and approval. The contractor/ 
grantee shall not release, disseminate, display or publish articles, reports, summaries, data, and 
related documents, or the contents therein, that have not been reviewed and approved by the 
NRC for release, display, dissemination or publication. The contractor/grantee agrees to 
conspicuously place any disclaimers, markings or notices, directed by the NRC, on any articles, 
reports, summaries, data, and related documents that the contractor/grantee intends to release, 
display, disseminate or publish to other persons, the public, or any other entities. The 
contractor/grantee agrees, and grants, a royalty-free, nonexclusive, irrevocable worldwide 
license to the government, to use, reproduce, modify, distribute, prepare derivative works, 
release, display or disclose the articles, reports, summaries, data, and related documents 
developed under the contract/grant, for any governmental purpose and to have or authorize 
others to do so.

(c) Identification/Marking of Sensitive Unclassified Non-Safeguards Information (SUNSI) and 
Safeguards Information (SGI). The decision, determination, or direction by the NRC that 
information possessed, formulated or produced by the contractor/grantee constitutes SUNSI or 
SGI is solely within the authority and discretion of the NRC. In performing the contract/grant, the 
contractor/grantee shall clearly mark SUNSI and SGI, to include for example, OUO-Allegation 
Information or OUO-Security Related Information on any reports, documents, designs, data, 
materials, and written information, as directed by the NRC. In addition to marking the 
information as directed by the NRC, the contractor shall use the applicable NRC cover sheet 
(e.g., NRC Form 461 Safeguards Information) in maintaining these records and documents. The 
contractor/grantee shall ensure that SUNSI and SGI is handled, maintained and protected from 
unauthorized disclosure, consistent with NRC policies and directions. The contractor/grantee 
shall comply with the requirements to mark, maintain, and protect all information, including 
documents, summaries, reports, data, designs, and materials in accordance with the provisions 
of Section 147 of the Atomic Energy Act of 1954 as amended, its implementing regulations (10 
CFR 73.21), Sensitive Unclassified Non-Safeguards and Safeguards Information policies, and 
NRC Management Directives and Handbooks 12.5, 12.6 and 12.7.

(d) Remedies. In addition to any civil, criminal, and contractual remedies available under the 
applicable laws and regulations, failure to comply with the above provisions, and/or NRC 
directions, may result in suspension, withholding, or offsetting of any payments invoiced or 
claimed by the contractor/grantee. 

(e) Flowdown. If the contractor/grantee intends to enter into any subcontracts or other 
agreements to perform this contract/grant, the contractor/grantee shall include all of the above 
provisions in any subcontracts or agreements.

NRCH410 WHISTLEBLOWER PROTECTION FOR NRC CONTRACTOR AND 
SUBCONTRACTOR EMPLOYEES

(a) The U.S. Nuclear Regulatory Commission (NRC) contractor and its subcontractor are 
subject to the Whistleblower Employee Protection public law provisions as codified at 42 U.S.C. 
5851. NRC contractor(s) and subcontractor(s) shall comply with the requirements of this 
Whistleblower Employee Protection law, and the implementing regulations of the NRC and the 
Department of Labor (DOL). See, for example, DOL Procedures on Handling Complaints at 29 
C.F.R. Part 24 concerning the employer obligations, prohibited acts, DOL procedures and the 
requirement for prominent posting of notice of Employee Rights at Appendix A to Part 24 
entitled: “Your Rights Under the Energy Reorganization Act”.
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(b) Under this Whistleblower Employee Protection law, as implemented by regulations, NRC 
contractor and subcontractor employees are protected from discharge, reprisal, threats, 
intimidation, coercion, blacklisting or other employment discrimination practices with respect to 
compensation, terms, conditions or privileges of their employment because the contractor or 
subcontractor employee(s) has provided notice to the employer, refused to engage in unlawful 
practices, assisted in proceedings or testified on activities concerning alleged violations of the 
Atomic Energy Act of 1954 (as amended) and the Energy Reorganization Act of 1974 (as 
amended).

(c) The contractor shall insert this or the substance of this clause in any subcontracts involving 
work performed under this contract.

2052.204-70 SECURITY. (OCT 1999) 

(a) Security/Classification Requirements Form. The attached NRC Form 187 (See Section J, 
List of Attachments) furnishes the basis for providing security and classification requirements to 
prime contractors, subcontractors, or others (e.g., bidders) who have or may have an NRC 
contractual relationship that requires access to classified information or matter, access on a 
continuing basis (in excess of 90 or more days) to NRC Headquarters controlled buildings, or 
otherwise requires NRC photo identification or card-key badges.

(b) It is the contractor's duty to safeguard National Security Information, Restricted Data, and 
Formerly Restricted Data. The contractor shall, in accordance with the Commission's security 
regulations and requirements, be responsible for safeguarding National Security Information, 
Restricted Data, and Formerly Restricted Data, and for protecting against sabotage, espionage, 
loss, and theft, the classified documents and material in the contractor's possession in 
connection with the performance of work under this contract. Except as otherwise expressly 
provided in this contract, the contractor shall transmit to the Commission any classified matter in 
the possession of the contractor or any person under the contractor's control in connection with 
performance of this contract upon completion or termination of this contract.

(1) The contractor shall complete a certificate of possession to be furnished to the Commission 
specifying the classified matter to be retained if the retention is:

(i) Required after the completion or termination of the contract; and

(ii) Approved by the contracting officer.

(2) The certification must identify the items and types or categories of matter retained, the 
conditions governing the retention of the matter and their period of retention, if known. If the 
retention is approved by the contracting officer, the security provisions of the contract continue 
to be applicable to the matter retained.

(c) In connection with the performance of the work under this contract, the contractor may be 
furnished, or may develop or acquire, proprietary data (trade secrets) or confidential or 
privileged technical, business, or financial information, including Commission plans, policies, 
reports, financial plans, internal data protected by the Privacy Act of 1974 (Pub. L. 93-579), or 
other information which has not been released to the public or has been determined by the 
Commission to be otherwise exempt from disclosure to the public. The contractor agrees to hold 
the information in confidence and not to directly or indirectly duplicate, disseminate, or disclose 
the information, in whole or in part, to any other person or organization except as necessary to 
perform the work under this contract. The contractor agrees to return the information to the 
Commission or otherwise dispose of it at the direction of the contracting officer. Failure to 
comply with this clause is grounds for termination of this contract. 
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(d)  Regulations. The contractor agrees to conform to all security regulations and requirements 
of the Commission which are subject to change as directed by the NRC Division of Facilities 
and Security and the Contracting Officer. These changes will be under the authority of the FAR 
Changes clause referenced in Section I of this document.

(e) Definition of National Security Information. As used in this clause, the term National Security 
Information means information that has been determined pursuant to Executive Order 12958 or 
any predecessor order to require protection against unauthorized disclosure and that is so 
designated.

(f) Definition of Restricted Data. As used in this clause, the term Restricted Data means all data 
concerning design, manufacture, or utilization of atomic weapons; the production of special 
nuclear material; or the use of special nuclear material in the production of energy, but does not 
include data declassified or removed from the Restricted Data category under to Section 142 of 
the Atomic Energy Act of 1954, as amended.

(g) Definition of Formerly Restricted Data. As used in this clause the term Formerly Restricted 
Data means all data removed from the Restricted Data category under Section 142-d of the 
Atomic Energy Act of 1954, as amended.

(h) Security clearance personnel. The contractor may not permit any individual to have access 
to Restricted Data, Formerly Restricted Data, or other classified information, except in 
accordance with the Atomic Energy Act of 1954, as amended, and the  Commission's 
regulations or requirements applicable to the particular type or category of classified information 
to which access is required. The contractor shall also execute a Standard Form 312, Classified 
Information Nondisclosure Agreement, when access to classified information is required.

(i) Criminal liabilities. Disclosure of National Security Information, Restricted Data, and Formerly 
Restricted Data relating to the work or services ordered hereunder to any person not entitled to 
receive it, or failure to safeguard any Restricted Data, Formerly Restricted Data, or any other 
classified matter that may come to the contractor or any person under the contractor's control in 
connection with work under this contract, may subject the contractor, its agents, employees, or 
subcontractors to criminal liability under the laws of the United States. (See the Atomic Energy 
Act of 1954, as amended, 42 U.S.C. 2011 et seq.; 18 U.S.C. 793 and 794; and Executive Order 
12958.)

(j) Subcontracts and purchase orders. Except as otherwise authorized, in writing, by the 
contracting officer, the contractor shall insert provisions similar to the foregoing in all 
subcontracts and purchase orders under this contract.

(k) In performing contract work, the contractor shall classify all documents, material, and 
equipment originated or generated by the contractor in accordance with guidance issued by the 
Commission. Every subcontract and purchase order issued under the contract that involves 
originating or generating classified documents, material, and equipment must provide that the 
subcontractor or supplier assign the proper classification to all documents, material, and 
equipment in accordance with guidance furnished by the contractor.

2052.204-71 SITE ACCESS BADGE REQUIREMENTS. (JAN 1993) 

During the life of this contract, the rights of ingress and egress for contractor personnel must be 
made available as required. In this regard, all contractor personnel whose duties under this 
contract require their presence on-site shall be clearly identifiable by a distinctive badge 
furnished by the Government. The Project Officer shall assist the contractor in obtaining the 
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badges for contractor personnel. It is the sole responsibility of the contractor to ensure that each 
employee has proper identification at all times. All prescribed identification must be immediately 
delivered to the Security Office for cancellation or disposition upon the termination of 
employment of any contractor personnel. Contractor personnel shall have this identification in 
their possession during on-site performance under this contract. It is the contractor's duty to 
assure that contractor personnel enter only those work areas necessary for performance of 
contract work and to assure the safeguarding of any Government records or data that contractor 
personnel may come into contact with.

2052.209-72 Contractor organizational conflicts of interest. (Jan 1993)

(a) Purpose. The primary purpose of this clause is to aid in ensuring that the contractor:

(1) Is not placed in a conflicting role because of current or planned interests (financial, 
contractual, organizational, or otherwise) which relate to the work under this contract; and

(2) Does not obtain an unfair competitive advantage over other parties by virtue of its 
performance of this contract.

(b) Scope. The restrictions described apply to performance or participation by the contractor, as 
defined in 48 CFR 2009.570-2 in the activities covered by this clause.

(c) Work for others.

(1) Notwithstanding any other provision of this contract, during the term of this contract, the 
contractor agrees to forego entering into consulting or other contractual arrangements with any 
firm or organization the result of which may give rise to a conflict of interest with respect to the 
work being performed under this contract. The contractor shall ensure that all employees under 
this contract abide by the provision of this clause. If the contractor has reason to believe, with 
respect to itself or any employee, that any proposed consultant or other contractual 
arrangement with any firm or organization may involve a potential conflict of interest, the 
contractor shall obtain the written approval of the contracting officer before the execution of 
such contractual arrangement.

(2) The contractor may not represent, assist, or otherwise support an NRC licensee or applicant 
undergoing an NRC audit, inspection, or review where the activities that are the subject of the 
audit, inspection, or review are the same as or substantially similar to the services within the 
scope of this contract (or task order as appropriate) except where the NRC licensee or applicant 
requires the contractor's support to explain or defend the contractor's prior work for the utility or 
other entity which NRC questions.

(3) When the contractor performs work for the NRC under this contract at any NRC licensee or 
applicant site, the contractor shall neither solicit nor perform work in the same or similar 
technical area for that licensee or applicant organization for a period commencing with the 
award of the task order or beginning of work on the site (if not a task order contract) and ending 
one year after completion of all work under the associated task order, or last time at the site (if 
not a task order contract).

(4) When the contractor performs work for the NRC under this contract at any NRC licensee or 
applicant site,

(i) The contractor may not solicit work at that site for that licensee or applicant during the period 
of performance of the task order or the contract, as appropriate.
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(ii) The contractor may not perform work at that site for that licensee or applicant during the 
period of performance of the task order or the contract, as appropriate, and for one year 
thereafter.

(iii) Notwithstanding the foregoing, the contracting officer may authorize the contractor to solicit 
or perform this type of work (except work in the same or similar technical area) if the contracting 
officer determines that the situation will not pose a potential for technical bias or unfair 
competitive advantage.

(d) Disclosure after award.

(1) The contractor warrants that to the best of its knowledge and belief, and except as otherwise 
set forth in this contract, that it does not have any organizational conflicts of interest as defined 
in 48 CFR 2009.570-2.

(2) The contractor agrees that if, after award, it discovers organizational conflicts of interest with 
respect to this contract, it shall make an immediate and full disclosure in writing to the 
contracting officer. This statement must include a description of the action which the contractor 
has taken or proposes to take to avoid or mitigate such conflicts. The NRC may, however, 
terminate the contract if termination is in the best interest of the Government.

(3) It is recognized that the scope of work of a task-order-type contract necessarily 
encompasses a broad spectrum of activities. Consequently, if this is a task-order-type contract, 
the contractor agrees that it will disclose all proposed new work involving NRC licensees or 
applicants which comes within the scope of work of the underlying contract. Further, if this 
contract involves work at a licensee or applicant site, the contractor agrees to exercise diligence 
to discover and disclose any new work at that licensee or applicant site. This disclosure must be 
made before the submission of a bid or proposal to the utility or other regulated entity and must 
be received by the NRC at least 15 days before the proposed award date in any event, unless a 
written justification demonstrating urgency and due diligence to discover and disclose is 
provided by the contractor and approved by the contracting officer. The disclosure must include 
the statement of work, the dollar value of the proposed contract, and any other documents that 
are needed to fully describe the proposed work for the regulated utility or other regulated entity. 
NRC may deny approval of the disclosed work only when the NRC has issued a task order 
which includes the technical area and, if site-specific, the site, or has plans to issue a task order 
which includes the technical area and, if site-specific, the site, or when the work violates 
paragraphs (c)(2), (c)(3) or (c)(4) of this section.

(e) Access to and use of information.

(1) If, in the performance of this contract, the contractor obtains access to information, such as 
NRC plans, policies, reports, studies, financial plans, internal data protected by the Privacy Act 
of 1974 (5 U.S.C. Section 552a (1988)), or the Freedom of Information Act (5 U.S.C. Section 
552 (1986)), the contractor agrees not to:

(i) Use this information for any private purpose until the information has been released to the 
public;

(ii) Compete for work for the Commission based on the information for a period of six months 
after either the completion of this contract or the release of the information to the public, 
whichever is first;

(iii) Submit an unsolicited proposal to the Government based on the information until one year 
after the release of the information to the public; or
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(iv) Release the information without prior written approval by the contracting officer unless the 
information has previously been released to the public by the NRC.

(2) In addition, the contractor agrees that, to the extent it receives or is given access to 
proprietary data, data protected by the Privacy Act of 1974 (5 U.S.C. Section 552a (1988)), or 
the Freedom of Information Act (5 U.S.C. Section 552 (1986)), or other confidential or privileged 
technical, business, or financial information under this contract, the contractor shall treat the 
information in accordance with restrictions placed on use of the information.

(3) Subject to patent and security provisions of this contract, the contractor shall have the right 
to use technical data it produces under this contract for private purposes provided that all 
requirements of this contract have been met.

(f) Subcontracts. Except as provided in 48 CFR 2009.570-2, the contractor shall include this 
clause, including this paragraph, in subcontracts of any tier. The terms contract, contractor, and 
contracting officer, must be appropriately modified to preserve the Government's rights.

(g) Remedies. For breach of any of the above restrictions, or for intentional nondisclosure or 
misrepresentation of any relevant interest required to be disclosed concerning this contract or 
for such erroneous representations that necessarily imply bad faith, the Government may 
terminate the contract for default, disqualify the contractor from subsequent contractual efforts, 
and pursue other remedies permitted by law or this contract.

(h) Waiver. A request for waiver under this clause must be directed in writing to the contracting 
officer in accordance with the procedures outlined in 48 CFR 2009.570-9.

(i) Follow-on effort. The contractor shall be ineligible to participate in NRC contracts, 
subcontracts, or proposals therefor (solicited or unsolicited) which stem directly from the 
contractor's performance of work under this contract. Furthermore, unless so directed in writing 
by the contracting officer, the contractor may not perform any technical consulting or 
management support services work or evaluation activities under this contract on any of its 
products or services or the products or services of another firm if the contractor has been 
substantially involved in the development or marketing of the products or services.

(1) If the contractor under this contract, prepares a complete or essentially complete statement 
of work or specifications, the contractor is not eligible to perform or participate in the initial 
contractual effort which is based on the statement of work or specifications. The contractor may 
not incorporate its products or services in the statement of work or specifications unless so 
directed in writing by the contracting officer, in which case the restrictions in this paragraph do 
not apply.

(2) Nothing in this paragraph precludes the contractor from offering or selling its standard 
commercial items to the Government.

CONTRACTING OFFICER REPRESENTATIVE AUTHORITY

(a) The contracting officer's representative, hereinafter referred to as the COR for this TO is:

Primary COR
Name: SHALOM NEVET
Email: Shalom.Nevet@nrc.gov
Telephone Number: 
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Alternate COR
Name: Charles Watkins
Email: Charles.Watkins@nrc.gov
Telephone Number: 

(b) Performance of the work under this TO is subject to the technical direction of the COR.  The 
term technical direction is defined to include the following:

(1) Technical direction to the contractor which shifts work emphasis between areas of work or 
tasks, authorizes travel which was unanticipated in the Schedule (i.e., travel not contemplated in 
the Statement of Work or changes to specific travel identified in the Statement of Work), fills in 
details, or otherwise serves to accomplish the contractual statement of work.

(2) Provide advice and guidance to the contractor in the preparation of drawings, specifications, 
or technical portions of the work description.

(3) Review and, where required by the contract, approve technical reports, drawings, 
specifications, and technical information to be delivered by the contractor to the Government 
under the TO.

(c) Technical direction must be within the general statement of work stated in the TO.  The COR 
does not have the authority to and may not issue any technical direction which:

(1) Constitutes an assignment of work outside the general scope of the TO.

(2) Constitutes a change as defined in the "Changes" clause of the GSA Federal Supply 
Schedule Contract No. GS-35F-0323J.

(3) In any way causes an increase or decrease in the total estimated TO cost or the time 
required for TO performance.

(4) Changes any of the expressed terms, conditions, or specifications of the TO.

(5) Terminates the TO, settles any claim or dispute arising under the TO, or issues any 
unilateral directive whatever.

(d) All technical directions must be issued in writing by the COR or must be confirmed by the 
COR in writing within ten (10) working days after verbal issuance.  A copy of the written 
direction must be furnished to the contracting officer.  A copy of NRC Form 445, Request for 
Approval of Official Foreign Travel, which has received final approval from the NRC must be 
furnished to the contracting officer.

(e) The contractor shall proceed promptly with the performance of technical directions duly 
issued by the COR in the manner prescribed by this clause and within the COR's authority 
under the provisions of this clause.

(f) If, in the opinion of the contractor, any instruction or direction issued by the COR is within one 
of the categories defined in paragraph (c) of this section, the contractor may not proceed but 
shall notify the contracting officer in writing within five (5) working days after the receipt of any 
instruction or direction and shall request that contracting officer to modify the TO accordingly. U 
pon receiving the notification from the contractor, the contracting officer shall issue an 
appropriate TO modification or advise the contractor in writing that, in the contracting officer's 
opinion, the technical direction is within the scope of this article and does not constitute a 
change under the "Changes" clause.
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(g) Any unauthorized commitment or direction issued by the COR may result in an unnecessary 
delay in the contractor's performance and may even result in the contractor expending funds for 
unallowable costs under the TO.

(h) A failure of the parties to agree upon the nature of the instruction or direction or upon the 
contract action to be taken with respect to the instruction or direction is subject to 52.233-1 - 
Disputes.

(i) In addition to providing technical direction as defined in paragraph (b) of the section, the COR 
shall:

(1) Monitor the contractor's technical progress, including surveillance and assessment of 
performance, and recommend to the contracting officer changes in requirements.

(2) Assist the contractor in the resolution of technical problems encountered during 
performance.

(3) Review all costs requested for reimbursement by the contractor and submit to the 
contracting officer recommendations for approval, disapproval, or suspension of payment for 
supplies and services required under this TO.

NRCH430 DRUG FREE WORKPLACE TESTING: UNESCORTED ACCESS TO NUCLEAR 
FACILITIES, ACCESS TO CLASSIFIED INFORMATION OR SAFEGUARDS INFORMATION, 
OR PERFORMING IN SPECIALLY SENSITIVE POSITIONS (OCT 2014) 

All contractor employees, subcontractor employees, applicants, and consultants proposed for 
performance or performing under this contract shall be subject to pre-assignment, random, 
reasonable suspicion, and post-accident drug testing applicable to:  (1) individuals who require 
unescorted access to nuclear power plants, (2) individuals who have access to classified or 
safeguards information, (3) individuals who are required to carry firearms in performing security 
services for the NRC, (4) individuals who are required to operate government vehicles or 
transport passengers for the NRC, (5) individuals who are required to operate hazardous 
equipment at NRC facilities, or (6) individuals who admit to recent illegal drug use or those who 
are found through other means to be using drugs illegally.  
 
The NRC Drug Program Manager will schedule the drug testing for all contractor employees, 
subcontractor employees, applicants, and consultants who are subject to testing under this 
clause.  The consequences of refusing to undergo drug testing or a refusal to cooperate in such 
testing, including not appearing at the scheduled appointment time, will result in the Agency’s 
refusal of the contractor employee to work under any NRC contract.  Any NRC contractor 
employee found to be using, distributing or possessing illegal drugs, or any contractor employee 
who fails to receive a verified negative drug test result under this program while in a duty status 
will immediately be removed from working under the NRC contract.  The contractor's employer 
will be notified of the denial or revocation of the individual's authorization to have access to 
information and ability to perform under the contract. The individual may not work on any NRC 
contract for a period of not less than one year from the date of the failed, positive drug test and 
will not be considered for reinstatement unless evidence of rehabilitation, as determined by the 
NRC "drug testing contractor's" Medical Review Officer, is provided.
 
Contractor drug testing records are protected under the NRC Privacy Act Systems of Records, 
System 35, "Drug Testing Program Records - NRC" found at: http://www.nrc.gov/reading-
rm/foia/privacy-systems.html
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NRCH420 AUTHORITY TO USE GOVERNMENT PROVIDED SPACE AT NRC 
HEADQUARTERS (SEP 2013) 

Prior to occupying any Government provided space at NRC Headquarters in Rockville 
Maryland, the Contractor shall obtain written authorization to occupy specifically designated 
government space, via the NRC Contracting Officer’s Representative (COR), from the Chief, 
Space Design Branch, Office of Administration.  Failure to obtain this prior authorization can 
result in one, or a combination, of the following remedies as deemed appropriate by the 
Contracting Officer.
 
(1)  Rental charge for the space occupied will be deducted from the invoice amount due the 
Contractor
 
(2)  Removal from the space occupied
 
(3)  Contract Termination

NRCH370 SAFETY OF ON-SITE CONTRACTOR PERSONNEL 

Ensuring the safety of occupants of Federal buildings is a responsibility shared by the 
professionals implementing our security and safety programs and the persons being protected.  
The NRC's Office of Administration (ADM) Division of Facilities and Security (DFS) has 
coordinated an Occupant Emergency Plan (OEP) for NRC Headquarters buildings with local 
authorities.  The OEP has been approved by the Montgomery County Fire and Rescue Service.  
It is designed to improve building occupants' chances of survival, minimize damage to property, 
and promptly account for building occupants when necessary.
 
The contractor's Project Director shall ensure that all personnel working full time on-site at NRC 
Headquarters read the NRC's OEP, provided electronically on the NRC Intranet at 
http://www.internal.nrc.gov/ADM/OEP.pdf.  The contractor's Project Director also shall 
emphasize to each staff member that they are to be familiar with and guided by the OEP, as 
well as by instructions given by emergency response personnel in situations which pose an 
immediate health or safety threat to building occupants.
 
The NRC Contracting Officer’s Representative (COR) shall ensure that the contractor's Project 
Director has communicated the requirement for on-site contractor staff to follow the guidance in 
the OEP.  The NRC Contracting Officer’s Representative (COR) also will assist in accounting for 
on-site contract persons in the event of a major emergency (e.g., explosion occurs and 
casualties or injuries are suspected) during which a full evacuation will be required, including the 
assembly and accountability of occupants.  The NRC DFS will conduct drills periodically to train 
occupants and assess these procedures.
 
NRCH360 INTERNET 

Neither NRC nor its third party contractors that manage or develop the NRC web site shall send 
persistent cookies, place persistent cookies on users' computers, nor collect personally 
identifiable information from visitors to the NRC web site unless in addition to clear and 
conspicuous notice, each of the following conditions are met:  there is a compelling need to 
gather the data on the site; there are appropriate and publicly disclosed privacy safeguards for 
handling of information derived from "cookies"; and personal approval is obtained from the head 
of the agency.
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NRCH320 COMPENSATION FOR ON-SITE CONTRACTOR PERSONNEL 

(a) NRC facilities may not be available due to (1) designated Federal holiday, any other day 
designated by Federal Statute, Executive Order, or by President's Proclamation; (2) early 
dismissal of NRC employees during working hours (e.g., special holidays, water emergency); or 
(3) occurrence of emergency conditions during nonworking hours (e.g., inclement weather).

(b) When NRC facilities are unavailable, the contractor's compensation and deduction policy 
(date), incorporated herein by reference, shall be followed for contractor employees performing 
work on-site at the NRC facility.  The contractor shall promptly submit any revisions to this policy 
to the Contracting Officer for review before they are incorporated into the contract.
 
(c) The contractor shall not charge the NRC for work performed by on-site contractor employees 
who were reassigned to perform other duties off site during the time the NRC facility was 
closed.
 
(d) On-site contractor staff shall be guided by the instructions given by a third party (e.g., 
Montgomery County personnel in situations which pose an immediate health or safety threat to 
employees (e.g., water emergency).
 
(e) The contractor shall first consult the NRC Contracting Officer’s Representative (COR)  
before releasing on-site personnel in situations which do not impose an immediate safety or 
health threat to employees (e.g., special holidays).  That same day, the contractor must then 
alert the Contracting Officer of the NRC Contracting Officer’s Representative’s (COR) direction.  
The contractor shall continue to provide sufficient personnel to perform the requirements of 
essential tasks as defined in the Statement of Work which already are in operation or are 
scheduled.
 
CONTRACTOR PERFORMANCE EVALUATION

An evaluation of contractor performance under this TO will be prepared in accordance with FAR 
Subpart 42.15, "Contractor Performance Information." The evaluation of contractor performance 
will be prepared at the expiration of the TO during the closeout process.
 
The Contracting Officer will transmit the NRC Contracting Officer’s Representative’s (COR) 
annual and final contractor performance evaluations to the contractor. The contractor will be 
permitted thirty days to review the document and submit comments, rebutting statements, or 
additional information.  

Where a contractor concurs with, or takes no exception to an annual performance evaluation, 
the Contracting Officer will consider such evaluation final and releasable for source selection 
purposes. Disagreements between the parties regarding a performance evaluation will be 
referred to an individual one level above the Contracting Officer, whose decision will be final.
 
The Contracting Officer will send a copy of the completed evaluation report, marked "Source 
Selection Information”, to the contractor for their records as soon as practicable after it has been 
finalized.  The completed evaluation report also will be used as a tool to improve 
communications between the NRC and the contractor and to improve contract performance.
 
The completed annual performance evaluation will be used to support future award decisions in 
accordance with FAR 42.1502 and 42.1503.  During the period the information is being used to 
provide source selection information, the completed annual performance evaluation will be 
released to only two parties - the Federal government personnel performing the source 
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selection evaluation and the contractor under evaluation if the contractor does not have a copy 
of the report already.

NRCH030 SECURITY REQUIREMENTS FOR INFORMATION TECHNOLOGY LEVEL I OR 
LEVEL II ACCESS APPROVAL (JUL 2016) 

The contractor must identify all individuals selected to work under this contract. The NRC 
Contracting Officer’s Representative (COR) shall make the final determination of the level, if 
any, of IT access approval required for all individuals working under this contract/order using the 
following guidance. The Government shall have full and complete control and discretion over 
granting, denying, withholding, or terminating IT access approvals for contractor personnel 
performing work under this contract/order.
 
The contractor shall conduct a preliminary security interview or review for each employee 
requiring IT level I or II access and submit to the Government only the names of candidates that 
have a reasonable probability of obtaining the level of IT access approval for which the 
employee has been proposed. The contractor shall pre-screen its applicants for the following:
 
(a) felony arrest in the last seven (7) years; (b) alcohol related arrest within the last five (5) 
years; (c) record of any military courts-martial convictions in the past ten (10) years; (d) illegal 
use of narcotics or other controlled substances possession in the past year, or illegal purchase, 
production, transfer, or distribution of narcotics or other controlled substances in the last seven 
(7) years; and (e) delinquency on any federal debts or bankruptcy in the last seven (7) years.
 
The contractor shall make a written record of its pre-screening interview or review (including any 
information to mitigate the responses to items listed in (a) - (e)), and have the employee verify 
the pre-screening record or review, sign and date it. The contractor shall supply two (2) copies 
of the signed contractor's pre-screening record or review to the NRC Contracting Officer’s 
Representative (COR), who will then provide them to the NRC Office of Administration, Division 
of Facilities and Security, Personnel Security Branch with the employee’s completed IT access 
application package.
 
The contractor shall further ensure that its personnel complete all IT access approval security 
applications required by this clause within fourteen (14) calendar days of notification by the NRC 
Contracting Officer’s Representative (COR) of initiation of the application process. Timely 
receipt of properly completed records of the pre-screening record and IT access approval 
applications (submitted for candidates that have a reasonable probability of obtaining the level 
of security assurance necessary for access to NRC's IT systems/data) is a requirement of this 
contract/order. Failure of the contractor to comply with this requirement may be a basis to 
terminate the contract/order for cause, or to offset from the contract's invoiced cost or price the 
NRC's incurred costs or delays as a result of inadequate pre-screening by the contractor.  

SECURITY REQUIREMENTS FOR IT LEVEL I
 
Performance under this contract/order will involve contractor personnel who perform services 
requiring direct access to or operation of agency sensitive information technology systems or 
data (IT Level I). The IT Level I involves responsibility for: (a) the planning, direction, and 
implementation of a computer security program; (b) major responsibility for the direction, 
planning, and design of a computer system, including hardware and software; (c) the capability 
to access a computer system during its operation or maintenance in such a way that could 
cause or that has a relatively high risk of causing grave damage; or (d) the capability to realize a 
significant personal gain from computer access.
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Contractor personnel shall not have access to sensitive information technology systems or data 
until they are approved by DFS/PSB and they have been so informed in writing by the NRC 
Contracting Officer’s Representative (COR). Temporary IT access may be approved by 
DFS/PSB based on a favorable review or adjudication of their security forms and checks. Final 
IT access may be approved by DFS/PSB based on a favorably review or adjudication of a 
completed background investigation. However, temporary access authorization approval will be 
revoked and the employee may subsequently be denied IT access in the event the employee’s 
investigation cannot be favorably adjudicated. Such an employee will not be authorized to work 
under any NRC contract/order requiring IT access without the approval of DFS/PSB, as 
communicated in writing to the contractor by the NRC Contracting Officer’s Representative 
(COR). Where temporary access authorization has been revoked or denied by DFS/PSB, the 
contractor shall assign another contractor employee to perform the necessary work under this 
contract/order without delay to the contract/order performance schedule, or without adverse 
impact to any other terms or conditions of the contract/order. When an individual receives final 
IT access approval from DFS/PSB, the individual will be subject to a reinvestigation every ten 
(10) years thereafter (assuming continuous performance under contracts/orders at NRC) or 
more frequently in the event of noncontinuous performance under contracts/orders at NRC.
 
CORs are responsible for submitting the completed access/clearance request package as well 
as other documentation that is necessary to DFS/PSB. The contractor shall submit a completed 
security forms packet, including the OPM Standard Form (SF) 86 (online Questionnaire for 
National Security Positions), two (2) copies of the Contractor's signed pre-screening record, and 
two (2) FD 258 fingerprint charts, to DFS/PSB for review and adjudication, prior to the individual 
being authorized to perform work under this contract/order requiring access to sensitive 
information technology systems or data. Non-U.S. citizens must provide official documentation 
to the DFS/PSB, as proof of their legal residency. This documentation can be a Permanent 
Resident Card, Temporary Work Visa, Employment Authorization Card, or other official 
documentation issued by the U.S. Citizenship and Immigration Services. Any applicant with less 
than seven (7) years residency in the U.S. will not be approved for IT Level I access. The 
Contractor shall submit the documents to the NRC Contracting Officer’s Representative (COR) 
who will give them to DFS/PSB. The contractor shall ensure that all forms are accurate, 
complete, and legible.  Based on DFS/PSB review of the contractor employee’s security forms 
and/or the receipt of adverse information by NRC, the contractor individual may be denied 
access to NRC facilities and sensitive information technology systems or data until a final 
determination is made by DFS/PSB. The contractor individual’s clearance status will thereafter 
be communicated to the contractor by the NRC Contracting Officer’s Representative (COR) 
regarding the contractor person’s eligibility.
 
In accordance with NRCAR 2052.204-70 "Security," IT Level I contractors shall be subject to the 
attached NRC Form 187 and SF-86. Together, these furnish the basis for providing security 
requirements to contractors that have or may have an NRC contractual relationship which 
requires access to or operation of agency sensitive information technology systems, remote 
development and/or analysis of sensitive information technology systems or data, or other 
access to such systems and data; access on a continuing basis (in excess more than 30 
calendar days) to NRC buildings; or otherwise requires issuance of an unescorted NRC badge.
 
SECURITY REQUIREMENTS FOR IT LEVEL II
 
Performance under this contract/order will involve contractor personnel that develop and/or 
analyze sensitive information technology systems or data or otherwise have access to such 
systems or data (IT Level II).
 
The IT Level II involves responsibility for the planning, design, operation, or maintenance of a 
computer system and all other computer or IT positions.
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Contractor personnel shall not have access to sensitive information technology systems or data 
until they are approved by DFS/PSB and they have been so informed in writing by the NRC 
Contracting Officer’s Representative (COR). Temporary access may be approved by DFS/PSB 
based on a favorable review of their security forms and checks. Final IT access may be 
approved by DFS/PSB based on a favorably adjudication. However, temporary access 
authorization approval will be revoked and the contractor employee may subsequently be 
denied IT access in the event the employee's investigation cannot be favorably adjudicated. 
Such an employee will not be authorized to work under any NRC contract/order requiring IT 
access without the approval of DFS/PSB, as communicated in writing to the contractor by the 
NRC Contracting Officer’s Representative (COR). Where temporary access authorization has 
been revoked or denied by DFS/PSB, the contractor is responsible for assigning another 
contractor employee to perform the necessary work under this contract/order without delay to 
the contract/order performance schedule, or without adverse impact to any other terms or 
conditions of the contract/order. When a contractor employee receives final IT access approval 
from DFS/PSB, the individual will be subject to a review or reinvestigation every ten (10) years 
(assuming continuous performance under contract/order at NRC) or more frequently in the 
event of noncontinuous performance under contract/order at NRC.
 
CORs are responsible for submitting the completed access/clearance request package as well 
as other documentation that is necessary to DFS/PSB. The contractor shall submit a completed 
security forms packet, including the OPM Standard Form (SF) 86 (online Questionnaire for 
National Security Positions), two (2) copies of the Contractor's signed pre-screening record and 
two (2) FD 258 fingerprint charts, to DFS/PSB for review and adjudication, prior to the contractor 
employee being authorized to perform work under this contract/order.  Non-U.S. citizens must 
provide official documentation to the DFS/PSB, as proof of their legal residency. This 
documentation can be a Permanent Resident Card, Temporary Work Visa, Employment 
Authorization Card, or other official documentation issued by the U.S. Citizenship and 
Immigration Services. Any applicant with less than seven (7) years residency in the U.S. will not 
be approved for IT Level II access. The Contractor shall submit the documents to the NRC 
Contracting Officer’s Representative (COR) who will give them to DFS/PSB. The contractor 
shall ensure that all forms are accurate, complete, and legible.  Based on DFS/PSB review of 
the contractor employee’s security forms and/or the receipt of adverse information by NRC, the 
contractor employee may be denied access to NRC facilities, sensitive information technology 
systems or data until a final determination is made by DFS/PSB regarding the contractor 
person’s eligibility.
 
In accordance with NRCAR 2052.204-70 "Security," IT Level II contractors shall be subject to 
the attached NRC Form 187, SF-86, and contractor's record of the pre-screening. Together, 
these furnish the basis for providing security requirements to contractors that have or may have 
an NRC contractual relationship which requires access to or operation of agency sensitive 
information technology systems, remote development and/or analysis of sensitive information 
technology systems or data, or other access to such systems or data; access on a continuing 
basis (in excess of more than 30 calendar days) to NRC buildings; or otherwise requires 
issuance of an unescorted NRC badge.
 
CANCELLATION OR TERMINATION OF IT ACCESS/REQUEST
 
When a request for IT access is to be withdrawn or canceled, the contractor shall immediately 
notify the NRC Contracting Officer’s Representative (COR) by telephone so that the access 
review may be promptly discontinued. The notification shall contain the full name of the 
contractor employee and the date of the request. Telephone notifications must be promptly 
confirmed by the contractor in writing to the NRC Contracting Officer’s Representative (COR), 
who will forward the confirmation to DFS/PSB. Additionally, the contractor shall immediately 
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notify the NRC Contracting Officer’s Representative (COR) in writing, who will in turn notify 
DFS/PSB, when a contractor employee no longer requires access to NRC sensitive automated 
information technology systems or data, including the voluntary or involuntary separation of 
employment of a contractor employee who has been approved for or is being processed for IT 
access.
 
The contractor shall flow the requirements of this clause down into all subcontracts and 
agreements with consultants for work that requires them to access NRC IT resources.

 NRCH020 SECURITY REQUIREMENTS FOR BUILDING ACCESS APPROVAL (SEP 2013) 

The Contractor shall ensure that all its employees, subcontractor employees or consultants who 
are assigned to perform the work herein for contract performance for periods of more than 30 
calendar days at NRC facilities, are approved by the NRC for unescorted NRC building access.
 
The Contractor shall conduct a preliminary federal facilities security screening interview or 
review for each of its employees, subcontractor employees, and consultants and submit to the 
NRC only the names of candidates for contract performance that have a reasonable probability 
of obtaining approval necessary for access to NRC's federal facilities. The Contractor shall pre-
screen its applicants for the following:
 
(a) felony arrest in the last seven (7) years; (b) alcohol related arrest within the last five (5) 
years; (c) record of any military courts-martial convictions in the past ten (10) years; (d) illegal 
use of narcotics or other controlled substances possession in the past year, or illegal purchase, 
production, transfer, or distribution of narcotics or other controlled substances in the last seven 
(7) years; and (e) delinquency on any federal debts or bankruptcy in the last seven (7) years.
 
The Contractor shall make a written record of its pre-screening interview or review (including 
any information to mitigate the responses to items listed in (a) - (e)), and have the applicant 
verify the pre-screening record or review, sign and date it.  Two (2) copies of the pre-screening 
signed record or review shall be supplied to the Division of Facilities and Security, Personnel 
Security Branch (DFS/PSB) with the Contractor employee's completed building access 
application package.
 
The Contractor shall further ensure that its employees, any subcontractor employees and 
consultants complete all building access security applications required by this clause within 
fourteen (14) calendar days of notification by DFS/PSB of initiation of the application process.  
Timely receipt of properly completed records of the Contractor's signed pre-screening record or 
review and building access security applications (submitted for candidates that have a 
reasonable probability of obtaining the level of access authorization necessary for access to 
NRC's facilities) is a contract requirement.  Failure of the Contractor to comply with this contract 
administration requirement may be a basis to cancel the award, or terminate the contract for 
default, or offset from the contract's invoiced cost or price the NRC's incurred costs or delays as 
a result of inadequate pre-screening by the Contractor.  In the event of cancellation or 
termination, the NRC may select another firm for contract award.
 
A Contractor, subcontractor employee or consultant shall not have access to NRC facilities until 
he/she is approved by DFS/PSB.  Temporary access may be approved based on a favorable 
NRC review and discretionary determination of their building access security forms.  Final 
building access will be approved based on favorably adjudicated checks by the Government.  
However, temporary access approval will be revoked and the Contractor's employee may 
subsequently be denied access in the event the employee's investigation cannot be favorably 
determined by the NRC.  Such employee will not be authorized to work under any NRC contract 
requiring building access without the approval of DFS/PSB.  When an individual receives final 
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access, the individual will be subject to a review or reinvestigation every five (5) or ten (10) 
years, depending on their job responsibilities at the NRC.
 
The Government shall have and exercise full and complete control and discretion over granting, 
denying, withholding, or terminating building access approvals for individuals performing work 
under this contract.  Individuals performing work under this contract at NRC facilities for a period 
of more than 30 calendar days shall be required to complete and submit to the Contractor 
representative an acceptable OPM Standard Form 85 (Questionnaire for Non-Sensitive 
Positions), and two (2) FD 258 (Fingerprint Charts).  Non-U.S. citizens must provide official 
documentation to the DFS/PSB, as proof of their legal residency.  This documentation can be a 
Permanent Resident Card, Temporary Work Visa, Employment Authorization Card, or other 
official documentation issued by the U.S. Citizenship and Immigration Services.  Any applicant 
with less than five (5) years residency in the U.S. will not be approved for building access.  The 
Contractor shall submit the documents to the NRC Contracting Officer’s Representative (COR) 
who will give them to DFS/PSB.
 
DFS/PSB may, among other things, grant or deny temporary unescorted building access 
approval to an individual based upon its review of the information contained in the OPM 
Standard Form 85 and the Contractor's pre-screening record.  Also, in the exercise of its 
authority, the Government may, among other things, grant or deny permanent building access 
approval based on the results of its review or investigation.  This submittal requirement also 
applies to the officers of the firm who, for any reason, may visit the NRC work sites for an 
extended period of time during the term of the contract.  In the event that DFS/PSB are unable 
to grant a temporary or permanent building access approval, to any individual performing work 
under this contract, the Contractor is responsible for assigning another individual to perform the 
necessary function without any delay in the contract's performance schedule, or without adverse 
impact to any other terms or conditions of the contract.  The Contractor is responsible for 
informing those affected by this procedure of the required building access approval process 
(i.e., temporary and permanent determinations), and the possibility that individuals may be 
required to wait until permanent building access approvals are granted before beginning work in 
NRC's buildings.
 
CANCELLATION OR TERMINATION OF BUILDING ACCESS/ REQUEST
 
The Contractor shall immediately notify the COR when a Contractor or subcontractor employee 
or consultant's need for NRC building access approval is withdrawn or the need by the 
Contractor employee's for building access terminates.  The COR will immediately notify 
DFS/PSB (via e-mail) when a Contractor employee no longer requires building access.  The 
Contractor shall be required to return any NRC issued badges to the COR for return to 
DFS/FSB (Facilities Security Branch) within three (3) days after their termination.
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Section I – Contract Clauses 

52.227-14 Rights in Data—General (May 2014).

(a) Definitions. As used in this clause— 

“Computer database” or “database means” a collection of recorded information in a form 
capable of, and for the purpose of, being stored in, processed, and operated on by a computer. 
The term does not include computer software.

 “Computer software”—

 (1) Means 

(i) Computer programs that comprise a series of instructions, rules, routines, or statements, 
regardless of the media in which recorded, that allow or cause a computer to perform a specific 
operation or series of operations; and

(ii) Recorded information comprising source code listings, design details, algorithms, processes, 
flow charts, formulas, and related material that would enable the computer program to be 
produced, created, or compiled.

(2) Does not include computer databases or computer software documentation.

 “Computer software documentation” means owner’s manuals, user’s manuals, installation 
instructions, operating instructions, and other similar items, regardless of storage medium, that 
explain the capabilities of the computer software or provide instructions for using the software.

 “Data” means recorded information, regardless of form or the media on which it may be 
recorded. The term includes technical data and computer software. The term does not include 
information incidental to contract administration, such as financial, administrative, cost or 
pricing, or management information.

 “Form, fit, and function data” means data relating to items, components, or processes that are 
sufficient to enable physical and functional interchangeability, and data identifying source, size, 
configuration, mating and attachment characteristics, functional characteristics, and 
performance requirements. For computer software it means data identifying source, functional 
characteristics, and performance requirements but specifically excludes the source code, 
algorithms, processes, formulas, and flow charts of the software.

 “Limited rights” means the rights of the Government in limited rights data as set forth in the 
Limited Rights Notice of paragraph (g)(3) if included in this clause.

 “Limited rights data” means data, other than computer software, that embody trade secrets or 
are commercial or financial and confidential or privileged, to the extent that such data pertain to 
items, components, or processes developed at private expense, including minor modifications.

 “Restricted computer software” means computer software developed at private expense and 
that is a trade secret, is commercial or financial and confidential or privileged, or is copyrighted 
computer software, including minor modifications of the computer software.

 “Restricted rights,” as used in this clause, means the rights of the Government in restricted 
computer software, as set forth in a Restricted Rights Notice of paragraph (g) if included in this 
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clause, or as otherwise may be provided in a collateral agreement incorporated in and made 
part of this contract, including minor modifications of such computer software.

 “Technical data” means recorded information (regardless of the form or method of the 
recording) of a scientific or technical nature (including computer databases and computer 
software documentation). This term does not include computer software or financial, 
administrative, cost or pricing, or management data or other information incidental to contract 
administration. The term includes recorded information of a scientific or technical nature that is 
included in computer databases (See 41 U.S.C. 116). 

 “Unlimited rights” means the rights of the Government to use, disclose, reproduce, prepare 
derivative works, distribute copies to the public, and perform publicly and display publicly, in any 
manner and for any purpose, and to have or permit others to do so.

(b) Allocation of rights. 

(1) Except as provided in paragraph (c) of this clause, the Government shall have unlimited 
rights in—

 (i) Data first produced in the performance of this contract;

(ii) Form, fit, and function data delivered under this contract;

(iii) Data delivered under this contract (except for restricted computer software) that constitute 
manuals or instructional and training material for installation, operation, or routine maintenance 
and repair of items, components, or processes delivered or furnished for use under this 
contract; and

(iv) All other data delivered under this contract unless provided otherwise for limited rights data 
or restricted computer software in accordance with paragraph (g) of this clause.

(2) The Contractor shall have the right to—

 (i) Assert copyright in data first produced in the performance of this contract to the extent 
provided in paragraph (c)(1) of this clause;

(ii) Use, release to others, reproduce, distribute, or publish any data first produced or specifically 
used by the Contractor in the performance of this contract, unless provided otherwise in 
paragraph (d) of this clause;

(iii) Substantiate the use of, add, or correct limited rights, restricted rights, or copyright notices 
and to take other appropriate action, in accordance with paragraphs (e) and (f) of this clause; 
and

(iv) Protect from unauthorized disclosure and use those data that are limited rights data or 
restricted computer software to the extent provided in paragraph (g) of this clause.

(c) Copyright—

 (1) Data first produced in the performance of this contract.

(i) Unless provided otherwise in paragraph (d) of this clause, the Contractor may, without prior 
approval of the Contracting Officer, assert copyright in scientific and technical articles based on 
or containing data first produced in the performance of this contract and published in academic, 
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technical or professional journals, symposia proceedings, or similar works. The prior, express 
written permission of the Contracting Officer is required to assert copyright in all other data first 
produced in the performance of this contract.

(ii) When authorized to assert copyright to the data, the Contractor shall affix the applicable 
copyright notices of 17 U.S.C. 401 or 402, and an acknowledgment of Government sponsorship 
(including contract number). 

(iii) For data other than computer software, the Contractor grants to the Government, and others 
acting on its behalf, a paid-up, nonexclusive, irrevocable, worldwide license in such copyrighted 
data to reproduce, prepare derivative works, distribute copies to the public, and perform publicly 
and display publicly by or on behalf of the Government. For computer software, the Contractor 
grants to the Government, and others acting on its behalf, a paid-up, nonexclusive, irrevocable, 
worldwide license in such copyrighted computer software to reproduce, prepare derivative 
works, and perform publicly and display publicly (but not to distribute copies to the public) by or 
on behalf of the Government.

(2) Data not first produced in the performance of this contract. The Contractor shall not, without 
the prior written permission of the Contracting Officer, incorporate in data delivered under this 
contract any data not first produced in the performance of this contract unless the Contractor— 

 (i) Identifies the data; and

(ii) Grants to the Government, or acquires on its behalf, a license of the same scope as set forth 
in paragraph (c)(1) of this clause or, if such data are restricted computer software, the 
Government shall acquire a copyright license as set forth in paragraph (g)(4) of this clause (if 
included in this contract) or as otherwise provided in a collateral agreement incorporated in or 
made part of this contract.

(3) Removal of copyright notices. The Government will not remove any authorized copyright 
notices placed on data pursuant to this paragraph (c), and will include such notices on all 
reproductions of the data. 

(d) Release, publication, and use of data. The Contractor shall have the right to use, release to 
others, reproduce, distribute, or publish any data first produced or specifically used by the 
Contractor in the performance of this contract, except— 

 (1) As prohibited by Federal law or regulation (e.g., export control or national security laws or 
regulations); 

(2) As expressly set forth in this contract; or

(3) If the Contractor receives or is given access to data necessary for the performance of this 
contract that contain restrictive markings, the Contractor shall treat the data in accordance with 
such markings unless specifically authorized otherwise in writing by the Contracting Officer.

(e) Unauthorized marking of data.

(1) Notwithstanding any other provisions of this contract concerning inspection or acceptance, if 
any data delivered under this contract are marked with the notices specified in paragraph (g)(3) 
or (g) (4) if included in this clause, and use of the notices is not authorized by this clause, or if 
the data bears any other restrictive or limiting markings not authorized by this contract, the 
Contracting Officer may at any time either return the data to the Contractor, or cancel or ignore 
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the markings. However, pursuant to 41 U.S.C. 4703, the following procedures shall apply prior 
to canceling or ignoring the markings. 

(i) The Contracting Officer will make written inquiry to the Contractor affording the Contractor 60 
days from receipt of the inquiry to provide written justification to substantiate the propriety of the 
markings;

(ii) If the Contractor fails to respond or fails to provide written justification to substantiate the 
propriety of the markings within the 60-day period (or a longer time approved in writing by the 
Contracting Officer for good cause shown), the Government shall have the right to cancel or 
ignore the markings at any time after said period and the data will no longer be made subject to 
any disclosure prohibitions.

(iii) If the Contractor provides written justification to substantiate the propriety of the markings 
within the period set in paragraph (e)(1)(i) of this clause, the Contracting Officer will consider 
such written justification and determine whether or not the markings are to be cancelled or 
ignored. If the Contracting Officer determines that the markings are authorized, the Contractor 
will be so notified in writing. If the Contracting Officer determines, with concurrence of the head 
of the contracting activity, that the markings are not authorized, the Contracting Officer will 
furnish the Contractor a written determination, which determination will become the final agency 
decision regarding the appropriateness of the markings unless the Contractor files suit in a court 
of competent jurisdiction within 90 days of receipt of the Contracting Officer’s decision. The 
Government will continue to abide by the markings under this paragraph (e)(1)(iii) until final 
resolution of the matter either by the Contracting Officer’s determination becoming final (in 
which instance the Government will thereafter have the right to cancel or ignore the markings at 
any time and the data will no longer be made subject to any disclosure prohibitions), or by final 
disposition of the matter by court decision if suit is filed.

(2) The time limits in the procedures set forth in paragraph (e)(1) of this clause may be modified 
in accordance with agency regulations implementing the Freedom of Information Act (5 U.S.C. 
552) if necessary to respond to a request thereunder. 

(3) Except to the extent the Government’s action occurs as the result of final disposition of the 
matter by a court of competent jurisdiction, the Contractor is not precluded by paragraph (e) of 
the clause from bringing a claim, in accordance with the Disputes clause of this contract, that 
may arise as the result of the Government removing or ignoring authorized markings on data 
delivered under this contract.

(f) Omitted or incorrect markings. 

(1) Data delivered to the Government without any restrictive markings shall be deemed to have 
been furnished with unlimited rights. The Government is not liable for the disclosure, use, or 
reproduction of such data.

(2) If the unmarked data has not been disclosed without restriction outside the Government, the 
Contractor may request, within 6 months (or a longer time approved by the Contracting Officer 
in writing for good cause shown) after delivery of the data, permission to have authorized 
notices placed on the data at the Contractor’s expense. The Contracting Officer may agree to 
do so if the Contractor—

 (i) Identifies the data to which the omitted notice is to be applied;

(ii) Demonstrates that the omission of the notice was inadvertent;
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(iii) Establishes that the proposed notice is authorized; and

(iv) Acknowledges that the Government has no liability for the disclosure, use, or reproduction of 
any data made prior to the addition of the notice or resulting from the omission of the notice.

(3) If data has been marked with an incorrect notice, the Contracting Officer may—

 (i) Permit correction of the notice at the Contractor’s expense if the Contractor identifies the 
data and demonstrates that the correct notice is authorized; or

(ii) Correct any incorrect notices.

(g) Protection of limited rights data and restricted computer software. 

(1) The Contractor may withhold from delivery qualifying limited rights data or restricted 
computer software that are not data identified in paragraphs (b)(1)(i), (ii), and (iii) of this clause. 
As a condition to this withholding, the Contractor shall—

 (i) Identify the data being withheld; and

(ii) Furnish form, fit, and function data instead.

(2) Limited rights data that are formatted as a computer database for delivery to the 
Government shall be treated as limited rights data and not restricted computer software.

(3) [Reserved]

(h) Subcontracting. The Contractor shall obtain from its subcontractors all data and rights 
therein necessary to fulfill the Contractor’s obligations to the Government under this contract. If 
a subcontractor refuses to accept terms affording the Government those rights, the Contractor 
shall promptly notify the Contracting Officer of the refusal and shall not proceed with the 
subcontract award without authorization in writing from the Contracting Officer. 

(i) Relationship to patents or other rights. Nothing contained in this clause shall imply a license 
to the Government under any patent or be construed as affecting the scope of any license or 
other right otherwise granted to the Government. 

52.217-8 OPTION TO EXTEND SERVICES

The Government may require continued performance of any services within the limits and at the
rates specified in the BPA. These rates may be adjusted only as a result of revisions to
prevailing labor rates provided by the Secretary of Labor. The option provision may be
exercised more than once, but the total extension of performance hereunder shall not exceed 6
months. The Contracting Officer may exercise the option by written notice to the Contractor
within 10 days of BPA expiration.

SECTION J - List of Documents, Exhibits and Other Attachments
Attachment 1 - Billing Instructions




