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On August 6, 1999 at 0911 hours with both Unit 1 and Unit 2 in Mode 1 (Power Operation) at 100 % power a safeguards
violation occurred in that safeguards information was distributed via an uncontrolled electronic mail system. The Manager —
Nuclear Security (utility; non-licensed) was communicating to various Nuclear Department personnel an overview of
Security's performance during the recent Operational Safeguards Response Evaluation (OSRE). This communication
inadvertently contained an observation that was safeguards information, and was transmitted via PP&L’s e-mail system,
which is unsecured. Transmitting of safeguards information via an unsecured electronic mail system is a compromise of
safeguards information and thus reportable per 10CFR73.71, The cause of the event was determined to be that there were
no provisions to require new senior security personnel to be trained on or to read all applicable references on Safeguards
Information (S1). The originator, who was in a senior security position for approximately 4 months, had neither been trained
in detail on nor had read all applicable references on Safeguards Information. Corrective actions that were taken included:
(1) the electronic mail message was deleted from those individuals who received it, (2) Immediate and follow-on
compensatory measures were taken, and (3) Originator was thoroughly trained on Safeguards Information. A corrective
action to be completed will be the establishment of a requirement for new senior security personnel to read all applicable
references on Sl or receive thorough training on it within the first week of assignment to Security. Since the compromised
information was not used in an actual incident at the site prior to compensatory measures being in place, there were no
safety consequences of this event. There were no consequences to the health and safety of the public due to this event.
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EVENT DESCRIPTION

On August 6, 1999 at 0911 hours with both Unit 1 and Unit 2 in Mode 1 (Power Operation) at 100 %

power, a safeguards violation occurred in that safeguards information was distributed via an uncontrolled
electronic mail system. The Manager - Nuclear Security (utility; non-licensed) was communicating to
various Nuclear Department personnel an overview of Security's performance during the recent
Operational Safeguards Response Evaluation (OSRE). This communication inadvertently contained an
observation that was safeguards information (Sl), and was transmitted via PP&L’s e-mail system, which is
unsecured. Transmitting of safeguards information via an unsecured electronic mail system is a
compromise of safeguards information and thus reportable per 10CFR73.71.

CAUSE OF EVENT

The cause of the event was determined to be that there were no provisions to require new senior security
personnel to be trained in detail on or to read all applicable references on Safeguards Information. The
originator, who was in a senior security position for approximately 4 months, had neither been trained in
detail on nor had read all applicable references on Safeguards Information. All other Security personnel
had received this training as part of their basic Security Officer training. This was the first time a PP&L
senior person had been assigned to Security from outside the Security organization, and thus had not
gone through the basic Security Officer training.

REPORTABILITY/ANALYSIS

An electronic message on the observations of the NRC OSRE Team containing Safeguards Information
was distributed via an unsecured electronic mail system. The information was sent to select company
individuals who were cleared for Safeguards Information. The electronic mail system used is a self-
contained system within the company, which requires a password to access the Local Area Network
(LAN) and another password to access the mail system. However, this system is not a secure system for
transmitting'Safeguards Information. Transmitting of safeguards information via an unsecured electronic
mail system is a compromise of safeguards information and thus reportable per 10CFR73.71. The safety
significance of this occurrence was limited by the defense in depth approach to security, and was
eliminated by compensatory measures. While some information was potentially compromised, the bulk of
Safeguards Information associated with the Physical Security Plan has not been compromised. Since the
compromised information was not used in an actual incident at the site prior to compensatory measures

being implemented, there were no safety consequences due to this event. There were no consequences
to the health and safety of the public due to this event. ‘

" In accordance with the requirements provided in 10CFR73.71, the required submission date for this report

was determined to be September 7, 1999.
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CORRECTIVE ACTIONS

The following corrective actions have been completed:

electronic message no longer valid.

The following corrective actions will be completed:

Sl.
ADDITIONAL INFORMATION
Past Similar Events: None

Failed Component: None

o Thorough Sl training was provided to the originator of the electronic mail message.

¢ The subject electronic mail message was deleted from those individuals’ files who received it.

o A non-safeguards electronic mail message was sent to inform the recipients of the Sl to delete it.

¢ |Immediate and follow-on compensatory measures were taken which made the Si contained in the

o A requirement for new senior security personnel to read all applicable references on Sl or to receive
thorough training on it within the first week of assignment to Security will be implemented.

o Review the need for additional training for those individuals within the Nuclear Department who create
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