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TWO NORTH NINTH STREET, ALLENTOWN, PA. 18101 PHONE: (215) 770-5151

NORMAN W. CURTIS
Vice President-Englneoring & Construction-Nuclear
770-5381

June 29, 1981

Mr. B. J. Youngblood, Chief
Licensing Branch No. 1
Division of Licensing

U.S. Nuclear Regulatory Commission

Washington, DC 20555

SUSQUEHANNA STEAM ELECTRIC STATION

AMENDMENT 36 TO OPERATING LICENSE APPLICATION

ER 100450
PLA - 863

FILE 841-1

Dear Mr. Youngblood:

Attached are five (5) copies of Amendment No. 36 to the operating license
application. This amendment contains Revision H to the Susquehanna SES
Security Plan. Pursuant to Section 2.790(d) of 10 CFR Part 2, this
document should be withheld from public inspection.

Very truly yours,

s Cunda

N. W. Curtis

Vice President, Engineering and Construction - Nuclear

NRC TRANS P:1

Mr. Thomas M. Gerusky

Director, Bureau of Radiation
Protection

Fulton Building

P. 0. Box 2063

Harrisburg, PA 17120

Attorney General
Department of Justice
Capitol Annex
Harrisburg, PA 17120

Governor's Office of State
Planning & Development
Attn: Cordinator,
State Clearinghouse
P, 0. Box 1323
Harrisburg, PA 17120
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Mr. Bruce Thomas

President, Board of Supervisors
R. D. #1
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" Mr. George Pence

U. S. Environmental Protection Agency
Region III Office

Curtis Building (Sixth Floor)

6th & Walnut Streets

Philadelphia, PA 19106

Mr., J. E. Carson

Argonne National Laboratory

Pennsylvania 9700 South Cass Avenue

Argonne, IL 60439 jﬁ:()l
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v BEFORE THE
: UNITED STATES NUCLEAR REGULATORY COMMISSION

In the Matter of :

PENNSYLVANIA POWER & : Docket Nos. 50-387 and 50-388
LIGHT COMPANY

AMMENDMENT NO. 36
APPLICATION FOR CLASS 103

OPERATING LICENSES FOR THE SUSQUEHANNA
STEAM ELECTRIC STATION

UNITS NO. 1 AND NO, 2

Applicant, Pennsylvania Power & Light Company, hereby files Amendment No,
36 to its Operating License Application dated July 31, 1978.

This ammendment contains Revision H to the Susquehanna SES Security Plan.
Pursuant to Section 2.790(d) of 10 CFR Part 2, this document should be
withheld from public inspection.

PENNSYLVANIA POWER & LIGHT COMPANY
BY:

U (1

N. W. Curtis
V. P., Engineering and Construction-Nuclear

Sworn to and subscribed before me
. this 2% of June, 1981,
> - CL

Notary Public

N e '
7 IEAR A. SMOLICK, Notary Public

" Allentown, Lehigh County, Pa.

My Commisslon Expires May 14,1984
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’ PENNSYLVANIA POWER & LIGHT COMPANY
PHYSICAL SECURITY PLAN:
SUSQUEHANNA STEAM ELECTRIC STATION

%

: CHANGE H
P JUNE 26, 1981

This Change to the Susquehanna SES Physical Security Plan is issued to all
copyholders for posting effective June 26, 1981.

When posting has been completed, this authorization page and the posting
instructions should be entered into the Plan immediately following the Table of Contents.

Copyholders are instructed to destroy by burning or shred'ding all pages
which are removed from the Plan during the posting process.

.
—

Prepared By: Reviewed By:

Obe P2t

Director-Corporate Security Vice President<NuclearOperations

Approved By:

. enior Vice President-Nuclear I 2 790 MATERIAL’ =
VITHHOLD FROM PUBLIC DISCLOSURE :

Copy 4 of 20 copies




1.

text.

SSES PHYSICAL SECURITY PLAN - CHANGE H

Specific changes which warrant explanation are as follows:

Paragraphs 11.2.3.4.3, 11.2.3.4.4, 11.2.3.5.3, 11.2.3.6.1, 11.2.3.6.3, 11.2.3.6.6,
11.2.3.7, 11.2.3.9, 11.2.3.10, 11.2.3.11, 11.2.3.13 and 11.2.3.14 have been
amended to reflect NRC notification. '

Responsibility Matrix 11.2.3.6.1 has been amended to refleect NRC nbtifica—
tion. )

Responsibility Matrix 11.2.3.13 has been amended to include a statement to
the effect that during hostage/extortion negotiations, a knowledgeable
Company employee will be consulted on matters affecting public health and
safety.

A black line in the left margin indicates a significant change in

POSTING INSTRUCTIONS

REMOVE INSERT

-

Document Protectidn
Table of Contents

Pages 11-33(G) ~ 11-34(G)
Pages 11-35(G) - 11-36(G)
Pages 11-39(G) ~ 11-40(G)
Pages 11-43(QG) ~ 11-44(G)
Pages 11-47(G) ~11-48(G)
Pages 11-49(G) - 11-50(G)
Pages 11-51(G) - 11-52(G)
Pages 11-53(G) - 11-54(G)
Pages 11-55(G) - 11-56(G)
Page 11-75(G) - 11-76(G)
Page 11-87(G) - 11-88(G)
Page F-1(G) - F-2(F)

- Document Protection

Table of Contents

Pages 11-33(G) - 11-34(H)
Pages 11-35(H) - 11-36(G)
Pages 11~39(H) - 11-40(H)
Pages 11-43(H) - 11-44(G)
Pages 11-47(H) - 11-48(H)
Pages 11-49(G) - 11-50(H)
Pages 11-51(G) - 11-52(H)
Pages 11-53(H) ~ 11-54(G)
Pages 11-55(H) - 11-56(H)
Page 11-75(G) - 11-76(H)
Page 11-87(G) - 11-88(H)
Page F-1(H) - F-2(F)
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Document Protection

This Physical Security Plan identifies detailed security measures for the physicé.l
protection of an NRC licensed plant in which NRC licensed special nuclear
material will be processed and used. As such, the Plan is exempt from publie

disclosure in accordance with 10 CFR 2.790 (d) (1) and 9.5 (a) (4) (i).

Within the Pennsylvania Power and Light Company, authorized holders of this Plan
will store it in an approved security container, and will restrict dissemination of
information contained in the Plan to other Pennsylvania Power & Light Company

employees who have demonstrated a right and need-to-know.

Neither this Plan nor any portion of the Plan may be copied. without prior &;lritten
permission of the Pennsylvania Power & Light Company. Requests for ‘permi‘ssion
to prepare a copy of this Plan, or any portion of. it, should be addressed to the
Direct’or - Corporate Security, Pennsylvania Power & Light Cémpany, Two North

Ninth Street, Allentown, Pennsylvania 18101.

<

All incidents- or suspected incidents of unauthorized disclosure of the Plan's
contents, whether orally or in writing, should be reported to the Director -

Corporate Security, Pennsylvania Power & Light Company, at the earliest practical

moment.

.
ot
.
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Personnel authorized access to the SSES will be wearing or in possession of a
v
security ldentlﬁcatlon badge whlch will designate the area(s) for whieh access has

been authomzed and whether or not the individual requires an escort.

Objective:

Determine if the unidentified person(s) is authorized for access to the SSES.

Decisions/Actions:

- Security Officers on the scene shall report all information concerning the
" unauthorized person(s) to the Security Controller. ‘The Security 'Controller
may, depending upon the location, be able to observe the unidentified

individual(s) through use of the CCTYV system.

- The Security Controller will consult the SDMS to determine whether or not

the person(s) is authorized access.

Next Step:

If an intrusion has occurred, implement Event 11.2.3.4.4.

Data Required:

1.  Loecation of unidentified person(s).

2. Alarm response procedures for Security Officers.

3.  Security Officsrs will attempt to identify the unidentified individual(s).
4.  SDMS (list of authorized personnel).

5. SDMS (list of visitors and escorts).

11.2.3.4.3 Discovery of Breach of Perimeter Barrier

The perimeter barrier is observed to be cut open, knocked down or otherwise

breached.
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To determine if an intrusion has occurred.

Decisions/Actions:

- The Security Controller will dispatch one or more Security Officers to the
scene to investigate. The Security Controller will notify the Security Shift
Supervisor:and Operations Shift Supervisor. E

;_ The Secqrity Controller will direet the assessment of the ala'rm and imple-
ment the apgropriate contingency procedures. If the CCTV capabilities are
a\;gilable iﬁ that area, the Controller will monitor the situation {ria remote
cameras. In the event a door is involved, the Secufity Controller will
retrieve from the SDMS names of persons having recent}y entered the area to
assist in resolving the matter. If directed by ihe Securit;r Shift Supervis.‘or‘ <.
the Security Controller will direct Security Officers to conduct a search of

the approprié.te area.

- NRC notified, as :appropriate.
:Ne:it' S'teg- :
‘ If an intrusion has occurred, implement Event 11.2.3.4.4.

Data Required:

1.  Discovery of urf’s'_ecured or breached barrier procedure for Security Officers.
2.  Location of breach.

3. Complete report of the Security Officer investigation.

11.2.3.4.4 Confirmed Protected Area Intrusion

Unauthorized person(s) in the protected area has resisted efforts by Security

. 2,790 MATERIAL .
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" Officers to interdict him, an unexplained breached barrier is assumed to reveal a

recent intrusion or a perimeter alarm is found tampered with.’

Objective:

- Prevent vital area access by an intruder.

- To restrain and detain the intruder.

Decisions/Actions:

- = Normally the " Seeurity Controller w111 receive the alarm from security
personnel or from the SDMS. The Secumty Controller will assess the threat

. posed by the mtruder(s) by using information supplied by the SDMS and/or
Security Officers who are at the scene. Upon assessment of the situation, .
the Security Controiler will implement the appropriate contingency proce-
dures. In addition, the Security Shift 'Supervisor“and the Oﬁeratiéns shift
Supervisor will be appraised of the situation. If necessary, additional‘
Se'curity Officers will be dispatched to assist the Officers already at the
,;cene. . “ '

- When directed, the Security’ Controiler will 'nowt'ify“ the PA State Pol:ice of the
situation and, if necessary, request assistance.

- NRC notified, as appropriate.

- If the intruder(s) is discovered in the protected area or in a building not
housing vftal gquipment, Security Officers on the scene will take the
necessary actio;'lr's to isolate if possible, the intruder(s) in one area of the
protected area or one section of the building until the arrival of the PA State
Police. h

- Under the direction of the Security Shift Supervisor, Security Officers will
take actions necessary to mitigate consequences of any anticipated sz;botage.

- The Security Controller will fully advise the Operations Sl;ift Supervisor of

the situation who, in turn. will normally notify the Suporintendent of Plant or
2.790 MATERIAL
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his designee. Appropriate coordinating efforts between the Operations Shift

»

Supervisor will determine if vital areas have been penetrated or if- sabotage is

imminent.

Next Step:

If vital areas have been penetrated or if sabotage is imminent, implement Event

11.2.3.7. If intruders have been successfully interdicted, implement Event 11.2.3.8.

Data Required: .

-

$-P-O-C to PA State Police. "

Appropriate SSES contingency procedure(s).

Specific location of the intrusion. |

Tﬁe status of all vital area portals and alarms is monitored by both the SCC
and ASCC Controllers utilizing‘the SDMS consoles and CRTs.

—'J':‘he Operations Shift Supervisor in conjunction with other responsible plant
personnel makes the determination of whether or not the intruder ‘had access

to vulnerable vital systems.

" The Operations Shift Super\;isor, coordinating other responsible SSES pléht

personnel, will delineate safety measures to be taken in the event any system
as determined in 5. above has been degraded.
Corhplete Security Officer reports are to be provided to the Security

Controller.

11.2.3.5 Vital Area Intrusion

11.2.3.5.1 Vital Aréa Intrusion Alarm Annunicates in the SCC and ASCC

Objective:

Determine whether or not an intrusion into a vital area has occurred.

2.750 MATERIAL
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‘scene to investig.ate. The Security Controller will gify the Security Shift
Supervisor and Operafions Shift Supervisor.

- The Sect;rity Controller will direct the assessment of -:che alarm and impie-
ment the appropriate contingency procedure. When a vital door is involved,
the Security Controller will retrieve names of persons having recently
entered the area to éssist in resolving the matter. If directed by the Security
Shift Supervisor, the Secufity Controller will direct Security Officers to
conduct a search of the appropriate area.

- NRC notified, (reference Responsibility Matrix 11.2.3.6.1)

Next Step:

If vital areas have been penetrated or if sabotage is imminent, implement Event

11.2.3.7. If something else is found amiss, implement Event 11.2.3.6.

Data Required:

(See Data Required Event 11.2.3.4.3.)

'11.2.3.6 Miscellaneous Events

11.2.3.6.1 Member of the Security Force Fails to Perform Duty

Contact is lost with a member of the SSES Security Section, 2 member of the
Security Section fails to report in, SCC/ASCC fails to respond to an alarm or some
other indication exists that a Security Section member may have been incapaci-

tated or may have cor‘flpromised security.

Objective:

- Reestablish adequate level of protection.

- Determine if the Security Section member's failure to execute assigned

duties has compromised security.

2.790 MATERIAL
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Decisions/Actions:

The Security Shift Supervisor will ensure that one or more Security Officers
are dispatched to investigate.

The Security Shift Supervisor will ensure that appropriate compensatory
measures to reestablish minimum accepted level of protection are taken.

The Security Shift Supervisor will make the detérmination of whether or not

" the failure of the Security Section member has compromised security.

NRC notified, as appropriate.

Next Step:

If protected area is penetrated, implement Event 11.2.3.4.4. If a vital area is

penetrated or if sabotage is imminent, implement: Event 11.2.3.7.

‘Data Required:

2.

Location of Security Section member.

~ Procedures governing duties and responsibilities of each position in the

Security Section.

Security Officer recall procedure.

Assessment of the cause of the Security Section member's failure to perform
duty.

Assessment of S§ES vulnerability due to failure of Security Section member.
Results of invesiigation within area(s) that may have béen c';)mpromised by

failure to perform assigned duties.

11.2.3.6.2 Suspected Bomb or Sabotage Device Discovered .

Objective:

Determine if object is a sabotage device.

2.790 MATERIAL
“YITHHOLD FROM PUBLIC DISCLOSURE




. . - 7 4 o 11-43(H)

emergency by dispatching Security Officers to cbmpehsate“ for any breached

‘ | barriers or to provxde access through any moperable portal. Should én
evacuation of the affected area be ordered, the Security Sectlon will direct
the actions necessary to accomplish this task.

-~ The Security Shift Supervisor will assure thét all pertinent information
pertaining to the‘ incident is forwarded to the Security Controller and
recorded. The Security Shift Shpervisor“will investigate the security-relatéd
aspeéts and impaets of the event insofar as technically capable, or call for
| - - off-site assistance if needed.
- The Security Shift Supervisor will attempt to determine whether or not the i

incident is security-related.

a - NRC notified, as appropriate.
Next.Step:
" . - If occurrence is security-related, implement Event 11.2.3.7.

Data Required:

1. S;;P-d~&) -for Saleﬁl ;Poivnship Volunteer Fire Department, PA State Polic;a and
, other appropriate 9ff—§ite support organizations. “
2.  SSES procedures for fire and explosions.
3.  Source of information regarding catastrophe.
4. A complete analysis of the affected area looking for degraded or threatenéd
safety systems. | '
5. The Oéerations Shif'g Supervisor will ensure that appropi‘iate corrective
measures are implemented to compensate for any degraded system.
6.  Results of investigatic;n to determine cause of catastrophe.

7. Determination of areas in which security measures were compromised.

8. . The assessment of vulnerabilities due to compromised security.

2.790 MATERIAL
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11.2.3.6.4 Internal Disturbance

A disturbance involving one or- more individuals within the SSES perimeter other

than one perceived fo be short-lived and harmless outburst.

Objectives:

- Stop the disturbance.

- Minimize vulnerability of the SSES during the disturbance.

Decisions/Actions:

The Security Shift Supervisor will direct the Security Section and access the

" magnitude of its effects upon the security system and specifically vital areas

of the SSES.

-The assessment process in coordination with the Operations Shift Supervisor '

Wwill determine whether or not personnel having safety responsibilities are

involved.

The Security Shift Supervisor will ensure that the disruption is met with an
appropriate res}ponse th terminate the disturbance to include the requesting
of off-site assistancs if necessary.

Along with the Operations Shift Supervisor, determine anticipated safety

consequences, if any.

‘The Security Shift Supervisor will determine if the disturbance is

uncontrollable.

Next Step: '

If disturbance is perceived to be uncontrollable, implement Event 11.2.3.7.

Data Required:

1.

Exact location of the disruption. ]

"3 790 RATERTAL
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" Operations Shift Supervisor, who will institute an investigation. The Security
Controller will dispatch a mobile patrol to the PA State Police, Shickshinny,
PA, to advise of the failure. | | |

- The Security Controller will diréct on-duty Security Officers to assume
defensive positions and if necessary, direct a Security Officer recall.

- NRC notified, as appropriate.

- The Operations Shift Supervisor will direct an inyestigation into the nonfunc-
tiohing equipment to determine the cause of the failure. -

- The Secumty Shift Supervisor will, with the cooperation of maintenance

personel, determme whether or not the cause is security-related.
Next Step:
If loss is security-related, implement Event 11.2.3.8.

Data Required:

(See Data Required Event 11.2.3.6.)

11.2.3.7 Obvmus Attempt to Sabotage or Confirmed Intrusion into Vital Area(s) in
Progress

T{ié discovery of a person(s) comm'i'tting an act of sabotage against the SSES

. presents one of the most serious of all problems.

Objectives:

- Prevent aceess 1o vital equipment.
- Contain adversaries until arrival of PA State Police.

- Mitigate anticipated consequences.

Decisions/Actions:

- The on-duty Security Shift'Supervisor will, if time permits, assess the

situation by analyzing reports from Security Officers and other personnel or
2.790 MATERTIAL
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by personally viewing the situation. If time does not permit the Security

Shift Supervisor to assess the situation, the Security éontroller will direct
the Security Officers to neutralize the sabotage threat. After security
personnel have neutralized the sabotage threat, they will have to ascertain
whether or not the sabotage device is an explosive dev}ce.

- The Security Co;ltrouer will through monitoring the SDMS, ensure security of
vital area portals. .

- Upon the direction of the Security Shift Supervisor, the Security Controller
will request off-site assistance.

- NRC notified, as appropriate.

- The Operafionsl Shift supervisor will make a clear determination on the safety

of the SSES.

-~ The Operations Shift Supervisor, the Security Section and other SSES

personnel will mitigate anticipated consequences of the act.
- If deemed appropriate by the Operations Shift Supervisor, appropriate por-
tions of the Emergency Plan will be initiated whenever radiological release is

perceived to be imminent or occur.
Next Step:

If intruders are captured or escape, implement Event 11.2.3.8. If off-site

radiological consequences are imminent or oceur, implement Emergency Plan.

Data Required: ‘

1. Specific location of sabotage device.

2. Security procedures governing attempted sabotage.
3. SDMS data pertaining to status of vital area portals.
4. S-P-O-C for PA State Police.

5. Determination of set of vulnerable vital systems.

2.790 MATERYAL
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6. ’Delineation of safety measures to take in event gf degradation of vital
systems determined in 5. above.

7.  Emergency Plan initiation procedﬁres.

11.2.3.8 Sabotage Device Rendered Inoperable, Tambered/Derang;ed Equipment
Restored, Intruder/Saboteur Captured or Escaped

Objéctive:

Determine whether or not any other intrusions or sabotage attempts have been

made.

Decisions/Actions:

- Investigate for evidence of sabotage, sabotage devices or intrusions‘in aﬁ
affected areas. Often, the ‘Security i‘)ontroller will be providedA with |
pertinent data from the SDMS. | A

- The Security Controller, upon the direction of the Security Shift Supervisor,
will notify all concerned parties, e.g. Operations Shift Supervisor, PA State

. Police, ete., of.pend'ing situation.

- The Security Section, along with other plant personnel, will determine

whether or not anything is amiss.

Next Step:

Dependent upon the result of the investigation, return to Security Condition 1 if

nothing is amiss.

Data Required:

1.  Result of investigation.

2.  S-P-0O-C for each notified off-site party.

2.790 MATERIAL
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11.2.3.9 Loss or Degradation of Security System (Alarm Annunciation, Access
Control, Tamper Alarm, Intrusion Detection)

The SDMS is a comprehensive computer based security system with redundant
features and composed of five major subsystems; perimeter intrusion detection,
threat assessment (CCTV), Access Control, Computer Based Security Management

System and Operator Consoles.

Objectives:

- Determine if the degradation of the security system is partial or complete.
- Prevent unauthorized persons from penetrating the protected and vital area
barriers. -

- Determine whether or not a threat to the SSES exists.

Decisions/Actions:

~ Because both the SCC and ASCC ‘Controllers will have constant’interface
with the SSES Security System, any degradation will be noted instantly.
‘After advising the appropriate supervisors of the situation, the Security
Controller will implement the appropriate contingeney procedure. Security
Section é(_arsonnel will assess an'y equipment malfunections. -

- The Security Controller will direct on-duty s‘(ecurity personnel to assume
defensive positions and declare an appropriate security condition. The
funetion of thé.?‘Security Section peréonnel is to neutralize any adversary
threat or actionvthat oceurs in conjunction with a complete or partial loss of
the SDMS. : ’

- Upon direction of the Operations Shift Superviso'r, the Security Controller
will notify the PA State Police, Shickshinny and Wyoming, PA, and initiate a
recall of off~-duty Security Section pgrsonnel.

- NRC notified, as appropriate.

2.790 MATERIAL
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- The Operations Shift Supervisor after notification will initiate actions to
repair the SDMS. In addition, the Operations Shift Supervisor in conjunction
with the Security Shift Supervisor will attempt to determine the cause of the

failure.

ai WPV O]

Next Step:

If perimeter intrusion alarm annunciates SCC/ASCC, implement Event 11.2.3.4.1.

If econfirmed protected area intrusion has occurred, implement Event 11.2.3.4.4. If

PR LI St} A BN

vital area intrusion alarm annunciates in -SCC/ASCC, implement Event 11.2.3.5.1.
If obvious attempt to sabotage or confirmed intrusion into vital areas in progress,

implement Event 11.2.3.7.

PLISET L AT UOY Dol A POETy

Data Required:

1
* (See -Data Required Events 11.2.3.4.1, 11.2.3.4.4, 11.2.3.5.1 and 11.2.3.7
:] ' .

respectively.)

] 11.2.3.10 Loss of Protected Area Lighting

E Objectives:
! - Determine if the degradation is partial or complete.

§ - Prevent unauthorized‘person from penetrating the protected area barriers.
;

- Determine whether or not a threat to the SSES exists.

)
Y
i

Decisions/Actions:

Ol AT AL i D0, %

- The Security Controller will normally become aware of the loss of security

lighting through system available in the SCC/ASCC, or be informed of the

BT WAL M IRA S A A

situation by on-duty security personnel. The Security Controller will notify

the Security Shift Supervisor‘and the Operations Shift Supervisor.

F i voes 103
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- The Security Controller will direct on-duty Security Officers to assume \
defensive positions and neutralize any adversary threat that occurs. Upon .
direction of the Operations Shift“ Supervisor, the Security Controller will
contact the PA State Police to advise of the situation or request a response.

Preparations for a Security Officer recall will be made.
E - NRC notified, as appropriate.

- The Operations Shift Supervisor upon recgipt of a loss of lighting report, will
initiate the actions necessary to investigate the loss of security lighting and
repair the system as soon as‘possible. Also, in conjunction with the Security
Shift Supervisor attemét‘ to determine the cause of the lighiting loss,

specifically whether it was an accident or sabotage.

Next Step:

If obvious attempt to sabotage, implement Event 11.2.3.7. If confirmed protected

area intrusion, implement Event 11.2.3.4.4.

Data Required:

(See Data Required Events-11.2.3.7 and/or 11:2.3.4.4 respeétively.)'

'

+11.2.3.11 Loss of Security System Power

Normal power to the SSES Security System is provided through an uninterruptable
power source (UPS). ,'—;g_edundant diesel generators and back-up battery systems are

v
available to provide service when needed.

Objectives:

- Determine if the loss of power is partial or complete.
- Prevent unauthorized persons from penetrating the protected and vital area j .

barriers.

2.790 MATERIAL
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Decisions/Actions:

- Normally the Security Controller will be immediately aware of the loss of
power whether partial or complete and will advise the Security Shift
Supervis'or and the Operations Shift Supervisor.

- After alerting the on-duty Security Officers of the loss of power, the
Security Controller will, if necessary, direct on-duty Security Officers to
assume defensive positions to neutralize any adversary threats should one
oceur in conjunction with the loss of power. Upon direction of the Operations
Shift Supervisor, a Security Officer recall will be initiated and/or the PA
State Police will be advised of the situation or requested to réspond.

- NRC notified, as appropriate.

- The SSES Operations Shift Supervisor will initiate the actions necessary to
investigate the loss of power and to repair or replace.the system as soon as
pggsible. In conjunction with the Security Shift Supervisor, the Operations
Shift Supervisor will attempt to determine the cause of the power loss,

specifically whether it was an accident or sabotage.

Next Step:

If confirmed intrusion into protected area, implement Event 11.2.3.4.4. If obvious
attempt to sabotage or confirmed intrusion into vital areas in progress, implement

Event 11.2.3.7.

Data Required:

(See Data Required Events 11.2.3.4.4 and 11.2.3.7 respectively.)

11.2.3.12 Aberrant Behavior (when observed by member of Security Section)

PP&L has developed a separate Employee Assessment Program to assist supervisors

in recognizing those traits associated with aberrant behavioral patterns. Reporting

2.790 MATERIAL
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of such oceurrences in accordance with that program's provisions is addressed in a \
separate format developed by PP&L. However, a member of the Security Section ‘
could observe such behavior, as it is recognized that any person, regardless of

position, could exhibit such traits at any time.

Objectives:

- Identify and control the individual exhibiting the behavior pattern. - ~

- Determine if the behavior pattern is a security threat or has caused a

degradation on the security network or plant safety systems.

Lessnint Ncese e AC LA

-~ Reestablish security commitments.

Decisions/Actions:

(See Decisions/Actions Event 11.2.3.6.4.)
Next Step: . | o .
If internal disturbance, implement Event 11.2.3.6.4. |

Data Required:

(See Data Required Event 11.2.3.6.4.)

11.2.3.13 Hostage/Extortion Situations

0 I B0 AP0

Objectives: %, - -

he

Determine if the threat is valid.

- W B 0etg Ul 4 R a7 S

Minimize vulnerability of the SSES security and safety systems to the

situation.

gty

If imminent, anticipate consequences of the threat execution.

Maintain security commitments for SSES. ” ‘
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Decisions/Actions:

. - The Security Controller will normally receive the alarm or report from
Security Officers at the scene or the Operations Shift Supervisor. The
Security Shtft Supervisor in conjunétion with the Operations Shift Supervisor
will decide whether the individual holding the hostage or exercising the
extortion threat constitutes a threat of industrial sabotage or other
unacceptable disruption of plant operations.

- The Security Controller will dispateh Security Officers to cordon-off the
affected area and, if directed, initiate a Security Officer recall and request
assistance, from the PA State Police. The Security Officers when feasible,
will prevent the incident from moving to vital areas and make efforts to
contain the perpetrators.

| a - NRC notified, as appropriate.

X ‘ - The Secuﬂrity Shift Supervisor and Operations Shift Supervisor will assess the
implication of the threat on the security and safety of the SSES and
anticipate any consequences of system(s) degradation.

~ The Security Shift Supervisor is responsible for maintaining the SSES security

’ commitments.
Next Step:

If a vital area has been penetrated, implement Event 11.2.3.7. If a protected area

has been penetrated, implement Event 11.2.3.4.4.

Data Required:

1. Location of the hostage situation or extortion threat.

2. Hostage and/or extortion procedure for security personnel.
. 3. Security Officer recall procedure.

4. S-P-O-C PA State Police.
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5. Results of assessment.

6.  Vulnerability assessment.

11.2.3.14 ESecurity Officer Strike

Security Officers are unavailable for duty for reasons other than adversary action.

Efforts will be made to determine the unavailability as far in advance as possible.

Objective:

~ Verify the unavailabilitj} of Security Officers.
- Minimize vulnerability of SSES security network because of unavailability of
Security Officers. 7

~ Compensate for the unavailability of SSES Security Officers.

Decisions/Actions:

- The Supervisor of Seeurity or his designated representative will determine
that the number of SSES Security Officers who have failed to report for duty

or that have repofted for duty but failed to perform assignments properly is

of such-a nature that ihe minimurﬁ cbmmitment to the secui‘ity of {he SSES -

cannot be achieved.

- Initiate the reserve force call out to properly compensate loss of regular
Security Officer force.

- Prepare the SD'MS for reserve security force access authorizations as well as
prepare for weapons and equipment issue.

- Notification of PA State Police.

- NRC notified, as appropriate.

Next Step:

Any Event 11.2.3.1 through 11.2.3.13 oceurs.
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Event 11.2.3.5.3 Vital Area Found Unlocked aﬁd Unattended or Vital Area Barrler Found Breached

OBSERVER SCC/ASCC CONTROLLER SECURITY OFFICER SECURITY SHIFT SUPERVISOR | OPERATIONS SHIFT SUPERVISOR
Repoets observation to SCC
Controller or member of Security
ji | scetion. Recelves notification.
If possible, maintains surveillance | Declares Security Condition 2. .
until relieved. °
Dispatches Security Officers to
Investigate and report. Receives instructions to respon
to Investigate. -
Notifies Security Shift Supervisor Receives notification,

.tor barrier and/or implements

and Operations Shift Supervisor.
If possible, utilizes CCTV to moni-

contingency procedure to secure
barrier.

Determines whether or not equip-
ment malfunctioned.

Determines if intrusion has occurreg
suspicious person in arca
suspected bomb or sabotage

device found
.evidence of damage to equipment

When directed, notifies NRC
within one hour.

Instruets Security Officers to
conduct searches.

1f a determination is made that no
intrusion has occurred, return to
Security Condition 1.

Reports to SCC Controller on

_|status of barrier.

s

Secures barrier.

Conducts search of area if directed.

+

Ensure contingency procedures
fmplemented.

Ensures affected area searched.

Ensures return to Security Condition
l, or y

Recelves report of equipment mal-
function.

Orders repairs to be made.

.

Evaluate impact on safety and
security systems.

Directs NRC notification.

Authorlzes retumn to Security
Condition 1, or

. X N -
< If an intrubion has occurred, or there is obvious [‘attempt to sabotage, implements Evént 11.2.3.7. >
‘ ~
< If something else is amlss, § implements Event 11.2.3.6. >

.

) |

i =

: 0
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Event 11.2.3.6 Miscellancous Events

Bvents 11.2.3.6.1 Member of Sccurity Scetion Fails to Perform Duty

—
T
-3
(<23
~~
X
~

OBSBRVER . SCC/ASCC CONTROLLER SECURITY OFFICER SECURITY SHIFT SUPERVISOR| OPERATIONS SHIFT SUPERVISOR,
Observes member of Security focce:
.unconscious
.asleep . - L .
-missing from post
SCC/ASCC falls to respond. -
Reports observations to Seeurlty .
Shift Supervisor or SCC Controller. |Recelves report. Recelves report.
Declares Security Condition 2. .
Advises Security Shift Supervisor.
H
Dispatches Security personnel to ° . -
as3ess. Assesses the problem and relays Supervises assessment.

GAPRATLNRC Y N A AR SO S

Adjusts Security Condition as
needed.

Advises Operations Shift Supervisor.

Determines if questioned behavior
has compromised SSES sceurity.
«Obviously sceurity-related
.Evidence of intrusion
.Aberrant behavior of Security
Officer
.Security Officer cannot be found
Equipment malfunction
.Coincidental unresolvable alarms

Notifies NRC as directed.

If no compromise of security,
return to Security Condition 1, or

N

nformation to SCC Controller.

{ security problems noted during
hssessment phase, secures scene.

{Return to Security Condition 1, or

e
i
3

Determines security not compro-
mised; authorizes return to Security
Condition 1, or

If there is a compromise of security, implements Event 11.2.3.7 or Event 11}2.3.4.4.

[Receives notification. ’

Directs NRC notification ifs
.Major loss of physical security
effectiveness - within one
hour (24 hours if properly
compensated in a timely
manner)

.Moderate loss of physical
security effectiveness - within
24 hours (Logged In security re-
cord if properly compensated
in a timely manner).

Authorizes repair of equipment.

s

L
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j Event 11.2.3.12 Aberrant Behavior - When Observed by Member of Sceurity Section

SCC/ASCC CONTROLLER

SECURITY OFFICER

SECURITY SHIFT SUPERVISOR

OPERATIONS SHIFT SUPERVISOR

B | Reeelves report of aberrant
§ |behavior.

Notitles Operations Shift Supervisor
and Security Shift Supervisor.

Declares appropriate security

3 |condition.

Dispatches Security Officers to

# |control actions of individual, if
appropriate.

i | Rescarches SDMS to provide names

B Jof individuals processing through

N Iplant areas, if directed; provides

results to Operations and Security

Shift Supervisors.

i | Dispatches Security Officers to
H |scarch, if directed.

i | Direets Security Officers to normal
¥ |posting assignments and

Declares Security Condition 1, or

~

b4

Responds as directed.

Conducts search as directed.

Responds as directed.

NOTE: During the absence of the
Supervisor of Security from the
SSES, the Security Shift Supervisor
acts as the Supervisor of Sccurity's
designee. -

Evaluates information and coor-
dinates actions with Operations
Shift Supervisor.

Coordinates research of SDMS.

Coordinates search.

Coordinates retuen to normal
operations.

If internal disturbance persists,

AN

NOTE: During the abscnce of the
Superintendent of Plant {rom the
SSES, the Opcrations Shift Super-
visor acts as the Superintendent of
Plant's designee.

Evaluates information in regatd to
actions required to ensure safe
operation of plant,

If dcemed appropriate, directs
SDMS research to track
individual's processing through
plant aress.

Directs search of arcas if applicable

Directs retum to normal opcrations
upon determination that all s in
order, or

mplements Event 11.2.3.6.4.

2.790 MATERIAL
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Event 11.2.3.13 Hostage/Extortion Situations

-

(H)88-11

SUPERINTENDENT OF PLANT

SCC/ASCC CONTROLLER SECURITY OFFICER 'SECURITY SHIFT SUPERVISOR SUPERVISOR OF SECURITY | OPERATIONS SHIFT SUPERVISOR
NOTE: During the absence of the NOTE: During the absence of the
Supervisor of Sceurity from the Superintendent of Plant from the
SSES, the Security Shift Supervisor SSES, the Operations Shift Super-
acts as the Supervisor of Security's visor acts as the Superintendent of
Normally receives an alarm from designee. Plant’s designee. .
Security Officers or Operations
Shift Supervisor. ,
Declares Security Condition 4 for . .
extortion threat or 5 for hostage
situation. ) .
Dispatches Security Officers to )
cordon off area. . Responds to affected area.
Notifies Eecurity Shift Supervisor, | Cordons off area. Recelves notification. Reviews all pertinent Information. | Receives notitication. )
Operations Shift Supervisor, and
Supervisor of Security. Provides Information to SCC Responds to scene. Ensures that contingency procedureq Notifies Superintendent of Plant. Recelves notification.
Controller. are implemented.

Evaluates information and imple-
ments appropriate contingency
procedures.

Notifies:
.PA State Police
.other off site agencies as needed.

When directed, notifies NRC within
one hour (within 24 hours if the
extortion threat is more potential
than explicit.)

Initiates Security Section recall if
needed.

AN N

NOTE:
Compeny employee willb

When LLEA or other off-sjte agency is negotiating with any per

consulted on matters affecting publi

Directs the assessment.

Coordinates with Operations Shift
Supervisor.

Determines whether or not Incident
is security-related and overall
impact on the SSES security
network.

If hostege situation, establishes
single-point-of-contact with the
perpetrator. See note below.

Ensures notification of off-site

agencies and Security Section
recall If needed.

If analysis discloses that Vital Area

If arhlysis discloses that Protected Area i

betrator, a knowledgeable
I health and safety.

is penetrated, implements Event 11.

penetrated, implements Event 11.2.9

Uses Pudblic Address (PA) system to
keep SSES personnel away from
affected area.

Coordinates with Superintendent of
Plant to determine possible effects
on the plant's operations and safety.
systems.

Authorizes notification of:
.PA State Police
.other off-site agencles as needed.

Directs NRC notification as appro-
priate.

After situation is resolved, directs
return to normal, or

Provides assessment on effects on
SSES operatlons and safety systems
or feasibility of extortion action
occurring.

. ’

v

2.3.7. =

14.4.

v
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APPENDIX T
. NRC REQUESTS FOR ADDITIONAL INFORMATION

‘Durmrr the period November 29 through December 1, 1978, the \IRC staff visited

the SSES for the purpose of resolving outstanding issues assocxated with the staff's
review of this Plan.

On December 22, 1978, the NRC staff provided a Memorandum, Subject: Meeting
Summary - Unresolved Items Related to the Security Plan for Susquehanna Units 1
and 2. Attachment 2 of the memorandum contained requests for additional
information. Attachment 3 contained mformatmn relating to the status of
unresolved items.

This Appendix provides a listing of the NRC questions (numbered 500.1 through
500.24), and PP&L replies to these questions based upon planning commitments and-

~ technical information available as of February 15, 1979.

On April 13 and May 25, 1979, NRC letters, Subject: Susquehanna Steam Electric
Station, Unit Nos. 1 and 2, Request for Additional Information, transmitted
questions 500.25 through 500.44. This Appendix provides a listing of these
questions and PP&L replies to the questions based upon planning commitments and

. techmcal information avallable as of July 31, 1979.

On September 12, 1980, a meetmg between the NRC Susquehanna Steam Electric
Station Physical Secumty Plan Reviewer, other NRC officials and representatives
of PP&L licensing, engineering and security was held at the Susquehanna Steam
Electric Station. As a result of a_.suggestion by NRC personnel, the answers to
questions 500.1L through 500.44, Appendix F, have been incorporated into.the
written text of the Plan Appendlx F has been revised to reﬂect the location
within the Plan where answers may be located.

During March, 1981, the NRC forwarded an additional ten questions to PP&L for
appropmate response. These questions have subsequently been added to this
Appendix along with cross reference in-text loeation of responses.

During April, 1981, the NRC forwarded a request for additional information in
regard to the Safeguards Contingency Plan. This request has been added to this
Appendix along with cross reference in-text location of responses. )

During an NRC/PP&L conference call on June 24, 1981, the NRC requested that
Event 11.2.3.6.1 of the Responsibility Matrix and the following sub-paragraphs
under Section 11.2.3 be amended to reflect NRC notification: 4.3, 4.4, 5.3, 6.1, 6.3,
6.6, 7, 9, 10, 11, 13 and 14. Additionally, the NRC requested that the statement
during hostage/extortion negotiations, a knowledgeable Company employee will be
consulted on matters affecting public health and safety, be included within Event
11.2.3.13 of the Responsibility Matrix, for clarification purposes. .

!’/x‘,v‘ s
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