
 
 

PROBABILISTIC RISK ASSESSMENT AND KNOWLEDGE MANAGEMENT AT THE U.S. NUCLEAR 
REGULATORY COMMISSION 

 
 
 
 

Suzanne Dennis  

U.S. Nuclear Regulatory Commission, Washington, D.C. 20555, United States of America, suzanne.dennis@nrc.gov  
 
 
 
 

The U.S. Nuclear Regulatory Commission, as 
a risk-informed agency, is increasingly using 
multidisciplinary, multifaceted, and technically 
specialized information to support regulatory decision 
making. In order to make the best use of this 
information to support these regulatory decisions, the 
NRC has undertaken several knowledge management 
initiatives, including a report that addresses questions 
surrounding PRA using the format of frequently asked 
questions (FAQs), a report on the history of defense-
in-depth, and a study of knowledge engineering. This 
paper discusses these knowledge management efforts, 
including the motivations for performing them, as well 
as the lessons-learned during development. 

I. INTRODUCTION 

The U.S. Nuclear Regulatory Commission 
(NRC) has had a long history of using probabilistic 
risk assessment (PRA) models and results in support 
of its regulatory processes and decisions. In the late 
1970s, shortly after the completion of the pivotal 
Reactor Safety Study (WASH 1400) (1), the NRC staff 
was using insights from probabilistic analyses in its 
consideration of such diverse topics as the likelihood 
of loss of coolant accidents, the reliability of direct 
current power supplies, and the effectiveness of 
alternate containment designs. By the early 1980s, the 
NRC staff was considering risk arguments in support 
of licensee requests to extend equipment outage times. 
In 1985, the Commission used information from 
licensee sponsored PRAs to inform its decision to 
allow continued operation of the Indian Point power 
plants. In 1995, the Commission formally adopted its 
PRA Policy Statement, which promoted the use of 
PRA technology in the NRC’s activities (2). 
Consistent with this policy statement, the NRC 
developed and implemented numerous risk informed 
programs, (i.e., programs that use risk information as 
one input for regulatory decision making). In the latest 
update of risk-informed activities, the staff highlighted 
twenty-five major risk-informed activities being 
performed at the agency (3). These activities covered 

a range of topics from medical use of byproducts and 
developing a regulatory framework for spent fuel 
storage and transportation to data collection for human 
reliability analysis and developing and maintaining the 
Standardized Plant Analysis Risk (SPAR) models. 

As the NRC continues to expand the areas in 
which it uses risk information, there is an increasing 
need to ensure the lessons of the past are carried into 
the future both within and outside of the risk 
community, while continuing to look forward to new 
and innovative methods. This paper will discuss two 
risk-related knowledge management reports as well as 
a study of knowledge engineering that have been 
performed by the NRC over the past year. 

II. BACKGROUND 

Knowledge management (KM) involves the 
capturing, preservation, sharing, and use of 
organizational knowledge (4, 5). The NRC has, since 
its inception, conducted knowledge management 
activities such as staff development programs, 
training, and mentoring. A formal KM program was 
established in 2006, spurred by 1) the changing 
demographics among NRC staff and 2) the expectation 
of increased work with different knowledge 
requirements (e.g., regarding the licensing of new 
reactors with potentially novel technologies and 
operational concepts) for the agency. The initial focus 
of the program was on capturing and preserving the 
knowledge of aging staff, then transferring that 
knowledge to others. 

KM is currently an agency priority, as 
recognized by the NRC’s Strategic Plan for 2014– 
2018 (6). The goal has expanded from simply 
capturing and preserving knowledge to include 
transferring the knowledge to those who need it now. 
KM, of course, is a driving force for the NRC’s 
standard documents (e.g., regulatory guides), 
information systems (notably, the NRC’s Agencywide 
Document Access and    Management    System 
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[ADAMS]), and staff training programs. The NRC’s 
KM program also covers a number of KM-dedicated 
activities, including the production of special KM 
reports (e.g., on the 1979 Three Mile Island accident 
[7]); the organization of KM workshops, panel 
discussions, and seminars (e.g., on the origin of the 
WASH-1400 study [8]); and the formation and 
coordination of “communities of practice” for selected 
topic areas. Two of these reports are highlighted 
below. 

The agency’s KM champions and activity 
leads described by Hudson (4) have been critical for 
the promotion, coordination, and implementation of 
successful KM program activities. The communities 
of practice provide useful informal settings for the 
transfer and sharing of knowledge. (Discussion 
summaries and presentations can be captured in staff- 
created websites and reports stored in ADAMS.) More 
formal KM seminars, panel discussions, and 
workshops are recorded, transcribed, and adapted to 
support post-activity training. In some cases, such 
training is required as part of a formal qualification 
program. This includes the Grow-Your-Own PRA 
analyst program that is being utilized in the offices of 
Nuclear Reactor Regulation and New Reactors. This 
program has highlighted the importance of 
appropriately preserving knowledge in such a way that 
can be used by future staff. 

Recently, the NRC has been implementing 
the concept of “Centers of Expertise” (9). These are 
defined as organizations that provide agency wide 
centralized services, leadership, best practices, 
processes, support, mentoring, training, and 
knowledge management for specific focus areas in 
accordance with established priorities. 

Regarding risk-related KM, Tobin, Coyne, 
and Siu (10) observe that a wide range of resources are 
available to NRC staff. Some of the more important 
resources include formal risk assessment and risk 
management training courses (the P-series), informal 
training (including on-the-job training, seminars, and 
conferences), communities of practice, technical 
libraries, and electronic databases (including 
document collections). Table 1 shows the breadth and 
depth of the risk assessment courses offered at the 
NRC. A few of the KM initiatives that have been 
performed over the past couple of years are 
highlighted below. 

 

TABLE 1: Risk Assessment Courses at the NRC 

Course 
Number Course Title 

P-101 Risk-Informed Regulation for 
Technical Staff 

P-102 Bayesian Inference in Risk 
Assessment 

P-105 PRA Basics for Regulatory 
Applications 

P-107 PRA for Technical Managers 

P-108 Fire Protection Significance 
Determination Process 

P-111 PRA Technology and Regulatory 
Perspectives 

P-200 System Modeling Techniques for PRA 
P-201 SAPHIRE Basics 
P-202 Advanced SAPHIRE 
P-203 Human Reliability Analysis 
P-204 External Events 
P-300 Accident Progression Analysis 
P-301 Accident Consequence Analysis 
P-302 Risk Assessment in Event Evaluation 

P-400 
Introduction to Risk Assessment for 
Materials Safety and Waste 
Management 

P-401 
Introduction to Risk Assessment in 
Office of Nuclear Material Safety and 
Safeguards (NMSS) Overview 

P-406 Human Reliability Analysis for NMSS 
P-501 Advanced Risk Assessment Topics 

P-502 Bayesian Inference in Risk 
Assessment: Advanced 

 

II. PRA AND REGULATORY 
DECISIONMAKING: SOME FREQUENTLY 
ASKED QUESTIONS  

In 2011, following the Fukushima Dai-ichi 
reactor accidents, concerns were raised regarding the 
realism of the PRAs that provide the technical 
information needed in the NRC’s risk informed 
programs. Two principal concerns raised were 1) PRA 
based estimates of the likelihood of major accidents 
were significantly smaller than simple statistical 
estimates based on international events (notably the 
accidents at Three Mile Island, Chernobyl, and 
Fukushima), and 2) PRAs did not predict the accident 
scenario experienced at Fukushima. In 2013, 
concerned that the first issue was based on an 
oversimplified analysis and that the second reflected a 
lack of understanding of the nature of PRA models, an 
NRC Commissioner, along with a team of staff, 
initiated a project to address these complaints. 



 
 

Recognizing that direct rebuttals without background 
information concerning both regulatory decision 
making and PRA would likely not be effective for a 
broad audience, the project team was directed  to 
develop some “frequently asked questions” (FAQs). 

In September 2016, the staff published 
NUREG-2201, Probabilistic Risk Assessment and 
Regulatory Decisionmaking: Some Frequently Asked 
Questions (11). The FAQs are not necessarily the “last 
word” on the topics addressed. In some cases, they 
provide the authors’ views on current topics whose 
resolution is still evolving. The intent of the FAQs was 
to provide concise, broadly oriented discussions for 
each topic and references for further investigation. 
This report should be useful to PRA analysts 
(experienced as well as novice), decision makers, and 
others curious about some of the fundamental concepts 
behind PRA and risk informed decision making. The 
intent is for the FAQs to be “living” and periodically 
updated to provide the risk communities current 
thought on basic risk concepts. 

The development of these FAQs has already 
sparked discussion within the risk community. The 
staff has received comments from domestic and 
international colleagues and has proved to be a starting 
point for discussions on a variety of topics from the 
basic definition of risk to how to communicate risk 
insights to decision makers. The staff anticipates 
issuing the next revision to the FAQs in the next few 
years. 

Having this type of fundamental document in 
an easily accessible and public format allows these 
discussions to occur and clarifications, updates, and 
revisions to be prompted by a broad audience. 
Additionally, having a plain-language, publically 
available document allows a wide-ranging group to be 
speaking from the same starting point. That is, the risk 
community, decision makers, the public, and others 
involved in risk-informed decisions can now have the 
same origin, even if there is disagreement in the 
interpretation, and be able to communicate more 
effectively.  

III. GLOSSARY OF RISK-
RELATED TERMS IN SUPPORT OF RISK-
INFORMED DECISIOMAKING 

This type of communication foundation can 
also be found in the Glossary of Risk-Related Terms 
in Support of Risk-Informed Decisiomaking (12). This 
report identifies and defines terms used in risk-
informed activities related to commercial nuclear 
power plants. It provides a single source in which these 

terms can be found. A major goal of the glossary is to 
reduce ambiguity in the definition of terms as much as 
possible, so that a common understanding can be 
achieved that will facilitate communication on risk- 
informed activities. 

With increased risk-informed activities, as 
discussed previously, came the recognition that the 
agency could enhance regulatory stability and 
efficiency if it implemented the many potential 
applications of risk information in a consistent and 
predictable manner. An essential part of consistent and 
predictable implementation is the use of consistent 
terminology to ensure accurate communication and 
transfer of information. Further, the NRC recognized 
that some risk-related terms have been used in 
ambiguous ways by practitioners. The increased 
development of guidance documents, regulations, and 
procedures related to risk-informed activities made a 
fundamental understanding of these risk-related terms 
more imperative. Consistent terminology is essential 
to the appropriate implementation of risk-informed 
activities and the communication between the NRC 
and its stakeholders. It allows practitioners to 
eliminate communication issues and avoid 
unnecessary discussions that may have been 
erroneously perceived as technical issues. Therefore, a 
glossary with agreed-upon definitions of risk- 
informed related terms was developed and is an 
essential tool for future risk-informed activities. This 
glossary addresses risk-related terms used in the 
context of risk associated with a reactor of a nuclear 
power plant. The goal, again, is not to provide the only 
correct answer, but rather provide a single origin from 
which discussions can begin. 

IV. DEFENSE-IN-DEPTH NUREG 

In December 2013, the staff developed 
recommendations for dispositioning Recommendation 
1 of the Near-Term Task Force Report (13). This 
recommendation included an enclosure that provided 
a summary of the history of defense-in-depth and 
provided insights based on a historical view of 
defense-in-depth for nuclear power reactors (14). In 
response to this recommendation, the Commission 
directed the staff to preserve this history and 
observation of defense-in-depth (15). In April 2016, 
the staff published NUREG/KM-0009, “Historical 
Review and Observations of Defense-in- Depth” (16). 
The concept of defense-in-depth is an important 
element of the U.S. Nuclear Regulatory Commission's 
(NRC) safety philosophy. Though the term has been in 
use for many years, it has not always been used or 
defined consistently. This knowledge management 
NUREG documents the historical use of the term 



 
 

(based on NRC literature – for example, technical 
reports, letters, regulations, regulatory guides, 
speeches, SECY papers, ACRS presentations and 
letters) for reactors, materials, and waste for both 
safety and security applications. Perspectives are 
included from other government agencies, as well as 
the international community. The report includes 
general observations on the consistencies and 
inconsistencies in how defense-in-depth has been 
defined and used. 

Again, this type of publically available, 
plain-language, comprehensive look at the term 
defense-in-depth allows a broad audience to share a 
common language and understanding. As the report 
discusses, sometimes differences in terminology can 
lead to confusion even if the concepts are the same. 
Particularly when attempting to understand the 
similarities and differences in perspectives on defense- 
in-depth, inconsistent terminology can prove 
problematic. If the terminology is significantly varied, 
it can be difficult to determine whether apparent 
differences in perspectives are real differences, or are 
actually similar perspectives using different 
terminology. 

Principles are developed to help guide 
implementation of defense-in-depth. The principles 
define what defense-in-depth is to achieve for the 
subject regulated activity (i.e., goals). Overall, 
defense-in-depth should ensure that each regulated 
activity has appropriate defense-in-depth measures 
(i.e., design, operational and administrative features) 
for prevention and mitigation of adverse events and 
accidents. For prevention, defense-in-depth principles 
could include: acceptable reliability and availability of 
equipment and human actions; design, operational and 
administrative features to prevent and/or respond to 
unacceptable equipment failures, human errors, 
natural phenomena and malicious acts; and safety and 
security not dependent upon a single element of 
design, construction, maintenance or operation. For 
mitigation, principles could include: design, 
operational and administrative features to contain 
unacceptable releases of radioactive material; design, 
operational, administrative features, and response 
capability to limit exposure to radiation and/or 
radioactive materials to acceptable levels. 

In addition, like the PRA FAQ report and the 
glossary of risk-related terms, the defense-in-depth 
KM report was not meant to provide the final solution 
for  or  definition  of-  defense-in-depth,  but  rather, 
provide  a  summary  of  the  current  thinking  and 
approaches to defense-in-depth. 

V. KNOWLEDGE ENGINEERING 

The NRC has well established processes for the 
use of risk information, in combination with other 
engineering insights and analyses, in regulatory 
decision-making. However, risk-informed 
applications tend to rely on highly complex analyses 
that are derived from a wide variety of source 
documents. In addition, trends affecting the NRC’s 
increased use of risk information include the 
increasing number of nuclear power plant risk-
informed licensing applications, the broader (and more 
challenging) range of applications of risk assessment 
methods, the increasing demands on the risk models 
supporting these applications, and the changing ways 
that people interact with information systems. 
Recognizing that significant advances are being made 
in the information technology community, the NRC 
has conducted a feasibility study on the application of 
advanced knowledge engineering tools and techniques 
to support the improved and expanded use of risk 
information. This study was undertaken as part of the 
NRC’s Long-Term Research Program, whose main 
objective is to assess emerging technologies and 
determine their feasibility for further research or 
regulatory applications. 

This study involved demonstration applications of 
content analytics software (i.e., IBM Content 
Analytics Version 2.2) currently available to the NRC 
staff. The project applications, called “use cases,” 
included the identification and characterization of 
events involving multiple nuclear power plants 
(“multi-unit events”), and the characterization of 
results from recent nuclear power plant probabilistic 
risk assessment (PRA) studies. 

The first use case involved the identification and 
characterization of operational events involving 
multiple nuclear power plants. This use case was 
selected because the identification of risk insights for 
multi-unit sites, particularly following the Fukushima 
accident, has been of an area of research focus; 
however, these types of events can be difficult to 
identify using current document search tools. Being 
event-oriented, this use case appeared to be similar in 
nature to IBM demonstrations of ICA 2.2 technology 
(e.g., an analysis of medical device failure data 
collected by the U.S. Food and Drug Administration’s 
MedWatch Program and an analysis of product defect 
and recall data collected by the National Highway 
Traffic Safety Administration) (17). For the same 
reason, it also seemed to be similar in nature to the in-
house NRR project aimed at characterizing inspection 
findings and how these findings are used by staff. 



 
 

Thus, it was expected that ICA 2.2 would be capable 
in this application. 

The second use case involved the characterization 
of current results from licensee PRA studies. This use 
case involved a search for documents containing 
current results and for key information within these 
documents. This use case was selected because 
information relating to the results from licensee 
developed PRAs is a useful benchmark for the current 
status of the nuclear fleet. While this information can 
be often found through a series of focused key word 
searches in ADAMS, it is an extremely resource 
intensive and inefficient search process. Because this 
search differed in character from the first use case, the 
extent to which the ICA 2.2 tool could help the staff 
address the search problem, and the amount of effort 
required to provide this help, was less clear. 

The first two use cases involve searches of a pre- 
defined set of documents for answers to specific 
questions. The third use case involved the use of ICA 
2.2 in a more open-ended, discovery-oriented mode, in 
which the user explored these documents for 
potentially useful insights. The aids provided by ICA 
2.2 to support such explorations, distinguish it (and 
similar tools) from other search tools available to the 
staff. 

The use case results indicate that:  

a) the content analytics software tested is 
generally effective and efficient in helping 
analysts identify target documents of interest,  

b) subject matter experts must be involved when 
using the software to develop practical 
problem-specific tools,  

c) the software tool developed to support this 
feasibility analysis appears to be capable 
(without further development) of supporting 
current NRC staff activities beyond those 
explored in the feasibility study, and 

d) further development of the software could 
increase its power and usefulness.  

Therefore, the NRC’s current in-house content 
analytics capabilities appear to be well suited for 
increasing the efficiency of certain risk applications, 
provided sufficient time and resources are available to 
develop use-case specific information. Additionally, 
further improvements in the content analytics software 
platform could reduce future time and resource 

demands, making such tools more accessible to the 
staff. 

V. CONCLUSIONS 

The U.S. Nuclear Regulatory Commission 
(NRC) has had a long history of using probabilistic 
risk assessment (PRA) models and results in support 
of its regulatory processes and decisions. In 1995, the 
Commission formally adopted its PRA Policy 
Statement, which promoted the use of PRA 
technology in the NRC’s activities. Consistent with 
this policy statement, the NRC developed and 
implemented numerous risk informed programs, (i.e., 
programs that use risk information as one input for 
regulatory decision making). As the NRC continues to 
expand the areas in which it uses risk information, 
there is an increasing need to ensure the lessons of the 
past are captured, preserved, shared, and used into the 
future both within and outside of the risk community, 
while continuing to look forward to new and 
innovative methods. This paper looked at two risk- 
related knowledge management reports as well as a 
study of knowledge engineering that have been 
performed by the NRC over the past couple of years.  
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