
US NRC Proactive Approach to 
Counterfeit, Fraudulent, and 
Suspect Items (CFSI)



The NRC Regulates: 

Nuclear Reactors – commercial power 
reactors, research and test reactors
Nuclear Materials – radioactive materials 
for medical, industrial and academic use 
Nuclear Waste – transportation, storage 
and disposal of nuclear material and 
waste 
Nuclear Security – physical and cyber 
security of nuclear facilities and materials
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What We Don’t Do: 

Regulate nuclear weapons, military 
reactors or space vehicle reactors
Lobby for nuclear power 
Own or operate nuclear power plants 
Procure the components that are installed 
into NRC-licensed facilities 
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CFSI Remains High-Priority

Indications of CFSI in the non-nuclear 
industrial supply chain
No recent evidence of significant counterfeit 
activity at U.S. nuclear facilities
Ongoing public meetings
Continued cooperation and information 
sharing for the nuclear community



Initiatives to Address CFSI

 International
 International Atomic Energy 

Agency (IAEA)
 Nuclear Energy Agency 

(NEA)

 Domestic
 U.S. Government Agencies
 Industry Organizations 
 Key Nuclear Suppliers 
 Public Outreach 



6



7



Regulations that Address CFSI
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Nuclear Reactors
10 CFR 50 Appendix B areas:  
1) design control
2) procurement document control 
3) control of purchased material, 

equipment, and services
4) identification and control of 

material, parts, and components
5) disposition of nonconforming 

materials, parts, or components
6) corrective action and program 

effectiveness reviews 

Nuclear Materials
10 CFR Part 32 for 

sealed source devices
Parts 40, 70, and 76 for 

fuel cycle facilities

Radioactive Waste includes 
transportation, storage, and 

disposal
10 CFR Parts 71 and 72, 
both similar to App B QA

10 CFR Part 21 reporting



An Agencywide Approach to CFSI

Endorsement of Industry Process 

Enhancements and Best Practices

Clarifying Regulatory Guidance

Communication

Training

Inspecting for Effective Industry Oversight 

for Detecting and Preventing CFSI
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Programs
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Vendor Inspections
Industry Oversight Programs
Operating Experience
Inter-Government and International Initiatives
Promoting a robust Safety Culture



Falsified Equipment 
Qualification Testing
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Valves with Suspect Materials
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Steel 
Material 
Supplier

Valve 
Vendor A

Valve 
Vendor BPower 

Plants

Mills

Certificate C

Certificate B

Certificate A

Certificates A B C

Suspect

Cert A: Certification of Material from Mills to British Standard
Cert B: Certification of Material to ASME requirement
Cert C: Certification to ASME requirement for valves >2”



NRC Documents Available On 
Our Website

Information Notice 2008-04, “Counterfeit Parts Supplied to 
Nuclear Power Plants” 

Information Notice 2012-22, “Counterfeit, Fraudulent, Suspect 
Items (CFSI) Training Offerings”

Information Notice 2013-02, “Issues Potentially Affecting Nuclear 
Facility Fire Safety”

Information Notice 2013-15, “Willful Misconduct/Record 
Falsification and Nuclear Safety Culture”

Regulatory Issue Summary 2015-08, “Oversight of Counterfeit, 
Fraudulent, and Suspect Items in the Nuclear Industry”
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