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NRC’s Re-Evaluation of Category 3 Source Security and Accountability

Reprinted in entiredy as written by authors Duncan White and Irene Wu

Since the events of September 11, 2001, the U.S. Nuclear Regulatory Commission 
(NRC) has been enhancing the security and accountability of radioactive sources 
that pose a threat to the public.  These enhancements have been focused on the 
most dangerous sources, those with International Atomic Energy Agency Category 
1 and 2 quantities of radioactive materials.  The NRC has considered expanding 
these enhancements to Category 3 sources in the past, most recently in 2009, but 
determined that the existing requirements provide adequate protection.  As a result 
of recent events involving the NRC and the Agreement States as described below, 
in October 2016, the Commission directed the NRC staff to re-evaluate Category 3 
source security and accountability.

So what are Category 3 sources and what type of activities involve their use?  
Category 3 sources are those containing a quantity of radioactive material equal 
to or greater than 1/10th of the Category 2 threshold but less than the Category 2 
threshold.  These sources have a wide variety of uses in industry, medicine, and 
research and include applications such as fixed industrial gauges (i.e., conveyor 
belt, level, dredger, blast furnace, and spinning pipe gauges), high-dose-rate 
brachytherapy sources, plutonium-based pacemakers, research reactor start-up 
sources, and certain well-logging sources.  Category 3 sources are also being used 
by governmental agencies in security screening at ports and cargo terminals.  

In 2007, the Government Accountability Office (GAO) conducted an investigation 
(GAO-07-1038T) into the NRC’s materials licensing program.  Using a fictitious 
company, GAO attempted to obtain radioactive materials licenses from one NRC 
regional office and one Agreement State.  GAO was successful in one of two 
attempts to obtain a radioactive materials license and used the license to place 
orders for radioactive material.  The investigation demonstrated that GAO could 
have acquired an aggregated Category 3 quantity of material, although at no point 
in the investigation were radioactive materials actually shipped to the fictitious 
company.  After the 2007 investigation, the NRC and the Agreement States made a 
number of significant changes to strengthen the licensing and regulatory processes 
to prevent individuals who have malevolent intent from obtaining a radioactive 
materials license.  Staff submitted an action plan (SECY-07-0147) to the Commission 
to address recommendations for enhancing NRC and Agreement State inspection 
and licensing programs with respect to source security oversight.  The Commission 
approved the staff’s action plan in a Staff Requirements Memorandum (SRM), which 
included consideration of expanding the National Source Tracking System (NSTS) 
to include Category 3 sources plus a subset of “high-end” Category 4 sources (SRM-

https://www.nrc.gov/reading-rm/doc-collections/cfr/part037/part037-appa.html
https://www.nrc.gov/reading-rm/doc-collections/cfr/part037/part037-appa.html
https://www.nrc.gov/reading-rm/basic-ref/glossary/category-of-radioactive-sources.html
http://www.gao.gov/products/GAO-07-1038T
https://www.nrc.gov/reading-rm/doc-collections/commission/secys/2007/secy2007-0147/2007-0147scy.pdf
https://www.nrc.gov/reading-rm/doc-collections/commission/srm/2007/2007-0147srm.pdf
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SECY-07-0147).  The Proposed Rule on Expansion of NSTS was published in the 
Federal Register (FR) in April 2008 (73 FR 19749). 

In January 2009, licensees began reporting Category 1 and 2 source information 
to the National Source Tracking System (NSTS).  Staff requested to defer further 
expansion of NSTS (i.e., to include Category 3 sources) to allow staff to monitor 
operation of NSTS for one year and to apply any resulting insights to inform the 
decision on system expansion (SECY-09-0011).  This request for deferral was not 
approved, so in June 2009, the staff requested approval of the final rule amending 
10 CFR Parts 20 and 32 to expand reporting to the NSTS to include Category 3 
sources (SECY-09-0086).  In June 2009, the Commission did not reach a decision on 
the proposed rulemaking (2-2 split vote), and the final rule was not approved (SRM-
SECY-09-0086).  Some of the Commission votes indicated that further expansion of 
NSTS should be based upon a vulnerability assessment, built off an interagency 
risk study for sources, and that the original recommendation lacked a risk-informed 
foundation for the proposed regulatory action.

In 2014, the GAO initiated another audit of the materials licensing program to 
determine whether the licensing vulnerabilities identified in its 2007 investigation 
had been addressed by the NRC and Agreement States.  As part of its audit, GAO 
conducted an investigation that again attempted to obtain radioactive materials 
licenses from one NRC regional office and two separate Agreement States using a 
fictitious company.  The 2015 investigation went beyond the 2007 investigation in 
its sophistication and planning, such that GAO rented storefront/warehouse space 
to demonstrate the fictitious company’s legitimacy during pre-licensing visits.  The 
GAO was successful in one of three attempts and acquired a license for a Category 
3 well-logging source.  GAO was subsequently able to place an order for one 
Category 3 source, then alter the license and place an order for a second Category 
3 source.  The investigation demonstrated that GAO could have acquired an 
aggregated Category 2 quantity of material, although at no point in the investigation 
were radioactive materials actually shipped to the fictitious company.  Once notified 
by GAO in October 2015, the NRC and Agreement States took a number of 
actions, one of which included forming two NRC-Agreement State working groups 
to evaluate vulnerabilities identified as a result of the 2015 GAO investigation. 
Specifically, one working group considered enhancements to the pre-licensing 
guidance while the second working group evaluated the need for enhancements 
to existing requirements or guidance for license verification and source tracking 
beyond Category 1 and Category 2 thresholds.  

On July 15, 2016, the GAO published its final report for the material licensing audit 
and investigation, GAO-16-330, entitled “Nuclear Security: NRC Has Enhanced the 

https://www.nrc.gov/reading-rm/doc-collections/commission/srm/2007/2007-0147srm.pdf
https://www.federalregister.gov/documents/2008/04/11/E8-7756/expansion-of-the-national-source-tracking-system
https://www.nrc.gov/reading-rm/doc-collections/commission/secys/2009/secy2009-0011/2009-0011scy.pdf
https://www.nrc.gov/reading-rm/doc-collections/commission/srm/2009/2009-0011srm.pdf
https://www.nrc.gov/reading-rm/doc-collections/commission/srm/2009/2009-0011srm.pdf
https://www.nrc.gov/reading-rm/doc-collections/commission/secys/2009/secy2009-0086/2009-0086scy.pdf
https://www.nrc.gov/reading-rm/doc-collections/commission/srm/2009/2009-0086srm.pdf
https://www.nrc.gov/reading-rm/doc-collections/commission/srm/2009/2009-0086srm.pdf
http://www.gao.gov/products/GAO-16-330
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Controls of Dangerous Radioactive Materials, but Vulnerabilities Remain.”  The 
report made three recommendations:

1. “Take steps needed to include Category 3 sources in NSTS and add 
Agreement State Category 3 licenses to the Web-based Licensing System as 
quickly as reasonably possible.

2. At least until such time that Category 3 licenses can be verified using the 
License Verification System, require that transferors of Category 3 quantities 
of radioactive materials confirm the validity of a would-be purchaser’s 
radioactive materials license with the appropriate regulatory authority before 
transferring any Category 3 quantities of licensed materials.

3. As part of the ongoing efforts of NRC working groups meeting to develop 
enhancements to the pre-licensing requirements for Category 3 licenses, 
consider requiring that an on-site security review be conducted for all 
unknown applicants of Category 3 licenses to verify that each applicant 
is prepared to implement the required security measures before taking 
possession of licensed radioactive materials.”

The working groups tasked with evaluating the GAO final report completed their 
reports and recommendations in October 2016, and a steering committee evaluated 
the recommendations made by the two working groups.  The two reports produced 
by the working groups will play a key role in the Category 3 source accountability re-
evaluation.

Given the agency’s operating experience with higher-risk sources and in response 
to the GAO findings, the Commission directed the staff to take specific actions to 
evaluate whether it is necessary to revise NRC regulations or processes governing 
source protection and accountability.  On October 18, 2016, the Commission issued 
its SRM for COMJMB-16-0001, “Proposed Staff Re-Evaluation of Category 3 Source 
Accountability.”  The SRM required the staff to submit a notation vote paper to the 
Commission within 10 months that includes the following: 

1. An evaluation of the pros and cons of different methods of requiring 
transferors of Category 3 sources to verify the validity of a transferee’s license 
prior to transfer; 

2. An evaluation of the pros and cons of including Category 3 sources in NSTS; 

3. An assessment, based on these evaluations, of these and any additional 
options that the staff identifies for addressing the source accountability 
recommendations made by the GAO;

https://www.nrc.gov/docs/ML1629/ML16292A812.pdf
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4. A vulnerability assessment which identifies changes in the threat environment 
between 2009 and today that argue in favor of or against expansion of the 
NSTS to include Category 3 sources;

5. A regulatory impact analysis of the accrued benefit and costs of the change, 
to include impacts to the NRC, Agreement States, non-Agreement States, 
and regulated entities; 

6. A discussion of potential regulatory actions that would not require changes 
to our regulations that arose from or were considered by the staff working 
groups, to include changes to guidance, training, and other program 
improvements such as more closely monitoring the implementation of the staff 
recommendations using the Integrated Materials Performance Evaluation 
Program process; and

7. Assess the risks posed by the aggregation of Category 3 sources into 
Category 2 quantities;

8. Consider the results of the 10 CFR Part 37 program review;

9. Collaborate with Agreement and non-Agreement States, regulated entities, 
public interest groups, industry groups, and the reactor community to fully 
assess the regulatory impact for any recommendations made in the notation 
vote paper; and

10. Include any other factors arising from staff’s currently ongoing assessment 
that the staff concludes would bear on the Commission’s deliberation on the 
proposed change. 

The SRM also directed the staff to assess the risks posed by the aggregation of 
Category 3 sources into Category 2 quantities, and to collaborate with its Agreement 
State partners, non-Agreement States, regulated entities, public interest groups, 
industry groups, and the reactor community in order to fully assess the regulatory 
impact for any recommendations made in the notation vote paper. 

Additionally, the SRM directed the staff to consider the results of the assessment 
of the security requirements in 10 CFR Part 37, as required by Public Law 113-
235, Consolidated and Further Continuing Appropriations Act, 2015 as a means to 
inform the staff’s evaluation.  This assessment, referred to as the “program review” 
of 10 CFR Part 37, encompassed an evaluation of nine review areas related to 
implementation of the security requirements in the rule.  These areas included the 
results of inspections conducted of NRC licensees in the first two years of rule 
implementation as well as an evaluation of events reported under the provisions 
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of the rule.  The program review also included consideration of the definition of 
aggregation as it applies to well logging sources and an evaluation of enhanced 
tracking and accounting of radioactive sources.  The results of the program review 
were documented in a report sent to Congress in December 2016.   

Not since 2009 has the staff looked at enhancing Category 3 source security and 
accountability.  This re-evaluation is different from past efforts in its scope.  Not only 
will the re-evaluation build off the efforts resulting from the 2015 GAO investigation, 
but will integrate the recently completed comprehensive review of Part 37 and 
current threat landscape.  The Commission’s inclusion of the language in item 10 
above speaks to its desire for a broad assessment.

To conduct the re-evaluation of Category 3 source security and accountability as 
required by SRM-COMJMB-16-0001, a NRC/Agreement State working group was 
established to evaluate and make recommendations on whether it is necessary to 
revise NRC regulations or processes governing source protection and accountability 
to continue to ensure adequate protection of public health and safety.  The working 
group’s evaluations have begun, and their recommendations will be documented 
in a notation vote paper to be provided to the Commission in August 2017.  The 
number of NRC and Agreement State licensees that could be affected by this effort 
exceeds 5,000.  Consequently, an important part of NRC’s evaluation is soliciting 
input from the affected regulatory community, many of whom have not been subject 
to enhanced security and accountability requirements.  We have published a Federal 
Register notice (FRN), 82 FR 2399, with subsequent correction (82 FR 4938).  The 
original FRN contains specific questions for stakeholders to consider regarding 
Category 3 sources.  The correction FRN removed erroneous text from the Public 
Comments Process section and does not impact the questions or comment period.  
The working group is holding public meetings and webinars to facilitate feedback on 
the FRN and giving presentations to industry groups and professional organizations 
to solicit feedback from a wide range of affected stakeholders.  Further information 
on this effort can be found at https://www.nrc.gov/security/byproduct/category-3-
source-security-accountability-reevaluation.html.  Your input on this re-evaluation is 
important in order to fully assess the regulatory impact for any recommendations that 
might be made regarding security and accountability of Category 3 sources.  Please 
consider responding to the specific questions in the FRN.

v

https://www.nrc.gov/docs/ML1634/ML16347A398.pdf
https://www.gpo.gov/fdsys/pkg/FR-2017-01-09/pdf/2017-00169.pdf
https://www.gpo.gov/fdsys/pkg/FR-2017-01-17/pdf/2017-00822.pdf
https://www.nrc.gov/security/byproduct/category-3-source-security-accountability-reevaluation.html
https://www.nrc.gov/security/byproduct/category-3-source-security-accountability-reevaluation.html

	Message from Chairperson
	Greetings from Your Executive Director
	NRC’s Re-Evaluation of Category 3 Source Security and Accountability
	H-7 X-ray Topics and Trends
	49th National Conference                         on Radiation Control
	Call for News
	2017 Directory
	CRCPD Board of Directors
	CRCPD Councils



