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I, David Fichtenberg, hereby submit comments to the Nuclear Regulatory Commission 
(Commission), regarding its request for public comments in its Docket NRC-2012-0068, Japan 
Lessons-Learned Division Revision to JLD-ISG-2012-01 Compliance with Order EA-12-049, 
Order Modifying Licenses with Regard to Requirements for Mitigation Strategies for Beyond
Design-Basis External Events, Interim Staff Guidance, Draft Revision 2 (''Proposed Rule"). 

[C.xx] =Change request# xx. 

C.1 Hazards identified in the Proposed Rule ought to be modified to be those either 
currently in the Proposed Rule or identified in the National Fire Protection Association in 
its free online 2013 NFPA® 1600 Standard on Disaster/Emergency Management and 
Business Continuity Programs, Annex A, page 1600-14, section A.5.2.2.1. 

C.2 If the Commission decides only a single hazard standard should serve as a reference, 
then it should be the NFP A 1600 above and at 
http://www.nfpa.org/assets/files/ AboutTheCodes/1600/1600-13-PDF .pdf 

The Proposed Rule proposes to adopt the Nuclear Energy Institute (NEI) NEI 12-06 [Rev 3] 
Nuclear Energy Institute (NEI), document NEI 12-06, "Diverse and Flexible Coping Strategies 
(FLEX) Implementation Guide," Revision 3, September 2016 (ADAMS Accession No. 
ML 16267 A27 4) (''NEI Rev3 "). It states its "Appendix provides an assessment of a broad 
spectrum of possible external hazards as a means to organize and focus the site-specific 
assessment process on classes of extreme external hazards .. .. All possible scenarios ar,e not 
intended to have the same rigorous analytical basis, training, or step by step procedural 
implementation requirements of the baseline strategies as it is not possible to postulate all of 
the possible scenarios." [NEI Rev3, p. 34] 

One can begin to evaluate whether a listing of hazards is of an acceptable scope by seeing 
whether it at least contains known important hazards, especially those whose impact is not just 
on a local geographic area, but which have-the potential of simultaneously impacting all of the 
48 contiguous States of the United States and perhaps all states, including impacting the 
Commission's licensed facilities. 

5 hazards in NFPA 1600 missing in NEI Rev3 have the potential of nationwide 
catastrophic impacts due to long-term loss of electric power. These hazards listed in NFPA 
1600 Annex A, p. 1600-14 include\.at least five (5) of which none were identified in the NEI 

- -
Rev3 listing of hazards in its Table B, p. 80-85, while in the NFPA 1600 standard all of them 
were identified in some fashion, raising serious concern about the suitability of the NEI Rev3 
hazard list. These 5 hazards are: 

(1) Extreme solar sto.r~s (aka space-weather and solar-geomagnetic disturbances) 
The National Science and Technology Council (NSTC), chaired by President Obama, reported 
(2015) its National Space Weather Strategy that ''The primary risk from an extreme space
weather event is the potential for the long-term loss of electric power and the cascading effects 



that it would have on other critical infrastructure sectors. Other high-impact events are also 
capable of causing long-term regional or national power outages. " [all text in bold is noted 
for emphasis here and elsewhere in document] 
https://www.whitehouse.gov/sites/default/files/microsites/ostp/final nationalspaceweatherstrate 
gy 20151028.pdf 

Also, President Obama issued his Executive Order 13744 on October 13, 2016, "Coordinating 
Efforts To Prepare the Nation for Space Weather Events". It reports "Extreme space weather 
events-those that could significantly degrade critical infrastructure-could disable large 
portions of the electrical power grid, resulting in cascading failures that would affect key 
services such as water supply, healthcare, and transportation. Space weather has the potential 
to simultaneously affect and disrupt health and safety across entire continents. " [Sec. 1]. 
https://www.federalregister.gov/documents/2016/10/18/2016-25290/coordinating-efforts-to
prepare-the-nation-for-space-weather-events 

In addition, the National Research Council of the National Academy of Sciences issued a report 
Severe Space Weather Events--Understanding Societal and Economic Impacts: A Workshop 
Report (2008). The report stated, "an estimate of $1 trillion to $2 trillion during the first year 
alone was given for the societal and economic costs of a "severe geomagnetic storm scenario" 
with recovery times of 4to10 years." [p. 4] https://www.nap.edu/catalog/12507/severe-space
weather-events-understanding-societal-and-economic-impacts-a 

(2) Coordinated physical attack on a few critical electric grid substations; e.g. the Federal 
Energy Regulatory Commission found attack on 9 select substations potentially causing 
an 18 month national power outage. 
U.S. Risks National Blackout From Small-Scale Attack, Federal Analysis Says 
Sabotage of Nine Key Substations Is Sufficient for Broad Outage, By REBECCA 
SMITH, March 12, 2014 7:03 p.m. ET, 
http://www.wsj.com/articles/SB 10001424052702304020104579433670284061220 

(3) Coordinated high-power microwave devices to attack same _targets as in #2 and also 
has the potential of directly sending strong damaging electric currents into electrical 
circuits in supervisory control and data acquisition (SCADA) devices and computer 
components, e.g. as in nuclear facility control centers and control process points, 
potentially rendering such devices and computers to be non-functional and unable 
to control the nuclear facility. Targeting can occur about half a mile from a facility or 
more depending on signal power and by targeting distant wires leading into facility 
electrical. components. Congressional Research Service Order Code RL32544, High 
Altitude Electromagnetic Pulse (HEMP) and High Power Microwave (HPM) Devices: 
Threat Assessments Updated July 21, 2008. https://fas.org/sgp/crs/natsec/RL32544.pdf 



( 4) Coordinated cyber technology to attack same targets as in (2) as well as other critical 
infrastructure, e.g. Commission licensed facilities. In addition to making on cyber attack 
to disable critical electric grid substations, this threat can also impact Commission 
licensed facilities directly; see chapter on Cybersecurity at Congressional Research 
Service report RL34331: Nuclear Power Plant Security and Vulnerabilities Mark Holt 
Specialist in Energy Policy Anthony Andrews Specialist in Energy Policy January 3, 
2014. https://fas.org/sgp/crs/homesec/RL3433 l .pdf 

(5) High-altitude electromagnetic pulse (EMP) nuclear detonation which also has the 
damage potential in #3, but simultaneously up to over all 48 contiguous States. 

Report of the Commission to Assess the Threat to the United States from 
Electromagnetic Pulse (EMP) Attack (EMP Commission), Volume 1: Executive Report, 2004. 
"The high-altitude nuclear weapon-generated electromagnetic pulse (EMP) is one of a small 
number of threats that has.the potential to hold our society seriously at risk and might result in 
defeat of our military forces. 

Briefly, a single nuclear weapon exploded at high altitude above the United States will 
interact with the Earth's atmosphere, ionosphere, and magnetic field to produce an 
electromagnetic pulse (EMP) radiating down to the Earth and additionally create electrical 



currents in the Earth. EMP effects are both direct and indirect. 

Area Effected by an Eledromagnetic Pulse, by Height of Burst 

Source: G• ry S 1Ftr1. "Elect 'Ornag1fflk: dse TI1re· " testirnony before tie House ·aria! ')ea.ui ty 
C::ir rnittee. Jul)' I(}, 11'17, 

Note that similar coverage can be achieved by three (3) detonations in international waters in 
the Atlantic, Pacific, and Gulf. With a radius of damage of 1400 miles, 3 detonations 300 miles 
from U.S. coastal borders in the above 3 locations could still have an area of coverage cover 
practically covering all of the contiguous 48 States. 

The former are due to electromagnetic "shocking" of electronics and stressing of electrical 
systems, and the latter arise from the damage that "shocked"-upset, damaged, and 
destroyed--electronics controls then inflict on the systems in which they are embedded. The 
indirect effects can be even more severe than the direct effects." 

Depending on the specific characteristics of the attacks, unprecedented cascading failures of our 
major infrastructures could result. In that event, a regional or national recovery would be long 
and difficult and would seriously degrade the safety and overall viability of our Nation. The 
primary avenues for catastrophic damage to the Nation are through our electric power 
infrastructure and thence into our telecommunications, energy, and other infrastructures. 
These, in turn, can seriously impact other important aspects of our Nation's life, including 
the financial system; means of getting food, water, and medical care to the citizenry; 
trade; and production of goods and services. The recovery of any one of the key national 
infrastructures is dependent on the recovery of others. The longer the outage, the more 



problematic and uncertain the recovery will be. It is possible for the functional outages to 
become mutually reinforcing until at some point the degradation of infrastructure could have 
irreversible effects on the country's ability to support its population. 

The damage level could be sufficient to be catastrophic to the Nation, and our current 
vulnerability invites attack. 

C.3 The Commission needs to state in a modified Proposed Rule that "Without EMP 
protection, the Commission's licensed facilities are vulnerable to their electronic control 
systems being disabled." Each Commission licensed nuclear facility no doubt has numerous 
supervisory control and data acquisition (SCAD A) devices that enable controlled operation of a 
nuclear fadlity. The EMP Commission reported their results of testing SCADAs under EMP 
radiation. It reported, 

"The bottom line observation at the end of the testing was that every system tested failed when 
exposed to the simulated EMP environment. The failures were not identical from system to 
system or within a system. For example, a device with many input-output ports might exhibit 
degraded performance on one port, physical damage on another, and no effect on a third. 
Control units might report operating parameters at variance with their post illumination reality 
or fail to control internal flows. The Commission considered the implications of these multiple 
simultaneous control system failures to be highly significant as potential contributors to a 
widespread system collapse." [p. 6, EMP Commssion 2008 report] 

Accordingly, the NEI Rev3 guidance and its listing of hazards to consider, which makes no 
mention whatsoever of the direct EMP threat to the safe functioning of the Commission's 
licensed facilities is woefully negligent. 

C.4 A modified rule must direct licensed facilities to adequately protect their appropriate 
electronic systems from EMP damage - independent of whether or not there is sufficient 
planning mitigation to provide electric power for keepmg the reactor core and spent fuel cool. 

C. 5 The Commission should also direct its licensees to contact Commiss'ion staff to request 
education of how EMP can directly damage electronics and training of how to evaluate if a 
Commission licensed facility has been properly tested that it is adequately protected from EMP 
radiation and that its EMP mitigation practices are adequate. 

Hence, the 5 hazards discussed above can significantly disable the safe functioning of the 
Commission's licensed facilities, with cyber, high power microwave, and high-altitude EMP 
detonation having the potential to directly seriously damage the electronics in a Commission 
licensed facili(V, and therefore all Commission licensed facilities should be adequately 
protected (rom these hazards. All 5 of them have the potential to cause long-term electric 
power outages across the 48 contiguous States which then would be the 'area-of-impact'. 
Consequently, there would be no off-site sources that could reliably be expected to provide the 
needed fuel and other supplies for the safe cooling of the reactor core and spent fuel rod ponds. 



For the above reasons the NEI Rev3 list of hazards which omits all of the above 5 hazards is 
inadequate. 
C.6 This list of hazards should not be relied upon as the sole reference list of hazards of 
concern. 
C. 7 The Commission in its proposed rule should state its concern that the NEI Rev 3 
represented that only the hazards it addressed were the pertinent one. Further, concern should 
also be raised about the competency of the NEI, since it found its listing of hazards adequate. 

A reason for also including the lists of hazards in the NFP A 1600 standard is that it does include 
all of the above 5 significant hazards. Specifically in its Annex A, Sec. section A.5.2.2.1. on 
page 1600-14 are the sections in which the following hazards are discussed: 
"geomagnetic storm" (2)U); "cyber, electromagnetic pulse" (includes high power microwave) 
(5)(k), "sabotage" (physical attack) (5)(b ). 

If not addressed properly by the Commission and there is a long-term loss of electric power due 
to inadequate mitigation planning for alternative power or inadequate mitigation to protect 
nuclear facility SCAD A electronics, then core cooling of the reactor may fail and perhaps 
exceed containment provisions resulting in an explosion of radioactive material; also spent 
radioactive fuel rods that are cooled in cooling ponds dependent on electric power are then 
expected to overheat and likely explode - sending radioactive contamination into surrounding 
areas. Because of the high density of such reactors in the eastern United States, the cumulative 
radioactivity levels in this region may far exceed safe levels; this will likely result in the eastern 
United States being uninhabitable for decades or longer. 

NEI Rev3 guidance improperly concludes that solar-geomagnetic disturbances need not 
get special consideration and improperly reports that this hazard can be addressed within 
the standard NEI FLEX protocol 

The NEI Rev3 guidance states, 

"Solar-Geomagnetic disturbances could also lead to extended loss of off-site power due to 
geomagnetically-induced currents in electrical power transmission systems. However, this 
hazard was not included in Reference B-1 so it is not explicitly listed here. Nevertheless, while 
such disturbances could cause an extended loss of off-site power, they are not expected to 
impact the on-site safety-related equipment (e.g. diesel generators and internal distribution 
equipment) due to their being housed in reinforced concrete structures and would not change 
the approach to devising FLEX strategies." [Footnote 15, p. 80] 

The Commission's understanding of the subtle and problematic logic of the above quote is 
critical to its understanding the inadequacy of the Proposed Rule. The problems in the logic of 
the above quote are: 



1. The NEI is responsible for determinin·g that an important hazard is identified to 
ensure safety. Omitting any significant hazard because it is not included in the listing of 
some standard is evidence of the inadequacy of the selected reference standard, here 
'Reference B-1 '. It is also evidence of the inadequacy of the NEI for choosing to omit 
this important hazard. That the NFP A 1600 standard does include all 5 hazards 
discussed above is evidence for including it in the hazard standards that Commission 
licensees should consider. · 

2. Arguing that solar-geomagnetic disturbances need not explicitly be addressed 
because "diesel generators are housed in reinforced concrete structures" makes an 
irrelevant claim. The safety concerns regarding diesel generators are (1) whether there 
will be a long-term supply of diesel fuel from external sources; and (2) on whether the 
generators will function rehably over the long-term, given that reliable function is usually 
planned for in terms of days or a few weeks, and generator wear-out/malfunction 
increases the longer a long-term loss of commercial power occurs. 

Thus the housing of diesel generators in a secure place has no bearing on whether diesel 
generators can reliably operate due to a solar-geomagnetic disturbance causing an electric 
power outage, and for time period much longer than the hazards considered in the present 
Commission proposed rule. 

Moreover, reinforced concrete is an inadequate protection of electronic equipment from 
EMP. The Army Corps of Engineers states, "Figure 3-4 shows another specific example of a 
zonal or topographically shielded facility for which steel-reinforced concrete comprises shield 
1. This type of shield usually does not provide adequate protection and thus the additional 
shields are necessary. p. 3-5. CEMP-ET, Pamphlet No. 1110-3-2, DEPARTMENT OF THE 
ARMY, U.S. Army Corps ofEngineers, Washington, DC 20314-1000 
EP 1110-3-2, 31December1990, Engineering and Design, ELECTROMAGNETIC PULSE 
(EMP) AND TEMPEST PROTECTION FOR FACILITIES. 

\ 

Since NEI Re\r3 neglected to mention the inadequacy of reinforced concrete to protect from an 
EMP, the Commission in response to this comment should agree that the above adds tp 
concerns aoout the competency ofNEI to address safety nuclear facility matters. 

3. Does NEi Rev3 demonstrate a foundational weakness in its FLEX strategy when it 
states that considering solar-geomagnetic disturbances "would not change the 
approach to devising FLEX strategies."? 

A fundamental element of the FLEX strategy and indeed, the Commission's Ph~se #3 step· 
is "The FLEX strategies will consist of both an on-site component using plant equipment as 
well as FLEX equipment stored at or near the plant site and an off-site component for the 
provision of additional materials and equipment for longer-term response." 



However, it was noted in the discussion of the 5 hazards above that all of them, including solar
geomagnetic disturbances have the potential for national level long-term electric power outage, 
unless systems are adequately mitigated. This means THERE IS NO RELIABLE "OFF-SITE 
COMPONENT FOR THE PROVISION OF ADDITIONAL MATERIALS AND 
EQUIPMENT FOR LONGER-TERM RESPONSE." So both the nei 'flex' and the 
Commission's Phase 3 are not relevant for addressing events occurring due to the 5 above 
hazards. This is because the' entire nation and all its critical infrastructure is disabled due to the 
long-term power outage. Trucks won't deliver because there refineries lack the electric power 
to function. Oil pipeline electric pumps do not function. Banking and commerce do not 
function so no payment transactions occur. Telecommunications do not function, so no one can 
call in an order. Water and food are scarce or lacking so workers needed for the full process of 
providing fuel may not be available. 

C. 8 The Commission needs to state in a modified Proposed Rule that it recognizes that it is an 
'inconvenient truth' that putting on a piece of paper that licensees must 'establish a plan to get 
off-site fuel' will not make it so in reality when a severe solar storm occurs. 

The Commission must decide it will learn for itself that scientific and other federal agencies 
have decided the 5 threats described above are real, that without mitigation planning the needed 
fuel and supplies will not come from any off-site location. 

C.9 The Commission needs to state in a revised Proposed rule and in response to this comment 
that it acknowledges this Order requires, "The heads of all agencies that support National 
Essential Functions, defined by Presidential Policy Directive 40 (PPD-40) of July 15, 2016 
(National Continuity Policy), shall ensure that space weather events are adequately addressed 
in their all-hazards preparedness planning, including mitigation, response, and recovery, as 
directed by PPD-8 of March 30, 2011, (National Preparedness)." 

C.10 The Commission declares in a modified Proposed Rule that it acknowledges that all of the 
United States may be impacted by the potential of a long-term power outage - so 'out-of
impact-area' off-site sources of fuel and other back-up supplies should not be expected - and so 
Phase 3 of the Commission's proposed rule that expects the existence of off-site fuel sources is 
not relevant to hazard planning for such hazards with potentially national impact of long-term 
power outages. 

C.11 The Commission's proposed rule needs to be modified by giving guidance on the non
relevance of its Phase 3 to the 5 hazards above that have the potential to cause national long
term power-outages. 

Instead, the Commission should follow the lead of the Defe_nse Threat Reduction Agency 
(DTRA) within the Department of Defense (DOD). It issued DTRA152 that contains RFP152-
006, to create Island-mode Enhancement Strategies and Methodologies, for Defense 



Critical Infrastructure, including through pilots. 
http://www.acq.osd.mil/osbp/sbir/solicitations/sbir20152/dtral52.pdf 
Mr. Charles Manto, who is one of this RFP's awardees submitted a comment to the 
Commission in which he reports, "70 technology innovations in electromagnetic shielding 
methods, energy generation, energy storage, energy savings, energy controls and 
communications that would make it possible to provide EM protected micro grids offering 
energy generation and energy storage systems so that nuclear power plant safety could be 
maintained without any outside resources such as fuel oil. Those same locally sourced 
micro grids could supply the entire amount needed for black start generation. Pathways to loads 
could be similarly supported so that loads could also be maintained. " 

Thus, the Commission must fulfill its statutory obligations to protect public safety and welfare 
and economic prosperity by recognizing and reporting that its Phase 3 expectation of ensuring 
long-term electric power from off-site fuel sources in the event of the 5 hazards discussed above 
is both not a reliable plan, nor is it cost effective, given the report of Mr. Manto, that much 
more economical and reliable sources of long-term electric power are best provided by on-site 
renewable or other long-term electric power options - such as the important support the 
Commission is giving to advancing the use of small module reactors (SMRs) which the 

· Commission reports "could be used for generating electricity in isolated areas", such at licensee 
site that have lost electric power." http://www.nrc.gov/reactors/advanced.html. 

C.12 The Commission should announce in a modified Proposed Rule that it is in contact with t 
DTRA to learn more about the options, so the Commission can best advise its licensees. 

C.13 The Commission issues a modified Proposed Rule that for now, on a case-by-case basis 
how to be compliant with its Order EA-12-049 to mitigate its licensee facilities from hazards, 
including the 5 hazards noted above that can have nationwide impacts, is to be determined on a 
site by site basis to determine the most cost effective ways to safely ensure long-term on-site 
alternative power, as is being done by DTRA, by issuing guidance on establishing on-site, 
economical cost-saving power sources. 

C.13. The Commissin should state in a modified rule that its licensees shall make its facilities 
resilient against the direct damage from EMP and high power microwave, and that its facilities 
meet the requirements for cyber security established by the Federal Bureau of Investigation. 

C.15 The Commission should revise its finding that there is a "finite level of resources on site" 
and that it is feasible to have an indefinite supply of alternative power based on the findings of 
the pilot projects under the foregoing DTRA RFP rojects. 

C.16 The new proposed interpretation of the 2012 EA-12-049 Order should state that this order 
be interpreted according to the approach of the DoD. After DoD indicated the unreliability of 
the commercial national electric grid in its May 2015 due RFP in the above quote, the DoD 
reported its solution as: 



"To ensure these continued operations, DC! sites must be able to function as a micro grid that 
can operate in both grid-connected and intentional island-mode (grid-isolated). Such a 
micro grid is defined as a group of interconnected loads and distributed energy resources within 
clearly defined electrical boundaries that acts as a single controllable entity with respect to the 
power grid. The purpose of this topic is, through systematic study of a typical DC! site, to 
develop enhanced methodologies and technologies for providing intentional island-mode 
capability at DC! sites in the event of grid loss. Methodologies should account for the need of 
immediate and continuous operations at sites and the seamless transition to and from 
commercial power (grid-connected and grid isolated states). 

"The emphasis of this project should be on determining how to best prepare an existing DoD 
site for intentional island-mode operation and identifying major risks and hurdles. This work 
will require refinement of existing technologies and development of new technologies and is 
directed specifically toward applying the new knowledge to meet the survivability of DoD sites 
to EM attacks affecting large geographical areas. The goal of this project is to develop a set of 
methodologies and strategies that can be applied, along with existing methods, to enhance the 
resilience of DC! assets such as military bases. Such methods should aide in the development of 
islanding at DoD sites to ensure survivability to geographically large EM threats. These 
methods may also be applied to the commercial sector and other areas of the government: 
hospitals, civilian infrastructure, businesses, etc. " 

Because it is close to a year since the above RFP DTRAl 52-006 began, there are already results 
indicating the feasibility and cost effectiveness of the DoD approach. A report of some initial 
findings are attached as "Overview by Instant Access Networks. As noted in the Overview, 
having renewable energy sources on site can reduce the costs of the Commission's licensees 
purchasing such electric power. Also, a large reserve of diesel fuel, e.g. two years of supply, 
could complement the above energy sources. 

C. 17 In addition, in its rule of interpretation of EA-12-049, the Commission should note it is 
actively pursuing the use of small modular reactors, (SMRs) which the Commission reports, 
"could be used for generating electricity in isolated areas", e.g. also be used by Commission 
licensees isolated from their usual sources of electric power and so to use for onsite limited 
power to maintain cooling of reactor core and spent fuel rod cooling ponds. [Advanced Non
Light Water Reactors and Small Modular Reactors, 
http://www.nrc.gov/reactors/advanced.html] 

C.18 Because each Commission licensee is located in a geographical area with different 
potential for renewable energy resources, the new Commission rule interpreting EA-12-049 
should specify each licensee shall submit its mitigation plan for long-term 2nd phase onsite 
alternative fuel source to the Commission. 

Because many if not practically all Commission licensees are located near fresh water river 
sources, the option may be realistic of renewable energy from hydroelectric power sufficient to 
maintain cooling of the reactor core and spent fuel rod cooling ponds. Other sources of 



renewable energy such as wind and/or solar could also be a renewable onsite energy source and 
SMR reactors for use initially as on-site back-up power will likely soon be an option -
especially if vigorously pursued by the Commission in cooperation with the Department of 
Energy and related agencies. 

Respectfully submitted, 

David Fichtenberg 




