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Re ulato Guide5.62 "Re ortin of Safe uards Events"
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Docket No. 50-323, OL-DPR-82
Diablo Canyon Units'1 and 2
Comments on Draft Re ulato Guide DG-5008 Pro osed Revision 2 of

Q

W
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Dear Commissioners and Staff:

On January 5, 1998, the NRC issued a Federal Register Notice (63 FR 275)
advising of the availability of Draft Regulatory Guide (RG), DG-5008. When
finalized, it will be Revision 2 to RG 5.62, "Reporting Safeguards Events." PG8 E
has reviewed the draft. As requested, PG8 E's comments and concerns on
specific sections are enclosed.

About the introduction to the document, the NRC makes the statement that the
guide is being revised to, "(3) clarify reporting requirements that might have been
misunderstood by the industry in the past." PGBE feels the draft would not
appear to be just a clarification, but the addition of new reporting requirements.
lf the draft were implemented as Revision 2 as written, it would place more
conservative reporting requirements on licensees than the current revision.

Ifyou have any questions regarding the enclosed comments, please contact
~ Mr. Ron Todaro at (805) 545-4309.

Sincerely,

Gre ory M. Rueger

9803250019 'F80316PDR REGGD /rr"05. 062 C " 'DR
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Ellis W. Merschoff
Kenneth E. Perkins
David L. Proulx
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Comments on Draft Revision of Regulatory Guide 5.62
"Reporting Safeguards Events"

The paragraphs from the draft regulatory guide (RG), for which PG&E has comments,
appear below in italics. PG&E's comments follow immediately thereafter.

2.1(b) An actual entry of an unauthorized person into a profected area, material
access area, controlled access area, vital area, or fransport. (See the Glossaryin
Appendix A to this guide for a definition of "unaufhonzed person.'

There appears to be a significant change to the meaning of the words "unauthorized
person." See comments in Appendix A.

2.1(d) The actual or affemptedinfroduction ofcontrabandinfo a protecfed area,
material access area, vital area, or transport. t

Safeguards systemsinclude equipment, procedures, and personnel practices;
therefore, failures include not only mechanical and electrical sysfem failures but
also improper security procedures and inadequafe or inadequately implemented
personnel practices. Discovered vulnerabilifies include significant flaws in the
physical protection system fhat could resultin a reduction in overall protecfion at
the sife.

The second sentence in the above paragraph requires amplification. While the sentence
does use the words "significant flaws," a corresponding qualifier needs to precede the
words "reduction in overall protection." Without such clarification, it is unclear what should
be reported to the NRC within 1 hour. As presently written, any compensated reduction in
protection would have to be reported within 1 hour.

2.2.2. Bomb threat or exfortion threats. (Paragraphs l(a)(2) and l(a)(3) of
Appendix G) There are no compensatory measures fhaf would preclude reporting
this event wifhin one hour.

The word "credible" should be inserted at the beginning of the above example, as is
currently the case in Revision 1 of the RG. If all threats are reported 'and later turn out to
be non-credible, the Industry would be reporting, then un-reporting events resulting in
unnecessary workload. This would also increase the workload of the Operations Center
unnecessarily. Further, Appendix G of 10 CFR 73 addresses only credible threats.
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2.2.3. Discovery ofcriminal acts that have a connection to plant operations or
discovery of a conspiracy to bomb the facilityor sabotage its vital components.
(Paragraphs l(a)(2), l(a)(3), l(c), and l(d) ofAppendix G) There are no
compensatory measures that would preclude reporting this event within one hour.

The original wording in Revision 1 is more clear. The term "connection" above can be
widely interpreted.

2.2.7. Complete loss of offsite communications. (Paragraph l(a)(2) or (3) of
Appendix G) Ifoffsite communications are restored within one hour of the loss, the
licensee should report this event immediately after restoration ofcommunications.
Ifcommunications cannot be restored within one hour of the loss, the licensee
should use alternative means to notify the NRC. There are no compensatory
measures that would preclude reporting this event within one hour.

Because of the remoteness of some facilities and the way the draft is worded, a licensee '~

would have to "assume" that communications could not be restored within 1; hour and
would have to dispatch someone to an offsite location to report the loss; l Revision 1

currently'allows reasonable attempts at restoring communications (up to 1 hour) after
which someone would have to be dispatched offsite to report the loss.

2.2.9. Tampering with safety or physical protection equipment thatis confirmed to
be ofmalevolent or suspicious origin. (Paragraphs l(a)(1), l(a)(2), l(a)(3), l(b), l(c),
or l(d) ofAppendix G) See Example 6 ofRegulatory Position 2.5 for similar
examples that need not be reported or logged. There are no compensatory
measures that would preclude reporting this event within one hour.

10 CFR 73, Appendix G, requires tampering be reported within 1 hour ifthere is an,
"interruption of normal operation of a licensed nuclear power reactor..." Example 9 should
either be withdrawn or modified to more clearly state that the 1 hour clock starts when
tampering has been confirmed to be of malevolent intent. The reference to "suspicious"
origin is too broad and should be deleted.

2.2.12. Discovery ofuncompensated and unaccounted for, lost, or stolen key
cards, identification card blanks, keys, or any access device that could allow
unauthorized or undetected access to protected areas, controlled access areas, or
vital areas. (Paragraph l(c) ofAppendix G) See Example 6 of Regulatory Position
2.4 for similar examples that need only be logged. See Appendix C for a
discussion ofacceptable compensatory measures.

Appendix C includes no recommended compensatory measures for this example.
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2.2.17. Incomplete orinaccurate pre-employment screening records (to include
falsification ofbackground information orinadequate administration, control, or
evaluation ofpsychological tests) ifthe licensee would have denied unescorted
access based on knowledge of the complete or accurate information, had a
complete pre-employment screening been done. See Example 18.9 ofRegulatory
Position 2.4 for similar examples that need only to be logged.

Words from an NRC internal memo, "Access Authorization Reportability and Enforcement
Issues," dated May 19, 1995, should be added: "Licensees are not required to report
events that do not involve program failure, but involve personal deception (e.g., individuals
gaining unescorted site access by deliberately falsifying their own background„screening
information), unless the acts were performed in an attempt to commit or cause events
identified in paragraph l(a) and (d) of Appendix G to Part 73."

2.2.21. Discovery ofunaccounted for, lost, or stolen keycards, identification card .:
blanks,-. keys; or any access device that could allow unauthorized oriundetected ",

access to material access areas.
~ g

'

. Elements of Examples 12, 16, and 21 appear to be redundant and should be consolidated
for clarity.

2.3.2. Any other threatened, attempted, or committed act not previously defined in
Appendix G to Part 73 that could reduce the effectiveness of the physical protection
system below that committed to in a licensed physical protection or contingency
plan or the actual condition ofsuch reduction in effectiveness.

Rather than have a non-definitive threshold for reporting, as in, "...below that committed to
in a licensed physical protection or contingency plan or the actual condition of such
reduction in effectiveness," reference definitive threshold such as the regulation. For
example, change the sentence to read, "... below that necessary to maintain the
objectives described in 10 CFR 73.55(a)."

2.4.1. Properly compensated security computer failures. (Paragraph II(a) of
Appendix G)

Clarify example to include complete (primary and backup) security computer failures.
Loss of one computer with the backup automatically taking over the system functions
should not warrant a 1 hour report.
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2.4.3. Loss ofability to detect within a single intrusion detection system zone fora
short period of time. See Example 14 of Regulatory Position for similar examples
that must be reported within one hour.

This example implies that properly compensated losses of multiple intrusion detection
system (IDS) zone failures would require a 1 hour report. PG8 E recommends that, "...a
short period of time," be defined as 20 minutes from the time of discovery.

2.4.4. Properly compensated loss of the ability to detect intrusion (a) at the
protected area perimeter when the loss involves severalintrusion detection system .

zones or (b) within a single intrusion detection system zone when the condition
could become known to a person not authorized unescorted access, either because
it lasts for a considerable time oris visually conspicuous to the casual observer.
(Paragraph l(c) ofAppendix G) See Example 14 ofRegulatory Position 2.2 for
similar. examples that must be reported within one hour.

Condition (b) requires the licensee to log conditions that are properly compensated, but.'.
'hatare not currently logged. Once a condition is properly compensated, there should be

no need to report that condition, since any compensatory measure implemented must be
equal to or greater than what is being compensated.

2.4.5. Properly compensated failure or degradation of a single perimeter lighting
zone below the acceptable standard described in the physical security plan, ifthe
intrusion detection system remains operational. (Paragraph l/(a) ofAppendix G)

This example implies that properly compensated losses of multiple IDS zone failures
would require a 1 hour report.

2.4.8. Security computer failures that have the potential to reduce the effectiveness
of the physical protection system. (Paragraph I.1. (b) ofAppendix G)

This regulatory position will be open to broad interpretation. Just about anything that
happens with the system (properly compensated or not) will have to be logged.
Revision 1 of RG 5.62 provides good examples of conditions that need not be logged.
PG8 E recommends the Revision 1 examples and the examples provided in Generic Letter
91-03 be included in Revision 2.

2.4.9. Properly compensated loss of alarms, closed circuit television, or security
computers'. The loss ofbackup capability may also be only logged ifimmediate
restoration of system capabilityis provided by activating secondary computers.
See Examples 15 and 16 in Regulatory Position 2.2 for similar examples that must
be reported within one hour.
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Examples 8 and 9 should be merged with Example 1 for clarity.

(footnoteji2 i Posting personnel as a compensatory measure implies that the
personnel are capable ofperforming the lost or degraded function. When they
cannot perform that function, such as when they are asleep, there is an
uncompensated loss that must be reported within 1 hour of discovery. Preplanned
compensatory measures are normally describedin NRC-approved safeguards
plans.

The above position should be consistent with the position of the NRC described in
Enclosure 1 of Generic Letter 91-03.

2.4.14. Properly compensated closed circuit television failure in a single zone while
the intrusion detection system remains operational. (Paragraph Il(a) ofAppendix
G)2

.H i'

- ~.PG&E recommends that the wording in Revision 1 be added to the new revision'because
it contains clarification on what proper compensation is. PG&E also believes this
paragraph would include failure of multiple closed circuit televisions for the same zone,
and therefore, suggests the wording in the new revision reflect this interpretation (i.e.,
"...television failure or failures in a single zone...").

2.4.16. Discovery ofcontrabandinside the protected area thatis not a significant
threat. (Paragraph ll(b) ofAppendix G)

The words "signiTicant threat" are not defined and are open to broad interpretation. It
would be useful ifexamples are included in the new revision (e.g., a few rounds of
ammunition, etc.).

2.4.17. Compromise ofsafeguardsinformation that would not significantly assist an
individualin gaining unauthorized or undetected access to a facilityor would not
significantly assist an individualin an act of radiological sabotage or theft of SNM.
(Paragraph ll(a) ofAppendix G)

Example 17 should be merged with Example 12.

2.4.18.2 Search equipment does not perform properly, which could allow
unsearchedindividuals to enter the protected area, and the licensee does not
detect the failure for a short period. See Example 8 in Regulatoiy Position 2.5 for
similar examples that do not need to be reported or logged.

The words "short period" should be specifically quantified (e.g., 1 hour).
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2.4.18.3 An individual who is required to have an escort for a particular area
inadvertenfly becomes separated from his or her escort but the escort or another
person authorized for unescorted access recognizes the sifuafion within several
minufes and corrects if.

PG&E recommends that the non-definitive term "several minutes" be stricken from the
wording, but include wording that would define that the condition could be logged as long
as it could be shown that there was no malevolent intent and no adverse conclusion.

2.4. $ 8.6 An individualis incorrecfly issued a badge granfing access fo vital areas
to which he or she is not aufhorized, but does not enter any vital areas or does not
enfer any vital areas with malevolent infent. Another example is an individual who
is incorrectly issued a badge but cannot reasonably use ifbecause he or she does
not know the personalidenfification number needed to enter the area, and fhe
eventis promptly discovered and corrected by the licensee.

The word "promptly" should be placed before the word."corrected." To "promptly discover"
something would imply that prior knowledge already exists.

2.5.6. Suspected fampering with safety equipmenf thafis determined, wifhin one
hour, not to be tampering. See Example 9 ofRegulatory Position 2.2 for similar
examples fhaf must be reported within one hour.

Tampering should be reported or logged when it has been "confirmed" to be malevolent.
Such a determination may take greater than 1 hour from the time reported as possible
tampering.'





Enclosure
PG8 E Letter DCL-98-031

Page 7 of 9

APPENDIXA

GLOSSARY

Confraband. Unaufhorized materials, including firearms, explosives, and other
tools or weapons useful in radiological sabotage, or materials that could be used fo
perpetrafe or conceal a theft ofSNM (e.g., shielding maferials used to defeat SNM
exit defectors or radioactive sources fhaf could be used to falsely trigger an
evacuation alarm).

The "contraband" threshold of Generic Letter 91-03 should be added to the definition for
clarity and limiting interpretations.

8

Unauthorized person. Any unescorfed person in an area to which fhe personis not
authorized unescorted access. This includes authorized and unaufhorized persons ~

who gain accessin an unaufhorized manner. ',"'i~ } i„
!',

The definition of "unauthorized person" should be clarified to differentiate from those
described in Example 18.1 of Events to be Logged.
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APPENDIXC

COMPENSA TORY MEASURES ~

Loss ofalarm capability. With respect to material access areas or vital area portals,
adequate compensation requires that a dedicated observer with appropriate
communications capability be posted within 10 minutes ofdiscovery of the loss and
that the area be searched.

'

The use of a "dedicated observer" at each and every portal is contrary to current
understanding by the Industry. To comply with this interpretation would constitute
enormous and unnecessary costs to the licensees. The current use of roving patrols that
check multiple doors every 10 minutes maintains a high degree of assurance and, if
necessary„timely response without imposing significant costs to the licensee.

p

Failure of locking mechanism. With respect to material access area or,vital area
portals, adequate compensation requires that an armed security force member with
appropriate communications capabi%ty be posted within 10 minutes of discovery
and that the area be searched.

The use of "an armed security force member" is not required by regulation and most
licensee's Physical Security Plan commitments and should not be included here.

Loss of all power to security systems. The only compensatory measure that could
reduce this event from a one-hour report to a loggable eventis that the security
system has been maintained throughout the event by standby power. The NRC
does not considerimmediate posting ofguard personnel to be sufficient to relieve
the need for a one-hour report of this event.

The flexibilityto log the above event, as permitted by Generic Letter 91-03 should be
included here.

Vitalarea card readers. An acceptable compensatory measure for this failure
would be posting a security force member with appropriate access lists and
communications capability at each door.

The words "through which access is permitted" should be added to the last sentence for
clarity. Ifa door is not to be used during the loss, no posting would be required.
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General Comments

The term "regulatory position" is redundant. The RG as a whole denotes the NRC's .

interpretation of the section of the rule discussed. To reiterate "regulatory position" when
referring to other "sections" or "paragraphs" within the RG is confusing to the reader.
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