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P R O C E E D I N G S 1 

8:39 a.m. 2 

MEMBER STETKAR:  The meeting will now 3 

come to order.   This is a meeting of the Digital 4 

I&C Subcommittee.  I am Charles Brown, Chairman of 5 

the Subcommittee meeting.  ACRS members in 6 

attendance are Dennis Bley, John Stetkar, Joy 7 

Rempe, Jose March-Leuba, Matthew Sunseri and 8 

Christina.  Our consultant is present also Myron 9 

Hecht.  Christina Antonescu of the ACRS staff is 10 

our Designated Federal Official for this meeting. 11 

The purpose of this meeting is for the 12 

Electric Power Research Institute to provide a 13 

presentation on the methods for assuring safety and 14 

dependability when applying digital instrumentation 15 

and control systems.  The Subcommittee will gather 16 

information, analyze relevant issues and facts and 17 

formulate proposed positions and actions as 18 

appropriate for deliberation by the full committee. 19 

The rules for participation in today's 20 

meeting have been announced as part of the notice 21 

of this meeting previously published in the Federal 22 

Register.  The meeting will be open to public 23 

attendance with the exception of portions that may 24 

be closed to protect information that is 25 
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proprietary.  We have received no written comments 1 

or requests for time to make oral statements from 2 

members of the public regarding today's meeting.   3 

To preclude interruption of the 4 

meeting, the phone line will be placed on a listen-5 

in mode during the presentations and committee 6 

discussions.  Also, the bridge line will be open at 7 

the end of the meeting to see if anyone listening 8 

would like to make any comments.  A transcript of 9 

the meeting is being kept and will be made 10 

available as stated in the Federal Register notice. 11 

Therefore, we request participants in 12 

this meeting to use microphones located throughout 13 

the meeting room when addressing the Subcommittee.  14 

The participants should first identify themselves 15 

and speak with sufficient clarity and volume so 16 

that they may be readily heard, and also please 17 

silence all cell phones, pagers, iPhones, iPads and 18 

any other appropriate or any inappropriate 19 

appliances you may be carrying on you.  Check mine. 20 

We will now proceed with the meeting.  21 

I call upon Mr. Ray Torok of the Electric Power 22 

Research Institute to start the presentations.   23 

MR. TOROK:  Very good, thank you.  Yes.  24 

My name is Ray Torok.  I'm from EPRI, and I think 25 
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my boss is sitting here, Rob Austin.  Rob, did you 1 

want to do any  opening remarks?   2 

MR. AUSTIN:  Just Rob Austin from the 3 

Electric Power Research Institute.  I just wanted 4 

to thank the  Subcommittee for this opportunity to 5 

present this research.  As Ray will show you, 6 

you've seen bits, all  of the bits and pieces of 7 

this before in various briefings in the past.  But 8 

I think you'll see it put together now in a much 9 

more integrated fashion, and again thank you for 10 

the opportunity. 11 

MR. TOROK:  Very good, thank you.  12 

Okay, and this is Ray again.  I thank you for the 13 

opportunity.  I know your time is valuable and 14 

we've got a large chunk of time on your schedule 15 

and we really appreciate that.  What we've got here 16 

is on the slide, the title of the report we're here 17 

to talk about, "Methods for Assuring Safety and 18 

Dependability When Applying Digital Instrumentation 19 

and Control Systems," and then there's an EPRI 20 

report number.   21 

So if you go to EPRI.com and search on 22 

that, that's the quickest way to find this thing.  23 

Today, our project team is listed here.  In 24 

addition to myself, I've got Bruce Geddes from 25 
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Southern Engineering and Dave Blanchard from 1 

Applied Reliability Engineering.  They were both 2 

principal contributors to the report. 3 

Dave was unable to make the trip to be 4 

here.  However, we do expect to have him on the 5 

phone line to field the tough questions when we get 6 

to that point.  So should we ask now if Dave's on 7 

the line?  Dave?  Dave, can you hear us?   8 

(No response.) 9 

MR. TOROK:  Well, if we get to the 10 

break and we still don't have him, I'll call him 11 

and rattle his cage a little bit.  Okay, very good.  12 

Moving right along, okay.  Here's the "why are we 13 

here slide."  14 

We're here to explain what happened or 15 

the results of a recently-completed EPRI project.  16 

The title of the project was this, assessing and 17 

managing digital failure/misbehavior 18 

susceptibilities, including common cause failure. 19 

We've been working on this for quite a 20 

while.  We actually did present preliminary results 21 

from part of this to this committee back in 22 

November 2014 and in July 2015, and I think on the 23 

copy of the presentation slides that you guys have, 24 

those dates are wrong.  Christina called me on 25 



 8 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 (202) 234-4433 

 

that, and so they're corrected on this version.  1 

That was brain fade on my part. 2 

And now this work that we've done, 3 

we've just published this report in June, on June 4 

30th.  The end of June this year we published a 5 

final report, and this, as Rob points out, we're 6 

talking about bringing the pieces of several other 7 

things into play here, drawing from other EPRI 8 

projects, other deliverables we've worked on in 9 

these areas related to this, hazard analysis, 10 

modeling digital and PRA and so on. 11 

Our main topic in this case is about 12 

assurance of protection against failures and 13 

misbehaviors, and we've got -- and you notice we're 14 

using the words "failure" and "misbehavior."  We'll 15 

get into that a little more, because I know things 16 

get a  little sticky when we start doing that. 17 

There is a heavy emphasis on -- 18 

emphasis, I'm sorry, on common cause failure and as 19 

you know, that is a bit of a hot button in the 20 

industry, with both the industry and the NRC.  But 21 

we're not talking just about software common cause 22 

failure, which has been a real focus, because there 23 

are other sources of common cause failure that 24 

affect digital systems, and we wanted to cover the 25 
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waterfront on that. 1 

Let's see.  The difference between this 2 

and some earlier work we've done especially in 3 

regard to design measures that can help protect 4 

against these things, we've got a lot more detail 5 

and specificity in terms of the recommended design 6 

measures.  In previous EPRI reports, they were sort 7 

of high level on a functional basis, and now we're 8 

talking about them in a way that is much easier for 9 

an engineer to apply directly.  So in that sense we 10 

think we've added to what was done before and made 11 

it much more useful for utility engineers. 12 

We also have a graded approach based on 13 

the potential impact of a modification of the plant 14 

on safety, and we'll get into the details of how 15 

that works.  So that's also new in this work.  16 

Contents of the presentation.   17 

We want to go over what we call the 18 

main points and conclusions at the beginning, just 19 

to give you a brief preview of what's going to 20 

happen there, and then the rest of these things are 21 

about the guideline and overview of what it does, 22 

how it works and so on. 23 

Some key concepts and underlying 24 

principles and so on that are rolled into the 25 
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thing, because it's important to get a grip on 1 

that, to understand what we did in putting all this 2 

together.  Technical basis means what's -- why do 3 

we think this approach is reasonable, and in our 4 

case, the approach is tied to earlier work we did 5 

on operating experience in U.S. and Korean nuclear 6 

plants, and in fact a few years ago we did report 7 

on that data to this group as well. 8 

We will also show you some examples of 9 

how the approach is applied to some real cases.  10 

We've been working with engineers in the Technical 11 

Advisory Committee, and they donated information on 12 

actual upgrades they're doing, because we wanted 13 

this to be as realistic as possible.  So we'll show 14 

you how these methods play out on a few different 15 

examples. 16 

I mentioned before this graded 17 

approach, based on safety significance impact, and 18 

we want to -- for us, that's an important addition 19 

to the process.  So we'll go into that in some 20 

detail, and then wrap up with just a review of the 21 

conclusions.  So that's where we're headed right 22 

now. 23 

Okay.  So this is the overview of the 24 

conclusions or main parts of conclusions, let's 25 
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say.  We or I -- let's say I characterize this new 1 

EPRI report as a holistic approach to assess 2 

protection against the effects of failure, and we 3 

included CCF.  I should say that a lot of people 4 

refer to this report as the CCF guide, even though 5 

that's not the name.  But it is certainly a, what 6 

should I say a focal point of the report. 7 

CHAIRMAN BROWN:  Ray?  Excuse me.  Do 8 

you mean the report you're talking about now or the 9 

way this says "Current EPRI Guide"? 10 

MR. TOROK:  That's the way -- 11 

CHAIRMAN BROWN:  This refers to an 12 

earlier one or is that they just published one, the 13 

one that we're looking at and talking about today. 14 

MR. TOROK:  This one we're talking 15 

about today. 16 

CHAIRMAN BROWN:  Okay, thank you. 17 

MR. TOROK:  And I refer to it as the 18 

holistic approach in the sense that effectively 19 

we're saying look at all the evidence you can find, 20 

all the evidence of assurance of protection against 21 

bad stuff, and in the end make a judgment call as 22 

to whether you're okay or not, or whether you need 23 

to do more.  24 

Effectively, we're trying to manage 25 
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risk.  We're looking at both likelihood and 1 

consequences of failures and we'll come back to 2 

that failure word later as well. 3 

We've got recommended defense measures 4 

for both design and process elements that help 5 

reduce the likelihood of failures and misbehaviors 6 

and so on.  We also talk about coping analysis.  7 

Now for us, a coping analysis is an analysis to 8 

determine whether or not your protection is 9 

adequate or whether the consequences of the failure 10 

are tolerable. 11 

There are various approaches you can 12 

take to that, and we'll talk about different 13 

recommendations in regard to coping analysis that 14 

we have in here.   15 

Again, this graded approach, and the 16 

point of the graded approach is that let's say 17 

without that, you can find yourself basically doing 18 

an overkill, where you're imposing measures that 19 

maybe aren't really necessary on a situation where 20 

the safety significance is low, or you can also 21 

ignore, inadvertently ignore situations where there 22 

may be high safety significance. 23 

And so we thought it was important to 24 

have some kind of a systematic, graded approach to 25 
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make the user or to enable the user, let's say, to 1 

assess safety significance and make decisions that 2 

are more informed based on understanding of safety 3 

significance.  So that's all in there too. 4 

Now we think -- right now, there is a 5 

need in the U.S. industry for a better and more 6 

practical understanding, let's say, or consensus on 7 

how to establish assurance of adequate protection 8 

against digital failures and common cause failures 9 

and so on.  You know, we need more consensus 10 

between the industry and the regulator on a 11 

practical way to do that. 12 

I guess I would say that what we've 13 

been doing for the last 20 years or so, 25 years 14 

maybe, has proven less effective than we hoped for, 15 

and we think there's a need to do better and we're 16 

hopeful that this guidance can help do that.  17 

That's the bottom line here. 18 

CHAIRMAN BROWN:  Ray, before you go on, 19 

since you all have issued this report, this guide 20 

for people to use,  right now you talked about the 21 

regulator versus the industry, and right now the 22 

regulators use a set of reg guides and/or other 23 

branch technical positions to make these 24 

assessments roughly of the subjects you're talking 25 
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about. 1 

How do you see this fitting in with the 2 

present mode of doing business?  I mean are you 3 

going to be asking them to endorse this as part of 4 

one of the reg guides?  She's going to tell you 5 

that Dave's on the line though. 6 

MR. TOROK:  Oh, very good. 7 

MEMBER BALLINGER:  So just a brief idea 8 

of what you perceive, how -- I mean I have a hard 9 

time.  If I was somebody designing something, I'd 10 

be looking at what I have to meet from the 11 

regulator's standpoint.  Not that I wouldn't look 12 

at this, but I'd have to make sure that what I did 13 

was going to be in conformance with what the 14 

regulator was expecting or would be willing to 15 

accept so -- 16 

MR. TOROK:  That's right.  So and there 17 

has been discussion of whether or not we should be 18 

submitting this for review by the regulator, and I 19 

guess I regard it as a more, what should I say, a 20 

more systematic approach to address a problem than 21 

what we have right now.  But Rob, do you want to 22 

comment on that? 23 

MR. AUSTIN:  Well, I think Ray just 24 

said it.  So we are in discussions right now with 25 
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the NEI Digital Working Group on what is the best 1 

way to get this technical content in front of the 2 

regulator for comment, and kind of get the staff's 3 

position on how this does fit in with the existing 4 

infrastructure. 5 

CHAIRMAN BROWN:  Okay.  So you're 6 

talking about the digital -- the integrated digital 7 

I&C action plan that they're working on right now, 8 

relative to their request by the Commissioners? 9 

MR. AUSTIN:  Yes, and there's a 10 

corresponding NEI group, and that's where 11 

industry's having the discussions on the best way 12 

to put this in front of the regulator. 13 

MR. TOROK:  Right, and you know we 14 

could compare the approach here to what's currently 15 

out there in regulatory guidance.  But we didn't 16 

come prepared to talk about that. 17 

CHAIRMAN BROWN:  I'm not asking you to 18 

talk about it.  I just know that from what I've 19 

read from the other meetings, you know, they have a 20 

three or four item list which CCF is a main 21 

component. 22 

MR. TOROK:  That's right. 23 

CHAIRMAN BROWN:  But yet it's not 24 

apparent that they've reached agreement on how 25 
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they're going to execute under that.  That's my 1 

understanding as of today.  So this could be viewed 2 

an ingredient that may help form that opinion is 3 

what you're -- 4 

MR. TOROK:  Exactly.  This could be 5 

useful in doing that.   6 

CHAIRMAN BROWN:  Okay, all right. 7 

MR. TOROK:  We hope it would.  If they 8 

do that, we would hope they would end up with 9 

something better than what we have right now. 10 

CHAIRMAN BROWN:  Okay, thank you. 11 

MR. TOROK:  Okay.  So meanwhile, so 12 

let's talk about an overview of the guideline here.  13 

For us, as I said, this is called the CCF Guide by 14 

a lot of people, and our audience is utility 15 

engineers and their suppliers and their integrators 16 

and so on, and the game here is to determine when 17 

there's sufficient protection against the I&C 18 

vulnerabilities, and that's from engineering 19 

perspective, not a regulatory perspective.  We're 20 

trying to stay in the engineering blocks here. 21 

And obviously there is a relationship, 22 

but we're trying to stay focused on engineering 23 

here.  We want to address a full range of potential 24 

failure and common cause failure sources and 25 
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context and so on.  Not just software common cause 1 

failure, which is the buzzword, and we'll show you 2 

why we think it's important to open the game wider 3 

than that let's say. 4 

For us, this is -- this should be 5 

viewed as a toolbox of recommended practices.  So 6 

when we talk about, for example, defensive measures 7 

that we would recommend, the idea is that the 8 

utility engineer using it would go through these 9 

recommendations, use the ones that apply in his or 10 

her situation, and then -- and of course it does 11 

become an application-specific kind of thing.  It 12 

requires some judgment.  13 

So as I said, we're trying to provide a 14 

toolbox that can help them do that.  It's not 15 

supposed to be prescriptive.  It's not a standard.  16 

There have been a number of cases where standard 17 

groups have taken things from EPRI guides and 18 

incorporated them into standards.  We're not doing 19 

that.  That could be something that happens 20 

downstream; I don't know. 21 

From our standpoint, the approach is 22 

independent of the regulatory framework.  It 23 

addresses the technical problems.  In the U.S., of 24 

course, the common cause failure is a big deal 25 



 18 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 (202) 234-4433 

 

between the utilities and the regulators, so 1 

obviously there's a relationship there.  We expect 2 

that this, the guides  in here could be used to 3 

help sort that situation out, as I said before, 4 

okay.  But again, our focus is on the technical 5 

issues, not really the regulatory ones.  6 

Key concepts.  Now here's where we get 7 

into the assumption of failures and misbehaviors 8 

and malfunctions and so on, and I'll tell you, we 9 

really struggled with this.  A lot of people say 10 

hey, software doesn't fail.  It just does what it 11 

was designed to do, and you know, I can accept 12 

that. 13 

The bad news is a lot of people out 14 

there use the term "software failure" and there's a 15 

widely used term "common cause failure."  You've 16 

never heard common cause malfunction.  At least 17 

I've never heard that, and anyway.  So we struggled 18 

with this, and here's what we came up with and what 19 

we tried to do. 20 

There's two things going on.  One is 21 

the notion that I&C failures or misbehaviors by 22 

themselves don't really affect the plant.  The I&C 23 

is affecting some component that's controlled, 24 

let's say, a valve, pumps, motors and so on.  The 25 
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I&C, by doing the wrong thing, can make the 1 

component do the wrong thing.  2 

Typically, the component doesn't fail.  3 

It just does the wrong thing.  So there's no 4 

failure in the traditional sense, where something 5 

breaks and it doesn't work anymore.  There's just 6 

components doing  something other than what you 7 

want them to do.  So the jargon we adopted in the 8 

end was we talked about I&C failures or I&C 9 

misbehaviors that cause malfunctions of the 10 

components they control, and we use the term "SSC" 11 

here, systems, structures and components for that 12 

because it's a widely used term and everybody knows 13 

what it means. 14 

Now arguably, I&C doesn't control 15 

structures very often.  So it's not part right but 16 

it -- we thought that was the best way to 17 

communicate with the engineers that we're trying to 18 

communicate with.  And what -- in the end what you 19 

really care about is not the I&C failures or 20 

misbehaviors; it's the malfunctions that control 21 

components because that's what's going to affect 22 

safety in the plant. 23 

So we tried to keep the focus there in 24 

the end.  So that when I talk about multiple 25 
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malfunctions of controlled components, those are 1 

CCFs.  Those are common cause failures and they're 2 

what you really care about here.  I hope that 3 

didn't get too crazy confusing.  Are there any 4 

questions about that? 5 

MEMBER STETKAR:  Yeah.  Your entire 6 

guidance focuses on CCFs like pumps and pipes and 7 

valves and stuff like that.  8 

MR. TOROK:  Uh-huh. 9 

MEMBER STETKAR:  You obliquely, in a 10 

couple of places, say oh yeah.  Well, an operator 11 

can broadly be considered part of the pumps and 12 

pipes and valves, because the operators have to do 13 

things too.  So yeah, you kind of need to think 14 

about the operators.  None of your examples, none 15 

of your guidance focus anything on how misbehave -- 16 

I'm sorry.  I'm going to use my own jargon, stuff 17 

going snarky in the I&C system can affect personnel 18 

performance because of poor displays, because of 19 

confusing displays by setting the operators either 20 

requiring them to take a lot more time to diagnose 21 

what's actually happening in the plant. 22 

Why doesn't your guidance emphasize a 23 

need for, as you say, analysts, engineers, power 24 

plant engineers to also focus on personnel 25 
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performance? 1 

MR. TOROK:  Well, there are references 2 

to I guess guidance on defensive measures or better 3 

design approaches and so on for or related to human 4 

performance and human machine interface and so on.  5 

But you're right.  We didn't get into detailed 6 

defensive measures for that.  There are much, much 7 

larger guidelines and so on out there, some by 8 

EPRI. 9 

MEMBER STETKAR:  Those guidelines tend 10 

not to look at the things that we're talking about 11 

here, and if this is to be guidance for people 12 

evaluating a change to their plant or a new plant, 13 

you know, built out of paper, I would think that 14 

it's annoying to have me go look at other things 15 

that I then find not all that useful. 16 

So I'm just making that comment.  I 17 

looked through it.  It is an after-thought some 18 

place.  I won't try to pull it out.  It says "Oh 19 

yeah.  In a broader sense, the operators are like 20 

equipment because the I&C system can affect their 21 

performance." 22 

MR. TOROK:  Yeah, you're right.  Sounds 23 

like we did not -- we did not emphasize that or 24 

state it clearly enough. 25 
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MEMBER STETKAR:  Nor did any of your 1 

examples say, you know, the things that you look 2 

for in your examples are what cut sets do I have 3 

for pumps and pipes and valves failing.  What cut 4 

sets do I have for the equipment that did not fail 5 

in a combination with.  There's nothing about human 6 

performance in there, not even in the examples. 7 

MR. TOROK:  That's a really good point. 8 

MEMBER STETKAR:  So I'd just like to 9 

make that comment.  We don't need to dwell on it, 10 

because you have a lot of material to cover here.  11 

But since you brought up SSCs -- 12 

MEMBER BLEY:  We don't need to dwell on 13 

it today, but it's a key point.  I remember there 14 

were a couple of reports out of Brookhaven a few 15 

years back that looked at the ways modern I&C 16 

systems could impact the operator interactions with 17 

the control systems and the equipment in the plant.  18 

It's a pretty tough area, but it deserves a very 19 

good flag, because the operator to me it's not 20 

here's the equipment, here's the software, oh and 21 

here are the operators for the equipment. 22 

The operators using the I&C system run 23 

the whole plant, and that interaction is crucial to 24 

how things work. 25 
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MR. TOROK:  Oh, I know. 1 

MEMBER BLEY:  It deserves some 2 

attention later. 3 

MR. TOROK:  I agree, and actually as we 4 

go forward, we anticipate having workshops in 5 

addition, of creating additional examples and so 6 

on.  It sounds like this is an area we need to 7 

emphasize here.   8 

I thought we made the point that one of 9 

the -- or a good example of a CCF that can get you 10 

into real trouble is one that both initiates an 11 

event in the plant and disables the indications and 12 

controls that an operator may need to mitigate it. 13 

MEMBER STETKAR:  It emphasizes on 14 

initiating event and affecting the equipment that 15 

is needed to mitigate that event.  It's all from 16 

the equipment perspective. 17 

MR. TOROK:  Okay, okay.   18 

MEMBER STETKAR:  Believe me.  I was 19 

looking for -- upfront, there was this quote that I 20 

tried to follow, and I can't find it right now.  21 

But it's something when you're talking about SSCs.  22 

There was a sentence that said something to the 23 

effect well, in a broader sense, the operators can 24 

be considered an SSC because  they are part of the 25 
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plant system or something like that.  But none of 1 

that theme is ever followed through. 2 

MR. TOROK:  I see what you mean. 3 

MR. AUSTIN:  Rob Austin with EPRI.  4 

John, if I could just make sure I understand.  But 5 

I think I know where you're coming from, if I could 6 

restate.  You're concerned more about like 7 

information displays and the operators taking 8 

actions from potentially, to use your technical 9 

term, snarky information from the I&C system and 10 

potentially taking an incorrect action? 11 

MEMBER STETKAR:  It could be that, or 12 

the fact that they're simply very, very confused by 13 

what they see and are substantially delayed.  It's 14 

either point, that they may eventually be able to 15 

discern what they need to do, but it may take them 16 

a while longer because of either the presence of 17 

confusing displays or the absence of information. 18 

Or they could be misled and take an 19 

unexpected type of response.  Either one is 20 

responsible. 21 

MR. AUSTIN:  So I think as folks try to 22 

apply this guide, I think the human factors, how we 23 

handle that in this guide, which in there we 24 

acknowledge human performance as the source of 25 
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common cause failure, and for a measure, we 1 

referenced EPRI's recent human factors engineering 2 

guideline and the report number for that it's in 3 

the report.  It's a -- I think it's like 1,200 4 

pages literally. 5 

I'm not sure if that's going to meet 6 

the concern, but that's where we addressed it, 7 

okay. 8 

MEMBER STETKAR:  No, it doesn't. 9 

MR. TOROK:  I know what you mean. 10 

MEMBER STETKAR:  It's this whole, this 11 

whole construct, and I'm not trying to -- I can't 12 

like the construct.  This is a subcommittee 13 

meeting, so I can say that.   14 

But because it's presented as guidance 15 

for analysts, who will be making, you know, real 16 

world evaluations of real world systems, it has a 17 

lot of the risk assessment scenario focus in it, 18 

especially when you explicitly refer to looking at 19 

the PRA models themselves and the cut sets that 20 

come out of those models, not quantitatively but 21 

qualitatively to understand scenario progression. 22 

I just think that it suffers from a 23 

lack of -- I don't want to over-emphasize it, but a 24 

lack of attention upfront, in the beginning, where 25 
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you're kind of setting the context, and certainly 1 

in the back, when you're developing examples.  2 

There's no example to kind of prompt analysts to 3 

think about those considerations. 4 

Oh yeah, the I&C failure?  I don't know 5 

the jargon.  The I&C snarky behavior is not only 6 

affecting perhaps some equipment, but it could also 7 

in that same scenario be having an effect on the 8 

operators, which also should already be modeled in 9 

the PRA somewhere. 10 

MR. TOROK:  That's right. 11 

MEMBER STETKAR:  I mean, you know, 12 

we're not talking about conceptually changing the 13 

framework; it's just drawing attention to that 14 

element of the entire scenario response. 15 

MR. TOROK:  No, no, that's a good 16 

point, and it's not that we weren't aware of that.  17 

Dave Blanchard has beaten me up a number of times 18 

on that topic, where you can mislead the operator 19 

who is often a very good backup or mitigation 20 

measure and so on for various events.   21 

But we didn't emphasize it enough, and 22 

I guess a good idea then would be to go out for 23 

some examples that emphasize the importance of the 24 

operator and what you might be able to do to, you 25 
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know, protect against the operator having problems 1 

like that.  So that's a good point.  You've got it.  2 

Okay. 3 

CHAIRMAN BROWN:  Well let me, since 4 

they take the human performance approach to the 5 

question, the very -- I guess it's on page 11 where 6 

you all talk in your -- not in the guidance itself, 7 

about the key research question and then the 8 

research overview and findings, etcetera, etcetera.   9 

You talk about guidance for conducting 10 

susceptibility analysis focusing on a controller, 11 

what they should assess relative to preventing and 12 

limiting measures.  It was interesting to me that, 13 

at least in my concept, at least in my thought 14 

process, if you don't know what you're reviewing, 15 

you can't possibly evaluate preventive measures. 16 

And there's no mention of an 17 

architecture for the system that's even mentioned 18 

in the guidance for page upon page upon page, 19 

somewhere on page 272 or 130, I've forgotten the 20 

page number.  But it's pretty well buried from a 21 

design concept, and the key finding is you've got 22 

to manage risk.  The guidance recommends specific 23 

preventive measures, but again what do I have to 24 

apply the preventive measures to?   25 
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And unless you have a layout for an 1 

architecture that meets some fundamental guidance 2 

when you first design the system and you then come 3 

up with all the touchpoints as you come into and 4 

out of that system, how in the world can you even 5 

start doing anything?   6 

The lack of emphasis on what is my 7 

system  going to look like, whether it be a chiller 8 

as you used in your presentation stuff, which I 9 

thought you might have used a reactor trip system 10 

as opposed to a chiller, not that the chiller is 11 

not important since you want to keep people cool in 12 

the control room. 13 

So along with all the other guidance 14 

and principles and fundamentals and goes into 15 

defendant's redundancy deterministic performance, 16 

you know my spiel as I go on through it.  But go 17 

see defense-in-depth and control of access and then 18 

simple systems.  I mean if you look at the systems 19 

we've been reviewing from many of the vendors that 20 

come in here, they've made them extremely complex. 21 

I mean if you find a way to make sure 22 

you  have a lack of understanding of what could 23 

cause a problem, make it more complex and that's 24 

what they do.  So I thought within some lead-in 25 
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which said hey, you've got to define the 1 

architecture, lay out the system, see what it is.   2 

Then take your guidance and say what do 3 

we do with it?  How do we attack it, okay?  Because 4 

if you put up a set of barriers initially that 5 

helps you focus.  I mean if you're totally 6 

independent from division to division, you have no 7 

communication between them, you obviously have 8 

eliminated a fair subset of potential interactions 9 

and failures. 10 

MR. TOROK:  That's right. 11 

CHAIRMAN BROWN:  I'll stop right there 12 

and let you go on.  But I just wanted to get that 13 

on the record, is it seems to me that this would be 14 

more useful if you'd taken a bigger system 15 

architectural approach in terms of how you apply 16 

your guidance. 17 

MR. TOROK:  Yeah.  I appreciate the 18 

comment and we will come back to this topic later 19 

when we talk about the graded approach and what we 20 

call context, because that's really where your 21 

architecture comes into play. 22 

CHAIRMAN BROWN:  But if you don't start 23 

with an architecture, context is meaningless.  I 24 

mean my head was about to explode on page 52 of 25 



 30 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 (202) 234-4433 

 

this guidance document, I mean, because I kept 1 

trying to relate it to, you know, what am I looking 2 

at. 3 

MR. TOROK:  Yes.  No, I appreciate the 4 

comment.  I know what you mean and if there's, you 5 

know, we went through some evolution here in 6 

producing this, and it's interesting for me to 7 

think about that while I listen to you talk about 8 

this, to see how we ended up where we ended up.  9 

But that's kind of off topic right now so -- 10 

CHAIRMAN BROWN:  Go on. 11 

MR. TOROK:  Let's come back to the 12 

notion of architecture in a little while, and let 13 

me go on with this for right now, okay.  14 

CHAIRMAN BROWN:  Yep. 15 

MR. TOROK:  Common cause failure, the 16 

next thing.  We got failures, misbehaviors and 17 

malfunctions, yea!  Our definition of common cause 18 

failure was multiple and look, we've got all the 19 

words here.  Failures, misbehaviors, malfunctions 20 

of stuff and over a time interval where it's not 21 

plausible that you will find the problem and 22 

correct it before the next one happens, the stop 23 

idea, and as a result of a single cause or source 24 

and so on.   25 
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And of course for us, we said this is 1 

not just about software common cause failure.  2 

There are lots of interesting ways to make common 3 

cause failures of digital systems.  You could have 4 

redundant  divisions with identical equipment, 5 

identical software.   6 

That's all true.  But what often 7 

happens in analog to digital upgrades is people 8 

want to combine functions that used to be a 9 

separate controller into one digital controller, 10 

because it's easy to do that. 11 

So there are advantages.  But if you do 12 

that, you also create some common cause failure 13 

potential.  That's a different one.  Another is 14 

this notion of shared resources.  If I connect all 15 

my non-safety systems to the same communications 16 

network, I've created an interesting opportunity 17 

for common cause failure.  Or if I have a timing 18 

signal that can affect multiple channels or 19 

multiple systems, that can cause problems and has 20 

in fact in real life. 21 

So we tried to put something together 22 

that covers all of that.  So moving right along, 23 

the other thing that we did, our guys came up with 24 

four failure or four categories of I&C failure 25 
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sources that are listed here.  Random hardware 1 

failures.  We're used to that.  Environmental 2 

disturbances, design defects. That's where software 3 

bugs come in, and O&M errors. 4 

Admittedly, there could be some other 5 

set of failure sources that accomplish the same 6 

thing.  But these ones proved very useful to us, 7 

and every other lower level, let's say, failure 8 

mode that anybody ever came up with fit into these, 9 

one of these categories for us.   10 

So we found this to be very useful, so 11 

that's what we did.  So when we talk about failure 12 

sources, those are the four things we mean. 13 

MEMBER STETKAR:  Ray? 14 

MR. TOROK:  Yes. 15 

MEMBER STETKAR:  When I read through 16 

the first part of your report, I read through that 17 

and said yeah, that's kind of -- those four seemed 18 

pretty reasonable.  Then you have a Table 2-1 that 19 

elaborates on those, and I thought well, that's 20 

kind of an interesting little table to sort of 21 

illustrate the concept. 22 

And then I discovered that that Table 23 

2-1 is intended to be the complete list of those 24 

failure sources.  And so then I started to think 25 
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about well, is it really complete and how did you 1 

derive that specific set of more detailed subsets 2 

within each of these four categories?  Because it's 3 

not discussed anywhere.  It's just presented as 4 

this table. 5 

MR. TOROK:  Yeah. 6 

MEMBER STETKAR:  Yeah.  Well, and if 7 

I'm an analyst out there in a power plant, the 8 

great gods of EPRI presented me this table and 9 

showed me examples that these are the -- these are 10 

the things and the only things that I need to 11 

consider. 12 

MR. TOROK:  I don't know if it's fair 13 

to characterize them as the only things. 14 

MEMBER STETKAR:  Well, there are 15 

sentences in the guidance that says yeah, you have 16 

to think about there might be other things.  None 17 

of the examples ever think about any other things.  18 

The examples always conclude that there isn't any 19 

other thing you need to think about.   20 

So if I'm an analyst out in the power 21 

plant, apparently I don't need to think about any 22 

other things because the great gods of guidance 23 

writing have told me that. 24 

MEMBER BLEY:  That's a little tough bit 25 
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of criticism because if you come up with an example 1 

of the sort John just suggested, you'll add it to 2 

the table. 3 

MEMBER STETKAR:  That's true. 4 

MEMBER BLEY:  But maybe it needs 5 

something like a caveat on the table that says 6 

these are all the things we could think of.  There 7 

may be more, some kind of criterion.  If that 8 

example doesn't work, ignore it. 9 

MR. TOROK:  Yeah.   10 

MEMBER STETKAR:  Well, or at least 11 

telling me how you came up with the list of I don't 12 

know how many there are in there.  13 

MEMBER BLEY:  That's tough. 14 

MEMBER STETKAR:  Three or four or five 15 

for each of the four things that are in there. 16 

MR. TOROK:  Please jump in. 17 

MEMBER STETKAR:  Bruce. 18 

MR. GEDDES:  Bruce Geddes.  I'm one of 19 

the authors of this -- 20 

MEMBER STETKAR:  I figured eventually 21 

you or Dave would  -- 22 

MR. GEDDES:  Yeah.  Dave's ears are 23 

burning I suspect, but what we did, we did a 24 

search.  We searched in our own project experience.  25 
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We searched among the NSSS vendors, the design 1 

centers.  We interviewed design center people, 2 

Westinghouse, Mitsubishi, others, AREVA.  We tried 3 

to be as systematic and comprehensive as we could. 4 

We started off with the idea that, you 5 

know, the OE suggests that we're doing something 6 

right.  What is it and we've formulated a survey, 7 

and  as surveys go, you know, you send an email to 8 

somebody and it's in their inbox and it sits there 9 

forever.  We finally started tracking down people 10 

and just started talking to them, and condensed 11 

this list based on that search. 12 

We've been saying to ourselves all 13 

along what you just said, this is not the list.  14 

It's not meant to be the list.  We're not 15 

apologizing for the list either, okay.  We believe 16 

it's a good list, but  I thought there was 17 

sufficient caveats in this document to that effect, 18 

but apparently they're not. 19 

MEMBER BLEY:  Well, two quick things.  20 

One, you've told us that story at previous meetings 21 

-- 22 

MR. GEDDES:  Yeah, I have. 23 

MEMBER BLEY:  --and a little more of 24 

that basis here would be nice.  But what happens, 25 
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and you've seen it with other methods and 1 

approaches, if you can pull these tables out, 2 

that's what they use.  They don't go read all your 3 

words again.  So if it's -- there's not a, well, 4 

warning on the table. 5 

MEMBER STETKAR:  And Appendix A is 6 

pretty detailed. 7 

MR. TOROK:  Yes, you're right.  We have 8 

this -- we've had this problem on a lot of EPRI 9 

reports, where people want to just take and use it 10 

as a checklist and we keep saying this isn't 11 

everything.  In fact, the concept you're talking 12 

about, I keep calling it the magic list.  The magic 13 

list would include everything, but it doesn't 14 

exist, and we tried to be clear on that.  But it 15 

sounds like we have to keep saying it at least.   16 

MEMBER STETKAR:  Bruce, I think the 17 

story is good and quite honestly when I -- I read 18 

through the table first and I kind of just said 19 

okay, that's an example.  I'll learn more about 20 

this later.  And then when I got back to the 21 

appendix, I started to think about it more 22 

carefully.  I couldn't come up with something that 23 

was missing but I'm not, you know.  24 

(Simultaneous speaking.) 25 



 37 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 (202) 234-4433 

 

   MR. GEDDES:  We tried. 1 

MEMBER STETKAR:  Okay. 2 

MR. GEDDES:  Yes.  But somebody will 3 

eventually so --  4 

MEMBER BLEY:  As in real world will. 5 

MR. HECHT:  I can come up with at least 6 

one. 7 

MEMBER BLEY:  Thank you. 8 

MR. HECHT:  And that is manufacturer 9 

errors, quality errors. 10 

MR. TOROK:  Yeah. 11 

CHAIRMAN BROWN:  Before you proceed, 12 

I've been told that Dave is trying to get in, but 13 

apparently we're not communicating.  Dave, are you 14 

there?  Can you hear us?  15 

MR. BLANCHARD:  I can hear you.  Can 16 

you hear me? 17 

CHAIRMAN BROWN:  Yes.  We do now. 18 

MR. BLANCHARD:  Okay, thank you. 19 

CHAIRMAN BROWN:  Go ahead.  If you 20 

wanted to say something, go ahead. 21 

MR. BLANCHARD:  We've kind of gone past 22 

-- 23 

MEMBER STETKAR:  Dave, are you on a 24 

speaker phone?  If you are -- 25 
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MALE PARTICIPANT:  You've got to turn 1 

it off. 2 

MEMBER STETKAR:  Try using a handset or 3 

a headset or something like that, because when you 4 

do talk, you're really breaking up badly. 5 

MR. BLANCHARD:  Well, I'm on my cell 6 

phone.  Can you hear me? 7 

MEMBER STETKAR:  That's better.  Don't 8 

speak quite as loudly, because you tend to cut out. 9 

MR. BLANCHARD:  Okay.  How's that? 10 

MEMBER STETKAR:  That's much better. 11 

MR. BLANCHARD:  All right.  We've kind 12 

of gone past the subject I wanted to speak on.  13 

There is one example which covers operator actions 14 

in aligning shutdown cooling.  The recorder 15 

example.  However, that one concluded low safety-16 

significant impact, because you could tolerate -- 17 

the plant could tolerate not aligning shutdown 18 

cooling.   19 

MEMBER STETKAR:  Yeah.  I don't want to 20 

waste time right now in the beginning.  We'll see 21 

how we go for time.  I had some real problems with 22 

that example, so we'll talk about that later if we 23 

have time.  It's not one of the ones you're going 24 

to present. 25 
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MR. TOROK:  Well yeah, and if we can't 1 

do it here, let's do it later, because we'd like to 2 

hear it.  Okay, moving on along.  We're on Key 3 

Concepts.  This cartoon is to show, it is trying to 4 

illustrate that what we're trying to do is manage 5 

risk in the end.  So in the vertical axis we've got 6 

increasing likelihood of a malfunction; on the 7 

horizontal access it is increasing consequences. 8 

So let's talk about the case for our 9 

data.  A mod that's up, in the upper right there.  10 

So it's, you know, I can do a coping analysis and 11 

show that the results are not tolerable, and I want 12 

to change something.  I want to make it -- I want 13 

to make it better.  So I can either, you know.  I 14 

want to get into the green area. 15 

So in our world then, if we use what we 16 

call preventive measures, preventive measures are 17 

for example design features that reduce the 18 

likelihood of a failure or a process measure that 19 

reduces the likelihood of a design defect, for 20 

example software V&V, in a case like that.  Then 21 

that reduces the likelihood of a failure. 22 

And then on the other, going the other 23 

way, or I'm sorry, which of course moves you 24 

downward on the chart, ooh, and we can do this 25 
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can't we?  Yeah.  So I'm talking about moving down 1 

on the chart.  Or I can talk about limiting or 2 

mitigating measures, which reduce the consequences, 3 

or some combination of those if you want to get 4 

into the green area. 5 

So that's what we talked about, and we 6 

talk about these things as defensive measures.  The 7 

coping analysis by itself does not add any 8 

assurance or there's not any -- I should say 9 

there's not any added protection because it didn't 10 

change anything.  It just shows whether or not you 11 

can tolerate the consequences. 12 

So in that sense, it adds assurance 13 

that you have adequate protection, but it doesn't 14 

actually add any protection, okay.  And then our 15 

target, of course, is to show that we've got 16 

assurance of sufficient protection or adequate 17 

protection against these CCF defects.  That's what 18 

we're aiming for here. 19 

MEMBER STETKAR:  Ray, keep that up for 20 

a moment.  Again, I personally I like this concept 21 

a lot.  It shouldn't be surprising.  When I read 22 

through the guidance and looked through the 23 

examples, some of the guidance and some of the 24 

examples seem to strike a balance between 25 
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likelihood and consequences in this construct, in 1 

the sense that you apply preventive measures that 2 

reduce the likelihood from -- we'll get to the 3 

levels -- Level 01 or 02 or something like that. 4 

MR. TOROK:  That's right. 5 

MEMBER STETKAR:  And then you also look 6 

at the risk models, which have a sense of 7 

consequence built into them because they're 8 

scenarios, concepts or more sequences or whatever 9 

you want to call them. 10 

MR. TOROK:  Sure. 11 

MEMBER STETKAR:  And that's good.  On 12 

the other hand, there are some examples, and I'll 13 

bring one up in particular, that seem to ignore 14 

consequences completely.  The one that really 15 

bothers me is, we'll get into it in the chart, but 16 

I might as well bring it up because it's pertinent 17 

to this picture. 18 

You say well, you know, the HVAC system 19 

has two chillers in it and we can only get failure 20 

of one and then because we've got two, the 21 

likelihood is low enough that we don't need to 22 

worry about it.  Well, I'm sorry.   23 

That's wrong, because the likelihood of 24 

two failing might be lower than one failing.  But 25 
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the consequences of two failing, especially if they 1 

make the digital I&C system, and I'll use the term 2 

that I've coined, go snarky, the consequences of 3 

the digital I&C system failing or misbehaving may 4 

be much, much, much more significant than simply 5 

failure of two  chillers if I look at --  6 

MR. TOROK:  Yeah. 7 

MEMBER STETKAR:  So that despite the 8 

fact that I am relatively low in your light green 9 

area there, I might be relatively large on the 10 

right-hand side in terms of consequences, and your 11 

example never tells me to look at that.  In fact, 12 

your example -- even upfront, where you talk about 13 

environmental effects of heat, you only mention the 14 

fact that well, typical designs have two trains of 15 

HVAC, and as long as you have two trains of HVAC 16 

that's okay.   17 

That's acceptable from a licensing 18 

perspective, but you're trying to be very careful 19 

to say this isn't a licensing document.  So simply 20 

because why it's acceptable for licensing doesn't 21 

tell me anything about risk.   22 

MR. TOROK:  That's a great observation 23 

actually. 24 

MEMBER STETKAR:  So my comment isn't so 25 
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much on the specific examples.  It's if you're 1 

trying to develop  an approach, a methodology that 2 

people are going to have confidence in, do it 3 

correctly, okay.  Don't do it haphazardly and don't 4 

make assumptions in one place that are inconsistent 5 

with assumptions in other places. 6 

MR. TOROK:  Yeah, okay.  Now you'll see 7 

a little, in a little while, when we get to the 8 

examples and the chiller is one of them of course, 9 

where we effectively look at it two different ways.  10 

One is with just on the basis of likelihood of 11 

preventive measures and the other is in the context 12 

of this safety significance graded approach.  And 13 

in the second one, we actually I think get into 14 

some of the issues you're talking about. 15 

MEMBER STETKAR:  In some of the 16 

examples, not the chiller example though. 17 

MR. TOROK:  Okay.  Let's -- 18 

MEMBER STETKAR:  Because it -- I think 19 

it's the one that kicks out early, because you've 20 

got to two trains of HVAC. 21 

MR. TOROK:  Can we get back to your 22 

question when we get to the example? 23 

MEMBER STETKAR:  Yeah.  No, go on. 24 

MR. TOROK:  And then Dave's going to 25 
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jump in there, I'm sure of it.  But okay, yeah.  1 

Hold that thought. 2 

MEMBER STETKAR:  I will. 3 

MR. TOROK:  Okay.  Here's another 4 

cartoon.  This is the legendary bowtie chart, and 5 

what we've got over here there's some event you 6 

don't like in the middle.  On the left side, 7 

there's some sources of a failure let's say.  On 8 

the right side there are consequences you don't 9 

like, and in between the sources and the event, 10 

there are preventive and limiting measures in our 11 

context. 12 

The preventive measures reduce the 13 

likelihood of the failure.  The limiting measures 14 

reduce the consequences, and in the event for our 15 

case is a malfunction of one or more SSCs.  So 16 

we're talking about the SSCs, not the I&C here.  17 

And then of course on the right side, you've got 18 

mitigative measures. 19 

And then we just talked about coping 20 

analysis.  Coping analysis is about figuring out if 21 

your mitigating measures are okay or enough, and so 22 

that's what this chart's trying to show you.  Now 23 

what's -- somebody just mentioned a little while 24 

ago about this notion of balance, and we would say 25 
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all these things, the preventive, limiting and 1 

mitigative measures all contribute to an assurance 2 

argument, assurance of adequate protection, because 3 

protection comes from all those things. 4 

And the idea is then that if I have 5 

bullet proof preventive measures, maybe I don't 6 

need as much from my mitigative measures, or as 7 

much assurance coming from that.  So for example, 8 

if my preventive measures are really strong, I 9 

might say okay, I'm going to do a -- let's say a 10 

best estimate coping analysis to establish whether 11 

or not the mitigation's okay. 12 

If I have -- if I'm weak on preventive 13 

measures, I might say oh, I can't count on those.  14 

I've got to do a conservative coping analysis over 15 

here, to make sure my mitigation is bullet proof, 16 

right?  So there's some balance and some 17 

engineering judgment that comes into play, and 18 

that's what we're trying to get at on this figure. 19 

CHAIRMAN BROWN:  Okay, okay, and you've 20 

got to be careful.  Sometimes if what you count as 21 

a preventive measure, and this is my opinion, 22 

voting is not necessarily a preventive measure.  It 23 

depends on how the voting is done and what 24 

components you're doing the voting on.  So counting 25 
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on that on the generic sense as being a preventive 1 

measure, I think, is a little bit questionable. 2 

Segmentation is another one.  If you're 3 

talking about a design that uses memory 4 

segmentation, and that normally involves shifting a 5 

large box of memory around as you're doing your 6 

processing, and if you don't allocate enough memory 7 

to accept all those shifts, you can stop 8 

everything.  It can be a real problem. 9 

So I'll agree with redundancy 10 

obviously.  Single task operating systems make 11 

things simpler.  Signal validation is -- that one's 12 

kind of a little bit more in between, depending on 13 

how you think you can validate a signal.   14 

MR. TOROK:  Right. 15 

CHAIRMAN BROWN:  So I just -- I'm just 16 

thinking you've got to be a little bit careful in 17 

terms of messages people get as to what counts as a 18 

legitimate, limiting -- a preventive-type measure, 19 

that's all.   20 

MR. TOROK:  No, I -- 21 

CHAIRMAN BROWN:  It's just not a one-22 

size-fits-all for some of those items.   23 

MR. TOROK:  Yeah, I agree. 24 

CHAIRMAN BROWN:  Independence counts 25 
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very much so, but you all didn't bother to list 1 

that.  That was for multiple division systems. 2 

MR. TOROK:  Well, it's not listed on 3 

there anyway. 4 

CHAIRMAN BROWN:  That's right, which is 5 

a big one. 6 

MR. TOROK:  But it would be credited.  7 

It would have to be credited. 8 

CHAIRMAN BROWN:  Okay, that's enough.  9 

I just wanted to bring out that you -- it's over on 10 

the mitigating system side of the fence as opposed 11 

to on the preventive side. 12 

MR. TOROK:  Right.  13 

CHAIRMAN BROWN:  So okay.  You can --  14 

MEMBER STETKAR:  Just for the record, 15 

that independence on the mitigating side is 16 

something like a gut feeding the cooling as an 17 

alternative to auxiliary feedwater.  It's not for 18 

independence. 19 

CHAIRMAN BROWN:  Yeah.  I figured that, 20 

but I didn't --  21 

MR. TOROK:  So okay.  Segmentation.  22 

What we intended here was segmentation inside of 23 

DCS, for example, feedwater. 24 

CHAIRMAN BROWN:  A distributed control 25 
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system?  Is that a DCS? 1 

MR. TOROK:  Or segmented divisions 2 

within a safety system.  They're independent 3 

segments that-- 4 

CHAIRMAN BROWN:  I don't -- okay.  That 5 

doesn't -- I've never thought of that in segments.  6 

I understand what you're thinking.  That's never 7 

the way I thought of multiple divisions as being 8 

segmented.  They're redundant divisions, and you 9 

can go on. 10 

MR. TOROK:  Okay.  I'll go on.  Just a 11 

few words on coping analysis here.  As I said, the 12 

idea here is to determine if the consequences of 13 

the failure are tolerable and some people talk 14 

about coping analysis versus bounding analysis.  15 

For the purposes of our guide, I personally would 16 

characterize a bounding analysis as a subset of 17 

coping analysis.  18 

A coping analysis both kind of do the 19 

same thing, which is give you some understanding of 20 

whether or not the failure consequences are 21 

tolerable, so that they're kind of the same thing.  22 

So various forms are out there.  Detailed 23 

thermohydraulic analysis, transient thermohydraulic 24 

analysis.   25 
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It could be a new analysis you do for a 1 

new failure mode.  You discover could be using some 2 

existing analysis, either one of the safety 3 

analyses or a design analysis or one of the 4 

thermohydraulic analyses that have been done for 5 

the PRA.  There are a lot of things out there that 6 

may be helpful here. 7 

It could be conservative, like the 8 

safety analysis could be best estimate like a 9 

thermohydraulic analysis done for the PRA, and it 10 

just depends on what makes sense in the application 11 

that you've got.  It could be comparing your 12 

situation to some other analyzed event that makes 13 

it obvious what the results of your situation is 14 

going to be. 15 

CHAIRMAN BROWN:  Well, I'll make 16 

another observation.  I just love to reap in on 17 

this.  The more analysis you do, the more review is 18 

required, the more people get involved and more 19 

cost.   20 

So if you design an architecture for 21 

whatever system, whether it's a single component 22 

controller or whether it's a multiple reactor trip 23 

or Safeguards system, the simple the architecture, 24 

the less analysis you have to do because it's very 25 
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clear what you have to go look at it, the better 1 

off you are. 2 

It's easier for the staff to review and 3 

easier to get it through a regulating process.  So 4 

the more complex the system, the more complex the 5 

architecture, the more coping analysis you have to 6 

do for all these oddball little situations, and the 7 

harder it is to get reviewed, and everybody gets 8 

their hand in the cookie jar and has their own 9 

particular axe to grind in terms of the type of 10 

analyses you do, how good it is, when it was 11 

validated, who did the validation, etcetera, 12 

etcetera, etcetera, particularly when you touch 13 

thermohydraulic. 14 

I've never sat on a thermohydraulic 15 

meeting where we ever came to a conclusion with -- 16 

I'm kidding obviously.  But I mean I don't know how 17 

many GSI, whatever it is I've sat in on, that for 18 

the last eight years.  We still haven't finished 19 

them.  So it's just an observation.  I'm not saying 20 

you don't do coping analysis.  I said if you get a 21 

solid design that prevents, limits the approaches 22 

or the problems that can occur, reduces the need 23 

for coping analyses and the faster you're going to 24 

get it through.  25 



 51 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 (202) 234-4433 

 

MR. TOROK:  And I understand, and also 1 

what comes into play here too is kind of the level 2 

of interest for the coping analysis, because what 3 

you really want to know is what's going on at the 4 

plant level, whether it's tolerable at the plant 5 

level, as opposed to what system level. 6 

CHAIRMAN BROWN:  If you never have to 7 

do it, why then you -- then it's even better, 8 

right? 9 

MR. TOROK:  Yeah. 10 

CHAIRMAN BROWN:  Thank you. 11 

MR. TOROK:  I agree.  Okay. 12 

CHAIRMAN BROWN:  Why don't you move on? 13 

MR. TOROK:  Okay.  Why don't I move on? 14 

CHAIRMAN BROWN:  We're almost on Slide 15 

9. 16 

MEMBER STETKAR:  Why don't you not move 17 

on? 18 

CHAIRMAN BROWN:  Uh-oh. 19 

MEMBER STETKAR:  Because I wanted to 20 

bring up something that struck me as I read through 21 

the whole report, and I don't know where else to 22 

bring it up, because we're going to get into 23 

specifics.  I like this notion of, you know, 24 

there's structured susceptibility analysis, a 25 
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coping analysis to give you confidence that the 1 

plant level effects are also considered. 2 

MR. TOROK:  Yeah. 3 

MEMBER STETKAR:  In many cases, that 4 

coping analysis uses the risk models to help the 5 

analyst understand the entire plant level context, 6 

the context of the potential common cause failures, 7 

what other mitigation might be available that's not 8 

affected by the common cause failures and so forth.  9 

And again, personally.  It's a 10 

subcommittee meeting, I really like that.  However, 11 

the guidance in my opinion does not warn the 12 

analyst  to critically evaluate the PRA itself.  13 

And there are a few examples.  I'll just bring them 14 

kind of off the top of my head because of timing. 15 

Number one, almost all of the PRA 16 

models that are in existence today are Level 1 17 

internal event PRA models that look at core damage 18 

frequency, with some simplified approach to perhaps 19 

large early release frequency.  The consequences of 20 

an I&C misbehavior can effect both core damage and 21 

containment performance. 22 

So if I'm looking at potential 23 

consequences in the sense of coping analysis, I 24 

should be aware of the fact that perhaps my PRA 25 
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never even looked at any of the containment 1 

performance issues.  Therefore, I might draw the 2 

wrong conclusions if I completely ignore them.  So 3 

that's one thing.  What's the scope of the PRA? 4 

Another example is you say well, use 5 

the results of your Level 1 internal events PRA.  6 

Use those cut sets.  You know, if I was going to do 7 

it, I'd use the results of my fire analysis, 8 

because the fire analysis looks at things like 9 

spurious signals from I&C systems that the Level 1 10 

internal event people never even thought of looking 11 

at, and most of the Level 1 internal events models 12 

have never even thought of looking at those things. 13 

They get added back in when somebody 14 

does a fire analysis maybe, or maybe not.  So 15 

that's another area that perhaps a Level 1 internal 16 

events models doesn't even look at the failure 17 

modes that the digital I&C system could create.  18 

Furthermore, only looking at the cut sets that are 19 

generated, some of those cut sets that are possible 20 

could have been truncated out numerically because 21 

the likelihood of common, random, independent 22 

failures of several things is really, really small.   23 

So you need to look at that.  Did 24 

something get inadvertently truncated out when 25 
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you're saying -- because in many cases, you make 1 

the conclusion, ah, if there are no cut sets that 2 

contain this failure, then it's not important to 3 

risk.  It's not true if those cut sets are buried 4 

in some place it's been truncated out. 5 

And then finally in the example that I 6 

just pulled up from that chiller, we'll get to it 7 

but because of time I might as well bring it up 8 

now.  The example concludes that indeed, if I take 9 

the PRA paths from the chillers in my coping 10 

analysis, I'm led to the conclusion that it's not 11 

safety significant.   12 

Why?  Because the ventilation system 13 

isn't modeled in the PRA.  That is silly.  14 

MEMBER BLEY:  Yeah.  Well there's more 15 

to it. 16 

MEMBER STETKAR:  That's all it says.  17 

It says it's typically not modeled in a PRA, and 18 

it's assumed that the operators have sufficient 19 

time to do whatever they need to do.  Well that 20 

might be your typical assumption.   21 

Many PRAs have shown that isn't the 22 

case. So if it doesn't happen to be modeled in your 23 

PRA, that's another area where the analyst ought to 24 

be warned that if something is not in the PRA, it 25 
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might not be in the PRA because the PRA people 1 

messed up. 2 

So I think that the guidance doesn't, 3 

you know, if I step back from it, if you listen to 4 

what I'm saying, is that the guidance doesn't warn 5 

the analyst when they pick up that PRA model as cut 6 

sets, whatever they're going to use as their tool 7 

to inform their coping analysis, doesn't warn them 8 

sufficiently  to be critical in their examination 9 

of that PRA. 10 

And perhaps this again is examples 11 

really help.  Perhaps an example that illustrates 12 

that type of thought process might help, because 13 

it's something -- as I read through the whole book 14 

from the beginning, a kind of high level overview 15 

on out through the examples, it struck me in a few 16 

places that it seems to be taking the results those 17 

PRA models as if they are guaranteed to be 100 18 

percent complete, 100 percent accurate and 19 

sufficient to capture everything that could 20 

possibly happen. 21 

MEMBER BLEY:  Lest this sounds like too 22 

big a catalogue for you, the PRA standard has a 23 

section on how you decide if your PRA is adequate 24 

for the particular risk-informed task at hand, and 25 
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it walks you through a little set of questions that 1 

say is this stuff actually modeled?  So there's a 2 

place you can put hooks to it and support this. 3 

MR. TOROK:  Okay, thank you.  Now this 4 

is one of those areas where I say Dave, help.  We 5 

can -- 6 

MR. BLANCHARD:  Do you want help now or 7 

-- 8 

MALE PARTICIPANT:  Can you speak a 9 

little bit lower? 10 

MEMBER STETKAR:  Dave, speak softly, 11 

carry a big stick. 12 

MALE PARTICIPANT:  Exactly. 13 

MR. BLANCHARD:  Okay.  Do you want help 14 

now or during the example? 15 

MR. TOROK:  Let's come -- I'd rather do 16 

it during the example. 17 

MEMBER STETKAR:  Okay.  That chiller 18 

example is one.  I just wanted to bring up sort of 19 

the general concern right now, in case we get 20 

bogged down with time later. 21 

CHAIRMAN BROWN:  We're getting -- we're 22 

getting bogged down.  So if we can, let's get to 23 

the example and we'll move on, unless you have 24 

something else on this slide. 25 
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MR. TOROK:  I don't. 1 

CHAIRMAN BROWN:  Okay. 2 

RH  Can I just -- 3 

CHAIRMAN BROWN:  Matt, go ahead. 4 

MR. HECHT:  Just one point here.  When 5 

you speak about preventive measures, it has to be 6 

done within the level of interest.  That's the term 7 

that you use, that I would call the level of 8 

indenture.  The reason why I ask, I'm talking about 9 

that is that in the text, it shows examples of 10 

preventive measures being development process 11 

disciplines, I would call it, software. 12 

But the preventive measures in the 13 

diagram speak more about architectural mitigation 14 

measures, and that's an example of where something 15 

at a lower level which prevents things might help 16 

you avoid a more expensive architectural measure at 17 

the higher level. 18 

MR. TOROK:  Yeah, we agree.  Which 19 

picture are you referring to? 20 

MR. HECHT:  Well, the bowtie picture.  21 

MR. TOROK:  Oh, I know what you mean.  22 

You're talking about the list of preventive 23 

measures there, and you're right.  Let's see.  The 24 

ones we have there are all about architectural 25 
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issues, right? 1 

MR. HECHT:  Yeah. 2 

MR. TOROK:  And in reality, if you look 3 

at the detailed preventive measures later in the 4 

report, they're both.  They're both process and -- 5 

MALE PARTICIPANT:  There's a spectrum. 6 

MR. HECHT:  Well, there's a spectrum.  7 

But the point is that you have to apply the 8 

appropriate preventive measure at the appropriate 9 

level of interest. 10 

MR. TOROK:  Yes, we agree.   11 

MR. HECHT:  So it wasn't clear on this 12 

chart anyway that that's what's going on.  13 

MR. TOROK:  Yeah, you're right.  Okay.   14 

CHAIRMAN BROWN:  Are you going on to 15 

Slide 10 now? 16 

MR. TOROK:  Yeah.  We've captured that, 17 

and I've got a note on you there, Myron.  Thank 18 

you. 19 

MR. HECHT:  Okay. 20 

MR. TOROK:  Okay yeah.  Likelihood.  21 

Likelihood is a touchy issue, isn't it, and for our 22 

purposes, we put together what is -- what I could 23 

refer to as really as an artifact that we came up 24 

with, so that we would be able to discuss 25 



 59 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 (202) 234-4433 

 

differences in qualitative terms and for us just a 1 

few representative buckets, let's say. That's what 2 

this is about. 3 

And so in the first case, we say -- 4 

what we call Level Zero let's say, we can't credit 5 

preventive measures because there's no 6 

documentation or because they don't exist or 7 

because we have no idea.  So we would say we're not 8 

going to take any assurance from preventive 9 

measures from that one.  We're going to assume the 10 

likelihood of the CCF is relatively high and get on 11 

with it. 12 

Now if we have a new digital system 13 

going on, where we know there are some good 14 

defensive measures, some good preventive measures 15 

let's say, then we believe that the likelihood of 16 

failure is significantly lower than what it would 17 

be without those preventive measures.  But again, 18 

we don't know exactly what it is. 19 

Then the next level is this Level 2, 20 

and that's where we have a strong set of preventive 21 

measures, like a complete set from the appendices 22 

with those long lists of preventive measures.   23 

In that case, we would say the 24 

likelihood of failure is lower still, and in fact 25 
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we said if you have sufficient preventive measures, 1 

we would say the likelihood of the failure is 2 

sufficiently low that if the failure is considered, 3 

what should I say, a sufficiently low likelihood, 4 

that it would not normally be treated in a safety 5 

analysis.  It's really low, because the preventive 6 

measures are really good.  That's the idea here. 7 

Now admittedly, we don't know what the 8 

real likelihoods are.  So in a sense, we're really 9 

talking not so much about the failure probability 10 

as we are talking about evidence that gives you 11 

confidence that the likelihood is low.  That's 12 

really what the P measures are about. 13 

MEMBER STETKAR:  Ray, I got -- you 14 

know, after I finished reading all the examples, I 15 

kind of get what a zero is.  I know it when I see 16 

it, or a 1 or a 2.  But I really got confused about 17 

this notion of is it  comparable to failures in a 18 

conservative safety analysis or would be less than 19 

common cause failures that are not included in a 20 

conservative safety analysis?   21 

The reason is that well, the United 22 

States Nuclear Regulatory Commission has taken a 23 

haphazard approach to common cause failures 24 

throughout its history.  Common cause failures were 25 
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never considered in safety analyses.  You must 1 

assume a single active failure.  By the way, you 2 

use "active failures" also, but we don't have time 3 

to get into that.  I have a real problem with that. 4 

You must assume a single active failure 5 

with a loss of offsite power or not a loss of 6 

offsite power, depending on which is more 7 

conservative for each of the stylized design basis 8 

accident categories.  That's fine.  Designing the 9 

plant against that is no problem at all. 10 

Gee, we had an event at Salem where two 11 

reactor trip breakers didn't open, and by God, we 12 

have to address common cause failures of reactor 13 

trip breakers.  So we promulgated all sorts of 14 

things about ATWS because of that common cause 15 

failure.  And then oh my God, risk assessments have 16 

shown that common cause failures of diesels can 17 

result in a station blackout.  So now we've got a 18 

station blackout rule. 19 

There isn't anything about common cause 20 

failures in safety analyses.  It's irrelevant.  21 

Nobody makes assumptions about common cause 22 

failures in safety analyses.  They're just simply 23 

not part of the safety analyses.  Dennis is looking 24 

at me as if that's not true, but -- 25 
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MEMBER BLEY:  I'm just wondering where 1 

you're going with this. 2 

MEMBER STETKAR:  Where I'm going -- no.  3 

Where I'm going is that these Level 0, 1 and 2 seem 4 

to rely on what is presumed to be in a safety 5 

analysis or not. 6 

MR. TOROK:  Well, I think it relies on 7 

the notion that if common cause failure is not in 8 

the safety analysis, it's because the likelihood of 9 

it is considered sufficiently low -- 10 

MEMBER STETKAR:  No.  It's not in there 11 

because that's not one of the rules to put it in a 12 

safety analysis, that's all.   13 

MEMBER BLEY:  This kind of qualitative 14 

approach strikes me as -- 15 

MEMBER STETKAR:  The qualitative what? 16 

MEMBER BLEY:  I mean I don't know what 17 

you're fussing about. 18 

MEMBER STETKAR:  I'm fussing about the 19 

fact that they're trying to -- they eventually get 20 

into something that we can take two different paths 21 

through these things.  We can take kind of a 22 

licensing-based path and a kind of risk-based path.  23 

I don't understand why that distinction needs to be 24 

made. 25 
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MEMBER BLEY:  Oh, okay. 1 

MEMBER STETKAR:  And it starts with 2 

what is a zero -- 3 

MEMBER BLEY:  I didn't think that's 4 

where you were coming from. 5 

MEMBER STETKAR:  No.  It starts as what 6 

is a 0 and 1 and a 2, and it kind of messes up 7 

licensing safety analyses and engineering analyses.   8 

MR. TOROK:  Yeah.   9 

MEMBER STETKAR:  So I just wanted to 10 

get it on the record, that this notion of the 11 

assumption.  Your presumption is that common cause 12 

failures are not in a safety analysis because 13 

somebody made an active decision that they're too 14 

rare to be in a safety analysis.  My assertion is 15 

it was just not part of the rules. 16 

MR. TOROK:  Okay. 17 

MEMBER BLEY:  And that is true. 18 

MEMBER STETKAR:  And that is true. 19 

MEMBER BLEY:  Historically. 20 

MEMBER STETKAR:  Safety analyses are 21 

baseball.  Common cause is a different sport. 22 

MR. TOROK:  I never thought of it that 23 

way.  Okay. 24 

MEMBER STETKAR:  So I'm not arguing 25 
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with three levels.  I'm not arguing with the 1 

construct.  But I think it's unnecessarily complex 2 

and it may get people hung up on  what type of 3 

analysis is required to demonstrate adequacy from a 4 

licensing perspective versus what kind of analysis 5 

is needed to demonstrate adequacy from a plant risk 6 

perspective. 7 

And the initial part of your guidance 8 

says you want to focus on that second part, you 9 

know, the whole notion of the risk curves and the 10 

fact that you're doing engineering analyses and not 11 

licensing analyses. 12 

MEMBER BLEY:  And in fact, this is a 13 

first step to work treating it probabilistically.  14 

It's a critical first step.  But it doesn't 15 

distinguish, as John was saying, which one, 16 

traditional analysis and probabilistic analysis.  17 

None of this in the traditional. 18 

MEMBER STETKAR:  Right. 19 

MR. TOROK:  Okay.  I'm not sure what to 20 

do with that. 21 

MEMBER STETKAR:  I don't know what to 22 

do with it either, because after I read the whole 23 

report, as I said I kind of understand what a zero 24 

is and I kind of understand what a 1 is and I kind 25 
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of understand what a 2 is.  It's just that my fear 1 

is that going forward, you're going to have a lot 2 

of people arguing about whether or not you should 3 

take a blue path or an orange path through your 4 

flow chart, which we'll eventually get to here. 5 

MR. TOROK:  That's right, that's right. 6 

MEMBER STETKAR:  And this is -- it kind 7 

of starts here. 8 

MR. TOROK:  Yeah, and the answer is we 9 

take both paths by the way, but okay.   10 

CHAIRMAN BROWN:  Let's go on. 11 

MR. TOROK:  Let me make one other point 12 

on this.  The other thing we did with the levels, 13 

we said we used those to figure out what the coping 14 

analysis recommendation was going to be.  So if we 15 

were at Level Zero, we don't have a lot of 16 

confidence in preventive measures, we're going to 17 

recommend a conservative coping analysis like a 18 

safety analysis. 19 

If we're in the other two, we're going 20 

to say hey, best estimate is probably okay for -- 21 

there also is the chance that there's an existing 22 

conservative coping analysis in the safety analysis 23 

that bounds your situation and you already know the 24 

answer.  So there's no need to do another analysis.   25 
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But so we also use the levels in terms 1 

of developing recommendations for the coping, okay.  2 

I wanted to get that point out there.   3 

Now then.  So the next, the next little 4 

segment here is so why don't we think the whole 5 

thing with preventive and limiting measures and 6 

mitigation and all that, why do we think that's a 7 

reasonable approach?  What's the technical basis 8 

for saying something like that? 9 

Oh and by the way, we'll get in -- 10 

later on, Bruce is going to do more talking to 11 

explain some more details about what we mean by 12 

preventive measures and show examples and so on.  13 

So that will be coming.  14 

But still, this notion why do we think 15 

this is a reasonable approach, and it goes back to 16 

what we did when we were looking at operating 17 

experience on common cause failures and potential 18 

common cause failures in the U.S. plants and in the 19 

Korean plants, and so we've got some figures from 20 

that. 21 

So in this case, we said we started 22 

with 322 events.  Of those, 49 involved safety 23 

systems.  Of those 49, 27 had what we said were 24 

common defects, which means the defect, whatever 25 
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the defect is, it's in multiple channels and so it 1 

has brought some common cause failure potential.  2 

Of those 27, four and four of the defect involves 3 

software, and the other 23 was other stuff.  So the 4 

point was that it's not software CCF that is 5 

dominating here, it's other stuff.  This shows the 6 

system -- the histogram shows what the other stuff 7 

was. 8 

So like incorrect parameter value, 9 

putting the wrong set points in multiple channels, 10 

it turns out that's pretty easy to do.  There were 11 

human errors.  Again this is -- some of this is a 12 

little bit nebulous because it came right out of 13 

the OE report.  So we may not know exactly what 14 

happened, right?  But this is the best we could 15 

with it.  EMI configuration management, which of 16 

course involves people and so on down the line. 17 

So but the point was it wasn't software 18 

defects that were dominating.  So the big concern 19 

when we started this study is hey, there's a 20 

software CCF  on every street corner.  We need to 21 

be really careful.  Well, that's not what we saw in 22 

the data and the Korean data was very similar. 23 

If anything, the Korean data actually 24 

had less going in the way it pertains to common 25 



 68 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 (202) 234-4433 

 

cause failures than the U.S. data did.  Now there's 1 

another  slide here.  This is for non-1E systems 2 

now.  Same kind of thing.  We played the same game, 3 

and in this case for the non-1E, there were 77 with 4 

common defect, and a common defect for the non-1E 5 

systems include a shared resources and stuff, which 6 

you don't have on safety but you do on non-safety. 7 

Of course, 20 were software based and 8 

57 were not, and so that's what's shown here.  But 9 

the idea is even in this case, software is not the 10 

dominant contributor here.  It's the other stuff, 11 

and because of that we said hey, what the data's 12 

telling us is that there are actual and potential 13 

CCFs, but they're not dominated by software.  14 

They're dominated by other stuff. 15 

Which means the digital systems that 16 

are out there, were routinely doing better than the 17 

other things, the humans and so on.  So the 18 

question well why are we -- why they doing that, 19 

you know?  We don't know exactly why, right?  One 20 

of the issues we saw also in the data was this 21 

notion that for software, for common cause failure 22 

due to a software, you think you need both a defect 23 

and a trigger. 24 

Just because there's a defect isn't the 25 
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end of the world by itself.  An example of that 1 

would have been one of that comes to mind.  It had 2 

to with the Palo Verde core protection calculator, 3 

where the trigger for the software bug was a 4 

hardware failure in a sensor that fed the thing.  5 

So in a case like that, you need multiple hardware 6 

failures to make a common cause failure, and the 7 

likelihood is low. 8 

You know, it can still happen 9 

obviously.  You can have multiple hardware failures 10 

on the sensors.  But it's not an automatic thing by 11 

any means.  So we looked at all this and we say 12 

geez, the decisional systems are doing well with 13 

the software.  Why are they doing that?   14 

We don't know exactly. It's some 15 

combination of good process and good design 16 

measures.  These guys have been working on these 17 

systems in some cases for decades.  They've gotten 18 

pretty good at figuring out what design measures 19 

they need to incorporate to make these systems 20 

robust. 21 

And of course they're highly incented 22 

to do that because they want to, you know, they're 23 

in competition with other suppliers, and they want 24 

their  equipment to be really reliable.  Now the 25 
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vendors don't all do the same thing or the 1 

designers don't all do the same thing.  Different 2 

designers have different ideas about what's 3 

important and what isn't important. 4 

So there are different combinations of 5 

let's say software development practices and design 6 

measures that work, as far as we can tell from the 7 

data.  Now moving right along -- 8 

MR. HECHT:  Excuse me, Ray? 9 

MR. TOROK:  Yeah. 10 

MR. HECHT:  I just want to make the 11 

observation -- 12 

MEMBER STETKAR:  Turn your mic on. 13 

MR. HECHT:  Oh okay.  I wanted to make 14 

the observation that it's not only software, common 15 

cause failure software defects that require a 16 

trigger.  Every software defect requires a trigger 17 

to become a failure, and I would also say that the 18 

requirement for a trigger is not limited to 19 

software.  Any design defect is basically caused by 20 

a trigger. 21 

MR. TOROK:  Yes, I agree, I agree. 22 

MR. HECHT:  And one thing that comes to 23 

mind there is for anything that reduces the 24 

likelihood of a single failure, also reduces the 25 
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likelihood of the common cause failure. 1 

MR. TOROK:  Okay, that's fair.  2 

MR. HECHT:  And you want to keep that 3 

in the back of your mind at the same time. 4 

MR. GEDDES:  Can you go back to the 5 

previous slide? 6 

MR. TOROK:  You. 7 

MR. GEDDES:  I think we -- this slide, 8 

it should have picked up -- there it is underneath 9 

the red text, concurrent triggers Myron I think is 10 

your point. 11 

MR. TOROK:  Yeah. 12 

MR. GEDDES:  We agree.  A single 13 

trigger, a trigger that only occurs within a single 14 

division but doesn't occur within another division 15 

is certainly valid.  It would cause that division 16 

to fail.  But we're really  trying to pull out the 17 

notion of concurrent triggers to cause a CCF across 18 

multiple redundancies with divisions. 19 

MR. HECHT:  Okay.  I think we're in 20 

violent agreement there. 21 

MR. GEDDES:  Okay, yeah. 22 

MR. TOROK:  Okay.  Now back to this.  23 

We don't know exactly what is going on in these 24 

systems we looked at.  We don't have any detailed 25 
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information on those and -- 1 

MALE PARTICIPANT:  In the OE? 2 

MR. TOROK:  Huh? 3 

MALE PARTICIPANT:  In the OE.   4 

MR. TOROK:  In the OE, that's right.  5 

We -- right.  We just know that there were certain 6 

systems going certain things and there were some 7 

kind of vulnerabilities that caused events and so 8 

on.  Yeah, but we don't know what process or design 9 

measures the particular suppliers are using in 10 

these cases, and so we never, you know, we never 11 

went back and talked to them about that. 12 

However, over the last umpty-seven 13 

years that we've been working on this stuff, we 14 

have learned a lot about things that can be done 15 

and are done in -- with digital systems to reduce 16 

the likelihood of failure, to eliminate triggers 17 

and so on.   18 

So what our guys did, our project team 19 

experts, and here I'm talking about Bruce 20 

primarily, they formulated sets of recommended 21 

measures based on their experience, based on 22 

talking to some equipment suppliers and so on, and 23 

the idea was to develop sets of these measures that 24 

would provide high confidence that the failure 25 
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likelihood is low or that the CCF likelihood is 1 

low. 2 

MR. GEDDES:  Yeah, and I'd point out 3 

that we didn't really formulated these preventive 4 

measures.  We wrote down what we have seen and 5 

observed in good practice.  These are not invented 6 

out of whole cloth.  I want to be clear on that 7 

point.  8 

MR. TOROK:  Okay, and you know, these 9 

are the -- the ones that our guys came up with now, 10 

we're not going to claim that this is the magic 11 

list, the all-inclusive list and so on because 12 

there are others that some of these system 13 

designers would come up with, and others that 14 

haven't even been discovered yet, and others that 15 

new technologies will use.  So we have to leave the 16 

door open for that. 17 

MEMBER BLEY:  Ray? 18 

MR. TOROK:  Yes. 19 

MEMBER BLEY:  The big aside, you had 20 

that one picture of -- and you're going to show 21 

more of these, of how these things break down. 22 

MR. TOROK:  Oh, back up here? 23 

MEMBER BLEY:  Yeah, and you have more 24 

coming.  But in your 2008 report, you had a lot of 25 
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that kind of data.  Have you done more of that 1 

since that time or is all of these results from 2 

that -- 3 

MR. GEDDES:  Just the Korean data. 4 

MR. TOROK:  Just the -- the U.S. data 5 

was -- this is just U.S. data, and then after that, 6 

a couple of years after that we did the Korean 7 

data.  I don't remember what's the date on that 8 

report.  Do you -- 9 

MALE PARTICIPANT:  I think 2011. 10 

MR. TOROK:  I'm trying to find that.  11 

Okay, the Korean data and -- 12 

MEMBER BLEY:  I don't think we've seen 13 

that one, right? 14 

MR. TOROK:  No.  Frankly, I don't 15 

remember.  I know we discussed the U.S. data in 16 

detail with this group. 17 

MEMBER BLEY:  Right. 18 

MR. TOROK:  And the Korean data was 19 

shockingly similar, you know, yeah.  And in this 20 

case, frankly I guess I was -- you know, I had 21 

these figures and I used them and I was being lazy 22 

and I didn't add the Korean data to them.  So 23 

that's what happened there. Okay.  Anyway, so 24 

that's the deal.  Now and -- 25 
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MEMBER BLEY:  Okay.  Let me interrupt 1 

you for -- oh, finish this. 2 

MR. TOROK:  Well, and so this is the 3 

underlying basis.  We know that these digital 4 

systems have been doing real well compared to other 5 

potential sources, other than, you know, software 6 

problems, in terms of actual potential common cause 7 

failures.  So the data are doing well.   8 

The question is how are they doing it, 9 

and we're taking -- our approach basically assumes 10 

that, you know, preventive measures reduce the 11 

likelihood of failures and at some point you've got 12 

enough preventive measures that the likelihood and 13 

the risk and so on is acceptably low, and that in a 14 

sense is confirmed by the OE that we looked at.  15 

But it gets qualitative.  It's a little mushy, 16 

right? 17 

CHAIRMAN BROWN:  Yeah.  Before we go on 18 

to the next slide, this is a more logical break 19 

point for the break to occur.   20 

I wanted to make one observation, just 21 

your comments on the failure modes of the digital -22 

- not mode, but the failure features of digital-23 

type systems, that your comments, in my just 24 

personal opinion, I guess based on my 22 years of 25 
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using these systems in Naval vessels in the reactor 1 

plants, that when we started incorporating these 2 

designs into the submarines, we had a marked, 3 

marked reduction in unusual circumstances and 4 

things that you would, might call a failure that 5 

inhibit or impacted plant operation. 6 

We could attribute it to a lot of 7 

things, but it was fundamentally due to the 8 

preventive measures, the very prescriptive 9 

preventive measures we took, in terms of the design 10 

approach.  Also the fact that the systems run 11 

asynchronously, the fact that they have different 12 

detectors feeding all the divisions and no data is 13 

-- you read any particular set of data, it's never 14 

the same as you monitor it from one to the other, 15 

from what you're monitoring. 16 

And the watchdog timer resets of 17 

processors, we didn't -- we couldn't afford to shut 18 

down the reactor when you're boring holes in the 19 

water, in some suspect waters.  So we had -- we had 20 

them reset.  So but if you have a burp, it was 21 

reset, but it only took about a quarter of a second 22 

to come back up and everything was displayed in 23 

that division properly again. 24 

So if there was a piece of corrupt data 25 
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or what have you that was coming through, you would 1 

get a -- it would lock up the processor.  It would 2 

reset.  250 to 350 milliseconds later it was back 3 

and all the data, all the indications were back 4 

where they were.  So you -- like rebooting, like 5 

rebooting your computer at home, where all of the 6 

sudden your mouse doesn't move anything and what 7 

have you. 8 

So my concern is we're not -- we need 9 

to take advantage of these systems in the 10 

commercial plants.  They are so much better, but 11 

yet we have -- we just refuse, for some reasons, to 12 

apply a prescriptive set of design approaches.  13 

It's always there may be a better way of doing 14 

this, so we should allow this whole panoply of 15 

alternatives as opposed from an architecture 16 

standpoint. 17 

It just -- it just screws everything up 18 

and makes it harder to get the stuff through the 19 

regulator, and the regulators don't want to dictate 20 

because they're accused of being dictators, and the 21 

industry wants, you know, extreme flexibility but 22 

then they dig themselves a hole so deep that they 23 

can never get the design through in less than five 24 

or six years. 25 
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Which is a -- you're constantly at odds 1 

with each other.  So I was hoping to see some this 2 

is good and this is bad vendors for these plants 3 

from you guys, that tells people don't do these 4 

things and go do these things, and you'll help your 5 

odds.   6 

But anyway, this is -- I just wanted to 7 

pass on that the experience in our program was we 8 

had a significant improvement in operation and the 9 

ability to provide human performance information, 10 

such as when a pump or something trips off the line 11 

and set points change. 12 

That was visible to the operator.  He 13 

didn't have to remember that pump with the analog 14 

systems.  Oh, that's gone.  Now my set point is 15 

this or my operating limit is this.  They don't 16 

have to do that anymore.  It's all in front of him 17 

on good, flat panel displays of some sort. 18 

So the capability is there, and we just 19 

need to try to take advantage of it.  I'm just 20 

trying to figure out a way to help get us to the 21 

end point.  So let's take a 15 minute break, and we 22 

will back at  -- actually, it will be a 14 minute.  23 

We'll be back at 20 minutes after 10:00, and we've 24 

got 25 slides to go.  That means I will be a slide 25 
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demon in the second round here, okay? 1 

MR. TOROK:  Yes. 2 

CHAIRMAN BROWN:  We'll recess. 3 

(Whereupon, the above-entitled matter 4 

went off the record at 10:05 a.m. and resumed at 5 

10:28 a.m.)    6 

CHAIRMAN BROWN:  Since I did actually 7 

comply with my request for the 20 after 10:00, we 8 

will now reengage the meeting.  We're back in 9 

service here. 10 

MR. TOROK:  Okay, excellent. 11 

CHAIRMAN BROWN:  All right Ray, you can 12 

proceed. 13 

MR. TOROK:  Very good.  This is Ray 14 

Torok again from -- 15 

CHAIRMAN BROWN:  One comment first, is 16 

we are 25 slides behind or about five or ten slides 17 

behind.  So we need to exercise some judgment in 18 

terms of what I call the chit-chat and 19 

miscellaneous love for detail that we do.  So I 20 

will try to be measured, in control, but we'll 21 

proceed, okay? 22 

MR. TOROK:  Very good, thank you.  23 

Okay.  We're on to the examples.  Now this is what 24 

we've all been waiting for, right, and I wanted to 25 
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point out here that the way we're showing these 1 

examples, we've got two different basic approaches. 2 

The first one is you look at 3 

susceptibility to failure in CCF by evaluating the 4 

P's and L's let's say that are in the system 5 

against the recommended ones in the report, and 6 

effectively you're determining the likelihood of 7 

CCF qualitatively, and then you're defining your 8 

recommended approach for the coping analysis. 9 

Now there is opportunity to make 10 

application-specific adjustments, because we can't 11 

say our list is the magic list.  Somebody else 12 

might come and say hey, I don't have all -- exactly 13 

those P measures, but I've got this other stuff and 14 

I think it's just as good.  We have to leave the 15 

door open for that sort of thing.  So that's in 16 

there. 17 

The other way to look at it is with 18 

this graded approach, based on the safety 19 

significance impact, and we'll show you the 20 

difference there.  In that case, what you're doing 21 

effectively is you're trying to understand what the 22 

safety significance implications are and based on 23 

that, you may want to tailor your P's and L's and 24 

mitigation accordingly. 25 
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You may say well hey, this is never 1 

going to be safety significance, so maybe I don't 2 

need to knock myself out on the P's and L's, let's 3 

say.  That kind of judgment can come into play, and 4 

we'll show you contrasting examples there.  With 5 

that, I want to turn this over to Bruce to talk 6 

about P's and L's in the first example. 7 

MR. GEDDES:  Okay.  So before we get 8 

into the first example, we want to pull out this, a 9 

bit more detail on what we mean by P's and L's.  So 10 

in this first bullet, we have 26 sources of CCF 11 

that are binned in four different categories.  I 12 

mentioned this earlier.  This is based on a search. 13 

We looked in our own project files.  We 14 

interviewed people in the design centers.  We've 15 

written or have seen technical reports and topical 16 

reports that go into these details.  A lot of what 17 

we've seen is proprietary and we've abstracted out 18 

and sort of genericized it in a way that protects 19 

the intellectual property of the design centers, 20 

who all have some interesting and unique ways of 21 

doing these things, in a way that hopefully any 22 

design center, including the utility design center, 23 

can recognize and apply. 24 

I can tell you that there are several 25 
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projects underway today in operating plants that 1 

have picked up these P's and L's and have started 2 

to apply them systematically, and one design center 3 

in particular has already initiated an evaluation 4 

of susceptibility analysis for an active plant 5 

project.  It's very interesting.  There's a couple 6 

of misconceptions about what these really mean and 7 

they're incorporating comments as we speak.  So 8 

this is -- 9 

CHAIRMAN BROWN:  You've been reviewing 10 

their work? 11 

MR. GEDDES:  Yes, yes.  I do other 12 

independent work for utilities, and I've been 13 

engaged to take a look and in some ways it's really 14 

gratifying, and in other ways I see no, we weren't 15 

as clear as we needed to be, and I had to 16 

straighten out some misconception. 17 

CHAIRMAN BROWN:  Is this a utility 18 

that's doing -- wants to do an upgrade, or is this 19 

a new -- 20 

MR. GEDDES:  It's a utility that wants 21 

to do an upgrade. 22 

CHAIRMAN BROWN:  Upgrade.  But it's not 23 

-- you don't have to say it. 24 

MR. GEDDES:  And I'm not prepared to 25 
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discuss this. 1 

CHAIRMAN BROWN:  But it's not -- it's 2 

not before the -- is it before the Commission now? 3 

MR. GEDDES:  No. 4 

CHAIRMAN BROWN:  Okay.  Based on my 5 

knowledge, I figured the answer was no.  I just 6 

wanted to know if we should go looking for 7 

something. 8 

MR. GEDDES:  No, I'm not suggesting 9 

that. 10 

CHAIRMAN BROWN:  That's fine. 11 

MR. GEDDES:  The point is -- 12 

CHAIRMAN BROWN:  You don't have to 13 

elaborate any more. 14 

MR. GEDDES:  --we extracted information 15 

from the design center, and the utility picked it 16 

up and applied it, and I went back to that same 17 

design center and they said oh yeah, that's how we 18 

do that.  So we've got some, a little bit of 19 

validation in there.  That's all I'm trying to say. 20 

So we've got these four categories, a 21 

single failure in the I&C, and we're distinguishing 22 

the CCF.  In the event that we have a single 23 

failure that can cascade into multiple controlled 24 

elements malfunctioning, we're calling that the 25 
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CCF.  So it's a cascade idea. 1 

CHAIRMAN BROWN:  Can I make one, to 2 

make sure on your multiple things.  In many of the 3 

meetings when we've been looking at new systems on 4 

the new plant designs that we've approved, they 5 

have had software-based systems for the different 6 

processors, one division sending, you know, a trip 7 

signal, serial data, the same serial data output 8 

for all four processors. 9 

And I have argued that there ought to 10 

be a watchdog on the processor.  It's a voting unit 11 

that starts if they lock up and if you have corrupt 12 

data in one it can correct -- it's going to corrupt 13 

one voting unit, it will corrupt the other three as 14 

well, just because of the nature of that process 15 

and the nature of the data. 16 

I don't consider that a CCF.  That's a 17 

single failure of one piece of corrupt data that 18 

takes out four things.  Okay.  So I just wanted to 19 

make sure on my calibration is when you talk about 20 

multiple things happening as a result of one -- 21 

MR. GEDDES:  This has been a tricky and 22 

confusing things to discuss throughout the life of 23 

this project, and we've tried to make it as 24 

painfully clear as we can.  We have some tech 25 
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transference and workshops and training we need to 1 

do obviously, to make all this as clear as we can. 2 

But Charlie to your point, if it's -- 3 

let's say it's a hardware failure, a memory error 4 

say in a processor, we put that in that first 5 

bullet.  But if there's garbled data in the 6 

communication link because of a design defect, 7 

we've put that in a third bullet and we evaluate 8 

them separately.  We don't get the same answer for 9 

each bullet.  That's important.  10 

CHAIRMAN BROWN:  Okay. 11 

MR. GEDDES:  And so it helps us attack 12 

a problem more systematically, and it helps us to 13 

assign preventive and limiting measures in a way 14 

that's more, let's say more consistent with the way 15 

I&C designers think, right.  So I'm one of those 16 

guys and this is my part of this project.  I've 17 

been part of the whole thing. 18 

But one of my more significant 19 

contributions is in these preventive measures and 20 

the formulation of these categories.  We're trying 21 

to draw the attention to the designers, you know, 22 

utility designers or the NSSS design centers, that 23 

there's different ways to skin these cats, and 24 

don't try to mix it all together.   25 
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You just get confused and you'll lose 1 

sight, that in fact a single random hardware 2 

failure in a system that has a single point of 3 

vulnerability can have consequences that you don't 4 

like.  We've actually seen that in some other 5 

designs.   6 

So down below, the third bullet, we're 7 

labeling a preventive measure as a design attribute 8 

that can reduce the likelihood of a CCF of 9 

controlled SSCs caused by any one of those four 10 

categories of failures.  So for example, redundancy 11 

in hardware and independence in hardware can 12 

drastically reduce the likelihood of a CCF caused 13 

by random hardware failure. 14 

So it takes two random hardware 15 

failures, which is much less likely than one.  If 16 

the equipment is properly designed and built, 17 

properly manufactured,  that's -- certainly quality 18 

is an attribute that comes into play.   19 

So we have preventive measures for each 20 

of those bins that are listed above, and again, 21 

we've tried to make this clear and some of the 22 

comments we've heard is that it's not clear.  But 23 

there is no guarantee of 100 percent prevention.  24 

In the chiller example, we talk about 25 
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in the event of a single failure, we've got another 1 

chiller.  That's a fact.  But we don't mean to say 2 

that multiple failures can't happen.  That's -- we 3 

don't mean that at all.  In the bottom bullet, in 4 

the absence of a preventive measure, we use a 5 

limiting measure to reduce the number of controlled 6 

SSCs. 7 

In other words, limit the extent of the 8 

condition, force a preferred malfunction.  Charlie, 9 

you said it in Naval vessels, you prefer to reset 10 

the processors.  We left it open.  We said force it 11 

to a preferred state.  It could be fail as is with 12 

an alarm, it could be trip, it could be get some 13 

other state.   We see in many of the technologies 14 

that we use today, those are settable or 15 

configurable.   16 

CHAIRMAN BROWN:  One of the -- when I 17 

used my example, that was -- we had total control 18 

over the design.  If you look at the platforms that 19 

have been used on at least one of the projects that 20 

we looked at in detail, when you reset that 21 

platform, it's between five and ten minutes before 22 

it was back up and operational, which is -- that's 23 

unsatisfactory.   24 

You can't utilize that approach with a 25 
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processor, processing platform that performs in 1 

that manner.  It's just too slow and cumbersome.  2 

So I'm just trying to differentiate between our 3 

ability in the program I was in to totally control 4 

the entire software path and how it performed and 5 

how long it took to reset everything. 6 

I mean it was limited only by your 7 

ability to sample data.  That's how fast we reset 8 

everything. 9 

MR. GEDDES:  Well, what we've seen in 10 

practice is there's a wide variety of technologies 11 

that come into play, and some are purpose-built, 12 

some are, you know,  have capable and configurable 13 

systems that are -- become applied in different 14 

ways.  There are architectural considerations. 15 

So these measures, and we've tried to 16 

find the sweet spot between, you know, having a 17 

complete architectural description and pinning 18 

down, you know, something that's highly 19 

prescriptive, versus something that's too abstract 20 

that it -- people can't pick it up and apply it.  21 

They don't, they're not quite sure what you mean. 22 

We tried to find that sweet spot in 23 

terms  of enough detail, you know, and enough 24 

abstraction at the same time to get the point 25 
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across.  What we've seen, like I mentioned the 1 

other projects, the design center picked up these 2 

P's and L's and they said I see what you mean, but 3 

we don't do it exactly that way.  We do it this 4 

other way, and my response was great.  5 

Write it down, explain how it's 6 

consistent with the idea that we're trying to get 7 

across, and you ought to be able to defend it. 8 

MEMBER STETKAR:  Bruce, on the hardware 9 

failures, there's a clear statement in Appendix A, 10 

Section 8.1 and in some of the preventive measures 11 

in the tables, Table A-2, and it's in the few other 12 

places.  But in this section, "Random hardware 13 

failures are considered for active components only.  14 

Therefore, passive failures are not evaluated 15 

herein when assessing CCF likelihood, shorts to 16 

ground, open circuits and hot shorts are considered 17 

if they can be caused by a failure of an active 18 

component." 19 

Well, why do we distinguish between 20 

active and passive failures in solid state digital 21 

systems? Licensing people do that in your duty 22 

design basis licensing analysis, but it's hard for 23 

me to understand what we're talking about here.  In 24 

fact, you tend to use that.  So why are we focusing 25 
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on active failures and what is an active failure in 1 

like a power supply that's normally energized? 2 

MR. GEDDES:  Well to answer the last 3 

question first, an active failure would be a power 4 

supply that just goes dead. 5 

MEMBER STETKAR:  Oh no, it's a solid 6 

state power supply, so it can't be an active 7 

failure because there's nothing that moves.  If I'm 8 

a licensing engineer, I'm used to things that move.  9 

A check valve may or may not be.  A flapper check 10 

valve may or may not be an active component in my 11 

mind.   12 

MR. GEDDES:  I think what we're trying 13 

to do -- 14 

MEMBER STETKAR:  So be careful. 15 

MR. GEDDES:  I understand.  We're 16 

trying to draw attention to the equipment, and how 17 

it's put together.  There are other measures and 18 

other means by which utility designers can manage 19 

the problem of passive failures in electric -- 20 

MEMBER STETKAR:  But my point is if the 21 

intent of this guidance is to be for an engineering 22 

evaluation of the significance of failures and 23 

misbehaviors in a digital instrumentation control 24 

system, don't muddy it with licensing terms, 25 
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because a licensing engineer will say oh, I don't 1 

need to consider a fault on this circuit board 2 

because there's nothing active on this circuit 3 

board. 4 

Because I've been dealing for the last 5 

30 years of my life in licensing analyses.  I know 6 

what an active failure is.  Part of the rules is I 7 

don't need to consider that, and you're telling me 8 

I don't need to consider it. 9 

MR. GEDDES:  For what it's worth, we 10 

have a mention early in the document about other 11 

design considerations in another EPRI product.  12 

It's called the Digital Design Guide, and it's full 13 

of those other considerations.  This is a narrower 14 

focus in scope on this guideline. 15 

MEMBER STETKAR:  I'm just -- I'm just 16 

arguing that if you're trying to develop guidance 17 

for an engineer to evaluate a digital I&C system, 18 

keep it at the engineering level and don't muddy it 19 

with licensing trigger terms. 20 

MR. TOROK:  We tried to avoid 21 

licensing. 22 

MEMBER STETKAR:  This is one I came 23 

across and why the heck are we talking about active 24 

failures in a solid state controller or a solid 25 



 92 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 (202) 234-4433 

 

state power supply or a solid state anything else 1 

that doesn't have to move. 2 

MR. TOROK:  Right.  There are many 3 

terms that we removed just for that reason. 4 

CHAIRMAN BROWN:  Where does active come 5 

in the licensing language?  I mean when I -- let me 6 

finish.  When I read that -- 7 

(Simultaneous speaking.) 8 

   MEMBER STETKAR:  In a design basis 9 

safety -- 10 

CHAIRMAN BROWN:  As an electrical guy, 11 

I would see about diode fails.  That's an active 12 

failure. 13 

MEMBER STETKAR:  That's what you see.  14 

You asked me a question.  That's what you see in a 15 

design basis safety analysis, which they refer to 16 

in many cases here as a conservative safety 17 

analysis.   18 

I must, by edict, consider a single and 19 

only a single active and only an active failure in 20 

coincidence with either a loss of offsite power or 21 

not a loss of offsite power, which is -- whichever 22 

is the more conservative, for each of my design 23 

basis events, and I, as a licensing engineer, will 24 

argue vehemently with you as a licensor about 25 
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whether or not, for example, a check valve, a swim-1 

type check valve is an active component or a 2 

passive component, okay. 3 

That's the point that I'm trying to 4 

make here, that if we're developing an engineering 5 

guidance here, don't muddy it with these licensing 6 

concepts because you don't need to.  That's trying 7 

to creep in here every now and then, and I'm trying 8 

to draw your attention to places where I think 9 

they've crept in and they can make your life a lot 10 

more difficult than it necessarily needs to be. 11 

Especially if you're going to get users 12 

looking at that and say oh, there's nothing active 13 

in this whole thing.  They told me I don't check 14 

off the box.  I don't need to consider any hardware 15 

failures because they tell me I only need to look 16 

at active hardware failures. 17 

CHAIRMAN BROWN:  Okay.  I'm sorry I 18 

asked the question.  Let's go on.  We're only on 19 

Slide 16 here. 20 

MR. GEDDES:  I will move on.   21 

MR. TOROK:  Can you do that? 22 

MR. GEDDES:  Okay.  So a sample 23 

preventive measure, and there are many, and this is 24 

from Table Alpha 33, and it's number one, P-1, and 25 
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this is intended to reduce the likelihood of a CCF 1 

caused by a defect in the operating system to Level 2 

2, and we talk about the levels. 3 

There's three components to this 4 

measure.  First is minimize the potential for 5 

concurrent activating conditions.  That's the 6 

trigger argument, and concurrent is the key word.  7 

If he can show that  the concurrency of triggers is 8 

a rare thing, then the  CCF becomes a rare thing, 9 

and of course here we're talking about software.   10 

The second component is demonstrate 11 

that an activated defect is self-announcing, either 12 

through the behavior of the controlled equipment 13 

and of course that an operator can see it and 14 

understand it and, you know, identify the issue or 15 

maybe an alarm or some indication, and it will 16 

reduce the potential of the defect.   17 

So there's two knobs we can turn, the 18 

concurrency and the rarity of the triggering 19 

condition and the potential defect through process.  20 

This is the software life cycle development and V&V 21 

and testing and coverage and all those sorts of 22 

things.  Years ago, we had a much stronger emphasis 23 

on documented software quality because personally 24 

speaking, that's the best I understood at the time. 25 
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But I think as the years have gone by, 1 

we've seen more experience at these digital 2 

systems.  We've seen the OE, we talked to the 3 

design centers.  We've pulled out this current 4 

activating condition as another knob, and we think 5 

it's actually a more powerful knob.  Focusing more 6 

on the design attributes of the system is a more 7 

powerful defense than more paper work in the 8 

software V&V. 9 

That's important, but by itself it's 10 

just an artifact.  This house design, we believe, 11 

is as important or more important than producing 12 

artifacts in the quality life cycle.  So here we 13 

see at the bottom figure in the cartoons, and 14 

Charlie to your point, this is a very, very 15 

abstracted cartoon of a proposed architecture. 16 

We've simplified it to the point where 17 

in your class it's probably not effective.  But our 18 

intent was to draw attention.  So you can have more 19 

than one SSC connected to a controller.  We have -- 20 

this is a type of -- CPE means control plant 21 

equipment.  It should say SSC.  That was -- this is 22 

a typo from an earlier draft of the EPRI guide, and 23 

that's my bad. 24 

But you can have a triggering condition 25 
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that can take in the left-hand cartoon a single 1 

defect in ELS and one processor to be triggered and 2 

take out multiple SSCs, and then in a Type 2 3 

design, what we're talking about here is one SSC on 4 

each controller, and that's a trivial case.  But if 5 

we have the same defect in both physical 6 

controllers and they're triggered concurrently, 7 

then we end up with a CCF of multiple controlled 8 

SSCs, or we have a trigger on the right-hand side, 9 

yeah.  I'm sorry. 10 

The middle cartoon shows that we need 11 

two triggers concurrently, or one trigger that 12 

takes up both in the right-hand figure.   13 

The next sample is a limiting measure, 14 

again caused by a design defect in the OS.  First, 15 

we still want to take advantage of the knob to 16 

reduce the  likelihood of defects through software 17 

quality in a simple OS, but also provide some 18 

assurance that an activated defect forces the 19 

controller to a predictable shutdown state, or if 20 

you will, a preferred state.  21 

You can see the list below.  I won't 22 

read it to you.  But these are things that, you 23 

know, are features or attributes that can help 24 

assert the bold text up above, and of course the 25 
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watchdog timer is one method to detect a scan 1 

condition with a forced shutdown or forced failed 2 

as is, whatever the preferred state might be. 3 

A buffer overflow, exception handlers, 4 

and there's a variety of features that can do those 5 

things, and this a -- this is a software list, 6 

right. The table in the report goes into some more 7 

detail. 8 

MR. TOROK:  Well yeah.  This is 9 

paraphrased to fit on the slide.  10 

MR. GEDDES:  Exactly.  So here's the 11 

chiller controls example.  Yes sir. 12 

MR. HECHT:  In the example that you 13 

have on Chart 17 as opposed to Chart 18, I think 14 

you're assuming that the operating system failures 15 

of the two separate controllers or the platform -- 16 

I guess you'd call it the execution platform on the 17 

two controllers are basically running 18 

independently, because I think you're assuming that 19 

the failures are caused by timing or sequence or 20 

other kinds of external events that don't happen 21 

simultaneously to the same. 22 

MR. GEDDES:  Correct. 23 

MR. HECHT:  So that the triggers are 24 

different.  That's your assumption, right? 25 
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MR. GEDDES:  They occur at different 1 

intervals.  They don't occur at the same time, in 2 

the middle cartoon. 3 

MR. HECHT:  Right.  So if we had just 4 

say a design defect, something like Y2K, that would 5 

-- might disable both of them at the same time. 6 

MR. GEDDES:  Yeah.  But there are other 7 

cases where  let's say the triggering conditions is 8 

a signal in one division, that one sensor goes bad 9 

and the software is supposed to handle a sensor 10 

failure in a certain way.   11 

But the design defect is that the 12 

software doesn't do what you want, what you had 13 

intended it to do.  You end up with a failure in 14 

that channel when you shouldn't.  A sensor failure 15 

by itself shouldn't necessarily render the whole 16 

channel a complete failure. 17 

But in that case, the triggering 18 

condition is not likely to be concurrent because it 19 

would have to take two random failures of sensors 20 

to have the concurrent CCF in both divisions.  Am I 21 

making sense? 22 

MR. HECHT:  Yeah, you're making sense.  23 

I would just point out that I in general use that 24 

assumption, that for the operating systems and for 25 
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the execution platform, because there are so many 1 

asynchronous events happening that they are 2 

independent kind of like hardware. 3 

But you know, in a safety-critical 4 

application, you can't totally negate the fact that 5 

there could be something like the way, you know, in 6 

sensor data there could be some numerical precision 7 

defect that might affect both channels.   8 

You know, you're saying that you use 9 

quality as well and I would agree that quality is 10 

necessary.  But I'm just making the point that it's 11 

not cut and dried, as much as we'd like it to be. 12 

MR. GEDDES:  No, we agree.  We make 13 

some statements  in a few places in this document 14 

that there's no guarantee, and the designer has to, 15 

you know, consider these in the context of whatever 16 

architecture or platform design they have at their 17 

disposal.  That's absolutely true. 18 

MR. HECHT:  Yeah. 19 

MR. GEDDES:  These are -- measures are 20 

-- bring out ideas that we want designers to 21 

consider.  Okay.  So we talked about the limiting 22 

measure and I'm on Slide 19.  Here's the chiller 23 

example.  On the right-hand side there's a cartoon.   24 

We have a model up at the top.  On the 25 
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left-hand side two air handling units that are 1 

independent.  Two chillers that are physically and 2 

electrically independent, and then a digital 3 

controller down on the right-hand side. 4 

You can see the input signals and the 5 

output signals, and so each chiller has a 6 

controller that controls a variable speed drive.  7 

It also picks up the auxiliaries and has a local 8 

display of controller inputs and outputs.  This is 9 

field mounted.  It's on the skid.  There aren't any 10 

chiller indications per se in the control room. 11 

Other -- but there are indications of, 12 

of course, return air temperature, bulk air 13 

temperature  in the chiller or sorry, the main 14 

control room envelope.  This thing has menu 15 

display, a drag contact output for a trouble alarm.  16 

It does support Ethernet and serial communications, 17 

but it's not used in this particular application.  18 

Any questions about the setup here? 19 

(No response.) 20 

MR. GEDDES:  There's a real-time 21 

operating system in this controller.  It supports 22 

multi-tasking and interrupts.  It has a watchdog 23 

timer that will shut it down in the event of a scan 24 

override.  There are identical configurations in 25 
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each division and the quality is demonstrated 1 

through commercial grade dedication by a third 2 

party. 3 

It also has some operating history that 4 

shows an accumulated total of over 5,000 unit years 5 

spread over ten years using the same hardware and 6 

OS versions, continuous operation with no software 7 

errors.  So we go down the path, Path No. 1 that 8 

Ray pointed out.  The other path is the safety 9 

significance path. 10 

This path is the susceptibility 11 

analysis through the application or selection of 12 

the P measures that are in Appendix A of the 13 

report.  Mr. Stetkar, this is -- I think you had an 14 

objection to this first sub-bullet.   15 

There are no shared resources, so a CCF 16 

is considered Level 2, no more likely than other 17 

CCFs not considered in the conservative safety 18 

analysis.  That's the single failure criterion, 19 

without saying it in those words. 20 

MEMBER STETKAR:  And I understand that, 21 

and it comes back to my general comment about how 22 

you're mixing deterministic, I hate that term.  23 

You're mixing stylized licensing analysis 24 

assumptions with an engineering evaluation.  I get 25 
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that you kind of want to do that, but you kind of 1 

upfront say that you kind of don't want to do that.   2 

MR. GEDDES:  Yeah. 3 

MEMBER STETKAR:  It's either one way or 4 

the other. 5 

MR. GEDDES:  It caused our heads to 6 

hurt. 7 

MEMBER STETKAR:  Well and but I think 8 

it's going to cause your heads to hurt more, once 9 

you start to engage with the staff.  I can't 10 

obviously speak for the staff and I don't know what 11 

level of engagement you've had already because -- 12 

MR. TOROK:  I'll just speak to that. 13 

MEMBER STETKAR:  And we don't have time 14 

to do that.  We need to get through the example 15 

here.   16 

MR. GEDDES:  I agree.  The next source 17 

is an environmental disturbance.  It's qualified -- 18 

the equipment's qualified for its environment.   19 

Therefore, we get to the same Level 2.   20 

The next slide.  Here's where we find 21 

in the chiller design we don't need the P measure 22 

for an operating system defect.  One of the 23 

questions we got in another forum was what about 24 

the application software?  In this particular case, 25 
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the operating system -- the software in the 1 

controller is purpose-built for a chiller.   2 

So there is no -- it's not -- it's a 3 

commercial OS system modified to pick up functions 4 

that are important for chillers and I'll leave it 5 

at that. 6 

CHAIRMAN BROWN:  So there's no separate 7 

application code? 8 

MR. GEDDES:  No, not per se.   9 

CHAIRMAN BROWN:  So I've got to 10 

understand what you're saying.  So it's somebody's 11 

commercial setup and operating system, but the 12 

custom -- 13 

MR. GEDDES:  The vendor -- 14 

CHAIRMAN BROWN:  Somewhere you've 15 

customized it to eliminate the functions in that 16 

operating system that aren't applicable or not 17 

usable for this application? 18 

MR. GEDDES:  That, and to put logic in 19 

for controlling a chiller. 20 

(Simultaneous speaking.) 21 

   CHAIRMAN BROWN:  That's what I mean.  22 

You've got a --  its custom application for the 23 

chiller. 24 

MR. GEDDES:  Yes, yeah, but there's no 25 
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separate application software that it's like 1 

running an app on a commercial OS.  It's all mushed 2 

together in this particular case. 3 

CHAIRMAN BROWN:  Yeah, but that code, 4 

that basic overall operating system still has -- I 5 

mean, there's memory allocated to other that could 6 

be used, but it is not used. 7 

MR. GEDDES:  Sure, yes. 8 

CHAIRMAN BROWN:  And I'm just -- I 9 

tried to do that once with a commercial operating 10 

system.  We actually tried to do that back in the 11 

late 80's and early 90's and failed miserably, 12 

because we couldn't excise the code and therefore 13 

it was always -- we always ran the risk of having 14 

the software detour into this other stuff.   15 

Well, it actually happened when we 16 

tried to customize and cut that and wall it off.  17 

So that's why I wanted to make sure I understood 18 

what you were talking about. 19 

MR. GEDDES:  Well, you're getting to 20 

the point that we're trying to make on the slide, I 21 

think.  The P measures would have you avoid what 22 

you just described. 23 

CHAIRMAN BROWN:  I know.  I'm just 24 

telling you they didn't work. 25 
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MR. GEDDES:  In this case -- well in 1 

this case, in this case they don't meet the -- they 2 

don't meet those measures.  This is what it is, and 3 

so we can't make a claim that a CCF is unlikely.   4 

CHAIRMAN BROWN:  Okay. 5 

MR. GEDDES:  That's all we're trying to 6 

say here. 7 

CHAIRMAN BROWN:  Which we experienced. 8 

MR. GEDDES:  Yeah.  But in other 9 

designs, maybe you could make that claim.  Well 10 

that's, you know. 11 

CHAIRMAN BROWN:  That's not an 12 

appropriate comment, I guess.  Comic strips know 13 

how to do that well.  I don't. 14 

MR. GEDDES:  So what we're trying to 15 

say here is that a CCF, it's not down in the weeds 16 

where it would be if it was a single failure or an 17 

environmental disturbance.   18 

It does have some quality and we do 19 

show that in the event of a controller failure in 20 

one division, let's say due to a hardware failure, 21 

does not trigger a failure in the other division 22 

because they're electrically and physically 23 

independent.  Otherwise, they wouldn't meet the 24 

independence criteria and we'd be back in single 25 
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failure space. 1 

So we're calling this less likely than 2 

other CCFs considered in the conservative safety 3 

analysis.  So I'm up in the -- what we were talking 4 

about earlier under the single failure criterion.  5 

The last bullet is CCF caused by human 6 

error.  We have a couple of measures, we talked 7 

about it earlier, on human performance and human 8 

error.  They point to other documents and that's 9 

what it is.  That's where we landed on that.   10 

But using those measures and applying 11 

them here, we get to no more likely than other CCFs 12 

not considered in the conservative safety analysis.  13 

Any questions or comments on these four, how we 14 

treated these four categories of failures?  Okay.   15 

So we're left with the 26 some-odd 16 

sources.  25 out of the 26 are at the so-called 17 

Level 2.  This cartoon, you know, shows this 18 

continuum of likelihood and these thresholds are 19 

not set.  We don't really know where they are.  20 

There's no number per se.  This is a qualitative 21 

assessment, and it's a relative, you know.  Level 2 22 

is less likely than Level 1 in terms of relative 23 

likelihood. 24 

But the OS is in this Level 1 range, 25 
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where  it needs to be considered.  We need to do 1 

some analysis.  So we treat this case in this Level 2 

1 range with best estimate methods.  So using -- 3 

now that we're into a coping analysis using best 4 

estimate methods, and now I might need to call on 5 

Dave to help me here. 6 

Nominal conditions at the beginning of 7 

the transient interaction that's under 8 

consideration.  In other words, no conservatisms 9 

with respect to initial power levels, primary 10 

coolant conditions, decay heat levels, etcetera.   11 

We take credit for non-safety related 12 

mitigating systems and operator actions that are 13 

not affected by the CCF, and we take acceptance 14 

criteria similar to those used in the PRA, coolable 15 

core geometry, maintenance of containment 16 

integrity, etcetera.  Questions, comments so far? 17 

(No response.) 18 

MR. GEDDES:  All right.  There's two, 19 

let's say, worse case failure modes of these 20 

chillers.  The fail on heat removal case has no 21 

adverse impact.  It gets cold, but in this 22 

particular example, we can control the humidity and 23 

humidity is a factor that can affect the I&C in the 24 

control room, you know.  Things start to get wet. 25 
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In this particular example, there are 1 

heaters that are independent of the chiller 2 

controls that control the humidity within limits.  3 

The fail off heat removal case does consider 4 

eventual overheating of the main control room 5 

equipment.  It's detectable.  Operators will notice 6 

it.  They can feel it or they can see indications 7 

and alarms of room temperature or return air 8 

temperature. 9 

We didn't pull, you know, we didn't 10 

pull calculations from an operating plant to do 11 

this.  This is an example to exemplify the 12 

methodology.  But in this case, we will take credit 13 

for calculations that show that two hours is enough 14 

time to begin safe shutdown in the event of the 15 

total loss of the main control room HVAC.  That's 16 

also a tech spec action statement, so 303, tech 17 

spec action statement.  18 

CHAIRMAN BROWN:  That's a licensing 19 

thing? 20 

MR. GEDDES:  Yes. 21 

CHAIRMAN BROWN:  We always use to laugh 22 

about the fact that the tech specs, if I didn't 23 

have enough component cooling water, the tech specs 24 

required me to shut down when I needed more 25 
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component cooling water.  So simply shutting down 1 

when I don't have any I&C isn't necessarily the 2 

best thing to do always.  So simply saying that 3 

they can shut down within two hours doesn't 4 

necessarily solve my problem at all.  It just 5 

changes my problem. 6 

MR. GEDDES:  Yes sir.  I think Dave 7 

made the same comment.  Only the chillers are 8 

affected by a CCF of the controller itself.  The 9 

air handling units are still independent.  Doors 10 

could be opened.  The main, you know, the fans will 11 

run.  Air can be forced in from the outside, and 12 

the main control room can be kept during the 13 

seasonal outdoor temperature.  14 

Best estimate, I think at the plant 15 

that we were looking at in this case was 95 16 

degrees, something like that.  The operators can 17 

open safe shutdown equipment, cabinet doors, reduce 18 

the local temperature rise.  We typically in the 19 

I&C world, we take a 15 degree local temperature 20 

rise inside a cabinet.  The equipment required to 21 

safe shutdown is not expected to reach its 22 

specified temperature limits in the best estimate 23 

scenario. 24 

MEMBER STETKAR:  Now here Bruce, the 25 
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fourth bullet, I think you know, we'll speak 1 

individually.  That's fine.  The fifth bullet, 2 

because this is an example.  This is another place 3 

where that statement is simply presented.  It says 4 

operators can do this.  If I were reviewing this 5 

statement, I would say how do you know that they 6 

can do that?  How do you know which cabinets they 7 

need to open?   8 

How do you know which cabinet heats up 9 

the fastest and how do you know that there aren't 10 

some of those non-safety cabinets that they need to 11 

open first, because they might set you off on a 12 

trajectory that you haven't even thought about yet?  13 

This whole analysis says that they can open up the 14 

-- they can open up the cabinets that contain safe 15 

shutdown equipment.   16 

It is a very, again stylized sort of 17 

licensing focused approach to life that you could 18 

in this example emphasize other things that people 19 

ought to think about, and a demonstration, either 20 

through analysis or yes, they have procedures or 21 

something, that indeed the people at this 22 

particular plant know which ones they need to open 23 

up first and have some assurance that when they 24 

open it, you know, they're going to be fine. 25 
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MEMBER BLEY:  I just -- the fact that 1 

I've been involved in a number of cases where we've 2 

done detailed room heat up analyses, the analyses 3 

that exist, if you don't do that for the risk 4 

assessment, just show that under nominal 5 

conditions, one working is good enough.  But if you 6 

have degraded, you don't know what's going to 7 

happen unless you really do some hard looking. 8 

MR. GEDDES:  Right.  We had this 9 

discussion on the project team.  To what extent do 10 

we -- and in this case, this is an example in the 11 

appendix.  But in the body of the document, you 12 

know, the methodology, we discussed the idea of how 13 

much guidance should we put in place in terms of 14 

demonstrating these things, right?  And we were 15 

afraid that we'd start to mushroom the document. 16 

MEMBER STETKAR:  And again, when I read 17 

through the upfront stuff, it was -- I thought it 18 

was an appropriate balance between, in general.  I 19 

mean some whiney-type comments, but I thought it 20 

was an appropriate balance between principles 21 

versus getting too detailed.   22 

On the other hand, I think the real 23 

power and benefit of the examples is to illustrate 24 

the type of thought process that you expect people 25 
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to go through.  Not the type that they did on this 1 

particular application, but the type of thought 2 

process that you'd expect people to go through, 3 

sort of to remind people to think about these 4 

things. 5 

MEMBER BLEY:  I think you can do that 6 

without putting in say a full blown heat up 7 

analysis.  We considered these things and did a 8 

heat up analysis and the results showed -- what you 9 

already assumed is what came out. 10 

MR. GEDDES:  What you're saying is a 11 

few more sentences would do the trick in this case 12 

maybe, to tell people what to think about. 13 

MEMBER STETKAR:  Only because I've 14 

actually experienced cases where people thought 15 

that they knew what things they needed to open up.  16 

This is not a U.S. plant, and they got folk out of 17 

the five things that they needed to open up when 18 

they actually lost ventilation, and they wound up 19 

tripping the plant and creating not a mess, but it 20 

was an unusual situation for them. 21 

So and as Dennis said, I don't think 22 

you need to wholesale jack up the one brick in the 23 

chimney and build a whole house under it.  I think 24 

that a few  appropriate kind of critical comments 25 
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or illustrative comments saying yeah, you know.  To 1 

support this we had done this type of evaluation.  2 

That tells people they need to think about that. 3 

MR. GEDDES:  Obviously we cut it off 4 

here.  But what I think we could do, just thinking 5 

out loud, when we do workshops or training, you 6 

remember that -- 7 

MEMBER BLEY:  Well, people are going to 8 

use this who haven't been to your workshops.   9 

MR. GEDDES:  Some people are going to 10 

go to the workshops.  Then they're going to go home 11 

and they're going to show other people how to do 12 

stuff.  Pretty soon, a couple of years later, it's 13 

just what's there -- 14 

MEMBER STETKAR:  And I don't know what 15 

the path forward is in terms of interacting with 16 

the NRC staff.  You mentioned there's an NEI 17 

working group.  Typically  something is presented 18 

as a topical report for NRC review and endorsement 19 

in a regulatory guide.  That topical report would 20 

be the equivalent of this report with its examples.  21 

It wouldn't be the training material. 22 

MEMBER BLEY:  Well, that's true, and 23 

with -- you know, you're right.  Staff would expect 24 

a demonstration of these assertions through 25 
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analysis or a test, documentation, all right.  1 

That's a good point. 2 

MEMBER STETKAR:  Go on. 3 

MR. GEDDES:  Should we move on?   4 

CHAIRMAN BROWN:  Yes. 5 

MR. GEDDES:  So in this brief example, 6 

we're coming to the conclusion that no mitigating 7 

systems are affected by the loss of control room 8 

HVAC, which in itself is not a mitigating system.  9 

We're showing that radionuclide concentrations 10 

outside containment would be minimal as we'd have 11 

to have many more failures beyond the HVAC failure 12 

to occur, for there to be significant fuel damage.   13 

With adequate core cooling, you know, 14 

for the range of transients and actions that are 15 

considered, little or no fuel damage is expected.  16 

The reactor vessel integrity is likely to be 17 

maintained, as well as containment.  Therefore, the 18 

bottom line in this example, the plant can cope 19 

with the loss of HVAC during postulated, and 20 

there's some licensing acronyms, ALSO and PAs.   21 

But since there's no other impact for 22 

any other mitigating systems, we're bounded by the 23 

events analyzed in the safety analysis.   24 

MEMBER STETKAR:  Now a couple of 25 
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comments on this one, and they both focus on that 1 

third bullet that you have there.  First of all, 2 

the assertion is many more failures beyond the 3 

control room HVAC would have to occur for there to 4 

be significant fuel damage.  Well, if the HVAC 5 

failure indeed does lead to misbehaviors in the I&C 6 

system, it's not clear that any additional failures 7 

would need to occur. 8 

MR. GEDDES:  We would agree with that.  9 

In this example we don't go there, but we would 10 

agree with that. 11 

MEMBER STETKAR:  Okay.  12 

MR. GEDDES:  If we did go there. 13 

MEMBER STETKAR:  Okay.  Well but you 14 

make -- it's one of the assertions that you make.  15 

Even if it were to occur during accident 16 

conditions, multiple additional failures would need 17 

to occur.  My assertion is if it occurs during 18 

accident conditions, maybe it takes out everything 19 

that you're taking credit for.  20 

Maybe it takes out everything you're 21 

taking credit for.  Maybe the consequences of that 22 

I&C malfunction as a result of overheating stuff 23 

would lead you to core damage and containment 24 

failure.   25 



 116 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 (202) 234-4433 

 

So be careful about this assertion of 1 

multiple additional independent hardware failures 2 

need to occur, because it's not -- it's not the 3 

chillers that are getting you.  It's the 4 

consequences of the chiller failure the 5 

consequences from those consequences. 6 

MR. GEDDES:  Disabling other systems. 7 

MEMBER STETKAR:  Now the other thing is 8 

that, and this is part of the environmental stuff.  9 

Be careful also, because you make the assertion 10 

that in the location where the chillers are, that 11 

you would not expect higher than normal radiation 12 

unless you had an accident, and you would need 13 

other failures to get to the accident. 14 

Well, I might want the main control 15 

room ventilation system to keep operating during a 16 

severe accident, because I might want the operators 17 

to be able to do things, and I might want the 18 

equipment in the main control room to do things.  19 

So that simply stopping it by saying I have to have 20 

core damage to have elevated radiation in this area 21 

and all I care about is core damage or no core 22 

damage is again kind of short-sighted. 23 

So you may want to alert people that 24 

some of these things are not just core damage or 25 
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not core damage.  It's coping with accidents, which 1 

is part of the both frequency and consequences, 2 

what I thought you're trying to emphasize in the 3 

whole approach. 4 

MR. GEDDES:  Dave, are you on the line? 5 

MR. BLANCHARD:  Yeah I am, and I'm 6 

ready to pipe in here, if it's okay. 7 

MR. GEDDES:  Yeah, because you were 8 

holding your comments on the chiller example until 9 

we got here.  This is probably a good point for you 10 

to chime in. 11 

MR. BLANCHARD:  All right.  With 12 

respect to the radionuclide ESU and the fact that 13 

you would want to maintain the control room 14 

habitable even during a severe accident, I believe 15 

there is a section in the report that addresses 16 

that and talks about possibly the operators still 17 

being able to maintain the temperature in the 18 

control room at acceptable levels by opening doors 19 

and basically opening up the envelope in the 20 

control room. 21 

MEMBER STETKAR:  Dave, Dave?  Before 22 

you go too far down that path, I was making a 23 

comment in this case on  the assertion that I don't 24 

need to worry about elevated radiation levels in 25 
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this particular location, because the assertion is 1 

made that in order to get elevated radiation 2 

levels, I must in the location of the chillers, 3 

where these controllers are, I must have already 4 

had core damage and therefore I don't care about 5 

anything after I have core damage. 6 

I mean that's basically the assertion 7 

that you're making.  In fact, that same assertion 8 

is made in the examples in Appendix F, Appendix G 9 

and Appendix I also, regarding radiation in 10 

particular.   11 

MR. BLANCHARD:  Okay.   12 

MEMBER STETKAR:  So be careful.  All 13 

I'm saying is when you make assertions, if you want 14 

to keep this, you're using this jargon, a holistic, 15 

plant-level engineering evaluation of these things, 16 

if you're going to do that, do that.  If I want the 17 

operators to be able to function and the equipment 18 

in the control room to be able to function after 19 

the onset of core damage or the  evolution of a 20 

severe accident, I can't just stop my thought 21 

process at core damage/no core damage.  I can't do 22 

that. 23 

MR. BLANCHARD:  And I don't believe we 24 

do.  We have something in the examples called a 25 
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simplified expanded coping analysis, and that makes 1 

the assumptions that  all right, I have this 2 

protection against whatever common cause failures 3 

can affect the system.  What if it happens anyway?  4 

What do I have left, and that's the purpose of the 5 

simplified expanded coping analysis. 6 

It's basically a what if analysis that 7 

says even with this protection, am I happy with the 8 

level of protection that I've got, even if the 9 

common cause failure were to occur. 10 

MEMBER STETKAR:  Okay.  I'm not going 11 

to say anymore.  I'm on the record already.  Think 12 

about it. 13 

MR. GEDDES:  Moving on along, back to 14 

you Ray. 15 

MR. TOROK:  Okay.  Now we're -- I guess 16 

I should be there.  Yeah.  Okay, now we're on to 17 

the graded approach, and here's where I'm doing my 18 

Dave Blanchard imitation, and Dave's going to bail 19 

me out when the need arises here.   20 

So here's -- the first thing is here 21 

why bother with the graded approach, and in our 22 

experience what we were looking at with various 23 

examples, it was clear that there was always a risk 24 

of imposing greater rigor than was really justified 25 
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for particular cases because in some cases there 1 

was no way that the mod could have a safety 2 

significant impact problem. 3 

And so there it didn't make sense to 4 

worry about having full-blown P measures and so on, 5 

and so you might want to settle for less.  So 6 

that's one thing.  The other is that you can also, 7 

if you don't look at this, if you have some S or 8 

what should I say?  If you wanted some perspective 9 

on the safety significance, you can also overlook 10 

situations where there may be some real safety 11 

significance. 12 

In fact, based on analyses that we've 13 

done on earlier EPRI projects, you would conclude 14 

that the current guidance, regulatory guidance 15 

that's being used has both those problems.  So 16 

we're thinking it's a good idea to have a 17 

systematic way to look at safety significance.  18 

That's for us the first point. 19 

The other thing, you noticed that we've 20 

got kind of a trick word in here, impact, safety 21 

significance impact.  What that's about is that you 22 

don't determine whether or not you've got a problem 23 

based on whether you're working on a safety system 24 

or a non-safety system because there are certainly 25 
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safety systems where you already know they are 1 

highly safety significant. 2 

What you care about in the mod is 3 

whether or not you've done something to change that 4 

in a bad way.  So what's the impact on the safety 5 

significance?  So that's where we're trying to keep 6 

the focus in this.  So it's entirely possible that 7 

you would be doing a mod to a highly safety 8 

significant system, but there's no real impact on 9 

the safety significance.  You haven't changed 10 

anything. 11 

On the other hand, you could be doing a 12 

mod that involves non-safety systems and introduce 13 

a situation which due to CCF potential has 14 

tremendous safety significance, and you want to be 15 

aware of those things.  The idea is the graded 16 

approach helps you identify those and deal with 17 

them.  18 

So that's what we're after here.  We'll 19 

show you that in the examples as well. 20 

OPERATOR:  Pardon the interruption.  21 

Your conference contains less than three 22 

participants at this time.  If you would like to 23 

continue, press star 1 now, or the conference will 24 

be terminated.   25 
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CHAIRMAN BROWN:  Wow.  I thought that 1 

was Dave for a second.  That is really good.  2 

MR. TOROK:  Okay.  Moving right along, 3 

and in the safety significance approach, there are 4 

three criterion we look at, context and context is 5 

where words like architecture and independence can 6 

come into play.   7 

Context is like the notion of what does 8 

the I&C affect in the plant?  What systems does it 9 

affect and how can it affect -- what system 10 

structures and components could be affected, that 11 

sort of thing?  That's what context is about. 12 

Likelihood we've talked about ad 13 

nauseam.  It's some handle on the failure.   14 

OPERATOR:  Pardon the interruption.  15 

Your conference contains less than three 16 

participants at this time, if you would like to 17 

continue press star 1 now, or the conference will 18 

be terminated. 19 

MR. TOROK:  Come on, Dave.  That was 20 

funny the first time.  Okay.  Then the third thing 21 

of course is consequences.  Are the consequences 22 

acceptable, is the mitigation adequate, that sort 23 

of thing.  The idea is in this approach, we're 24 

looking at all three of those things, and I'll show 25 
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you in detail how we do that.   1 

The idea, of course, is that depending 2 

on the safety significance impact, you may want to 3 

tailor the rigor of the preventive limiting and 4 

mitigating measures based on your application and 5 

you may -- in some areas you may want to increase 6 

your acceptance criteria; in some areas you may 7 

want to decrease your acceptance criteria. 8 

Now we're going to show you in a few 9 

minutes this flow chart that goes with the safety 10 

significance approach, and you'll notice there that 11 

all of the flow paths on that thing, all the paths 12 

end in either a green box or a red box.  The green 13 

box is everything's okay.  There's little or no 14 

safety significance to this mod, you know, get on 15 

with your life. 16 

The other one, the red box is this 17 

could be problematic.  You want to -- you should 18 

probably think about refining your design to make 19 

things better.  Those are the two places where you 20 

can end up.  21 

Now let's talk about what we mean when 22 

we say those things.  Little or no safety 23 

significant impact means that as far as we can 24 

tell, either safety's going to be approved by this 25 
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mod or if there's a negative impact it's negligibly 1 

small.  Or  it's -- put it this way.  It's small 2 

enough so we're not sure if it's positive or 3 

negative.  It's that kind of a thing.   4 

Refine the design means that there's 5 

something here that could really be problematic.  6 

Yes. 7 

CHAIRMAN BROWN:  I'm trying to get my 8 

hands around a piece of equipment.  I mean I boiled 9 

all this down when I read it to I have to don't 10 

care whether this piece is working or not.  So and 11 

maybe that's too expansive.  I mean I'm having a 12 

hard time looking at plant systems, components, any 13 

other SSC whether, you know, we've classified as 14 

non-safety or safety. 15 

But the only component I figured this 16 

was, you know, like if I had a micro, I wanted a 17 

microprocessor-based pencil sharpener, and that 18 

would obviously over-simplified.  But you'd just 19 

fundamentally have to have no -- you don't care 20 

whether the piece of equipment is working or not 21 

period.   Now where am I wrong? 22 

MR. TOROK:  Well, think about it this 23 

way for a second.  If I have some component that's 24 

controlled by my I&C, a valve or whatever, and 25 
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you're worried about the valve doing the wrong 1 

thing when you need it to do something, all right.  2 

Now it turns out that that failure has already been 3 

analyzed because it's a single failure in an 4 

existing system.  So you already know what the 5 

consequences of the failure are and all that. 6 

Now if I talk about introducing a 7 

digital control system now, have I changed anything 8 

really?  That valve failure can still happen.  The 9 

same way I still know the consequences.  Didn't 10 

make any difference.   11 

From these safety significant impact 12 

point of view, it didn't matter.  But on the other 13 

hand, suppose I have a situation where I am now 14 

with  my new digital system, I'm going to control 15 

multiple valves where I only controlled one before. 16 

Well now the consequences of the 17 

failure coming from the digital I&C can be 18 

different from what they were before.  Now I have 19 

introduced a potential impact on my safety 20 

significance.  So I'd want to look at that more 21 

closely. 22 

DG  I think in your pencil sharpener 23 

example, you're talking about the absolute safety 24 

significance and I think Ray's trying to point out 25 
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what's the difference in the safety significance 1 

before and after the mod? 2 

MR. TOROK:  I already know there's 3 

safety significance on most pieces in the plant, 4 

most things, right?  The problem is have I screwed 5 

that up somehow, have I changed it?   6 

CHAIRMAN BROWN:  Well of course I'm 7 

wrapping my brains around a microprocessor-based 8 

control valve for some reason.  I mean I -- maybe I 9 

just -- we have some that if you introduce a 10 

distributed control system of some kind.  Because I 11 

mean -- 12 

MR. TOROK:  Let's okay, and you're 13 

right, and let's go on and look at these examples. 14 

CHAIRMAN BROWN:  All right.  Just keep 15 

on rolling here.  I just -- I'll keep thinking. 16 

MR. TOROK:  Okay.  So let's see.  17 

Moving right along here.  Oh so depending on 18 

whatever the safety impact of the modification is, 19 

you may opt to tweak something in terms of the 20 

level of protection you think you need from the P&L 21 

measures or from the mitigation or, you know, 22 

overall protection, overall assurance of 23 

protection. 24 

You may decide that you need more or 25 
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less or so on depending on the safety significance 1 

or the impact, I should say.  Not that.  Let's see.  2 

Oh yeah, now.  It's important to note here, and 3 

this is a Dave-ism really, we're not saying that 4 

we're doing a rigorous risk-informed approach, and 5 

I know some of you guys know what this means way 6 

better than I do. 7 

We are extracting risk insights where 8 

we can, but we're not claiming that we're going to 9 

quantify all the accident sequences or 10 

quantitatively determine failure probabilities or 11 

anything like that.  We're not doing that.  Is 12 

there any question about that?  My sense is that 13 

there are guys out there biting their tongues right 14 

now, you know. 15 

Okay.  So now this is the flow chart I 16 

was talking about, and you noticed all -- 17 

everything is really small so you can't read it, 18 

and that's kind of intentional.  But I want to make 19 

a few points on this thing.   20 

Remember I talked about context, 21 

likelihood and consequences.  So that's what the 22 

words are up here.  There's three columns, Context, 23 

Likelihood and Consequences, and then there are my 24 

red and green boxes that I talked about, where 25 
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you're going to go. 1 

Now there are also three rows on this 2 

chart that really differentiate between basic 3 

differences in the way a mod can play out in the 4 

plant.  In the top row, we say I'm going to replace 5 

let's say analog with digital, but I'm not changing 6 

the components I'm controlling.  I'm, you know, 7 

limited in systems and so on.  I'm not -- in terms 8 

of what the control components can do, I'm not 9 

changing anything.  10 

Now in the middle row, it gets a little 11 

stickier because I am making changes that to either 12 

the components that are controlled are for the 13 

failure modes of the components that are being 14 

controlled.  So that's different, and however I'm 15 

limiting it all to one system, one plant system.  16 

In the bottom row I'm saying I'm 17 

introducing a mod that can affect multiple plant 18 

systems, and that's a whole different can of worms 19 

in terms of the consequences of a common cause 20 

failure, and that's why those are differentiated 21 

here.  Now then, and that's pretty good.  So we got 22 

through that without trying to read those little 23 

words, so I'm feeling good about that. 24 

Now in the chiller controls example, 25 
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we're going to look at the same example Bruce just 1 

described, and it turns out that one all stays in 2 

the top row, because we're limited to one plant 3 

system and we didn't change the control components 4 

and so on.  So now if we blow up that top row, 5 

here's where we are, and now I'm hoping we can sort 6 

of read the words here. 7 

The first decision point says are the 8 

SSCs relied on safety analysis or credited in the 9 

PRA?  I've got two lines I'm looking at here.  Over 10 

here I've got a blue one for a safety analysis and 11 

an orange one for PRA, and I'm going to look at 12 

both of them. 13 

Now from the PRA perspective, I come 14 

into this box and say wow, that chiller's already 15 

been modeled in the PRA.  We talked about this a 16 

little earlier.  It's not just because the chillers 17 

are not modeled that you assume there's -- or that 18 

you conclude that there's no safety-significant 19 

impact.  It's the reason they're not modeled. 20 

MEMBER STETKAR:  Let me read the quote.  21 

Go back to the flow chart, differs for the PRA 22 

orange.  "However, the PRA typically does not model 23 

the main control room HVAC system.   24 

Rather, it is assumed that the loss of 25 
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control room HVAC will be obvious to the operators 1 

and as the room heats up doors will be opened and 2 

natural portable circulation of outside air will 3 

maintain an acceptable control room environment." 4 

If I'm reading this as a critical 5 

reviewer, show me the beef.   6 

MR. TOROK:  Dave. 7 

MEMBER STETKAR:  This says I know 8 

people typically don't model these things.  I know 9 

that when they have, in many cases they have 10 

discovered problems.  So the fact that a lot of 11 

current PRAs don't model this thing is not an 12 

excuse, and if it's not modeled and there's a basis 13 

for it not being modeled.   14 

First of all, it ought to be modeled.  15 

But second of it, if there's a real technical basis 16 

to say that no matter what happens, the operators 17 

can always keep things cool.  It isn't assumed.  18 

Show me that basis.  Show me what analyses you've 19 

done and as an example, you ought to emphasize that 20 

to the analyst. 21 

You can't just say well, I assumed 22 

everything was going to be okay, because everybody 23 

else has already assumed that's going to be okay 24 

and I don't need to look at this explicitly in my 25 
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safety analysis, my licensing safety analysis. 1 

MR. TOROK:  Right.  There's a whole -- 2 

there's a whole level of questions you get into 3 

that you'd better have answers for, right. 4 

MEMBER STETKAR:  Well, but you're 5 

saying -- my point comes back to reiterating the 6 

same thing.  If you want these examples to 7 

illustrate a thought process, you ought to 8 

illustrate that thought process, not just get to a 9 

conclusion quickly. 10 

MR. TOROK:  Okay.  Now Dave, did you 11 

want to chime in here? 12 

MR. BLANCHARD:  No.  The intent was to 13 

provide the engineering rationale. 14 

MEMBER STETKAR:  Uh-oh. 15 

MR. BLANCHARD:  Sorry, did you hear me? 16 

MEMBER STETKAR:  We heard engineering 17 

rationale, but I don't know if you were speaking 18 

after that. 19 

MR. BLANCHARD:  Okay, right, yeah.  The 20 

intent was to provide the engineering rationale, 21 

supported by analyses, training and procedures so 22 

that the operators, even in the absence of an 23 

operating HVAC system, maintain the environment in 24 

the control room.  And I understand the concern 25 
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about it's typically not modeled, as opposed to 1 

having that documented engineering rationale. 2 

MEMBER STETKAR:  Yeah.  You're breaking 3 

up there a bit Dave, but I think that what you were 4 

saying is basically what I was saying.  It's just 5 

that what's in writing doesn't say that.  It just 6 

says that I can look at the PRA.  It's not modeled 7 

in the PRA.  Why isn't it?   Because people 8 

typically make an assumption.  Okay.  I've checked 9 

off that box as an analyst.  I don't have a PRA 10 

related issue with this particular. 11 

MR. TOROK:  Right, right. 12 

MEMBER STETKAR:  The problem is this is 13 

the only example of your five examples where you 14 

basically get a shortcut path from the PRA 15 

approach.  16 

MR. GEDDES:  Yeah, and this is really -17 

- it's the same comment you've raised a number of 18 

times, where the underlying rationale wasn't fully 19 

explained.  20 

MEMBER STETKAR:  Well, it's underlying 21 

rationale wasn't fully explained for this 22 

particular example, and more importantly as 23 

guidance for people who do these things, about what 24 

they need to be sensitive to.  They just can't 25 
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check a box.  Is it in the PRA?  No, it's not in a 1 

PRA.  Do I have cut sets with it?  No, I don't have 2 

cut sets with it.   3 

CHAIRMAN BROWN:  And even more is that 4 

last part is -- 5 

(Simultaneous speaking.) 6 

   MEMBER STETKAR:  It's not typically 7 

there; therefore we assume or they assume.  But in 8 

that safety engineering rationale, it all hangs 9 

together. 10 

MR. TOROK:  Yeah, yeah.  That's good. 11 

MR. BLANCHARD:  As it turns out, the 12 

guideline itself in Section 3.4 suggests a list of 13 

SSCs and their failure modes that come out of the 14 

susceptibility analysis be compared to what is 15 

modeled in the PRA, not the cut set, okay.  And 16 

where there's a difference, the engineering 17 

rationale will definitely be documented, and we 18 

didn't do it very well -- 19 

MEMBER STETKAR:  That's right, and I've 20 

mentioned a couple of times here that the upfront 21 

guidance flows quite well.  The problem is when 22 

people look back at the examples to better 23 

understand what you intend by that guidance, it 24 

doesn't necessarily always come through.   25 
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So that the examples, in my opinion, 1 

ought to look at some of these sensitive areas, if 2 

you want to call them that, and really emphasize 3 

kind of the thought process that people need to go 4 

through because you know -- I'll just stop there 5 

because of time. 6 

MR. TOROK:  Oh no, that's fine.  Okay.  7 

So that's enough on the -- Dave? 8 

MR. BLANCHARD:  No.  I said thanks. 9 

MR. TOROK:  Oh okay.  Okay.  So let's 10 

move on.  Now let's talk about the other path, the 11 

safety analysis path through this for the chillers, 12 

and in this case it says are the SSCs relying on 13 

the safety analysis?  Well yes.   14 

That puts us down here.  Can an I&C 15 

failure affect a misbehavior controlled SSC?  Well 16 

yes, and you end up down here.  Does the mod 17 

increase the number of controlled SSCs or change 18 

SSC failure modes?  The answer is no, right, 19 

because we kept all that the same.  20 

Now you come over here and you say well 21 

hey, I already -- I haven't changed any failure 22 

modes, so I already know what the consequences of 23 

failure are because I analyzed those a long time 24 

ago.  So now the question becomes have I done 25 
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something to the likelihood of the failure in a bad 1 

way?  2 

So I come in here and I want to talk 3 

about is the new system at least as reliable as the 4 

old?  That's one way to look at it anyway, and in 5 

this case  -- so what you would do is you go back 6 

to the P measures and assess your system as Bruce 7 

explained earlier, and see if you can generate 8 

assurance that this new system's going to be at 9 

least as reliable as the old one.   10 

The alternative here that we've got is 11 

can you show that the I&C failure probability is a 12 

small fraction of the overall system failure 13 

probability, in which case it's not going to make a 14 

hill of beans of difference, right.  The I&C won't 15 

anyway.   16 

So in this case, we said there are 17 

enough P measures to show that the failure 18 

probability of the new system is expected to be 19 

less than that of the old, and therefore we're okay 20 

and we go up into the green box.  We're done.  21 

That's the way this example plays out, okay. 22 

So bottom line for this, you might say 23 

look, if you're worried about safety impact on this 24 

mod, then you may not need the complete complement 25 
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of P&L measures, because all you have to do -- what 1 

it comes down to is showing that the new system is 2 

at least as reliable as the old, which is kind of a 3 

modest requirement really for these new digital 4 

systems. 5 

Okay.  That's the way this example 6 

plays out.  Now we want to get on to a contrasting 7 

example.  This is the multi-segmented DCS example, 8 

and for starters, I think we're going to ask Bruce 9 

to explain what's going on in this mod. 10 

MR. GEDDES:  Okay.  This is actually an 11 

example, the first example in the appendices of the 12 

report.  In this case, we have a DCS architecture 13 

with primary backup, controller pair in this first 14 

gray box for feedwater control.  This is a proposed 15 

architecture.  16 

Let's say it's a two loop PWR, where 17 

one controller can regulate feedwater to both steam 18 

generators, and in the event of a single failure of 19 

controller Alpha, controller Bravo will pick up the 20 

load if it's a properly designed and maintained 21 

feedwater control. 22 

In another segment we have turbine 23 

control, where again we have the same technology 24 

and a primary backup controller pair, and we see 25 
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features like redundant power supplies, redundant 1 

IO buses within each segment.   2 

So from a safety analysis point of 3 

view, we know we have a loss of feed or a spurious 4 

overfeed scenario.  We also know that we have, you 5 

know, a turbine trip scenario and the CCF in either 6 

case would be among the valves. 7 

You show two valves, a main and a 8 

bypass valve in each steam generator.  So four 9 

valves connected to the first segment, and in 10 

turbine controls, this is a -- let's say it's a 16 11 

valve set up, four governor valves, four throttle 12 

valves, intercept and reheat stop valves. 13 

So the CCF would be, you know, among 14 

the control components caused by failures among the 15 

different sources or categories up in the I&C.  Of 16 

course, we have a shared redundant network.  We 17 

have a clock.  We have an engineering work station, 18 

all the elements of the DCS. 19 

If you read that example carefully, 20 

using the P's and L's method like I did earlier on 21 

the chillers, you'll see that treatment in that 22 

example.  But in this case, that's the setup for 23 

discussion on the safety significance method.   24 

MEMBER STETKAR:  Bruce, before you get 25 
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into the graded approach, and I'll make this quick 1 

so these are just comments, because of the need to 2 

get into the graded thing here.  Susceptibility 3 

analysis is inconsistent.  4 

You say that high temperature or high 5 

humidity in the main control room is screened out 6 

simply because they have two HVAC trains, and yet 7 

you say well, I need some sort of limiting measure 8 

for fires because temperature in the cabinet can 9 

get high enough to cause a problem. 10 

MR. GEDDES:  In the event of fire. 11 

MEMBER STETKAR:  I don't care why the 12 

temperature in the cabinet got high, okay.  I don't 13 

care.  It could be a fire.  It could be the plant 14 

is rolling to hell.  I don't care. 15 

MR. GEDDES:  I understand. 16 

MEMBER STETKAR:  So that's one.  17 

Operating system susceptibility for a design defect 18 

in the operating system, you take credit for the 19 

fact that I can get an enunciated failure of one 20 

function, for example, feedwater controller, within 21 

enough time so that the operators can cope with 22 

something.  It's not at all clear that it's always 23 

the case. 24 

MR. GEDDES:  Well, we have before and 25 
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after versions in that. 1 

MEMBER STETKAR:  No, no.  I'm talking 2 

about controller versus turbine.  I'm talking 3 

feedwater control versus turbine control.  You've 4 

separated them out and that's important, because 5 

later you only look at feedwater control failures 6 

and turbine control failures, rather than the 7 

combination, other types of failure sources.  You 8 

have all four combinations, high-high, high-low, 9 

low-high, low-low if you will, okay.  So that's 10 

another thing to look at. 11 

And in the Level Zero and Level 1 12 

coping analyses, you seem to take credit for the 13 

limiting ramp rate in the turbine controller 14 

itself, 50 megawatt electric a minute, to mitigate 15 

the consequences from failures in things like the 16 

output module, which to me didn't make much sense. 17 

MR. GEDDES:  I'd have to go back and 18 

read it. 19 

MEMBER STETKAR:  Because yeah.  But 20 

just -- these are just -- I only bring these up.  21 

Take a look at them.  I want to put them on the 22 

record so you can think about them.  They're 23 

examples where if you're going to use examples, 24 

make sure you're really thinking across the board 25 
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on them.   1 

MR. GEDDES:  Yes. 2 

MEMBER STETKAR:  Now I'll let you get 3 

into your graded thing here. 4 

MR. GEDDES:  Okay.  That's good input 5 

and we'll have it on the record.   6 

MEMBER STETKAR:  I just wanted to get 7 

them on. 8 

MR. GEDDES:  Yeah, thank you.  Okay.  9 

So the reason we wanted to --  10 

MEMBER BLEY:  I'm going to do a short 11 

one too, because this is -- I was waiting for this 12 

to come back up again, something about that human 13 

interaction stuff we talked about in the beginning. 14 

MR. TOROK:  Uh-huh. 15 

MEMBER BLEY:  The one thing that can 16 

kind of mix all this up is depending on what human 17 

system interface is telling the operators and what 18 

equipment's doing under control, something that 19 

ought to only be top row might really end up being 20 

middle or bottom because of the impact on the 21 

operator of either the confusion or something that 22 

isn't working the way it ought to, and leads him to 23 

do things you probably wouldn't expect him to do. 24 

I just want to mention three sources.  25 
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I don't expect you to fix any of this now.  But I 1 

think having the link, that you ought to think more 2 

about how the human interacts with this whole 3 

system, the three sources that are worth thinking 4 

about.   5 

One is I mentioned Brookhaven, and John 6 

O'Hara at Brookhaven can remind you of which one 7 

this is.  They did one study looking at human 8 

system interfaces and advanced digital controls, to 9 

say what kinds of op things in those systems can 10 

cause real problems for operators?  And it's 11 

exploratory, but it's the set things that are worth 12 

thinking about. 13 

The next is Trevor Kletz did one of his 14 

books on odd events.  He did lots of odd event 15 

things, mostly from the chemical industry.  It's 16 

called "Computer Control and Human Error," and 17 

there are odd things happening in essentially 18 

digital I&C, not in nuclear plants, in others, that 19 

have caused great problems for the operators, led 20 

them to do things you wouldn't expect. 21 

The last one is in human reliability 22 

analysis, the French came up something they call 23 

MERMOS, ---E-R-M-O-S.  Basically the underlying 24 

approach for them is that the equipment, the 25 
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software, digital I&C and the operators are all a 1 

system, and all of those pieces interact. 2 

Their way of thinking about it really 3 

forces that thinking of how these things tie 4 

together.  I just wanted to tell you about that. 5 

MR. TOROK:  Is there a specific 6 

reference on the French one?  I know the other two 7 

guys but -- 8 

MEMBER BLEY:  It's hard to come by.  9 

There are some papers they've given to kind of 10 

explain it.  They've hidden a lot of it because 11 

it's proprietary.  I'll try to find a good one and 12 

send it to you guys through our -- 13 

MR. TOROK:  We have some contacts at 14 

EDF too. 15 

MR. GEDDES:  Yeah.  But the last 16 

comment reminds me of how we modeled the operator 17 

as -- the control actions from an operator as a 18 

system that from the MIT method that we've 19 

presented before, and the EPRI has their analysis. 20 

MEMBER BLEY:  I mean yeah.  Well there 21 

are some ties in thinking that connect those things 22 

together.  It isn't quite like that, but it's the 23 

same kind of -- it's all one piece that interacts 24 

kind of idea. 25 
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MR. GEDDES:  Okay.  So thank you, and 1 

we've got that on the record as well.  Now the 2 

reason we wanted to throw this example in was 3 

because in this case, we're talking about a mod 4 

that -- where we've got two plant systems involved, 5 

feedwater and turbine control.   6 

So in terms of the flow chart, that 7 

automatically kicks you down into the lower part of 8 

it, where things get a lot more interesting.  9 

That's the basic idea. 10 

So now, let's look at the third row.  11 

What did I do?  What have I done?  Time out.  Oh, 12 

here's the third row.  So we come down here in this 13 

case, and this is where we talk about the 14 

possibility of a common cause failure affecting 15 

multiple plant systems, and there are three 16 

different situations that are treated here. 17 

One is can you have simultaneous 18 

initiating events in two systems?  That's 19 

interesting, because you probably haven't analyzed 20 

that if you've set that up.  The second one, let's 21 

see, cause an initiating event and disable a 22 

mitigating system that's needed for that event. 23 

Now when you start affecting multiple 24 

systems, you've got some potential for that maybe.  25 
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The third one that's on there is can you disable 1 

multiple mitigating systems with a CCF somehow?  2 

That's where now you've created a situation where 3 

the failure consequences can change in ways that, 4 

you know, that you haven't seen and that you don't 5 

like. 6 

This is where you can get into things 7 

that are potentially very safety significant.  Now 8 

in this case, we said that the first time through, 9 

now we've got our orange line for the PRA and our 10 

blue line for the safety analysis again, and here 11 

we say hey, can we do these things?  Can we affect 12 

multiple systems? 13 

The answer is yeah.  We've got a mod 14 

that's doing both feedwater and sink control now 15 

right, and so now we come over to this decision 16 

point and say have we got sufficient P measures, 17 

such that we're convinced the reliability of the 18 

new systems is at least as good as that of the old, 19 

and the answer is well yeah. 20 

And over here now we say -- we've got 21 

the potential for new failures, so what about the 22 

coping analysis now?  Are we in a situation where 23 

we need a coping analysis we don't have?  Now let's 24 

talk about the safety analysis line here for a sec.   25 
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Well no, I'm sorry.  Let's start with 1 

the PRA.  The PRA says hey, PRA routinely looks at 2 

multiple failures and combinations of multiple 3 

failures and what have you.  So in this case the 4 

PRA, I guess, has already looked at the case where 5 

you can have a problem with both steam and 6 

feedwater control at the same time, and it arrives 7 

at the conclusion that you're in a green box. 8 

Now Dave, is there more to it that you 9 

want to add at this point? 10 

MR. BLANCHARD:  Yeah, and it gets into 11 

the expanded simplified coping analysis again.  The 12 

question is basically asked what if this happens?  13 

What do I have left, and in this particular case 14 

what you have left is feedwater, if this is a PWR, 15 

and even if that fails, you have feed and bleed 16 

capability.  So there's substantial mitigating 17 

capability that's independent of these controls. 18 

MR. TOROK:  Yeah, and of course then at 19 

this point, you're way beyond design basis events, 20 

right? 21 

MR. BLANCHARD:  Yes. 22 

MR. TOROK:  And you conclude that you 23 

have not introduced a new impact on the safety 24 

significance.  Now if we come back to the -- 25 
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MEMBER STETKAR:  You may, and again 1 

I'll just put this on the record.  The discussion 2 

of the turbine control failure, where you get a 3 

spurious signal to open all of the turbine control 4 

valves, tends to rely on the fact that you're 5 

normally operating at 100 percent power and you 6 

just don't have very much left in those valves. 7 

If you get a spurious signals to open 8 

all of your turbine control valves from a very 9 

lower power level, you know, you get a big 10 

cooldown. 11 

MR. TOROK:  Yeah. 12 

MEMBER STETKAR:  And that big cooldown 13 

can be an interesting transient, especially if you 14 

don't have any feedwater.  PRA models typically 15 

don't look at that unless you have a lower power 16 

PRA model, which most people don't.  So if you only 17 

have a full power PRA model, it's another example 18 

where the PRA assumption of operating at full power 19 

might not be appropriate for all of the failures 20 

that can be introduced from this malfunction, and 21 

I'll just put that on the record. 22 

MR. TOROK:  Okay, thank you.  Okay, and 23 

now let's see where the example goes for the safety 24 

analysis.  In this case it says hey, in safety 25 
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analysis base we have never analyzed the case where 1 

the -- where there's a problem in both the 2 

feedwater control and the turbine control at the 3 

same time. 4 

And so -- and that's treated in this 5 

coping results acceptable decision point.  In this 6 

case, we didn't do it.  We're not going to do a new 7 

coping analysis.  We're just going to recognize 8 

that we would need a new safety analysis here, and 9 

rather than do the new safety analysis, we're going 10 

to go back and modify the design so we don't have 11 

this problem anymore. 12 

That's where the example goes.  Now and 13 

here's -- this shows the modification to the design 14 

and Bruce, take it.   15 

MR. GEDDES:  Yeah.  Earlier, Ray 16 

mentioned that the scenario would be a feedwater 17 

transient turbine, control transient 18 

simultaneously, and that -- in Appendix A, what 19 

we're really trying to get at is a malfunction in 20 

one steam generator or two.  That's why we 21 

segmented the design a bit further, to show that we 22 

could stay within the analyzed limits.   23 

So the red boxes indicate how the 24 

design was modified, to limit the extent of the 25 
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feedwater malfunction, and then also provide some 1 

better protection against network-induced data, 2 

snarky data.  3 

MR. TOROK:  Okay.  So now if I go back 4 

one slide for a second, where that puts you now is 5 

you come down as you did before, down to the third 6 

row, but now you  get a no coming out of this box 7 

about affecting multiple systems, and that's this 8 

dash line going back up to the second row. 9 

And then that puts you into the 10 

likelihood consideration, where you're looking at 11 

again, is the system as reliable as the old or is 12 

it -- does the I&C have a relatively small 13 

contribution to the overall system failure 14 

probability?  And in that case, then let's see.  15 

Oh, it sends you over here for a new coping 16 

analysis. 17 

But in this case, the safety analysis 18 

has looked at a failure of either of those systems 19 

singly, so you don't have a new safety analysis 20 

anymore and you're okay because they've both been 21 

analyzed.  Did I get that about right Dave? 22 

MR. BLANCHARD:  Yes. 23 

MR. TOROK:  Thank you.  So bottom line 24 

for this guy, oh look at that.  Let me hit the 25 
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button again.  Now it may well be that a coping 1 

analysis would show that the consequences of the 2 

failure of the CCF would be okay if you had the 3 

failure in both the feedwater control and turbine 4 

control. 5 

But in this case he said we're not 6 

going to go there.  We don't have a safety analysis 7 

that does that.  We're going to go change the 8 

design instead, and that's the way they went.  So 9 

that was what this -- the mod was about, and that's 10 

why it was -- it came out to have little or no 11 

safety significant impact on this.  And that's -- 12 

that's all we have on that example.  Any questions 13 

here? 14 

(No response.) 15 

MR. TOROK:  Hearing none, we get to our 16 

final slide here.  This is an abbreviated version 17 

of what we showed you before really.  So the idea 18 

is this digital CCF has not been a prevalent 19 

contributor to the operating history, in American 20 

plants or Korean plants anyway.  We've learned a 21 

lot in recent years, since the current regulatory 22 

guidance was put together, which would have been 23 

what, in the early 90's I guess. 24 

In terms of using defensive measures, 25 
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the standards have been much more fully developed.  1 

We know more about how to apply the risk insights 2 

to digital systems.  We've learned a lot about 3 

hazard analysis and so on.  So we're a lot better 4 

at it.  In a sense, the current guidance to some 5 

extent is based on -- this is just me talking I 6 

guess -- is based on treating the digital system as 7 

a black box, where we don't know what's going on 8 

inside. 9 

But we want to do what we can to 10 

protect ourselves against possible problems coming 11 

from it.  We're saying we know a lot more about 12 

what's going on inside now and how to deal with the 13 

insides to have assurance of protection.  So we 14 

should start taking, take credit for that. 15 

So that's what this current guidance is 16 

trying to be, a holistic approach to do exactly 17 

that, and finally then we would like to believe 18 

that this new guideline can help the 19 

owner/operators of the nuclear plants and the 20 

regulator in this country to reach some common 21 

understanding on how to deal with this problem.  22 

That's -- we're done.  Any comments/questions?  Did 23 

I get us back on schedule more or less I hope? 24 

CHAIRMAN BROWN:  Yeah, we're close.  25 
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Pardon me for not turning on my mic.  Can you go 1 

check to see if the phone line is open to the 2 

public, and is there anybody in the audience, any 3 

public comments that would like to be made?  I'll 4 

start at that.  Is there anybody in the audience 5 

that would like to make public comments? 6 

(No response.) 7 

CHAIRMAN BROWN:  If none -- 8 

MALE PARTICIPANT:  I have one. 9 

CHAIRMAN BROWN:  Is there anybody on 10 

the line right now?  If somebody's on the line, the 11 

open public line, would you just please say hello 12 

or whatever, to let us know that you're there? 13 

MR. LEWIS:  Marvin Lewis.  I've changed 14 

my mind.  May I make a statement please? 15 

CHAIRMAN BROWN:  Most assuredly.  Go 16 

ahead. 17 

MR. LEWIS:  I'm very pleased at this 18 

here -- at this subcommittee meeting, in that I've 19 

heard great discussion of the single failure 20 

criterion, which is right but welcome.  Thank you. 21 

CHAIRMAN BROWN:  Thank you, Marvin.  Is 22 

there anyone else on the line that would like to 23 

make a comment, a public comment? 24 

(No response.) 25 



 152 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 (202) 234-4433 

 

CHAIRMAN BROWN:  Hearing no response, 1 

we will close the line.  I'd like to go around the 2 

table right now and see what we have.  I'll start 3 

with Joy.  Do you have any other additional 4 

comments? 5 

MEMBER REMPE:  I appreciated the 6 

discussion today, and I was interested again to see 7 

the comments about  -- I'm glad to see you're 8 

developing this guideline.  But many of the 9 

comments I heard today about relying on the PRA 10 

when the PRA may not adequate model certain aspects 11 

are similar to the comments I believe the staff 12 

gave at a public meeting last month. 13 

And so I hope -- it was NEI with the 14 

same chiller example about -- in their table top 15 

discussions.  So I'd be interested in seeing how 16 

you address those comments. 17 

CHAIRMAN BROWN:  Jose. 18 

MEMBER MARCH-LEUBA:  No comments. 19 

CHAIRMAN BROWN:  Thank you.  John. 20 

MEMBER STETKAR:  Nothing more, other 21 

than I really hope that you continue to pursue 22 

this. 23 

CHAIRMAN BROWN:  Dennis. 24 

MEMBER BLEY:  Thank you.  Yeah, I have 25 
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a couple of comments.  One slightly negative one.  1 

I'm really put off a bit by the continued 2 

repetition that common cause failure is not a major 3 

contributor to nuclear plant events or it wouldn't 4 

be.  I mean it's not very likely and we haven't had 5 

great experience yet.  We're worried about things 6 

that we probably wouldn't have seen yet and 7 

probably won't see in the next ten years.  But we 8 

want to be protected. 9 

That said, I think what you're doing is 10 

a great step forward.  It's the most coherent thing 11 

I've seen so far looking in this area, and I 12 

appreciate it a great deal.  Your examples are not 13 

trivial.  You've given them a lot of thought.  I 14 

hope you pay some attention to what we've said 15 

about them.  There are places they could be made 16 

much more useful with very minor improvements in 17 

them. 18 

But all in all, I appreciate where 19 

you've headed and I really appreciate this 20 

briefing.  Thank you. 21 

CHAIRMAN BROWN:  Thank you.  Sorry 22 

Dana.  Excuse me, Dana.  23 

MEMBER POWERS:  Well I have no real 24 

substantive comments.  I definitely learned 25 
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something from this, and I thank you for inviting 1 

me to attend, and that's about all I can 2 

contribute.  I very much appreciated the discussion 3 

on the thinking that was behind all of this and 4 

strategy.  That was very helpful to me. 5 

CHAIRMAN BROWN:  Okay, Matthew. 6 

MEMBER SUNSERI:  I appreciate the 7 

comments that were made today.  I thought the 8 

interaction between the presenters and the 9 

committee members was very constructive.  So thank 10 

you.  No other comments. 11 

CHAIRMAN BROWN:  Myron, anything 12 

additional? 13 

MR. HECHT:  No additional comments, no. 14 

CHAIRMAN BROWN:  Okay, thank you.  All 15 

right.  I just -- I want to reiterate --  16 

MALE PARTICIPANT:  Microphone. 17 

CHAIRMAN BROWN:  Oh, thank you very 18 

much again.  I thought it was on.  I turned it off 19 

to not interfere with Dennis.  I would just like to 20 

emphasize a little bit more in terms of leading 21 

into a discussion like that.  I like the paper, 22 

okay.  I'm similar to the other folks.  I thought 23 

it was put together.  I thought the examples were 24 

pretty decent and I got a lot out of the discussion 25 
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today. 1 

I would have -- if you decide to do 2 

anything at all, I think it would be useful to 3 

provide more architecture emphasis at the very 4 

beginning in terms of an introduction and how 5 

systems should be laid out, and what are the 6 

fundamentals within which you should operate, which 7 

we've reiterated a number of times, and then use 8 

that to branch into how do we provide -- how do we 9 

use that architecture then to assess these various 10 

circumstances that we might run into and how the 11 

architecture may help prevent it. 12 

I'm a big believer if you haven't 13 

figured that out by now in prevention, as opposed 14 

to stumbling through trying to figure out every 15 

little jet and toddle that can go wrong, because 16 

you can spend tons of money to do that and some 17 

preventive measures can go down two or three, four 18 

layers, and make it a lot simpler to get designs 19 

and systems through the regulatory process if you 20 

have a crisp architecture. 21 

So other than that, I have nothing 22 

else.  I do appreciate the time you all took and 23 

thank you very much for coming in and present this 24 

to us.  So with that, the meeting is adjourned. 25 
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(Whereupon, the above-entitled matter 1 

went off the record at 12:01 p.m.)   2 
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Purpose of this Visit – Update on Completed EPRI Project
Assessing and Managing Digital Failure/Misbehavior 

Susceptibilities, Including Common-Cause Failure (CCF)

 Presented preliminary results to ACRS in November 2014 and July 2015 

(Techniques for Failure Prevention and Mitigation)

 Current work draws from several existing EPRI guides on design practices, 

hazard analysis, modeling digital in PRA, etc.

 Develop assurance of sufficient protection against failure/misbehavior

 Heavy emphasis on CCF from multiple sources (not just software CCF)

 Increased specificity and detail of recommended practices

 Added a graded approach based on potential impact of mod on safety
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Contents

 Preview of main points and conclusions

 Overview of new guideline

 Guideline approach - key concepts

 Technical basis – ties to operating experience data on common-cause failure

 Examples of CCF susceptibility and coping analyses

 Safety significance impact based graded approach

 Conclusions
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Preview Main Points/Conclusions

 Current EPRI guide:  holistic approach to assess protection against the effects of 

failure/CCF, including:

– Managing risk by considering both likelihood and consequences of failures

– Recommended defensive design and development measures to reduce the 

likelihood of failure/misbehaviors and limit their effects 

– Coping analysis approaches to assess the adequacy of mitigative measures based 

on failure effects at the plant level

– A graded approach to help tailor protective measure needs commensurate with 

impact of the digital upgrade on safety

 Could help owner/operators and regulators reach common understanding on a practical 

approach for assuring adequate protection against digital system failures/misbehaviors
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Overview of New Guideline:
Methods for Assuring Safety and Dependability when Applying Digital 

Instrumentation and Control Systems (AKA: The CCF Guide)

 Technical guidance to help utility engineers, equipment suppliers and system 
integrators: 

– determine whether there is sufficient (from engineering perspective) protection 
against potential digital I&C vulnerabilities 

– address a full range of potential failure and common-cause failure (CCF) contexts 
for both safety and non-safety systems

 Toolbox of recommended engineering practices

– Not prescriptive, not a standard

– Does not presuppose conclusions

– User applies the guidance and draws conclusions

 Independent of regulatory framework, but expected to support 10 CFR 50.59 
determinations in U.S.
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CCF Guide Approach - Key Concepts

I&C Failure Source Categories

1. Random hardware failures

2. Environmental disturbances

3. Design defects

4. Operations and maintenance

errorsCommon cause failure (CCF) - Definition

 Multiple failures/misbehaviors/malfunctions of systems, structures or components (SSC) 

 Over a time interval during which correction is not plausible

 Occur as a consequence of a single source (event or cause) 

Various CCF contexts addressed – not just software CCF

 Redundant divisions / systems with identical equipment/software

 Multiple functions in a single controller

 Shared resources, e.g., power supply, communications network 

I&C failures and SSC malfunctions 

 I&C failures (and misbehaviors) can cause controlled 

components or plant systems (SSCs) to malfunction

 SSC malfunctions can affect plant safety
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Key Concepts, cont’d 

Focus is on Managing Risk

(not licensing)

• Manage risk with preventive, 

limiting and mitigating measures 

(Defensive Measures)

• Coping analysis shows failure 

effects

• Want assurance of sufficient 

protection against CCF effects 
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Basic approach to establish  

assurance of sufficient protection:

– Credit P and L measures in 

susceptibility analysis

– For software:
 Process measures eliminate defects

 Design measures manage triggers

– Augment as appropriate with 

coping analysis, crediting M

measures

– Appropriate balance is application-

specific – should reflect safety, 

economic significance

– Engineering judgment needed

Key Concepts, cont’d 
Want Appropriate Balance of Preventive, Limiting and Mitigative Measures



9
© 2016 Electric Power Research Institute, Inc. All rights reserved.

Key Concepts, cont’d

Coping Analysis

Coping analysis determines if the consequences of I&C failures are acceptable at the 

plant or system level

Various forms possible:

 New transient thermal-hydraulic (T-H) analysis

 Preexisting design, safety or risk analysis (including T-H analysis for PRA)

 Conservative or best-estimate 

 Simple comparison of the postulated event to a similar or bounding event for which 

the consequences have already been analyzed and are well understood
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Key Concepts, cont’d - Likelihood of CCF

CCF likelihood ranges – Qualitative assessment based on implemented preventive and 

limiting measures – Used to determine recommended coping analysis methods 

Level 0 – Baseline – minimal documented defensive measures

• CCF likelihood considered comparable to that of failures in conservative safety analysis

• Assurance of sufficient protection based primarily on conservative coping analysis

Level  1 – Estimated CCF likelihood significantly less than Level 0 due to some defensive 

measures

• Recognizes that an I&C system can be better than Level 0, even if it falls short of Level 2

• Assurance of sufficient protection based on a combination of a limited set of preventive 

measures and best-estimate (or pre-existing conservative) coping analysis

Level 2 – CCF likelihood considered less than Level 1 due to extensive defensive measures

• Expected CCF likelihood ≤ that of failures considered too unlikely for plant safety analysis 

report (e.g., multiple random hardware failures)

• Assurance of sufficient protection based primarily on crediting preventive measures, 

supported as appropriate by some form of best-estimate coping analysis 
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Causes of Non-1E
CCF Events from 
EPRI 1016731

Technical Basis cont’d:

CCF Operating 
Experience

• ~20 years of U.S. OE

• Similar results from 

Republic of Korea 

(EPRI 1022986)

Non-software 

issues dominate 

potential/actual 

non-1E CCF data
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Technical Basis, cont’d

 In the OE, the CCFs causes were dominated by non-software problems - hardware failures and 

human performance errors (e.g., incorrect setpoints)

 The digital systems routinely did better in regard to failures caused by design defects (e.g., 

software bugs) than other sources of CCF

 CCF caused by software defect needs both a defect and a trigger - OE had cases where 

software defects occurred in multiple redundancies, but concurrent triggers (and CCF) were 

highly unlikely

 We presume:

– The digital systems did well because of some combination of good development process 

and design measures

– Various combinations of process and design measures have been successful

– Each designer uses the methods and design measures they think are most important
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Technical Basis, cont’d

 However:  We don’t know specifics of the process and design measures of the 

digital systems in the OE events

 But:  We have learned a lot about good process and design measures over the 

last many years

 So:  Our project team experts formulated sets of recommended preventive (P) 

measures intended to assure a low likelihood of CCF with high confidence.  

 Our experts also formulated sets of limiting (L) measures intended to reduce the 

effects of a CCF.

– Uncertainty allows room for engineering judgment and application-specific 

arguments that other measures provide sufficient protection   
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Examples of CCF Susceptibility and Coping Analyses

Two Basic Approaches

1. Perform susceptibility analysis by assessing digital system 

against recommended Ps and Ls

• Qualitatively determine CCF likelihood & select coping analysis 

approach 

• Make application-specific adjustments (with justification)

2. Graded approach

• Assess safety significance impact of the I&C modification

• Use results to refine number and characteristics of Ps, Ls and 

mitigation
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1) CCF Susceptibility Analysis Using Ps and Ls

 Assess CCF likelihood based on implemented defensive measures (per Appendix A 

from EPRI 3002005326).  In total, 26 “sources” of CCF are evaluated in four categories: 

 Failure in the I&C (power supply, sensor, controller, etc.)

 Environmental disturbance on the I&C (heat, seismic, EMI, fire, etc.)

 Design defect in the I&C (platform hardware/OS, application software/ 

configuration, data communications, etc.)

 Human error

 Preventive measures in the I&C reduce the likelihood of CCF of controlled SSCs 

caused by an I&C failure (there is no guarantee of 100% prevention)

 In the absence of a preventive measure, use a Limiting measure reduce the number of 

controlled SSCs, force a preferred malfunction, or a combination of both

16
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Sample Preventive Measure - Measures Intended to Reduce the Likelihood of a 

CCF caused by a Defect in the Operating System to Level 2 (from Table A-33)

P1: Minimize potential for concurrent activating conditions, demonstrate an activated defect 

is self-announcing, and reduce defect potential through documented software quality.

 This measure is only applicable to a Type 2 (see figures below) design because it takes advantage of the 

requirement for concurrent activating conditions among separate controllers or control segments before a 

CCF can occur. Projects that are composed of different application logic among control segments are more 

likely to meet this preventive measure.  Note that the specific measures a) through j) provide one or more of 

the following defenses against CCF:

– help reduce the likelihood of a defect

– provide assurance that that a defect is not activated concurrently among multiple controllers

– provide assurance that that an operating system defect that is activated in one controller or control 

segment is detected and corrected before it is activated in additional controllers

CCF (Type 2 Design)

CPE 1 CPE 2

Trigger

Same Defect

CCF (Type 1 Design)

CPE 1 CPE 2

Trigger

Single 
Defect

CCF (Type 2 Design)

CPE 1 CPE 2

Trigger

Same Defect

Trigger
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Sample Limiting Measure - Measures for Limiting a CCF Caused by a Design 

Defect in the Operating System (paraphrased from Table A-34)

L1: Reduce likelihood of defects through documented software quality and simple OS, provide 

assurance that an activated defect forces controller(s) to a predictable shutdown state.   

This measure is applicable to a Type 1 Design or a Type 2 Design with: a) insufficient controller differences; or b) 

an activated defect is not detectable (in either case, triggering of a defect in multiple controllers cannot be 

prevented.) See Section A.3.6 for guidance on coping with a CCF caused by an operating system defect.

a) Single task operating system so plant transients cannot trigger design defects in the OS

b) Static memory allocation.

c) Execution of all function blocks applicable to the application in a cyclical non-varying manner

d) Function processing completely independent and asynchronous of I/O processing and digital data 

communication processing

e) Watchdog timers to detect scan overrun and underrun conditions, with forced shutdown on timeout

f) Buffer overflow detection with forced shutdown

g) Exception handlers for situations such as out of range inputs, divide by zero, ….

h) Provide a high quality software development process
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Chiller Controls Example: Overview

 The main control room (MCR) envelope can be supplied 

with a combination of outside air and return air

 Controls for the air handling units (AHU), recirculation fans 

& filters, and dampers are independent from chiller controls

 MCR has independent indications of room temperature 

and return air temperature 

 Each chiller has a digital controller that provides:

– Control of a variable speed drive on a centrifugal compressor

– Control of chiller auxiliaries (e.g., oil pump, water pumps, etc.)

– Monitoring and local display of controller inputs and outputs

– Menu display for changing chiller operating modes

– Menu display for changing chiller parameter values

– Dry contact output for a chiller trouble alarm

– Data communications (Ethernet and Serial) for remote 

indication and control (not used)

Typical for Each Chiller

Main Control Room Envelope

AHU A

AHU B

Supply 
Air

Return 
Air

Outside 
Air

Recirc 
Fan/Filter

A

Recirc 
Fan/Filter

B

Chiller A Chiller B

Heat Sink 
A

Heat Sink 
B

Inputs
from Chiller 

Sensors
Evaporator

Condenser

Compressor

Chilled Water

Cooling Water

Outputs 
to Chiller 
Actuators

Chiller Controller

Trouble 
Alarm 

Contact

Ethernet
(not used)

Serial
(not used)

Local 
Temp. 

Indicator
TE

TE

Return 
Air Temp. 
Indicator

Chilled 
Water 
Temp.

Chiller 
Trouble

TE
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Chiller Controls Example: Overview, cont’d

Digital controllers provided with:

 A real-time operating system that supports 

multi-tasking and interrupts  

 A watchdog timer that will shut it down in the 

event of a scan overrun

 Identical configurations in each division, 

qualified and commercial grade dedicated 

(CGD) by a third party 

 An operating history that shows an 

accumulated total of over 5000 unit-years 

spread over 10 years, using the same 

hardware and OS versions in continuous 

operation, with no software errors

Inputs
from Chiller 

Sensors

Outputs 
to Chiller 
Actuators

Chiller Controller

Trouble 
Alarm 

Contact

Ethernet
(not used)

Serial
(not used)

Chilled 
Water 
Temp.
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Chiller Example: CCF Susceptibility Analysis

 CCF caused by a random hardware failure in a shared I&C resource

– There are no shared I&C resources between chiller divisions, so a CCF of both 

chillers due to a random hardware failure is considered “Level 2” (no more 

likely than other CCFs not considered in the conservative safety analysis)

 CCF caused by an environmental disturbance

– The chiller design meets all P measures for environmental disturbances, such 

that the equipment is qualified to its design basis environment, with adequate 

separation for other environment disturbances (e.g., fire). Therefore, a CCF of 

both chillers due to an environmental disturbance is also deemed “Level 2.” 
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Chiller Example: CCF Susceptibility Analysis, cont’d

 CCF caused by an activated design defect in the operating system (OS)

– None of the P measures for an operating system defect are fully met, so the CCF is not 

considered “Level 2”

– However, the commercial grade dedication of the chiller controls provides evidence that 

the operating system quality is equivalent to that of a device produced by a nuclear quality 

program

– A chiller failure activated by a triggering condition on one controller in one division does not 

trigger a failure of the chiller in the other division, because they are physically and 

electrically independent.

– Therefore, a CCF of both chillers due to an activated design defect in the OS is considered 

less likely than other CCFs considered in the conservative safety analysis (Level 1)

 CCF caused by a human error

– The P measures for a CCF caused by a human error are fully met.  Therefore, a CCF of 

both chillers, caused by a human error, is deemed no more likely than other CCFs not 

considered in the conservative safety analysis (Level 2)
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Chiller Example: CCF Coping Analysis (1/4)

• A CCF of both chillers can result in: 

• Maximum cooling by both chillers

• No cooling at all by either chiller 

• CCF is  deemed less likely than other 

CCFs considered in the conservative 

safety analysis (Level 1)

• Therefore, both scenarios are 

analyzed using best estimate 

methods
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Chiller Example: CCF Coping Analysis (2/4)

 Coping analysis for a Level 1 CCF source employs best estimate methods

– Nominal conditions at the beginning of the transient or accident (e.g., no 

conservatisms with respect to initial power levels, primary coolant conditions, 

decay heat levels, etc.)

– Credit for non-safety related mitigating systems and operator actions

– Acceptance criteria similar to those used for PRA applications, e.g.,

 Coolable core geometry

 Maintenance of containment integrity (i.e., containment isolated with 

environmental conditions less than ultimate capacity)
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Chiller Example: CCF Coping Analysis (3/4)

 The “fail-on” heat removal case has no adverse impact on MCR equipment and 
personnel beyond creating uncomfortably cool conditions. Heaters control humidity 
within limits, and their controls are independent of the chiller controls.

 The “fail-off” heat removal case should consider eventual overheating of MCR 
equipment. Operators will detect overheating by feel or surveillance of room 
temperature or return air temperature indications.

 Existing calculations show that 2 hours is enough time to begin safe shutdown in the 
event of a total loss of MCR HVAC

 Only the chillers are affected by a CCF caused by controller failure. Air handling units 
and dampers remain available for supplying outdoor air, and doors can be opened to 
exhaust hot air. MCR is kept near the seasonal outdoor temperature (best estimate).

 Operators can open safe shutdown equipment cabinet doors to reduce the local 
temperature rise caused by self-heating. Equipment required for safe shutdown is not 
expected to reach its specified temperature limits (best estimate).
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Chiller Example: CCF Coping Analysis (4/4)

 No mitigating systems are affected by the loss of control room HVAC

 Control room HVAC is not a mitigating system

 Radionuclide concentrations outside containment would be minimal, as many 

more failures beyond the control room HVAC would have to occur for there to be 

significant fuel damage (best-estimate)

 With adequate core cooling available, little or no fuel damage is expected. 

Reactor vessel integrity is likely to be maintained and containment systems 

remain operable (best-estimate)

Therefore, the plant can cope with a loss of control room HVAC 

during postulated AOOs or PAs (best-estimate). Since there is no 

adverse impact to any systems credited for AOO/PA mitigation, this 

CCF is bounded by the events analyzed in the safety analysis.
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Graded Approach Based on Safety-Significance Impact - Overview

 Focuses effort on the impact the digital upgrade has on safety in three ways

– Context: Examines the I&C in terms of changes to the SSCs that are controlled or 

their malfunctions

– Likelihood: Examines the I&C in terms of changes to the potential for malfunctions of 

the controlled SSCs 

– Consequences: Examines changes to the effects of I&C failures at the plant level or, 

if likelihood has increased, reconsiders the acceptability of the existing consequences.

 Enables user to tailor the rigor of the preventive, limiting and mitigative measures 

commensurate with impact of the plant mod on safety

 In guideline flow chart all paths end at:

– Little or no safety significant impact or…

– Refine the design
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Safety-Significance-Impact-Based Graded Approach – Overview 

 Little or no safety significant impact means either safety is improved by the 

I&C mod, or any increases in likelihood or consequences of failures are minimal

 Refine the design means that design is a candidate for modification to reduce 

the potential for CCF or misbehavior of the controlled SSCs for safety or licensing 

reasons

 Considering the impact of the modification on safety may affect:

– Level of protection needed from P and L measures

– Level of protection needed from mitigation

– Overall protection acceptance criteria

The EPRI guide makes no claim that the graded approach is risk-informed. 

The approach takes advantage of risk-insights, while focusing on the 

impact of the change on plant safety.
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 Top row

– Limited effects on controlled SSCs/malfunctions

– Coping analysis review recommended if significant 

increase in likelihood of failure

 Middle row

– Change in controlled SSCs and/or malfunctions limited 

to a single plant system 

– Full complement of Ps & Ls may not be needed

– Consequences changed, so review or revision of coping 

analysis may be in order

 Bottom row

– Change in controlled SSCs and/or malfunctions extents 

across multiple redundant plant systems

– Potential CCF consequences may increase significantly 

– Robust set of Ps, Ls, and coping analysis recommended

Graded Approach, cont’d   

Consider Safety Analysis and the PRA
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 Top row

– Limited effects on controlled SSCs/malfunctions

– Coping analysis review recommended if significant 

increase in likelihood of failure

 Middle row

– Change in controlled SSCs and/or malfunctions limited 

to a single plant system 

– Full complement of Ps & Ls may not be needed

– Consequences changed, so review or revision of coping 

analysis may be in order

 Bottom row

– Change in controlled SSCs and/or malfunctions extents 

across multiple redundant plant systems

– Potential CCF consequences may increase significantly 

– Robust set of Ps, Ls, and coping analysis recommended

Chiller Controls Example 

Using Graded Approach 
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Graded 

Approach   

Chiller Controls 

Example, cont’d

The bottom line: 

For this mod, a full 

complement of P 

and L measures 

may not be 

important from a 

safety impact 

perspective
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Graded Approach

Multi-segmented 

DCS Example
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Graded Approach

Multi-segmented DCS Example, cont’d

 Top row

– Potential CCF effects same as for old I&C 

– Coping analysis review recommended if significant 

increase in likelihood of failure

 Middle row

– Change in controlled SSCs and/or malfunctions limited 

to a single plant system 

– Full complement of Ps & Ls may not be needed

– Consequences changed, so review or revision of coping 

analysis may be in order

 Bottom row

– Change in controlled SSCs and/or malfunctions extents 

across multiple redundant plant systems

– Potential CCF consequences may increase significantly 

– Robust set of Ps, Ls, and coping analysis recommended
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Graded Approach

Multi-segmented DCS Example, cont’d
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Graded Approach   

Multi-segmented 

DCS Example, cont’d

(modified design)
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Graded Approach

Multi-segmented DCS Example, cont’d
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The bottom line:

• It is likely that a coping analysis would show 

the consequences to be acceptable

• But a new event would be needed in the safety 

analysis (simultaneous steam demand and 

feedwater malfunctions)

• Preferred approach was further segmentation 

of the I&C to protect against CCF 

Graded Approach

Multi-segmented DCS Example, cont’d
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Summary of Conclusions

 Digital CCF has not been a prevalent contributor to nuclear plant operating 

experience events

 Much progress in recent years – defensive measures, standards, risk insights, 

hazard analysis, etc.

 Current EPRI guideline describes a holistic approach to manage risks associated 

with failure/misbehavior – considers: likelihood and consequences of failures, 

defensive measures, coping analysis, grading based on safety significance 

impact

 New guideline could help owner/operators and regulators reach common 

understanding on a practical approach for assuring adequate protection against 

digital system failures/misbehaviors
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