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I NT ROD UCTI ON 



This appendix of the report on safeguards at NUMEC/APOLLO in 
the mid-1960's discusses the physical protection program for 
the NUMEC Uranium Plant. Section 1 of this report provides 
a brief sununary of the security requirements imposed upon 
NUMEC under the terms of its contracts involving AEC furnished 
special nuclear material. Sections 2 through 10 of the 
appendix present a reconstruction of the physical protection 
program implemented at the NUMEC Uranium Plant in the spring 
of 1964. To assist the reader in comparing this program with 
current requirements, a parallel discussion of the physical 
protection measures implemented at the Babcock and Wilcox 
Uranium Plant during 1977 (Ref. 1) is also presented 
in those sections. 

In reconstructing the NUMEC physical protection program, 
documents dating from as early· as 1961 to as late as 1973 

Introduction 

were used as primary sources.· While great care was taken in 
interpreting these documents, certain assumptions were required 
to reconstruct the physical protection program. These included­
assumpti ons that significant changes in the program would be 
documented in inspec~ion reports and surveys, that procedures 
to which NUMEC conmftted itself in correspondence with the 
AEC were, in fact, followed (unless the survey or inspection 
reports stated otherwise), -and that a 11 existing relevant 
documents were made available for this review. The recon­
struction of the physical protection program presented is 
only as accurate as these assumptions. It was particularly 

-2-

difficult to document the absence of specific procedures or 
physical protection measures. This was usually accomplished 
by deduction from one or more of the following: 

(1) a survey or inspection report dated after 1964 recom­
mended that the specific procedure or physical protection 
measure be implemented; (2) documentation of procedures or 
measures which are consistent with the existence of the 
specified procedure or physical protection measure; (3) 
documentation of procedures or measures which would be 
unnecessary given the existence of the specific procedure 
or measure; (4) documentation indicating that the plant 
layout or security post locations and manning would preclude 
effective use of the specific p~ocedure or measure; ·or 
(5) absence of any reference in the documents. In most 
cases in which physical protection procedures or measures 
were stated to be absent, more than one of these types 
of evidence was relied upon. In no case was criterion (5) 
the sole reason for concluding that a specific physical 
protection measure was absent. Nevertheless, such state­
ments are somewhat conjectural. 

While the discussion of the 1977 physical protection 
measures can serve as a useful guide to current physical 
protection requirements, it should be noted that the 
safeguards comprehensive ,evaluation conducted at the 
B&W Apollo facility during the fall of 1977 reco11UTiended 

' .. 
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that safeguards in place at that time be strengthened. 
(A report detailing the deficiencies found (Ref. 2) 
was transmitted to Congressman Udall.) Because the 
B&W high-enriched uranium production activities were 
terminated before the recommendations of the safe­
guards comprehensive evaluation could be implemented. 
the discussion of the current (1977) plzysical protec­
tion measures does not fully reflect current 1979 NRC 
requirements. 

Introduction 

Nevertheless. it was felt that the changes in the 1977 physical 
protection measures required to implement the recommendations 
of the safeguards corrprehensive evaluation were sufficiently 
minor. in comparison to the change in the physical protection 
program between 1964 and 1977; that the physical protection 
measures could still serve as a useful guide to current 
plzysical protection requirements. 

-3-
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SECTION 1 - SECURITY REQUIREMENTS 



1.0 Security Requirements 

This section of the report describes the security 
requirements under which the NUMEC Uranium Plant operated 
in the spring of 1964. Although the AEC regulations in 
effect at this time did not impose physical security 
requirements, the material which NUMEC received under AEC 
contract was subject to the security requirements for 
strategically important special nuclear materials contained 

·in the AEC Manual Chapter 2401 (AECM 2401). Since-the NUMEC 
Uranium Plant operations involved classified documents and 
materials, it was subject to certain other sections of AECM 
2401. On October 1, 1964, the AEC revised its instructions 
to eliminate the application of the security requirements on 
licensees possessing unclassified strategically important 
special. nuclear material under contracts or subcontracts 
when they were financially responsible for losses (Ref. 3). 
However, a special inspection of NUMEC conducted in 1966 
indicated that the NUMEC uranium plant security still met 
all the requirements of AECM 2401 for unclassified strate­
gically important special nuclear material (Ref. 14). 

Although AECM 2401 set security standards, AEC Operations 
Office Managers were responsible for interpreting the manual 
and were empowered to exempt facilities from specific require­
ments (Ref. 4). Therefore, there may have been some differ­
ences between the precise security standards applied to the 
NUMEC Plant and those presented in this section of the report 
which is based strictly upon the requirements of the AECM 2401, 
which applied to facilities with NUMEC's level of security 
interests. 

-5-

1.1 Security Requirements for Strategically Important 
Special Nuclear Material 

Special Nuclear Material (SNM) was grouped into three cate­
gories for the purpose of determining the level of physical 
protection required (Ref. 5). The security category of the 
SNM was determined by the form of the material and the quantity 
contained of Uranium-235, Uranium-233, or plutonium. Three 
different forms of material were defined, based upon their 
accessibility for use as nuclear explosives. These forms 
were defined as follow (Ref. 5): 

Accessible Form - Material is considered to be in acces­
sible form when ft is reaqy for irrmediate use as nuclear 
explosives or can be prepared for such use by comparatively 
simple metallurgical, chemical, or mechanical processf ng 
steps. Examples are: plutonium·and Uranium-233 as unalloyed 
metal, and enriched (U-235/U ratio 20% or more by weight) 
uranium as unalloyed metal, uranium tetrafluoride or 
uranium hydride. 

Workable Form - Material is considered to be in workable 
form when it is capable of being used as nuclear explosives 
after a series of difficult metallurgical, chemical, or mech­
anical processing steps. Examples are: alloys and pure com­
pounds of plutonium, uranium-233, and enriched (U-235/U ratio 
20% or more by weight) uranium, except uranium tetrafluoride 
and uranium hydride, and unirradiated fuel elements. 



Inaccessible Fann - Material is considered to be in 
inaccessible form when the radiation field therefrom is 
in excess of SR per hour at a distance of one mi!ter, when 
the U-235/U ratio of enriched uranium is less than 20% by 
weight, or when the total Pu, U-233 and U-235 constitutes 
less than 5% by weight of a gross mixture from which it is 
not separable by mechanical means, or lll!st go through very 
complex metallurgical, chemical, or mechanical processing 
steps, requiring utilization of considerable plant and 
equipment, for use as nuclear explosives. Examples are: 
irradiated material, impure metal or compounds, mixtures 
and residues including combustible wastes, sludges, 
slurries and contaminated solutions. _ 

Special nuclear material was assigned to security groups 
in accordance with its form, material type, and quantity 
as shown in Table A-1. The minimum pnysical protection 
requirements for each security group are shown in Table 
A-2 (Ref. 5). 

,-
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T~ble A-1 

ASSIGNMENTS Of SNM TO SECURITY GROUPS 

MATERIAL TYPE(l) SECURITY GROUP 1 SECURITY GROUP 2 SECURITY GROUP 3 SECURITY EXEMPT(2) 

Plutonium or Over l kg - ~ccessible 
~~~~-

200 gm to l kg - acc~ssfble I Under 200 gm - accessible 

Uranium - 233 Over 30 kg - workable 5 kg to 30 kg - workable Under 5 kg - workable 

Over 80% enriched Over 5 kg U-235 - accessible 1 kg to 5 kg U-235 - accessible Under l kg U-235 - accessible 

Uranium Over 75 kg U-235 - workable 15 kg to 75 kg U-235 - workable Under 15 kg U-235 - workable 

50% to 80% enriched Over 15 kg U-235 - accessible 5 kg to 15 kg U-235 - accessible Under 5 kg U-235 - accessible 

Uranium Over 250 kg U-235 - workable 30 kg to 250 kg U-235 - workable Under 30 kg U-235 - workable 

20% to 50% enriched Over 15 kg U-235 - accessible 15 kg U-235 or less - accessible 

Uranium Over 50 kg U-235 - workable 50 Kg U-235 or less - workable 

-

1) Unclassified materials - classified materials were protected in accordance with their classification level or security group~ whfchever was more 

stringent. 

2) Material of all types in inaccessible form also falls into this group. 



MINIMUM PHYSICAL PROTECTlON REQUIREMENTS FOR SECURITY GROUPS 

SITUATION SECURITY GROUP l SECURITY GROUP 2 SECURITY GROUP 3 

Continuous anned guard I Key locked repositories under Combination locked repositories, 
control; or combination locked automatic alarm protection securely locked building, or open 
repositories, or apparatus or in security areas subject storage in securely locked and 
or equipment.offering equivalent to hourly guard patrol, or in separated fenced areas. 

In StorageCl} 
protection, located in areas securely locked buildings located 
under hourly anned guard in guarded security areas or 
patrol or automatic alarm subject to alann protection or · 
protection. periodic guard patrol, or in 

open storage in securely locked 
and separately fenced security 
areas subject to periodic 
guard patrol. 

Within a limited security Within an area to which access Under the control of a 
area, under conditions assuring is pennitted only to authorized designated custodian in an 

In Use (2) 
that unauthorized persons persons and materials are so , area or location where a 
could not remove, undetected controlled as to safe~ard custodian or supervisor can 
a strategic quantity (Security strategic quantities Security safeguard the material from 
Group 3 or greater) from Group 3 or greater) fr~m thef~ or diversion. 
the area. theft or diversion. 

In Transit(3) 
In oustody of an armed Registered mail, railway or Certified mail, railway express 
escort. . air express Armed Surveillance Recorded Tally Service, railway 

Service, sealed van service or air express Protective Signature , with L cleared vehicle operators service, air lines "Signature Service," 
or in custody of escort. · sealed freight car or van service, 

or in custody of escort. 



(1) Guards must have "L" clearance. 

Table A-2 
(continued) 

(2) Custodians and accountability representatives must have "L" clearances. 

(3) Escorts must have "L" clearances. 



1.2 ·Security Requirements for The NUMEC Uranium 
Plant Classified Interests 

NUMEC was required to illlllement the following· 
security measures to ensure protection of. AEC 
classified security interests (Ref. 4). 

1.2.1 Physical Barriers 

Since the NUMEC Uranium Plant was a security 
area, it was required to be surrounded by physf cal 
barriers meeting the following .mininrum standards 
(Ref. 4): 

a. Permanent fences utilized fa~ the pro­
tection of security areas shall be of No. 11 
gauge or heavier wire mesh so woven or. tied 
that openings cannot be easily expanded and 
do not readily provide foothold for scaling; 
shall be topped by 3 strands of barbed wire 
on brackets angled outward, where possible, 
and shall extend to within 2 inches of firm 
ground or below the surface if the soil is un­
stable and subject to erosion by wind or water. 
Overall height shall be no less than 8 feet. 
Fences shall be mounted on metal posts of 
appropriate height set in concrete with ad­
ditional bracing as necessary at corners 
and gate openings. Posts, bracings, and 
other structural members ·shall- be inside 
the area and gate hardware so affixed as 
to make removal extremely difficult. 
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b. Temporary fences utilized for protection of 
security areas shall be of any height or ma­
terial which will effectively impede access to 

·the area for the period of restriction. 

c. Pennanent security fencing shall. where property 
lines. location of buildings and other structures 
permit, be located not less than 50 feet or more 
than 150 feet from the building or object of pro­
tection and be so arranged that there is, if 
practicable, at least 20 feet of clearance between 
it and structures, parking areas or other objects 
outside the area which might afford concealment of 
potential intruders. 

d. Walls, floors, and roofs serving as physical 
barriers shall be of such construction that, as 
a minimum. they will afford protection equivalent 
to fencing specified in "a" above. 

e. Unattended openings in barriers (doors, gates, 
ducts, tunnels, sewers. culverts. windows) more 
than 96 square inches in area and over 6 inches 
in smallest dimension shall be alarmed or equip­
ped with bars, mesh, or grille work, locked if 



necessary. which will provide protection compar­
able to that afforded by the barrier itself 
when located less than: 

1. 18 feet above uncontrolled ground, roofs. 
or ledges; 

2. 14 feet diagonally or directly opposite 
windows. fire escapes. roofs or other 
openings in uncontrolled buildings; 

3. 6 feet from uncontrolled openings in the 
same barrier which are accessible from 
open areas. 

1.2.2 Personnel 1aentification 

Since the NUMEC Uranium P·lant was a security area. 
the NUMEC security program was required to include 
a personnel identification system meeting the 
following standards (Ref. 4). 

1.2.2.1 Utilization \ 

Identification badges shall be conspicuously 
worn by all individuals (both employees and 
visitors) within security areas. 

-8-

1.2.2.2 Types of Badges or Passes 

a. Permanent Employees 

1. Identification devices for permanent employ­
ees shall contain the name and clear photo­
graph of the employee. The dimensions of 
the photograph,· exclusive of the name. shall 
not be less than 1-1/211 long by 1-1/4 11 wide, 
and the facial image shall be as large as 
practicable within these limits. If color 
photographs are used, care lll.ISt be taken to 
assure true coloring. 

2. Additional infonnation or data may be in­
cluded, such .as a serial number, the personal 
description and signature of the holder, the 
signature (or facsimile) of the official auth­
orizing issuance. and coding, when required, 
to indicate the areas of the facility and 
classification or categories of information 
to which the holder is authorized access. 
The specific clearance status of the holder 
may be shown only on badges which are not 
removed from the facility. It shall nor-
be shown by the letters 11 Q1 " 

11L1
11 "TS;'11S, 11 

or "C, 11 or the words "Top Secret," "Secret," 
or "Confidential" on passes or badges re­
moved from the facility but may be indica­
ted, if desired, by color or symbol coding. 



b. Visftors 

Identification devices for visitors shall bear, 
as a mfnfmum. the followfng data: 

1. For escorted visftors: a serfal number 
and indication, on the face of the 
device, that escort is required; 

2. For unescorted visitors: the name of 
the visitor. type of security clearance. 
physical area visitor is permitted to 
enter, and expiration date. Unescorted 
visitor badges not removed from the 
facility need show only a serial num­
ber and type of security clearance or 
areas to which visitor is pennitted 
access. 

c. Construction Workers and other employees 
whose work is so located or whose move­
ments are so controlled that they are 
not permitted access to Restricted Data 
or other classified matter may be is­
sued badges containing only the name 
of the employer or issuing authority 
and a number conspicuously displayed 
on the face thereof. 
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1.2.2.3 Specification for Manufacture and Procurement 
of Badges or Passes 

a. Badges or passes issued to permanent employees 
for access to security areas shall meet the 
following requirements: {Ref. 4) 

1. Printed inserts shall be placed between 
sheets of transparent plastic material in 
such a manner that under heat and pressure 
the plastic becomes securely bonded to­
gether and effectively resists alteratfon 
of the insert. 

2. Inserts shall be of paper, metal, or 
plastic and shall have intricate back­
ground designs which are difficult to 
produce by normal photocopying. 

3. The face of the insert or bonding materfal 
shall contain an ink or dye which is 
noticeably affected by such heat, erasures 
or solvent as would be necessary to relam­
inate or alter the pass or badge. {Other 
features such as fluorescent inks or dyes, 

'' magnetized matter, vinyl base inks, water­
marks {if paper), superfmposed cross-threads 
or wires, or other features aid in prevent­
ing alterations or forgery of the pass or 
badge.) 



4. Care shall be taken in the procurement of 
badge or pass inserts to assure adequate 
accountability of plates, inserts, scrap 
and spoilage. 

b. Badges issued to construction workers or other 
employees not requiring access to Restricted 
Data or other classified matter may be of 
plastic, metal, celluloid or other 

·substantial material. 

c. All badges shall be equipped with devices, such 
as pins or clips, or plastic badge holders is­
sued to facilitate wearjng the badge upon the 
person. 

1.2.2.4 Records shall be maintained of all badges or 
passes made, issued, lost, recovered or returned. 
Such records shall include date of issuance, perti­
nent identifying data, areas or degree of access 
authorized, and clearance status of the holder. 
Such data should be available to personnel con­
trolling access to security areas for ready 
verification of clearance status and operational 
approval as necessary (Ref. 4). 
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1.2.2.5 Recovery. Badges and passes shall be re­
covered from terminating employees. Badges and 
passes issued to visitors will be recovered at the 
discretion of the managers of operations (Ref. 4). 

1.2.2.6 Lost Badges or Passes. Provision shall be made 
for the replacement of lost badges or passes and notifi­
cation to appropriate personnel to prevent unauthorized 
use (Ref. 4). 

1.2.2.7 Reissuance. All badges and passes required for 
the subsection abov~ shall be replaced by a new issuance 
of distinctively different design with new photograph not 
less often than fi.ve years or when ·5% have been lost, 
whichever occurs first (Ref. 4). 

... 

.. 



1.2.2.a Admittance. Persons controlling 
admittance to security areas shall be re­
quired to determine, by examination of identi­
fication or·other media. that an individual 
has appropriate operational and security 
approvals to enter the area before permitting 
entry. Visitors possessing appropriate 
clearance may be admitted to security areas 
without escort; all other visitors shall be 
under appropriately cleared escort at all 
times while within a security area (Ref. 4). 

1.2.3 Protective Alarms 

1.2.3.l Use. Protective alarm systems may be 
used: (Rir. 4) 

a. As an aid to armed guards. 

b •. In lieu of anned guards. 

c. To pennit the use of less expensive 
storage equipment (e.g •• transfer cases. 
open shelves. key lock cabinets or other 
non-security containers) than would be 
required without alann protection. 

d. In lieu of physical security measures 
(such as securely locked doors, heavily 
constructed partitions. frequent patrol 
or continuous observation by guards. or 
similar measures) which are precluded by 
building layout, safety regulations, op­
erating requirements. cost. or other 
reasons. 
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1.2.3.2 Basic Requirements._ Following are minimum 
requirements for the installation and operation of 
automatic alarm systems ·at AEC facilities: (Ref. 4) 

a. When building. rooms. safes. or vaults requiring 
alann protection are so located that a visible 
or audible signal would be irrmediately detected 
by protective personnel or operating personnel 
specifically designated to take required action 
upon such detection. a local alann system may be 
utilized; otherwise. a central station alann sys­
tem shall be specified. 

b. All alarm equipment and circuits shall be tested 
daily to assure proper functioning and periodically 
to assure prompt response by protective personnel. 

c. Alarm· equipment and circuits shall be inspected at 
least annually to assure continuing serviceability. 

d. An alternate source of power shall be provided to 
assure the continued operation of the system. 

e. Alarm systems or devices selected shall have been 
approved for the intended use by Underwriters Lab­
oratories. Inc •• or shall have had their quality. 
effectiveness and dependability otherwise satis­
factorily demonstrated. 



f. Installation of alann systems or devices 
shall meet Class "A" standards for such 
installations as established by Underwriters. 
Laboratories, Inc •• and set forth in their 

- publication, "Standard for Installation. 
Classification and Certification of Burglar 
Alarm Systems," and, additionally in all 
cases, the requirement in d, above. 

1.2.4 Protective Lighting 

Protective lighting was not required for the NUMEC 
Uranium Plant (Ref. 4). 

1.2.5 Guard Force 

1.2.5.1 Utilization. A guard force. is required 
at security areas where the security interest 
cannot be adequately safeguarded during working 
hours by operating or administrative employees 
or during non-working hours by an automatic 
alarm system (Ref. 4). 
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1.2.5.2 Functions. Guard forces shall perfonn the 
following funct1ons, as appropriate: (Ref. 4) 

a. enforce the system of personnel identification 
and control; 

b. observe and patrol designated perimeters, areas, 
structures and activities of security interest; 

c. intercept persons or vehicles gaining unauth­
·orized access to security areas; 

d. inspect designated repositories, rooms or build­
ings of security interest during other than normal 
working hours to detennine that they are properly 
loc~ed or are otherwise in order; 

e. report to supervision as a matter of prescribed 
routine under normal conditions and as necessary 
in the event of unusual circumstances; 

f. perform essential escort duties; 

g. enforce the established system of control over 
the removal of documents or material of security 
interest from security areas: 

h. respond to protective alarm signals or other 
indications of suspicious activity; 

,/ 



f. act as necessary in the event of situ­
ations affectfng the security of the facility, 
fncluding fires, industrial accidents, . 
internal disorders, and attempts to conmit 
espionage, sabotage, or other criminal acts; 

j. otherwise generally safeguard data, 
materials, or equipment against unauthorized 
access, theft," or intentional damage. 

1.2.5.3 Emergency Plans. At all facilities 
employing guard forces, plans shall be estab­
lished and maintained to provide protection 
thereof in the event of strike or walk-out 
by guard personnel. These plans shall in­
clude, as may be required and to the extent 
available, assistance of city, county or 
state police organizations (Ref. 4). 

1.2.5.4 Efficiency in Use of Manpower. The 
use of guard forces shall be carefully plan• 
ned and continuously reviewed to assure the 
most effective and economical utilization 
of manpower consistent with security re­
quirements (Ref. 4). 
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1.2.5.5 Qualifications and Training 

a. Physical Qualifications. Guards shall be vigorous 
and fully capable of performing assigned duties 
and emergency functions. As necessary, provision 
shall be made to assure that physical qualification 
requirements continue to be met after initial employ-
ment (Ref. 4). . 

b. Mental Qualifications. Guards shall be mentally 
alert and capable of exercising good judgment, 
understanding and implementing normal instructions 
and orders, and assimilating necessary specialized 
training. In addition, guards shall possess cour­
age, tact and resourcefulness (Ref. 4). 

c. Training. Each member of a guard force shall success­
fully complete a course in basic training upon em­
ployment and prior to assignment of duty and, there­
after, periodic refresher courses and, as necessary, 
advanced training.· The extent and type of training 
for guard forces may vary considerably, depending on 
the importance, size, complexity, layout, functions 
and other factors of a particular facility. Appro­
priate subjects for inclusion in guard training 
courses are: (Ref 4) 



1. General orientation. 

2. Purposes and principles of the system of security. -

3. Security as applied to the local installation. 

4. Organization of the guard force. 

5. Functions of the guard force. 

6. Specific duties of the individual, including 
sufficient "breaking-in" training. 

7. Authority of the individual guard. 

8. Guard orders - general and specific. 

9. Discipline - obedience to orders. 

10. Employee and public.relations. 

11. Instruction in the use, safe practice, and 
main~enance of side arms. 

12. Weapons qualification and firing on 
practice courses. 

13. Self-defense. 

14. Communications facilities and procedures. 

15. Elementary first aid and fire protection. 

16. Operation and care of motor vehicles. 

17. Report writing. 

- 18. Riot control. 

19. Traffic control. 

20. Operation and use of special equipment;. 
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1.2.5.6 Clearance. Guards shall be "Q" cleared when utilized 
for protection of a security area containing a security 
interest classified "Secret" or higher. Guards shall 
be "L" cleared when utilized for the protection of 
other security areas (Ref. 4). 

1.2.5.7 Equipment: 

a. Uniforms. Guard personnel should be distinctively 
unif.ormed while on duty and identified with their 
function by appropriate emblems or badges. 

b. Arms and ammunition. All guards while on duty 
shall be armed with.side arms of not less than 
.38 caliber. Such weapons shall be in service­
able condition, loaded and ready to use at all 
times. The following is suggested as a guide 
for armament of a guard force employed at a 
facility requiring plans for its emergency 
deployment. 

.. 



1. One handgun per guard •. 

2. Small supply of riot shotguns. 

3. Supply of tear gas grenades or shells. 

4. Limited supply of special weapons for unusual 
activities and posts, such as: 

(a) short-barrelled handguns for shipment 
escorts; 

(b) submachine guns for protective work where 
maximum firepower is· needed at short 
ranges; 

(c) rifles for lookouts, isolated posts or 
other positions where long range 
accuracy is a consideration. 

5. Small reserve in excess of actual require­
ments to provide for repairs, variations in 
strength or other contingency. 

1.2.5.8 Orders. General and-special orders shall be 
issued in writing covering each post and assignment. 
Such orders shall be carefully and clearly worded to 
include all necessary phases of each assignment. 
They shall be reviewed at any time a post is changed 
and in any event not less often than semiannually 
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to be certain that they are currently applicable. Peri­
odic inspections and examinations shall be conducted to 
assure thorough understanding of and compliance with 
all orders (Ref. 4). 

1.2.5.9 Supervision of a guard force shall be provided 
to the extent required to assure proper and adequate per­
formance of guard duties (Ref. 4). 

a. Personal Supervision. At facilities where guard 
forces of several men per shift are engaged there 
shall be full-time personal supervision. 

· 1. Each guard ·sha 11 be inspected by his super­
visor upon reporting for duty to determine 
his apparent physical fitness therefore and 
the condition and adequacy of his weapon, 
uniform or other equipment. At such time 
he shall be given a11Y special instructions 
or orders which may be necessary. 

2. Each guard post, patrol and other activity 
shall be personally inspected by supervision 
at irregular intervals throughout each shift 
to determine that personnel and the system 
are functioning properly. 



b. Supervision by Other Means. Various means and 
devices, such as recorded and supervisory tour 
systems, may be utilized as supplements to per­
sonal supervision or, in the case of small 
facilities or remote areas, to supplant personal 
supervision as a means of assuring that neces­
sary areas are patrolled and that other 
functions are performed. 

c. Reports to Headquarters. All guard personnel 
shall report regularly to their headquarters 
by established means of conununication. The 
frequency of such reports may vary, depend­
ing upon the importance, size and complexity 
of the installation, nature of work, and 
other factors. Records of tours and reports 
to headquarters shall" be checked carefully. 
Failure on the part of a guard to record a 
visit at a designated station, to report to 
headquarters as required, or other devi­
ation from established reporting procedures 
shall be investigated immediately. 

d. Duty Log. A continuous written record of all 
guard force activity, including details of al'\Y 
matters or occurrences having a bearfog on 
the security of the facility, shall be main­
tained for each shift or day and retained 
for reference for an appropriate period. 
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1.2.6 Protective Communications 

1.2.6.1 Pureose. Protective corrmunication systems serve 
to lntegrate guard force activities by providing 
telephone or radio, enabling con1rnmications 
between: {Ref. 4) 

a. fixed points within the facility; 

b. fixed points and mobile units within the 
facility; 

c. facility and outside police or fire depart­
ments or headquarters of an organization 
having a support mission at facility. 

1.2.6.2 Requirements: {Ref. 4) 

a. Facilities employing guard forces shall be 
provided with a system which will provide 
both 'intra-plant and outside comniunications. 

b. Periodic tests of protective communications 
systems are requir~d to assure proper op­
erating condition. 



1.2.7 Security of Matter in Storage 

Matter in storage (f.e., matter not in use or 
not attended by persons concerned with its use) 
requires safeguarding against theft, espionage, 
unauthorized access, sabotage or other inten­
tional damage (Ref. 4). 

1.2.1.1 Factors Affecting Degree of Protection 
Required. Classification is the only 
security factor determining the degree of 
protection required for documents. An 
accumulation of Secret documents which 
as a group are equivalent to Top Secret 
in sensitivity, shall be protected as Top 
Secret matter. For matter other than doc­
uments, the following additional factors 
shall be considered: (Ref. 4) 

a. Strategic importance; 

b. Susceptibility to compromise (matter 
itself or inherent information); 

c. Effect on vital production or 
delivery schedules ff lost from 
any cause; 

d. Peculiar.characteristics, including 
health-safety factors; 
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e. Replacement cost. 

1.2.742 Minimum Requirements for Storage Containers. 

Storage containers e[llbodying security features 
and required by the provisions of this chapter 
shall, as a minimum, conform to the following 
specifications: (Ref. 4) 

a. A safe-type filing cabinet is a three-or four­
position combination locked steel cabinet of 
such size and weight as would minimize the 
possibility of surreptitious removal. 

b. A safe is a burglar resistive cabinet or 
chest having a body" of steel at least 1/2" 
thick and a three-or four-position combi­
nation locked steel door at least 111 thick, 
exclusive of bolt work and locking devices. 

c. A vault is a burglar resistive windowless en­
cl"OSii'i=e having walls, floor, and roof of (a) 
steel at least 1/2" thick or (b) reinforced 
concrete or stone at least 9" thick or 



(c) non-reinforced concrete or stone at least 
12" thick and having a three-or four-position 
combination locked steel door at least 1" thick, 
exclusive of bolt work and locking devices. 

d. A vault-type room is one provided with door(s) 
hav1ng three-or four-position combination locks 
and, in addition, protected by an automatic alarm 
system actuated by al\Y penetration of walls, 
floors, ceilings or openings, or by motion 
within the room. (If an alarm system involv-
ing the use of foil, tape or wire interlacing 
of windows or walls is used, such material 
need.not be installed on walls, floors, or 
ceilings meeting specifications in·c., above.) 

1.2.7.3 Requirements for Storage 

Strategically important special nuclear ma­
terial shall be stored in accordance with 
the requirements specified in 1.1 (Ref. 5). 

1.2.7.4 Locks required for use on vaults or file 
cabinets and doors or gates in security 
area barriers shall be as follows: (Ref. 4) 
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a •. Combination locks shall be three-or four-position 
dial type, manipulation resistant. 

b. Combination gadlocks shall be of three~position dial 
type changea le combinations. 

c. Panic locks used on emergency exit doors in build­
ing walls which serve as perimeter barriers shall 
be so installed that doors are operable only from 
the inside. 

d. Key locks in ·doors or gates in security area peri­
meters shall be positive in operation and of key 
cylinder design. 

e. Key padlocks on doors or gates fn security area peri­
meters or on shipping containers or vehicles of 
security significance shall resist unauthorized 
opening, be of rugged and sturdy construction, and 
designed for out-of-door use, if necessary. 

1.2.7.5 Combinations of locks or padlocks on security con­
tainers shall be known only to those authorized 
access to the matter contained. They shall be 
changed whenever such equipment is placed in use 
after procurement; whenever a person knowing the 



combination leaves the employ of the person in 
control of such equipment; whenever the combi­
nation has been subjected to compromise; and 
at least once every year. Records of combi­
nations shall be classified no lower than 
the highest classification of the matter 
authorized for the storage in the security 
container. On the face, or on the inside, 
of each repository or of each drawer thereof,, 
containing matter ·classified Confidential 
or higher, there shall be posted the names, 
addresses and telephone numbers of persons 
who have knowledge of the combination, to 
be called if the repository is found open 
and unattended after nonnal working hours. 
A record of the date of last change of the 
combination of each repository shall be 
maintained but shall not be· posted ·On the 
outside of the repository (Ref. 4). 

1.2.7.6 Repositories Found Open. Procedures shall 
be established to assure that appropriate 
measures are taken in the event that reposi­
tories containing classified matter are 
found open and unattended after normal 
working hours (Ref. 4). 
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1.2.7.7 Keys to locks or padlocks on security containers 
and doors or gates to security areas shall be 
safeguarded in a manner which effectively _pre­
vents unauthorized use of such keys. In the 
event that a key _is lost, the locks which it 
opens shall be changed immediately (Ref. 4). 

1.2.7.8 . Lock Bars, when used, shall be at least 3/8" 
square in cross section and constructed through­
out of medium carbon steel of forge quality or 
equivalent (Ref. 4). 

1.2.7.9 Hasps for use on doors or yokes to secure lock 
bars on file cabinets shall be secured to the 
container by welding or rivetting, and hinges 
on doors used for access to security areas 
when exposed to the exterior shall be designed 
or constructed to prevent withdrawal of hinge 
pins and consequent release of door (Ref. 4). 
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SECTION 2 - SECURITY AREAS 



(1977)(l) 

(l) Note: All discussion of 1977 physical 
protection measures in sections 2 through 
10 is from Reference 1. 

SECTION 2.0 

SECURITY AREAS 

(1964) 
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2.1 Security Areas (~) 

(U) By definition, a security area is a physically 
defined space containing classified matter, and 
thus, subject to physical protection and personnel 
access controls. 

(U) Classified matter was handled and stored in the 
office building and in the Uranium Plant (Ref. 6). 
Each of these, therefore, constitutes a security 
area. 

2.2 Protected Area (U) 

(U) By definition, a protected area is any area en­
compassed by physical barriers and to which access 
is controlled. There was only one protected area at 
the Apollo Site; it encompassed the entire Uranium 
Plant1and a fenced shipping and receivin~ area outside 
of the north end of the building (Ref. 7). 

I 
(U) The 1964 Apollo Site "protected area" is shown 
on Figure A-2. 
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(U) The fenced area outside of the north end of the 
building is enclosed by an 8 foot chain link fence 
(Ref. 7). The nuts, bolts, gate hinge pins and wire 
used to fasten the fence mesh to the f enceposts were 
not secured by welding or peening (Ref. 46). The 
documentation reviewed does not further describe 
the fence. 

2.2.1.2 Walls (U) 

(U) There were no walls, except some of those on the 
Uranium Plant itself, that served as PA physical 
barriers (Ref. 8). 
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2.2.1.3 Uranium Plant (U) 

(U) As can be seen in Figure ~-2, portions of 
the exterior wall of the Uranium Plant serve as PA 
physical barriers. 

(U) The east perimeter wall of the building was 
made of brick. The north perimeter wall of the 
building was brick. The south and west walls of 
the facility were brick and/or concrete block. The 
roof of the facility was corrugated steel (Ref. 7). 
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Z.Z.1.4 Other Barriers (U) 

(U) Th.e documentation reviewed does not descr1be 
any other barriers. 

Z.Z.1.5 ·Points of Ingress and Egress (U) 

(U) (a) The chain link fence outside of the north 
end of the building has truck and personnel gates. 
The personnel gate was used as an emergency exit 
and was secured by a seal during the second and 
third shifts. This seal was checked during guard 
patrols (Ref. 7). The hinge pins in these gates 
were not secured by welding or peening (Ref. 46). 
A GAO audit discovered that the personnel gates 
could be opened without breaking the seal (Ref. 46). 
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2.2.1.s Pofnts of Ingress and Egress (U) 
(Continued) 

(U) (b) All other points of ingress and egress dis-· 
cussed in the documentation revfewed are also materfal 
access area points of ingress and egress and are 
discussed in Section 2.3.2. 
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2.2.2 Isolation Zone (U) 

2.2.2.1 General Description (U) 

(U) The NUMEC Uranium Plant had no isolation zones. 
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2.2.2 "Isolation Zone (U) (Continued) 

2.2.2.2 Illumination (U) 
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(U) Exterior protective lighting was provided by flood 
lighting and street lighting (Ref. 7). Protective 
security lighting was controlled by photoelectric cells 
and electric timers with manual override switches 
(Ref. 9). This lighting did not meet all the standards 
of AEC Manual 2401 (Ref. 8). 

2.2.3 Intervening Spaces (U) 

2.2.3.1 General Description (U) 

(U) Intervening spaces are shown on Figure A-2 • 
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2.3 Vital Areas and Material Access Areas (U) 

(U) The NUMEC Uranium Plant was licensed to contain up to 
8,647 kilograms of Group I Uranium (as defined in Table A-1) 
such as oxide, carbide, nitrate, or fluoride forms (Ref. 5). 
The material was in many forms such as oxide, carbide, 
nitrite, or fluoride forms (Ref. 10). 

This facility had no specific material access areas (MAA's)i 
rather, special nuclear material was used throughout the 
interior of the Uranium Plant. SNM storage areas are indi­
cated on Figure A-2 (Ref. 5).-

2.3.1 Plant Construction (U) 

2.3.1.1 MAA Physical Barriers (U) 

(U) Since there were no interior MAA's, the MAA physical 
barriers are identical to the Uranium Plant portion of 
the protected area physical barriers. 

2.3.1.2 VA Physical Barriers (U) 

(U) There were no identified vital areas in the NUMEC 
Uranium Pl ant_. 

•. 
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2.3.1.3 Openings (U) 

(U) (a) There were industrial type windows along the east 
perimeter wall on the first floor (12 feet from ground 
level) and on the second floor (Ref. 7). Since the 
roof at the rear of the plant was about 3.5 feet away 
from the roof of the Raychard Building (access to which 
NUMEC did not control), openings were accessible from 
either the roof or the ground (Ref. 46). 

(U} (bl An area on the northwest wall which separated 
the NUMEC Uranium Plant from the other occupant of the 
building (the Apollo Mill) was screened off with heavy 
gauge wire, ceiling-high. The documents indicate that 
this wire mesh screening could be opened to allow 
passage of heavy equipment between the NUMEC plant 
and the Apollo Mill (Ref. 10). 

\ 
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2.3.1.3 Openings (U) (Continued) 

(U) (c) The west perimeter wall· contained a plaster­
board-covered, screened ventilation opening in the 
southwest part of the wall of the F vault SNM storage 
area. The opening measured approximately 16 inches 
wide by 30 inches high and was 80 inches above the 
inside floor of the F vault. The opening was covered 
with expanded metal screening, which was welded to an 
angle iron frame. The screen was secured with three 
toggle bolts to the inside wall, and during inclement 
weather the opening was covered with plasterboard. 
The opening lead to a space between the rear of the 
Uranium Plant and the adjacent Raychord Building, as 
illustrated in Figure A-3. During a GAO audit, one 

'person was able to removs the bottom toggle and open 
the screen to about a 45 angle within 15 seconds 
using no tools (Refs. 11 and 46). 
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2.3.2 Points of Ingress and Egress (U) 

(U) (a) The east perimeter wall of the NUMEC Uranium Plant 
contained two ,personnel doors which were the main en­
trance to the plant. These two ·solid-wood-frame glass­
panel-inset ~oors were situated side by side, separated 
on the interior by a concrete block _partition (Ref. 7). 

(U) (b) The. east perimeter wall also had a large sliding 
wood and metal loading door at the south end. (Ref 7). 

(U) (c) At the north end of the building was ·a personnel 
door and two large adjoining corrugated steel vehicle doors, 
side-by-side. The personnel door was equipped with panic 
hardware on the inside, no hardware on the outside, and 

was required as an emergency exit (Ref, 7). These opened 
into the fenced area described in 2.2.1. 

(U) (d) There were two solidly constructed wood and metal 
doors leading into .open fenced storage areas on the out­
side of the west perimeter wall (Ref. 7). These doors 
were not used as emergency exits (Ref. 5). 
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2.3.2 Points of Ingress and Egress (U) (Continued) 

(U) (e) There was also a pedestrian door in 'the northern 
perimeter wall. This door was constructed of sheet metal 
and could be opened or closed on the Apollo Mill side of the 
wal 1. By arrangement with Apollo Mill, this door was .kept 
open during warm weather to provide ventilation in the 
facility's empty bird cage hold and clean area. A heavy 
gauge wire mesh screen was mounted on a steel frame which was 
spot welded to the metal door frame to provide a physical 
barrier (Ref. 2). 

{U) These doors were not equipped with intrusion detection -
devices (Ref. 8). However one of the two personnel doors 
described in 2.3.2{a) and the personnel door described i.n 
2.3.2{c) were sealed with wire security seals during the 
off shift periods. These seals were checked by the guard 
during hi.s patrol (Ref. 7). 

-. 
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(l) Note: All discussion of 1977 physical 
protection measures in sections 2 through 
10 is from Reference 1. 

SECTION 3.0 

SECURITY ORGANIZATION 

(1964) 

3.1 Management Organization (U) 
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(U) The President and General Manager of the Nuclear Materials 
and Equipment Corporation (NUMEC) was responsible for the Uran­
ium Plant activities. The responsibility for Uranium Plant 
security was vested in the Security Manager, -who reported to 
the Industrial Relations Manager, who reported to the Secretary 
~nd Treasurer, who reported to the President and General Man­
ager. Figure A-5 illustrates this organization (Ref. 5). 
Members of the guard force reported to-the guard lieutenant, 
who reported to the Security Manager. Figure A-6 illustrates 
this organization (Refs. 5 and 13). 
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3.2 Security Organization (U) 

.3.2.1 Security Manager Function (U) 

(U) This function headed the Security Department and was 
charged with overa 11 responsi.bfl ity for the implementation 
of the security program (Ref. 5). 

3.2.2 Sec-urity Office'r Function (U) 

(U) NUMEC had no security officer (Ref. 5). 

3.2.3 Maintenance Foreman Function (U) 

(U) The documentation reviewed does not indicate the 
organizational element responsible for the maintenance of 
security equipment. 
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3.2 Security Organization {U) (Continued) 

3.2.4 Guard Foreman Function {U) 

(U) NUMEC had no guard foreman {Ref. 5). 

3.2.5 Guard Force (U) 

(U) Guards were employed by the NUMEC Company and were 
part of the facility organization (Ref. 13). The guard 
force was organized on a full·coverage shift basis with 
the guard lieutenant covering the Apollo and Parks Town­
ship Sites on the day shift and one guard on duty at the 
Apollo Site on the off shifts (Refs. 7, 8, 10, and 14). 
Security guards were uniformed and equipped with .38 cali­
ber revolvers (Ref. 13). Their primary function was the 
protection of classified matter, equipment, and all 
plant property through police and patrol activities 
{Ref, 5). Paragraph 3.5 furthe~ describes guard force 
assignments. · 

3.2.5.1 Captain(s) (U) 

(U) The NUMEC facility had no guard for.ce captains. How­
ever,, there-was a guard lieutenant who provided such 
administrative assistance as destruction of classified 
documents and transmitting classified documents to the 
various locations in addition to supervising the guard 
force (Ref. 10). 
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(U) The NUMEC facility had no guard force sergeants 
(Ref. 5). 

3.2.5.3 Specialists (U) 

(U)' The NUMEC facility had no specialists. However, the 
guard force lieutenant did change the combinations on the 
locks on classified document repositories in the facility· 

·(Refs. 5 and 13). 

3.3 Security Personnel (U) 

3.3.1 Qualification (U) 

(U) Security guards ranged in age from 26 to 40 years (Ref. 7) 
with an average age of about 30 years (Ref. 13). They were 
subject to a semi-annual physical examination and were to be of 
average intelli9ence and capable of performing their official 
duties (Ref. 13). All members of the. guard force had previous 
military or police experience (Ref. 13). 
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The Lethal Weapons Training Act of the Cornnonwealth 
of Pennsylvania was not in effect at this time. 
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(U) All guards had an AEC "Q" clearance (except one, who in 
1964 had an interim "L" clearance with a "Q" clearance pend­
ing) (Ref. 13). Prior police or military experience was a 
prerequisite for employment as a guard (Ref. 7). Pre-employ­
ment practices for local applicants included a check with 

. police departments within a 50-mi le radius at Apollo; a 
check of references with previous employers, other than 
relatives; and a check with each of the three references 
listed on the employment application (Ref. 8). 

3.3.3 Training Program (U)· 

(U) Guards were trained in the following areas: 

(a) Firearms and firearm safety (Refs. 10 and 13) 

(b) Emergency evacuation plans (Ref. 10) ' 

(c) Communication (Ref. 10) 

(d) First Aid (Ref. 10) 
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3.3.3 Training Program (U) ·(Continued) 

(e) Fire fighting (Ref. 10) 
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(f) Operation and use of special equipment (Ref. 10) 

The firearms training in 3.3.3(a) was conducted at a firing 
range maintained by NUMEC at the Parks Tol'(llship location · 
(Ref. 13). Guards were required to qualify (to police 
sta~dards) firing at silhouette and NRA 11811 type tar9ets 
dur1ng March and April of each year (Refs. 10 and 13). 

·. 
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3.4 Security Equipment (U) 
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(U) Each guard was equipped with a 0.38 caliber revolver and 
five (5) rounds of ammunition, all of which were in the revolver 
(Refs. 10 and 13). Guards were not equipped with shotguns 
or rifles (Ref. 15). · 
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3.4 Security Equipment ~U) 

3.4.2 Radios (U) 

(U) Guards were not equipped wfth walkie-talkie radios or 
portable conmunication devices (Ref. 5). 

3.4.3 Unifonns (U) 

(U) Guards were uniformed (Ref. 13) but the documents 
reviewed did not describe guard uniforms. 

3.5 Posts and Patrols (U) 

(U) During the day shift there was one guard, the guard 
lieutenant, who divided his time between the Apollo and 
Parks Township sites (Refs. 71 10, and 14). During both 
the 4:00 p.m. to Midnight, and the Midnight to 8:00 a.m. 
shifts. one guard was on duty at the Apo 1 lo faci 1 ity and he 
divided his time between the Uranium Plant and patrols of 
the Office Building (Refs. 7, 8, 10, and 16). Guard posts 
are described below: 
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(U) The nearest thing to a CAS post at NUMEC was the 
receptionist's desk in the plant entrance area. During 
regular business hours, this post was manned by a full 
time receptionist (Ref. 7). During the off-shifts 
and on weekends, the guard at the Apollo facility was 
stationed here when he was not conducting watchclock 
.patrols (Ref. 7}. Typical responsibilities of this 
post included control of access to the Uranium Plant 
and visitor control (Ref. 6). At this time a central 
alann station did not exist and personnel searches 
were not performed on individuals entering or exit-
ing the plant (Refs. 17, 181 and 19). Incoming 
packages were not searched. During shift· change, 
employee access to the plant was controlled by a 
guard at the adjacent employees' entrance (Ref. 6. 
Personnel searches were not performed on employees 
entering or exiting the plant (Refs. 17 1 181 and 19). 
However, from time to time on a non-scheduled basis, 
the guard did make lunch bucket checks looking for 
theft of government property, including special nuclear 
material. These checks were inade at shift change, no 
less frequently than once per month and consisted of a 
visual inspection of the lunch bucket (Refs. 10, 17, 
and 19. 
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3.5.2 MAA Post {U) 

{U) This was not a separate post in 1964. 

3.5.3 Site Patrol Post {U) 
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This was not a separate post fn 1964. However, during 
the off-shifts and on weekends the guard on duty at the· 
Apollo site __ patrolled 11 Detex key stations in the Uranium 
Plant and the Office Building {Ref. 8). Two of these 
Detex key stations were in the Office Building and the 
remaining nine were in the Uranium Plant {Ref. 18). 
Detex key stations within the uranium plant were lo-
cated fn the following areas: (1) at the large sliding 
wood and metal leading door at the south end of the 
east perimeter wall {Refs. 5 and 7); (2) illlllE!diately out­
side the east door at the E&F vault storage area (Ref. 
20); (3) within the E&F vault storage area {Ref. 20); and 
(4) in the office of the Material Accountability Office 
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on the second floor,(Ref. 21). (Location of the other 
5 Detex key stations was not described in the documents 
reviewed.) In addition to the key stations, during these 
patrols, the guard checked all exterior doors, which were 
to be secured during the off-shifts and on weekends 
(Ref. 7). Although patrols were conducted hourly, they 
were not made in a fixed pattern, nor were the key 
stations recorded at the same time each hour (Ref. 13). 

3.5.4 Response Post (U) 

(U) This post did not exist in 1964. 

3.5.5 MPA Post and Guard Station Post ((U) 

(U) These posts did not exist in 1964. 
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(U) Although the security manager function existed in 
1964, the documents give no indication that he would be 
called to handle unusual occurrences or emergencies. 
In fact, responsibility for handling security during a 
criticality emergency was delegated to the guard force 
lieutenant (Ref. 5). 
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(1964) 

(U) The documents reviewed do not indicate that any 
security drills were performed. 
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SECTION 4.0 

ACCESS CONTROL 

(1977) 1 

1 Note: All discussion of 1977 physical protection measures in 
Sections 2 through 10 is from Reference 1. 

(1964) 

4.1 Badge System (U) 

(U) Color-coded picture badges were issued to all NUMEC 
employees who were authorized unescorted access to 
any areas in the Uranium Plant beyond the reception 
area (Ref. 5). These permanent badges contained 
identifying information (personal data of a type not 
documented but approved by the AEC New York Operations 
Office (Ref. 16)) and were countersigned by the 
Security Manager (Ref. 8). NUMEC employees wearing 
permanent badges retained possession of them upon 
exit from the Uranium Plant (Ref. 5). In toe event 
that a permanent employee report~d to work without his 
badge, he was to be issued a color-coded temporary badge 
after proof of employment and clearance level had been 
established by the receptionist or ,guard on duty 
(Ref. 5). Temporary badges were returned upon exit 
from the Uranium Plant. (Ref. B) 

(U) Color-coded non-photograph, escort badges were issued 
to visitors, including NUMEC employees not normally 
assigned to the location being visited. Visitors 
(a) were escorted throughout the Uranium Plant, (b) 
registered upon entrance to the plant (Ref. 5), 
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(1964) 

and (c) returned their escort badges upon leaving 
the plant (Ref. 8). These requirements applied 
to all visitors including personnel with official 
status such as AEC, FBI, Civil Service, Police, or 
members of the NUMEC Board of Directors, and vend­
ing machine company employees who serviced the 
equipment "in the employee's cafeteria in the 
Uranium Plant (Refs. 5 & 8). 

4.1.1 Types of Badges (U) 

(U) No general description of the badges was 
provided in the documentation reviewed. 

4.1.1.1 Badges for Personnel Who Possess "Q" 
Clearances (U) 

(U) (a) Yellow, Photograph - Permanent 
badges, these were issued to NUMEC 
employees assigned to the Uranium 
Plant (Ref. 5). 

(U) (b) Yellow, Non-Photograph - These 
were issued to (1) individuals 
whose yellow, photograph badges 
had been lost or forgotten or (2)· 
visitors (Ref. 5). 
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4.1.1.2 Badges for Personnel Who Possess "L" 
Clearances (U) 

(U) 

(U) 

(a) Grey. Photograph - These were 
issued to NUMEC employees assigned 
to the Urani.um Plant (Ref. 5). 

(b) Grey. Non-Photograph - These were 
issued to (1) individuals whose 
grey, photograph badges had been · 
lost or forgotten or (2) visitors 
(Ref. 5). 

4.1.1.3 Badges for Personnel Who Possess "DOD" 
Clearances (U) 

·cu) - A DOD secret clearance was indicated 
by a red stripe in the lower right 
hand corner of one of the types of 
badges described in 4.1.1.1, 4.1.1.2, 
or 4.1.1.4 (Ref. 5). 
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4.1.1.4 Badges for Uncleared Personnel (U) 

{U) (a) Blue, Photograph - These were 

(U) 

issued to NUMEC employees 
assigned to the Uranium Plant 
(Refs~ 5 & 13). 

(b) Blue, Non-Photograph - These 
were issued to (1) individuals 
whose blue, photographic badges 
had been lost or forgotten or (2) 
visitors (Ref. 5). 

4.1.1.5 Other Types of Badges (U) 

(U) Everyone who went past the reception 
desk at the Uranium Plant was re­
quired to wear a NUMEC identification 
badge as described in 4.1.1.1 -
4.1.1.4 (Ref. 5). 

4.1.2 Coding of Badges (U) 

(U) . The badge system was not used to distinguish 
areas within the Uranium Plant to which indi­
viduals were authorized access (Ref. 5). 
This was done through posted access lists in 
the areas (Ref. 5). The documentation reviewed 
does not describe any features incorporated into 
the badges to render counterfeiting difficult. 

<) . 

/ 



(1977) 

. ' . 

. " 

• 

-53-

(1964) 

4.1.3 Control System for Badges (U) 

(U) Badges were issued and controlled by the guard 
lieutenant (Ref. 13). Upon termination or 
layoff, Uranium Plant employees were requirea 
to surrender their permanent badges to the . 
Security Department or, on holidays, weekends, 
or the off shifts to the foreman in charge 
(Ref. 5). If over 5 percent of the badges 
issued were lost, NUMEC's procedures called 
for a complete reissue of badges with a 
different color coding (Ref. 5). (This was 
done in 1962 and 1966 (Refs. 8 & 12).) 
Visitor and temporary badges were accounted 
for on a daily basis by the guards (Ref. 8) • 
The documentation reviewed does not describe 
what records, if any. were kept for this 
purpose. 
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(U) In the Uranfum Plant, badges were requf red to 
be worn above the wafst wfth the photograph 
vfsible (Ref. 5). 

4.2 Access Authorf zation (U) 

(U) The Guard Lfeutenant controlled access of employees to 
the Uranium Plant through issuance and control of em­
ployee badges (Refs. 5 & 13). The Security Manager 
was responsfble for controlling the access of vf sitors 
to the Uranfum Plant (Ref. 13). 

(U) Authorization for access to SNM storage areas (vaults) _ 
was granted by the vault custodian (Ref. 5). 

4.3 Access Registratfon (U)· 

(U) All visitors enterfng the Uranium Plant, including NUMEC 
employees not normally assf gned to the Uranium Plant, 
were required to sign a company visitor log. In addition, 
all visitors, whose visits involved access to classified 
informatfon, and alfens were requfred to sign a visftor 
control form (Refs. 5 & 6). Information on the vfsitor 
logs fncluded citizenship, name of employer, and purpose 
of visit (Ref. 8). 
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(U) All incoming truck deliveries, including the names of 
the drivers were recorded by the Chief Shipping Clerk 
(Ref. 6). These daily register sheets were picked up 
and reviewed at the end of each working day by the 
Guard Lieutenant and maintained in a permanent.record 
(Ref. 7). These are the only access registration pro­
cedures described in the documents reviewed. 

4.4 Personnel Escort (U) 

(U) No~-employee visitors were required to be escorted by 
an authorized, responsible employee at all times while 
within the plant (Ref. 5). 

4.5 Personnel Access (U) 

(U) Access to the NUMEC Uranium Plant was required to be 
limited to authorized individuals who were positively 
identified (Ref. 5). · 
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(U) (a) Access to the fenced area outside 
of the north end of the building 
is administratively controlled 
by the Chief Shipping Clerk dur­
ing regular working hours. The 
personnel gate in this fence was 
required as an emergency exit and 
therefore was not locked (Ref. 7). 

(U) (b) All other access points to the pro-
tected area are also access points 
to the Uranium Plant itself and 
are described in Section 4.5.2. 

4.5.1.2 Personnel Searches (U) 

(U) NUMEC performed no personnel searches 
at protected area access points 
(Refs. 17, 18, 19, & 22). 
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4.5.1.3 Indirect Control of Access Points (U) 

(U) 

(U) 

(U) 

When controlled indirectly (i.e., during 
the off shifts) the access point in 
4.5.1.1.a was subject to the following 
restrictions: ' 

(a) The gate was sealed on the outside 
with a wire security seal. 

(b) The security seal was checked 
during the guard patrol (Ref. 7). 

4.5.1.4 Off-Shifts (U) 

(U) During the off-shifts, the access point 
in 4.5.1.1.(a) was controlled indi­
rectly as specified in 4.5.1.3 
(Ref. 7). 
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4.5.2 Vital Areas and Material Access Areas {U) 

(U) As noted in Section 2.3, the NUMEC Uranium 
Plant had no specific material access areas 
(MAA's)i rather special nuclear material was 
used throughou~ the interior of the plant. 

4.5.2.1 Access Point(s) (U) 

(U) (a) The main (visitor's) entrance to 
the Uranium Plant was controlled 
by .a receptionist during the day· 
shift (7:45 am to 4:20 pm) 
(Ref. 16). On the off shifts this 
door was locked from the inside 
and controlled by a guard who 
maintained his duty station at 
the receptionist's desk except 
when he was conducting patrols 
and perimeter checks. Use of 
this door for ingress or egress 
between shift changes on the off 
shifts was limited to when the 
guard was pre~ent (Ref. 7). · 

(U) {b) The employee's entrance, adjacent 
to the main entrance, was opened 
only during the day shift change 
(7:00·am to 7:45 am and 4:20 pm 
to 4:45 pm (Ref. 16)) at which 
time access was controlled by a 

•• 
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guard (Ref •. 6). At all other 
times this door was locked and 
sea1led with a wire security seal 
(Ref. 6). 

(c) The large sliding wood and metal 
loading door at the south end of 
the east perimeter wall was locked 
from the inside unless attended 
(Ref. 7). 

(U) (d) The side-by-side corrugated steel 
vehicle doors at the north end of 
the building were secured at all 
times except when shipments or 
deliveries were being made. When 
shipments or deliveries were being 
made, this access point was con­
trolled by the shipping clerk 
(Ref. 7). Despite the procedural 
requirement that these doors be 
closed except when shipments or 
deliveries were being made, they 
were frequently left open during 
the day shift (Ref •. 45). 

(U) (e) The personnel door at the north 
end of the building was required 
as an emergency exit. It was 
equipped with panic hardware on 
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the inside and no hardware on the 
outside. During the day shift, 
this access point was controlled 
by the shipping clerk. During 
the off shifts a wire security 
seal was affixed to the outside 
of this door which was checked .. 
during·-guard patrols. (Ref. 7). 

(U) (f) The wood and metal loading doors 
leading into the open fenced 
storage areas on the exterior 
side of the west perimeter wall 
were maintained in a secured 
position at all times unless 
attended (Ref. 7). 

(U) (g) The wire mesh screened pedestrian 
door in the northern perimeter 
wall was administratively con-
trolled by shipping personnel 
during normal plant hours and 
subject to guard inspection 
during the off s~ifts (Ref. 12). 

4.5.2.2. Access Controls (U) 

(U) Entry into a vault (SNM storage area) 
was controlled by the vault custodians. 
Normally transactions involving special 
nuclear material were made at the door ·• 
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of the vault-with the vault custodian 
accepting or delivering material upon 
the request of an authorized individual. 
(Individuals were authorized to con­
duct material transactions by their 
supervisors. A list of individuals 
so authorized was posted in the vault 
office (Ref. 5).) Although procedures 
required that SNM storage vault doors 
be locked when the vaults were unattend­
ed, security guards discovered SNM 
storage vaults unlocked and unattended 
on three separate occasions between 
April 1963 and June 1964 (Ref. 13). 

4.5.2.3 Authorized Individuals (U) 

(U) The Guard Lieutenant controlled access 
of employees to the Uranium Plant 
through issuance and control of em­
ployee badges (Refs. 5 & 13). The 
Security Manager was responsible for 
controlling the access of visitors 
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4.5.2.3 Authorized Individuals {U) (Continued) 

to the Uranium Plant (Ref. 13). Com­
binations or keys to the vaults {SNM 
storage areas) are controlled by 
Nuclear Material Accountability 
personnel (Refs. 14 & 17), 

4.5.2.4 Exit Search (U) 

(U) 

(U) 

(a) There was no search of individuals 
leaving the Uranium Plant (Refs. 
17, 18, 19, & 22). 

(b) From time to tjme on a non-scheduled 
basis, the security guard made lunch· 
bucket checks looking for theft of 
go~ernment property, including special 
nuclear material. These checks were 
made at shift change no less frequently 
than once per month. Employees·exit­
ing the facility at times other than 
shift change were not subject to lunch 
bucket or package chec~s. The lunch 
bucket check only consisted of a visual 
examination (Refs. 10 & 17). 

·~. 
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4.5.3 Two-Man Rule (U) 

(U) NUMEC did not.employ methods to observe 
(authorized) individuals within MAA's to 
assure that. SNM was not being diverted 
(Refs. 5, 17, & 20). 
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4.6 Package and Container Controls {U) 

4.6.1 Protected Areas {U) 

{U) Packages entering the protected area or the 
Uranium Plant were not searched {Ref. 17). 

4.6.2 Vital Areas and Material Access Areas {U) 

4.6.2.1 Containers of SNM Not in Process {U) 

{U) Special n-uclear material not in process 
was stored in a "vault" area. Ten 
"vault" areas were established for 
storage of materials. One was an 
actual vault of concrete block con­
struction [meeting the requirements 
specified in Section 1.2.7.2{c) of 
this appendix rather than 10 CFR 73.2 
{n)] while the others were chain link 
fenched areas in the interior of the 
plant {Refs. 14, 23, 24, & 43). 

... 
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4.6.2.2 Containers of In-Process SNM (U) 

(U) Material in process was attended by 
NUMEC employees and protected by the 
equipment used (Ref. 14) • 
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4.6.2.3 Tamper-Safing Requirements (U) 

(U) NUMEC did not use tamper-indicating 
devices on any of their special 
nuclear material containers 
(Refs. 25, 26, 27, 28, 29, & 35). 
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4.6.2.4 Miscellaneous Packages (U) 

(U) (a) NUMEC did not search items 
entering the Uranium Plant 
(Ref. 17). 

(U) (b) Lunch buckets and similar 
personal items were permitted 
entry into.the Uranium Plant 
(Refs. 10 & 17). 
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4.6.3 Excludin Wastes 

4.6.3.1 Domestic Shipments (U) 

(U) (a) Upon completion of the preparation of the 
material, the Production Department Project 
Engineer or hf s designee initiates a basic 
internal control document. "Shipper's 
Check List which serves to ensure that 
that the material quantity, quality, pack­
aging and shipping requirements are 
satisfied. All necessary information 
pertaining to the material shipped is 
entered by Production, e.g., material 
descrip~ion; uranium and U-235 analysis 
method used for each tare, gross and net 
weight and type of scale used. The docu­
ment is signed by the Project Engineer and 
approved for shipment. 

(U) (b) The material and the "Shipper's Check List" 
are issued to the vault where the vault cus­
todian. as the representative of Nuclear 
Materials Management Department, adds 
additional shipping information, check­
weights the material and checks the 
Production Department's data, retains 

.. 
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Excludin Wastes 

(U) (b) (Continued) 

a copy of the detailed back-up list attached 
to the. "Shipper's Check List" and issues' the 
material to the quality·Control Department. 

(U) (c) The Quality Control Department, 
after having found the product acceptable, 
'Certifies the shipment and signs the 
."Shipper's Check List" and approves the 
material for shipment. 

(U) (d) The material flows back to the vault 
custodian where the material is rechecked 
against the retained back-up list and the 
"Shipper's Check List" is signed by the 
Nuclear Materials Management Manager and 
approved for shipment. 
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(U) (e) ·The· Receiving and Shipping 
Department upon receipt of the 
material counts containers, 
checks net weights on the con-
tainers to the back-up list and 
the "Sh.ipper's Check List"· and 
packages material for shipment. .. 
The Shipping Supervisor approves 
the shipment by signing the 
·"Shipper's Check List." 

(U) (f) The Nuclear Safety Engineer 
examines shipment and confirms 
proper packaging with his si gna-
ture and date to the "Shipper's 
Check List." 

(U} (g) Health and Safety Engineer moni-
tors' the outer container for 
radioactive contamination and 
indicates approval with his 
signature and date (Ref. 42). 

(U) (h) The Nuclear Material Manager 
issues a Form AEC-388 (Section 
53 material) or a Form AEC-101 
(non-Section 53) material 
Ref. 45). 
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4.6.3.2 International Shipments (U) 

(U) (a) Upon receipt.of a purchase order, 
NUMEC determines through the AEC 
Division of International Affairs 
(DIA) that an agreement exists 
between the United States and the 
foreign entity and DIA issues 
NUMEC a contract number. 

(U) (b) When material is ready for ship-
ment, NUMEC's Shipping and 
Receiving Department will pre­
pare the Shipper's Export 
Declaration and issue to DIA. 

(Shipper's Export Declaration is 
a Department of Commerce form pre­
sented to the Collector of Customs 
or Postmaster which declares that 
all conditions of export control 
regulations have been met.) 

(U) (c) NUMEC notifies the customer by 
letter or phone that material fs 

· ready for shipment and requests: 

(U) (1) shipping instructions if.they 
were not included in the 
purchase order; 
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(U) (2) a letter of acceptance be 
issued to DIA, which letter 
includes material description, 
form, quantity and enrichment·· 
as supplied by NUMEC and is 
the same information that will 
appear on the transfer form; 
and 

(U) (3) that notification of date and 
place of receipt of material 

(U) 

(U) 

be issued DIA when material is ~­
received, contractually through 
a lease or a sale.agreement that 
is in the port of export. 

(d) DIA, based on the letter of 
acceptance (c.(3) above), com­
pletes the Shipper's Export 
Declaration and issues same to 
NUMEC. The completed Shipper's 
Export Declaration constitutes 
NUMEC's authority from the AEC 
to ship material. 

(e) NUMEC Shipping and Receiving· 
Department issues materi~l and 
includes Quality Control 
Certification, Monitoring 

·Results and Packing List. 
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(f) Upon notification from the 
Shipping and Receiving 
Department, the Manager, 
Nuclear Materials Management, 
NUMEC, issues a Form AEC-101 
to DIA. (Form AEC-388 is used 
when shipping domestic Jeased 
Section 53 material.) 

(g) Upon notification from the re-
quester government that material 
has been received (notification 
of place of receipt is the port 
of export) DIA signs the Form-388 
or Form-101 indicating receipt of 
material (Ref •. 42). 

4.6.4 Waste for Burial (U) 

(U) The documents reviewed indicate ·that NUMEC had 
no controls on waste ·far burial beyond those re­
quired for health safety (Refs. 31, 32, 33 & 34). 
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4.6.5 Operations Outside An MAA (U) 

4.6.5.1 Manufacturing Operations (U) 

(U) The documents reviewed do not identify 
any manufacturing operations performed 
outside the Uranium Plant • 

. 4.6.5.2 Storage of Containers (U) 

(U} Uranium bearing air filters and com­
bustible waste were stored outside 
of the Uranium Plant in a shed re­
ferred to as the "blue room'! 
(Refs. 36 & 37). 
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4.6.5.3 Laboratories (U) 

(U) NUMEC had a laboratory (the gas lab) 
in the basement of the Office Build­
ing. This laboratory was used to 
determine the concentration of certain 
impurities in special nuclear material 
as a part of the quality control pro­
gram (Ref. 44). All other labora­
tories at NUMEC's Apollo site were 
within the Uranium Plant (Ref. 5). 

4.6.5.4 Room CH-32 (U) 

(U) Room CH-32 was within the Uranium 
Plant' (Ref. 5). 
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4.7 Vehicle Access (U) 

4.7.1 Vehicle Access Points (U) 

(U) A vehicle access point (a tnick 
gate) existed in t~e 8 foot chain 
link fence at the north end of the 
building (Protected Area). Inside 
the fence on the north end of the 
building were two large side-by-side 
corrugated steel vehicle doors. The 
gates were kept lo~ked with a padlock 
at all times except when shipments or 
deliveries were being made (Ref. 7). 
The gates were equipped with a locally 
annunciating 'alann as described in 
Section 5 (Ref. ·a). The vehicle doors 
were secured by a large steel bolt 
arrangement on the inside which could 
not be opened from the outside (Ref. 7). 

4.7.2 Protected Area (U) 

(U) The Chief Shipping Clerk who maintained his 
station adjacent to the vehicle doors during 
regular working hours (all shipments were 
dispatched or received during the day shift) 
was responsible for controlling the vehicle 
access gates (Refs. 6 & 7). The documents 
reviewed do not indicate that there were any 
admission. procedures for vehicles. 
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4.7.3 Vital Areas and Material Access Areas (U) 

(U) Trucks and non-company drivers were not per­
mitted access to the Uranium Plant beyond the 
shipping and receiving point (Ref. 6). The' 
screened open area in the northern perimeter 
wall of the plant may have been used for passage 
of equipment such as fork lifts (Ref. 10 cites 
heavy equipment). The documents reviewed do not 
indicate that there were any required-pro­
cedures for escorting, observing, searching, 
or releasing vehicles • 

4.8 Locks, Keys, and Combinations (U) 

(U) The following doors and gates were equipped with key 
locks: Northeast vehicle gate (Ref. 7), overhead 
door in northern perimeter wall (Ref. 10), Main 
(visitors) entrance (Ref. 7), and the Employees 
entrance (Ref. 7). The following doors were equipped 
with combination locks: Wood and metal loading door 
(Ref. 7), va~lt door (Ref. 5), E & F vault (Ref. 15), 
and the I vault (Ref. 5). 
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4.8.1 Locks (U) 

4.8.1.1 Combination Locks and Padlocks (U) 

(U) Corrd:>ination locks and combination pad­
locks are three-position changeable 
combination ,locks or AEC approved 
locks (Refs. 5, 7, & 15). (AEC 
Manual Chapter 2401 specified three­
posiUon combination locks (Ref. 4).) 

4.8.1.2 Key Locks and Padlocks (U) 

(U) The documentation reviewed does not 
provide a description of the key locks 
that were used at the Uranium Plant. 

4.8.1.3 Electric Locks (U) 

(U) The documentation reviewed does· not 
indicate that electric locks were used 
at the Uranium Plant. 
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4.8.l.4 Mechanical Locks (U) 

(U) Mechanical locks were used as panic 
hardware on the personnel door in the 
northern perimeter wall and as a 
locking bolt arrangement on the ve­
hicle doors on the northern perimeter 
wall (Ref. 7). These locks could 
only be opened from the inside of the 
Uranium Plant (Ref. 7). 

4.8.1.5 Break-Away Key Padlocks (U) 

(U} The documentation reviewed does not 
indicate that break-away key padlocks 
were used at the Uranium Plant. 

4.8.2 Keys and Combinations (U) 

(U) The guard force controlled all keys to all 
doors except the key padlock on the vehicle 
gate (the Chief Shipping Clerk had a key) and 
the main entrance (a number of cleared man­
agement personnel had keys) (Refs. 7 & 10). 
There was only one set. of guard force keys 
and they were passed from shift to shift 
(Ref. 14). The documents reviewed do not 
describe procedures for issu·ance of keys, 
procedures for maintaining and securing lock 
and key records, or procedures for changing 
locks and dealing with lost keys. 
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(U) Collbinations to the locks on the vaults were 
controlled by the Material Accountability per­
sonnel (Ref. 14). (The Foreman, SS Material 
Accountability and four vault custodians 
(Ref. 17).) - However, the combination to the 
E & F vault was known to some members of the 
guard force because there was a Detex clock 
key station inside of the vault (Ref. 20)~ 
All vault door combination locks were changed 
whenever a custodian terminated his employment 
(Ref. 17). The documentation reviewed does not 
indicate the procedures followed in maintaining 
and securing records related to lock combinations. 

(U) Room CH-32 was controlled as an exclusion area 
and kept locked when unoccupied. Individuals 
were admitted to the room on the basis of an 
access list posted in the room (Refs. 5 & 6) • 

... 
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SECTION 5.0 

INTRUSION AND DETECTION DEVICES 

(1977) (l)' 

(l) Note: All discuss.ion of 1977 physical 
protection measures in sections 2 through 
10 is from Reference 1. 

(1964) ' 

5.1 Design and Perfonnance Characteristics: Sensors (U) 

5.1.1 General (U) 

.(U) The sensor ·(intrusion detection device) at the NUMEC 
Uranium Plant was not connected to an alarm system 
which annunicated anywhere except at the location of 
the sensor. There were no intrusion detection sensors 
within the Uranium Plant or on MAA moveable barriers 
(Ref. 8). -
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(U) The uranium Plant had no sensors on the protected 
area emergency exits (Refs. 8, 38). 
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5.1.3 VA and MAA Emergency Exits (U) 
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(U) The Uranium Plant had no sensors on the material 
access area (plant) emergency exits (Refs. 8, 38). 
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5.1.4 PA Intrusion Devices (CNSI) 

(U) The only intrusion detection device for the pro­
tected area was a local alarm whfch fs discussed in 
Section 5.3 (Refs. 8, 39)~ 
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5.1.5 VA and MAA Intrusion Devices (U) 
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(U). The Uranium Plant had no intrusion detection 
sensors in the material access ar~a (Refs. 8, 
38, 39). 

-. 
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5.2. Design and Perfonnance Characteristics: Detectors (U) 

5.2.1 General (U) 

(U) The NUMEC Uranium plant personnel did not use explo­
sive, metal, or special nuclear material detectors 
(Refs. 17, 18, 22). 
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5.2.2 PA Metal Detectors (U) 

(U) A metal search of individuals entering the pro­
tected area was not conducted at the NUMEC 
Uranium Plant (Refs. 7, 17, 19, 22). 

5.2.3 PA Explosives Detectors (U) 

(U) An explosives search of individuals entering the 
protected area was not conducted at the NUMEC 
Uranium Plant. (Refs. 7, 17, 19, & 22) 
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5.2.4· MAA Metal Detectors (U) 
,· 
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(U) Metal dete'ctors were not employed in the search 
described in Section 4.5.2.4(b) (Ref. 17). 
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5.2.5 MAA SNM Detectors {U) 

(U} Special Nuclear Material detectors were not em­
ployed in the search described in Section 4.5.2.4(b} 
(Ref. 17}. 

5.3 Local Alarms (U} 

(U} The NUMEC Uranium plant used a local alarm on the 
shipping gate (Ref. 8). It was comprised of the 
following: 

Sensor: Minneapolis-Honeywell Microswitch 
(Serial 1 catalog #OPO-Q-Microswitch 
Division} (Ref. 16}. 
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Annunciator: 3-inch gong (Bell-Edwards 156-3 
rated 8/12 volts) with Trans­
former (Wesco #890) and Light Bulb 
(Ref. 16). 

Source of Emergency Yes 
Power: 

Connected to CAS: · No 

The NUMEC Uranium Plant did not use local alanns on the 
material access area exi!: doors .(Ref. 8). 

5.4. Isolation Zone Monitoring (CNS!) 

(U) The only alarm with which the Uranium Plant protected 
area physical barriers were equipped was the local alarm 
described in section 5.3 (Ref. 8). 
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(U) The existance of emergency power provisions for the 
NUMEC Uranium Plant is indicated in the documentation 
(Ref. 16). However, no description is given in the 
documentation reviewed. 

/ 



{ -93-

SECTION 6 CENTRAL ALARM AND COMMUNICATION SYSTEMS 



-94-

SECTION 6.0 

CENTRAL ALARM AND COMMUNICATION SYSTEMS 

(1977)1 

1Note: All discussion of 1977 physical protection measures in 
Sections 2 through 10 is from Reference 1. 

(1964) 

6.1 Facilities (U) 

(U) The nearest thing to a CAS post at NUMEC was the 
receptionist's desk in the plant entrance area. NUMEC 
had no post comparable to a Secondary Alarm Station. 
No special bullet resistant or penetration resistant 
construction was provided for this area (Ref. 7). 

6.2 · Staffing · (U) 

(U) During regular business hours this post was manned by a 
full time receptionist. During the off-shifts and on 
weekends, the guard at the Apollo facility was stationed 
here when he was not conducting wa~chclock patrols 
(Ref. 7). . 

6.3 Alarm Equipment (U) 

6.3.1 Remote Annunciator Panel (U) 

(U) The NUMEC Uranium Plant did not use any type of 
remote annunciator panel for security detection 
devices (Ref. 8). · 
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6.3.2 Alarm Zone Reset (U) 

(U) This consider~tion is not applicable since the 
Uranium Plant had no remote alarm annunciator 
panel for security detection devices (Ref. 8). 

6.3.3 Maintenance (U) 

{U) The documentation reviewed does not provide any 
details of the maintenance procedures for the 
alarm on the truck gate at the north end of 
the Uranium Plant. 
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6.4 Communication Systems (U) 

6.4.1 Telephones (U) 
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(U) Nonnal telephone comrnunicatfon is provided 
hetwee~ the receptionist's desk in the Uranium 
Plant and the Plutonium Plant and the LLEA 
(local Apollo Police and/or local State Police) 
(Refs. 7, 10). 
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6.4.2 Local Communication (U) 

(U) Telephone service and a plant-wide paging service 
were provided (Refs. 7, 10, 44). The guard 
force was not equipped with two-way'walkie-talkie 
radios (Ref. 15). The documents reviewed do not 
discuss a security vehicle. 

6.4.3 Radio Corrununication (U) 

(U) A radio co11111Unication network with local police 
had not been established (Ref. 39). 

6.4.4 Silent Alann (U) 

(U) The documents reviewed do not lll!ntion a silent 
alann. Since the documents indicate that the NUMEC 
Uranium Plant did not have a. local radio col111l.lnication 
network (Ref. 15), it is unlikely that a silent alann 
system existed. 
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SECTION 7 RESPONSE TO SECURITY CONTINGENCIES 

_, 
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SECTION 7.0 

RESPONSE TO SECURITY CONTINGENCIES 

. (1977) 1 

1 Note: All discussion of 1977 physical protection measures in 
Sections 2 through 10 is from Reference 1. 

(1964) 

7.1 Organization and Procedures (U) 

(U) Since there was usually only one.guard (sometimes no 
guards) on duty at the NUMEC Uranium Plant, a detailed 
delineation of the responsibilities of individual 
guards in the event of a suspected security threat 
was probably not considered necessary (Refs. 7, 8, · 
10, 14). However, AEC security inspectors reported 
that guard duties were well defined in post and 
patrol orders (Ref. 13). 

7.2- Alann Response (U) 

7.2.l Suspected Intrusion into a Security Area (U) 

(U) The guard was instructed to intercept person(s) 
gaining or attempting to gain unauthorized 
access to security areas (Ref. 9). 
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(~964) 

7.2.2 Apparent Attempted Theft of SNM (U) 

(U) The guard was instn.icted to act as necessary 
.in the event of attempts' to conmit espionage, 
sabotage, or other criminal. acts (Ref. 9). 
Beyond this, no pre-arranged response to 
attempts of unauthorized removal of SNM from 
the plant by one or more individuals had been 
documented (Ref. 39). 

~.2.3 Apparent Attempted Smusslinf of Contraband 
;nto the Protected Area (U 

(U) The guard· was instn.icted to act as necessary in 
the event of attempts to conmft espionage, 
sabotage, or other criminal acts (Ref. 9). 
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(1964) 

7.2.4 Bomb Threat (U) 

(U) The NUMEC Uranium Plant had no procedures 
for handling bomb threats (Ref. 39). 

7.2.5 Civil Disturbance (Riot) (U) 

(U) The NUMEC Uranium Plant had no corporate 
policy to cover security actions in the event 
of a civil disturbance (Ref. 40). 
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(1964) 

7.2.6 Facility Evacuation (U) 

(U) During evacuations security was to consist 
of one three-man team operating under the 
direction of the Lieutenant of Security on 
day shift. On weekends or evening shifts, the 
security policeman (guard) on duty was to be 
the team leader. Security was to assure that 
unauthorized personnel were not re-admitted 
to the plant site immediately following an 
incident, and, thereafter, assure that areas 
restricted because of radioactivity were not 
entered by the general population. Security 
procedures required the following: 

(U) (~) Upon the unannounced sounding of the 
criticality alarm, one man was to station 
himself at the south gate and one man was 
to station himself at the north gate. 
Normal positions were to be approximately 
75 feet from the building to assure a safe 
exposure. In this position, they were to 
restrict _the entry of unauthorized people. 
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(U) 

(U) 

(U) 

(U) 
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(1964) 

(b) The third man was to i111nediately contact 
the Zweig property (Raychard Plant and.the 
Apollo Mill) to assure that all personnel 
there are evacuated safely.· 

(c) When a criticality had been verified by 
Health and Safety, the team leader was 
to i11111ediately call the local and state 
police requesting support for further 
traffic control should it become necessary. 

(d) This additional area where traffic was to 
be controlled or restricted was to be 
established by the Emergency Coordina~or 
based on information obtained from the 
Group III (health safety) survey~ 

(e) NUMEC personnel arriving from.outside to 
assist in the emergency were to be di­
rected by the south gate policeman to use 
the Stanford Warehouse entrance near the 
NOC (Nuclear Decontamination Corp.) 
building (Ref. 5). 
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(1964) 

7.2.7 Fire or Explosion (U) 

(U) The documentation reviewed does not 
indicate that Security had any responsi­
bilities during the plant evacuation in 
case of fire or explosion. However, if 
local fire companies were to arrive at· 
the plant during a fire, the security 
policeman (guard) was to hold them out­
side the plant gate until he had been 
directed by the Fire Marshall or the 
Health and Safety man to permit them to 
engage in fighting the fire (Ref. 5). 
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(1964) 

7.2.8 Outage of Critical Plant Protection 
Equipment (U) 

(U) Compensatory procedures to be followed if 
cr1t1cal plant protection equipment (the 
local alarm on the truck gate, locks, the 
guard's weapon, or the conmercial telephone) 
failed to operate are not discussed in the 
documentation reviewed. 
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(1964) 

7.2.9 Multiple Alarm Annunciations (U) 

(U) Since the NUMEC Uranium Plant had only one 
security alarm (the local alarm on the truck 
gate (Ref. 8)), procedures to deal with this 
contingency were not required. 

7.2.10 Failure of the Alarm System (U) 

(U) Compensatory procedures to be followed if 
the local alarm on the truck gate failed are 
not discussed in the documentation reviewed. 



(1977) 

7.3 Action Response (U) 

7.3.1 Procedure (U) 

(1964) 
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(U) In the event of a· security threat or suspected 
security threat, the guard was instructed to inter­
cept person(s) gaining or attempting to gain unauth­
orized access to security areas and to act as necessary 
in the event of attempts to convnit espionage, sabotage, 
or other criminal acts (Ref. 9). 

'. 
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7.3 Action Response (U) (Continued) 

7.3.2 Use of Force (U) 

(U) The degree of force that NUMEC guards were in­
structed to employ in protecting special nuclear ma­
terial is not discussed in the documentation reviewed. 

· Since NUMEC expressed concern about the guard force's 
legal authority to use deadly force in 1969 (Ref. 40). 

· security personnel were probably. not expected to use 
deadly force in 1964. 

7.3.3 Response Times (U) 

(U) The available documentation reviewed does not 
include this information. Since the only alarm in 
use (at the truck gate) did not annunciate at a guard 
post and since the responding guard could have been 
as far away as the Parks Township Site (during ~ay 
shift) or at the Apollo Office Building (during even­
ing shifts) and therefo"re, might not have been able 
to hear the alarm. response time is difficult to 
estimate (Refs •. 8. 16). 
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7.3 Action Response (U) (Continued) 

7.3.4 LLEA Liaison (U) 

(U) Liaison was maintained with the Pennsylvania 
State Police at Westmoreland County, the Apollo and 
Leechburg Police and the Armstrong County Sheriff's 
office. This was done as a part of the NUMEC Emer­
gency-Disaster Evacuation dated July 3, 1961, and 
revised May 1963. In the event of an occurrence 
requiring roadblocks and/or evacuation routes, these 
agencies would have been called. This plan did not 
include provisions for a prearranged response to 
attempts of unauthorized removal of SNM from the 
Uranium Plant by one or more individuals (Ref. 39). 

7.3.5 MAA Emergency Exit Local Alarms (U) 
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(U) The NUMEC Uranium Plant emergency exits were not 
alarmed (Refs. 8, 38, and 39). 
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SECTION 8 LOCAL LAW ENFORCEMENT AUTHORITIES 



SECTION a.a 
LOCAL LAW ENFORCEMENT AUTHORITIES 

(1977) (1) 

(1) Note: All discussion of 1977 physical 
protection measures in sections 2 through 
10 is from Reference 1. · 

(1964) 

8.1 Size of Force (U) 

(U) The documentation reviewed did not describe the response 
capability of the Pennsylvania State Police, Leechburg Police, 
or Armstrong County Sheriff's Office. However, the Apollo 
Police Department had one patrol car which was not equipped 
with a two-way radio and with which contact could not be 
effectively made in case of emergency (Ref. 4). 

8.2 Types of Assistance (U) 

(U) .The Emergency-Disaster Ev.acuation Plan called for police 
assistance in setting up roadblocks, evacuation routes, or 
traffic control in the event of a plant accident. It did 
not include prearranged response· to attempts of unauthorized 
removal of SNM from the plant by one or more individuals 
(Refs. 5 and.39). 
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SECTION 8.0 

LOCAL LAW ENFORCEMENT AUTHORITIES 

(1964) 

8.3 Arrangements (U) 

(U) Liaison and agreements with the Pennsylvania State 
Police at Westmo~eland County. the Apollo and Leechburg 
Police Departments. and the Armstrong County Sheriff's 
Office were made in 1961 and renewed in 1963. Apparently 
no further followup communication was documented until 
1972 (Ref. 39). 

•' 
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SECTION·9 TEST AND INSPECTIONS 



(1977)(1) 

(l) Note: All discussion of 1977 physical 
protection 111easures in sections 2 through 
10 is from Reference 1. 

SECTION 9.0 

TESTS AND INSPECTIONS 

(1964) 

9.1 Physical Barriers (U) 

(U) All exterior doors of the Uranium Plant were 
included in the g'uard patrols during the off 
shift (Rf. 7). In addition. daily inspections 
were made of all NUMEC Facilities by the Guard 
Lieutenant to assure that all applicable security 
regulations were being followed. Weekly inspec­
tions were made by the Security Manager (Ref. 5). 
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SECTION 9.0 

TESTS AND INSPECTIONS 

(1964) 

9.2 Alanns and Annunciators (U) 
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(U) The local alann on the Uranium Plant shipping 
gates was tested daily by opening the gate (Ref. 8). 
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SECTION 9.0 

TESTS AND INSPECTIONS 

9.3 Detectors (U) 
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(1964) 

(U) Metal, explosive, and SNM detectors were not used 
at the NUMEC Uranium Plant (Refs. 17, 18, and 22). 
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SECTION 9.0 

TESTS AND INSPECTIONS 

(1964) 

9.4 Conununicat1ons (U) 

-117-. 

(U) The telephone was checked during the off shifts 
through the hourly telephone contact between the 
Uranium Plant and Plutonium Plant guards (Refs. 8 and 10). 

9.5 Other Security Related Equipment (U) 

(U) The NUMEC Uranium Plant did not have a.silent alarm, 
local alarms on emergency exits, or Emergency Evacuation 
Containment Fencing (Refs. 5, 8, 15, and 38). 
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SECTION 10 SECURITY RECORDS 



(1977) (l) 

(l) Note: All discussion of 1977 physical 
protection measures in sections 2 through 
10 is from Reference 1. 

SECTION 10.0 

SECURITY RECORDS 

- (1964) 

10.1 Security Tours, Inspections, and Tests (U) 

(U) Records of all activities concerning guard patrols 
were lll!lintained in a duty log. This included reports 
of the reason for not covering a Detex Clock key 
station during the prescribed time together with any 
incident of security significance. Detex Clock key 
station tapes were checked weekly by the Guard 
Lieutenant (Refs. 5, 8, 10, and 13). 

10.2 Maintenance (U) 

(U) The documents reviewed do not discuss any records 
of maintenance of security equipment. 

10.3 Alann Annunciations (U) 

(U) Annwnciations of the local alarm on the truck gate 
were not recorded automatically (Ref. 16). The docu111en­
tation reviewed does not discuss whether such alann 
annunciations were recorded at all. 
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SECTION· 10.0 

SECURITY RECORDS 

(1964) . 

10.4 Security Response (U) 

(U) Any incident of security significance was to be 
recorded in the duty log (Ref. 8). 

10.5 Authorized Individuals (U) 

(U) The documentation reviewed does not explicitly state 
what records were kept of individuals authorized access 
to the Uranium Plant. However, sufficient records 
were kept to enable the receptionist or guard on 
duty to verify employment and clearance level of 
facility errployees (Ref. 5). 

10.6 Employees (U) 

(U) The records referred. to in Section 10.5 were 
· sufficient to identify plant enq>loyees. 

' 10.7 . Access to SNM, MAA{ and Vital Areas (U) 

(U) As mentjoned in Section 10.5, records were kept 
which indicated the employees who were authorized 
access to the uranium plant. Records of individ­
uals authorized to conduct material transactions 
with vault custodians were maintained in the vault 
office (Ref. 5). 
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