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Items (CFSI)



CFSI Remains High-Priority

 Indications of CFSI in the non-nuclear industrial 
supply chain

 No recent evidence of significant counterfeit activity 
at U.S. nuclear facilities

 Implementation of appropriate response protocols
 Continued cooperation and information sharing



Initiatives to Address CFSI

 International
 Nuclear Energy Agency 

(NEA)
 International Atomic Energy 

Agency (IAEA)

 Domestic
 U.S. Government Agencies
 Industry Organizations 
 Key Nuclear Suppliers 
 Public Outreach 
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NRC’s CFSI Initiatives

 Remain proactive and ahead of events or threats
 NRC is engaged with other Government agencies to 

gain knowledge and experience
 NRC has a formal agency-wide strategy to monitor 

and evaluate CFSI
 Operating Experience Program updated to include 

CFSI as a Technical Review Group



NRC Documents

 Generic Letter 89-02, “Actions To Improve the Detection of 
Counterfeit and Fraudulently Marketed Products”

 Information Notice 2008-04, “Counterfeit Parts Supplied to 
Nuclear Power Plants” 

 Information Notice 2012-22, “Counterfeit, Fraudulent, 
Suspect Items (CFSI) Training Offerings”

 Information Notice 2013-02, “Issues Potentially Affecting 
Nuclear Facility Fire Safety”

 Information Notice 2013-15, “Willful Misconduct/Record 
Falsification and Nuclear Safety Culture”
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SECY-11-0154 “An Agencywide 
Approach to Counterfeit, 

Fraudulent, and Suspect Items”

 19 actions were identified to respond to challenges 
associated with CFSI, categorized in the following 
areas:

• Endorsement of Industry Process Enhancements 
and Best Practices

• Developing or Clarifying Regulatory Guidance
• Communication
• Training
• Inspecting for Effective Industry Oversight for 

Detecting and Preventing CFSI 12



SECY-15-0003, “Staff Activities 
Related to Counterfeit, Fraudulent, 
and Suspect Items”

 16 of 19 actions are complete  
 Vendor inspection procedures provide additional 

guidance for verifying cyber security 
requirements

 Extensive outreach with other Federal agencies 
and international organizations (IAEA, NEA)

 Future outreach efforts will continue to 
emphasize the importance of information sharing

13



Regulatory Issue Summary 2015-08, 
“Oversight of Counterfeit, Fraudulent, 
and Suspect Items in the Nuclear 
Industry”

 Issued to heighten awareness of existing regulations 
and how they apply to CFSI

 Three areas –
Nuclear Reactors
Nuclear Materials
Radioactive Waste

 Focuses on codified QA and reporting requirements 
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Regulatory Issue Summary 2015-08
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Nuclear Reactors
Appendix B areas:  
1) design control
2) procurement document control 
3) control of purchased material, 

equipment, and services
4) identification and control of 

material, parts, and components
5) disposition of nonconforming 

materials, parts, or components
6) corrective action and program 

effectiveness reviews 

Nuclear Materials
Part 32 for sealed source 

devices
Parts 40, 70, and 76 for 

fuel cycle facilities

Radioactive Waste includes 
transportation, storage, and 

disposal
Parts 71 and 72, both 
similar to App B QA

Part 21 reporting
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Questions and Comments


