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PROCEETDTINGS

1:04 p.m.
CHATIRMAN BROWN: The meeting will come
to order. This is a meeting of the Digital
Instrumentation and Control Subcommittee. I am
Charles Brown, chairman at the Subcommittee
meeting. ACRS members 1in attendance are Dennis
Bley, John Stetkar, Joy Rempe and our consultant
Myron Hecht. Christina Antonescu of the ACRS is

the Designated Federal Official for this meeting.
The purpose of the meeting is for the
staff to provide a presentation on the Diablo
Canyon replacement digital process protection
system license amendment request, its design and
the staff's safety evaluation conclusion.
Specifically during the meeting staff will provide
a refresher for the Subcommittee members of the

design as it looks today.

They will address again how
independence is maintained, deterministic
processing is achieved. Control of access 1is not

susceptible to compromise from external surfaces,
how D3 1s achieved and include a summary of the
safety evaluation conclusions that are relevant to

these types of concerns.

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

5

Identify issues that arose during the
development and testing of the final design and how
they were resolved and addressed 1in the safety
evaluation. Since this was a pilot program for
ISG-06, explain how it worked and what lessons were
learned that could improve the replacement
application approval process.

Also, the staff will provide an
overview of the draft integrated DI&C regulatory
infrastructure modernization action plan, in
response to the Commission's February 26, 2016 SRM
regarding the proposed 10 C.F.R. 50.55(a) rule
change to incorporate by reference IEEE 603-2009,
with additional conditions.

The Subcommittee will gather
information, analyze relevant issues and facts,
formulate proposed positions and actions as
appropriate for deliberation by the full committee.
The rules for participation in today's meeting have
been announced as part of this notice -- of the
notice of this meeting, previously published in the
Federal Register on March 23rd, 2016.

The meeting will be open to the public
attendance with the exception of portions that may

be closed to protect information that is
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proprietary. We have received no written comments
or requests for time to make oral statements from
members of the public regarding today's meeting.

To preclude interruption of the
meeting, the phone line will be placed on listen-in
mode during the presentations and committee
discussions. Also, the bridge 1line will then be
opened at the end of the meeting to see 1f anyone
listening would like to make any comments.

A transcript of the meeting is being
kept and it will be made available as stated in the
Federal Register notice. Therefore, we request
that participants in this meeting use the
microphones located throughout the meeting room
when addressing the Subcommittee. The participants
should firs identify themselves and speak with
sufficient clarity and volume so that they may be
readily heard.

Also, now the most cogent announcement
of the day. Would you all please silence your cell
phones, pagers, iPhones, iPads and all other
electronic devices that could Dbeep during the
meeting. We will now proceed with the meeting and
I call on Ms. Mary Jane Ross-Lee, the Deputy

Director in Division of Engineering in the Office
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of Nuclear Reactor Regulation, to make some
introductory remarks.
Mary Jane? Press the 1little button at

the bottom. If you're green, you're good.

MS. ROSS-LEE: Great, thank you. Now
if I can figure out how to make this work. All
right, thank you. Today we will be presenting the
Diablo Canyon license amendment to upgrade the
digital process protection systems. This has been
an extensive and complex review effort for the NRC
staff.

The draft safety evaluation report was
provided to the Subcommittee members in advance of
this meeting. We hope to address any comments or
concerns you may have regarding this evaluation
during today's presentation. It's our
understanding that a follow-up presentation will be
provided to the ACRS full committee for the purpose
of developing a letter to the staff describing the
ACRS reviews on the amendment.

We'll begin with a presentation of the
license amendment request by the licensee, Pacific
Gas & Electric, and I believe today we have Mr. Ken

Schrader, Kate Williams and Scott Patterson
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present. Actually, I think this 1s in reverse
order. Mike Waters will go first, who will briefly
describe, sorry --

CHATIRMAN BROWN: We're flexible.

MR  Thank vyou. Don't follow my script
just hopefully I'll catch up. So Mike Waters will
briefly describe the regulatory history of the
license amendment, which will then be followed by
Pacific Gas & Electric's presentation. Rick
Stattel, Rossnyev Alvarado and Samir Dabali, who
are all sitting 1in the rows behind vyou, are the
principal technical reviewers of this evaluation.

They will describe the regulations,
relevant regulatory guidance and the technical
evaluations performed on the topics shown on the
slide in front of vyou. Now I'll turn this
presentation over to Mike.

MR. WATERS: Good afternoon. It's a
privilege to be here. Thank you. In October 2012,
Pacific Gas & Electric submitted a license
amendment request to replace the existing Eagle 21
visual process protection system (PPS) for Diablo
Canyon Units 1 and 2. The NRC accepted that Diablo
Canyon request for review in January 2012.

The new, improved system is comprised
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of two subsystems, one of which is based on the
Invensys Tricon platform and the other based on the
Westinghouse Advanced Logic System (ALS). The
Tricon system is a computer-based PLC system.
Staff has separately reviewed and approved the
topical report for the Tricon B1l0 platform in May
2012. The ALS 1s full programmable array base
system which includes features to address the needs
of the new protection system.

The NRC has also reviewed and approved
the topical report for ALS in October 2013. Our
review has focused on many key technical areas such
as the deterministic performance software, software
documentation, equivalent qualification testing
plans and set point methodologies. We'll hear more
about that from Rich and the team.

We also conducted four audits of the
vendor facilities of Westinghouse and Invensys. It
is also important to note the role of interim staff
guidance ISG-06 about the licensing process. ISG-
06 was issued in early 2011. It was developed in
part from our early licensing experiences with
Oconee and Wolf Creek visual upgrades.

This Diablo Canyon licensing review 1is

considered a pilot application for ISG-06 and again
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you'll hear from Rich and the team using ISG-06.
At this time, PG&E has responded to all audit
questions with only one remaining open item
regarding size and qualifications.

We have developed a draft safety
evaluation report which is still pre-decisional.
At the end of the day, as time evolves, I will Dbe
happy to talk about next steps in our license
review. In summary, the entire industry review
team has performed a high quality review of this
complicated amendment, as documented in the draft
evaluation report.

There were some pauses 1in the review
and multiple amendment supplements. That happens
during the license review period, but we can only
consider ISG-06 to be successful in clarifying
staff's acceptance criteria and review procedures
for digital amendments, and we have identified
additional lessons learned for continual further
improvement of this guidance. Unless there's any
questions, I'll be happy to turn it over to the
licensee next.

MEMBER STETKAR: Mike, vyou mentioned
and it's on the SER that there's only one, whether

you want to call it one open item or two open items
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related to the in-cabinet response vector to the
seismic analysis. I want to make sure that I was
looking at the same version of the SER that vyou
had.

In section -- and this is kind of a
heads up that you may want to look at while other
people are talking. That's why I wanted to bring
it up now. In Section 3.5.4 on the electromagnetic
compatibility, there are several referneces made to
Open Item 115, 1-1-5, and all the subsections in
that are Jjust end with a parenthetical statement
saying "See response to O0I-115."

So I don't know whether I was looking
at an earlier version or whether that's indeed what
we were supposed to be reviewing.

CHATIRMAN BROWN: No, that is the
version I had also. I had the same question.

MEMBER STETKAR: Okay. You may want to
go figure what's going on there, because it seems
like an open item, at least as far as what we were
given to review.

MR. WATERS: Thanks for that. We'll
take a look at that. It could be just an editorial
item. I'll have --

CHATRMAN BROWN : Wait a minute.
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Editorial is one thing, but the guestion is --

MR. WATERS: Yeah, yeah.

CHATRMAN BROWN: --what are we given to
review?

MR. WATERS: I can call Rich up to
answer now or 1f vyou want to wait for his
presentation too.

CHATRMAN BROWN: I don't care. I
wanted to give you a heads up 1in case somebody
needed to do some homework. That's the only reason
I brought it up now.

MR. STATTEL: I can respond.

CHAIRMAN BROWN: Just push right at the
base toward you. There you go.

MR. STATTEL: I've got it, okay. Yeah,
I can respond to that. So we sent to you -- we had
completed our safety evaluation about five weeks
ago, and we sent what we had documentation-wise at
that time, but it was under concurrence review at
that time. So there have been changes between that
and the issued wversion that we have sent to the
project manager.

Regarding the open item, it's actually
part of the ISG-06 process and I'll be discussing

it during my presentation. But those open item
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also have associated RAIs and we kind of used the
open 1items 1list as a way of facilitating our
discussions with the licensee during the process.

That terminology will be removed from
the evaluation when we issue the license amendment.
There are no -- the open items are now closed.
There are no remaining open items, however. I can
say that, aside from the seismic issue which we
left as an open item.

MEMBER STETKAR: What I'm curious about
though is the fact that we have a document that has
I'll call it an open item because it's called an
open item in it. It's Open Item 115. I don't know
what it is. It has something to do with -- oh gee,
I can look it up here.

MR. STATTEL: EMIR.

MEMBER STETKAR: Yeah, right.

MR. STATTEL: It's equipment
qualification.
MEMBER STETKAR: Right. Equipment

qualification for interference, and there's a

discussion about why that was a concern and all it

says 1is refer to that open item. It doesn't say
refer to an RAI. It doesn't say this is closed.
It was open at the time. Now if it's been closed

NEAL R. GROSS
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since then, okay. There must be some reason why it
was closed. Why was it closed?

MR. STATTEL: Okay. I guess I have a
question for you then. So we last presented this
evaluation to vyou in 2014, and at the time we
presented the entire design and the status at that
time. At that time, the design had not Dbeen
completed and they had not built the system.

We were asked by the ACRS to come back
once we had completed our evaluation, but prior to
the issuance of the safety evaluation. So this is
that window of time that we're speaking right now.

MEMBER STETKAR: Oh.

MR. STATTEL: All right. So our
evaluation is complete. The documentation is not
finalized, right. We will be issuing -- our plan

is and we'll discuss this at the end of the
presentation, our plan 1is to issue the license
amendment later this vyear. Let me also offer, we
can look at that specific section on the break and
make sure it is clear.

MEMBER STETKAR: All I'm concerned --
yeah, I understand that there's a moving target,
and I understand that we're looking at the snapshot

in a moving target. If that snapshot that two open
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items, one related to electromagnetic compatibility
and another one related to seismic, I'm fine with
that.

MR. STATTEL: Again when you 1look at
it, I believe the clarification is that the safety
evaluation is complete except for the open item for
seismic-only. If we need to clarify something in
the documentation --

MEMBER STETKAR: Well, vyou certainly
need to «clarify how all of the electromagnetic
compatibility issues were resolved, Dbecause the
documentation just simply says see response to OI-
115. That's a verbatim quote from the draft SER.

MR. STATTEL: Again, vyou're looking at
a draft version of this SER, and that has changed
during the last month, during the concurrence
reviews, and it will change between now and when we
issue the safety -- the license amendment.

MEMBER BLEY: When you actually get up
to talk, will vyou be walking wus through the
difference between what we saw and the current
status?

MR. STATTEL: Well, it's a draft
document. If you wanted to see the final document,

we could have wailted wuntil after the 1license
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amendment was issued. But we were specifically
told --

MEMBER BLEY: When we have a partial
document and then you move ahead, that's very
reasonable. But we would expect when you come here
that you would tell us, you know, we've closed out
one item and here's how we closed it when you give
your presentation.

MR. STATTEL: Okay.

MEMBER BLEY: So I'm hoping you're
going to do that.

MR. STATTEL: Okay.

MEMBER STETKAR: Also, this 1s more
important, Dbecause this 1s only a Subcommittee
meeting so -- and we're used to actually dealing
with things that are in a state of flux, because we
try to get typically the Subcommittees involved
earlier rather than later on some technical issues.

Certainly when vyou come to the full
committee, whenever that is, the SER ought to be a
self-contained coherent document, not in a state of
flux. Don't - this is just my personal
recommendation. Don't bring it to the full
committee and expect a full committee voter that

might say something like this, that we're viewing
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something that's incomplete and therefore can't
reach a conclusion on something.

MR. STATTEL: Well, it's not a
finalized document until we 1issue the license
amendment, and that will be after the full
committee meeting.

MR. WATERS: Let me clarify. I believe
based on timing that the seismic issue will not be
closed at this time. We will have an updated draft
SE that should hopefully be more clear on the open
items. If we need to clarify we'll do that and
provide that. That's what we plan on providing for
the full committee meeting.

MR. STATTEL: One final statement I'll
make 1is we will not issue a license amendment to
allow installation of this system until all of the
open items are closed.

MEMBER STETKAR: Thanks.

MR Are there other questions for Mike?

(No response.)

MR So seeing none, are we turning it
over? Do we need to change --

(Pause.)

MR. SCHRADER: Do you want me to come

up or speak from here? Okay.
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(Pause.)

MR. SCHRADER: Okay, I've got a green
light. Can everybody hear me? Okay. Good
afternoon. I'm Ken Schrader. I'm a principal
engineer 1in Reqgulatory Services, so the licensing
area at Diablo Canyon plant for PG&E, and I'm
responsible for this license amendment request and
obtaining NRC approval. I also have Kate Williams
here today. She's sitting back there, and Kate 1is
the project manager for this project.

Finally, I have Scott Patterson here
next to me. Scott is retired from PG&E. He worked
for over 30 years at Diablo Canyon in the I&C area,
and Scott was responsible for the I&C obsolescence
program at Diablo Canyon, and really was one of the
major designers of this protection system upgrade.
So I have Scott here to provide a 1little more
detail on the change, Dbecause he's definitely
probably the most PG&E person on this project.

Okay. So I'll talk a little bit about
ISG-06 and how we're involved in that. We'll give
a higher 1level presentation or discussion of what
the process protection system replacement is, kind
of how it's designed, and the ISG-06 lessons

learned we'll be more than happy to Jjump in and
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provide information there when the staff discusses
it later on today.

Okay, so Slide 3. So Diablo Canyon,
this application was the pilot application for the
use of ISG-06. ISG-06 was interim staff guidance
developed for 1licensing a safety-related digital
upgrade. We were involved in the working group
developing ISG-06, so essentially involved since
2008 time period. So we're very familiar with the
contents of ISG-06.

We submitted our license application on
October 26th of 2011, and we then provided a
supplement on April 30th, 2013. That supplement
did include one design change that I'll talk about
later on 1in my presentation. So the basis
architecture of the ©process ©protection system
replacement that we are requesting approval for is
composed of two different vendors' architecture.

The first is the Invensys Tricon
Version 10. That's a PLC-based architecture which
comprises triple redundancy. It also contains the
Westinghouse Advanced Logic System, which 1is an
FPGA-based system, that it contains both redundancy
and diversity. The reason we're using the two

architectures was we wanted to be able to provide a
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system that could address a common cause software
failure without requiring operator actions.

Several other prior licensee
applications for safety-related digital upgrades
required a diverse actuation system 1in order to
address common cause failures. That has some
negative aspects that we wanted to avoid. So we
were able to provide the diversity on the safety
side as part of the protection system.

Okay. Just to kind of give vyou an

overview of what the scope is of this, this is not

just -- it's like Oconee where we're almost
replacing the entire protection system. We're not
doing that here. We're replacing essentially the

processing part of the protection system.

So if you look at the figure here, this
figure kind of gives an overview of the whole
entire protection system, and so we're going to be
replacing the portion in the red box, which is
essentially the part of the system that determines
whether we need an reactor trip or an engineering
safety feature's actuation signal.

That process protection then sends that
signal from each of the protection sets, and

there's four of them, to the solid state protection
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system and the Solid State Protection System
actually does the coincident logic to determine if
there's an actual actuation and then sends that on
the reactor trip system and engineering safety
feature's actuation system.

So we, as part of this project, are
changing what I would say is the heart of the
system, the part that ©processes the incoming
signals and determines if a trip is required.

Okay. So the figure on page five is a
little more detail of the part of the system that
we're replacing. So the part that we're replacing
is in the dotted circle there in the center of the
figure. The box that's above is the solid state
protection system that does the coincident logic,
that does not run software and that system we are
not replacing as part of this. It will remain as
is.

Also, this project we're not replacing
the sensors portion of the system or any of the
control systems.

CHATRMAN BROWN: Excuse me. What does
the red 1line which means "stop at the streets"”
mean?

MR. SCHRADER: That's a good guestion.
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So what that means is that there's no common cause

software failure that can occur in that component.

CHAIRMAN BROWN: The FPGA part of the
system?

MR. SCHRADER: That's correct.

CHAIRMAN BROWN: That's kind of an
interesting, overarching, completely blanketed
statement. I mean is there -- it might have been
in the SE and I missed it. I know there was a

discussion of it, but I did not see any other --

MR. SCHRADER: The staff presentation
actually has some detailed slide on how a common
cause failure 1is presented within ALS, the FPGA
side. Rich, you'll be discussing that.

MR. STATTEL: Yes, I'll Dbe covering
that.

CHAIRMAN BROWN: Okay.

MR. SCHRADER: So this is higher level
of the staff's —--

CHATIRMAN BROWN: And the same thing
with the SSPS, which is not part of the project,
also has a slice. So there's no -- so there was an
—-— that's leftover from before and I guess that was
determined to have no common cause failure modes at

all.
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MR. SCHRADER: It does not run
software, so there's no common cause.

CHATRMAN BROWN: I understand that.
But -- yeah my mic's on. Am I hearing? Can you
hear me? Okay. All right, go on. Thank you.

MR. SCHRADER: Okay. So —--

MR. SCHRADER: It was though Ken, and I
don't want to go too far astray here though, but as
I understand it, one of the reasons for the
allocation of specific signals and functions
between the ALS and the Tricon platform was
apparently to address some concern about common
cause failures 1in the Eagle 21 system that would
require manual operator intervention.

Those were in the input signal
processing part of the Eagle 217 In other words,
not the part that has the no common cause failure
line through it now?

MR. SCHRADER: Okay, so you're correct.
Essentially, our current Eagle 21 system, if it has
a common cause failure, there's several signals
that there's no backup in other parts of the
protection system and therefore manual operator
action would need to be taken.

MEMBER STETKAR: But that, I'll call it
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a postulated common cause failure, that postulated
common cause failure was within, on this drawing,
the dotted black oval shaped sort of thing, not in
the upper part of the SSPS; is that correct?

CHAIRMAN BROWN: Okay, that 1is correct
John. Within the dotted circle, and so essentially
where you see the circle with the slash through it
in the ALS, that is where the possibility of a
common cause failure 1is addressed 1in this new
protection system, such that we won't need operator
actions any longer.

MEMBER STETKAR: Okay, thank you.

MR. SCHRADER: And Scott will actually
go into that and so will Rich.

MEMBER STETKAR: Okay.

MR. HECHT: So when vyou say no CCF,
which you really mean is no software CCF?

MR. SCHRADER: That's correct.

MR. HECHT: Because there could be
hardware or other CCFs in there as well?

MR. SCHRADER: Yeah, that's correct. I
mean you can always postulate a common cause
failure. So it does mean software failure, that's
correct.

All right, so Slide 6. So when we were
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first starting on this project, you know, looking
at operating experience from several of the prior
protection system upgrades, you know, there were
areas that caused extensive interactions with the
NRC and negotiations and additional, you know,
changes to the system 1in order to obtain NRC
approval.

So we tried to start out right from the
beginning to make our system design as simple as
possible. So some of the attributes that we have -
- or design requirements that we included in this
protection system upgrade were we don't use any
cross—-channel communications, and that's consistent
and I'll show you on the next slide here, with our
current design.

So we have four different protection
sets and there are no communications going on
between those ©protection sets. They're kept
isolated from each other. The other attribute is
is there's no two-way safety communications going
from safety to non-safety or non-safety to safety
within this design, while the system is required to
be operable.

Obviously when it's in maintenance,

there's communications going on, but it's out of
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service. It's inoperable. Finally we have no --
within the process protection system there's no
voting of the signals between the different
protection sets or within the protection sets.

That voting will continue to be done by

the Solid State Protection System, which we are not

changing.

CHATIRMAN BROWN: Okay. Let me -- T
guess no signal voting of channels. I understand
the wvoting in the SSPS. That's where vyour

coincidence 1is generated and that's where vyou
generate your final either reactor trip or
Safequards or whatever 1is required. Are you
referring to -- go back, which diagram? I'm trying
-— I think you're working on the Oconee stuff that
you had to deal with and there, if my memory serves
me right and that may not be serving me right,
there was some communication Dbetween channels to
determine signal goodness.

MR. SCHRADER: That is correct.

CHAIRMAN BROWN: Richard's shaking his
head over here, so I'm probably shooting off. But
is that -- that's my understanding. This 1is a
seven year old memory, okay, and at my age that's

very suspect. So that's why I'm --
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MR. SCHRADER: Yeah, I understand. So

yeah. So we within each of the protection sets,
SOrry. Pardon me, I said it wrong. Between the
different protection sets there's no -- within the

change that we're making here, there's no loading
happening, you know, between each of the protection
sets.

CHATIRMAN BROWN: Okay. Even within a
protection channel, you're taking the signals from
the sensor through the signal conditioning and it's
processed as 1f it is a wvalid signal? I mean it's
not evaluated for goodness or badness?

MR. SCHRADER: It does do that, right?

CHAIRMAN BROWN: I mean, hold it. Let
me clarify. It may be out or range, high or low,
that's one thing. But in terms of within a channel
saying well gee, if my pressurizer pressure is such
and such and my loop pressure is such and such and
they deviate by some amount, therefore something's
suspect.

MEMBER STETKAR: You pick -- vyou're
picking the Tricon. You pick the middle of the
three or vyou do some sort of wvoting from the
Tricon. I don't remember what it is. But there is

some sort of comparison and selection process
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there, because you've got three inputs --

MR. PATTERSON: Yeah, we do that for --

MEMBER STETKAR: -—-for three outputs,
whatever you want to call them.

MR. PATTERSON: -—for a control system,
we do a median signal select. For the protection
system, there's nothing like that.

MEMBER STETKAR: How do you select from
the three processors in the Tricon which signal to
pass through to the output?

MR. PATTERSON: Internal to the Tricon?
Yeah, there 1is some voting going on internal to
that.

MR. SCHRADER: So let me just —--

(Simultaneous speaking.)

MR. SCHRADER: This statement is
referring to between --

MEMBER STETKAR: Between channels.

CHAIRMAN BROWN : Okay, between
channels.

(Simultaneous speaking.)

MEMBER STETKAR: That 1is true. You
have to pick something to send through.

MR. SCHRADER: In that, some of the

previous digital wupgrades, that was not the case
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and that caused a lot of interactions.

MEMBER STETKAR: Okay, thank you.

MR. SCHRADER: All right. So a final
point on this slide that we've already discussed.
With this design, if we have any type of common
cause software failure that is, you know, Jjust
assumed to occur, with this system we will be able
to still get automatic actuation and we won't need
a manual operator action, and we designed it that
way so that we didn't have to have manual operator
actions required to deal with a common cause

software failure.

MEMBER STETKAR: Ken, let me stop vyou
there. I was going to wait, but I might as well,
since you have a bullet for it here. Two years

ago, I went back and looked up my notes, and I
looked at the system design and we had a
discussion. The ALS platform is the only platform
that gives me a Safeguards actuation from the LOCA.
Now the assertion is there cannot be common cause
failures in the ALS platform. So you're saying
that the operators don't need to do anything for a
LOCA Dbecause there can't be common cause failure,
software failures in the ALS platform.

The Tricon platform is the only
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platform that gives me auxiliary feedwater
actuation, with a successful reactor trip
condition. Not ATWS, but with a successful reactor

trip, and 1it's the only platform that I can find
that gives me main scheme isolation for a steam
line break outside of the containment.

I Dbrought these three things up two
years ago. At that time my notes say well, we
don't postulate software common cause failures in
the ALS because of what we're going to hear about
later. So I'll accept that for now and we'll ask
the staff about that.

We had some discussion regarding the
auxiliary feedwater actuation with respect to your
ATWS mitigation, the AMSAC logic, and I don't have
the drawings to show the logic. I just took notes
and the notes that I have say that there's a 240-
second time delay, that the AMSAC logic remains
armed, and if you get low level 1in three of the
four steam generators within that 240 second

period, that auxiliary feedwater will be actuation

from AMSAC.

In a 1lot of plants that 1I've seen,
AMSAC also requires that the -- if the reactor trip
breakers are open, AMSAC doesn't do anything. In
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other words, it requires a coincidence that a
reactor trip breaker must be closed and these other
things happen.

So Dbecause I don't have the AMSAC
logic, I wanted to sort of pulse the fact that that
240 second period that will actuate auxiliary
feedwater 1is wvalid regardless of the status of the
reactor trip Dbreakers, whether they're open or
closed.

I know that's a lot of detail, but if
it's not contingent on the reactor trip breakers'
position, then I don't know how AMSAC will give me
that backup automatic auxiliary feedwater for a
successful reactor trip, for a successful reactor
trip.

(Off mic comments.)

MEMBER STETKAR: We'wve got time.

MR. PATTERSON: AMSAC is not even
armed, I don't believe, until you get to —--

MEMBER STETKAR: It's 40 percent power
that arms it. So let's just take a condition we're
above 40 percent, 100 percent power.

MR. PATTERSON: Right.

MEMBER STETKAR: We get a loss of main

feedwater. The reactor successfully trips. There
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1s a software common cause failure in the Tricon

platform. It's gone. Now what automatically
actuates auxiliary feedwater under those
conditions? Loss of all main feedwater, reactor

successfully tripped, software common cause failure
in Tricon.

Just that take that away. Don't try to
answer it real time because you need to --

(Simultaneous speaking.)

MEMBER STETKAR: I wrote my notes and I
said gee, that's kind of neat but I've seen some
AMSAC designs and I don't know how Diablo's is.
The second question though, I didn't get an answer
two vyears ago, and that 1s what automatically
isolates the main steam line for a main steam line
break outside containment, outside containment, and
a common cause failure in the Tricon logic?

Does a backup signal for a steam line
break inside containment because it contained high
pressure comes through the ALS logic and we'll get
you there. I couldn't figure out anything for
downstream. Now I'm not -- I just -- the reason I
bring these up is that you've taken care of some
manual operator actions that had a potential

vulnerability for some postulated common cause
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failures.

You may have introduced other operator
actions for other types of common cause failures.
That doesn't necessarily mean that the new system
is worse than the old system; it's just different.
However, if there are manual operator actions
required, that last bullet on this slide, that it
eliminates the need, is not a correct statement.

That's why I'm trying to pulse this,
because that statement up here is throughout the
license submittal and throughout the staff's SER,
kind of parroting back. So that's the only reason
I'm trying to understand that statement.

MR. SCHRADER: I think the answer to
both of vyour questions 1s in the diversity and
defense indepth topical report that we submitted
prior to this.

MEMBER STETKAR: He's actually on.

MALE SPEAKER: It is on.

(Off mic comments.)

MEMBER STETKAR: Yeah, he's on.

MALE SPEAKER: Just move forward.

MEMBER STETKAR: Just pull vyour mic
toward you a little bit. They're real sensitive.

Don't hit it with the paper now, but now it will
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cause other problems.

MR. SCHRADER: The diversity and
defense indepth topical report that we submitted
prior to the license amendment went through all the
different scenarios.

MEMBER STETKAR: I raised these
questions originally when I read through that D3
report, so I didn't get the answers in that report.

MR. SCHRADER: All right.

MEMBER STETKAR: Look them up. I mean
that's -- as I said, we can't do it real time here
because it requires some signal tracing.

MR. SCHRADER: Okay. So Slide 7. So
I'll just -- so this 1is Jjust a depiction of the
current Eagle 21 protection system. I just want to
put out a few things here and then I'll turn it
over to Scott to give some more detailed
explanation of the upgrade.

But we have this slide here just so you
understand what we have today, and so the Eagle 21
protection system and it 1is a digital system, we
have four different protection sets and they are
independent. Today, they don't communicate between
each other and each of them has a dedicated

maintenance work station.
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The output of the Eagle 21 system is to
the Solid State Protection System that does the
voting. That pathway is hard wired and then the
SSPS 1s what actually performs the coincidence
logic to determine, to actually send the actuation
to trip the reactor breakers or to actuate an SFAS
(phonetic) component.

So now I'm going to, unless you have
any questions, I'm going to turn it over to Scott
to give a little more detail of how the protection
system is designed.

MR. PATTERSON: You want to go to Slide
10? Okay, here we go.

MR. SCHRADER: Do you want take over
from there?

MR. PATTERSON: I was going to start.

MR. SCHRADER: Oh, vyou were going to
start. Can you go to 107? Okay. So I'll have
Scott start at Slide 10.

MR. PATTERSON: So the next few slides
are to kind of give you an idea of how we split the
functions between the Tricon and the ALS and why we
did that.

MEMBER STETKAR: You're not going back

to the simple cartoons that vyou skipped over,
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right? The only reason I was going to ask a
question were you got --

MR. SCHRADER: That would be fine.

(Simultaneous speaking.)

MEMBER STETKAR: A lot of what I read
or what I read in the SER said that a lot of the
information that the staff reviewed was specific to
Protection Set 1, and that it's inferred that the
other three are the same. It's pretty apparent
that they're not all the same, from what I can
read, because if nothing else Protection Sets 1 and
2 have more stuff in them, in the sense they have
more cabinets and I looked at a couple of the
analyses that refer to the fact that they're the
more limiting sets in terms of looking at what was
done in the timing analyses.

So what's the difference among the four
sets, at a fairly high level not -- you know, what
does 1 and 2 do that 3 and 4 don't do?

MR. PATTERSON: There are several
functions that are 2 out of 3 and not 2 out of 4.
For example, RCS flow, there's only three channels
for that.

MEMBER STETKAR: Oh okay.

MR. PATTERSON: Containment pressure
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safety injection is only three channels. Wide
range temperature channels, there's four of them
but they're on 1in Sets 1 and 2. Wide range
pressure 1is in 3 and 4. So there are some
differences there.

Set 4 has pressurized vapor space.
That's the only one. There's only one channel of
that. So there's different channels based on 2 out
of 3 coincidence, 2 out of 4 coincidence and then

some of the other post-accident stuff.

MEMBER STETKAR: Okay, that  helps.
Thanks.

MR. SCHRADER: Slide 10.

MR. PATTERSON: So this slide Jjust
shows you the inputs to Eagle 21. I think on the

copies it's gray, but the top four blue boxes on
the slide are reactor trip functions. The bottom
two pink boxes are your engineered safety feature's
functions, and then the purple Dboxes are a
combination of reactor trip and ESF functions.

Then on the right side of the diagram
shows you the actual ESF functions and the reactor
trip, reactor trip being at the top. So one of the
objectives for the whole project was again, as Ken

stated, was to remove some of the operator actions
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that we were taking credit for, and those were
based on three functions: reactor coolant flow,
containment pressure and pressurizer pressure.

So if you go back to the diversity and
the defense indepth analysis that we had performed
and then submitted as a topical report, we
identified those three functions. The rest of the
functions had some sort of an automatic backup for
a common cause failure in Eagle 21.

Then we go to the next slide. So the
top box in the middle is your Tricon and the second
box in the middle is your ALS platform.

Next slide. This slide shows you the
functions that are associated with the Tricon. The
ones that have a T on them are just the Tricon, the
ones that have an AT are both ALS and Tricon, and
the ones that just have the A on the left are the
ALS functions. Same on the right. You can see
that some of them are combinations of both.

Go to the next slide okay. This 1is
Jjust a little bit more detail showing some of the
functions. Your OP Delta T, OT Delta T.

MR. HECHT: The functions that are
indicated as A, you know, we've been concerned what

happens when the Tricon goes. But what happens if
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the ALS goes with respect to those functions that
are A?

MR. PATTERSON: That's the circle with
the slash in 1it, no common cause failure thing
right. So there's two --

(Simultaneous speaking.)

MR. HECHT: Well, I guess my dguestion
is if there is a failure in the ALS system, what
happens?

MR. PATTERSON: Are vyou talking a

common cause failure or just a failure?

MR. HECHT: Well, I guess let's Jjust
say a simultaneous failure. Does that mean that
the -- that you can't do that reactor trip-?

MR. PATTERSON: So there's four

divisions and four protection sets of equipment,
and then 1in each one of those divisions or
protection sets there's two ALS chassis, and
they're diverse from each other. So you actually
have redundancy 1in a set of four redundant
channels. So you would have to have all those fail
at the same time.

MR. HECHT: Okay. So in other words,
the ALS 1s responsible for those two functions

exclusively, and not the Tricon?
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MR. PATTERSON: Correct. Reactor
current flow 1is Jjust 1in the ALS platform itself.
There's not anything in the Tricon and then the
pressurizer pressure does go to the Tricon, but
it's for OT Delta T not pressurizer pressure,
safety injection or reactor trip or anything like
that.

MR. HECHT: Thank you.

CHATRMAN BROWN: Just to make sure I
understand it, I understand you do have two
redundant, diverse ALS sections and they both do
process each of these signals. So it's not --
they're not isolated, one goes through one. So you
have redundant processing of those in the two
diverse ALS applications?

MR. PATTERSON: Correct.

CHATRMAN BROWN: Change, processing
change 1in each processing channel. Okay, thank
you.

MR. SCHRADER: It had to be designed

that way to address a common cause failure and be
able to still perform the function.

MR. PATTERSON: And that's worked
together, so either one can cause the trip.

CHAIRMAN BROWN: I'm truing to remember
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from reading in the SER or in part of the system
description. When you say "diverse," it's the same

-—- 1is it the same hardware but they are programmed

differently? In other words, 1in developing the
logic flow through the FPGAs? Is that -- that's
what -- my memory is clicking around in here.

MR. SCHRADER: They're forced to be

programmed differently as part of the design --

CHATIRMAN BROWN: Yeah, vyeah, two --
different folks, different layout, different
programming implementation?

MR. SCHRADER: That's correct, yes.

CHAIRMAN BROWN: Okay, all right.

MR. PATTERSON: Two separate design
teams with two separate --

CHATIRMAN BROWN: I got it. Thank you.

MR. PATTERSON: So vyeah. This is just
the Tricon function allocation with a few more
details put in the middle that describe some of the
functions like OP Delta T and OT Delta T for the
neutron flux. One of the other advantages that we
had for not replacing the Solid State Protection
System is the nuclear instrumentation system
actually bypasses Fagle 21.

There is neutron flux coming in, as you
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can see here on the top left-hand blue box there.
That's upper and lower flux for the OP Delta T and
OT Delta T trips. For high flux trips, the nuclear
instrumentation system goes straight into the solid
state protection. So that's a diverse function
that we took credit for in our diversity analysis.

By keeping SSPS or Solid State
Protection System and having the nuclear
instrumentation feed directly into that, that's all
analog systems. We could use that as a diverse
automatic  backup function for some of these
scenarios.

Give me the next one. This slide shows
you the breakdown of the ALS functions 1like we
talked about, the reactor current flow. It
currently has a manual operator action that we take
credit for loss of coolant flow in a single loop.
I believe that's about a five minute operator
action time or 1is 1t ten minute operator action
time, and then containment pressure and pressurizer
pressure safety injection, there's an operator
action that we take credit for currently now.

With this system, with it being on the
ALS, again as we talked about being diverse, we can

not have to take credit for those anymore.
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MR. SCHRADER: Yeah. It was a credited
ten minute operator action in the prior NRC safety
evaluation for the Eagle 21 installation back in
the 90's.

MR. PATTERSON : Unless there's any
questions, I'll hand it back over to Ken.

MEMBER STETKAR: Yeah, let me ask you -
- let's see if I can figure out how to ask this.
There's a lot of discussion -- well I won't say a
lot of discussion, there's some discussion in the
safety evaluation, I'll ask the staff about this
later but I want to get the input from you, about
definition of the output signal safe states what
they're called from the ALS platform.

In other words, given I don't 1like to
use the term "failure," so I'll use the term given
some glitch in the ALS platform, there 1is some
predefined safe state of the output that the cores
drive the output to. There's some discussion about
specification of those safe states, reviews of
those safe states.

I would presume, although I may be
wrong, that there is an equivalent definition of
safe states for the Tricon logic. Is there,

because I could find no discussion of safe states
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from Tricon or any review of any said safe states
or any specification of said safe states from
Tricon.

MR. PATTERSON: You can define safe
states in the Tricon, yes.

MEMBER STETKAR: I'm sure you can. I'm
asking did someone do that?

MR. PATTERSON: For the reactor trips,
they're deenergized to trip functions. So the safe
state would be reactor trip or deenergized.

MEMBER STETKAR: That's easy for you to
say and I could say that too. I'm asking in the
design and in the specification, were those safe
states defined such that they're traceable and
reviewable?

MR. PATTERSON: I believe so, but I'd
have to go back and look.

MEMBER STETKAR: Okay. Could someone
please check on that, because I found no discussion
of it? I can guess what a safe state for a reactor
trip could be. A safe state for a Safeguards
actuation function in some cases is not so simple,
because it depends on the event scenario.

Sometimes I 1like to isolate auxiliary

feedwater because it's feeding a faulted steam
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generator. Most of the time I 1like to keep it
going. Sometimes I 1like to isolate certain
containment penetrations like reactor coolant pump
seal injection, component cooling water, thermal
barriers Dbecause I have a Phase B containment
isolation. Most of the time I 1like to keep it
going.

So sometimes the defined safe state
requires some Jjudgment on the part of the people
who specify the particular application for a
particular plant. That's —-- I'm more concerned
about the Safeguards safe states than the reactor
protection gquite honestly.

But 1if they weren't defined that is a
question about why. So I'd like to some follow-up
on that. As I said, I'll follow up with the staff
because they did the review. They should have
looked at that. Thank you.

MR. SCHRADER: All right. So I'm on
Slide 16 now. So I think you'll see when the staff
gives their presentation, that they did an
extensive review of our application. So as a
result of the review, we did actually make one
design change ot the protection system. It wasn't

-- we weren't required to. It was a PG&E decision
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to make that change.

But what it relates to was the
maintenance work stations. So originally our
original design for each protection set, we were
going to have one maintenance work station that had
the ALS software and the Tricon software on it, you
know, and it would be shared.

We received many questions about how if
we did a software update of one vendor's software
on that maintenance work station, how was that
going to affect the other software? How would you
know if it affected the software? What kind of a
procedure are you going to have to do the testing?

So it would have been pretty difficult
to come up with a procedure that could be done in a
timely manner, to make sure that there were no, you
know, unwanted interactions. So we made the
decision to essentially use a separate computer
core for each of the systems.

So each protection set will have a
computer with the ALS software and a computer with
the Tricon software on it, and we will use a, you
know, common monitoring keyboard and mouse through
a KBM switch. So that change was a change that did

result Dbased on the NRC review.
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There were a couple of other I would
say minor changes that we made as a result of while
we were going through the review. For example, we
originally were going to have a printer 1in the
cabinet and each protection set. We determined,
you know, with all the digital technology and PDF
files and everything that we did not need to have a
printer actually inside the cabinet. So we removed
that from the design.

MR. HECHT: Question.

MR. SCHRADER: Yes.

MR. HECHT: I wanted to verify, is that
KBM switch totally mechanical, because some KBM
switches are now designed that they're basically
network, they're networked to the processors and
when control is accessed through software not
through hardware?

MR. SCHRADER: Oh, 1t's not totally
mechanical. I'll let you do that.

MR. PATTERSON: No, it has USB ports on
it, so it does have some software internal to the
KBM.

MR. HECHT: And was that analyzed?

MR. PATTERSON: It's a non-safety part

of the system, so 1t was looked at from a
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perspective of cybersecurity, but not as affecting
like a safety function or anything.

MR. SCHRADER: Yeah. It's in a part of
the non-safety part of the system and signals from
that. While the system 1is operable, an operation
cannot get to the protection system.

MR. HECHT: It wasn't clear from --
when I was looking at the documentation and
admittedly I may not have read enough. But it
wasn't clear to me whether the maintenance work
stations could be attached to the -- either of the
computers during operation.

MR. SCHRADER: Oh yeah.

MR. PATTERSON: Well, there's two
maintenance work stations, one for the Tricon and
one for the ALS, and they are connected one-way
communications all the time. So data comes out of
the Tricon and the ALS and goes into the
maintenance work station for monitoring alarm
functions, diagnosis, things like that.

The only way you can talk back into the
safety systems, on the ALS you have to actually
connect a physically cable. On the Tricon, there's
a switch and then there's also a -- there's a key

switch and then there's also an out of service
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switch that you have to throw, which is a safety-
related switch.

MR. HECHT: Okay, but what if -- how
are you sure that vyou're not getting alarms that
you do need to get on the maintenance work
stations, or is it not safety so it doesn't matter?

MR. SCHRADER: That's correct. It's
not -- we don't -- our operators won't need to get
an alarm on the maintenance work station, you know.
This is contained down 1in the cable spreading
room, locked area below the control room. All the
required indication for the operators will be in
the control room, just like it is today.

MR. HECHT: So then why do you need the
maintenance work stations connected?

MR. SCHRADER: Because with the
maintenance work station, the maintenance I&C
technicians can get much more detailed information
if a fault occurs. They can get, you know, more
detailed diagnostic information from the Tricon or
the ALS, 1in order to diagnose what the problem is
so that they can quickly --

MR. HECHT: So it's acting as a data
logger i1if you will?

MR. SCHRADER: In a sense yes, it does
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have data logging capabilities, yes. But again,
while the system is operable in operation, there's
no information, there's no information going
through the maintenance work station to the safety
side.

MEMBER STETKAR: On the Tricon side
with the key switch, is it physically impossible
for the maintenance work station to communicate
with the application software when the key switch
is in the run position, I mean physically
impossible, because there's some statements in
there saying that there's internal software that
looks at the key switch and makes internal
determinations of what can be done, depending on
what the software thinks the key switch position
is?

(Off mic comments.)

MEMBER STETKAR: So what I'm asking is,
is it possible to alter the software internal to
the Tricon platform, such that with the key switch
in the run position it thinks it's in the program
position and somebody can get in? I'm talking
about cybersecurity here.

MR. SCHRADER: I think Rossnyev's going

to answer.
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MEMBER STETKAR: Okay.

MS. ALVARADO: This is Rossnyev
Alvarado. I'm with the staff, and I will talk
about communication. But vyes, there are certain

functions, not all of them, that if you have the
key switch in the wrong position you can modify
the wvariables. But there are specific functions,
not all of them, that you can do that.

MEMBER STETKAR: You know, I was very
careful. I asked about the application software.
I did not say variables, because I know you can go
in and modify set points and variables.

MS. ALVARADO: Yes, there are certain
some functions that you can modify. There are some
points like wvariables and that that you can modify
when the program is in run.

MEMBER STETKAR: Okay, thank vyou. I
was aware of that. That's not answering the
question that I asked. When the key switch is in
the run position, is it physically possible to Dbe
able to access the application software and make
changes to that software? Can that be done? Can
the system be spoofed?

MR. PATTERSON: No, I don't believe so.

That's part of the --
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MEMBER STETKAR: That's one of the
things I was looking for, because there was this
sense, the sense of the software looks at the key
switch position and then determines internally what
can be done. I don't care if people are modifying,
you know, parameter values or set points or things
like that. That's -- I'm relying on safe steps to
take care --

MR. PATTERSON: That was part of the
Tricon-specific, you know, approval, that --

MEMBER STETKAR: But I didn't think
about it until I started, you know.

MR. SCHRADER: And, vyou know, we are

relying on that.

MEMBER STETKAR: You are relying on
that?

MR. SCHRADER: Yes. The NRC approval
of the -- when the switch is in run that you can't

make modifications.

MEMBER STETKAR: You cannot make
changes to the application software. That's what I
was looking for. I hope that's true.

MR. SCHRADER: But there was a very, I
mean detailed response from Invensys on how that

key switch works that, you know.
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MEMBER STETKAR: You know what I'm
looking at 1s somebody getting in and modifying
whatever routine determines what position the key
switch is in internally, such that when it's in the
run position it can be spoofed to think that it's
in the program position, and then somebody can go
in and make allocations such as while it's in the
run, and the operators don't know that it's being
done.

MR. SCHRADER: Okay. Well let me two
things. So whenever the key switch it out of the
run position, it alarms in the control room.

MEMBER STETKAR: Okay, but it's not out
of the run position. It's in the run position.

MR. SCHRADER: Okay. Well so we have
to deal with that for cybersecurity, and let me --
I don't want to get into the details.

MEMBER STETKAR: Yeah no.

MR. SCHRADER: I will tell vyou that
there are multiple barriers to prevent that from
happening.

MEMBER STETKAR: Okay.

MR. SCHRADER: Okay multiple, because
that's part of cybersecurity and also SDOE as well.

MEMBER STETKAR: Yeah, okay, okay.
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Thank you.

MR. SCHRADER: And the staff has
reviewed those aspects.

MEMBER STETKAR: Okay, good. Bear with
me. There was something in the SER that talks
about the -- and this is again Tricon, the remote
RXM, and I've forgotten what RXM is an acronym for.

MR. PATTERSON: It's Remote Expansion
Chassis.

MEMBER STETKAR: Thank vyou. It says
"The purpose of the remote RXM is to acquire and
transfer input and output non-safety related
signals to support functions that are not safety-
related PPS functions, such as signals to wvarious
main control board indicators.” Two 1s the
operative thing.

"It represents an expansion chassis to
be located several miles away from the main
chassis." Ha. That causes me pause because if
there's something several miles away that can
change signals to the main control board, I as an
operator are a bit concerned about. So could you
explain to me what that is?

MR. PATTERSON: I think that's the

capability of the remote expansion chassis, 1is you
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could put a fiberlink a couple of miles away. In
Diablo's case, it's in the same room. I mean it's
MEMBER STETKAR: There will not Dbe

remote expansion chassis out somewhere else beyond
the site boundary?

MR. PATTERSON: No.

MEMBER STETKAR: No.

MR. PATTERSON: It will be in the same
room.

MEMBER STETKAR: Okay, thanks. That's
all I was looking for. Again, inside the fence I
don't care.

MR. SCHRADER: For cybersecurity
purposes, everything is going to be in the same
room.

MEMBER STETKAR: All right. I'm happy.
What I was concerned about 1is some remote link to
an emergency operations facility or something like
that that could get feedback in and change things
that the operators are looking at.

MR. SCHRADER: Right.

MEMBER STETKAR: Thank you.

MR. SCHRADER: All right. So Jjust in

conclusion, SO the process protection system
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replacement design, when we replace it it's going
to provide significant improvements 1in safety,
reliability and human factors for operators.

So we have designed this system using
the latest NRC guidance, ISG-04 for communications,
ISG-06 for licensing. We also used ISG-02 for the
diversity defense indepth analysis.

Both of +these platforms that we're
using are currently, vyou know, recently approved
platforms from the NRC. As I think we've talked
about multiple times already with this design for
the process protection system, you know, a portion
of the protection system, if common cause failures
were to occur in that system, we still will be able
to have an automatic actuation to perform the
required protection system function, such that
operators will not have to perform a manual action.

Finally, as part of this design, we
implemented lessons learned and operating
experience from those that went before us and also
from applications for each of our vendors'
platforms at facilities.

MR. HECHT: Can I ask one final
question? With respect to the one-way data

communications outside to the non-safety systems, I
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assume that that means that there's also no
acknowledgment, there's no hand-shaking, so that if
the safety system or if the non-safety -- if the
receiver misses the data, it's too bad for the
receiving system, right?

MR. PATTERSON: For the ALS platform,
that's correct. It's Jjust a one-way broadcast of
information. On the Tricon they have what they
call a PCM card. It's a communication module, and
it does have handshaking. But that PCM card is
your boundary, safety-related to non-safety related
boundary.

So it handles all the communication by
itself. It doesn't affect any of the processors
for the safety system.

MR. HECHT: So what happens if the
buffer on the PCM card gets full?

MR. PATTERSON: Then it doesn't
communicate.

MR. HECHT: There's no interrupt on the
bus to the rest of the Tricon --

MR. PATTERSON: Correct.

MR. HECHT: Okay.

(Phone signal.)

MEMBER STETKAR: Just ignore that. It
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goes away.

MR. HECHT: So that is kind of wusing
DCPI/PI guest, that PCM card talking to the
outside?

MR. PATTERSON: I don't remember. I
don't know.

CHATRMAN BROWN: Is there any more on
that? Are you --

MR. SCHRADER: Yeah, I'm sorry.

CHAIRMAN BROWN: Okay. Are you
finished or are you still --

MR. SCHRADER: I'm done. I'm done.

CHAIRMAN BROWN: Okay.

MR. SCHRADER: Thank you.

CHATIRMAN BROWN: Did you have anything
else on this? Any other questions from the members
on this particular segment?

(No response.)

CHAIRMAN BROWN: Okay. We're a little
ahead of schedule, so I would suggest we go ahead.
Richard, is that okay with you? I think there's
some break points in the NRC presentation. Is that
satisfactory with you guys? Any problem?

(No response.)

CHAIRMAN BROWN: No? Okay.
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(Pause.)

MR. STATTEL: Okay. I'm Richard
Stattel and I'm lead reviewer on this license
application. I don't know what's going on here.
Anyway, the next topic 1s diversity and defense
indepth, and I know we've covered some of this area
already. But I'1l1 try to give you some
perspectives from the staff. I can describe some
of the RAIs, some of the interactions we've had
with the licensee in order to assure that they meet
the criteria.

The first 1line here Jjust shows the
current requirements for diversity for digital
safety systems. There are three primary documents
that are listed here. They're all based on the
direction provided by the Commission 1in staff
requirements memorandum 93-087, which I think most
of you are familiar with.

Okay, the first one is NUREG-6303.
This document simply describes a method for
analyzing CCF. Diablo Canyon, the licensee in this
case performed a D3 analysis back in '93 on the
FEagle 21 system and they wupdated it for this
particular modification for the digital system.

They used 6303 as the process for performing that
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analysis.

The second document is BTP-719, which
is direction to us, the staff, for evaluating the
D3 analysis. The final document is ISG, Internal
Staff Guide 02, which 1s actually now defunct
because we have incorporated its guidance into BTP
-— in the latest version, Version 6 of BTP-719.

But I do list it here and it is -- it
remains important and relevant to this review,
because at the time when the D3 analysis was
evaluated by the staff, the BTP had not been
updated vyet. So we used the guidance directly out
of ISG-02, and I point that out because there were
some changes made when we incorporated that into
the branch technical position.

Now when we performed the current
evaluation that we're looking at, the application
evaluation, we did use BTP-719, okay.

The next slide. Okay. So BTP-719
requires that a coping strategy be developed for
digital safety systems to address the effects of a
software common cause failure when the potential
cannot be otherwise eliminated.

Back in 1993, when the Eagle 21 system

was put in, really the guidance for diversity was
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just being developed at that time. But the
licensee at that time did perform an analysis, and
they postulated a software common cause of the
Eagle 21 system and it postulated that failure, the
postulated failure would result in a loss or
failure of all PPS functions to actuate.

That is, a failure of the PPS system to
perform all of its associated and assigned safety
functions. They went through the analysis, through
all of the accidents that were -- that were in the
plant safety evaluation, and they basically play
those through. Well, what would happen 1if vyou
don't have the PPS functions available, and what
they determined was they had a number of backup
functions that were available through other
systems.

I think Scott mentioned the nuclear
instrumentation system was independent. That was
one of them. But there were three cases, as was
mentioned earlier, those were for containment
pressure, reactor coolant flow and pressurizer
pressure. The analysis was it had to credit manual
operator actions as a means of coping with those
failures, okay.

This modification, as was mentioned by

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

62

the licensee, will eliminate the reliance on manual
operator actions to cope with software or logic
implementation common cause failures. The licensee
did the update to the previous analysis tables. It
involved the postulation of common failures for all
plant accidents and anticipated operating
occurrences described in the Diablo Canyon UFSAR
safety analysis.

As you've seen in the previous slide,
the safety functions associated with those three
parameters, and they're show on this slide here,
have been allocated to the ALS portion of the new
PPS system. Now I want to make a point here,
because I think there's a couple of misstatements
previous.

The detailed analysis does not make a
case that software common cause failure of the ALS
subsystem is not possible or not credible, okay.
So and we had a lot of discussion, but we were
really not -- in the past we have not been willing
to accept an argument that just because a system is
FPGA-based that it's not subject to software,
because software 1s not running in that system
during operations.

Our reason for that i1s because software

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

63

is used to develop the logic that is implemented
within the FPGA designs. So we had this discussion
with Diablo Canyon when we did this analysis back
in 2010 time frame, and what we concluded for this
particular system is they have implemented this.

They've used two separate design teams,
and I'll talk a 1little bit about the diversity
features that are part of this system, and they've
implemented this in a way where they have diverse
teams developing different sets of logic for the
system, and therefore when we say the CCF 1is
possible, but when the CCF occurs it only affects
one of the chassis that's performing those
functions, and they both perform those functions in
parallel. I have some figures --

MEMBER STETKAR: Rich, when vyou say
chassis, you mean one of the cores?

MR. STATTEL: No. There are actually
four cores. There's a figure here that will really
lay this out, and I think will help you understand
that.

MEMBER STETKAR: Yeah okay, okay.

MR. STATTEL: Okay.

MEMBER STETKAR: A-1, A-2 --

MR. STATTEL: It's coming up, right.
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A-1, A-2, B-1, B-2.
MEMBER STETKAR: I think that the 1 and
the 2 is the same, but that's okay.
MR. STATTEL: But before I get to that,
I do want to talk about the Tricon, okay. So the
Tricon, as the name implies, contained three

separate layers of redundant input.

MEMBER STETKAR: Rich, before you get
down in this detail, unless -- I don't think it's
going to come up. You heard -- I'll wait, I'll

wailt until later.

MR. STATTEL: You can bring it up.

MEMBER STETKAR: No, you're on a roll.
Go on.

MR. STATTEL: Okay, on a roll.

MEMBER STETKAR: TI'll get to you later.

MR. STATTEL: I do have some answers
for a couple of your questions.

MEMBER STETKAR: Yeah, okay. No,
you're on a roll. Go, go, go.

MR. STATTEL: But when you get a good
breaking point let me know, and I'll try my best to
respond to that. Okay. So the Tricon system, as
the name implies, has three separate layers of

redundant input, processing and output components
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for each of the PPS system protection sets.

In essence, this establishes like a 12-
way or layers of redundancy for the Tricon
subsystem. I will mention even though it has three
sets of inputs, there's only one sensor generally
going into each channel, and it's Jjust Jjumpered
into the three inputs. So it processes three
different times, but it is Jjust one sensor here,
okay.

So all of this redundancy is expected
to result in a highly reliable and fault tolerant
system, and those characteristics were evident to
the staff when we reviewed the failure modes and
effects analysis document, and the reliability
analysis documents that the 1licensee provided to
us.

In actuality, I would expect to see a
very small amount of LCO time or out of service
time due to system maintenance or surveillance
testing following this system upgrade for those
reasons. These system characteristics do not,
however, address the issue of software-based common
mode error because all of the redundant processors
within the subsystem will be executing common

software components.
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Now I heard mentioned earlier that each
protection set does run different software, and

we're aware of that and we have reviewed all four

of those protection sets, the documentation
associated with those. However, they're all using
common components, right. So basically we

determined early on that there was no argument that
could be made for the Tricon system, that it would
not be wvulnerable to a software common cause
failure, okay.

So as a result of this fact, the D3
analysis that was performed postulates the complete
failure of all functions performed by the Tricon
subsystem, and it identifies alternate means of
maintaining reactor safety for each of the events
it evaluated or analyzed in the Diablo Canyon
analysis.

CHAIRMAN BROWN: Richard, when you say
the all functions, that means all four protection
sets, process sets? Is that what you -- they all
fail?

MR. STATTEL: That's correct. Any
safety function that's allocated to Tricon, you saw
the figure earlier.

CHATRMAN BROWN: In other words 1it's
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all -- but it happens --
MR. STATTEL: Just assume they don't
work.

(Simultaneous speaking.)

MR. STATTEL: -—for a non-safety
system.

CHAIRMAN BROWN: But 1in every one of
the channels, all four channels. So you have
Tricon --

(Simultaneous speaking.)

CHAIRMAN BROWN: I just wanted to make
sure I understood.

MR. STATTEL: That's right. So since
it's common cause, even though we have three layers
of redundancy in here, it's <really above and
beyond, and granted Tricon has a pretty good track
record of having very reliable system. However,
we're really not crediting that in the regulatory
world for eliminating the potential for a common
cause failure here, okay.

Okay. At this point, I want to address
one of the qguestions that vyou had regarding the
fail-safe states, okay. So there are -- fail-safe
states generally fail to a deenergized state, which

in the case of SFAS functions is not actuate for
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the channel, and in the case of a reactor trip
function, it actuates to the trip, and that is
really driven by general design criteria.

Now  there is a discussion that's
specific to the ALS system that defines failed
states for particular failure detection, for
particular failure modes. There is not an
equivalent discussion in the Tricon because it
doesn't work the same way. So I'm going to get to
this in the next slide when I talk about the ALS,
so I just want to give you a heads up on that.

MEMBER STETKAR: You brought out the
shovel, so we'll be digging the hole. I don't want
to confuse the two for the moment, so let's keep on
the Tricon. You said it doesn't work in the same
way. It's kind of like I don't care whether I have
a diesel engine or a gas engine or a Wankel engine
or whatever in my car.

When I press on the accelerator, I
expect it to increase, and when I press on the
brake, I expect it to stop and those are kind of
fundamental things that I'd 1like, in terms of
specifying what I'd like a vehicle to do.

So you were careful. You said well in

general it fails to deenergized state, Dbut in
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general doesn't mean always.

MR. STATTEL: Well, let me try to
explain. What I'm trying to get at is there's a
fundamental difference between the technologies and
how they work. The Tricon system is a
microprocessor. So it's running, it's performing
equations, it's running in a cyclic fashion and
it's processing inputs, performing its calculations
and sending the outputs, and it's constantly doing
that.

So the failure modes that we postulate
in these cases are either that it halts operation.
That's one potential failure mode, or it performs
something that it's not supposed to do, it's not
programmed to do, in which case that would be the
common cause or the software error, the software
common cause failure.

Now typically -- so Tricon does use
watchdog timers. So if the processors do fail to -
- Dbasically if the cycle stops, it will identify
that and it takes appropriate action. But in the
case of an FPGA, the FPGA technology, you don't
have a similar type of cyclic operation running.

Now there are frames so that it runs

through processes in a similar manner, but it's not
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the same. So we don't have -- we can't just
monitor the same way, monitor performance in the
same way we do with the microprocessor. So the

figure here shows you that we have two logic

implementations --

MEMBER STETKAR: You're back to ALS
again.

MR. STATTEL: I'm on 1it. I'm on ALS.

I'm talking about ALS.

MEMBER STETKAR: Yeah, but you're back
to ALS again. I want to keep you on Tricon.

MR. STATTEL: Okay.

MEMBER STETKAR: I understand that
there's a difference between a Wankel engine and a
diesel engine. What does the Tricon output do if
steam generator level i1input signal says it's plus
9,000 percent wide range? What does the output
signal from the Tricon do for auxiliary feedwater
in that case? What does it do? It's plus 9,000
percent, way out of scale, high out --

MR. STATTEL: Well, in that case the
signal is wvalidated. It goes through a wvalidation
routine --

MEMBER STETKAR: Yep, and it's invalid.

(Simultaneous speaking.)
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MR. STATTEL: --just Dbeing in an
invalid state.

MEMBER STETKAR: And what does then the
output signal for auxiliary feedwater actuation
from that Tricon protection set do?

MR. STATTEL: So okay. So are we
saying that all three of the redundancies and all
four of the protection sets are reading the same
thing?

MEMBER STETKAR: We've already
established that there's one steam generator level
signal into Protection Set 1.

MR. STATTEL: Correct.

MEMBER STETKAR: And I'm saying it's
9,000 percent of wide range. What does the output
signal from the Tricon Protection Set 1, I don't
care about 2, 3 and 4, 1 do under that condition?

MR. STATTEL: It would not initiate the
auxiliary feedwater.

MEMBER STETKAR: It would not initiate
the aux. So the fail safe state is to not initiate
auxiliary feedwater under that condition.

MR. STATTEL: That's correct, and
that's the same as the current Eagle 21 system as

well. That's the current licensing basis --
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MEMBER STETKAR: Is that -- hold on.
Let's not. I'm trying to establish a fundamental
design specification here, and that is a 1lot of
attention is paid over here on the thing that you
want to drag me to on ALS of safe states, and I'm
not hearing the same confidence 1in either the
design specification or the implementation of a
design specification establishing those safe states
for the output of the Tricon platforms. I'm just
not hearing that.

MR. STATTEL: Well, all of the failure
states of the Tricon platform are postulated and
they're documented in the failure --

MEMBER STETKAR: I'm not talking about
-— I'm not talking about failure states, FMEAs.
I'm talking about what does the thing do, actively
do, I will do this given an input parameter of thus
and such, or I will do this 1if two of my three
internal whatever mechides (phonetic) stop doing
whatever they were doing?

MR. STATTEL: Those are functional
requirements, and those are in the functional
requirements document.

MEMBER STETKAR: Okay, and that's what

I'm -- and that's what I'm asking about. Do the
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functional requirements specify that given an out
of range condition on each input signal, for
example, that's an easy way to start thinking about
it, what 1s the desired output state from that
processing logic?

MR. STATTEL: Yes. I can't —--

MEMBER STETKAR: I hope they do, but if
they don't, because the answer you gave me 1is not
necessarily the answer that I'm -- in other words,
if the input signal has failed out of range high,
that's a judgment call about whether I want to not
initiate aux feedwater or 1initiate aux feedwater
from that channel, because those are the two -- my
two output conditions.

So obviously it's a fairly complex
system, especially when we're talking about the
number of redundancies with the Tricon system. I'm
not going to be able to state from memory exactly
what the system response 1s to any particular
failure and any particular failure mode.

However, I do know, from my experience
over the last several vyears of evaluating this
system, I know exactly where I would go to to find
the answers for a particular failure.

So the first place I would start would
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be the functional requirements specification, which
it has a section that basically describes what the
signal wvalidation routines do. So an out of range
signal or a high signal that's still within range,
for example. Those functional requirements are
described in there.

Now from there, we have a requirements
traceability matrix, and that traces over -- that
will point me over to the implementation documents.
Those, for instance, the software description, the
software document, SDD, it has a very detailed
description of how that functional requirement 1is
met.

We have quite a bit of experience. We
spent a lot of time during the vendor audits and
even time back here 1in the office of pulling
threads on Jjust this type of thing. So we
postulate a situation or a scenario for the system
and we pull that thread. We go through the
functional requirements.

We go to the system design description,
the software design description and we find out how
that's being implemented, and then we actually have
in the latter audits, we pull that thread through

to the actual tests that are performed to verify
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that the system responds in that particular manner.

So it's -- like I said, it's a complex
process and there's hundreds and hundreds of states
that can be postulated for it. I'm not going to
sit here and say that we tested every one of the
possible states of the system. However, those
functional requirements are well defined.

MEMBER STETKAR: But Rich, I'm not
talking about the internal, whether I have a Wankel
engine or a diesel engine or a gas, you know,
piston engine. The internal states are the
internal states. I'm talking about the fundamental
outputs, from I either get a signal to actuate
auxiliary feedwater from Protection Set 1, or I
don't get a signal to actuate auxiliary feedwater
from Protection Set 1.

I either get a signal to trip the
reactor or I don't get a signal to trip the
reactor. I mean those are my output states. Those
are —--

MR. STATTEL: My point is --

MEMBER STETKAR: I don't care how I got
there. I care about does the functional -- do the
functional requirements specify a desired set of

safe state conditions from that processing logic?
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MR. STATTEL: And my answer 1is yes.
The documentation is in place to find the answers
to any particular situation that you can postulate.

MEMBER STETKAR: Did the staff review
that for the Tricon, Dbecause the reason I came
across this is there's quite some discussion.

(Simultaneous speaking.)

MR. STATTEL: I know exactly what
you're talking about.

MEMBER STETKAR: But I started reading

that and I said whoa, wait a minute. I'm seeing
this big discussion about ALS. I'm not seeing the
comparable discussion on the Tricon platform. In

fact, I didn't see any mention of something called
default states or safe states or any kind of states
for Tricon.

MR. STATTEL: Right.

MEMBER STETKAR: That's what started me
asking.

MR. STATTEL: Well, it's a difficult
question to answer because of the complexity and
the number of redundancies and the number of
possible iterations for any particular failure
mode. What I will say 1is the documentation is in

place for us to find the answers to any specific
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scenario that's posed.

I started the discussion by trying to
describe the differences between the FPGA and the
microprocessor. So in general, when we're dealing
with a microprocessor, we expect it to be
functioning and operating and executing the
software correctly, and the failure is it fails to
do that. It stops doing that.

So what Dbecomes the fail -- what
happens to the outputs when that occurs? In these
systems, the outputs, the functional requirements
do define where those outputs go to in that
scenario, 1in the total fail scenario. For the
FPGAs, it's a 1little bit different because the
systems have -- the process, I'm sorry the cores
are comparing signals to each other in intermediate
Sstates.

So we have something called a
redundancy checker in the FPGA design. So
basically the two cores are comparing calculations
on the way. If there's a difference between those,
it forces the finite state to be a fixed wvalue, and
that's where the other, the alternate discussion
occurs in the ALS system.

So I don't think it's -- I don't think
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that there's anything missing from the
documentation. I think the documentation trail 1is
all there. I think we spent a little bit more time
discussing this in the safety evaluation for the
ALS, because 1it's a little Dbit 1less wunderstood
phenomenon the way this design works, and how the
cores —-- how we ensure that the cores come up with
the same answers.

So we did spend a little bit more time
discussing that phenomenon. So shall I go to ALS
now?

MEMBER STETKAR: Yeah. I'm writing
notes on what you've said. Thanks.

MR. HECHT: Can I follow up on that?

MR. STATTEL: Sure.

MR. HECHT: You said that there were --
I thought I heard you say that you needed to define
those safe states in the event of a miscompare
between Core A and Core B.

MR. STATTEL: That's correct.

MR. HECHT: And then I thought I heard
you say something else about you needed to know in
general when the algorithms are executed what the
safe state needs to be, irrespective of whether

there were one or two cores. Are Dboth those

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

79

statements true or did I misinterpret the second
one?

In other words let's Jjust say there was
-— both of them agree and for some reason there's
some anomaly 1in the calculation for those, you
know, for the containment spray let's just say.

MR. STATTEL: Right, okay. So let me
try to put this in simple terms. You've got two
brains given the same input parameters, deciding on
a solution, right.

MR. HECHT: In each channel. Right now
we're talking about --

MR. STATTEL: Right, exactly. But
let's Jjust keep it simple. So one comes up with
one answer, one comes up with another answer and
they should be identical.

MR. HECHT: Right.

MR. STATTEL: Theoretically, they
should be identical. If they 're not the same
answer, what do you do? Do you pick one, do you
pick the other? Do you go to a fail state? What
exactly do you do, and that was the question --
that was the fundamental question that the staff
was asking to the licensee.

We wanted to understand that with the
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ALS system, particularly where we have two -- we
have two sets of cores. We have basically four
cores. So now we have four brains coming up with

potentially four different answers to the same
problem, right. How do I know they're exactly the
same? How do they —--

Now with Tricon there's voting that

happens. So you calculate it three times. You do
a voting and you do -- you do like a, what is it
called, triple mode redundant I think was the

terminology they used for Tricon.

MR. HECHT: Modular.

MR. STATTEL: Triple modular
redundancy. So it's basically a voting logic. Now
the FPGAs don't work that way, right. So we don't
have any voting that's taking place between Core A-
1 and Core A-2 logic. What we do have is we have a
redundancy checker that's comparing the results of
those, and unlike with a microprocessor, you can
have slightly different results.

With the finite state machines, they
are always identical results at the identical time,
because they're basically operating synchronously,
unlike with microprocessors.

So the redundancy checker is what we
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concentrated our review efforts on, in
understanding how that redundancy checker operated,
and we wanted to know what the defined states were
going to be when we had different answers coming
from these four different brains.

And that's what -- that's the extensive
writeup that you're referring to within the safety
evaluation.

MR. HECHT: And I got that, and I
understand that, and I know why --

MR. STATTEL: Okay, okay. You're
looking for the equivalent for Tricon.

MR. HECHT : I'm looking for the
logically equivalent thought process in the Tricon
platform.

MR. STATTEL: Understood, yes.

MR. HECHT: I know why you pulled all
that. I thought gee, this is really good. That's
what got me thinking about backwards for the
Tricon.

MR. STATTEL: Right. Okay.

MR. HECHT: I appreciate that parallel
or whatever you want to call it.

MR. STATTEL: I guess I can take an

assignment and maybe I could write a paper and
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explain that in a little more detail of how --

MEMBER STETKAR: But it's kind of why
didn't you need something like that on the Tricon?
Why didn't you need to do it that way? That way it
seems clear. It's something that -- what I think
about 1is we don't postulate common cause failures
of hardware. So I won't postulate a common cause
failure of hardware.

But suppose three of my steam generator
level signals for some reason or another, because
of some stuff all fail out of range high, they're
all pegged high, and I mean pegged high, what does

the Tricon platform do in that kind of situation?

Because now I've got -- now I've got several
channels affected. I've got all three, you know,
three out of four protection sets affected. Does

it, you know, what does it do?

MEMBER BLEY: So it kind of -- it
ought to know this doesn't make sense --

(Simultaneous speaking.)

MEMBER STETKAR: I'm sure it knows it
doesn't make sense. I've got signals, input
signals that are all out of range 1in some
direction.

MR. STATTEL: Okay. I'm going to give

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

83

a little logistical explanation for why the
writeups are somewhat different. Back when the
platforms were reviewed, the Tricon platform was
reviewed by Steve Wyman and during that review, he
basically established safety conclusions and he did
not require any follow-up actions at the
application level, right.

MEMBER STETKAR: I've got some more
qgquestions in the back end of the SCR that I think
are -—-

(Simultaneous speaking.)

MR. STATTEL: In the ALS platform,
Bernie Dittman (phonetic) did that evaluation and
Bernie put a specific, a specific hook in there.

MEMBER STETKAR: Yep, yep.

MR. STATTEL: He basically gave me
direction when I review the application to make
sure that these states are established as part of
the design. And that's -- and it's not an excuse,
but it's another reason why the writeups 1look
different, okay.

Okay. So the ALS subsystem was
designed with two important diversity features
considered in our evaluation. They are core

diversity and as implemented in the Diablo Canyon
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application, it generates two redundant logic
implementations for placement within each FPGA
board for each standardized circuit board.

The second form of diversity is
embedded sign diversity, and it provides an
additional level of diversity. Embedded diversity
requires the production of two versions of
hardware, descriptive language files for each
standardized circuit board. Now the hardware 1is
the same, but basically if you look at the A side
of the diagram here, that's developed by the A
team.

So they have a team of engineers that
is developing that, the code that generates this
logic, and then a separate code is developed by the
B team. So they are diverse.

MEMBER STETKAR: Rich, as I always do,
I'm going to be a thorn. The A team and the B team
all collect paychecks that have a Westinghouse logo
on them today?

MR. STATTEL: Yes, they do.

MEMBER STETKAR: Okay, and those teams,
because they all work for the same company, are
subject to the same kind of engineering training as

they come into the company, sort of guidelines
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about how we do business?

MR. STATTEL: That 1s true, and for
that reason the evaluation team spent a lot of time
working with the V&V manager and the V&V management
team, because we wanted to understand how the A
team was diverse and was coming to different
decisions from the B team, right.

So they each have a baseball team;
neither one can win, right. So there are different
ways to do that, they do have different sets of
procedures. Rossnyev can speak to this a 1little
bit. We did review those procedures. They are
cewrtainly different, we could see that.

Now they're Dbasically programming the
same boards, right. So there's similarities,
right. But they are certainly different. They are
different people. They don't have the same person
who's on the A team helping out or programming on
the B boards.

MEMBER STETKAR: Let me ask you this,
from kind of a practical implementation. Did you
look at the results from these teams and see —--

MR. STATTEL: Okay. One of the
questions --

MEMBER STETKAR: I don't want to say
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fundamentally different, because they can't be
Fundamentally different --

MR. STATTEL: And that's one of the
questions I had, okay. So in my experience, good
engineers think alike and they come up with the
same answers the same way. So what 1s to prevent
them from coming up with the identical solution
that has the identical problem, right.

And so my question to Westinghouse was
how do you make sure in the end, you know, you put
all these things in place, different procedures,
different people. How do you know in the end that
the product, the end product is different, right,
because theoretically they could come up with the
same answer?

And the response was they have a V&V
activity that they perform, and they actually take
that final logic implementation and they put
eyeballs on it, and the V&V manager they actually
verify that they're different, that they're
significantly different from each other.

Now we reviewed those. We did take a
gander at those. A little bit difficult to
understand the detail but we had them walk us

through that, and it was pretty obvious to us that
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they were developed in different ways. It was very

obvious to us.

So we were very insistent. I don't
think -- they may not have had that originally,
that idea in mind of verifying the outcome. But we

were very insistent and we ensured that they do
have that instituted as a V&V activity.

MEMBER STETKAR: Good. I mean that to
me would be a confidence-builder at least.

MR. STATTEL: Yeah.

MR. HECHT: Can I ask a --

MR. STATTEL: Certainly.

MR. HECHT: -—-implementation question?
As I was looking at that, I realize that there's a
distinction between the Core A-1 and A-2 logic.

MR. STATTEL: Yes.

MR. HECHT: And Dbetween the FPGA
designs, and does that mean that one's an Actel
chip and one is another chip? 1Is that what Core A-
1 and Core A-2 means?

MR. STATTEL: No, that's not what they
mean. It's essentially they have -- they use a
software tool that basically develops the logic.
It does place and route and it develops the logic

that gets put onto the FPGA itself. They set the
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directive different for the Core 1 and for the Core

MR. HECHT: I see.

MR. STATTEL: Now remember, this is all
within the A team that's doing this, right. So the
A team has procedures, and those procedures tell
them to set the directives one way for Core 1 and a
different way for Core 2. So that results in a
certain level of diversity, even though it's done
by the same team. It's a level of diversity that's
achieved just within the A chassis.

This was the same concept that was used
for Wolf Creek application. Now Wolf Creek didn't
have the B chassis. They only did the Core A-1 and
A-2 diversity. The other -- the embedded diversity
adds the second chassis to the design.

MR. HECHT: Okay. So putting it in
other ways, you have the VHDL which is basically
written; vyou have the synthesizer program and you
used different directives on the synthesizer
program?

MR. STATTEL: That's correct.

MR. HECHT: Because vyou really didn't
do a complete verification of the synthesizer

program, or was this --
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MR. STATTEL: There was a review of the

synthesizer program and some of this gets into

detail that is proprietary. So I would kind of
hold off there on that discussion. That was not
evaluated as part of this application. That was

evaluated as part of the ALS platform evaluation.

MR. HECHT: I see. So it would be
analogous to if I had two ADA (phonetic) compilers
like they do on the --

MR. STATTEL: Well right. So you write
code, and let's say you're using C and you write
the code, and you have two different compilers and
you run it -- and you set the directives of those
compilers differently. So the final binary file
that gets put out of the compiler that goes on to
the chip, it's going to be different right.

So you're basically forcing diversity,
not through human diversity, right. You're not
developing two sets of code. You're Jjust letting
the software tools develop the final binary files
in a different way.

Move on, so I think I discussed the
embedded diversity, so I'll go on to the next
slide. This is just really a demonstration. So

this figure shows the functional architecture for
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the ALS portions of the system. You can see where
you have the core logic A and B chassis 1in each
protection set. So that's the eight boxes you see
on top, and those provide input directly to the
SSPS coincidence voting.

This shows the effects of what a logic
implementation error or common cause malfunction
would look like on the B cores, and you can see you
maintained the safety function via the A cores, the
diverse A cores. Conversely, this is what a logic
A common cause function failure would look like.

Okay. Spend a couple of minutes
talking about the AMSAC system. The staff did a
review and so for the ATWS system, it is
implemented at Diablo Canyon via the AMSAC, which
is ATWS mitigation system actuation <circuitry
system, which trips the main turbine, starts
auxiliary feedwater.

Actually, this goes to a previous
question, because you were asking about the
initiation of auxiliary feedwater in the case of a
Tricon malfunction.

MEMBER STETKAR: Right.

MR. STATTEL: I wanted to say

something, but I decided to hold off. But the
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AMSAC system does actuate auxiliary feedwater.

MEMBER STETKAR: I know that.

MR. STATTEL: Okay.

MEMBER STETKAR: But 1in some, and I
don't know how the Diablo AMSAC system is wired up.
In some plants that I have seen, and I haven't seen
theirs, the AMSAC system, if the reactor trip
breakers are open, meaning the reactor ought to
have tripped, the AMSAC system doesn't exist
anymore.

It doesn't care, because it's only
there for an ATWS, and it doesn't look at, vyou
know, did the rods actually insert into the core.
It's off of some auxiliary contacts on the reactor
trip breakers basically.

MR. STATTEL: Okay, I wunderstand. So
there could be a follow up --

MEMBER STETKAR: There could be a
follow-up on that, because if it's only triggered -
- in other words, if it's bypassed or taken out of
the logic 1if the reactor trip breakers are open,
then I don't see how Tricon -- I don't see how
auxiliary feedwater 1s actuated given a successful
reactor trip and failure of the Tricon.

MR. STATTEL: Okay, and again, I think
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the documentation 1is 1in place. If I had all the
documents in front of me I could kind of look at --

MEMBER STETKAR: I'm sure it 1is and I
didn't --

(Simultaneous speaking.)

MEMBER STETKAR: But two years ago when
we had the Subcommittee meeting, we had this
discussion and they said oh, AMSAC will initiate
it.

MR. STATTEL: We postulated very
similar situations during our evaluation. So but
the purpose of this slide 1is to just demonstrate
what the staff looked at. We were looking to make
sure that the new system was going to remain

diverse from the existing AMSAC system, right.

So this figure shows it. You can see
they're completely different systems. They do
share a same sensor. However, 1it's an analog

device and it's isolated through a qualified
isolation device.

And we showed you at the last
presentation that there's a whole lot of different
aspects of diversity that we looked at, as far as
this part of the evaluation, and we found that the

AMSAC system, 1it's really a lot different than what

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

93

the new system is. It's very diverse. I'll just
leave it at that. It is written up in the safety

evaluation if you want to look at the details of

that.

MEMBER STETKAR: I read it.

MR. STATTEL: Okay, okay. A word on
manual operator action, okay. So the new system

will eliminate the need for manual actions as a
means of coping with software or logic
implementation CCF within the PPS. However, and
the staff made a point of this, the modification
does not affect the ability of the operators to
perform those manual actions of the safety
functions.

The existing component and division
level actuation capability is being retained, and
these capabilities will not be changed as a result
of this upgrade. We have spoken with the licensee
about potential procedure changes that they will be
making, and 1in these <cases, so earlier Myron I
believe you postulated, you know, well what if the
ALS Jjust fails, right, and you're left with those
functions not being performed in spite of the
diversity that we've credited here?

Well, the real answer to that is the
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procedures aren't changing and the procedures right
now credit the manual operator actions, and it's
been shown that the operators do have the time
available to perform those actions. We're talking
beyond design basis in this case here, because you
know, we've already established that there are
diverse cores in play.

MR. HECHT: Okay, but I was Jjust
relating to that statement that you made about

eliminating operator actions.

MR. STATTEL: Well, it's not -- it's
not -- the operator action is available and we know
the operators can perform that. That's their
current licensing basis. It's not credited; it's

not required because we know that a common cause
failure would not result in the 1loss of those
safety functions.

So within the design basis of the

system, we don't credit those manual operator

actions, after the upgrade. Currently we do.

MEMBER STETKAR: Let me, I guess they
did what -- they're proposing to do what they're
proposing to do. You review what they're proposing

to do and I absolutely understand this second

bullet and the sub-bullets on this slide. And even
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if, you know, ALS can go completely belly up and I
don't get the safety injection for a LOCA, the
operators can still initiate safety injection. I
got it.

MR. STATTEL: Correct.

MEMBER STETKAR: And we talked about
AMSAC and whether or not that actually will
initiate auxiliary feedwater for a successful
reactor trip. I still can't -- one that I'll ask
you to follow up on, that I've mentioned a couple
of times, and that's the main stream line isolation
for a steam line break outside containment. There
also, the operators I will grant you can manually
initiate main steam line isolation, because I
assume that the switches to close the MSIVs are
hard wired somehow to the MSIVs. Actually it --

(Simultaneous speaking.)

MR. SCHRADER: --read on the break.

MEMBER STETKAR: It only affects --
everything that I say only affects that first
strong bullet, that it's eliminated operator
actions.

MR. STATTEL: Right, right.

MEMBER STETKAR: And what I'm saying is

I don't care 1f it hasn't eliminated operator
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actions, as long as it doesn't preclude those
operator actions that are -- that are, you know,
are available today.

MR. STATTEL: I hope everyone
recognizes that this 1is an improvement in safety.
It's a good thing that the 1licensee wants to
eliminate the reliance on manual operator actions.
This is a good thing. They didn't have to do this.
There's nothing in the regulations that forces them
we cannot have manual operator actions.

They currently are licensed and are
operating with those manual operator actions in
place. They could have done an equivalent system
and kept the reliance on those manual operator
actions. But we actually want them to make these

types of improvements.

MEMBER STETKAR: Yeah, and I'm not
arguing with that. You know, this is a
Subcommittee meeting so I can say I. I think this
is a really good thing to do. I just don't -- the

only thing I'm concerned about is either the
licensee in this <case or the staff in publicly
available documents, like safety evaluations,
making very specific statements like this

eliminates all manual operator actions.
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MR. STATTEL: I don't think that's
actually a true statement.

MR. SCHRADER: John this is --

MEMBER STETKAR: That's the concern
that I have.

MR. SCHRADER: This 1s Ken Schrader.
So no. This change is not eliminating all operator
actions to mitigate accidents. Just for example,

steam generator tube rupture has four operator
actions. It will still have four operator actions
after this upgrade.

MEMBER STETKAR: Okay. That's -- let

me be very specific with respect to the first

bullet on this slide, that is -- has an NRC logo on
it. "The new Diablo Canyon digital ©process
protection system eliminates," means ain't none,

"the need to perform manual operator, as a means of
coping with a software common cause failure."

MR. STATTEL: Within the PPS.

MEMBER STETKAR: Within the -- and what
I'm asking about if it doesn't do that for all
types of events through the Tricon platform, you
can't make that statement. If the operators have
to manually initiate main steam line isolation for

a steam line break outside containment --
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MR. STATTEL: I think this is a true
statement. Within the context of the PPS, within
the context of the postulated failure modes.

MEMBER STETKAR: Okay. You gave me
something to read. I'll read it.

MR. STATTEL: Again, so it refers back
to the D3 analysis, which we completed that safety
evaluation a while back. But in the original D3
analysis, there were only those three functions
that required manual operator action.

MEMBER STETKAR: I understand that.

MR. STATTEL: And all three of those
have now been allocated to ALS.

MEMBER STETKAR: I understand that, Dbut
you may have introduced others that weren't
required previously, okay.

MR. STATTEL: Okay, all right. Fair
enough.

CHATIRMAN BROWN: The chairman is going
to take control of this meeting back, otherwise we
will never leave.

MEMBER REMPE: Use your mic.

CHAIRMAN BROWN: I'll repeat myself.
The chairman, now with the microphone on, will take

control of this meeting. We will take a -- I'm
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going to reduce to a 15 minute break. This is a
break point. We go into response times next if I'm
not mistaken.

MR. STATTEL: Could I have one more
slide? It Jjust has our conclusions, safety
conclusions.

CHAIRMAN BROWN: Oh. I thought we had
finished that already.

MR. STATTEL: Oh no, that's
deterministic --

VOICES: Yeah.

CHAIRMAN BROWN: That's why.

MR. STATTEL: Actually, this slide 1is
mislabeled. 1It's the D3 analysis --

(Laughter.)

CHATIRMAN BROWN : Okay. Do your
conclusion.

MR. STATTEL: Okay. These are the key
safety conclusions that the staff reached for
diversity defense indepth. That's all I have to
say.

(Laughter.)

CHATRMAN BROWN: We will now recess for
ten minutes slash fifteen.

(Whereupon, the above-entitled matter
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went off the record at 3:02 p.m. and resumed at
3:15 p.m.)

CHAIRMAN BROWN: I will call the
meeting back into order. Richard?

MR. STATTEL: Okay, our next topic is
System Time Response and Deterministic Performance.
Our standard review plan guidance advises the
evaluation should confirm the system's real time
performance characteristics are deterministic and
known.

Our Branch Technical Position 7-21

discusses design practices to be avoided for

computer-based systems. These practices include
non-deterministic data communications,
non-deterministic computations, interrupts,

multitasking, dynamic scheduling, and event driven
design.

Each of the platform evaluations
concluded that there are application specific
parameters which could influence the system's
ability to perform in a deterministic manner. The
staff therefore, this staff therefore reevaluated
deterministic behavior characteristics for each of
the subsystems within the context of the Diablo

Canyon application.
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So for ALS, the ALS platform of course
is a FPGA based design, and it does not embed
microprocessor cores or use interrupts. The staff
has confirmed that the application of the ALS
platform operates on fixed cycles where a
deterministic sequence of one, acquire inputs, two,
perform logic operations such as compare processed
variables against a trip set point to determine
partial trip status, and three, generate output
signals, is followed without the use of a
microprocessor core or interrupts. This is
consistent with the ALS platform approved topical
report.

I might ©point out that the FPGA
technology has evolved somewhat 1in recent vyears,
and there are versions of FPGAs that actually do -
they're kind of hybrids and they do microprocessor
type functions, but the ALS system is not one of
those systems, so that's another thing that we
confirmed.

The staff evaluated the deterministic

performance characteristics of the ALS during our

evaluations. There are parameters which are
application specific and required additional
evaluation. In this case, only the ALS 102 core
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logic boards were subject to application specific
response time performance and deterministic
behavior wvariations. So there are, I believe,
seven circuit Dboards that are part of the ALS
platform. One would be 1like an analog input board
for example.

Most of those boards - well, six of the
seven boards are not application specific. You
simply, if you're going to take analog inputs, you
use an analog input board. The seventh board is
the application specific board, and that's where
all of the Diablo Canyon specific application logic
is developed, o) that's the board that we
concentrated our review on.

Now, the other boards do have response

time and I'll explain how we considered that. So,
next slide? So there are two timing parameters
that are used to establish deterministic
performance of the ALS subsystem. They are access
time and frame time. The definitions are given
here.

Although the ALS platform establishes
fixed board access time, other aspects, including
the number of times a board is accessed per frame,

the number of boards accessed per frame, the
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sequence of board accesses per frame, and the frame
time itself are determined using application
specific design - they're done during the design
phase, during the development of the design.

All of these design aspects established
a fixed interval for each safety function
performed. The NRC staff evaluated these
application specific attributes for Diablo Canyon
design and found them to be acceptable and within
the established system performance criteria for
response time. The results of this evaluation are
documented in Sections 3.17 of the safety
evaluation report.

Now, the Tricon system, the triple
redundant architecture 1is designed so that input
processing, application function performance, and
output signal processing are performed by redundant
sets of components operating in parallel to provide
highly reliable safety functions.

The Tricon uses a custom system
executive to run the processor card and host the
safety application, in this case the PPS
application. A system executive is an operating
system used to cyclically run a predetermined list

of tasks.
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Tricon has three ©prioritized tasks
controlled by three prioritized interrupts. There
are no event driven interrupts in this system. So
every microprocessor uses interrupts, but in this
case, for this particular design, there are on
event driven interrupts.

The scan structure guarantees that this
Tricon scan cycle 1s predictable and repeatable
from one scan to the next. The background task
always runs, but it 1is the lowest priority task.
Every - periodically, the communication interrupt
is asserted to kick off the communication task.

The communication task is a higher
priority and it runs for a fixed amount of time,
then the background task is allowed to run again.
The background and communication tasks cycle back
and forth like this until it is time to start the
next scan.

The start scan interrupt is asserted to
start the next scan cycle. The scan task 1s the
highest priority task and can only be interrupted
by the watch dog, and it contains all of the
functions that are critical to the safety function.
In order, it resets the watch dog timer. It reads

fresh inputs. It runs the algorithm and writes the
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outputs, then determines when to start the next
scan cycle. That's the end of the scan's task.

When the scan task ends, functionality
reverts Dback to the <c¢cycling communication and
background tasks. Deterministic  behavior is
assured through synchronizing of application scans
which guarantees a new set of inputs and a new set
of outputs for the IO modules are established
during every application scan in each of the
separate processors.

Okay, 1like the ALS platform, the Tricon
performance characteristics are dependent on
application specific design. As part of the
development process, a timing analysis calculation
is performed after the application program 1is
written to determine what the expected execution
times will be for the application.

The input variables for the calculation
include the number of input and output parameters
used by the application, the number and types of
function blocks that are used in the application,
and the architecture of the designed system.

An example of this was we mentioned the
use of the RXM chassis which is, again, we said it

was in the same room. It's in the cable spreading
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room, but that's a chassis that processes
non-safety related input and output. Using that
takes a little bit more time for the application to
execute the necessary software.

So in other words, the more things that
your application is doing, the more complicated the
application, the more calculation intensive it 1is,
the more time - the more basic time it's going to
take to execute. It's just a fact of life.

CHAIRMAN BROWN: I'm sorry, let me try
to phrase this.

MR. STATTEL: Okay.

CHATRMAN BROWN: When vyou started off,
you talked about background, a background
processing, a communication processing of some
sort, and then the scan time, and what I'm trying
to do 1is put this into the term of reference of an
overall operating cycle period.

And from my past experience, we had
something. I didn't call it the same, but there
was - you read inputs, this part of your scan.

MR. STATTEL: Right.

CHAIRMAN BROWN : You perform the
application, then you had a period of time with

miscellaneous tasks being performed that - you can
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call them background tasks, self-diagnostic tasks,
etcetera, and then you had to transmit data out,
and that overall ©period established what we
referred to as the overall cycle time.

MR. STATTEL: Yes, that's the base time
of your system.

CHAIRMAN BROWN: Yeah, but -

MR. STATTEL: This is similar.

CHAIRMAN BROWN: But it incorporates
all of those things you talked about.

MR. STATTEL: Right.

CHAIRMAN BROWN: So the scan time, the
more functions vyou had to accomplish during the
scan time, and in our times the taking data, doing
your algorithms, generating some output but still
having - that might take more or less time during
any cycle depending on what functions you were
executing during that cycle, that overall cycle, so
background could be less.

MR. STATTEL: So 1in general, vyou're
describing what's performed by the scan task.
What's different here, and the reason why I
broadened this discussion a little bit to include
the background task and the communication task, is

in this particular design, those tasks are not
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performed as part of the scan task, okay?

CHATRMAN BROWN: And that's what I was
trying to get to.

MR. STATTEL: They're separate tasks.
So the background tasks, the diagnostic functions,
things 1like that, they're not - they're really -
they segregate them. And this was Jjust a design
decision that was made by Tricon way Dback when,
when the system was developed, so that's why my
discussion has to be a little bit broader than what
you're discussing. However, these are the three
fundamental tasks that are run by - within the
operating system.

CHAIRMAN BROWN: Okay, let me expand my
- or at least move on with my - so the scan - what
I'm - so 1if the scan - you're saying what I've
talked about encompasses your scan section?

MR. STATTEL: And the communication
too, I would say.

CHATRMAN BROWN: Okay, all right, scan
and communication, right?

MR. STATTEL: Right.

CHATIRMAN BROWN: The background is kind
of formulating along over here.

MR. STATTEL: Right.
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CHATIRMAN BROWN: Is the scan period run
at the exact same frequency throughout operation or
can it be delayed because of this executive sitting
over here deciding, "Oh, I don't want to run the
application. I don't want to run that scan right
now because I am doing some important/non-important
stuff"?

MR. STATTEL: Right.

CHATRMAN BROWN: "And so instead of
repeating this every 100 milliseconds, I'm going to
save it for 150 or 175, and I'm just going to live
with the result."

MR. STATTEL: So the answer to that
question is I described what the scan task
performs, and the last thing it does, it determines
when to start the next scan task, okay? So the
scan task, once the application is developed, it's

very predictable what the scan time is going to be.

That's a result of a calculation. We have reviewed
those calculations. We know what the application
is doing. We can predict what the scan time is

going to be.
Now, we don't set the cycle time for
this system to be equal to the scan time, and we

don't let the system run as fast as it can, okay?
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Because it could, theoretically, run at the program
scan time, but then there would be some variation
depending on various things.

So instead of doing that, we calculate
what the program scan time 1is. We specify a
response - well, we know what we are required to
perform, what our required time response is, and we
set this program scan time to be shorter than
what's required, so it's going to be faster - it's
going to operate faster than what's required, but
it's going to be slower than what it's capable of
doing.

So it's wvery - the answer to your
question 1is yes, 1it's very predictable. It's a
fixed scan time, and it's determined during system
development.

CHAIRMAN BROWN: Okay, but my -

MR. STATTEL: So when we started this
review, we didn't know what that time, what those
numbers were going to be.

CHAIRMAN BROWN: I understand that.

MR. STATTEL: Okay.

CHAIRMAN BROWN: That's not a problem.
That's - you have to deal with that with every

system you develop.
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MR. STATTEL: Right.

CHAIRMAN BROWN: My question is -

MR. STATTEL: Different platforms work
on different cycles and different conduct.

CHAIRMAN BROWN: My question 1is does
the scan time run within a fixed cycle every -

MR. STATTEL: Yes, it does.

CHAIRMAN BROWN: So I mean, I can say
here is time zero. At some point 200 milliseconds
later, the scan time will be run. 200 milliseconds
later, it will be run again. 200 milliseconds -

MR. STATTEL: That's right.

CHATRMAN BROWN: Regardless of what
happened, where your background communication scan
- application code, it always runs with a fixed
cycle time?

MR. STATTEL: That is correct.

CHAIRMAN BROWN: And that cycle time
cannot be interrupted by the executive?

MR. STATTEL: It can only be
interrupted by the watch dog.

CHAIRMAN BROWN: That's - in - and

that's in the scan time. That's in the scan frame

MR. STATTEL: Right.
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CHATIRMAN BROWN: - time period?

MR. STATTEL: Correct.

CHAIRMAN BROWN: Okay, next question,
and I may have asked this at the previous meeting.
I Jjust don't remember. When vyou develop your
overall needed response time, not what the
processors can do, but your needed from your action
and analysis, is it considered that a sensor signal
output that would generate a trip doesn't get into
the - its data is not read until immediately after
that cycle occurs so that you have to go through
two cycles effectively, okay, in order to generate
the required trip?

MR. STATTEL: Yes, it does.

CHATRMAN BROWN: Because I didn't see
that in any of the documentation.

MR. STATTEL: It is in some of the

supporting documents that were provided.

CHAIRMAN BROWN: Yeah, I didn't have
them, so -

MR. STATTEL: The references are 1in
there. They did some conversation assumptions, and
in some cases - as a matter of fact, with this

particular application, they ended up lengthening

the program scam time. The vendor lengthened the
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program scan time because of - some things would
require two <cycles to complete the execution,
right, to complete - to ensure that we had a fresh

set of data every - during every cycle.

CHAIRMAN BROWN: Let me rephrase this
slightly. Since the systems I dealt with i1is a
little bit - they ran a 1little on a different

format -

MR. STATTEL: Sure.

CHAIRMAN BROWN: - than you talk about,
what we assumed was a cycle time started, and
momentarily after that, all of the stuff it read
changed. Now I've got data -

MR. STATTEL: It would miss that.

CHAIRMAN BROWN: You missed it?

MR. STATTEL: Right.

CHAIRMAN BROWN: So it runs through its
150 or 50 millisecond cycle, whatever cycle you're
running at, and it generates no trip-?

MR. STATTEL: Right.

CHAIRMAN BROWN: And then it comes back
and, ooh, my God, I now have a low pressure. I've
got a high temperature, and dang, I get multiple
trip signals, then I run it. Now I actually

generate my trip signals after that period. And is
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that - my only point being is that - all of that
should occur and should have been factored into
that overall cycle time within which all of this
other stuff you're talking about, the backgrounds,
the communications, the scan time, and everything
else fits? I was just looking for fixed cycle time
and -

MR. STATTEL: Really this comes down to
some conversation assumptions that are made when
the calculations are performed, and in some cases
it's assumed, just 1like you said, it's assumed that
we just missed that input, so we're going to have
to wait a second cycle in order to ensure that that
trip occurs within that. And that really comes
down to what's shown on the diagram here, and I'll
preface this. The diagram is not shown to scale in
any way, okay?

CHAIRMAN BROWN: That's obvious.

MR. STATTEL: So the calculation
results in basically that calculated response time,
and theoretically that's what we would expect that
system to operate at, at that calculated response
time if you were to just let it run free, let it
run free. However, it doesn't - 1if

you were to run it that way and you were to program
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your scan time at that, it would not guarantee that
that trip would occur, or the right calculation -
the complete set of calculations would occur on
every program cycle.

So to ensure that happens, we set a
program scan time which is a greater time than what
the system 1is capable of, right? And it's a
significant amount of time greater than what the
system is capable of.

Now, we step back. The way we - the
staff performs our evaluation, we then step back
and we really want to know what the system needs to
do as far as response time, and we looked to the
accident analysis for this.

Now, the accident analysis, it tells
you times, and oftentimes it's 1like start - the
safety injection pump has to pump water within 20
seconds of this parameter exceeding this wvalue.
Generally, they're a lot 1longer times than the
cycle times we're talking about with these types of
processors. So we start with the accident analysis
required response. Now, that response,
the system, the PPS system really is only a portion
of that. Some of it is going to be the timing of

the breaker that starts the safety injection pump.
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Some of it's going to be just the time it takes for
the pump to get up to speed. So there's a lot of
other variables that come into the assumed response
times than from the accident analysis.

Now, with a system 1like the process
protection system, we have a really good starting
point because we have the Eagle 21. We know what
its required time response was, and it's a licensed
system. It's operating. So we could have just
said, "Oh, well, it's at least as fast as the Eagle
21, therefore we know it's within their licensing
basis." However, I was not satisfied
with that because I wanted to see how it - how it
played out with respect to the accident analysis
time response. So I went back to the FSAR. I
looked at the accident analysis. And for each of
these functions, I confirmed that the allocation,
you know, the time required Jjust for the PPS was
reasonable with respect to what was being specified
within the functional requirement specification for
the PPS system.

So you can see the green line. That's
what vyou're going to see 1in the functional
requirement specification is the green line. What

the system 1is actually performing at, what we
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program it to perform at is the blue line below
that, the program scan time. And I would ignore
the pink 1line because that's Jjust the theoretical
fastest time that this thing can cycle, but there's
no guarantee that it will perform all of the
required safety functions in that amount of time.

Now, the accident analysis time
response, the top 1line there, the purple line,
really that's just the portion that's allocated for
the PPS. So if there was 15 seconds to get a
safety injection pump pumping water, there might
be, vyou know, a 500 millisecond allocation of that
15 seconds to the PPS, and that's the number I'm
verifying there, okay? So that's essentially what
we validated for the PPS system. So -

CHATRMAN BROWN: Just restate to make
me feel comfortable then. This scan time that does
all of vyour algorithms and calculations 1is on a
fixed cycle?

MR. STATTEL: Yes, it is.

CHAIRMAN BROWN: Okay.

MR. STATTEL: And we do know the
number.

CHATRMAN BROWN: And that fixed cycle

is satisfactory to always ensure that you capture
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data appropriately and can generate a trip within
the accident analysis time response or the PPS
specified time allocation?

MR. STATTEL: Yeah, and we do know
those numbers. They are - I believe they're in the
safety evaluation, and we also reviewed the factory
acceptance test results, so we satisfied ourselves
that they are actually performing to that
specification.

CHAIRMAN BROWN: All right, thank you.

MR. STATTEL: So Jjust in summary on
this slide, the calculated response 1is what the
system 1is theoretically capable of doing. The
program scan time 1is the cycle time set for the
application. If someone makes a decision, this is
what the cycle time 1is going to be. And the
specified response time allocation is the response
time the system is guaranteed to meet.

Now, this diagram, I know you had had
some comments on this Dbefore, Charlie, because
you're looking for this type of c¢ircuit on an
architectural diagram, right? So 1in response to
your comment, I drew this up real quick and it's
really Jjust a picture from my talking points just

to understand that. It's not any specific design.
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So failure to perform
deterministically, so this was another aspect of
the PPS system that we were concerned about. So
both the ALS and the Tricon platforms include
features to detect and monitor the system's
performance during operation, and to initiate
alarms if either system fails to perform
deterministically and within the required time
frame.

So the platform designs include the use
of watch dog timer functions to detect conditions
that would affect the deterministic performance
characteristics of the system. These features are
specified at the generic platform 1level of the
design, and therefore are not dependent on any
application specific design, so it's built into the
platform.

So the licensee, PG&E, when they
decided to wuse this platform, that's Jjust the -
it's basically a feature that comes with that
platform. It was evaluated by the staff when they
performed that platform evaluation.

So because these monitoring functions
are included as the inherent part of the platform

designs, they are not part of the application
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software or logic in either one of these platforms.
They are therefore independent of the system
architecture, so that's why we don't see them on
the system's architecture diagram.

CHATIRMAN BROWN: They are software
based though?

MR. STATTEL: No, they are not.

CHATIRMAN BROWN: They are hardware
based, and you said yes?

MR. STATTEL: Yes, they are hardware
based. Now, okay, I'll leave it at that. So based
on a specification analysis - specifications,
analysis, deterministic performance
characteristics, and the system response time
performance test results, the NRC determined that
the PPS system meets all of the requirements for
safety system response time performance. This 1is
the safety conclusion reached by the staff. Any
other questions on diversity, or deterministic
performance, or time response?

Okay, next, the next topic will be
independence and Rossnyev will present that.

MS. ALVARADO: Okay, my name 0s
Rossnyev Alvarado. I was responsible for reviewing

the independence and system communication for

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

121

Diablo Canyon. This 1s a slide that you can see
now. It pretty much 1lists the guidance that we
have to evaluate system communication, and that's
the guidance that I used for my evaluation.

This drawing that we have represents
the system communication architecture for our
protection set. It's the same communication
architecture for each protection set. As mentioned
before, the Tricon and the ALS do not communicate
with each other. I know in the drawing it 1looks
like they communicate on the left, the red squares,
but I tried to draw that purple line to separate

them because they are not connected.

The green - the red line that you see -
I'm sorry, sorry, wrong line. The red 1line shows
the separation between each protection set. The

green line that you see to the left of the red
squares shows an analog signal that is processed in
the ALS and is used in the Tricon system to perform
our power differential temperature and other
temperature differential temperature reactor trip
safety function.

Within each protection set, again we're
talking about the red 1line, the PPS incorporates

safety to non-safety communications with the plant
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computer system which you can see on the bottom
right, the maintenance work station which I drew as
- Jjust two squares to the right, and the Tricon
remote RXM non-safety tasks which is not shown on
this side.

MEMBER STETKAR: Rossnyev, before we
get into too much details on the communication, I
wanted to wait until we get to this slide. The
temperature signals that come out of ALS and go
into Tricon, everybody mentions the, whatever it
is, over power delta T and over temperature delta T
trip signals. Those signals are actually
used for other things though, aren't they? Don't
they generate the T av, average temperature signal
that's used for main feed water isolation? And
also I found a reference to a delta T signal that
was used as a surrogate for reactor power for some
protection signal interlock, so it's not only those
two trip functions.

MS. ALVARADO: Right, I was just trying
to show that there is no communication between the
ALS and the Tricon, but I wanted to show the ALS is
processing that analog signal and sending it to the
Tricon.

MEMBER STETKAR: I know, but -
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MS. ALVARADO: But yes, you're right.

MEMBER STETKAR: I just wanted to make
sure you thought about those other functions.

MS. ALVARADO: Yes, those were 1like
examples.

MEMBER STETKAR: Okay, thank you.

MR. STATTEL: I'll just throw something
in here because those functions that rely on the
temperature signals, they require processing by
both the ALS and the Tricon.

MEMBER STETKAR: When vyou did your
timing and your -

MR. STATTEL: The timing analysis.

MEMBER STETKAR: I know, I read that
and that was good.

MR. STATTEL: Okay.

MEMBER STETKAR: No, I read that.

MS. ALVARADO: We evaluated these
communications from safety to non-safety and
confirmed they met the guidance provided in ISG-04.
Both the Tricon and ALS communicate data to the
plant computer system. The plant computer system
is part of the existing system, and was not part of
the scope for this amendment.

Communication with the plant computer

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

124

system is one way. The Tricon transferred this
data through the port aggregator tap which I'm
going to discuss later, and the ALS does it through
the transmit TXB communication port.

Even though this 1is not shown in this
slide, there are other plant data information that
will Dbe provided in the main control room for
indication. This data will be provided through
hard wired direct connection.

MR. HECHT: Rossnyev?

MS. ALVARADO: Yes?

MR. HECHT: I'm sorry.

MS. ALVARADO: That's okay.

MR. HECHT: I had asked the question
earlier during the PG&E presentation about the
ethernet connection to the non-safety systems, and
that's shown here in the top 1line through the
maintenance work station, to the port aggregator
tap, to the media convertor, to the fiberoptic
cable.

And the statement was made that there
is a ~card actually within the Tricon that's
involved in doing the hand shaking. It's kind of a
buffer card. Have you done any tests - or not have

you. Have vyou required testing of what happens
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when that buffer card is overflowed?

MS. ALVARADO: Yes, you're talking
about the TCM card. This 1s the card in between
that 1s separating the maintenance work station
from the Tricon. This was evaluated during the
Tricon safety evaluation of the topical report and
they did tests. They also did tests during Diablo
Canyon when they did the factory acceptance tests
to confirm that if this card, the TCM card fails,
the Tricon continues to operate, so the Tricon will
continue to operate if the TCM card fails, vyes.

MR. HECHT: Well, 4it's a fail silent
thing. It's just the fail -

MS. ALVARADO: In communications.

MR. HECHT: Well, the issue 1is that
there 1s a buffer - I mean, there is some hand
shaking going on -

MS. ALVARADO: Right.

MR. HECHT: - across the ethernet
connection, and if for some reason the receiver 1is
a little bit slow and the data 1s accumulating
within the Tricon, the Tricon is basically going to
dump the bits on the floor or something like that.
It's not going to keep them and wait and stop the

rest of the processing.
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MS. ALVARADO: Well, they have the
DPRAM, the dual ported access memory, that they are
using for collecting data coming from the outside,
and keeping it, and using buffers. But if I - 1
think that would provide other information if I
went into detail to explain how the buffers work.

MR. HECHT: Well, I guess the question,
just to follow up, is if that dual ported memory
gets filled -

MS. ALVARADO: Right.

MR. HECHT: - nothing bad happens to
the Tricon?

MS. ALVARADO: No.

MR. HECHT: It continues operating?

MS. ALVARADO: Exactly, exactly.

MR. HECHT: That data gets overwritten?

MS. ALVARADO: Yes.

MR. HECHT: Okay, thank you.

MS. ALVARADO: Okay, on the right side,
you can see the maintenance work station shows as
the maintenance work station for the Tricon and one
for the ALS. The maintenance work station are
separated and they cannot communicate with each
other. Also, the maintenance work stations cannot

communicate with maintenance work stations in other
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protection sets. The maintenance work
stations are stand-alone computers that do not
connect to the internet, or with the plant computer
system, or with the plant network. To use the
maintenance work station, Diablo Canyon 1is going to
use a KVM switch to provide access to a keyboard,
video displays, and mouse for the authorized
personnel to perform maintenance and calibration
activities. Only one KVM will be wused for each
protection set. This will be located inside a
cabinet, and it will have administrative procedures
to access the cabinet.

This slide 1s a carton representation
that I made with the communication for the ALS
system. It's the same communication for all of the
ALS. As I mentioned Dbefore, there are no
communications between the protection set 1in the
ALS portion, so the ALS in protection set one does
not communicate with ALS in protection set two.

For one way communication with the
maintenance work station and the plant computer
system, the ALS uses the transmit information to
the TXB ports. You can see there is a TXB one and
TXB two for each one of the ALS. The ALS subsystem

does not require a port tap device to enforce one
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way communication to the plant computer system.

Instead, constant communications for
the TXB ports, as I mentioned before, are
configured to only transit data through these
connections. Communication for the TXB port 1is
unit directional and doesn't require the wuse of
hand shaking signals. They are physically and
electrically incapable of receiving information
from external sources.

CHAIRMAN BROWN: Rossnyev, isn't that
because there's a, I don't want to call it a
jumper, but there's a hard wired connection where
you don't use this terminated in some form?

MR. STATTEL: The circuitry doesn't
exist.

CHATRMAN BROWN: That's what I thought
I remembered from the previous information I read
in your SCR, that it's like an open circuit. Okay,
that hasn't changed.

MS. ALVARADO: Right, no. We confirm
it, and actually I even reviewed the code for this
communication. For testing the maintenance of the
ALS, Diablo Canyon will use the Test ALS Bus, or
TAB, which you can see on the right on top, that is

to connect to the maintenance work station. This
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TAB will provide two-way communication for
maintenance activities.

Normally the TAB is physically
disconnected from the ALS system. When maintenance
and calibration is required, the Diablo Canyon
operator will use the TAB and connect to only one
of the cores. This will be physically connected to
the ALS, and a digital input signal will be active
allowing two-way communications between the ALS
maintenance work station and one of the ALS core.

There 1s no software associated with
connecting or disconnecting this data 1link. That
connection is provided for each core, as I
mentioned Dbefore. Only one core can be connected
to the maintenance work station at a time. This
will be a procedure requirement for Diablo Canyon.

The diverse ALS subsystem connected to
the TAB will be taken out of service with the
exception of the RTB signals processing function.
These are the temperature signals that we talk
about, which will remain operable during specified
surveillance tests performed on other ALS
functions.

The diverse ALS subsystem whose TAB has

not been enabled will continue to perform its
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safety function without impact. Whenever the TAB
is connected to the ALS and the maintenance work
station, an alarm will be annunciated in the main
annunciated system.

Then 1in this next slide, I'm showing
the communication architecture for the Tricon.
This is the same communication architecture for the
Tricon in other protection systems. Again, as I
said, there is no communication between the Tricon
portions of the PPS.

All of the Tricon communication with
external devices is the Tricon communication
module, the TCM, and the Tricon RXM. The TCM I
didn't put it, but it's inside the Tricon box, but
you can see the primary RXM on the drawing. The
TCM allows the Tricon to communicate with the
maintenance work station through a dedicated
one-way port aggregator tab. You can see it in
this slide. 1It's the port tab in purple.

I will talk about the port tab on the
next slide, but let me continue with the TCM. As I
was asked before, the TCM uses a cyclic redundancy
check, hand shaking, and protocol-based functions
to ensure data communication integrity. This is a

proprietary protocol that they use, so it's no -
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you were asking me 1if it was TCP/IP, and it's a
propriety protocol that they developed, vyes.

In addition, the Tricon uses dedicated
memory allocations for communication. In this
manner, there 1s no direct communication between
the application processor and the TCM interface
that interfaces with the maintenance work station.
If you lose the TCM, the main processor would
continue to function. The TCM handles all
communication with external devices, and 1t has
been qualified under the Appendix B program for
nuclear application.

The Tricon also incorporates a safety
related to non-safety related communication 1link
via a RXM chassis. The purpose of this chassis is
to acquire and transfer IO non-safety related
signals to support functions that are not safety
related to the PPS functions. Such signals go to
the control Dboard, to the main control Dboard
indicators.

This represents an expansion chassis to
be located - that can be located several miles
away. But like Rich explained, this is inside the
- in the control room. There is no data exchanged

between the RXM chassis and other protection sets.
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The use of the RXM communication was
described in the Tricon platform topical report and
the staff approved these. The only application
specific action item was for the staff to confirm
that all data received from non-safety mode RXMs
must not be relied to perform the required safety
function, and we confirmed that there were no
signals coming to be wused for safety functions
through the RXM.

MR. HECHT: Rossnyev, I know this is a

simple block diagram, but you have two-way
communication indicated on that block diagram. Is
that true?

MS. ALVARADO: Well, okay, I will try
to explain this and try not to get into proprietary
information, but, vyes, Dbecause what happened is
between the primary and the remote RXM, it's like a
master/slave communication, so what happened is
like they have separate communication lines.

So when the primary sends a request to
the remote RXM, it has to go through the line to
request, and when the remote is sending back the
data, the IO data that is collected, it has to send
it through a separate line. That is why there is

two-way communication. It's just for the command
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signal to go there.

MR. HECHT: So I guess my same
question, between the Tricon and the primary RXM,
if the remote RXM gets busy and the primary RXM
fills up, is there - what happens to the Tricon?

MS. ALVARADO: The Tricon will continue
to operate. And remember, the RXM is not using any
IO signals for safety functions, so 1t doesn't
really matter. It's just indication.

MR. HECHT: How do they -

MS. ALVARADO: But yes, the Tricon will
continue to function. It would just fail.

MR. HECHT: How does the Tricon
communicate with the RXM?

MS. ALVARADO: It's a protocol
communication that I have. It's called IO Com.
It's in the safety report.

MR. HECHT: I see.

MS. ALVARADO: Yes.

CHATRMAN BROWN: You commented that the
Tricon primary RXM does not perform any safety, but
in the PG&E system description figure 4.5, there is
- it says, "Tricon primary XM chassis,”" and it's
got a number of inputs and it shows, "trips to SSPS

discrete," and so I'm a little curious.
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MR. STATTEL: Can you tell me where
you're referring to?

CHAIRMAN BROWN: Figure 4-5 of the
enclosure to PG&E letter DCL 13-043, which was the
supplement to license amendment request 1107,
process protection system replacement which was a
fairly large system description.

MS. ALVARADO: Yes, the remote one.

CHATIRMAN BROWN: No, this is not the
remote. This is the primary.
MS. ALVARADO: Yes, the primary is

safety related.

CHAIRMAN BROWN: Okay.

MS. ALVARADO: The remote is the one
that is not safety related.

CHAIRMAN BROWN: Okay, all right.

MS. ALVARADO: Yes.

CHATRMAN BROWN: I misunderstood what
you said then. I apologize for that.

MS. ALVARADO: No, that's fine. The
remote is the one that we're using for IO signal.

CHAIRMAN BROWN: I understand that, and
that shows on this chart only one-way
communications from primary to the remote, whereas

your diagram shows bidirectional.
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MS. ALVARADO: Because, 1like I said,
it's just the way they communicate to request the
signal as the master and the slave is configured,
the way they have it configured for the Tricon.

CHATIRMAN BROWN: That's a 1little bit
above my -

MR. STATTEL: We show this on this
figure as a communication link, but in reality, the
RXM is really Jjust a remote extension chassis.
That was the purpose of it. It was designed for
that. When the platform - when Tricon submitted
their platform application, they thought that this
remote extension chassis could be wused as an
isolation barrier for non-safety related - between
safety and non-safety related.

So because of that, I mean, it really
wasn't designed for that, but because of that, we
performed a pretty extensive evaluation during
that. I went to the vendor. I reviewed the actual
coding that's involved with the bus protocols.
There is actually circuitry involved.

It 1is very propriety so I <can't get
into a lot of the details, but that was - all of
that was evaluated as part of the platform designed

for Tricon, and we concluded that the RXM setup,
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where you see the primary as being safety related,
and the secondary being non-safety related, we
qualified that as an approved isolation device
between safety and non-safety for communications,
for the purpose of communications.

Now, in the Diablo Canyon application,
it is a two-way communication because the RXM does
receive does receive inputs, and the RXM does send
outputs to drive indicators on the control Dboard,
and it drives alarm outputs to the annunciator
system, the Diablo Canyon annunciator system, so it
is two-way.

MEMBER STETKAR: That's what I was
going to ask. You're very careful, both in the SCR
and here as saying those are not safety related
indications or information from your purpose.

MR. STATTEL: Right.

MEMBER STETKAR: If I'm an operator
sitting 1in the main control room, maybe I'm
interested in them, so could vyou give me some
examples of what signals are actually processed
through that template?

MR. STATTEL: So what I'm trying to
describe is the RXM is really just a bus extension.

So if you want to have a remote IO that's ten miles
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away, you can do that.

MEMBER STETKAR: Yeah, I got it, yeah.

MR. STATTEL: So to approve it as a
safety to non-safety boundary, we didn't have any
control over the - you know, we're reviewing the
platform, so we didn't have any control over what
the application would be.

So we knew certainly you could write a
safety application where the safety function is
dependent on some piece of data that was coming in
on the RXM 1link from the non-safety side. It's
theoretically possible to do that, so obviously
that would compromise the isolation characteristics
of the system.

Therefore, we wrote an application
specific action item into the Tricon evaluation and
for the application level, and this 1is what
Rossnyev has done. She looks at every signal that
is configured to be input or output over the RXM
chassis and makes sure that there's nothing in the
safety-related side that relies on that signal to
be valid or even there, right?

MEMBER STETKAR: Yeah.

MR. STATTEL: So there's no reliance on

those functions.
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MEMBER STETKAR: And I got that. I was

asking the question though if I'm an operator in

the main control room and something goes - I'll use
the technical term - Dbelly-up 1in the Tricon
platform, what non-safety related function

indications do I lose?

MS. ALVARADO: Delta T indicator.

MEMBER STETKAR: What?

MS. ALVARADO: Delta T indicator.

MEMBER STETKAR: That's it? That's the
only one?

MS. ALVARADO: No, there are more. You
asked for one example. You asked for one example.
I have one example.

MEMBER STETKAR: Do you -

MR. STATTEL: It's comparable - like it
drives the alarm, the main alarm system outputs for
the system.

MEMBER STETKAR: So there's a 1lot of
stuff that's processed?

MR. STATTEL: Yes, there is actually -

MEMBER STETKAR: Okay, okay, that's
what I was trying to find out -

MR. STATTEL: - quite a bit of signals.

MEMBER STETKAR: - whether it was a lot
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or a little.

MR. STATTEL: So, you know, the Eagle
21 drives alarms -

MEMBER STETKAR: Okay.

MR. STATTEL: - also, you know, a
similar alarm system, trouble alarms. So basically
they're repeating that functionality that's in the
Eagle 21.

MEMBER STETKAR: That's what - see, I
don't know the system design. I didn't know if
they had a separate, you know, a completely
separate status monitoring system and alarm
generation or if everything comes through this.
Okay, thank you.

MS. ALVARADO: This slide shows the
port aggregator tab that is used with the Tricon.
This tab 1is a hardware device that provides a
bidirectional communication path to the Tricon
maintenance work station, and a one-way hardware
enforced communication path to the plant computer
system. It doesn't rely on software to perform
this function.

It has three ports, Port A for
communication with the TCM in the Tricon, Port B

for communication with the malintenance work
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station, and Port 1 for communication with the
plant computer system. Ports A and B are for
two-way communication, and Port 1 is for one-way
communication.

The port tab was previously evaluated
and has been approved as an acceptable means of
isolating safety system, and specifically the NRC
performed accident analysis of this device. The
result of this analysis showed the amplifiers were
not capable of passing electrical signals in the
reverse direction wunder any condition, so data
cannot flow from Port 1 to Port A.

So this slide shows the conclusion
regarding independence. The NRC staff reviewed the
design and functionality of the communication
process for the ALS and the Tricon systems,
examined the hardware and software used to
implement this communication, and concludes the
Tricon and ALS complies with the guidance provided
in ISG-04. Specifically, the ALS and Tricon do not
depend on any information or resource originating
or residing outside 1its own safety division to
accomplish its safety function.

In addition, safety functions performed

by each system are protected from adverse influence
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from outside each protection set, and failure of
the non-safety devices will not affect the
functions of the safety systems. This concludes my
presentation. Is there any questions? So, next is
Samir Darbali.

MR. DARBALI: Good afternoon. Today
I'm going to be talking about control of access.
The staff evaluated how the licensee and the wvendor
should address the control of access clause of IEEE
603-1991 for the PPS replacement design.

This clause states that, "The design
shall permit the administrative control of access
to safety system equipment, and that these
administrative controls shall be supported Dby
provisions within the safety systems, by provision
in the generating station design, or by a
combination thereof."

The staff evaluation of control of
access 1s based on the staff's review of Secure
Development and Operational Environment or SDOE,
and configuration management. The guidance for
SDOE is found in Reg Guide 1152 Revision 3, and the
guidance for configuration management is found in
Technical Branch Position 7-14 of the Standard

Review Plan, as well as in Reg Guide 1.169 Revision
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Appendix 7.1-C to Chapter 7 of the SRP
contains three paragraphs of acceptance criteria
for evaluating the control of access clause of IEEE
603. This acceptance criteria was addressed in the
PPS replacement design that's contained in the
following slides.

Paragraph 1 of Section 5.9 reads,
"Administrative control is acceptable to assure
that the access to the means for bypassing safety
system functions is limited to qualified plant
personnel and that permission of the control room
operator 1s obtained to gain access." The PPS
replacement design meets this criteria. Access to
the system is administratively controlled Dby
control room personnel.

Paragraph 2 reads, "The review of
access control should confirm that design features
provide the means to control physical access to
safety system equipment, including access to test
points and means for changing setpoints." The PPS
replacement design meets this criteria as there are
design features that provide physical access
controls to the system.

For example, the system will be located
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in a plant wvital area in locked cabinets. Also,
changing the Tricon keyswitch to a position other
than RUN or connected the Test ALS Bus will result
in an alarm. Therefore, access to the system is
only allowed to gqualified personnel with permission
of the control room. Next slide?

Paragraph 3 of Section 5.9 reads,
"Review of digital computer-based systems should
consider controls over electronic access to safety
system software and data. Controls should address
access via network connections and via maintenance
equipment." The PPS replacement design meets this
criteria as it does not allow for remote electronic
access to the Tricon or ALS systems.

For example, there is one Tricon
maintenance work station and one ALS maintenance
work station per protection set. These maintenance
work stations only communicate with the
safety-related controllers in that protection set,
and are not connected to any other plant system.
Also, access to the maintenance work stations is
controlled.

For the Tricon portion of the system,
two-way communication is only allowed between the

Tricon communication module and the Tricon
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maintenance work station by means of the port tab
device which was previously discussed in Slide 25.

For the ALS portion of the system,
two-way communication is allowed between the ALS
and the ALS maintenance work station through the
use of the Test ALS Bus which 1s not connected
during normal operation, and is only used in test
or maintenance mode. Slide?

As I mentioned earlier, the staff's
evaluation of control of access 1s based on the
staff SDOE and configuration management reviews.
These reviews were evaluated during the Tricon and
ALS platform topical report reviews and were found
to be acceptable. The staff found that the same
SDOE and configuration management measures were
maintained for the Diablo Canyon application.

For SDOE, the vendors performed
vulnerability assessments of their facilities to
ensure that the PPS replacement system is
protection from unauthorized access or modification
throughout the safety system 1life cycle. The
results from the vulnerability assessments were
used to establish security control requirements to
mitigate and identify vulnerabilities through the

use of physical, logical, and administrative access
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controls.

For configuration management, the
vendors implemented access control measures to
ensure that no unintended or unauthorized functions
or code were introduced to the system. These
measures include the identification of
configuration items, access controls based on work
responsibilities, change review, approval, and
verification ©processes, and error reporting and
corrective actions program.

Finally, to detect and prevent the
introductions of unintended or unauthorized changes
to the codes, the wvendors V&V groups performed code
reviews. Next slide?

The NRC staff concludes that the Diablo
Canyon PPS replacement design incorporates features
to administratively, physically, and logically
control access to the system, both during
development and operation. These features meet the
guidance for Secure Development and Operational
Environment and Configuration Management.
Therefore, the NRC staff determined that the PPS
system meets the criteria for control of access.
Any questions?

CHATRMAN BROWN: Yeah, I have two. One
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is a request to make sure I understand something
and the other one is one your configuration -

MR. DARBALI: Sorry.

CHATIRMAN BROWN: It's all right. It
doesn't bother me, but he may come after vyou. As
part of what you call access controls based on work
responsibilities - and I'm trying to, again, relate
this to some of the controls that we exercised, our
vendors exercised in the program from which I left
years ago.

The software that's being developed is
normally, I don't know what they do, is aggregated
in some location, you know, electronically or
whatever. With the folks we dealt with, there was
a very limited cohort of programmers that had
access to making any change to that code at all,
and it was very, very tightly controlled.

In part of you all's review for access
controls, is it down to not just work
responsibilities, but here 1is Person A, Person B,
and Person C are the only ones allowed to go modify
a specific code?

MR. DARBALI: Well, for example, for
the ALS, we specifically asked during one of the

audits, "Can somebody from the Core A group be able
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to modify Core B?" and we checked. They don't have
access for that.

CHAIRMAN BROWN: Is it a multi-step
path to gain that access?

MR. DARBALTI : You need multiple
signatures from management and -

CHAIRMAN BROWN: What 1f he walked
through the door, got in, and walked up the machine
and decided he was pretty good at hacking into
stuff, and got into the computer?

MR. DARBALTI: Well, you have to
remember, there 1is a record for every change, so
you could go back to the changes and see who made a
change when and what change.

CHATRMAN BROWN: He has to record that
he's making the change or does it -

MS. ALVARADO: Besides the record, I do
remember because I reviewed a part of the code
especially for the ALS. You were not granted
access to the network or the server where they have
the program. So not only do you need different
signatures to get access granted, you also needed
to have the right password and access requirements
for that. Because we tried to create, like, dummy

addresses when we were doing the audit, and we
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couldn't do it.

CHATRMAN BROWN: You couldn't do 1it.
Okay, all right.

MR. STATTEL: Charlie, can I ask you a
clarifying question?

CHAIRMAN BROWN: Yeah.

MR. STATTEL: Are you referring to the
in-plant system operating and access -

CHATRMAN BROWN: No, I'm talking about

MR. STATTEL: - or are vyou talking
about at the wvendor?

CHATIRMAN BROWN: I'm talking about
under your SDOE environment -

MR. STATTEL: At the vendor facility.

CHAIRMAN BROWN: - at the vendor, yeah.

MR. STATTEL: Okay, okay.

MR. DARBALTI: And you have to
understand, access to each - Dbecause you said,
"What 1if somebody went to a manager's computer to
get access?" Well, vyou know, they have several
layers for logging onto those computers, so -

CHAIRMAN BROWN: Okay.

MR. DARBALI: It's pretty tough.

CHAIRMAN BROWN: Okay, the second one
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is I Jjust want to wvalidate my general conclusion
here is that external access for control of access
is literally not - nobody can get in from the
outside right now. You've got - you have - I've
never seen, either 1in the SCR or in any of the
other documents that I read, that there were any
digital type access back reverse wise. They were
pretty hard wired. So I presume if it wasn't shown
on your figures, there aren't any?

MR. DARBALI: That's correct.

CHATRMAN BROWN: You cannot get in. So
control of access 1s very much the same as it is
today when you - 1in an analog system where if
somebody wants to change something, they get an
operator supervisor approval. They go down to the
cabinets. They open them up, get out the

procedure, bang, bang, bang, and make the changes

and go. So this seems to replicate that process
almost exactly to me. There might be some nuances,
but -

MR. STATTEL: Yeah, I agree there is
nothing in the design. However, we were concerned

about, like, portable media, flash drives and
things like that.

CHAIRMAN BROWN: Yeah, but those have

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

150

to be brought in.
MR. STATTEL: They have to be brought

in, but, you know, we're talking about insiders, so

CHATRMAN BROWN: I understand that,
but, I mean, that's like it is today.

MR. STATTEL: Okay.

CHAIRMAN BROWN: I mean, 1f vyou had
internal stuff, I mean, an outsider could come 1in,
or an insider could come in and he could
surreptitiously, if he had a key, go down and
unlock a cabinet, make a change, and kind of mess
up the works. So, I mean, 1it's a supervisory
control that's somewhat similar to which some guy
could sneak in obviously with a thumb drive and
what have vyou if that's +the way 1t operated.
Anyway, so I just wanted to make sure my conclusion
from going through this was wvalid.

MR. HECHT: I'd like to follow up on
the previous question and just ask it very simply.
Is there any source code control system like SVN or
something like that that's used? I was a 1little
bit confused by the comment you made about only -
that the programmers are not allowed to access the

software depository. I kind of think that if I
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were developing code, I'd like to run the
integration testing.

MR. DARBALI: Let me clarify. I was
saying for the ALS, you have a Core A team and a
Core B team, and they're not allowed to
intermingle. So the Core A team members don't have
access to the Core B code.

MR. HECHT: Okay. Let's move to a more
general situation or to the application code that
might be used on the Tricon device. My concern is
-- well, I'm going to ask did you see what kind of
configuration control software or what kind of
configuration control system is being used?

MR. DARBALTI: We did look at that. I
don't remember because companies use different
brands. But, vyes, the software would allow you to
check out the product that you're changing, do your
changes, and check it back in.

MR. HECHT: Okay, all right. That's
pretty standard.

MR. DARBALI: Right.

MR. HECHT: And then there are only
certain people who are allowed to check out certain
components, make changes, and check in, but other

people could check out and could download other
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components if they wanted to, check something about
integration?

MR. DARBALI: Right. So there are
software librarians who are in charge of
controlling all of that, so some people may have
read-only access, whereas other people would have
access to make the changes.

MR. HECHT: Okay, all right. Thank
you. CHATRMAN BROWN: Any other
questions in this subject before we move on?

MEMBER REMPE: Okay. So the next slide
is talking about lessons learned.

CHATRMAN BROWN: Yes.

MEMBER REMPE: So I would 1like to
follow-up on what John asked at the Dbeginning of
this session about the Open Item 115, and there are
several places, as John pointed out, in the text
that refer to that response, and I thought you said
that, during your discussion, I think this is the
section where vyou probably would like to tell us
how did you resolve it in the updated SE?

MR. STATTEL: Yes, I will discuss the
open item 1list. It's kind of an informal process,
but it will be something I discuss in the --

MEMBER REMPE: On the lessons learned.
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MR. STATTEL: -- lessons learned.

MEMBER REMPE: Okay.

MR. STATTEL: Yes, correct.

MEMBER STETKAR: Before we get to the
lessons learned, and, Charlie, I promise to keep
this -- I've got four things that I want to get on
the record so the staff can follow-up on it only on
comments on the SER. I don't want to discuss these
things. I just want to get them on the record,
okay? If you'll allow me that. And I'm going to
just rattle off section numbers, and you can find
them in the transcript.

In Section 3.4.1.6, 1it's noted that
PG&E 1is going to perform site acceptance tests and
design verification tests in which they're going to
use a 1live analog signal from the reactor coolant
system all the way through ALS through Tricon out
to make sure that everything works okay, so that
the integrated ALS Tricon works okay.

In Section 3.4.2.4, it describes the
testing activities, concludes that all those tests
are fine, but those testing activities described in
that section are only the individual Tricon and ALS
platform testing activities. I see no mention of

this integrated PG&E test, and I see no mention of
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follow-up in terms of site-specific activities to
make sure that that test is done. So that's one of
them.

The next one 1s something I brought up
earlier in the fact that all four protection sets
are not equal. They process different signals. In
Section 3.4.2.2.1.3, there are statements --

MR. STATTEL: Can you read that again?

MEMBER STETKAR: Sure. It will be in
the transcript, but I'll do it again. 3.4.2.2.1.3.
You number them, I only read them. There's a whole
discussion about verifying the input and output
signal lists, and there's statements in there that
says, well, it's noted that only Protection Set 1
list was provided. And then the thing that caught
my attention, it says, "It 1is assumed that this
report will later Dbe revised to include all
implementation activities for all four protection
sets." And then the final conclusion is everything
is okay, so I'm left kind of dangling on whether or
not the safety evaluation is based on an
assumption.

And then in -- and this 1is, I'm
assuming, it's just an editorial one, but it's sort

of pervasive. Section 3.13.1, and there are other
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sections that kind of refer to the same thing, but
there are four ©plans that are discussed for
plant-specific or site inspection follow-up
activities: software installation plan, maintenance
plan, operations plan, and safety plan. There are

references back to other sections of the SER where

it says those plans are discussed. In some cases,
those sections don't even exist. In other cases,
they refer to completely different things. In

other cases, it says there aren't such things, you
didn't review those plans. I'm assuming that's
just a clean-up item.

And then, finally, and I think, Rich,
you may have hit on it earlier, in Section 3.14.2,

under ALS, there are inspection items 13, 14, 15,

16, and 17. And I did a cross-check between ALS
and Tricon. These are anomalies that are only
specified for ALS. They're not specified for
Tricon. There doesn't seem to be a functionally

equivalent inspection, but there are things 1like
termination of cables, chassis grounding, you know,
that kind of stuff that would seem to apply equally
for Tricon. So you may want to check that
crosstalk between the two platforms.

And that's it. Thank you, Charlie.
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CHAIRMAN BROWN: You're very welcome,
as always. Very accommodating. Okay. Ready for
the next section? I'm checking right now. I think
I had one, and I just lost it. This was cumbersome
software.

MEMBER STETKAR: If you had a trained

operator, it would be okay.

CHAIRMAN BROWN: Yes, I very much need
a trained operator for this. Oh, vyes, okay, here
it is. There was a section 1in vyour SER that
identified that each Tricon subsystem has dual
redundant batteries, I think, located on the main
chassis backplane such that, 1if a power failure
occurs, these batteries maintain data and programs
on the associated main processors for a period of
six months, which implied to me that you're
non-volatile memory has programs disappear after
six months. Am I mistaken?

MR. STATTEL: I think that's true.
That's my recollection, but I would have to 1look
into that. CHATIRMAN BROWN: But the
programs really disappear. Okay. It was in
section -- I don't know.

MR. STATTEL: I'm thinking way back

when I went to the Tricon training. I believe

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

157

that's the case. I believe if --

CHAIRMAN BROWN: But their non-volatile
memory 1is not really non-volatile. It needs to
have batteries to keep it in place. Otherwise, it
disappears.

MR. STATTEL: Well, the system would
have to have no power for six months. But I
believe that's correct. I believe it will lose all
memory if you let the batteries die. Actually --

CHAIRMAN BROWN: I'm glad our stuff
doesn't do that.

MR. SCHRADER: We have no shortage of
power.

MR. STATTEL: The Applicant actually
has a lot of experience with the Tricons in their
non-safety applications, and I think the battery is
common.

CHATRMAN BROWN: I know I have stuff
that sits in a warehouse for two years, and it's
still there.

MR. PATTERSON: Yes, the Dbatteries
definitely hold the program and, once those die,
the program --

CHAIRMAN BROWN: They're gone. Okay.

So it's not really non-volatile then. That's fine.
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I mean, 1f the batteries died immediately, the

software disappears. So that's -- we're ready to
go on to the next one. Thank you.
MR. STATTEL: Okay. So the next

section I think 1s going to be a 1little less
formal. We're here to talk about lessons learned
from the ISG-06 process, so I'll kick it off.

The Interim Staff Guide 0o, ISG-060,
describes a process that may be used in the review
of license amendment requests associated with
digital I&C systems modifications in operating
plants that were originally licensed under Part 50.
This slide shows the key objectives that were
considered during the development of ISG-06. What
I hope to do here 1is explain how each of these
objectives was addressed in ISG-06, the original
concept, and to characterize the degree to which
these have actually been achieved now that we've
had some experience using the guide.

And I'll mention that Diablo Canyon is
not our only experience. We've also used ISG-06
for several platform evaluations and a couple of
other review activities.

So I'll start with the tiered approach

to grading reviews. That's the top bullet here.
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The idea was to grade the effort based on two
simple criteria. The criteria was does the design
refer to a previously-approved platform and have
changes Dbeen made to that platform since it was
approved by the NRC?

So a couple of thoughts I have on this.
First of all, all evaluations, everything we've
experienced in the last five years, are essentially
Tier 2 evaluations, right? Why is that? Tier 1
evaluations are pretty rare because these platforms
are updated on a pretty regular basis, which is not
necessarily a bad thing. They're making
improvements to these platforms as they go along.

So pretty much the amount of time that
goes by between when we evaluate a platform and
when we get an application review, the longer that
time period is, the more deltas, the more changes
you're going to have 1in that platform. And of
course, we have a section in our safety evaluation
here where we reviewed the deltas. Even though it
was only, 1t was less than a year Dbetween the
application development and our approval, there
were still changes. So, basically, everything
comes down to a Tier 2. Tier 1 evaluations are,

well, they're rare because of that.
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Now, we don't really expect a lot of
Tier 3 submittals. We have had some in the past,
but it was mainly because we didn't have, before we
had topical reports that were approved. So Wolf
Creek, for example, was a Tier 3 evaluation because
the ALS platform had not been approved at that
time.

So that's Jjust kind of my view. The
tier approach, it really doesn't provide the type
of grading, I think, that was originally sought
after on this.

CHATIRMAN BROWN: Some of wus probably
have forgotten totally. I think I understand what
you're saying. But Tier 1 effectively said you've
got a platform that is approved and you just get on
with it.

MR. STATTEL: Yes. So the idea is it's
Tier 1, 1f you have a platform and you're going to
reference that and vyou're going to use that
platform, the NRC spends the time, spends the
effort, reviews that platform, comes up with as
many safety conclusions as it can, albeit a lot of
time are going to be application specific, and then
it's a much lesser effort when we actually get the

applications because all we're looking at 1s the
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application.

But as you <can see, as you've seen
here, these two platforms, they had a 1lot of
application-specific action items. I think there
were like 15 - 20 action items on each one, and
they were not insignificant.

The other thing that I observe is most
of these IEEE 603 criteria and the 7432 criteria 1is
really application specific. So 1f you want to
know if a system meets single failure criteria or

if it alarms when it's put in bypass, that's a 603

criteria. If I don't have an application, I really
can't wverify that. I can't draw that safety
conclusion at the platform level. So that's kind

of a misnomer there.

Now, I think the platform reviews are
useful, and I think they helped us out a lot when
we were performing our application review. And I
think it does shorten the time that it takes to
review the application. But it's not all that
significant as what we were hoping for.

Now, there are other aspects of grading
that were not considered in ISG-06, and that 1is,
the obvious one 1is the scope of the modification

being performed. So if vyou're performing a
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modification and vyou're doing one single simple
safety function that's not complex, it's Jjust an
input Dbistable output, that's probably going to
take a 1little Dbit less of a review effort than
replacing an entire RPS SFAS system, and that's not
considered here. That's not considered 1in the
ISG-06 process.

So, now, it's a little hard to quantify
that. You know, how complex is your modification?
How simple 1is 1it? What's the scope of that
modification? But I think that's something that,
going forward, we might want to consider in a
graded approach. And there are some other
characteristics that could be used that we're
starting to talk with the industry about, other

ways to do a graded approach to performing these

reviews.

Now, the second Dbullet talks about
Annex B of ISG-06. Now, Annex B was kind of the
starting point for ISG-06. What industry was

basically asking for is, with all of the standard
review plan and the guidance criteria that we have
in these, we don't know what to submit. We don't
know, when we're putting a design together and we

want to submit an application to the NRC, we just
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don't know what you want, right? And we want you
to define that.

So Annex B was developed, and it
basically provided a listing of documents,
although, you know, different vendors use different

titles for documents, so that became kind of an

issue, too. So 1it's a 1listing of topics, let's
say. And it provides reference and provides
guidance on what the NRC really wants to see. Now,

that part I found to be very helpful, and I'll talk
about that in one of the other slides.

Now, the third bullet was provide an
evaluation process that could Dbe performed in
parallel with the development process. So for
Diablo Canyon, when they first approached us and we
were having Phase 0 meetings, they had not even
started really with their design. They just had a
design concept. So we've been kind of working with
them as we perform our review.

At the time of the license amendment
request, again, they had not really proceeded very
far with the design. They had a functional
requirement spec but not a lot more than that. So
what I ISG-06 does, 1t Dbreaks it down into two

phases: phase one and phase two. So we define
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what, vyou know, the minimum set of documents or
minimum set of information that we need to commence
a review, and then we understand that we're going
to be working side by side with you and that, at a
later date, when the design proceeds, we'll get
that phase two documentation.

Now, I think that's worked fairly well
with Diablo Canyon, although, with the project
delays, it's really taken a lot longer than we had
anticipated. But one observation I have on that is
some of the phase two documentation, 1like, for
instance, the factory test results, those really
don't become available until really late in the
process, 1n the design process, because they have
to design the system, they have to implement it,
they have to work out the bugs, they have to build
the system and test it, and then they get to do a
factory test. So we're thinking of something, you
know, rather than wait for the 1long pole in the
tent, wait for the last document to come in,
probably that we could break phase two into two or
more different areas SO we can get the
documentation made available to us 1in a timely
manner.

And then the fourth bullet was
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basically Jjust streamline the licensing process.
And I think, to a degree, it's not easy to use, but
it's easier than it was before, I would say. It's
a relative thing.

So now 1n the lessons learned, Phase O,
this is the block diagram that's in ISG-06. And,
basically, this 1s the ©pre-application meetings
that we have with the licensee. With Diablo
Canyon, we had at least three pre-application
meetings. I think we had a fourth one, but I
couldn't find the report for it.

But during those pre-application
meetings, there were some concepts that were
floated by us. And some of them were acceptable,
for instance the ALS diversity concepts that they
were proposing. They ended up moving forward and
on 1into the design. Some of them we had some
issues with, and we had this conversation with the
applicant.

So, for example, at Diablo Canyon, they
have a lot of experience with the Tricon system
because they use it in many of their
non-safety-related applications. So one of their
original ideas 1in one of the early Phase O

meetings, they said, well, we're not going to have

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

166

the vendor do the development, we're going to do it
ourselves. Okay.

Now, obviously, there's nothing in
regulation that would prohibit that, right? And we
told them that. But we warned them that you could
do that, but we would still have to perform the
same evaluation we would do as if you were a
vendor. So we would be looking for independent B&B
activities and, typically, for a safety-related
application, this is not the type of resources that
we would expect a licensee to even have to be able
to do that.

So I think after the first meeting,
they kind of changed their mind on that. And then
we ended up where we're at now.

So we didn't really have a design.
They weren't really making design changes during
these Phase (0 meetings, but they were making
decisions that ultimately impacted our review. And
I think a lot of those decisions and a lot of the
discussions we had helped to avoid a 1lot of
controversy and a lot of requests, RAI requests.
So I think they really supported a pretty efficient
evaluation.

So lessons learned here. So —-
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CHATIRMAN BROWN: So the pre-application
part of this was productive?
MR. STATTEL: I thought it was very

productive, and I've heard similar sentiments from

MR. SCHRADER: Yes, absolutely agree.

MR. STATTEL: So interaction with the
staff early and often in the pre-submittal phase
was effective at preparing the licensee and staffer
license application.

Another thing is we talked about the
matrix, the Appendix B matrix, in ISG-06, and we
talked about, well, what does this document mean
and, you know, where are you going to find this
information? So it got the licensee to thinking
about that. To their credit, the licensee in this
case decided to take that appendix from the ISG and
they put it into a spreadsheet format, and they
actually mapped it out to documentation and
sections within their 1license amendment request.
So it made it very easy for wus to find the
information that we were looking for when we did
our application acceptance review.

Okay. And then the second 1lesson

learned on Phase 0, vyes, it says they should
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request a Phase 0 meeting at least six months prior
to the submittal. And I think most applicants have
kind of come onboard with this. We've had several
pre-application meetings, for instance with plants
that are doing NUMAC upgrades or doing a MELLA+
upgrade. We've also had pre-application meetings
for set-point evaluations, things 1like that. And
it really helped out a lot because, once they
submit it, it's documented material and it's a lot

harder to change than it is at the pre-submittal

stage.

Okay. The next phase, let's see. This
is, oh, Phase 1. So I already kind of mentioned
this. The tabulation in Enclosure B was very

effective 1in identifying information that staff
needed to start its review. The use of the Phase 1
documentation compliance matrix facilitated an
efficient acceptance review, and we completed that
in I think about three months, which is pretty good
for such a large application.

Okay. Now, we get 1into the actual
Phase 2, the review. So now here's where we
started having some issues when we were doing
platform evaluation  because ISG-06 is really

written to review an application, so it's looking
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for application-specific stuff. So when we're
trying to apply this and all we have is a box of
Legos or a platform with no application, there's a
lot of things that we're Jjust not able to draw
conclusions on.

So one of the things I think would
benefit us going forward with the process is to
have something, have a separate enclosure that
would kind of outline what we expect to see for a
platform with no application available. So, in my
view, the IEEE 603 criteria, it's pretty much
always an application-specific action item anyway,
so there's really no point 1in spending a lot of
time on that during a platform review. And I think
that would help a lot.

Next item, it should be enhanced to

promote remote electronic websites. SO we use
SharePoint with the Diablo Canyon application. I
found that incredibly useful. Primarily, what we

use it for, it gives us access to documents before
they're actually put onto the docket. And being
able to view those documents, we're able to see, A,
if it has the information we need Dbecause,
otherwise, we're just going off of a document title

and we don't know what's in it until after it's too
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late, after it's already docketed, and it kind of
avoids unnecessary submittals of documentation.
All right. And I already mentioned the Phase 2
lists could be enhanced to acknowledge the
unavailability of certain documents until the late
stages of development.

Now, the next phase is kind of after

submittal. And, obviously, we haven't gotten there
yet with Diablo Canyon. But we do have experience
with prior applications. Let me catch up on my
notes here. So in these prior applications, the
inspections we found to be very useful. We have a
list of inspections. We have a section in the
safety evaluation called "Recommended Inspection
Items." The inspectors use those pretty
religiously. I mean, for the prior applications,

they basically take those recommended inspection
items and build them right into their inspection
plan.

We've also participated, both Samir and
I, went down for the site acceptance testing at
previous applications, and the regions have told us
that that's wvery helpful Dbecause we have the
perspective of knowing this safety evaluation

pretty well so we know what the intentions were for
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those inspection items. And it gives us an
opportunity to see things we're not able to see
during this evaluation. So we have not been able
to see surveillance test procedures. We have not
been able to see actual operating instructions for
this system. So 1t gives us that opportunity to
get out there and see those, and the region has
been pretty supportive with that. And lesson
learned is we feel that it's helpful to have people
who performed, who were involved with the
performance of the safety evaluation actually as
members of the inspection team.

MEMBER STETKAR: Rich, do you 1look at
the inspection plans before the region issues them?
You get a chance to get feedback into that process
at all? Because that's, vyou know, a couple of
things I brought wup is I recognize that they
develop their inspection plans given the marching
orders in the SER, if you will. What they may not
do is not appreciate things that aren't explicit in
there but might have been intended that you folks
might know --

MR. STATTEL: Well, I'll say this: it's
really not proceduralized. There's nothing in the

standard review plan that tells us we have to write
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recommended inspection items, but we do because we
recognize there's things we can't see now.

And, likewise, there's no requirement
for the region to put us in on the review process
for their inspection plans, but my experience is
they share them with us and they accept our
comments on those inspection items.

MEMBER STETKAR: Okay, good. So you do
get a chance to feed back before you actually go
and observe what was being done.

MR. STATTEL: So  one issue we've
experienced while evaluating these I&C systems is
that there are many criteria governing many aspects
of the design development and implementation of
these systems. Now, ISG-06 derived these criteria
from many different sources, including the SRP,
general design criteria, IEEE standards, BTPs,
etcetera.

In some cases, the criteria for a given
topic must be derived from multiple documents. So
the idea was to get it all in one-stop-shopping,
get it all in one document. Well, that created
some problems, so what we've seen, we recognize
some benefit to doing that, but what we've seen is

subsequent changes to those source documents have
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resulted in duplication of criteria and, in some
cases, inconsistent or conflicting guidance between
what's 1n the ISG and what's in the source
document.

MEMBER STETKAR: I was going to wait
until our follow-on session here, but we're getting
real short on time, so I might as well bring it up
now. One of the problems that I had going through
this particular SER points exactly to that topic.
There's Jjust too much guidance out there, and
there's an obligation or an implied obligation of
each reviewer to <check off the Dbox from each
sentence and each paragraph of each of those
guidance documents. It was really, really hard to
follow this SER because it referred back onto
itself several times, and in several places where
it referred Dback onto itself it was internally
inconsistent or there were gaps.

Something needs to be improved there,
guite honestly. And it's not just the flow of the
SER. It's obviously, 1it's resources from the staff
reviewers. It's resources from the licensee who
has to answer perhaps multiple RAIs on slightly
different-worded sections of different guidance.

There almost has to be some master review guidance
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MR. STATTEL: Well, this was our first
attempt, and putting it all in one document was the
idea.

MEMBER STETKAR: Yes, but it apparently
didn't work.

MR. STATTEL: I don't think it's going
to work.

MEMBER STETKAR: It didn't work there.
Yes, but 1if you leave it disjoint, it's going to
become even worse.

MR. STATTEL: So what do you do? Our
thoughts right now are just, instead of duplicating
the words, Jjust put the proper references in.

MEMBER STETKAR: Yes, that might be --

MR. STATTEL: That's about all we can

do right now.

MEMBER STETKAR: --— I mean, there ought
to be -- again, this is subcommittee, so I can say
what I think. There ought to be review topics, and

there might be several source documents that have
guidance under that topic. Hopefully, they're not
opposed to one another. But under a review topic,
if I'm going to review diversity and

defense-in-depth or something, I might have several
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source documents that I'm pointed to, but I don't
necessarily need to say, okay, I'm now reviewing
against this paragraph 1in this particular source
document. The review guidance might tell me what I
should review against, from the NRC's perspective,
using all of that other reference stuff as
resources.

MR. STATTEL: We certainly recognize
that as a problem. I don't think this solution
worked too well —--

MEMBER STETKAR: Yes, and --

MR. STATTEL: -— and I'd love to
entertain some ideas for different ways to go.

CHAIRMAN BROWN: Are you talking about
the SER, or were you talking about the solution
didn't work so I'm trying to --

MR. STATTEL: Well, this is just
lessons learned from having gone through the review
process.

CHAIRMAN BROWN: Okay. But I'm trying
to relate how you would change the SER because I
have a somewhat slightly different perception.
This is one of the first, I think it's one of the
first I saw with a table of contents. It really

made 1t easy for me to go find what I wanted to
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look at and concentrate on. And there were some
places, I would agree, where you went through 603
1991 and you went through 7.4.3.2 and you went
through -- and some of the things vyou do are
repetitious, and so vyou see, well, we already
discussed that in the previous one. That becomes
cumbersome, not only for you but for the reviewers,
because you start to zone out as you go through
those and hope you find something new. But other

than that, I actually, I mean, a 306-page SER and

MEMBER STETKAR: But maybe it could

have been 200 pages without the repetition and the

CHAIRMAN BROWN: Yes. If somebody says
I'm going to do something for --

MEMBER STETKAR: If you guys can
produce a 25-page SER, give it to me. I'll read it
in my sleep.

CHATRMAN BROWN: One of the things, if
everything is constantly, well, we did this in
accordance with Reference 27, well, that's fine.
I've got to go back and find it. Well, that's
great, but what are the points that you were trying

to review against? So, I mean --
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MR. STATTEL: The actual structure,
there's another annex within the ISG that kind of
lays out the structure of it, the chapter format.
I know there's a lot of sub-levels in that format,
but that's actually 1laid out in ISG-06, and we
followed that pretty closely.

CHAIRMAN BROWN: Well, I mean, this
corresponds pretty much to the sections that vyou
put your stuff in in the SER.

MEMBER STETKAR: That's right, except
why do I need to have separate discussions of very,
very similar guidance under, for example, 6 and 7
and 9 and 10, you know, in those chapters? Why do
I need to hear the same thing or maybe slightly
different things, which is more troubling, in those
different chapters.

CHATIRMAN BROWN: I agree. I agree.
That was cumbersome.

MR. STATTEL: It's a challenge. It's a
challenge for us.

CHATIRMAN BROWN: It was repetitious.

MEMBER STETKAR: The reason I bring it
up now is we're going to have a little section on
the path forward, and the path forward for kind of

streamlining these reviews retains some of this
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discrete guidance sort of framework. It's got a
line item for IEEE 603. It's got a separate line
item for IEEE 7432. It's got a separate line item
for other additional guidance that's pushed off
until later. It's got another line item for maybe
integrating stuff later, 1later, later. Maybe it
ought to be pulled together 1like now, once and for
all.

MR. STATTEL: So I want to make sure I
cover the topic that we talked about earlier, the
open item table.

MEMBER STETKAR: Yes, I don't even know
how late we're going to run. I had to get it on
the record.

MR. STATTEL: But I do have a way to
save a little bit of time here. So the open item
table was something we had started with a previous
review, and 1t was basically a way for wus to
interact with the licensee on a regular basis. We
had regular phone calls with the 1licensee, and
these were public calls. They were all noticed.
Well, not all of them but most of them. And to
facilitate those discussions, we used, basically it
was just a Word document table, and we wrote open

items. Now, these were not RAIs, and there were a
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lot fewer RAIs than there were open items. I'll
just point that out. I don't have the exact
numbers here.

But the idea was 1if you Jjust have a
question as we're performing our evaluation, we
would write it down in an OI and allow the licensee
an opportunity to Jjust respond. If they can answer
the question and say go read Section 6 of the
license amendment request, you dummy, you know, or
whatever, and just point us to the right place,
there's really no need to have a formal RAI
exchanged Dbecause we're really not requesting
additional information for that example. And
there's a significant number of those things.

And we also don't 1like the idea of
using RAIs as kind of a learning tool. So I don't
understand how this works, so, licensee, go get the
information and provide me an explanation of how
this works. Well, that's not really a request for
information. That's Jjust kind of a learning
experience, and we could do that outside of the RAI
process.

So we tried to, as Dbest we could,
restrict the RAIs to only actual requests for

additional information, and we tried to limit that
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to a subset of information that we need to support
our safety conclusions.

So that was the function of the open
item 1list. I think there were 1like 63 RAIs
actually sent to the licencee in this case. Open

items, obviously there were more than a hundred of

those. And we have those tables. Those tables
pretty much, they're informal. We have shared them
with the public. We wuse them to facilitate our

conference calls, so we use them on an ongoing
basis. We're wusing them for several different
applications. It's a pretty regular thing that we
do. But they all go away when it's all said and
done, so when the license amendment is issued the
open item table just disappears.

So the fact that we're referencing open
items 1in the safety evaluation, we recognize that
as a problem. We acknowledge that. And we will
certainly close those open items before the license

amendment is complete.

MR. LUBINSKI: Rich, if I can ask you
to maybe expand on that. John Lubinski, Director,
Division of Engineering. So with respect to that

specific open item, I think it was Open Item 115,

when we --
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MR. STATTEL: I can talk about that.

MR. LUBINSKI: Yes, 1if you could. And
let me Jjust get the high level is that at the time
the SE was submitted to ACRS, we had closed that
open item. We had had adequate answers. We had
just not updated that section of the document, so
it was an administrative error on not providing the
updated section to you.

That has been updated now. That item
was closed, and Mike was going to talk on the path
forward. It probably would be best is the
recommendation would be to provide an updated SE
that's a red-line version so that you can see the
differences between what was provided, and that
would have a clear indication of how that item was
closed.

As of today, the only item that is
still open has to do with the seismic issue. So I
think that's the short answer to the question.

How that item was closed Rich can talk
a little bit to --

CHAIRMAN BROWN: We're running out of
time. Let's go ahead and move on through this,
okay? Because I do want to get on —--

MR. STATTEL: The next four or five
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slides are really just concepts that we're
contemplating, that we're thinking about. I can
cover these, or you can read them and provide me
input separately if you want to go through them --

CHATIRMAN BROWN : What I'm really
looking for is you all have a path -- you're going
to do something with ISG-06.

MR. STATTEL: Yes.

CHATIRMAN BROWN: Do you have a time
frame within which you have a -- I mean, there's a
lot of stuff going on. I mean, 1s this five years

away, Or are you going to try --

MR. LUBINSKI: Maybe we can talk a
little bit more during the next presentation how
that fits into timing.

CHAIRMAN BROWN: Okay, all right.

MEMBER BLEY: I really hope not.

MR. STATTEL: Let me talk briefly about
the concepts, and I can go through the slides --

CHATIRMAN BROWN: You got five minutes.

MR. STATTEL: Okay, got it. So the
first concept, I'm on slide number 42, the first
concept 1is the 1living document concept. So a lot
of the documents that we look at and we base our

evaluations on, we know they're going to change.
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So the development process 1is happening as we're
evaluating these documents, so it really makes no
sense to submit revision one of the document and
then two months later two and then three and then
four.

So what we ended up with, and this has
happened a few times, we end up with four or five
or six submittals of the exact same document, and
there's really no point to that, especially because
we have a SharePoint. So the idea here is that,
during the acceptance review, early in the review,
we talk with the licensee, maybe during a Phase 0
meeting, and we decide at what point does this
document, is it mature enough where you can docket
it and we use it as our safety base, so it only
gets docketed one time.

Now, in the interim, I can view it on a
SharePoint, and I know it's going to be docketed,
you know, when it reaches that level of maturity.
But that's the concept, right? And even after it
gets docketed, I know it might change after that,
but I have access to look at it, but I don't need
to use 1t as a basis for my safety conclusions
after that point. The idea is to limit the amount

of documentation repetition on the docket.
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The next concept is Phase 2a. I
already talked about that one, so I'm going to move
to the next one, conditional letter of regulatory
compliance. Well, we've gotten a lot of complaints
from licensees that they don't like the fact that
we wait until the factory test is complete until we
issue our license amendment or our safety
conclusions. And they say that puts a lot of risk
on them because they're spending all their
resources developing and building this system, and
they don't have any regulatory certainty that it's
going to get approved because they don't get the SE
until really late in the process.

Well, the concept here is that, while
we can't really issue the safety evaluation but we
can give you a letter that kind of tells you, based
on what we've seen, this 1s the status of our
review. And this would be similar to a process we
use for the acceptance review. It's just on the
other end of the evaluation process.

Now, I'll just throw in here I kind of
argue with the licensees a 1little bit on this
because I think the risk is really on them. If we
were to approve the design at completion of design

before they build it, my experience 1is those
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systems undergo a lot of changes, and those changes
would invalidate our safety conclusions and they're
going to have to come back in with amendments, with
new amendments. And that's even more of a
regulatory risk, from my experience, Dbecause the
systems do change quite a bit from completion of
the design until the completion of the factory
tests.

MEMBER BLEY: When vyou say more of a
regulatory risk, in terms of the time it takes to
go through that process?

MR. STATTEL: Well, they kind of have
to start over again. And they may get a different
set of reviewers.

MEMBER BLEY: The same thing will
happen if you have a letter, wouldn't it?

CHATIRMAN BROWN: We approve DCDs for
new reactor designs when we've approved  the
concepts for the I&C system, and there's been an
approval of that design concept as part of the DCD.
It's kind of locked in license-wise as to what it
looks 1like, and that doesn't have any factory
acceptance test. It doesn't even have a completed
design.

MR. STATTEL: That 1is true; and, yet,
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those designs are not up and running yet and there
have been amendments to those designs.

CHAIRMAN  BROWN: And we're still
expecting to go through that process with the staff
when those --

MR. STATTEL: That's correct. So
that's what we're trying to avoid here. So in my
view, waiting until after the system is complete,
tested, we have results, gives me a lot more
assurance that that system is going to meet the
regulatory requirements. And there's a 1lot less
likelihood that you're going to have to come in
with an amendment before you start up that system
in the plant. That's just my view.

Yes, this is Jjust my conclusion slide.
So, overall, we think ISG-06 processes have been
successful in clarifying the activities needed for
a license amendment. It's never going to be a
simple process because of the many regulatory areas
that need to be evaluated, but we also recognize
that further improvements can be made so that these
systems and the safety benefits they provide can
become a viable way to support the safe and
reliable operation of these plants.

Thank you for your time.
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MR. LUBINSKT: All right. Good
afternoon. I'm John Lubinski. I'm the Director of
the Division of Engineering in NRR, and what I
wanted to do was provide a briefing this afternoon
discussing the digital I&C integrated action plan.

The purpose of the briefing, this is an
informational briefing this afternoon to give the
ACRS a status where we are. What I want to do is
give an overview of the current action plan and, I
think most importantly, is to discuss with the ACRS
time frames for when we would like to come back to
ACRS and talk about more specific issues in where
we're going.

So from a Dbackground standpoint, I
guess one thing I do want to say here, it's not on
the slide, but I think, as part of today's
briefing, vyou heard that we do have a robust
process in place for the receipt review acceptance
of digital I&C wupgrades, and we've shown that we
can do it. What we're looking at here is trying to
look at the feedback from the industry, as well as
areas where we Dbelieve we can 1increase the
efficiency of our processes.

The first item on the list talks about

SECY-15-0106, and this was a rulemaking, 50.55(a),
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to incorporate the IEEE 603 2009. That was
discussed with ACRS going through the process, and
we did have an ACRS meeting on that.

What happened when that got to the
Commission 1s the Commission did ask us for a
briefing on digital I&C. The reason for that
briefing is the Commission wanted to understand how
important was the IEEE 603 to the upgrades at the
plants. What they're hearing from the industry is
that there are some challenges out there in
implementing digital upgrades, and the Commission
was trying to understand is 603 going to solve the
problem or not?

And the Commission direction was they
wanted to see the more holistic picture before they
could approve 603 to determine how important it was
to knocking down those barriers or challenges that
there were 1in the process. So the Commission
direction came back and basically said, as written,
they did not approve the incorporation of 603 and,
instead, directed the staff to put together an
integrated action plan in looking at what the
regulatory challenges are moving forward.

As part of doing that, actually, in

time frame, the Commission direction came out an
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SRM February 25th of 2016. But we were already
working with the industry on a draft action plan,
and we had a public meeting on January 20th to
discuss that action plan. So we were getting
stakeholder input at that time.

So when the Commission direction came
out, we had a pretty good idea of where the
industry was collectively with what I'll call their
priorities. And the SRM talks about priorities, as
well, and there's some miscommunications about
that, as I'll explain as we go forward.

The Commission also directed a steering
committee to be formed. We have formed the
steering committee and put together a charter. As
the Director of the Division of Engineering in NRR,
I'm the chair of the steering committee. Other
members of the committee include the Director of
the Division of Engineering and Research, which is
Ryan Thomas; Mike Mayfield, who is the Director of

Engineering, Infrastructure and Advanced Reactors

in NRO. And then we have ad hoc members as
division directors from NSIR to do the
cybersecurity issues and also from NMSS. While

this plan 1is focused on reactors, we believe it's

important to coordinate with NMSS because they're
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dealing with similar type 1issues and we need to
make sure that coordination takes place.

So we did develop the steering
committee. It also required an integrated action
plan to be provided to the Commission within 90
days from the date of the SRM, so May 25th is the
date that the action plan 1is due back to the
Commission. And it did ask wus to focus on
stakeholder interactions as we're going through the
development of the plan, as well as going through
the process for implementing the actions in the
plan.

So what I'll talk about next is some of
the key items. We listed these as near-term
priorities, and that's why I said we're struggling
a bit when we talk about priorities because, if you
look at all the items 1in the plan, they have
importance to them. They have a prioritization.
But 1in listening to where the stakeholders are
coming back, we had to prioritize from the
standpoint of our resource expenditures at this
point. We only have so many resources within the
NRC and outside the agency. When we talk to our
external stakeholders, NEI has led the development

of a digital 1I&C working group that also has a

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

191

steering committee, and they're trying to focus
their efforts on their top priority items.

So if you look at the 1list here, the
industry, and we Jjust had a public meeting with
them last Wednesday and they reiterated that they
believe that the top two issues that are presenting
regulatory challenges at this point are common
cause failures and our guidance for common cause
failures and guidance on 50.59 wupgrades. They
believe that 1f we cannot get past those two
challenges then everything else doesn't matter
because they'll look at digital upgrades as being a
failure if we cannot get by those two challenges in
moving forward Dbecause of the cost and the
efficiency in trying to move those forward. So
they're definitely high on the list.

So with respect to that, on the common
cause failure, we're dealing with the SRM in 1993,
for SECY-93-087, and we're looking at re-evaluating
that criteria to determine if it's adequate, if it
needs to be changed, should it be a more graded
approach, what type of risk information should we
be including in that as we move forward, and what
are the clear differences when we're dealing with

digital systems versus analog systems and are we
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really focused on those differences?

Right now, the schedule shows, our
proposed schedule that we'd like to engage ACRS in
the summer with where we are from that standpoint.
And we're hoping to go to the Commission with a
paper by the end of the calendar year and
definitely, with respect to that paper, that would
be, because we're talking about a potential change
in common cause failures and how they're assessed,
we would definitely want to engage ACRS and get
your input on that.

Let me go to the next one on the 1list
here, review of cybersecurity design aspects. This
is an issue that we have engaged with ACRS, and the
issue is whether or not we look at those during the
licensing process or not. As you know, as part of
Diablo, we did not do a full cybersecurity design
review. We have gotten engagement from external
stakeholders, mostly in the new reactor area, where
they would like to see us evaluate those as part of
the 1licensing process to provide them additional
certainty.

So we plan to come back in, I have
April - May here. I think actually May is when a

draft SECY paper will be provided to ACRS for
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review. And I'm looking at Christina. I want to
say the June time frame is --

MS. ANTONESCU: Oh, May 17th.

MR. LUBINSKI: I'm sorry. May 17th,
we'll Dbe having a meeting with ACRS to discuss
that. What it looks like now, as a preview of the
paper we talked 1last week, 1is what we would be
proposing is this would be voluntary on the part of
the licensees, that they could come in and decide
whether they wanted it done as part of their
licensing review, the cybersecurity aspects.

And in order to do that, though, it
would also mean we need to update guidance because,
if we're going to be doing reviews of cyber, we
need to have guidance. And we also felt it was
important that, if staff identified a concern along
the way, even though we're not doing a cyber review
but something that may have impact, then that
should be identified early to the 1licensees for
certainty, so we would want to improve the guidance
in that area, as well, even though it's not a cyber
design review but providing guidance to staff on
how to address those types of issues. So, again,
we're looking at coming back to ACRS in the April -

May time frame.
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And then there's guidance for 50.59
upgrades. This hits a lot of aspects. There's
been concerns in the past with the guidance that's
currently endorsed by NRC. It's NEI document 0101.
That has led to a lot of misinterpretation by
licensees. NEI has a commitment to provide us a
new document for our review and endorsement, and I
believe the current commitment is that we would
have that by COB today. So looking that it's after
five, it may be in our inbox right now. So we'll
be reviewing that.

They're really looking at the scope to
try to determine, from an industry standpoint, how
many upgrades can be done under 50.59 wversus those
coming in for licensing amendments? This also
would play, depending on how this 50.59 guidance
plays out in the view of the industry, to the issue
Rich brought up earlier about when do vyou do
factory acceptance testing and from a certainty
standpoint? There are many 1in the industry, and,
again, 1it's an opinion and we haven't made any
decisions on it yet, but we've had recommendations
from the industry that we should complete our
licensing review Dbefore the factory acceptance

testing, and then they have the risk of whether
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they need to come back in with license amendments
or, if the changes are small enough, they can do
them under 50.59, and that provides them more
certainty.

MEMBER BLEY: I'm just curious. Have
those discussions followed the alternative path
that Rich mentioned earlier about some kind of a
letter stating the status?

MR. LUBINSKI: That was the other
option is, when we heard that from a factory
acceptance testing, we were looking at, again, this
letter of assurance and whether --

MEMBER BLEY: You really haven't chased
that with the --

MR. LUBINSKI: We haven't chased the
final answer to that vyet. I don't want to speak
too much for the industry, but I believe where the
industry is is they're looking at where the 50.59
guidance may play out and what we would approve as
far as that guidance, and then that would help to

lay the groundwork for how would we take the next

step. So that's where they're 1looking at these
three items as -- I'm sorry? Did you have a --
MR. WATERS: I'm sorry. The document

came in at 4:59.
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MR. LUBINSKI: Yes, I was just
informed, 4:59, that we did get the document from
AT at 4:59 today, so they made it under the close
of business today.

So, again, that's where there's an
interrelationship there. And where the industry
would say to us at this point, if we were looking
at making some of the changes, 1like the factory
acceptance testing or the conditional letter that
Rich talked about, is they'd want to see what kind
of certainty there is in the 50.59 area first and
bring that to closure, as well as the common cause
failure.

We believe the next two items are
important to list because this is what prompted the
reaction from the Commission was the 603
rulemaking, and a lot of aspects of the 603
rulemaking were centered also on IEEE 7432. So
what we've proposed right now in our action plan is
we will not, do no further action with respect to
603 2009 and, instead, we'll look towards the 2018
update and engage our external stakeholders, IEEE,
with respect to both of these activities from the
standpoint of the additional conditions that we had

proposed in the rulemaking and then the current
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direction we have back from the Commission to
ensure that we're performance-based and technology
neutral and try to work with those standard
committees to determine how would they propose
making any changes, if any, to 603 and 7432. And
then we could make a decision, at that point, what
we would need to do on the back-end of that from
the standpoint of the 2018 wversion.

CHATIRMAN BROWN : I'm trying to
remember. There was a meeting or some public
meeting or some type of discussions where some of
the items or the conditional items added to 603
2009 to cover some of the technical issues that
people have been addressing weren't even going to
be considered for inclusion in the 2018 version.
That was Jjust something I read from the, I don't
know, public meetings --

MEMBER BLEY: No, we had some
discussion about that in one of our meetings some
time ago, a couple of years ago.

CHAIRMAN BROWN: Okay. So maybe that's
what's ratcheting around. That seems -- I don't
have a problem with what you're saying. That's not
what I'm trying to, that's what I'm stumbling over

here, except that, if you're going to issue
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guidance for 10 CFR 50.59 upgrades in terms of how
the process 1is, you still have to have what vyou
want to accomplish as a fundamental Dbasis for
making sure that the systems meet the fundamental
principles of, you know, independence, redundancy,
deterministic, diversity, defense-in-depth.

And from the cybersecurity standpoint,

cybersecurity gets mixed up. Fundamentally, that's
control of access, no matter how you slice it. If
you don't have access, you don't have a
cybersecurity issue externally. That doesn't mean

you can't have some guy come down and do something
funky.

So somehow, if those items get lost in
the ©process, there were a lot of very good
conditional items stuck in, not stuck in Dbut
incorporated in 2009 because we've been fighting

about those during the new design reviews and other

types of reviews. Oh, it's not required;
therefore, we're not going to do it. If you lose
your independence, you're toast. It doesn't matter

what you do.
So to my mind, 1if you're going to do
something with -- I have no problem with looking at

the process, but you've got to have a strategy for

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

199

how do I ensure that these fundamentals are met
when these designs are accepted?

I agree there's a 1lot of piecemeal
stuff with all the wvarious IEEE specs, the general
design criteria, and the wvarious requirements in
other reg guides. There's a lot of little a piece
here and a piece there, and it gets very difficult
for the vendors and the licensees. Very difficult.
I totally understand their quandary.

Anyway, that's just --

MR. LUBINSKI: Two points on that.
We're not going to lose those issues. We made it
very clear 1in our action plan with each of those
issues we plan to do a --

CHAIRMAN BROWN: Oh, I read the whole
thing last night.

MR. LUBINSKI: -- we plan to do a final
disposition. Where we are right now is that, given
the new direction we got back from the Commission
in the SRM and to engage stakeholders, we felt it
was 1important first to go back to the owners of
those documents. We actually had a member of the
IEEE at the digital 1I&C commission meeting, as
well, and some of those issues weren't clearly

communicated as far as what their position was. So
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we're really 1looking at trying to get a clear
position from the standards committee so that then
we can make our decisions on how to move forward.

One of the difficulties 1is the next
opportunity is going to be in July, and that will
be at NPEC. Ryan Thomas is our standards
executive, and he's going to try to set up a call
in the near term so that we can start to engage
IEEE from the standpoint of how they would address
these issues and what kind of communication and
interaction we would have.

With respect to how some of those
issues relate to common cause failure, 50.59, of
course we'll be evaluating those as we look at any
changes we would make in those areas.

CHATIRMAN BROWN: My concern 1is it's
just common cause failure 1s Jjust not the only
major consideration that has to be factored in to
what do you want to accomplish at the end. I mean,
you say 1it's the biggest issue. Well, I could
probably argue it might not be the biggest issue
because there are other barriers you can put in
place that really help you.

The other point 1s a lot of these

standards or these requirements that were built,
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they were built back in the analog days, and we're
struggling to try to apply those analog
requirements into the digital world with a
technology that's totally different in terms of its
execution and operation.

MEMBER BLEY: I have a couple of
questions. It's hard to have a problem with having
an overall plan, unless we spend two or three more
years finalizing the plan. Are vyou guys kind of
onboard with the two things the industry thought
were the highest priorities here? You have other
things up in your list that I saw recently.

MR. LUBINSKT: Sure. Well, with
respect to that, I would say really the top three
items that you see on this 1list because we've had
the most near-term interaction. If you take the
bottom two items, if we're looking more towards the
2018 standard and where we're going, that could be
a longer time frame. But given what we're hearing
from the industry, we're aligned because, number
one is we have identified instances where licensees
have misapplied 50.59, and we think it's important,
and we actually raised that to the industry a
couple of years ago and they had a commitment a

couple of vyears ago to start to upgrade the
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guidance.

MEMBER  BLEY: I'm ©personally not
familiar with NEI 0101. I don't know if we
actually have that. I've never seen it.

MR. LUBINSKI: What our understanding,

and we just got the document --

MEMBER BLEY: Oh, is that --

MR. LUBINSKT: -— at 4:59 today.
Actually, they're going a little different. We had
thought they were going to be a revision, and it
was NEI 0101, and what they were trying to do was
capture in that document kind of what we did in
ISG-06 of bring everything you need into that one
document, and it had all the technical evaluations
for how you would go through the 50.59 review. So
it was both regulatory and technical.

What they've decided to do now, they've
already got another document for 50.59, 9607 I
believe 1s the number, NEI 9607, and they said,
instead, we'll provide a new document that Jjust
talks about the regulatory aspects of 50.59 and
make that Appendix D to 9607, and that will be a
full replacement for the NEI 01.

Now, the ©problem is many of these

technical issues, such as common cause failure, how
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do vyou address those, vyou know, if vyou're Jjust
staying at a high level? So we really can't
comment yet until we see the document.

MEMBER BLEY: It doesn't happen at high
levels.

MR. LUBINSKI: Right. Now, in
answering vyour gquestion, I think, from a timing
standpoint, we believe with respect to all three of
these issues, by the end of this calendar vyear
we'll have made significant progress on identifying
do we believe we can accept, even with some
modifications to 50.59 guidance, we believe we'll
be engaging the Commission on the cybersecurity
probably through an info paper, and we'll Dbe
engaging the Commission on  the common  cause
failure, as well.

So I think, as you said, without taking
a couple of years to sit back and put everything in
a plan, we think making progress on those top three
items within the first nine months of the plan is
going to tell us whether or not we're on the right
path, and then it would be a 1living plan to
readjust at that point.

MEMBER BLEY: I could buy that, yes.

MEMBER STETKAR: John, you haven't
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gotten to the next slide, and I was going to wait

MR. LUBINSKI: I can go to the next one
because I think we're done --

MEMBER STETKAR: Okay. Flip over to
the next slide but remember this slide. And don't
go through these in detail. Just let me ask you
something. The last two 1items on the previous
slide, which were identified as being in the top
five but not as important as the top three, and the
second, third, and fifth items on this slide, to
me, are all the same thing. If you don't look at
it piecemeal, 1f vyou look at it as what is
regulatory guidance for NRC review of digital I&C
submittals, those are all part of the same thing.

They're all just bits and pieces of the same thing.

So why perpetuate this notion of
parsing things up? Why do I need a separate item
for one IEEE standard compared to a different IEEE
standard compared to Lord knows, vyou know, 15
different reg guides. I bring up Samir's slide
here that is mind boggling in terms of this
paragraph of this revision of this reg guide that

refers to this chapter of that guidance 1in that
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standard. Why aren't they all rolled into one? We
have an item to update regulatory guidance to make
it coherent and consistent. Not piecemeal,
coherent and --

MR. LUBINSKI: Yes. And this is where

MEMBER STETKAR: -— you can't do that
by the end of this calendar year probably. But you
might be able to do it by the end of next calendar
year 1f you set that as a goal. I don't need to
wait until 2018 for this particular change to this
particular standard or 2020 for this particular
change to this standard or to the next five-year
cycle for wupgrading a particular reg guide or
something like that.

MR. LUBINSKI: Yes. So when I look at,
from the standpoint of wupdating the regulatory
guidance and the gquestion was where do we see this,
and you asked are we talking five years away, and
Rich said, "I hope not," 1I'll agree with Rich.
We're not looking to go five years out on this.

What we believe, though, is with
respect to a couple of these issues, the 50.59 and
the CCF have some technical --

MEMBER STETKAR: I got that. I wasn't
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arguing with the first three Dbullets on your
previous slide.

MR. LUBINSKI: No, I was just trying to
explain though is I think, coming out of that, if
you look at what prompted vyou to update the
regulatory guidance, so let me go that direction
instead is what  prompted me to update the
regulatory guidance 1is, number one, the lessons
learned that Rich Jjust talked about from the
review, and we have a clear set of those right now.
Some of those are pretty easy. Other ones are
going to be a little more difficult because, once
you start into the process, the letter process that
Rich talked about, there's going to be a lot of
engagement with the industry and we're sure the
industry is going to say, no, we stick to our
original recommendation of we want vyou to issue
this before the factory acceptance testing.

So what we want to be able to do is not
update the guidance piecemeal but try to identify,
at least up-front, what are the key issues that
we're going to put into guidance. So the one input
is the lessons learned we Jjust received. The other
input, of course, is the first three on the other

page. We won't wait until the end of 2018 to
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update the regulatory guidance. We'll know
up-front where we believe IEEE is going. Are they
even going to address these issues in the 2018
version? If they're not, how are we then going to
address those collectively in the guidance.

MEMBER STETKAR: John, you still
answered my question, though, in the context of the
existing framework, which 1s piecemeal. You said
we aren't going to wait until the end of 2018 to
update, you know, this little ©piece of this
regulatory guide and this 1little piece of this
regulatory guide. I'm saying wipe the slate clean.
You don't have any regulatory guidance. You have a
bunch of standards, you have a bunch of knowledge,
re-write SRP Chapter 7 and regulatory guidance.

MR. LUBINSKI: And we've looked at
that, as well. And that actually came up as a
comment we heard last week and some internal
stakeholders, and, among our working group that's
looking at this right now, we haven't fully
addressed that issue. The one concern with that is

wiping the slate clean and starting from square

one. That's not a one-year review process --—
MEMBER STETKAR: It isn't a one-year
review process; I'll give you that. It's not a
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one-year review process. But the problem is, once
you start down this path of piecemeal updates to
things as you learn stuff, you just perpetuate this
notion of somebody creating a slide that looks like
this, that I reviewed this paragraph of this
particular reg guide which referred to this
paragraph and this sentence over here, which is
slightly different than this guidance over here.
And it just keeps going.

MR. LUBINSKI: And here's where I'm
hesitating a bit. I'll use your words. It's a
subcommittee meeting where I can say what I want.

MEMBER STETKAR: It's a subcommittee;
that's right. I wouldn't say it in a full
committee meeting.

MR. LUBINSKI: So what I'll say 1is we
had our meeting with the industry last week on our
action plan and got a lot of comments back and
there were a 1lot of internal discussions after
that, as well. It was also with some internal
briefings.

So as I was going through and thinking
about this over the weekend, I had the same thought
you did. And, you know, maybe one of the items on

this action plan should be, once vyou hit this
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integrated point to say what did I now learn, how
do we set up what the framework looks 1like in the
future, right? In other words, the entire
framework. That's not going to be to say that you
fully implement it, but you develop over some short
time period, at a key point, here's what the
framework looks 1like, now I can work towards that
end vision, that end goal, and then take these
changes and put that in there.

Now, the reason I was hesitating that
is that's just something that's not been discussed
yet with our steering committee or our working
groups --

MEMBER STETKAR: That's fine. And it's
not as revolutionary as wiping the slate clean
because I think that you have most of the building
blocks there. The problem 1is they're at the
probably fragmented Lego perspective, rather than,
you know --

MR. LUBINSKT: And T think Rich's
comment, and I would agree with it, in the lessons
learned is, looking at ISG-06 and the way we pulled
information into it, vyes, it would probably be
better Jjust doing references to these other

documents. That way, as changes are made in the
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future, we can Jjust reference the documents. And
then if there's any conditions, they go right into
that guidance.

MEMBER STETKAR: Things always change.

MR. LUBINSKI: So I appreciate the
comment. I feel a 1little Dbit better about my
thoughts over the weekend.

MEMBER STETKAR: Good. So 1long as
weekends are good.

CHAIRMAN BROWN: Since we're sitting
here chitchatting, the SRM very clearly stated
you've got to look at this thing from a
performance-based standpoint, and I've vyet to
figure out, I've been struggling with this ever
since I read it, how do I define independence via
performance-based performance? Am I going to have
to argue with somebody every time, or is
independence really independence, or is it sort of
independent but, if I do it on a performance base
and I can prove I've got some other way to make
sure it's independent but you don't miss it? How
in the world do you come up with a
performance-based approach, other than being able
to drop a barrier between the things and there's no

communication? That's prescriptive 1f vyou say
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don't communicate.

MR. LUBINSKI: Right. Now, at a high
level, we had this discussion last week, as well,
and we believe the guidance from the Commission, if
you read on the SRM, 1is 1it's performance-based
requirements, okay?

CHAIRMAN BROWN: But how do you make
independence a performance-based requirement?

MR. LUBINSKI: If I could go on, then
the question 1is, listening to the Commission from
the standpoint of the Commission meeting, as well
as reading into their wvote sheets on this issue, as
you then implement and you look forward, of course
the technology is going to continue to change, and
there could be other ways to Jjust say don't have
communication for independence. Do I know what
they all are at this point? No. But to be able to
develop that in guidance space rather than in
regulatory space 1s where I believe the Commission
really had their direction.

So in guidance space, and this was
another discussion we had last week, it is
sometimes very simple to say, yes, if you have no
communications, that's independence, vyou meet it.

Okay. We know that. But that doesn't mean that's
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the only way.

CHAIRMAN BROWN: Sure it does.

MR. LUBINSKI: For some people.

CHATIRMAN BROWN: No.

MR. LUBINSKI: So that's —--

CHAIRMAN BROWN: It worked that way in
the analog world. You didn't talk from one channel
to the other, period. It didn't, i1it's technology
neutral.

MR. LUBINSKI: And the reason I'm
saying that 1is, if you look at the conditions that
we had in the 603, it talked about that you could
have those communications if there was a safety
benefit.

CHAIRMAN BROWN: I'm sorry, but we
argued about that and we were ignored. Not
ignored. Our recommendations were not accepted.
Let me put it in a nice, polite framework. Voting
units are one thing, but we proposed you have to
vote somewhere, and, if you vote digitally, then
you have to do something else to get guarantee, and
you can do that. And that's why you have to watch
the log timers on the wvoting wunits if vyou're
dealing with microprocessors. And we phrased that

in technology-neutral language. It was not
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specific. You had to monitor it with non-software
based equipment that if something happened then you
got a trip out of that channel. But my point being
is there are, from a fundamental standpoint, there
are prescriptive fundamentals that vyou have to
implement in a manner that's a barrier. You can't
be quasi-independent. I've got, I mean, I started
doing this 37 years ago. In 22 years, we delivered
stuff for submarines, alrcraft carriers. And
believe me, you could have taken a steel plate and
driven it down between the channels and you
wouldn't hit any wires. And all the voting today
is done analog-wise with bistables.

MR. LUBINSKI: Right. Well, I'm not
going to talk about the full review but --

CHATIRMAN BROWN: My point being is that
you've got, in terms of John's thought process,
you've got to start mapping and you've got to start
thinking outside of the box a little bit. What do
you want to accomplish? How do you maintain the
ability for these systems to maintain their

performance and shut down the plant or initiate

safeguards when they need to? That's the
overarching requirement. Some people start fuzzing
it up with these funny base words of
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performance-based this and that and think no
prescriptive stuff is ever required.
Technology-neutral sounds good, and you can do that
the way you phrase 1it. But 1independence is not
independence if somebody figures out another way to
be independent.

MR. LUBINSKI: And that's an issue.
Today, we're talking about our plans for moving
forward, but, from the standpoint of how we address
those issues, we'll definitely be back with vyou
guys and talk about that.

So from a communications standpoint,
one of the things that also was good feedback last
week from the industry and in a meeting and we'll
continue to look at 1s even the wording on these
two slides, and I mentioned the word priorities, we
call this near-term priorities, and then we talked
about the other actions. We really need to look at
how do we integrate those into an integrated plan
so there's not a thought process? Because it's not
our communication to say, yes, these things are
hanging out there, and if we get to them in the
next five years that will be fine. That's not our
intent. We still want to address these issues, but

how do we integrate that from the standpoint of
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what resources we have today and what the industry
has in addressing those issues?

Stakeholder interactions, just talk
about a couple of things what we've had so far and
where we're moving forward is we did have a meeting
on the first version of the action plan with the
public in January, had a RIC session. The 21st of
March, we had a public meeting talking about CCF, a
lot of good input on the scoping of that project
and where that's going. We did release the plan on
the 24th, had a public meeting on the 30th, just
last week. So you can see a lot of things are
moving quickly here.

We have a meeting scheduled on the
26th, our second meeting on CCF that's in our plan.
And then on the 28th, we have a public meeting to
talk about the NEI guidance that we Jjust received
today, and, again, on May 25th 1is when we'll
provide the SECY to the Commission with our action
plan for moving forward.

I was remiss 1n noting as one of the
other items that was in the SRM was to provide the
Commission any policy issues that we believed were
right for consideration at this time, and we don't

expect any policy 1issues to be provided in the
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paper at this time. Given the time frame, we're
looking at Jjust the planning at this point. The
policy issues will be identified to the Commission
as we go through each of the items in the plan, and
that will be when we engage the Commission on those
items.

I already talked a Dbit about the
interactions with ACRS. Of course, May 17th, as
Christina reminded me, 1is when the draft SECY to
ACRS for review and discussion. This summer, we'll
be back with ACRS to talk about our CCF working
group activities and then in the fall to talk about
50.59 and where we're going there.

Of course, any other issues, such as if
we were to go through a rulemaking or a major
guidance development, we will be putting
interactions into the plan and work with Christina

on when the best time frame is for interacting with

ACRS.

CHATIRMAN BROWN: Okay. I mean, I can't
speak for the committee. I mean, we're here Jjust
discussing this stuff, which we very much
appreciate the candid discussion. I think it's
always useful to do that. Yes, we saw the planned

interactions, and I presume that, if the committee
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so decides, that they may ask for some additional
interactions based on specific subjects based on
what we see.

I did see the action, I did read the
action plan last night, and it's, you know, got a
lot of stuff in it, some of which some of us may be
concerned about or not, as we've voiced. But it's
a challenge, and my biggest concern is that we are
losing, we may lose sight of the top-level strategy
on what we're trying to accomplish by putting in
what I call policy thought processes that don't
deliver -- I may phrase that wrong, but that aren't
based on what we're trying to accomplish with these
systems. I mean, they have a very large and very
critical safety component to them, and their
performance should not be diluted, D-I-L-U-T-E-D,
diluted, just D-E-L-U-D-E -- a little play on words
there -- in terms of their ability to accomplish
those functions so that we get a mishmash of stuff
where everybody is Jjustifying, vyou know, some
unusual or different things because, oh, gee, well,
I can show you I can make this work. And if you
think your work is difficult now, it will be even
harder if you don't have a clear set of

requirements that can be envisioned as to how they
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can be done that the licensees and vendors have to
work with.

MR. LUBINSKI: Appreciate that. And,
yes, we would, you know, on your first point of
additional engagement on any of the subjects, vyes,
without a doubt, we would, as we're going through
the processes and plans —--

CHATIRMAN BROWN: And we appreciate
that.

MR. LUBINSKI: -- we do that. And, of
course, 1f there's any comments right now about
where you would want some additional interactions,
we would definitely put that in.

We are a 1little Dbit different, and I
should have said this earlier, we put this document
out for comment, but, unlike a rulemaking where we
put it out for 30 days and we sit back and wait for
comments, we're continuing to modify the plan and
have engagement along the way just because of the
short time frame. So every week, the document
continues to be updated based on the comments we're
getting, so I appreciate the comments today so that
we can incorporate those, as well.

CHAIRMAN BROWN: Okay.

MR. LUBINSKI: So thanks for the
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opportunity to allow us to give an overview.

CHATRMAN BROWN: Any other comments
right now? Anybody in the audience care to make
comments on the presentation or the content of the
meeting? Is the line open? Can somebody on the
phone line say something just to let me know that
it is open?

MR. CLEFTON: Yes, this is Gordon
Clefton, a member of the public. I'd like to
compliment Ross and John and Rich Stattel for their
good representation of the interface we've had with
the NRC and NEI and 1look forward to continued
interface in the near weeks.

MR. LUBINSKI: If I could add, Mr.
Clefton introduced himself as a member of the
public. He has worked with us through NEI on these
issues up until his retirement from NEI a couple of
weeks ago.

CHAIRMAN BROWN: Oh, okay. Oh, thank
you. Didn't realize that.

MEMBER STETKAR: Congratulations,
Gordon.

MR. CLEFTON: Thank vyou very much.
It's been a long time coming.

CHAIRMAN BROWN: Is there anyone else
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on the 1line that would 1like to make a comment?
Hearing none, could you go make sure it's closed?
One last round here. John?

MEMBER STETKAR: I don't have anything
more. As far as the Diablo Canyon application and
the SER, I really appreciate the briefing. I
thought it covered a lot of ground, and I don't
have anything more to add. Thank you.

MEMBER BLEY: Nothing more from me.
Thank you.

CHATRMAN BROWN: Joy?

MEMBER REMPE: Nothing more. Thanks.

CHATRMAN BROWN: Myron? Okay. I do
want to thank the staff. I thought this was a very
good meeting today. We did try to cram quite a bit
into a very short period of time, and I think there
was a lot of very good discussion along the way
that was useful and I thought the staff did an
excellent Jjob of presenting it and answering the
questions. And I look forward to having the full
committee meeting in May. Richard, you'll
obviously have to spiff up the slides a little bit.
John, did you have some other comment?

Other than that, I want to thank

everybody, and we'll close the meeting.
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(Whereupon, the above-referred to

went off the record at 5:38
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ISG 6 Pilot Application

Diablo Canyon is pilot plant for use of ISG 6
o PG&E participated in ISG 6 working group

PG&E submitted pilot application 10/26/11
and supplement 04/30/13

Process Protection System replacement

o Invensys Tricon Version 10 kT
(PLC based, triple redundancy) Ellie

o Westinghouse Advanced Logic ystem —

- (FPGA based, redundancy and diversity) 4. I




PPS Replacement Design
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PPS Replacement Design

Process Protection System Replacement
Architecture
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PPS Replacement Design

PPS Replacement design is simple to
improve safety
o No use of cross channel communications

o No two-way safety communications from non-
safety components to safety-related components

o No signal voting of channels

The PPS Replacement design eliminates the
need to perform Manual Operator Actions to
cope with a software CCF within the PPS



PPS Current Eagle 21 Design
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PPS Current Eagle 21 Design

PPS Inputs

Neutron Flux

RCS Temperature

Pressurizer Level

Reactor Coolant Flow

PZR Pressure

Steam Generator Level

Containment Pressure

Steam Line Pressure

PPS Processes

Eagle 21
Digital Process Plant
Protection Function

Processes

\ 4

PPS Functions

Reactor Trip (P-4)
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Per SG
2 of4

20f4

20f4

20of4

20f3

20of 3
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PPS Replacement Design

Neutron Flux Reactor Trip (P-4)
Per SG
PZR Pressure ALS Safety Function _ 20of 4
Process

11



PPS Replacement Design

Tricon Function Allocation

PPS Inputs

Neutron Flux

PPS Processes

\ 4
A 4

PPS Functions

Reactor Trip (P-4)

RCS Temperature

Pressurizer Level

Reactor Coolant Flow

PZR Pressure

Steam Generator Level

Containment Pressure

Steam Line Pressure

L1

ALS Safety Function
Process

A Function Performed only by the ALS Subsystem

Function Performed only by the Tricon Subsystem

Function Performed by both Tricon and ALS Subsystems

i
\ 4

Figure 4 - Diablo Canyon Plant Protection
Tricon Block Diagram
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‘ PPS Replacement Design

Tricon Function Allocation

PPS Processes
PPS Inputs PPS Functions
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Reactor Trip (P-4)
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‘ PPS Replacement Design
ALS Function Allocation

PPS Inputs PPS Processes PPS Functions

Neutron Flux - > Reactor Trip (P-4)
RCS Temperature -

Pressurizer Level -

Reactor Coolant Flow

A
PZR Pressure - - ALS Safety Function
Process
A

\
'

l'

Steam Generator Level

Y
I

Containment Pressure

Steam Line Pressure

* The “TT-FWI” function is the primary mitigating function for “Excessive Heat Removal
Due to Feedwater system malfunction” event. This safety function has a backup mitigating
function “Power Range High Flux Reactor Trip. This backup safety function does not rely
on the PPS system ad will thus not be affected by a CCF of the PPS.

** The “Aux FW Initiation” function is the primary mitigating function for the “Major
Secondary Pipe Rupture — Major Rupture of a Main Feedwater Pipe”, “Loss of Non-

Emergency AC power to station auxiliaries”, “Loss of Normal Feedwater “ events. This
safety function has backup mitigating functions of Pressurizer High Pressure reactor trip,
Safety Injection and Reactor Trip on High Containment Pressure. Both of these backup
mitigating safety functions do not rely upon the PPS and will thus not be affected by a CCF
of the PPS.

Figure 4 - Diablo Canyon Plant Protection
ALS Block Diagram
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‘ PPS Replacement Design
ALS Function Allocation

PPS Inputs PPS Processes PPS Functions

Neutron Flux Reactor Trip (P-4)

\

| RCS Temperature

- 2 of 3 PS | through Il only >
> T >
Per loop
| Pressurizer Level - 20of 3
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> 2of 4
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> T A
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H
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Figure 3 - Diablo Canyon Plant Protection
ALS Subsystem Functional Block Diagram
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PPS Replacement Design

Only one design change resulting from NRC review

Original design shared 1 non-safety maintenance
workstation computer for both Tricon and ALS
subsystems in each division

NRC questions were on testing plan and software
requirements following software updates

PG&E voluntarily changed design to use separate
computer for each subsystem in each division

o Simplifies testing requirements and eliminates potential
vendor software interaction issues

16



Conclusion

The PPS Replacement design provides significant
improvements in safety, reliability, and human factors
o Designed using latest NRC guidance (1ISG-04 and 1SG-06)

o Utilizes current state-of-the-art NRC-approved PLC and
FPGA technology with built-in internal redundancy and self-
checking diagnostics

o Eliminates the need for operators to perform manual actions
to cope with a software CCF within the PPS

o Lessons learned from recent plant digital upgrades have
been incorporated

17



@ USNRC

United States Nuclear Regulatory Commission

Protecting People and the Environment

Diablo Canyon Process Protection System License
Amendment Request Informational Briefing

ACRS 1&C Subcommittee Meeting

Presented by: NRR / EICB

Maryjane Ross-Lee Deputy Director DE

Mike Waters Branch Chief EICB

Rich Stattel Technical Reviewer EICB
Rossnyev Alvarado Technical Reviewer EICB
Samir Darbali Technical Reviewer EICB

April 4, 2016 Diablo Canyon License Amendment i



W USNRC Presentation Outline / Agenda

United States Nuclear Regulatory Commission

Protecting People and the Environment

* |Introduction

e Evaluation Topics
— Diversity and Defense in Depth (D3)
— System Time Response / Deterministic Performance
— Communication Independence
— Control of Access

* Lessons Learned on the Digital I&C Licensing Process
(1SG-06)

April 4, 2016 Diablo Canyon License Amendment Slide



@ USNRC Introduction Diablo Canyon

United States Nuclear Regulatory Commission P P S Re p I a C e m e n t L A R

Protecting People and the Environment

* Diablo Canyon License Amendment Request Submitted
(October 26, 2011)

— LAR is to replace the existing Eagle 21 Process Protection System
with a new more modern digital system.

— The Diablo Canyon Digital Process Protection System (PPS) is based
on both the Microprocessor based Invensys Tricon and the FPGA
based Westinghouse ALS Platforms.

* License Amendment Accepted for review

(January 13, 2012)

e Safety Evaluation Complete
(March 23, 2016)

— Open Item: Confirmation of Seismic Local Environment
Qualification

April 4, 2016 Diablo Canyon License Amendment Slide 3
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Kate Williams

Senior Project Manager PG&E
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805-545-6615

Scott Patterson
Consultant
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Agenda

NRC Interim Staff Guidance 6 (ISG-06), Licensing
Process for Digital 1&C System Modifications, Pilot
Application

Process Protection System (PPS) Replacement Design
PG&E ISG 6 Lessons Learned



ISG 6 Pilot Application

* Diablo Canyon is pilot plant for use of ISG 6
— PG&E participated in ISG 6 working group

* PG&E submitted pilot application 10/26/11
and supplement 04/30/13

* Process Protection System replacement
— Invensys Tricon Version 10
(PLC based, triple redundancy) SN

— Westinghouse Advanced Logic Syseers
- (FPGA based, redundancy and diversity)




PPS Replacement Design

* Project Scope
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Control
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PPS Replacement Design

* Process Protection System Replacement
Architecture

Typ of 2
- Solid State Protection System Note:
(SSPS) NIS, SSPS and AMSAC are
Manual existing systems not affected by
—— Safety the Replacement PPS project
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il 9
Trip o . | | Yo, .
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Class Il Outputs to
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* Class | Narrow
Control R?I_af:tor ESF Control Range Th, Tc
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PPS Replacement Design

* PPS Replacement design is simple to improve
safety
— No use of cross channel communications

— No two-way safety communications from non-
safety components to safety-related components

— No signal voting of channels
* The PPS Replacement design eliminates the

need to perform Manual Operator Actions to
cope with a software CCF within the PPS



PPS Current Eagle 21 Design
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PPS Replacement Design
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PPS Replacement Design
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PPS Inputs

PPS Current Eagle 21 Design

—_ PPS Processes

Neutron Flux

RCS Temperature

Eagle 21

Digital Process Plant
Protection Function

Pressurizer Level

Processes

Reactor Coolant Flow

PZR Pressure

Steam Generator Level

Containment Pressure

Steam Line Pressure

PPS Functions

Reactor Trip (P-4)

\ 4

20of 3
Per SG
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20f4

20f4

20f4
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PPS Replacement Design

Neutron Flux Reactor Trip (P-4)
Per SG
PZR Pressure ALS Safety Function _ 20of 4
Process
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PPS Replacement Design
Tricon Function Allocation

PPS Inputs PPS Processes
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PPS Functions

Reactor Trip (P-4)
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Function Performed by both Tricon and ALS Subsystems
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Figure 4 - Diablo Canyon Plant Protection
Tricon Block Diagram




PPS Replacement Design
Tricon Function Allocation

PPS Processes

PPS Inputs PPS Functions
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Tricon Subsystem Functional Block
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PPS Replacement Design
ALS Function Allocation

PPS Inpbuts PPS Processes

Neutron Flux

RCS Temperature

Pressurizer Level

Reactor Coolant Flow

ALS Safety Function

PZR Pressure AT
L Process ——>m

Steam Generator Level

Steam Line Pressure

Containment Pressure A

PPS Functions

Reactor Trip (P-4)
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\ 4
>
||

\
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\ 4
>
'

Y
I

-
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* The “TT-FWI” function is the primary mitigating function for “Excessive Heat Removal
Due to Feedwater system malfunction” event. This safety function has a backup mitigating
function “Power Range High Flux Reactor Trip. This backup safety function does not rely
on the PPS system ad will thus not be affected by a CCF of the PPS.

** The “Aux FW Initiation” function is the primary mitigating function for the “Major
Secondary Pipe Rupture — Major Rupture of a Main Feedwater Pipe”, “Loss of Non-
Emergency AC power to station auxiliaries”, “Loss of Normal Feedwater “ events. This
safety function has backup mitigating functions of Pressurizer High Pressure reactor trip,
Safety Injection and Reactor Trip on High Containment Pressure. Both of these backup
mitigating safety functions do not rely upon the PPS and will thus not be affected by a CCF
of the PPS.

y
=

Y

Figure 4 - Diablo Canyon Plant Protection
ALS Block Diagram
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PPS Inpbuts

PPS Replacement Design
ALS Function Allocation

Neutron Flux

RCS Temperature

PPS Processes PPS Functions

Reactor Trip (P-4)
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Figure 3 - Diablo Canyon Plant Protection
ALS Subsystem Functional Block Diagram




PPS Replacement Design

Only one design change resulting from NRC review

Original design shared 1 non-safety maintenance
workstation computer for both Tricon and ALS subsystems
in each division

NRC questions were on testing plan and software
requirements following software updates

PG&E voluntarily changed design to use separate computer
for each subsystem in each division

— Simplifies testing requirements and eliminates potential vendor
software interaction issues

19



Conclusion

 The PPS Replacement design provides significant
improvements in safety, reliability, and human factors
— Designed using latest NRC guidance (ISG-04 and 1SG-06)

— Utilizes current state-of-the-art NRC-approved PLC and FPGA
technology with built-in internal redundancy and self-checking
diagnostics

— Eliminates the need for operators to perform manual actions to
cope with a software CCF within the PPS

— Lessons learned from recent plant digital upgrades have been
incorporated
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@ US.NR(, Diversity and Defense in Depth (D3)

United States Nuclear Regulatory Commission .
Guidance

Protecting People and the Environment

* Guidance for Diversity Assessment

— SRM to SECY-93-087 Item 11.Q
Establishes NRC policy for Diversity and Defense in Depth

* NUREG/CR-6303
Method for Performing Diversity and Defense-in-Depth Analyses of
Reactor Protection Systems

* Branch Technical Position (BTP) 7-19

Guidance for Evaluation of Diversity and Defense-in-Depth in
Digital Computer-Based Instrumentation and Control Systems

* Interim Staff Guide (DI&C-ISG-02)

Diversity and Defense-in-Depth Issues

April 4, 2016 Diablo Canyon License Amendment Slide 21




QQ?USNRC Diversity and Defense in Depth (D3)

proecting rete ama e emiemensANANYsis Preformed by Licensee

Protecting People and the Environment

Eagle 21 (1993)

Assumed CCF of PPS resulting in loss of all PPS safety functions

Replacement PPS System (2011)

Assumed loss of all Functions performed by the Tricon Subsystem.

— Update to previous analysis tables
— All plant accidents and AOQ’s are included in the analysis
— ldentifies three parameters for which there is no existing
automatic diverse backup function.
* Pressurizer Pressure

e Containment Pressure
e RCS Flow

— Describes ALS diversity and postulates CCF of ALS. This CCF
does not result in loss of ALS assigned safety functions

April 4, 2016 Diablo Canyon License Amendment




@ US.NR(C, Diversity and Defense in Depth

United States Nuclear Regulatory Commission

Protecting People and the Environment D i a b I O Ca nyo n P PS D ive rS ity

| AUO Spare | Auto Spare
Input /0 Bus . Output
—»| Leg M Man > | Leg
Processor
A nBus A A
h
: :rilus
Input Main Output
Le Processor | /0 Bus ) Voter
o g B Leg
B 2
Input Output
Termination T,igr Main Termination
P Processor [4—
Input O Bus c Output
_p Leg g I Leg
c c

April 4, 2016 Diablo Canyon License Amendment



Diversity and Defense in Depth
Diablo Canyon PPS Diversity

L US.NRC

United States Nuclear Regulatory Commission

Protecting People and the Environment

HTL Code A

A

y

Synthesis Process

Core #1
Directives

Core #2
Directives

< ........

Embedded
Diversity

......... >

HTL Code B

A

y

Synthesis Process

Core #1
Directives

Core #2
Directives

Core Logic Board A

|

:

Core A1 Logic

Core A2 Logic

Core Logic Board B

|

:

Core B1 Logic

Core B2 Logic

April 4, 2016

i Core Diversity

Core Diversity

Diablo Canyon License Amendment

Slide 24



(Q?USNRC Diversity and Defense in Depth

United States Nuclear Regulatory Commission

Protecting People and the Environment D i a b I O Ca nyo n P PS D ive rS ity

Protection Set 1 Protection Set 2 Protection Set 3 Protection Set 4
Core Core Core Core Core Core Core Core
Logic A Logic B Logic A Logic B Logic A Logic B Logic A Logic B
o
* * * *
:

1

SSPS
Coincidence Voting

A 4

Safety Component
Actuation

* OR function is accomplished by DO contacts in series for De-energize To Trip (DTT) or in
parallel for Energize To Trip (ETT) function.

April 4, 2016 Diablo Canyon License Amendment Slide 25



(EQ?USNRC Diversity and Defense in Depth

United States Nuclear Regulatory Commission

Protecting People and the Environment D i a b I O Ca nyo n P PS D ive rS ity

Protection Set 1 Protection Set 2 Protection Set 3 Protection Set 4

I SSPS I
Coincidence Voting

Safety Component
Actuation

* OR function is accomplished by DO contacts in series for De-energize To Trip (DTT) or in
parallel for Energize To Trip (ETT) function.

April 4, 2016 Diablo Canyon License Amendment Slide 26



(EQ?USNRC Diversity and Defense in Depth

United States Nuclear Regulatory Commission

Protecting People and the Environment D i a b I O Ca nyo n P PS D ive rS ity

Protection Set 1 Protection Set 2 Protection Set 3 Protection Set 4

Logic A

1

I SSPS I
Coincidence Voting

Safety Component
Actuation

* OR function is accomplished by DO contacts in series for De-energize To Trip (DTT) or in
parallel for Energize To Trip (ETT) function.

April 4, 2016 Diablo Canyon License Amendment Slide 27



(Q?USNRC Diversity and Defense in Depth

Anticipated Transient Without Scram (ATWS)

United States Nuclear Regulatory Commission

Protecting People and the Environment
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@ US.NR(, Diversity and Defense in Depth

United States Nuclear Regulatory Commission

Protecting People and the Environment M a n u a I O p e ra to r ACt i O n

* The new Diablo Canyon Digital Process Protection System eliminates the need
to perform Manual Operator Actions as a means of coping with a software CCF
within the PPS.

* The modification does not however affect the ability of operators to perform
manual actuations of safety functions.

— Manual Initiation signals are provided directly to the SSPS system which is
not being modified.

— Previously credited Manual Operator Action controls will still be available
to the operators.

— Existing component and division level actuation capability at the main
control boards will be retained

April 4, 2016 Diablo Canyon License Amendment Slide 29




D USNRC PPS System Time Response /

United States Nuclear Regulatory Commission

Protecting People and the Environment D ete r m i n i St i C Pe rfO r m a n Ce

e The NRC staff determined that there is adequate diversity within
the plant design that the plant responses to design basis events
concurrent with potential software CCF of the PPS system meet the
acceptance criteria specified in BTP 7-19.

e The NRC staff determined that the ALS and Tricon subsystems of the
PPS are sufficiently independent and diverse from each other such
that any failure of either subsystem will not result in a condition
that is not accounted for in the plants accident analysis.

e The DCPP PPS design includes diverse means of providing required
safety functions in the event of a PPS software CCF.

April 4, 2016 Diablo Canyon License Amendment Slide 30




@ USNRC System Time Response /

United States Nuclear Regulatory Commission

Protecting People and the Environment D ete r m i n i St i C Pe rfO r m a n C e

* Deterministic performance characteristics for each platform were
evaluated and accepted by the NRC as part of the associated platform

safety evaluation.
— Each SE considered the following system characteristics;
* Input and Output Signal Processing
* Data Transfer Methods / Techniques
* Software or Logic Implementation Structure
e System Diagnostic functions

— The NRC also evaluated Application Specific Characteristics of the
PPS including:

* System loading
e Application architecture

April 4, 2016 Diablo Canyon License Amendment Slide 31




@ TUSNRC ALS System Time Response /

United States Nuclear Regulatory Commission D ete rm i N ist i C Pe rfo Frmance

Protecting People and the Environment

e No Embedded Microprocessor Cores

e FPGA Design Does not use Interrupts

e Deterministic sequence of performing logic operations:
1. Acquire Inputs
2. Perform Logic Operations
3. Generate Outputs

April 4, 2016 Diablo Canyon License Amendment Slide 3



D USNRC ALS System Time Response /

United States Nuclear Regulatory Commission

Protecting People and the Environment D ete r m i n i St i C Pe rfO r m a n Ce

Access Time: The board access time is the fixed interval
allocated to exchange data with an individual board using the
Reliable ALS Bus (RAB) protocol.

Frame Time: The frame time is the interval between accessing
each specific board so information will have been read once
from all application input boards and written once to all
application output boards.

April 4, 2016 Diablo Canyon License Amendment Slide 33




@ US.NRC(C Tricon System Time Response

United States Nuclear Regulatory Commission

Protecting People and the Environment / D ete r m i n i St i C Pe rfO r m a n Ce

« The Tricon application program (calculational cycle)
cannot be interrupted by any of the lower priority tasks
during the program execution cycle.

« Actual processing time 1s established during program
development.

* Once application program development 1s complete, the

cycle time does not vary as a function of calculational
loading of the system.

April 4, 2016 Diablo Canyon License Amendment




@ US.NRC Tricon System Time Response

United States Nuclear Regulatory Commission

Protecting People and the Environment / D ete r m i n i St i C Pe rfO r m a n Ce

Accident Analysis
Time Response
I Specified PPS

Response
Time Allocation

Program Scan Time

Calculated Response
Time

Time )
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@ USNRC System Time Response /

United States Nuclear Regulatory Commission

Protecting People and the Environment D ete r m i n i St i C P e rfO r m a n C e
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Safety Function \\\

Monitor > Alarm
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D USNRC PPS System Time Response /

United States Nuclear Regulatory Commission

Protecting People and the Environment D ete r m i n i St i C Pe rfO r m a n Ce

“The NRC staff concludes that the DCPP PPS system’s real- |
time performance is deterministic and known, as

documented by the system performance requirements and
tests performed for validation of these requirements. The ?
NRC staff determined that the DCPP PPS system meets the
criteria for deterministic and predictable performance.” 1

April 4, 2016 Diablo Canyon License Amendment Slide 37




@ USNRC Independence

United States Nuclear Regulatory Commission

Protecting People and the Environment G u i d a n C e

* Guidance for Communication

— |EEE 603 1991, “IEEE Standard Criteria for Safety Systems
for Nuclear Power Generating Stations”

— |EEE 7-4.3.2 2003, “Standard Criteria for Digital Computer
in Safety Systems of Nuclear Power Generating Station”

— DI&C-ISG-04, “Highly Integrated Control Rooms-
communication Issues”

April 4, 2016 Diablo Canyon License Amendment Slide 38




US.NRC

United States Nuclear Regulatory Commission

Protecting People and the Environment
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L US.NRC

United States Nuclear Regulatory Commission

Protecting People and the Environment

Independence

ALS Communication Architecture
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@ US.NRC Independence

United States Nuclear Regulatory Commission

Protecting People and the Evvironment  Trjcon Communication Architecture
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@ USNRC Independence

United States Nuclear Regulatory Commission

Protecting People and the Environment PO rt A g g re g d tO r Ta p
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@ USNRC Independence

United States Nuclear Regulatory Commission

Protecting People and the Environment CO NC | us i on

The staff evaluated the Tricon and ALS system
communication for the Diablo Canyon PPS and
found they met the guidance provided in 1ISG-04
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"TUS.NRC, Control of Access

Uﬁlted States Nuclear Regulatory Commission . .
. Review Guidance

Protecting People and the Environment

IEEE 603-1991, Clause 5.9 “Control of Access”

— The design shall permit the administrative control of access to safety system
equipment. These administrative controls shall be supported by provisions
within the safety systems, by provision in the generating station design, or
by a combination thereof.

RG 1.152, Rev. 3, “Criteria for Use of Computers in Safety Systems of
Nuclear Power Plants”

— Contains guidance for establishing a Secure Development and Operational
Environment (SDOE)

SRP BTP 7-14, and RG 1.169, Rev. 1, “Configuration Management
Plans for Digital Computer Software Used in Safety Systems of
Nuclear Power Plants”

— Contains guidance related to Configuration Management plans and
activities

SRP Chapter 7, Appendix 7.1-C, section 5.9 "Control of Access”
— Provides acceptance criteria for IEEE 603-1991, Clause 5.9.

ACRS Diablo Canyon License Amendment
Request

April 4, 2016 Slide 44




@ US.NRC Control of Access

nited States Nuclear Regulatory Commission -
e TOeE A PPS Replacement Design Features

Protecting People and the Environment

SRP Chapter 7, Appendix 7.1-C, section 5.9 "Control of Access”

O Paragraph 1: Administrative control is acceptable to assure that the access to the
means for bypassing safety system functions is limited to qualified plant personnel
and that permission of the control room operator is obtained to gain access.

v’ Access to the PPS replacement is administratively controlled by control
room personnel.

O Paragraph 2: The review of access control should confirm that design features
provide the means to control physical access to safety system equipment,
including access to test points and means for changing setpoints.

v Design features provide physical access controls to the PPS.
» The system will be located in plant vital area

» The PPS cabinets are locked
» Tricon keyswitch position (other than RUN) will result in an alarm
» Connection of the Test ALS Bus will result in an alarm
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@ US.NRC Control of Access

nited States Nuclear Regulatory Commission -
e TOeE A PPS Replacement Design Features

Protecting People and the Environment

SRP Chapter 7, Appendix 7.1-C, section 5.9 "Control of Access”

 Paragraph 3: Review of digital computer-based systems should consider controls
over electronic access to safety system software and data. Controls should address
access via network connections, and via maintenance equipment.

v The PPS replacement design does not allow for remote electronic access to
the Tricon or ALS platforms.

» There is one Tricon MWS and one ALS MWS per protection set which only
communicate with the safety-related controllers in that protection set.

> Access to the MWSs is controlled.

» Two-way communication is only allowed between the Tricon Communication
Module and the Tricon MWS by means of the port aggregator network tap
device.

» Two-way communication is only allowed between the ALS and the ALS MWS
through the use of the Test ALS Bus (not connected to the ALS during normal
operation, and used only in test or maintenance mode).

ACRS Diablo Canyon License Amendment
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@ USNRC Control of Access

United States Nuclear Regulatory Commission o
= Review Areas

Protecting People and the Environment

v' SDOE and Configuration Management
* Evaluated during the Topical Report reviews and found to be acceptable
 The same measures were maintained for the PPS replacement application

v Secure Development and Operational Environment
* Vulnerability Assessments - Security Control Requirements - Access Controls

v Configuration Management
 |dentification of configuration items
e Access controls based on work responsibilities
* Change review, approval and verification process
* Error reporting and corrective actions program

v" Unintended/Unauthorized Changes
* Vendors’ V&V groups performed code reviews

ACRS Diablo Canyon License Amendment

April 4, 2016 Request

Slide 47




@ US.NRC Control of Access

United States Nuclear Regulatory Commission o
Conclusion

Protecting People and the Environment

The NRC staff concludes that the DCPP PPS replacement
design incorporates features to administratively, physically
and logically control access to the system, both during
development and operation. These features meet the
guidance for Secure Development and Operational
Environment, and Configuration Management.

The NRC staff determined that the DCPP PPS system meets
the criteria for control of access.

April 4, 2016 ACRS Diablo Canyon License Amendment Siide 40

Request




: Lessons Learned on the Digital
Q" 74
2 USNRC |1&C Licensing Process (I1SG-06)

United States Nuclear Regulatory Commission

Protecting People and the Environment Introduction

* Establish a graded approach to performing Digital 1&C
safety Evaluations. (Tier 1, 2, and 3)

* Provide clear guidance to identify supporting document
submittal requirements. (Annex B)

* Provide an evaluation process which can be performed in
parallel with the system / software development processes
for these systems. (Phases of review)

e Streamline the licensing process by consolidating guidance
from multiple sources into a single reference that will be
easy to use.
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@ TUS.INRC, Lessons Learned on the Digital

g rapie ana e mvonmen. | & C. LiCENSING Process (1SG-06)

e  Minimum Information (Documentation):

e Assumes Entire Safety System Replacement
* No provision for reducing based on scope

 Provides a forum for determining what documentation from Enclosure B should
be submitted with the LAR

Digital I&C Licensing Process Flow Chart

Letter of Intent
(Optional)

v
Licensee
Public Meeting .| NRC Staff drafts Opportunity to
D3 + Other "] meeting summary review meeting
summary

Phase 0

A 4
v

Ready to
Submit?

A 4
To
Phase 1
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@ TUSNRC Lessons Learned on the Digital

United States Nuclear Regulatory Commission I&C Licensing Process (ISG_OG)

Protecting People and the Environment

e PG&E had several Phase 0 meetings with NRC to explain the design
approach (defense-in-depth & diversity, variances from guidance,
unique or complex aspects, etc.) for the PPS LAR

e All documentation needed to support the LAR was agreed to during
these meetings

/ Lessons Learned \

1) Interaction with the staff early and often in the pre-submittal phase was
effective in preparing the licensee and staff for this license application.

2) Licensees and Vendors should request a Phase 0 meeting at least 6 months
(one year is even better) prior to LTR submittal to go through Enclosure B
and agree upon what documentation is required for the LAR or Topical
Report submittal.

\_ Y,




(Q?USNRC Lessons Learned on the Digital

nited Sates Nuclear Reguatory Commissin. | & C icensing Process (1SG-06)

Protecting People and the Environment

Digital 1&C Licensing Process Flow Chart

Application

D3; ICC; V&V; \ 4
— Exceptions
[)) LIC-109: Acceptable for Resolve IAW Phase 1 Questions
a Review? LIC-109 e RAE > Resolved?
<
o
\ 4
To
Phase 2
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@ USNRC Lessons Learned on the Digital

United States Nuclear Regulatory Commission I&C Licensing Process (ISG_OG)

Protecting People and the Environment

e NRC Staff performed acceptance review in accordance with NRR
Office Instruction, LIC-109

e Several items were identified that needed further clarification

e The staff used a Phase 1 documentation matrix to identify which
documentation would be provided per enclosure B.

/ Lessons Learned \

1) The documentation tabulation of Enclosure B was effective in
identifying information needed by the staff to start its technical
review of the LAR.

2) Use of a Phase 1 documentation Compliance Matrix facilitated an
efficient LAR acceptance review.

\AM 2016 DRiablg Canvon licence Amendment /




@ TUSNRC Lessons Learned on the Digital

United States Nuclear Regulatory Commission I&C LicenSing Process (ISG-OG)

Protecting People and the Environment

Digital I&C Licensing Process Flow Chart

Preliminary OK
Vehicle (Letter/
RAIETC...)

* A 4

Supplement
EQ; HF; Change
Control;; Startup
Testing Plan
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Issue RAls Resolved?
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@ USNRC Lessons Learned on the Digital

United States Nuclear Regulatory Commission I&C Licensing Process (ISG_O6)

Protecting People and the Environment

No documentation guidance for Platform License Topical Report
(LTR) reviews

Sharepoint Access to documents gave NRC staff insight to
development processes

Some Phase 2 documents could not be submitted in the timeframes

-

Y

2)

3)

prescribed in ISG-06
Lessons Learned \

ISG-06, Enclosure B should be enhanced to provide guidance on required information
for a platform LTR submittal.

ISG-06 should be enhanced to promote remote, electronic websites/reading rooms for
use to the extent practical to determine what proprietary information should be
submitted on the docket.

Phase 2 document lists should be enhanced to acknowledge unavailability of certain
documents until late stages of development.
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@ USNRC Lessons Learned on the Digital

United States Nuclear Regulatory Commission I&C Licensing Process (ISG—O6)

Protecting People and the Environment

Digital 1&C Licensing Process Flow Chart
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QQUS NRC Lessons Learned on the Digital

United States Nuclear Regulatory Commission I&C Licensing Process (ISG_OG)

Protecting People and the Environment

Standard Branch Tech. General Design \EEE Standards
Review Plan Position 7-14 Criteria
Chapter 7

ISG-06 Topical Review Areas
1. System Description / Architecture (Section D.1)
2. Hardware Development Process (Section D.2)
3. Software Architecture (Section D.3)
4. Software Development Process (Section D.4)
5. Environmental Equipment Qualifications (Section D.5)
6. Defense-in-depth & Diversity (Section D.6)
7. Communications (Section D.7)
8. System, Hardware, Software, and Methodology (Sect. D.8)
9. |EEE 603 Compliance (Section D.9)
10. |EEE 7-4.3.2 Compliance (Section D.10)
11. Technical Specifications (Section D.11)
12. Secure Development and Operational Envmt. (Section D.12
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@ US.NR(, Lessons Learned on the Digital I1&C

United States Nuclear Regulatory Commission LiC ens ing Pro Ce S S (I S G_ O 6)

Protecting People and the Environment

*Useful Principles of ISG-06

* Enclosure B Tables / ISG-06 Matrix
—Cross Reference to body of ISG

* Open Item List
—RA\I coordination
—Facilitation of Conference Calls

April 4, 2016 Diablo Canyon License Amendment 58




S’ T NR Lessons Learned on the Digital
:&w!g@imwmgm [&C Licensing Process (ISG-06)

Protecting People and the Environment

Living Document Concept

Some documents associated with software development are expected to
be revised as system development activities progress. These are
sometimes referred to as “living documents.” Such documents should be
classified as volatile. For such documents; a decision of what version of
the document should be submitted and when (i.e. what phase) the
document is to be submitted should be made during the acceptance
review. It is not necessary for applicants to submit multiple versions of
volatile documents to support the safety evaluation, however; the
submitted volatile document should be sufficient to demonstrate
conformance to all applicable regulatory requirements. In some cases it
may also be necessary to provide accessibility to current versions of a
volatile document for audit during a safety evaluation. Additional
document specific guidance on document volatility is provided within

Section D.
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@ USNRC Improvements Being

United States Nuclear Regulatory Commission -
Considered

Protecting People and the Environment

Phase 2a

The initial Phase 2 document concept was that design output documents which might
not be available for submittal at the time of LAR could be submitted at a later time as

the system design was completed.

We have observed that some of these documents such as Summary Test Reports
(D.4.4.2.4) are confirmatory in nature and can be distinguished from those which
require detailed evaluation and assessment. Such confirmatory reports would not be
subjected to the early submittal requirements of other Phase 2 documents.
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@ USNRC Lessons Learned on the Digital

United States Nuclear Regulatory Commission I&C Licensing PI‘O C e S S (I S G_ O 6)

Protecting People and the Environment

Conditional Letter of Regulatory Compliance

* \We have received feedback from industry on several occasions that
the SE should be completed using design information and should be
independent of the factory test processes. FAT testing could then be
verifled by the staff on a confirmatory inspection basis.

« The NRC has resisted this idea for the following reasons:

« Safety Evaluation conclusions cannot legally contain conditional
requirements.

» Experience has shown; significant design changes are often initiated as a
result of test performance of the systems. Such changes have the
potential of invalidating safety conclusions.

* In absence of system test results or conditional requirements it is difficult
tfo reach and provide basis for reasonable assurance safety findings .
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@ TUSNRC Conditional Letter of

United States Nuclear Regulatory Commission R e g u I a to ry CO m p I i a n C e

Protecting People and the Environment

» Add a letter of regulatory compliance to the review Process
similar to what is currently being done in the Acceptance
Reviews for License Amendments.

» No Safety Conclusions or approval of license amendment

* Provides Status of safety evaluation activities at completion of
design

* Provides Pre-decisional Regulatory Compliance statement.

» Would such a letter provide the level of confidence the industry is
looking for7 fo minimize Risk factors prior to expenditure of
resources:

April 4, 2016 Diablo Canyon License Amendment




L US.NRC

United States Nuclear Regulatory Commission S u m m a ry

Protecting People and the Environment

* ISG-06 has significantly improved the licensing process for
digital I1&C systems.

* Further Improvements are being pursued as a result of
lessons we have learned during the Diablo Canyon Pilot
Project.
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@ USNRC Diablo Canyon PPS

United States Nuclear Regulatory Commission Licensin g ACt|V|ty Milestones

Protecting People and the Environment

 Three Phase 0 meetings were held with the licensee
» License Amendment Request Submittal - October 26, 2011
* Requests for Additional Information (75)

 ACRS Meetings -
* |1&C Subcommittee — February 18, 2014
* Full Committee — March 6, 2014

« Vendor Audits Performed (4)

* Full Committee ACRS Meeting - May 5-7, 2016

« Summary of the Seismic Calculation Results — June 30, 2016

« Technical Evaluation of the Open ltem (Seismic) - July 15, 2016
« NRC Technical Staff Finalizes Safety Evaluation - July 29, 2016
» Issue the License Amendment - September 30, 2016

April 4, 2016 Diablo Canyon License Amendment




2 US.NRC

United States Nuclear Regulatory Commission

Protecting People and the Environment

Digital I&C Integrated Action Plan for the
Modernization of NRC Regulatory
Infrastructure

ACRS Meeting April 4, 2016

John Lubinski, Director, Division of Engineering
Office of Nuclear Reactor Regulation



2 USNRC, Purpose

Protecting People and the Environment

Informational Briefing
e QOverview of current Action Plan

Discuss future interactions with ACRS



2 USNRC Background

Protecting People and the Environment

e SECY-15-0106 and Commission Direction

e January 20, 2015 meeting on draft Digital
Action Instrumentation and Controls (1&C)
Plan

* Steering Committee Formation
* Integrated Action Plan on Digital 1&C
* Focus on stakeholder interaction



2’ US. NRC Working Group Action Plans

Unite. dStat Nuclear Regulatory Commissi

Bresssding Biogla sndii vt (Near Term Priorities)

* Assess Potential Common Cause Failures (CCF)
— ACRS engagement summer 2016

* Review of Cyber Security Design Aspects
— ACRS engagement May/June 2016

* Guidance for 10 CFR 50.59 Upgrades
— ACRS engagement fall 2016

* |ncorporation by Reference of IEEE Standard 603
into 10 CFR 50.55a

* |EEE Standard 7-4.3.2 Regulatory Guidance Plan



L USNRC Other Actions

United States Nuclear Regulatory Commissi

Protecting People and the Environment

 Embedded Digital Devices (RIS in April 2016)
* Regulatory Document Infrastructure Improvements

e Guidance for Evaluation of Proposed Alternatives to
Regulatory Guides and Endorsed Standards

* Digital I&C Licensing Process

* Improved Guidance for Evaluation of Highly-Integrated
Digital Technologies

* Improvement in Regulatory Consistency from Licensing
to Inspection

* Digital I&C Topical Report Evaluation and Update
Process



2L US.NRC  stakeholder Interactions

United States Nuclear Regulatory Commission

Protecting People and the Environment

* January 20, 2016 public meeting for action plan
 March 10, 2016 RIC panel discussion
* March 21, 2016 CCF public meeting

 March 24, 2016 Integrated Action Plan released
to the public

 March 30, 2016 public meeting on integrated
action plan

* April 28, 2016 public meeting on 50.59 guidance
* May 25, 2016 SECY to Commission




«US@NBMC ACRS Interactions

Protecting People and the Environment

* April 4, 2016 Subcommittee meeting- overview
of integrated action plan

 May 3, 2016 - Cyber Security draft Information
SECY to ACRS for review and discussion

e Summer 2016 — CCF Working Group
Engagement with ACRS

e Fall 2016 — 10 CFR 50.59 Working Group
Engagement with ACRS
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