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oversight and enforcement.”
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Correlation to DID
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Bureau of Safety and Environmental
Enforcement
Mission: Promote safety, protect the
environment, and conserve resources offshore
through vigorous regulatory oversight and
enforcement.
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What is the Definition of DID?
Defense in depth
An approach to
designing and
operating nuclear
facilities that
prevents and
mitigates accidents
that release
radiation or
hazardous
materials ….
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Does the OCS Need DID?
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Before & After
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Extreme Weather Conditions
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Types of OCS Threats
Damage/Loss of OCS Infrastructure
Intentional and unintentional

Disruptions to Operations
Catastrophic Events
Natural disasters (e.g., Hurricane)
LOWC (e.g., DW Horizon – Macondo Prospect)

Economics (Supply/Demand)
Regulatory (Unintended consequences)

Personnel Health & Safety
Cyber Security/Attacks
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Cyber-attacks on Oil & Gas Infrastructure
January 2013 report by ABI: “As a highly critical sector, the
oil and gas infrastructure should be one of the most secure,
both physically and digitally. This is not the case. A multibillion dollar industry, trading one of the most valuable
commodities on the market, is connecting its industrial
control systems full of unpatched vulnerabilities to the
Internet, where cybercriminals roam with impunity. These
systems are poorly protected against cyber threats – at best,
they are secured with IT solutions which are ill-adapted to
legacy control systems such as SCADA.”
Increasing use of remote-control devices and data streams
Remote and/or high-volume facilities may be more
susceptible to attacks
Greater sophistication & operational requirements/training
How do we (and Industry) protect ourselves?
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Cyber Risk Management
Where and what are the cyber risks for Offshore
Energy Operations?
How is the offshore industry addressing the risks
associated with cyber?
When it comes to cyber, where to we as a
regulator start? Software compatibility? Malware?
Internal/external hacking? These and all things inbetween.
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Cyber Risk Management
What is cyberspace?
Software compatibility to encrypted emails to phone networks
Full definition: The interdependent network of information technology
infrastructures that includes the Internet, telecommunications
networks, computers, information or communications systems,
networks, and embedded processors and controllers (United States
Coast Guard, Cyber Strategy, 2015)

What do we mean by cybersecurity?
Both prevention and restoration
Full definition: The prevention of damage to, unauthorized use of, or
exploitation of, and, if needed, the restoration of electronic information
and communications systems and the information contained therein to
ensure confidentiality, integrity and availability; includes protection and
restoration, when needed, of information networks and wireline,
wireless, satellite, public safety answering points, and 911
communications systems and control systems. (United States Coast
Guard, Cyber Strategy, 2015)
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Regulations & Standards

“To promote safety, protect the
environment and conserve resources
offshore through vigorous regulatory
oversight and enforcement.”

How does BSEE Regulate Safety & Risk?
Code of Federal Regulations
30 CFR 250

Industry Standards (117 incorporated into Regs)
American Petroleum Institute (API; 80+)
ASME, NACE, ISO, AWS ANCI COS
Standards Committee Representation
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Inspections & Investigations
Notice to Lessees
Safety Alerts
Structured Programs and Other

Oversight and Enforcement
Issue: How can regulatory oversight and enforcement activities
improve safe and stable operations?
Guiding Principles:
Coordination between stakeholder regulators
Shared roles (EPA, USCG, DOT PHMSA, NOAA-NMFS, etc.)
Articulate enforcement doctrine, agency liaisons, established MOAs/MOUs,

define roles at different levels.

Streamline processes between regulators & those we regulate
Develop effective enforcement strategy to address high-risk operations
and infrastructure
Immediately report evidence of anomalies discovered during assessments
Better management, use and access to enforcement data and flow of
enforcement data to other parts of BSEE and regulatory partners,
Dedicate efforts to alternative oversight (e.g., UAVs) and enforcement
tools and evaluate opportunities to enhance operator performance
Assess compliance and enforcement efforts to improve BSEE oversight
and Industry compliance
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PLANS OF OPERATION

“To promote safety, protect the
environment and conserve resources
offshore through vigorous regulatory
oversight and enforcement.”

Types of Plans and Industry Interface
Exploration and Development Plans
Revisions to Plans

Annual Plan of Operation Meetings
Oil Spill Response Plan
Unannounced Drills

Deep Water Operations Plan
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Other

Deepwater Operations Plan (DWOP)
30 CFR 250.286 – 295
DWOP needs to be submitted for:
Development projects using nonconventional
completion or production technology, regardless of
water depth (250.287)
DWOP needs to include:
Information on the new technology (250.292(n))
Alternate compliance procedures and departure list
(250.292(o))
For drilling of exploration or development wels, a
Conceptual Plan (C DWOP) approval is required.
During past 18 years, nearly 1300 DWOPs have been
approved for 410 individual projects in the Gulf of Mexico.
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New Technology Review & Approval
New Idea or Defined Need
(Operators and/or manufacturers)

BSEE

Approval to
develop
standard / form
committee

Application to
BSEE

Research /
Internal
Discussions

New Technology
Implementation

Research /
committee
discussions /
committee
debate

Ballot for
industry
consensus

Conditions of
Approval

Draft Standard

New Technology
Policy
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Standards
Development
Organization

Standard(s)

Regulations

Inspections & Investigations

“To promote safety, protect the
environment and conserve resources
offshore through vigorous regulatory
oversight and enforcement.”

Inspections and Enforcement
Inspecting Offshore Facilities and Enforcing Federal Regulations

The OCS Lands Act requires BSEE to provide for both
an annual scheduled inspection and a periodic
unscheduled (unannounced) inspection of all oil and
gas operations on the Outer Continental Shelf (OCS).
An annual inspection examines all safety equipment designed
to prevent blowouts, fires, spills, or other major accidents.
Bureau inspectors perform these inspections using a national
checklist called the Potential Incident of Noncompliance
(PINC) List.
The PINC list is a compilation of yes/no questions derived from
our safety and environmental regulations and requirements.
BSEE uses various enforcement tools to encourage
compliance, including INCS, PIPs and Civil Penalties.
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Inspections
Staffed with ~150 highly trained inspectors
Nearly 3500 offshore fixed & floating facilities
Nearly 20,000 miles of offshore pipeline
Also perform inspections for USCG & US DOT

365 day/year oversight
Primarily by helicopter

Announced and unannounced Inspections
Annual and spot-check

Looking for Alternatives to Current Practices
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Inspections (cont.)
Can BSEE use RTM to supplement and
enhance our existing Inspection Program?
The idea is to reduce BSEE’s offshore travel and time
while still meeting BSEE’s statutory requirement for
annual facility inspections.
Types of “RTM” Inspections: BOP Function tests, Sales Meter
Proving, and Fixed Structure Assessment, Mooring & Pipelines.
Equipment: Satellites, autonomous unmanned vehicles (aerial
and/or underwater), A/V feeds, fixed remote sensing.

Who is responsible for installation, operation, and
maintenance?
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Who will monitor? BSEE? 3rd-Party? More later …

Incident Investigations
Offshore operators are required by law (30 CFR 250.188) to
immediately notify BSEE of the following types of incidents:
Fatalities, loss of well control, fires and explosions;
injuries that require evacuation of the injured person;
collisions that result damage of $25K or more;
damage to an OCS facility and/or safety systems equipment; and
Incidents involving crane (lifting) operations damage.

As part of incident investigations, BSEE:
Performs interviews, collects evidence and issues report(s) of findings.
Coordinates with Fed & state Regulators, Industry and 3rd-party participants.

Investigation Types: BSEE OIR, District Inv. (2010), Individual and Panel
investigations, IRU, QC-FIT Evaluation

Purpose:
Determine Cause of Incident
Convey Incident and Findings (e.g., Safety Alert)
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Evaluate “Fitness for Service” capabilities of equipment
Identify gaps in industry practices/standards and/or federal regulations
Provide guidance to prevent or minimize the chance of recurrence

Incident Investigations (cont.)
Guiding principles:
Consistent national policies and procedures
Staffed with dedicated and trained investigators
Investigators, inspectors, and engineers are trained properly
as first responders

Investigations should be sufficiently detailed to inform
leading and lagging indicators to improve safety
Events stemming from all incidents are captured as data
points as part of an investigation
Investigators gather and analyze facts and document
conclusions and human factors

Bring in expertise, when and where needed
Provide analysis and follow up capabilities to provide
feedback into all aspects of our oversight capabilities
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Newer Structured Safety Programs
(Post Macondo)

Safety & Environmental Management System
SEMS: Based on API RP 75
API Recommended Practice for Development of a Safety and
Environmental Management Program for Offshore Operations and
Facilities

2009 Introduced as Federal Program NPRM
2010 Deepwater Horizon Incident
President directs DOI to recommend safety improvements
2010 Oct: DOI publishes SEMS I regulation
Adopted RP 75 framework

2011 Sept: SEMS II NPRM issued
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2013 April: SEMS II Final Rule issued

SEMS (cont.)
Four principal SEMS objectives
focus attention on the influences that human
error and poor organization have on accidents;
continuous improvement in the offshore
industry's safety and environmental records;
encourage the use of performance-based
operating practices; and
collaborate with industry in efforts that
promote the public interests of offshore worker
safety and environmental protection.
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Best Available & Safest Technology (BAST)
BAST Requirement (OCSLA Amendments of 1978)
“… the Secretary (of the Interior) and the Secretary of the
Department in which the Coast Guard is operating shall
require, on all new drilling and production operations and
wherever practicable on existing operations, the use of the
best available and safest technologies which the Secretary
determines to be economically feasible, wherever failure of
equipment would have a significant effect on safety,
health, or the environment, except where the Secretary
determines that the incremental benefits are clearly insufficient
to justify the incremental costs of utilizing such technologies.”
BAST has been historically implemented through regulations,
standards and research since inception into OCSLA
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BSEE BAST Section formed in FY2013

BAST Triggers
Incident Investigation
OEM break-through
Near Miss Reporting System (under development)
Technical Forums and Meetings
R&D (TAP) Findings and Recommendations
Other External Sources
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Draft BAST Determination Process Roll-out
Screening:
Review the need for BAST,
Develop the BAST performance objective,
Perform feasibility analysis
Issue public notice.

Assessment:
Perform full assessment of candidate BAST
May involve qualified third party entities, industry, accredited
laboratories, stakeholders, etc.

Determination:
Perform full economic analysis (e.g., benefit/cost).
If found to meet the BAST Performance Criteria, BSEE will require its
use on all OCS fit-for-service applications or the use of equipment with
equivalent performance levels, in accordance with 30 CFR 250.141.
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Direction in Risk Management

“To promote safety, protect the
environment and conserve resources
offshore through vigorous regulatory
oversight and enforcement.”

Drivers for Risk Informed Decision Making

Geologic
Uncertainty
• Tight Windows
• Sub-salt Threats
• Temp (400°F+)
• Press 30K psi+

Data Gaps
• Near Miss
• Leading/Lagging
• Failure reporting
• Standards

BAST - New
Technology

Human
Behavior
(SEMS)

• Well Control
• LCM
• RTM
• HPHT

32

• Process safety
• Competency
• Contractors

Environmental
Concerns

Regulatory
Initiatives

• Deepwater
• Arctic
• Public Interests

• Safety
• Political
concerns

Real Time Monitoring

Camera

GPS

Emmissions

Discharge
Structural
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Alarm

Real Time Monitoring (cont.)
Allows for remote participation
in well and operations planning
and monitoring
R&D Studies
BSEE Project
#707- RTM
completed 2014
NAS RTM study
2015
DeepStar JIP
(2016)
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BOP Risk Monitoring System
Color coded Output:
Green = Low Risk: No Failures; redundancy
>/= minimum Regulatory requirements.

Yellow = Mod Risk: Component has failed,
but redundancy is >/= minimum Regulatory requirements.

Orange = High Risk: BOP operating with a
single point of failure (barrier) on a critical function; suspend drilling operations and
complete a manual risk assessment.
Stop - Evaluate - Decide - Record - Communicate – Agree

Red = Unacceptable Risk: Critical functions cannot be operated; the
BOP is under minimum requirements. The BOP must be pulled and repaired prior to
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continuing.

Failure (and near-miss) Reporting
How can a failure reporting system can be used to
minimize safety & environmental risk for “Critical
Equipment”
Need good, real and consistent data

Experiences of other Regulators with these systems
A failure reporting system should allow for
Anonymous entry into data base
Analysis/knowledge sharing
Feedback to regulatory bodies, industry & OEM
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Engineering Technical Assessment Center
Established in FY2013 to keep up with an increasingly
complex industry.
Located in Houston (boots on the ground).
Receives program oversight through Governance
Board of Regional Directors & Headquarters Chief.
Support existing functions by providing real-time faceto-face communications with Industry.
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BSEE Website: www.bsee.gov
@BSEEgov
BSEEgov
Bureau of Safety and
Environmental Enforcement
“To promote safety, protect the
environment and conserve
resources offshore through vigorous
regulatory oversight and
enforcement.”

