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NRC Objective @ USNRC

United States Nuclear Regulatory Commission
Protecting People and the Environment

* |In 2013/14 the NRC, in cooperation with TRTR,
surveyed licensees to determine the extent of
digital technology and potential cyber security
risks at NPRs

 The survey determined that cyber security is not
currently a risk, but that it could become one in the
future

* |t was decided that providing recommendations on
effective practices to help guide future migration
onto digital platforms could ensure that adequate
cyber security is maintained e -
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. . 'USNRC
Effective Practices et

* To that end the NRC has developed an
“Effective Practices” document that offers a
wide range of suggestions regarding
conversion to and adoption of digital
technologies for reactor operation and
safety in a manner that preserves cyber
security
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NRC Document FUSNRC

Protecting People and the Environment

« Written in plain English

« Lots of illustrations

« Effective practices accompany explanations of their justification
« Possible approaches offered as suggestions

« TRTR engagement
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. L USNRG
Executive Summary e

This document provides a consolidation of the
effective practices identified among the NPR
licensees and also provides guidance for the
future to ensure that NPR licensees understand
the cyber security issues and consequences (and
how to remain cyber-secure) as they migrate
onto modern digital platforms and integrate more
digital assets into their operations.
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Effective Practices s e G

Protecting People and the Environment

« These effective practices come from observations made at some of
the NPR sites surveyed as well as from IT* and Industrial
Automation standards and practices for establishing and
maintaining adequate cyber security

« The effective practices range from simple suggestions (such as
using different colored Ethernet cables and connectors to identify
LAN segments that contain sensitive assets) to highly technical
ones such as using VLAN technology

Office
Automation
LAM

Reactor LAN

s
- *NIST SP 800-53, ISA SP-100 and ISO 27001 ;
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Critical Digital Assets ~ =.1>NRCE

Pmtectmg People and tbe Emnmnmmt

Digital systems and devices that are used to perform or
support the functions listed below (a.k.a. - “critical digital
assets” or “CDAs”) need adequate protection against cyber
attacks and malicious manipulation

Functions/Activities of Concern
Physical security of the NPR facility
Detection of unsafe/unauthorized conditions
Personnel access monitoring and control
Reactor safety
Reactor operational control
Emergency response/communications
Storage and protection of SGI

)
Accurate inventory/location of nuclear materials } '
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Physical Security

FLUSNRC

United States Nuclear Regulatory Commission
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Cyber security requires adequate physical security
* Physical security is enhanced by digital systems
* Those systems need adequate cyber security
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My work here is done.
Your critical cyber assets
are now totally safe
within animpenetrable
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Security Systems

FUSNRC

United States Nuclear Regulatory Commission

Protecting People and the Environment

Access control and Physical intrusion detection and alarm
systems offer a potential cyber target. Several effective
practices are offered in regards to their protection
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Security Systems (cont’d) Sh2NEE

Protecting People and the Environment

Video surveillance systems are also important for physical
security and for incident response personnel. There are ways
to protect such systems against cyberattack

Video cameras

iz site could be used to attack/send
sl C & NPR site if its owm

MPR Site oc3 er security iz insdequsate
., =_m—_——_—_—_—_—_—_—_——————-;

Local Monitoring Station
(Primary]

JA




Facility Architecture R USNRC

Protecting People and the Environment

The survey of NPR facilities revealed many similarities and
some critical differences in the way in which NPR facilities are
connected to, and protected from, the outside world. Some
ways are more cyber effective than others.

NPR Facility University WAN The Internet

CDAslthat might not be isolated

! ) Legitimate entity Threat actor
[ ] Access control ====="" ossible — ” |
Legitimate entit
a]w]/ 9 y

RN

Threat actor

Intrusion detection ==--i

f Video surveillance —---

NPR facility

SN . Firewall (if a 1
| |Reactor operation  § e g | g .

— Compromised legitimate entities
m Reactor safety Office PCs/Servers

( J \ )

||
Isolated CDAS Semi-isolated non-critical

- digital assets
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Interconnectivity X USNRC

Pmtectmg People and the Enwmnmmt

Most of the surveyed licensees want to provide
information flow, in real time, to external remote users.
There are ways to do this in a cyber secure manner.
Possible approaches for achieving this in a cyber secure
manner are described in the document

Systems/devices
containing reactor A “DMZ” is created via a Remote users

information pair of rl':' Lters -@
] 1
|
Computer 5/W
. ; |
-+ collecting data from —

A I
all sources Lm:al users

Users only access

Reactor data is written REbEMS to obtain

into the RABMS recent reactor data

Must be within the physical @ -
security of the RTR facility
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- - FUSNRC
Administration FKUSNRC

Protecting People and the Environment

Many NPR sites depend on University IT and vendors to
provide remote technical support and system administration.
There are cyber secure and cyber insecure ways to
Implement this capability.

External to NPR Facility - WITHIN the NPR Facility
Vendor
-Telnet 'TEInEt
*SSH Commonlyusedremote *SSH
s HTTP/HTTPS ' access protocols — Lcn:al ‘console’ port *HTTP/HTTPS
*SNMP
— i

*SNMP Facilit
. F:ewaTl ].‘.ﬂa CDA
- LAN
=" - University {4 oepon
network

h-.
Adversary Adversary

- University IT

MPR Facility LAN

CDA must be configured to
supportthe remote access
protocols

Firewall rules must permit
‘ transitof remote access
protocols




Portable Media

Portable media ”

=™ f e )
a[e]/]] Access control
BRRRARN Intrusion detection
iilllll

f Video surveillance

Office LAN

RTR facility
firewall

.. |Reactor operation

RTR Facility

Reactor safety Ofﬂce PCSFServers

' Portable devices/PCs

FUSNRC

United States Nuclear Regulatory Commission
Protecting People and the Environment

Portable computer
readable media and
portable computer
devices continue to be
a major attack vector
for delivery of malware
but there are effective
practices that can
reduce the threat posed
by these devices

< 7%
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Digital I&C T USNRG

Protecting People and the Environment

Digital instrumentation and control systems can be applied in
a manner that retains the required safety and security of the
NPR. This topic is extensively discussed in chapters 10 & 11

Digital or
conventional
analog panel meter

1200Hz 2400 Hz

 HARTprocol 0
® W o | Analog | CONtroller with
.' 4 mA to 20 mA currentflow < y/4e Input| Analog input
| representing one signal > Card hardware
A W @me power AC signal
imposed on
One local value can HART calibrators can access currentloop
be assigned to be ALL of the data elements, and does not
presented_usmgthe be used to modify those disrupt the
analog signaiing associated with  instrument analog signal

span and calibration




Digital I1&C (cont’d) R LUSNRG

Protecting People and the Environment

Digital instrumentation and control systems create
opportunities for cyber tampering and manipulation but
there are effective practices that greatly reduce the
potential cyber vulnerabilities

Laptop with bus interface
Hand-held configuration module and configuration May allow
. tools can be used to software canchange USB
Windows XP local HMI modify parametersand settings if connected to load/dump of
—_— settings ininstruments the bus configuration
PCwith COTS K - e €
configuration software can — |
be usedtoalter the ‘\\ |
display functionality \|
including alarms and k|
manual control functions H‘/
I
i Foundation Fieldbus H1 i
Serial | “or Profibus Non-Ethernet/IP LANij_
i T R e e ettt o ]
Modbus | i i i Isolated LAN i i
RTU ! i i i segment i i

Change
configuration of the
PLC using portable

i
——
—

medigandCoTs | 77
configuration tools
N = PLC with :
Distributed /O Smarttransmitters
N T gfggﬁétaw Smart control
N B )
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Wireless LANSs K USNRC

Pmtectmg People and tbe Emumnmmt

Some NPRs use wireless Ethernet (WiFi) within their facility
and wireless LANs can be implemented on a manner that
provides strong cyber security. But this requires an
understanding of the security trade-offs. There are effective
practices for use of WLANS in a cyber secure manner

| Disabled

WPA-PSK [no server)
128bit WEP
E4bit WEP

WPA (with Radius Server)

Router authenticates Yy 4
. . . Router security setting
clientsusingsingle 1 | .~ 7 7T F s 5 | e >
shared key
WPA-PSK
Wireless clients

Shared key entered into aII WLAN
participants and the router

RADIUS server
centrally authenticates all wireless
clients using individual keys

WPA
Enterprise




Wireless Instrumentation £ USNRC

Protecting People and the Environment

Digital instrumentation
today includes wireless
variations that offer
convenience, flexibility and
lower cost of installation.
But they also suffer from
limitations that need to be
understood. Effective
application of such devices
Is discussed




Digital Replacements "2 USNRC

Pmtectmg Peaple tmd tbe Emnmnment

Many licensees have begun replacing control panel devices
with digital replacements. These come with capabilities that
can be cyber exploited. But there are effective practices that
make it
possible to
T perform such
E?ﬁernét MODElinL‘J]grrcp rep| acements

Eight contact outputs
Frogrammable trip-points

Configurable plot scaling W|thout

USE Bulk memory storage

Menu-based configuration C re at| n g a

Analog instrument Digital Equivalent

Chart recorder Attributes Trend recorder Alttributes

Eight 4-20 mA
inputs :

Adjustable scale |
and zero offset e
{"trim pots’)

Attributes PID controller Attributes :
cyber security
4-20 mA input 4-20 mA input iy
4-20 mA output 4-20 mA output V u I n e ra b | I |ty
FID only HART communications
Local (manual dial) Configurable for P, PI PID
setpoint

error-squared orR+B g
Local ('trim-pots’) Remote setpoint via HART

loop tuning Remote loop tuning via ’ '
HART




Upgrade/Replacements "&£ USNRC

Pmtectmg People and tbe Emumnmmt

There are possible ways to integrate digital technology into
both reactor operations and reactor safety without reducing
the existing level of reliability and availability. Effective

Contact to hard- praCt|CeS for
wired SCRAM logic Digital indicator dOing SO are
Analog input module dlscussed Wlth
" for computer system S Om e Of th e

4(}5 4 — 20 mA current loop —:L é pOSSIb'G WayS |n
| which this can

Loop power supply . o .
[ ) | be achieved

Reactor measurement
analog transmitter

Digital !!
annunclatu-r g . E -
panel

Input limit
alarm relay

Trip adjustment

Optional contact
outputs triggered
by user-configured
parameter value
settings

Digital trend
recorder



Upgrade/Replacements (cont’ d)ﬁgéyﬁp

Protecting People and the Environment

Many licensees have asked about replacing the hard-wired
(mercury-wetted relay based) reactor safety systems with a
modern digital device. Effective practices and possible

approaches that
Water Level e T ~ 5{‘1 g:::lur?ql ReFa_uinthe harq-wired mig ht prOVide

HV Pawer supply i & ability to override the
—_— Ll -
Feactor power leve Reactor SCRAM logic in T PLCs and force a SCRAM a d eq u ate
. * relay ladder-diagram form “T"
Conductivity SR1 . . i
oo v reliability and

Canzale key \iendor A PLC _:z .
——_— cyber security
Core temperature ] — n .
e 1 LR wacsmre: ANE dISCUSSEd 1N
R a
HY Power su Pely ReactQSCRAM logicin -Z: the dOCU ment
Reactor power level rela Yl dder-dia agra am form J— ‘OR’ the SCRAM
Conductivi ity
Radiation level SR2 GUtPUt;irCc;m ot
_Comlek " vendar B PLC Rod . -
* magne ‘
Dual-wire sensor Both PLCs running the same powsy

supply
inputs to both PLCs SCRAM logic
Fa{:lllt',.r AC pawer
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Basic Criteria HUSNRC
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* In general terms the most important consideration and
effective practice, from a cyber security perspective, when
applying ANY digital/computer technology is to ensure that a
malfunction (accidental or malicious) of that technology (all
or part) cannot prevent/block the reactor safety system (or
operator) from performing a SCRAM.

 The second most important consideration is to ensure that
reactor operators have a diverse means of seeing the
current values of essential reactor operating parameters so
that a malfunction (accidental or malicious) in any digital
device/subsystem cannot ‘blind’ the reactor operator to the
true value of any of those reactor operating/safety
parameters. e -
N
d
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Current Reality X USNRC

Protecting People and the Environment

The NRC recognizes that NPR facilities currently face a
transition point - most are attempting to maintain their
operations using non-digital and increasingly obsolete
computer technologies with the spare parts needed to
support them either no longer available or becoming
scarce. In order to maintain their operations into the
future, most NPR licensees will need to adopt
commercially available digital instrumentation and control
(DI&C) and computer-based automation technologies.
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{USNRC
Current Reality (cont'd) et

Beyond merely maintaining their
operations, many licensees have indicated
that they could enhance their research
activities and improve operational efficiency
by the judicious application of available
digital technologies.
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Future Trends K USNRC
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Looking at just the reactor systems possible
digital enhancements could include:

« “Smart” instrumentation and instrumentation LANs
« Digital signal processing technologies

« Relational database information storage
 PLC and PAC microprocessor controllers

« User-configurable operational displays

« Commercial SCADA/HMI software

« Web-based informational/operational displays
« Smart alarming/alarm management

« Equipment condition monitoring

» Biometric authentication (operator)

« Automated reactor diagnostics

« Autonomous regulatory control e -

« Mathematical models and model-based control‘ 7 '




83 Effective Practices R USNRC

Protecting People and the Environment

EP#43 — Where remole (cross-network) access is allowed for administrative
and/or maintenance support of CDAs, because of the need fo allow for
firewall rules to pass such ftraffic, an effective cyber security practice would
be to install a network intrusion detection system (NIDS) on the NPR facility
LAN in order to inspect all message traffic entering and exiting in order fo
identify malicious, suspicious, unauthonzed and questionable messages
and provide a nofification to appropriate NFPR administrative personnel.

The document specifically includes 83 effective practices
ranging from simple procedural changes all the way up to
possible IT cyber security practices that would be most

effective.

EP#60 — An effective cyber security practice is fo never connect portable
digital devices to CDAs via USB without first running an AV scan on their file
system (possibly by connecting them to a separate computer designated and
configured for this purpose.)
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Summary ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Protecting People and the Environment

The overall purpose of this effective
practices document is to provide NPR
licensees with information about how to
utilize digital I&C technologies and modern
computer and networking technologies in a
manner that provides adequate cyber
security protections and mitigates the risks
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Summary (cont'd) e

These effective practices are directly
applicable to:

Reactor safety
Reactor operational systems
Physical security support systems
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