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Global Nuclear Fuel-Americas (GNF-A) appreciates the opportunity to comment on NRC's Fuel 
Cycle Facility Cyber Security Draft Regulatory Basis published in the Federal Register on 
September 4, 2015. 

The fuel cycle industry has recognized the need for cyber security and voluntary cyber security 
control actions that have been and continue to be implemented for a variety of reasons including 
safety, compliance, business continuity, and the protection of company sensitive or classified 
information. However, as a Category Ill fuel fabrication facility, we are concerned that several of 
the proposed changes are overly broad, difficult to implement and may have a significant impact on 
GNF-A operations without a clear performance objective, demonstrated need, or security concern. 

Attached are GNF-A's general and specific comments to NRC's Draft Regulatory Basis that we 
trust the NRC will find useful and informative. 

Please contact me on (91 0) 819-5950 if you have any questions or would like to discuss this 
important topic further. 

Sincerely, 

i-i:!~ 
Facility Licensing · 

Attachment: 1. GNF-A Comments 

Commitments: None 

Cc: T.D. Naquin, NRC NMSS, Washington, DC 
M. Crespo, NRC Rll , Atlanta, GA 
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General GNF-A Comments 

  

Performance Objective Needed 

 The NRC draft regulatory basis document for fuel cycle facilities contains no performance 
objective.  

Without a performance objective that is specifically tailored to the types of vulnerabilities that 
might be faced by a class of licensees, it is extremely difficult, if not impossible, for licensees to 
identify the digital assets that should be protected or to ensure appropriate protective measures 
are in place.  In the absence of a clear performance objective, an overly broad approach that 
does not consider vulnerabilities and consequences does not appear to be the most effective 
and efficient solution or use of our mutual resources.  The industry, in earlier discussions with 
the staff and in written comments, suggested consequences of concern to establish such 
performance objectives that would more clearly identify for each licensee those components 
and systems that need to be afforded protection and the appropriate level of protection. 

 In many places, (pages 3-8, 3-9, 3-10, 4-2, 4-3, 4-4, 4-5, 4-6, etc.) the NRC draft regulatory 
basis document refers to a potential consequence of concern from a cyber attack as loss of 
functionality (i.e. requiring protection of the digital asset itself rather than prevention or 
mitigation of a defined consequence). A lesson learned from the power reactor cyber security 
rule is to use a clearly defined concern based on a defined performance standard or objective 
(i.e. preventing radiological sabotage that could cause significant core damage or affecting safe 
shutdown margin) rather than focusing on solely protecting the digital asset from compromise. 

Due to a variety of additional safety controls or the availability of alternate methods, loss of 
functionality of a digital asset needed for compliance does not automatically cause a 
consequence of concern. In most cases, loss of functionality is only a limiting condition of 
operation and safe shutdown or augmented compensatory action can be immediately taken. 

 Determining the consequences of concern is absolutely necessary to risk-inform which digital 
assets require protection from a cyber attack.  We acknowledge that there has been some effort 
to provide further definition in this area; however, we continue to believe that further details are 
needed prior to issuance and implementation of new requirements.  The NRC staff 
questionnaire and site visits considered the status of licensees’ cyber security systems and 
practices, but did not consider the analysis of the impact or result of a cyber attack on each 
licensee’s operational safety or security.  One critical step in the assessment of the regulatory 
need is to assess the risk to safe and secure operations as a result of credible cyber threats.  
The industry supports this element as a prerequisite to regulatory action in order to inform the 
scope and degree of necessary actions to assure safety. We encourage the staff to allow each 
licensee to perform vulnerability and consequence analyses that could directly risk inform a 
digital asset screening process. 

 

Focus on Operational Equipment – Not Information Assets 

 The scope of the implementation should be limited to operational equipment rather than 
information assets.  The draft regulatory basis includes the protection of “information processing 
systems” (e.g., MC&A databases), “support system and/or digital assets associated with 
SSEPMCA functions” and “communication systems”.  This imposes on fuel cycle facilities a 
level of protection exceeding existing security requirements and those addressing the threat of 
cyber attack.  For example, it needs to be better stated why a cyber attack on material control 
and accounting (MC&A) functions would be subject to additional cyber protection, as each 
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licensee must have a physical protection plan that is independent of the MC&A plan to assure 
diversion of SNM is highly unlikely.  In addition, a compromise affecting the functionality of a 
“support system” or “communication system” does not create a consequence of concern where 
safe shutdown or compensatory actions can be immediately taken. 

 
Specific GNF-A Comments 
 
1) Section 2.1.5, page 2-3. Second paragraph .…”the (NRC) working group determined that 

guidance used during development of the power reactor cyber security requirements, 
specifically NIST Special Publication 800-53…was appropriate for evaluating cyber security 
for fuel cycle facilities”.  Similar statement in Section 4.3, page 4-4, second 
paragraph….”The proposed rulemaking will consider using nationally recognized and 
consensus standards (e.g. NIST SP 800-53, Rev 4) when addressing the protection of 
SSEPMCA functions.” 

 
In SECY-12-0088, NRC recognized that “there are a wide variety of potential vulnerabilities 
and consequences resulting from a cyber attack and that “not all FCFs are the same and 
that not all digital assets will require the same level of protection.”  In contrast, the staff’s 
proposed use of a single NIST document appears to utilize a generic, one-size-fits-all 
approach that will result in an overly-broad application of cyber security controls that is not 
informed by the actual operational risks or consequences from a cyber attack.  NIST 800-53 
was specifically designed for Security and Privacy Controls for Federal Information Systems 
and Organizations and it may be possible to apply some of these concepts to other types of 
systems and facilities. However, imposing this framework on all fuel cycle facilities without 
an actual evaluation of facility vulnerabilities and risk profile is impractical.  
 
Other cyber security guidance documents may be more appropriate for FCF facilities  than 
NIST 800-53 (i.e. NIST SP 800-82 “Industrial Control System Security”, ISO/IEC 27001 
“International Organization for Standardization (ISO) Information Technology Security 
Techniques”, ISO/IEC 21827 “System Security Engineering Capability” and ISA/IEC-62443 
(formerly ANSI/ISA-99), “Procedures for Implementing Electronically Secure Industrial 
Automation and Control Systems (IACS)”  

 
 

2) Section 3.3, page 3-7, second paragraph…. “the voluntary actions are not based on formal 
standards (e.g. NIST standards) and have been implemented in a manner that results in an 
ad hoc approach to the application of cyber security controls.” 

 
Contrary to the above statement in the draft regulatory basis, the fuel cycle industry used a 
variety of formal standards including ISA/IEC standards, ISO based corporate policies, DOE 
orders or CNSS instructions to implement the voluntary cyber security initiatives.   

 
 

3) Section 4.3, page 4-3, first full paragraph…”in considering digital assets associated with 
safety, a licensee may utilize its ISA. However, the scope of the digital assets that may 
require…protection could extend beyond those identified with the aid of the ISA. Additional 
analysis may be needed to identify digital assets associated with operational and process 
safety functions that, if compromised by a malicious act, could immediately cause a safety 
consequence of concern” 

 
Because current NRC approved ISA methodologies do not require consideration of 
malicious acts, these “additional analyses” will likely cause an ISA type review and create a 
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significant licensee impact. Even if these additional analyses are kept separate from the 
existing facility ISA, licensees could conceivably be required to maintain two separate  
inspectable records (the current facility ISA and a new digital asset ISA considering 
malicious acts). 

 
 

4) Section 8.6, page 8-4, first paragraph…”The NRC concludes that the costs associated with 
a cyber-security rulemaking will be offset by preventing cyber attacks…” 

 
This is an extremely weak cost justification implying that whatever the cyber rulemaking 
licensee cost, the safety and compliance benefits are worth it. First, there are no obvious 
safety or compliance benefits with protecting the functionality of certain SSEPMCA digital 
assets. Second, there is no justification that a cyber security program is…”necessary to 
ensure FCF licensees provide adequate protection to the health and safety of the public and 
are in accord with the common defense and security”.  
 
 
 

 
 


