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Subject: Transmittal of Comments on Draft Regulatory Basis Document for Cyber Security Rulemaking 
at Fuel Cycle Facilities (FCF) (80 FR 53478) [Docket NRC-2015-0179] 

Dear Secretary, 

Westinghouse Electric Company LLC (Westinghouse) appreciates the opportunity to comment on the 
Nuclear Regulatory Commission's (NRC's) draft Regulatory Basis document for the Cyber Security 
Rulemaking at Fuel Cycle Facilities (FCF).1 Westinghouse is also appreciative of the recent Headquarters 
and Region II informational visit to the Columbia Fuel Fabrication Facility (CFFF) on September 8-10, 
2015. During the site visit, Westinghouse had the opportunity to explain and show the staff our existing 
cyber security program, which is continuing to evolve and mature. Westinghouse is eager to receive the 
conclusions of the visit in the requested trip report. 

Westinghouse has two overarching concerns with the draft Regulatory Basis document. 

Broad Scoping Language 
First, the scope of digital assets that would be subject to NRC cyber security requirements is unclear. 
Westinghouse has concerns with the NRC's approach to use broad language in the rule (similar to the 
existing language in 1OCFR73 .54 for power reactors), with the specific criteria for consequences of 
concern in regulatory guidance. Additionally, the recently issued Part 73 Regulatory Basis Document 
states that "the new structure places the requirements in regulation rather than partially addressing these 
areas in regulatory guidance. This approach is consistent with NRC 's policy that regulatory guides 
should, in part, describe acceptable ways to meet the regulations and should not impose requirements 
beyond those in the regulations."2 In contrast, the cyber security draft Regulatory Basis also in Part 73 
regulations does not provide an appropriate level of detail to understand the consequences of concern by 
facility type. Instead, the consequences are defined in general terms with the intent of clarifying the 
details in regulatory guidance. Without providing this level of detail, it is difficult for Westinghouse to 
accurately assess the impact of proposed NRC cyber security requirements. We believe proper 
specification of the consequences of concern in the rule could address these scope concerns. 

Westinghouse understands that the staff has identified a regulatory gap. We believe the staff should tie 
each proposed requirement to the identified gap and describe how the requirement contributes to closing 
the gap. As written, the draft Regulatory Basis applies to the full range of FCFs and mixes the bases for 
the various categories of licensees together. The resulting conclusion that regulatory action is needed for 
each category of licensee may not be valid when each is looked at separately. Additionally, the draft 
Regulatory Basis focuses in many areas on preventing a cyber attack or protecting digital assets rather 
than preventing a consequence of concern to public health and safety or common defense and security. 

1 80 FR 53478 
2 Regulatory Basis Document for Rulemal<ing for Enhanced Security of Special Nuclear Material, page 35 
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It is Westinghouse's view that the draft Regulatory Basis goes significantly beyond what is necessary to 
meet the intent of the Commission's direction, namely, to prevent consequences of concern.3 

Specifically, the staff is focused on preventing degradation of''junctions" as opposed to preventing events 
with clear performance objectives. This approach will dramatically and unnecessarily increase the scope 
and cost of implementation of any Rule that is derived from a regulatory basis similar to this draft. 
Westinghouse believes in a risk-informed and consequence-based approach to Rulemaking that is 
"commensurate with the inherent nuclear safety and security risks associated with the different types of 
licensees andfacilities"4 and based on the "specific operational characteristics and potential 
consequences" of FCF licensees. 5 

Policy Issues 
The second concern is that, as written, the draft Regulatory Basis introduces Policy issues which are 
discussed only superficially. For example, the draft Regulatory Basis identifies that "[t] he ISA is not 
required to consider malicious actors. "6 It is unclear how a Category III facility, such as the CFFF, 
should assess a malevolent actor. Also, the staff does not make a case as to why protections against cyber 
sabotage are needed, despite no requirement for physical sabotage protections at a Category III FCF. 

Based on the draft Regulatory Basis, cyber security for Category III FCFs appears to have a special 
emphasis as compared to physical security requirements. In the recently issued Part 73 Regulatory Basis 
Document, NRC reassessed the physical security requirements for Special Nuclear Material (SNM). This 
approach developed protection strategies that are informed by current threat intelligence and the material 
attractiveness of the SNM. This document concluded that no increase in physical protection was needed 
for facilities with Category III SNM, enriched to less than 10 weight percent U-235. NRC also 
determined that there is no increased sabotage risk for these facilities and that no additional protection 
was needed to manage the risk of an insider threat. 7 In contrast, it is not clear how the cyber security draft 
Regulatory Basis considers these risk insights and in fact actually applies more cyber security protections 
to SNM than currently exist for physical protection. 

Specific comments supporting these concerns are enclosed in Attachment 1 of this letter. Westinghouse 
also endorses the detailed comments that the Nuclear Energy Institute (NE!) provided on behalf of its FCF 
members. We are eager to see the proposed resolution of these and other comments received on the draft 
Regulatory Basis. Resolution of the comments and their availability to the public and/or licensees is a 
critical interaction between the stakeholders and NRC. 

Should you have any questions or require additional information, please feel free to contact me at 
803- 647-3338 or at parrnb@westinghousc.com. 

Sincerely, 

Nancy Blair Parr, Manager 
Licensing 

3 
SRM-SECY-14-0147 

4 Draft Regulatory Basis Document for Rulemaking for Cyber Security at Fuel Cycle Faci lities, page 2-2 
5 Draft Regulatory Basis Document for Rulemaking for Cyber Security at Fuel Cycle Facilities, page 4-2 
6 Draft Regulatory Basis Document for Rulemaking for Cyber Security at Fuel Cycle Facilities, page 2-7 
7 Regulatory Basis Document for Rulemaking for Enhanced Security of Special Nuclear Material 
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Enclosures: 
Attachment 1: Westinghouse Comments on the Draft Regulatory Basis 
Attachment 2: Westinghouse Comments on the Costs of Cyber Security Rulemaking 
Attachment 3: Westinghouse Comments on Cyber Security and CER 

cc: 
Ms. Catherine Haney NMSS 
Mr. Scott Moore NMSS 
Ms. Marissa Bailey NMSS/FCSE 
Mr. Brian Smith NMSS/FCSE 
Mr. Brian Holian NSIR 
Mr. James Anderson NSIR/CDS 
Mr. Christopher Ryder NMSS/FCSE/FMB 
Mr. Manuel Crespo, Region II 
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Attachment 1: Westinghouse Comments on the Draft Regulatory Basis 

Broad Definition of Cyber Attack and Identifying the Consequences of Concern 
In line with the NRC mission to ''protect people and the environment', the Cyber Security 
Rulemaking should focus on the protection against clear performance objectives and not on the 
protection of digital assets. Instead the draft Regulatory Basis focuses on preventing a cyber attack, 
using the definition: "[having] the potential to result in a direct or indirect adverse effects or 
consequences to a digital asset or system"8 rather than protecting from the consequences of a cyber 
attack. 

Westinghouse believes that the consequence of concern for the Rulemaking should start with cyber events 
that may result in a high or intermediate consequence per the performance objectives in 10 CFR 70.61. 
The consequences in 70.61 already exist in the regulation for FCFs and are well understood by the NRC 
and industry. It is unclear why new consequences need to be created specifically for this rulemaking. 
Additionally, the consequence of concern should exclude the Safeguards disciplines (Physical Security+ 
Material Control & Accounting) for a Category III facility, such as the CFFF, for reasons discussed in the 
policy section of the cover letter to this attachment. Emergency Planning should be excluded as well due 
to the FCF's ability to perform these functions, even with the compromise of a digital asset 

"Function" 
The NRC staff believes that the "cyber security initiative should address cyber attacks that could 
compromise items relied on for safety (IROFS), rendering them unavailable or unreliable to protect 
against potentially high and some intermediate consequences, both on and off-site."9 However, this 
approach does not consider potential redundant controls (e.g., multiple ID..OFS) that may be in place to 
prevent or mitigate accident consequences. The NRC staff agrees that if an "equivalent function" can be 
shown, then cyber security requirements should be not placed on the original digital asset. 10 

Westinghouse agrees with the ability to credit redundant and/or multiple ID..OFS, which is also consistent 
with the performance requirements in 10 CFR 70.61. 

Westinghouse does not believe that degraded ID..OFS should be classified as a consequence of 
concern within the scope of a cyber security rule. 

Baseline Inventory of All Digital Assets 
Westinghouse agrees that the ISA should be used to identify scenarios which can lead to high or 
intermediate consequence events and rely solely on digital assets, such as active engineered controls 
or augmented administrative controls. These are then reviewed to determine those scenarios that have 
digital asset vulnerabilities with no redundant or alternative controls. This approach uses a screening 
methodology, similar to what industry proposed in October 2013. Performing a baseline assessment 
of all digital assets on site is an unnecessary burden expected to produce little safety benefit and does 
not align with the "disciplined, graded approach to the identification of digital assets."11 

8 
Draft Regulatory Basis Document for Rulemaking for Cyber Security at Fuel Cycle Facilities, page 1-1 

9 
SECY-14-0147, Enclosure 1, page 2 

10 
SECY-14-0147, Enclosure 2, page 5 

11 
SRM-SECY-14-0147 
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Attachment 2: Westinghouse Comments on the Costs of Cyber Security Rulemaking 

Because there is variability in the scope defined for the Cyber Security Rulemaking and because 
many of the measures described in the draft Regulatory Basis are conceptual and open for 
interpretation, cost estimates are difficult to provide. However, below we outline order of magnitude 
cost estimates with supporting assumptions. 

Rulemaking Scenario 1: 
If the consequence-based risk-informed approach is used, we estimate it will cost on the order of 
$10 - $15 million through 2019. 
Assumptions: 
Consequence-based and risk-informed Rulemaking with clearly defined scope 
Close alignment with "voluntary actions" licensees are currently taking 

Rulemaking Scenario 2: 
If the scope of the Rulemaking includes all digital assets and protects their functions, we estimate it 
could double the cost and significantly increase the implementation period. 
Assumptions: 
Baseline development of all digital assets as starting point for initial assessment 
Vulnerability assessment for cyber attack 
Extensive application of NIST SP 800-53, Revision 4controls 

Given the order of magnitude cost values presented in this Attachment, Westinghouse believes that 
the imposition of new cyber security requirements must be justified through a cost benefit analysis to 
assure that there is a safety and security benefit commensurate with the risks the CFFF presents to the 
public, its employees, or the environment. 
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Attachment 3: Westinghouse Comments on Cvber Security and CER 

During the May 19th Commission Briefing on Cumulative Effects of Regulation (CER) and Risk 
Prioritization Initiatives, the key message embraced by NRC staff, industry, and other external panel 
members was that industry and NRC limited resources should be applied to the most safety 
significant activities.12 Westinghouse is in full alignment with that view, and that philosophy guided 
our feedback on Project Aim 2020 and is summarized, with emphasis on Part 70 activities, below.13 

Given the Cyber Security activities for FCFs started in 2011 with the cyber security working group, 
planned a rulemaking in 2012, visited sites in 2013, proposed orders in 201414

, and finally, started a 
rulemaking in 2015, there have been many staff resources applied to the topic of Cyber Security for 
FCFs. SRM-SECY-14-0147 directed the staff to pursue rulemaking instead of issuing Cyber Security 
Orders, with Commissioner Ostendorff noting "a sufficient basis" has not been provided to show that 
FCFs "are not currently protected in a manner sufficient to adequately protect public health and safety 
and the common defense and security."15 Considering the resources spent to date on this effort and 
Issue R-1 from the Project Aim 2020 feedback letter16

, Westinghouse encourages the staff to produce 
a more robust regulatory basis early in the rulemaking process to determine the anticipated safety 
benefit and determine if it is more or less beneficial than activities licensees are voluntarily taking. 

In addition to rulemaking activities, Westinghouse suggested the following activities, as related to the 
CFFF should be terminated because they do not have a demonstrated safety benefit: 

1. The rulemaking to clarify requirements in Part 21, Reporting of Defects and Noncompliance should 
be terminated and the resources re-assigned to review the proposed industry guidance. The 
rulemaking has little or no safety benefit as articulated in our letter, LTR-NRC-15-51, dated June 18, 
2015. To the extent that clarity is needed, NRC should instead focus on reviewing and providing 
feedback on the NEI draft guidance (NEI-14-09) that was submitted for review in August 2014. For 
facilities licensed under Part 70, this rulemaking has no safety benefit, and in fact could be 
detrimental to safety due to unintended consequences. 

2. Efforts to develop quantitative dermal and ocular exposure standards for workers should be 
terminated, as expressed in our letter LTR-RAC-15-36 dated June 30, 2015. NEI and industry 
correspondence over the past several years has amply demonstrated that this initiative yields no safety 
benefit. NRC staff has also stated there is no safety issue and therefore the staff should close this 
issue. 

3. The Part 73 rulemaking for enhanced security for Special Nuclear Material should be terminated. 
There is no sound or justifiable regulatory basis for new or modified requirements. 

4. The Part 74 rulemaking for amending material control and accounting regulations should be 
terminated. The rule language is ambiguous and there is the potential to impose significant new 
burden with little to no improvement to safety. 

12 
Transcript of May 19, 2015 Commission Briefing on Update on Cumulative Effects of Regulation and Risk 

Prioritization Initiatives 
13 

LTR-NRC-15-74, September 14, 2015, Westinghouse (Weaver) letter to NRC (Brown) 
14 

SECY-14-0147, pages 3-5, 9 
15 Commissioner Ostendorffs Notation Vote sheet for SECY-14-0147 
16 

LTR-NRC-15-74, September 14, 2015, Westinghouse (Weaver) letter to NRC (Brown) 
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5. Efforts to create an Integrated Safety Analysis Standard should be terminated. There is no value in 
creating a standard when a clear regulation and guidance already exist. 



From: Parr, Nancy B.
To: Vietti-Cook, Annette; Haney, Catherine; Bailey, Marissa; Smith, Brian; Holian, Brian; Anderson, James; Moore,

 Scott; Ryder, Christopher; Crespo, Manuel
Subject: [External_Sender] Transmittal of Westinghouse Comments on Draft Regulatory Basis Document for Cyber

 Security Rulemaking
Date: Monday, October 05, 2015 9:37:16 PM
Attachments: Cover Letter.pdf

ATT 1&2.pdf
ATT 3.pdf

Please find the attached comment letter and attachments on the Draft Regulatory Basis Document
 for the Cyber Security Rulemaking (80 FR 53478).
 
Please let me know if you have any questions or concerns.
 
With very best regards,
 
Nancy Blair Parr
Westinghouse

This e-mail may contain proprietary information of the sending organization. Any unauthorized or improper disclosure, copying,
 distribution, or use of the contents of this e-mail and attached document(s) is prohibited. The information contained in this e-mail and
 attached document(s) is intended only for the personal and private use of the recipient(s) named above. If you have received this
 communication in error, please notify the sender immediately by email and delete the original e-mail and attached document(s).
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