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Dear Secretary: 

Honeywell 

Honeywell International, Inc. ("Honeywell") is submitting these comments regarding the 
NRC' s draft regulatory basis in support of a rulemaking that would amend NRC regulations 
by adopting new cyber security requirements for certain nuclear fuel cycle facilities, 
including uranium hexafluoride conversion facilities. At the outset, Honeywell endorses and 
incorporates the comments on the proposed rulemaking submitted by the Nuclear Energy 
Institute (''NEI"). Honeywell believes that the cyber security rulemaking effort should be 
discontinued for uranium hexafluoride conversion facilities given the significant policy 
issues discussed in NEI's comments, the absence of any criticality risks or special nuclear 
material at uranium hexafluoride conversion facilities, and the existing cyber security 
programs at MTW. Our comments below are supplemental to the NEI comments and apply 
only to the extent that the NRC decides to proceed with the rulemaking for uranium 
hexafluoride conversion facilities. 

Honeywell has two principal concerns with the draft regulatory basis beyond those 
articulated in the industry comments. First, Honeywell is concerned that the draft regulatory 
basis and the supporting analyses do not appropriately account for the existing ISA at 
Honeywell's Metropolis Works plant ("MTW") or explain why the ISA cannot be used as 
the starting point for the cyber security program. Any cybersecurity rule should focus on 
identifying the outcomes of a cyber attack that are most serious and applying a risk-informed 
approach to those outcomes to identify facility components and systems that need protection. 
For consistency and efficiency, the NRC should be utilizing the existing ISA for that purpose 
to the maximum extent possible. It makes little sense to "start from scratch" in risk
informing cyber security protections when existing tools can be used to achieve the same 
objective more quickly and at less cost. 
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Second, the draft regulatory basis does not provide an adequate justification for imposing 
stringent new, stand-alone cyber security requirements on MTW given the unique hazards 
at a uranium hexafluoride conversion facility. The draft regulatory basis is focused primarily 
on risks - criticality, loss/diversion of special nuclear material, and radiological sabotage 
at facilities subject to the design basis threat rule - that do not exist at uranium hexafluoride 
conversion facilities. Rather than impose a one-size-fits-all approach for all fuel cycle 
facilities, the more efficient path would be to impose facility type-specific conditions, 
tailored to address the security posture in a site's existing security plan. It makes little sense 
to impose the same regulations on all fuel cycle licensees in the face of uncertain costs and 
even more uncertain benefits at MTW. In the end, any proposed rule must adequately 
account for the types of operations and low radiological risks associated with uranium 
hexafluoride conversion facilities. 

If you have any questions about these comments or would like to discuss further, please 
contact Mark Wolf at mark.wolf@honeywell.com or (618) 309-5013. 

Enclosures: Honeywell International Inc. Comments on Draft Regulatory Basis 
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COMMENTS OF HONEYWELL INTERNATIONAL INC. 

Cyber Security at Fuel Cycle Facilities 
Docket ID NRC-2015-0179 

80 Fed. Reg. 53478 (September 4, 2015) 

The Honeywell Metropolis Works plant ("MTW") is licensed by NRC under 10 
CFR Part 40 to possess up to 150 million pounds of natural uranium. Honeywell is not licensed 
to possess any enriched uranium. Honeywell agrees fully and shares the NRC's primary mission 
of protecting workers and the health and safety of the public. Honeywell continues to take 
proactive steps to improve plant safety and security at every opportunity, including taking steps 
to address cyber security risks. The thrust of our comments below are directed at how that goal 
can most efficiently and effectively be achieved should the NRC decide to proceed with a cyber 
security rule. 1 

The NRC has requested input on the draft regulatory basis and sought comment 
on four questions that it would like to see feedback on: 

1. Is the NRC considering an appropriate approach for each objective 
described in the draft regulatory basis? 

2. Chapter 3 of the draft regulatory basis discusses the regulatory concerns 
the NRC expects to address through rulemaking. Chapter 4 presents the 
intended regulatory changes to address those regulatory concerns, and 
Chapter 5 discusses alternatives to rulemaking considered by the NRC 
staff Are there other regulatory concerns within or related to the scope of 
the rulemaking efforts (see Chapter 1 of the draft regulatory basis) that the 
NRC should consider? Are there other approaches or alternatives the NRC 
should consider to resolve those regulatory concerns? 

3. Chapter 8 of the draft regulatory basis presents the NRC staffs initial 
consideration of costs and other impacts for a number of key aspects of the 
potential regulatory changes (i.e., cyber security programs, cyber incident 
reporting). This initial assessment is based on limited available data. The 
staff is seeking additional data and input relative to expected and/or 
unintentional impacts from the desired regulatory changes. What would be 
the potential impacts to stakeholders/ licensees from implementing any of 
the desired regulatory changes described in this draft regulatory basis 

As noted in the cover letter, Honeywell endorses comments submitted by NEI. 
Honeywell believes that the cyber security rulemaking effort should be discontinued for 
uranium hexafluoride conversion facilities given the significant policy issues discussed in 
NEI's comments, the lack of criticality risks or special nuclear material at uranium 
hexafluoride conversion facilities, and the existing cyber security programs at MTW. 
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(e.g., what would be a reasonable cost estimate for implementation of the 
cyber security programs, including startup and annual costs)? 

4. The NRC staff is aware of licensee voluntary efforts to address cyber 
security. Is there additional information related to these efforts that would 
inform the NRC staffs assessment or analysis? 

Honeywell provides comments on each of these topics below. 

Question 1: Is the NRC considering an appropriate approach for each objective described 
in the draft regulatory basis? 

Chapter 1 of the Draft Regulatory Basis (page 1-1) describes the NRC's approach 
to cyber security at fuel cycle facilities as involving the following: 

• Require certain licensees authorized to possess a Category II or III 
quantity of SNM or source material to establish and maintain a cyber 
security program that provides reasonable assurance that digital computer 
systems, communication systems, and networks associated with Safety, 
Security, Emergency Preparedness, and Material Control and 
Accountability ("SSEPMCA") functions are protected from cyber attacks; 
and 

• Implement a "graded, performance-based regulatory'' :framework to 
protect against cyber attacks that could result in a SSEPMCA 
consequence. 

The overarching goal of protecting against these ultimate consequences is well
intentioned, as every facility seeks to eliminate vulnerabilities associated SSEPMCA functions. 
But, the :framework for identifying the digital computer systems, communication systems, and 
networks associated with SSEPMCA functions does not appear to build on existing plant 
knowledge and processes and instead inappropriately would require licensees to "start from 
scratch" in developing a cyber security pro gram. 

First, there is no substantive indication of what the "graded, performance based" 
:framework will look like.2 On page 4-3 of the Draft Regulatory Basis, the NRC staff states that 
future guidance associated with the regulatory requirements will risk-inform the asset 
identification process by providing: (1) a screening methodology to account for digital assets 
whose equivalent SSEPMCA function may be provided by an alternate means; and (2) a graded 
technique to apply cyber security controls based on the level of risk associated with the 
SSEPMCA function for the specific facility type. Absent details on the NRC's proposed 
"graded, performance based" rule and guidance, it is difficult to provide substantive comments. 
The details on the screening methodology and grading technique are critical to assessing the 

2 Continued references to the "graded approach" is dealt with via statements indicating that 
the to-be-developed graded approach will be accompanied by "anticipated guidance." 

2 



level of effort and cost associated with any rule. As a result, if the NRC proceeds with a cyber 
security rulemaking, it should publish the draft guidance concurrently with the proposed rule. 
This will permit informed comments on the proposed rule and facilitate development of an 
appropriate final rule. 

Second, and most importantly, the Draft Regulatory Basis fails to account for 
existing knowledge and hazard information at MTW. According to the Draft Regulatory Basis, 
the goal of the planned screening methodology would be to identify the initial set of digital assets 
(i.e., those associated with SSEPMCA functions) and refine the scope to those digital assets that 
would require protection under the new proposed cyber security requirements. This suggests that 
the "graded approach" will begin with a listing and inventory of all digital assets associated with 
SSEPMCA functions, followed by a screening method to determine potential consequences 
based on level of risk. This would then define required protection of specific digital assets. 
However, this approach discounts the ISA as a working tool to inform identification of the most 
vulnerable or critical devices. By design, the ISA identifies process controls, including 
administrative, engineered, passive, or active controls, that are intended to reduce the likelihood 
of negative consequences of concern. Yet, the Draft Regulatory Basis downplays the value of 
the ISA, stating (at 2-7) that the "ISA is not required to consider malicious actors, nor is it 
required to consider any specific cyber security requirements."3 For a system that aims to use a 
"graded, performance-based" approach, the ISA and subsequent safeguards - known as Plant 
Features and Procedures ("PFAPS") at MTW - ought to be the starting point for the 
assessment. While there may be other controls outside of PFAPS that will need to be evaluated, 
it is more efficient to "screen in" those controls than ignore the substantial work done to date in 
developing an ISA. Accordingly, the regulatory basis for any cyber security rulemaking ought to 
begin with the ISA and work out from there, rather than "start from scratch." 

Third, the focus of the consequence-based approach to identifying assets is 
flawed. The Draft Regulatory Basis (at 3-8) describes the intent of the framework as protecting 
digital assets associated with SSEPMCA functions from cyber attacks that could result in: 

• A safety/security consequence of concern; or 

• The compromise of a function needed to prevent, mitigate, or respond to a 
safety/security event with the potential to cause a consequence of concern. 

Honeywell's primary concern is that the use of the disjunctive "or" implies that 
MTW must protect against any compromise of digital asset associated with a SSEPMCA 
function, even if a consequence will not in fact occur because of other mitigative measures.4 In 
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The Draft Regulatory Basis does acknowledge (at 4-4) that an ISA could be used to 
inform cyber security requirements, but this discussion implies that the ISA is merely one 
tool for risk informing, rather than the stap:ing point for any cyber security rulemaking 
(as Honeywell suggests). 

This flawed approach is also reflected in the Draft Regulatory Basis definition of a cyber 
attack as "having the potential to result in a direct or indirect adverse effect or 
consequence to a digital asset or system." The purpose of rulemaking and cyber 
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developing PF APS, there are "credits" given for s safeguard leading to the characterization of a 
deviation as "highly unlikely" for purposes of ISA implementation. Many times, there may be 
more credits or additional "safeguards" available, or there may be other compensatory measures 
available (e.g., shut down the process or equipment). The failure of a "functional device" does 
not in itself necessarily result in the consequence of concern. The determination as to whether or 
not the consequence of concern will result from the failure of any given device will require 
licensees to refer back to the specific scenarios considered in the ISA. This again suggests that 
the ISA ought to be the starting point for the cybersecurity framework, and not a complete 
catalog of digital assets unmoored from pre-existing knowledge of its actual risk significance. 

Fourth, the Draft Regulatory Basis should more clearly and specifically 
acknowledge the different characteristics of uranium hexafluoride conversion facilities, which do 
not possess special nuclear material, from other fuel cycle facilities that may be subject to a 
cyber-security rule: 

Potential Consequences Applicable? Comments 

Nuclear criticality (safety) No MTW does not possess SNM. 

Releases ofradioactive materials or 
chemicals resulting in significant 

Yes See below. 
exposures to workers or members of the 
public (safety) 

Loss/theft/diversion of SNM (security 
No MTW does not possess SNM. 

andMC&A) 

Radiological sabotage (security- limited 
No MTW does not have a DBT. 

to licensees with a DBT) 

Loss or unauthorized disclosure of 
No 

MTW does not possess classified 
classified information (security) information. 

Inability to maintain onsite and offsite 
communications during normal and 

Yes 
emergency operations (emergency 
preparedness) 

Honeywell has a concern with the potential consequence for safety related to 
releases of chemicals "resulting in significant exposures." There is no definition, or discussion, 
of what constitutes "significant." For example, there is no link back to performance objectives in 
the MTW ISA, no discussion of the maximum quantities or locations of liquid uranium 
hexafluoride at risk, and no assessment of whether consequences from various UF6/HF release 
scenarios would be considered significant. Absent such a discussion, the Draft Regulatory Basis 
fails to affirmatively demonstrate that the proposed approach is appropriate for uranium 
hexafluoride conversion facilities. The Draft Regulatory Basis must address the graded, 

protection should be to protect against a safety and security consequence, not merely the 
compromise of a digital asset. 
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consequence-based approach to digital asset protection specifically for uranium hexafluoride 
conversion facilities, in addition to applying an appropriate graded approach to the identification 
of digital assets based on existing risk information in the ISA (as discussed above). 

Overall, a failure to clearly analyze and articulate the threat or identify the 
consequences of concern from a cyber attack will result in imposition of an overly broad set of 
requirements with a questionable regulatory basis, diverting limited resources from other safety 
and security activities. 

Question 2: Are there other regulatory concerns that the NRC should consider, or other 
approaches or alternatives the NRC should consider to resolve those regulatory concerns? 

The NRC's approach to cyber security ought to be aligned with the NRC's 
historical approach and overall framework for ensuring safety at uranium hexafluoride 
conversion facilities. However, the Draft Regulatory Basis provides no new information to 
suggest that MTW is not already adequately protected and fails to conduct an integrated look at 
cyber security as only one aspect of site security. 

The objective of the NRC's security regulations is that protective measures should 
be commensurate with the potential consequences of malevolent acts to safety and security. The 
scope of the Draft Regulatory Basis appears to be focused on facilities possessing material 
generally considered to be SNM, not natural uranium. The discussion of chemical releases, 
while appropriate, appears to almost be an afterthought. There is no clear linkage of the 
consequences of concern of facilities with SNM to a similar consequence of concern for a 
facility using source material (see above regarding the definition of "significant"). This is 
inconsistent with Commissioner Ostendorffs comments on SECY-14-0147, in which he noted 
that the NRC Staff should provide "a sufficient basis for the Commission to make a finding that 
the fuel cycle facilities regulatory functions are not currently protected in a manner sufficient to 
adequately protect public health and safety." 

The introduction of a cyber attack as an adversary capability should not 
necessitate a substantial departure from the current security posture at MTW, which does not 
include a requirement to protect against a Design Basis Threat. The basis for issuing 
requirements to defend against cyber attacks at fuel cycle facilities that are not currently subject 
to the design basis threat requirements in 10 CFR 73.1 should not result in an entirely new stand
alone focus on cyber security. This again suggests that use of the ISA as a starting point for any 
cyber security program with appropriate linkages to the current site security plan, rather than an 
over-broad program that is not tailored to the existing security requirements for uranium 
hexafluoride conversion facilities. 

In addition, the Draft Regulatory Basis does not adequately account for or 
acknowledge "lessons-learned" during the implementation of the cyber security requirements for 
power reactors. There is no discussion of any issues that arose during initial implementation of a 
cyber-security rule for reactors or that are currently the subject of discussions between the NRC 
and Part 50 licensees, such as the need to closely align consequences with the scope of assets 
being protected. Incorporating lessons-learned is a hallmark of the U.S. nuclear industry. Yet, 
the draft regulatory basis documents do not explicitly consider improvements or enhancements 
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based on the Part 50 experience. Lessons learned must be applied to avoid undue burden to both 
NRC and industry in this regulatory initiative. 

Question 3: What would be the potential impacts to licensees from implementing the 
regulatory changes described in this draft regulatory basis? 

The Draft Regulatory Basis is wholly inadequate in its discussion of cost impacts. 
There is simply no basis provided for the statement that the costs associated with a cyber security 
rulemaking will be "offset" by preventing cyber attacks that could result in potential 
consequences. This is especially the case for MTW, as only two of the six potential 
consequences implicate uranium hexafluoride conversion facilities (there is no SNM, no DBT, 
and no classified information at MTW). Given that several of the most serious concerns 
supposedly addressed by the cyber security regulatory basis (criticality, loss/theft/diversion of 
SNM, and radiological sabotage) are inapplicable to MTW, the NRC must develop a specific 
cost justification for uranium hexafluoride conversion facilities. There is no rational basis for 
applying the same cost-benefit analysis to MTW as for Category I, II, and III facilities that 
possess SNM. 

In addition, the Draft Regulatory Basis again fails to consider the existing 
information available as part of the plant ISA. The ISA process looks at failure mechanisms and 
develops safeguards so that that an event of significance is "highly unlikely." In this analysis, 
failure of individual devices is considered and compensatory measures developed. While cyber 
attacks are not a specific initiating event, the failure of a device (for any reason) is considered in 
developing the ISA. This would suggest that the incremental benefit of evaluating cyber 
"failure" will add little to no value, as the analysis has already considered the failure of 
individual devices. 

Finally, because the Draft Regulatory Basis does not establish the scope of the 
program, except to refer to future implementation of a graded approach, it is impossible to make 
an assessment of a "reasonable cost estimate for implementation ... startup and annual costs." 
Nevertheless, assuming that the assessment framework uses the ''wide net" approach implied by 
the Draft Regulatory Basis to capture the universe of digital control assets subject to the cyber 
security program, we estimate that the initial implementation costs at MTW could exceed $17 
million, including costs for inventory of devices, classification of consequences, assessments by 
expert team, and final disposition. This cost is wholly disproportionate to the benefits of a cyber 
security rule -particularly in light of the absence of an adequate discussion of the need for such 
a program given the existing ISA and security measures already in place. As an additional data 
point, should the NRC decide to base the scoping framework on the existing ISA, the cost of 
initial implementation could fall within the $1-$2 million range. While less costly, even the 
lower cost estimate is a substantial sum for little demonstrated benefit. 

Question 4: Is there additional information related to voluntary licensee efforts that would 
inform the NRC staff's assessment or analysis? 

Honeywell has spent, and will continue to spend, significant resources on 
implementing cyber security programs. Honeywell has already adopted four voluntary initiatives 
to reduce the risk of a cyber attack at MTW. These initiatives include (1) forming a cyber team; 
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(2) providing technical cyber training to the cyber team and general training to plant workers; (3) 
implementing mobile controls (e.g., for portable media and devices); and (4) providing incident 
detection and response. However, there are other existing processes and analyses that must be 
considered when developing the regulatory basis for any cyber security rulemaking. For 
example, Honeywell has voluntarily submitted an ISA, which is part of the licensing basis for 
MTW. The ISA already has identified and maintains process controls that are intended to reduce 
the likelihood of negative consequences of concern. In developing PF APS, there are "credits" 
given for safeguards leading to the characterization of a deviation as "highly unlikely" for 
purposes of ISA implementation. There may be more credits or "safeguards" available, or there 
may be other compensatory measures available that would prevent a consequence even if digital 
assets were compromised. The determination as to whether or not the consequence of concern 
will result from the failure of any given device as a result of a cyber attack necessarily will 
require licensees to refer back to the specific scenarios considered in the ISA. As a result, the 
NRC should be using the ISA as the starting point for the cybersecurity framework in order to 
take advantage of existing assessments of hazards and minimize unnecessary costs associated 
with any new cyber security rulemaking. 

Additional Comments 

Baclifit 

In Chapter 6 of the Draft Regulatory Basis, the NRC notes that there is not 
currently a backfit provision in 10 CFR Part 40. However, in a recently-terminated Part 40 
rulemaking, the NRC Staff had, at the Commission's direction, proposed a backfit provision for 
Part 40 licensees. See, e.g., "Domestic Licensing of Source Material-Amendments/Integrated 
Safety Analysis," 76 Fed. Reg. 28336 (May 17, 2011). The decision to terminate the rulemaking 
was unrelated to the backfit provision. Moreover, NRC regulations applicable to power reactors, 
gaseous diffusion plants, Part 70 licensees (fuel fabricators and uranium enrichment facilities), 
and independent spent fuel storage facilities contain backfitting provisions at 10 C.F.R. §§ 
50.109, 76.76, 70.76, and 72.62, respectively. 5 As the Commission has noted, backfit 
management is of paramount importance to responsible regulatory practice. 50 Fed. Reg. at 
38104. The backfit rule as applied to other NRC licensees is intended to provide for a formal, 
systematic, and disciplined review of new or changed NRC positions before imposing them on 
licensees. Discipline and management of backfitting ensure that attention and priorities are 
focused on areas where action is justified to carry out the NRC's regulatory responsibilities. 

5 See "Revision of Backfitting Process for Power Reactors; Final Rule," 53 Fed. Reg. 
20603 (June 6, 1988) (10 C.F.R. § 50.109); "Certification of Gaseous Diffusion Plants; 
Final Rule," 59 Fed. Reg. 48944 (Sept. 23, 1994) (10 C.F.R. § 76.76); "Domestic 
Licensing of Special Nuclear Material; Possession of a Critical Mass of Special Nuclear 
Material; Final Rule," 65 Fed. Reg. 56211 (Sept. 18, 2000) (10 C.F.R. § 70.76); 
"Licensing Requirements for the Independent Storage of Spent Nuclear Fuel and High 
Level Radioactive Waste; Final Rule," 53 Fed. Reg. 31651 (Aug. 19, 1988) (10 C.F.R. § 
72.62). 
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In light of the above, Honeywell strongly urges the NRC to conduct the 
equivalent of a backfit analysis for any cyber security rulemaking that applies to uranium 
hexafluoride conversion facilities. Such an analysis is vital to ensure that a formal, systematic, 
and disciplined review of plant modifications imposed by any cyber security rule will improve 
the overall effectiveness and certainty in the regulatory process, thus enhancing the NRC's 
regulatory mission. 

Principles of Good Regulation 

Honeywell appreciates the NRC's stated goal ofrisk informing decisions on which digital assets 
are of concern. However, the Commission and the Obama administration both have expressed a 
strong interest in providing greater predictability and transparency to regulatory activities. The 
Draft Regulatory Basis is inconsistent with this objective. The Draft Regulatory Basis does not 
provide a sound risk and performance-based foundation for a cyber security rulemaking. Nor 
does it promote predictability, reduce uncertainty, or identify and use the best, most innovative, 
and least burdensome tools for achieving regulatory ends. 
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