
Group A

FOIA/PA NO: 2015-0469

RECORDS BEING RELEASED IN THEIR ENTIRETY



Document 1

Category 1 (Successful Cyber Incidents)

A/i



Tracking ID US-CERT Category Type

314 CAT 1 - Unauthorized Access

345 CAT 1 - Unauthorized Access

383 CAT 1 - Unauthorized Access

1151 CAT 1 - Unauthorized Access

1799 CAT 1 - Unauthorized Access

Successful Incidents (2010-2014)
CSIRT/INRC Incident Number

201 1-0112-001

2009-0925-003

2009-0608-001

2013-0611-001

2014-1124-002



Document 2

Category 5 (Unsuccessful Cyber Incidents)

A/a



Unsuccessful Incidents (2010-2014)
CSIRTI/ NRC Incident Number

Tracking ID US-CERT Category Type

813

814

818

823

820

827

832

863

857

856

855

854

853

852

848

846

845

840

869

793

792

791

790

789

787

786

785

784

782

781

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes/ Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Sca'ns I Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scarns / Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access'

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans IProbes I Attempted Access

CAT 5 - Scans /Probes / Attempted Access

CAT 5 - Scans IProbes /Attempted Access

CAT 5 - Scans IProbes I Attempted Access

CAT 5 - Scans IProbes I Attempted Access

CAT 5 - Scans /Probes / Attempted Access

2010-0430-001

2010-0430-002

2010-0505-001

2010-0506-001

2010-0506-002

2010-051 2•001

2010-0520-001

2010-0601-001

2010-0609-002

2010-0609-003

2010-0609-004

2010-0611-001

2010-0611-002

2010-0616-001

2010-0617-003

2010-0622-001

2010-0629-001

2010-0702-001

2010-0702-002

2010-0803-001

2010-0803-002

2010-0803-003

2010-0804-001

2010-0805-001

2010-0806-001

2010-0806-002

2010-0809-001

20.10-0809-002

2010-0812-001

2010-0812-002



780

778

775

774

773

771

"769

767

765

761

760

738

344

343

342

341

339

337

335

330

329

328

324

321

317

316

315

311

310

305

291

290

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes/. Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes / Attemipted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

20.10-0813-001

2010-0818-002

2010-0826-003

2010-0826-004

2010-0910-001

2010-0910-002

2010-0913-001

2010-0914-001

2010-0916-001

2010-0917-001

2010-0917-002

2010-0928-001

2010-1001-001

2010-1004-001

2010-1005-001

20 10-1008-001

2010-1105-002

2010-1110-001

2010-1116-001

2010-1202-002

2010-1202-003

2010-1202-004

2010-1215-001.

2010-1223-001

2011-0107-001

2011-0111-001

2011-0111-002

2011-0119-001

2011-0121-001

2011-0202-001

2011-0318-001

2011-0318-002



285

284

283

282

278

276

274

273

272

271

270

268

267

266

265

262

254

257

256

255

244

241

237

236

235

234

233

230

228

225

224

221

CAT 5 - Scans I Probes / AttemPted Access

CAT 5 - Scans / Probes /Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - S$cans / Probes / Attempted Access

cAT 5 - Scans / Probes/IAttempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT -SansI Prbes/ Atemped Aces

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes!/ Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

2011-0331-001

2011-0401-001

2011-0401-002

2011-0401-003

2011-0404-001

2011-0408-001

2011-0411-001

2011-0411-002

2011-0413-001

2011-0415-001

2011-0418-001

2011-0426-001

2011-0426-002

2011-0426-003

2011-0427-001

2011-0512-001

2011-0517-002

2011-0601-001

2011-0601-002

2011-0601-003

2011-0617-001

2011-0624-002

2011-0630-001

2011-0701-001

2011-0701-002

2011-0705-001

2011-0705-002

2011-0725-001

2011-0802-001

2011-0809-001

2011-0811-001

2011-0816-001.



220 CAT 5 Scans / Probes /Attempted Access 2011-0817-001

216

210

209

201

199

193

191

190

187•

176

172

171

170

168

167

164

162

123

137

493

622

623

625

627

631

632

634

636

639

.640

703

CAT 5 - Scans / Probes / Attempted •Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access•

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access-

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans/I•Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5- Scans / Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans•/Probes I/Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes / Attemp)ted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes / Attemp)ted Access

CAT 5 - Scans I Probes / Attemp•ted Access

CAT 5 - Scans I Probes / Attemp}ted Access

CAT 5 - Scans I Probes I Attemp}ted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

2011-0830-001

2011-0919-001

2011-0920-001

2011-1024-001

2011-1104-001

2011-1212-001

2011-1216-001

2011-1219-001

2011-1227-001

2012-0111-001

2012-0117-002

2012-0117-003

2012-0118-001

2012-0124-001

2012-0127-001

2012-0215-001

2012-0216-001

2012-0323-001

2012-0511-001

2012-0618-001

2012-0626-002

2012-0627-001

2012-0705-001

2012-0731 -001

2012-0803-001

2012-0806-001

2012-0809-001

20•12-0817-001

2012-0830-001

2012-0905-001

2012-0912-002



878

883

889

892

893

895

903

908

918

928

929

930

931

932

933

934

936

937

938

940

947

951

956

962

964

987

990

991

993

999

1141

1148

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT S - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT-5 - Scans I ProbesI/Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempte~d Access

CAT 5 - Scans / Probes 1 Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT.5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT S - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes 1 Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

2012-1010-001

2012-1016-001

2012-1106-001

201 2-1113-001

2012-1115-001

2012-1123-001

2012-1207-001

2013-0107-001

2013-0131-001

2013-0213-001

2013-0213-002

2013-0214-001

2013-0215-001

201 3-021 9-00 1

2013-0221-001

2013-0221-002

2013-0225-001

2013-0225-002

2013-0304-001

2013-0307-001

2013-0327-001

2013-0418-001

2013-0502-001

2013-0510-002

2013-0515-002

2013-0618-002

2013-0621-001

2013-0621-002

2013-0626-001

2013-0628-003

2013-0703-001

2013-0717-001



1154

1158

1171

1174

1178

1187

1188

1189.

1195

1201

1202

1208

1211

1212

1217

1220

1223

1231

1252

1249

1257

1264

1265

1281

1284

1291

1293

1294.

1306

1327

1331

1334

.CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5- Scans I Probes / Attemp•ted Access

CAT 5 - Scans I Probes / Attemp•ted Access

CAT 5 - Scans I Probes / Attemp•ted Access

CAT 5 -,Scans I Probes/IAttemp•ted Access

CAT 5 - Scans / Probes I Attemp•ted Access

CAT 5 - Scans / Probes I Attemp•ted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - scans I Probes/IAttempted Access

CAT.5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CATS - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - scans I Probes I Attempted Access

CAT 5 - Scans / Probes I Attemp)ted Access.

CAT 5 - Scans I Probes!/Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

2013-0722-002

2013-0724-003

2013-0806-002

2013-0809-001

2013-0813-001

2013-0813-004

2013-0814-001

2013-0814-002

2013-0816-003

2013-0820-003

2013-0821-001

2013-0826-002

2.013-0828-002

2013-0829-001

2013-0905-001

2013-0906-002

2013-0911-003

2013-0917-001

2013-1002-003

2013-1004-001

2013-1007-003

2013-1015-001

2013-1015-002

2013-1031-001

2013-1101-001

2013-1106-001

2013-1106-002

2013-1106-003

2013-1114-001

2013-1202-004

2013-1204-001

2013-1206-001



1337

1340

1346

1351

1358

1363

1370

1372

1373

1374

1377

1380

1399

1415

1416

1430

1431

1434

1441

1455

1456

1468

1469

1476

1494

1500

1507

1517

1518

1520

1521

1525

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

.CAT 5 - Scans / Probes / Attempted Access

.CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans/I. Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CATS5- Scans / Probes /Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CATS5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

2013-1212-001

2013-1212-002

201 3-121 7-001

2013-1219-001

2014-0102-001

20 14-01 09-00 1

2014-0117-001

2014-0122-002

2014-0122-003

2014-0124-001

2014-0127-001

2014-0128-003

2014-0220-001

2014-0225-001

2014-0227-001

2014-0313-002

2014-0313-003

201 4-0314-002

2014-0324-002

2014-0327-002

2014-0328-001

2014-0411-001

2014-0411-002

2014-0415-002

2014-0425-002

2014-0425-003

2014-0507-001

2014-0520-001

2014-0522-001

2014-0527-001

2014-0527-002

2014-0528-004



1528

1578

1580

1583

1587

1597

1599

1603

1609

.1611

1616

1630

1636

1637

1647

1648

1676

1682

1683

1684

1685

1697

1704

1707

1708

1712

1714

1715

1719.

1728

1729

1730

CAT 5 - Scans / Probes'/ Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans!/Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CATS5 - Scans /'Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I/Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

2014-0603-001

2014-0616-001

2014-0620-001

2014-0623-001

2014-0624-003

2014-0701-004

2014-0702-002

2014-0708-002

2014-0711-001

2014-0714-002

2014-0716-001

2014-0725-002

2014-0729-004

2014-0730-001

2014-0811-001

2014-0811-002

2014-0828-002

2014-0829-005

2014-0902-001

2014-0902-002

2014-0902-003

2014-0911-001

2014-0917-001

2014-0923-001

2014-0923-002

2014-0924-003

.2014-0925-002

2014-0925-003

2014-1001-001

2014-1002-002

2014-1002-003

2014-1002-004



1743

1744

1748

1749

1753

1755

1759

1762

1765

1766

1742

1739

1771

1774

1777

1779

1781

1784

1788

1789

1794

1795

1797

1802

1803

1806

1807

1824

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans [Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CATS5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 Scans / Probes / Attempted Access

CAT 5 Scans / Probes I Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans I Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT.5 - Scans / Probes I Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans I Probes I Attempted Access

CAT 5 - Scans / Probes / Attempted Access

CAT 5 - Scans / Probes I Attempted Access

CAT 5 - Scans/IProbes / Attempted Access

CAT 5 - Scans I Probes I Attempted Access

2014-1010-001

2014-1010-002

2014-1014-004

2014-1014-005

2014-1 01 7-002

2014-1020-002

2014-1023-001

2014-1027-003

20 14-1 028-00 1

2014-1 028:002

2014-1028-003

2014-1028-004

2014-1104-001

2014-1106-002

2014-1107-002

.2014-1113-001

2014-1113-002

2014-1114-001

2014-1119-003

2014-1119-004

2014-1120-002

2014-1120-003

2014-1121-002

2014-1125-001

2014-1128-001

2014-1202-003

2014-1204-001

2014-1229-002


