August 4, 2015

MEMORANDUM TO: James P. Flanagan, Director
Office of Information Systems

Thomas Rich, Director
Computer Security Office

FROM: Kathy Lyons-Burke /RA/
Senior Information Technology
Security Officer for Policy
Compliance and Training Team

SUBJECT: COMMON AND HYBRID SECURITY CONTROL STANDARD

The Standards Working Group (SWG) is pleased to present for your signature version 1.0 of
CSO-STD-0021, “Common and Hybrid Security Control Standard.” This standard provides the
Nuclear Regulatory Commission (NRC) with the National Institute of Standards and Technology
(NIST) Special Publication (SP) 800-53, Revision 4, common and hybrid security controls
required for NRC systems processing information up to, and including, the Safeguards
Information (SGI) level. The SWG Chair, Bill Dabbs, worked with the SWG members and the
Information System Security Officer (ISSO) forum to develop a standard that properly balanced
business needs, operational needs, and cybersecurity.

If found acceptable, please sign your name and date your signature in the approvals section
found on the first page of the standard.

Thank you for your consideration and support.
Enclosures:

As stated

CONTACT: Kathy Lyons-Burke, CSO/PCTT
301-415-6595
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