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Agenda 

• ISG-06 Pilot Project Background 
• ISG-06 Process Review and Discussion 

– ISG-6 Layout 
– Section C Process Overview 

• Tier Concept for graded approach 
• Phased Submittal process 
• Enclosure C process flowchart 

• Lessons Learned 
• Concepts that have worked 
• Concepts that have not worked 
• Concepts that need more development 
• Potential New concepts 

Presenter
Presentation Notes
These are the topics that I will be discussing during this presentation.
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ISG-06 Pilot Project Background 

Presenter
Presentation Notes
The Diablo Canyon review has taught us a few things about our safety evaluation process which can be improved.Starting with the format of the standard, I will now discuss my observations of the standard and present some ideas on how we can improve the process going forward.



Problem Statement 

The ISG is not organized into a 
logical topical review area format. 
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ISG 6 Lay-out 

• A – Introduction 
• B – Purpose 
• C – Digital I&C Review Process 
• D – Review Areas 

1. System Description 
2. Hardware Development Process 
3. Software Architecture 
4. Software Development Process 
5. Environmental Equipment Qualifications 
6. Diversity and Defense-In-Depth 
7. Communications 
8. System, Hardware, Software, and Methodology Modifications 
9. IEEE 603 
10. 7-4.3.2 
11. Technical Specifications 
12. SDOE 
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Presenter
Presentation Notes
This is the current layout of ISG6.It is kind of like a brainstorming list of topics.  Some chapters overlap with others and some such as chapter 9 cover several different topics.  These topics are also not presented in a logical order.



ISG 6 Lay-out 

• A – Introduction 
• B – Purpose 
• C – Digital I&C Review Process 
• D – Review Areas 

1. System Description 
2. Hardware Development Process 
3. Software Architecture 
4. Software Development Process 
5. Environmental Equipment Qualifications 
6. Diversity and Defense-In-Depth 
7. Communications 
8. System, Hardware, Software, and Methodology Modifications 
9. IEEE 603 (See SRP Appendix 7.1C) 
10. 7-4.3.2 (See SRP Appendix 7.1D) 
11. Technical Specifications 
12. SDOE (See Reg. Guide 1.152 and IEEE 7-4.3.2) 
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Presenter
Presentation Notes
Right of the bat, These sections could be eliminated because they repeat guidance already provided elsewhere.  There is also a lot of overlap between the remaining sections and the areas covered by 603, and 7-4.3.2.  I don’t know how to avoid this though.  It is these overlaps that make the whole process very complicated.  On one hand it makes sense to separate by topic but on the other several of these standards are not written this way and they are intended to cover many topical areas.This clause by clause interpretation of the IEEE standard criteria is not very useful.  I would rather just open the IEEE standard and apply the criteria directly.  The SRP appendix also provides clause by clause interpretation any way.  We could leave the introductory paragraphs in this section and delete the clause by clause interpretations.Another option would be to break up the clauses by topic and include them in the individual topical areas.  The next slide is my first stab at this.



ISG 6 Proposed Lay-out 
(Review Areas Section D) 

– System Description 
 

– System Development Process (See BTP 7-14) 
 Planning Processes (Refer to Section B.3.1 of BTP 7-14) 
 Process Implementation (Refer to Section B.3.2 of BTP 7-14) 
 Process Design Output (Refer to Section B.3.3 of BTP 7-14) 

 
– Diversity and Defense-In-Depth (Refer to BTP 7-19) 

 
– Communications (Refer to ISG 04 until IEEE 7-4.3.2 is endorsed) 

 
– Technical Specification Evaluation 

 
– Equipment Environmental Qualifications 

 
IEEE 603 (See SRP Appendix 7.1C) 
7-4.3.2 (See SRP Appendix 7.1D) 
SDOE (See Reg. Guide 1.152 and IEEE 7-4.3.2) 

Slide 7 

Presenter
Presentation Notes
I believe ISG 6 needs to be re-structured to a more logical format.  This format should align with the appendix B tables.  Here is my first cut at reorganization of review guidance.



Problem Statement 

There is no direct correlation 
between the information we require 

licensee’s to provide and the 
evaluations we perform. 
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Planning Process Review 

• BTP 7-14 currently identifies 12 areas for Planning.  They are  
– Management Plan 
– Development Plan 
– Quality Assurance Plan 
– Integration Plan 
– Installation Plan 
– Maintenance Plan 
– Training Plan 
– Operations Plan 
– Safety Plan 
– Verification and Validation Plan 
– Configuration Management Plan 
– Test Plan 
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Presenter
Presentation Notes
As an example:These are the 12 planning areas covered by BTP 7-14.  (Dirty Dozen)



Planning Process Review 

• BTP 7-14 currently identifies 12 areas for Planning.  They are  
– Management Plan 
– Development Plan 
– Quality Assurance Plan 
– Integration Plan 
– Installation Plan 
– Maintenance Plan 
– Training Plan 
– Operations Plan 
– Safety Plan 
– Verification and Validation Plan 
– Configuration Management Plan 
– Test Plan 
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Presenter
Presentation Notes
Of these, four are omitted from the current ISG6 enclosure B.  Colored in Red.However, the template in Enclosure D still includes evaluation sections for all 12 plans.  So how do we evaluate plans that are not submitted?



Typical Evaluation write-up 

Software Operations Plan (SOP) 
The acceptance criteria for a SOP are contained in the SRP, BTP 7-14, Section B.3.1.8, 
"Software Operations Plan." This section states that the primary aspect is completeness; 
however, it adds that the operations plan needs to address the security of the system, and 
in particular, the means used to ensure that there are no unauthorized changes to hardware, 
software and system parameters, and that there is monitoring to detect penetration or 
attempted penetration of the system. 
 
Because the operation of the system is a licensee, and not a vendor responsibility, there is 
no requirement for the vendor to have an operations plan and, therefore, no AREVA 
software operations plan has been reviewed for this safety evaluation. The operations 
planning activities are the responsibility of the licensee. The ONS SOP was not submitted as 
a part of the LAR. The SOP assessment is considered to be part of the NRC inspection. * 
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Presenter
Presentation Notes
Answer:  We do not.This is the SOP evaluation from the Oconee SE.  If you read closely, you will see; no evaluation was performed.  This is typical for these sections.  That appears to be why the requirements for submittal of these plans was omitted from ISG6.  Do we really need to include these sections In the SE report?  If not then can we delete these sections from ISG6 Enclosure D?
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ISG-06 Processes 

• Useful principles  
 
– Enclosure B Tables and the ISG-06 Matrix 

• Cross Reference to body of ISG 
 

– Open Item List  
• RAI coordination 
• Facilitation of Conference Calls 

 

Presenter
Presentation Notes
Regarding the ISG-06 matrix; we found it to be very useful during the acceptance review and later when we were evaluating phase II document submittals.  However, we did not make changes after the acceptance activities were completed.  Here's why. When we are planning and performing evaluation activities, we are also thinking of how to complete the SE report since that is our deliverable.  We have found that using the SE template Enclosure D as a guide is more useful once we get into these activities.  This way we have greater confidence that all of the required topical areas will be covered by our SE.  We do refer to the matrix when looking for the necessary information but we did not see a need to revise it.  We admit, some of the document references have been superseded, but usually we can find the information in the newer version of the document with the same number.  We could have taken a different approach to this but we wanted to minimize the number of living documents that would need to be updated with each supplement as the evaluation progressed so we decided to keep the matrix static. The Open Item List has also been a useful tool for coordination of RAI’s and is used for facilitation of the conference calls.
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ISG-06 Issues 

• Ongoing Process Issues 
– Duplicate and/or conflicting Guidance  
– Document Submittal Issues 
– Graded Approach 

• Tier Approach is OK but a way to grade the review effort 
based on Scope and Complexity of  proposed modification 
is needed 

– Scope Definition Issues (Between vendors and licensee) 

• New Concepts being Considered 
– Volatile Document Concept 
– Phase 2a submittal Concept 
– Conditional Letter of approval prior to FAT 
– Separate Guidance and Appendix B Matrix for TR Evaluations 

Presenter
Presentation Notes
Digital I&C Safety System Evaluations remain problematic.  The concepts introduced by ISG-6 were intended to streamline and clarify the digital I&C review processes.  In some ways these objectives were achieved and the new processes provided benefits, however, in many other ways, the issues remain unresolved.Now that we have had some time to test drive ISG6; we are in a good position to reevaluate the process related issues still present.During this workshop, I will review and discuss the concepts introduced by ISG-6.  I will try to explain the objectives and intentions of the authors of these concepts and I will provide my own assessment of how well these goals were achieved.  I will also propose some ideas for new concepts to consider.  
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Solutions Being Considered 

– Volatile Document Concept 
 
Some documents associated with software development are expected to 
be revised as system development activities progress.  These are 
sometimes referred to as “living documents.”  Such documents should be 
classified as volatile.  For such documents; a decision of what version of 
the document should be submitted and when (i.e. what phase) the 
document is to be submitted should be made during the acceptance 
review.  It is not necessary for applicants to submit multiple versions of 
volatile documents to support the safety evaluation, however; the 
submitted volatile document should be sufficient to demonstrate 
conformance to all applicable regulatory requirements.  In some cases it 
may also be necessary to provide accessibility to current versions of a 
volatile document for audit during a safety evaluation.  Additional document 
specific guidance on document volatility is provided within Section D. 

 
 
 

Presenter
Presentation Notes
Here is the current draft guidance for the classification and use of volatile documents. 
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Solutions Being Considered 

– Phase 2a 
 
The initial Phase 2 document concept was that design output documents 
which might not be available for submittal at the time of LAR could be 
submitted at a later time as the system design was completed.   
 
We have observed that some of these documents such as Summary Test 
Reports (D.4.4.2.4) are  confirmatory in nature and can be distinguished 
from those which require detailed evaluation and assessment.  Such 
confirmatory reports would not be subjected to the early submittal 
requirements of other Phase 2 documents.  

 
 
 

Presenter
Presentation Notes
Here is another concept we are considering.  In general, the time requirements in ISG 6 are not accurate or helpful so we might also consider eliminating such arbitrary limits.
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Safety Evaluation Status Letter 

– We have received feedback from industry on several occasions that 
the SE should be completed using design information and should 
be independent of the factory test processes.  FAT testing could 
then be verified by the staff on a confirmatory inspection basis. 
 

– The NRC has resisted this idea for the following reasons: 
• Safety Evaluation conclusions cannot legally contain conditional 

requirements. 
• Experience has shown; significant design changes are often initiated 

as a result of test performance of the systems. Such changes have the 
potential of invalidating safety conclusions.   

• In absence of system test results or conditional requirements it is 
difficult to reach and provide basis for reasonable assurance safety 
findings .  This places an undue burden of risk on the NRC staff. 
 

 
 
 

Presenter
Presentation Notes
The NRC has received much feedback on the timing of our safety evaluations relative to the project schedules.  This places development projects at risk because significant investment must be made prior to achieving the regulatory approval.  This situation could be avoided if the NRC had a way to provide regulatory assurance earlier in the design process before the systems are built and tested.Unfortunately, this is not a negotiable position for the NRC technical staff.  There are those among us that agree with the proposed change on a conceptual basis but we are not legally allowed to issue SE’s without having sound basis or which have contingencies or follow-up activities upon which these SE conclusions depend.  Even if the technical staff wanted to issue such SE’s, our legal department would not allow it.    
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Safety Evaluation Status Letter 

– Add a Letter of regulatory conformance to the review 
process similar to what is currently being done in the 
Acceptance Reviews for License Amendments.   
 
• No Safety Conclusions or approval of license amendment 
• Provides Status of safety evaluation activities at completion of 

design 
• Provides Pre-decisional Regulatory Compliance statement. 

 
– Would such a letter provide the level of confidence the industry is 

looking for to minimize Risk factors prior to expenditure of 
resources? 

 
 
 

Presenter
Presentation Notes
One possible solution to this would be for us to add a new step in our licensing process for issuance of a Conditional Letter of Regulatory Conformance.  Such a letter could not contain any actual safety conclusions so it is not a substitute for an SE or a LA.  Instead, it would provide a statement to indicate the status of the NRC staffs review and the status of the regulatory acceptability of the proposed system prior to performance of system design implementation or testing (pre-FAT).  Once this letter is issued, the applicant could have a high degree of confidence the proposed system as designed meets regulatory requirements and will be accepted via an SE
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Topical Report Guidance and Appendix B Tables 

– Include regulator review guidance more 
applicable to Topical Reports. 
 

– Add a new Appendix B table /Template for TR 
Reviews   
 
 
 

Presenter
Presentation Notes
Another idea we have been kicking around at the NRC is a new set of guidance and tables for TR reviews.  We have found that a large part of the ISG06 guidance does not apply to the generic topicals.  Because of this, we end up using a significantly revised versions of the Enclosure B tables.  The information submitted and SE lay outs are also very different from the current enclosures. 



Options for Adopting ISG as Permanent Guidance 

• Revise ISG  
– Shortest way to adopt changes 
– Leaves inconsistencies 
– Follow-up actions necessary to incorporate 
– Does not eliminate duplicate guidance  

• Incorporate ISG into Standard Review Plan (Ch. 7) 
– Will take longest amount of time 
– Most technically correct 
– Will impact several sub-chapters 

• Move to Branch Technical Position 
– Medium time to implement 
– @Will not likely apply to new reactors 
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Presenter
Presentation Notes
These are the three paths forward for the ISG-06 guidance.  Each option has its drawbacks though.  The ultimate objective remains to move this process guidance to a more permanent home and to sunset ISG6.



Slide 20 

End of Presentation 
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