May 4, 2015

MEMORANDUM TO: James Flanagan, Director
Office of Information Systems

Thomas Rich, Director
Computer Security Office

FROM: Kathy Lyons-Burke /RA/
Senior Information Technology Security Officer
for Policy, Compliance and Training Team

SUBJECT: STRONG PASSWORD STANDARD

The Standards Working Group (SWG) is pleased to present for your signature version 1.3 of
CSO-STD-0001, “Nuclear Regulatory Commission Strong Password Standard.” This standard
provides minimum requirements for acceptable passwords. This revision adds the requirements
for service account passwords instead of requiring those passwords to meet the standard user
password requirements. The SWG Chair, Bill Dabbs, worked with the SWG members and the
Information System Security Officer (ISSO) forum to develop a standard that properly balanced
business needs, operational needs, and cybersecurity.

If found acceptable, please sign your name and date your signature in the approvals section
found on the first page of the standard.

Thank you for your consideration and support.
Enclosures:

As stated

CONTACT: Kathy Lyons-Burke, CSO/PCTT
301-415-6595



MEMORANDUM TO: James Flanagan, Director
Office of Information Systems

Thomas Rich, Director
Computer Security Office

FROM: Kathy Lyons-Burke /RA/
Senior Information Technology Security Officer
for Policy, Compliance and Training Team

SUBJECT: STRONG PASSWORD STANDARD

The Standards Working Group (SWG) is pleased to present for your signature version 1.3 of
CSO-STD-0001, “Nuclear Regulatory Commission Strong Password Standard.” This standard
provides minimum requirements for acceptable passwords. This revision adds the requirements
for service account passwords instead of requiring those passwords to meet the standard user
password requirements. The SWG Chair, Bill Dabbs, worked with the SWG members and the
Information System Security Officer (ISSO) forum to develop a standard that properly balanced
business needs, operational needs, and cybersecurity.

If found acceptable, please sign your name and date your signature in the approvals section
found on the first page of the standard.

Thank you for your consideration and support.
Enclosures:

As stated

CONTACT: Kathy Lyons-Burke, CSO/PCTT
301-415-6595

ADAMS Accession No.: ML15121A638 (Memo) ML15121A640 (Pkg)

OFFICE CSO/PCTT
NAME KLyons-Burke
DATE 5/4 /15

OFFICIAL RECORD COPY



