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EXECUTIVE SUMMARY 

Oconee Nuclear Station, Units 1, 2 & 3 
NRC Inspection Report 50-269/97-03, 

50-270/97-03, 50-287/97-03 

This inspection included aspects of licensee plant support. The report covers a one week 
period of an announced routine inspection by a regional safeguards inspector.  

Plant Support 

- The licensee was complying with the Alarm Station and Communication commitments 
of the Physical Security Plan. (Section S2.2) 

* The licensee's protected area detection equipment and assessment aids were 
functional, well maintained, and effective for both covert and overt penetration 
attempts after an intrusion detection alarm. They met the licensee's commitments and 
regulatory requirements. (Section S2.3) 

* The licensee was complying with the weapons storage criteria in the Physical Security 
Plan and security procedures. (Section 2.8) 

* The review of the Training and Qualification Plan and interviews with appropriate 
individuals verified that changes did not decrease the effectiveness of the Plan.  
(Section 3.1) 

* Licensee's management exhibited an awareness and favorable attitude toward 
physical protection requirements by enhancing the training capabilities and equipment 
of the security program. This was based on the review of the Physical Security Plan 
and interviews with management, support, and security personnel. (Section 6.1)



Report Details 

IV.Plant Support Areas: 

S2 STATUS OF SECURITY FACILITIES AND EQUIPMENT 

S2.2 Alarm Stations and Communications 

a. Inspection Scope (81700) 

The inspector evaluated the licensee's alarm stations and communication equipment 
to ensure application of the criteria of the Physical Security Plan (PSP).  

b. Observations and Findings 

The inspector verified that annunciation of protected and vital area alarms occurred 
audibly and visually in the alarm stations. The inspector observed the alarm station 
operators conduct alarm panel tests, alarm tests at Gates 1 and 2, protected area 
personnel access doors, turnstiles, and duress alarms. The licensee equipped both 
stations with Closed Circuit Television (CCTV) assessment capabilities and 
communication equipment. Alarms were tamper-indicating and self-checking, and 
provided with an uninterruptable power supply. These stations were continually 
manned by capable and knowledgeable security operators. The stations were 
independent yet redundant in operation. Alarm station's interiors were not visible from 
the protected area, and no single act could remove the capability of calling for 
assistance or otherwise responding to an alarm. Alarm stations' walls, doors, floors, 
ceiling and windows were bullet-resistant at the high-powered rifle rating (UL752).  

The inspector evaluated the provision, operation, and maintenance of internal and 
external security communication links, and determined that they were adequate and 
appropriate for their intended function. Each security force member could 
communicate with an individual in each of the continuously manned alarm stations 
and Control Room, who could call for assistance from other security force personnel 
and from local law enforcement agencies. The alarm stations had the capability for 
continuous two-way voice communication with local law enforcement agencies through 
radio, dedicated telephone lines, microwave, citizen band radio, as well as the 
conventional telephone service. The licensee had compensatory measures for 
defective or inoperable communication equipment. However, during this inspection 
there were no communication compensatory measures in effect. The inspector 
observed the alarm station operators make the required communication checks with 
onsite and offsite agencies.
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c. Conclusions 

Based on this evaluation, the inspector concluded that the licensee was complying 
with alarm station and communication commitments of the PSP. There were no 
violations of regulatory requirements found in this area.  

S2.3 Protected Area Detection Equipment 

a. Inspection Scope (81700) 

Based on the commitments of the PSP, the inspector inspected the licensee's 
protected area intrusion detection systems to verify that they were functionally 
effective and met licensee commitments. This evaluation was also to ensure that 
there were no vulnerabilities that could be exploited to avoid detection.  

b. Observations and Findings 

The licensee had installed intrusion detection systems that could detect attempted 
penetrations through the isolation zones, and attempts to gain unauthorized access to 
the protected area. Systems had diversity to assure maintenance of the system's 
capabilities. The licensee segmented the intrusion detection systems into enough 
alarm zones to provide adequate coverage of the protected area perimeter barrier and 
isolation zones. The inspector observed the licensee test twenty seven protected 
area alarm zones to verify alarm operability. Tests of the intrusion detection systems 
were accomplished by walking through the isolation zones. The inspector found that 
the licensee had installed detection and surveillance sub-systems for the protected 
areas. These systems consisted of microwave and E-Flex detection equipment to 
discover and assess unauthorized activities and conditions. These systems 
communicated alarm conditions to response force personnel though the alarm 
stations, allowing for response force personnel to assess and correct the conditions.  

The inspector also evaluated the licensee's ability to assess the alarms received from 
the protected area detection equipment. This assessment was accomplished by 
CCV. The alarm stations could simultaneously monitor scenes viewed by CCV 
cameras used for intrusion alarm assessment. The transmission and control lines 
used in the CClV intrusion alarm assessment system had line supervision and tamper 
indication. The licensee had compensatory measures for loss or malfunction of 
assessment aids.  

c. Conclusions 

This evaluation verified that the licensee's protected area detection equipment and 
assessment aids were functional, well maintained, and effective for both covert and 
overt penetration attempts after an intrusion detection alarm. They met the licensee's 
commitments and regulatory requirements. There were no vulnerabilities found.  
There were no violations of regulatory requirements found in this area.
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S2.8 Security Equipment Storage/Armory 

a. Inspection Scope (81700) 

The inspector evaluated the licensee's weapons storage facility to ensure application 
of the criteria in the PSP and appropriate security procedural requirements.  

b. Observations and Findings 

The inspector verified that weapons were secured in locked containers within a locked 
room with no exterior entry other than through the metal door securing the weapons 
vault. Access to the weapons vault was limited to the armorer and the designated 
alternate. Individually issued weapons were either with the security officer or secured 
in the weapons vault. Response weapons other than sidearms were secured in 
secure cabinets that were in facilities continuously manned 24 hours a day.  

c. Conclusions 

Based on this evaluation, the inspector concluded that the licensee was complying 
with the weapons storage criteria in the PSP and security procedures. There were no 
violations of regulatory requirements found in this area.  

*3 SECURITY AND SAFEGUARDS PROCEDURES AND DOCUMENTATION 

S3.1 Security Program Plans 

a. Inspection Scope (81700) 

The inspector reviewed the Duke Power Company Nuclear Training and Qualification 
Plan, Revision 3, dated March 12, 1997, to ensure compliance with 10 CFR 50.54 (p).  

b. . Observations and Findings 

Review of the changes to the Training and Qualification Plan submitted verified their 
compliance to the requirements of 10 CFR 50.54(p). Changes were structural and 
grammatical in that they made the plan more efficient and provided clarity to weapons 
qualifications.  

c. Conclusions 

The review of the Training and Qualification Plan and interviews with appropriate 
individuals verified that changes did not decrease the effectiveness of the Plan.  
There were no violations of regulatory requirements found in this area.
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S6 SECURITY ORGANIZATION AND ADMINISTRATION 

S6.3 Management Support 

a. Inspection Scope (81700) 

The inspector evaluated the degree of the licensee's management support to the 
Physical Security Program at the Oconee Nuclear Site (ONS). Based on the 
requirements contained in the PSP, the inspector reviewed the Licensee's Event 
Reports (LERs) and the Safeguards Event Log (SEL) entries. This review was to 
determine if the licensee appropriately assigned, analyzed and set priorities for 
corrective action for the reports and log entries, and whether the corrective action 
taken was technically adequate and timely.  

b. Observations and Findings 

The inspector found that management had supported the security program with the 
following enhancements 

* A Series 200 Firearms Training System (FATS) was purchased. This system 
had 29 different "shoot, don't shoot" scenarios, with branching actions 
depending on the trainee's respond to the action presented. The training 
facility was expanded to accommodate this training aid. All armed officers 
have been trained with this training aid as part of their stress training.  

. New portable hand held security radios and headsets have been purchased.  

* MILES training equipment borrowed from the Department of Defense has been 
used for response training.  

. A new locking device has been installed at a protected area access portal.  

. Three new color Rapid Scan X-Ray systems have been installed.  

Inspection Follow-up Item (IFI) 50-269, 270, 287/96-18-01 was reviewed to evaluate 
the licensee's progress on reducing the nuisance alarms from the protected area 
perimeter detection equipment. The inspector found that the licensee has made some 
progress of nine events that exceeded a PSP commitment during the 3rd quarter 
1996 to four events during the 1st quarter of 1997. However, this improving trend still 
fails to meet the PSP commitment for zero events exceeding the ten day average of 
one alarm/day/protected area detection zone. This IFI will be closed, and because 
these licensee identified events meet the criteria of Section VII.B.1 of NUREG-1600, 
General Statement of Policy and Procedures for NRC Enforcement Action, this 
incident will be opened and closed as a Noncited Violation (NCV), 50-269, 270, 
287/97-03-1.
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c. Conclusions 
Licensee's management exhibited an awareness and favorable attitude toward 
physical protection requirements by enhancing the training capabilities and equipment 
of the security program. This was based on the review of the PSP and interviews with 
management, support, and security personnel.  

S8 MISCELLANEOUS SECURITY AND SAFEGUARDS ACTIVITIES 

S8.1 Action on Previous Inspection Findings (92904) 

Closed - LER 287/96-S01-00, Tampering with a Component of a Safety Related 
System. This LER resulted in a Special Inspection 50-269, 270, 287/96-19, December 
9-10, 1996. The inspection report concluded that the licensee's investigative actions 
were thorough and complete, and that the licensee was in compliance with it's 
security program commitments.  

V. Management Meetings 

X1 Exit Meeting Summary .The inspectors presented the inspection results to members of licensee management at the 
conclusion of the inspection on April 24, 1997. The licensee acknowledged the findings 
presented.  

Partial List of Persons Contacted 

Licensee 

E. Burchfield, Regulatory Compliance Manager 
J. Hampton, Vice President, Oconee Site 
T. King, Security Manager 
B. Peele, Station Manager 
G. Ridgeway, Acting Superintendent, Operations 
M. Satterfield, Security Support Supervisor 
J. Smith, Regulatory Compliance 

NRC 

M. Scott, Senior Resident Inspector
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Inspection Procedures Used 

IP81700: Physical Security Program for Power Reactors 
IP92904: Actions on Previous Inspection Findings 

Items Opened, Closed, and Discussed 

Opened/Closed 

NCV 50-269, 270, 287/97-03-01 - Exceeding S/CP Commitment Nuisance Alarm Rate 

Closed 

IFI 50-269, 270, 287/96-018-01 - Exceeding S/CP Commitment Nuisance Alarm Rate 

Closed 

LER 287/96-SO-00 - Tampering With a Component of a Safety Related System


