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Dear Chairman Burns: 

~I 
NUCLEAR ENERGY INSTITUTE 

The Nuclear Energy Institute (NEI) 1 understands the Commission is considering final action on proposed 

cyber security event notifications requirements (SECY-14-0129). On behalf of the commercial nuclear 

industry, NEI requests that the Commission not approve issuance of the final rule for the following 

reasons: new requirements are unnecessary given existing event notification requirements and guidance; 

the rule could result in a substantial number of nuisance reports; and, the rule is unnecessarily 

burdensome given the overly broad scope of the current cyber security requirements. 

Each power reactor subject to the NRC's cyber security requirements is also subject to the requirements 

in Appendix G to 10 CFR Part 73, "Reportable Safeguards Events." These reporting requirements are 

sufficient because they do not address the method of attack (e.g., cyber versus physical), but rather 

focus on the potential impact to safety and security. For example, 10 CFR 73, Appendix G, Section (I)( a) 

requires licensees to report to the NRC within one hour of discovery of an event in which there is reason 

to believe that a person has committed, attempted, or has made a credible threat to commit or cause 

significant physical damage to a power reactor or its equipment, or interruption of normal operation. We 

believe that a cyber attack would clearly be reportable under this existing rule language. 

1 The Nuclear Energy Institute (NEI) is the organization responsible for establishing unified industry policy on matters affecting the 
nuclear energy industry, including the regulatory aspects of generic operational and technical issues. NEI's members include all entities 
licensed to operate commercial nuclear power plants in the United States, nuclear plant designers, major architect/engineering firms, fuel 
cycle facilities, nuclear materials licensees, and other organizations and entities involved in the nuclear energy industry. 
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Also, Information Advisory (IA) 13-01 provides guidelines for reporting suspicious cyber security activity 
and events that may be used to support compliance with existing security event reporting requirements. 

Based on how certain provisions of the new rule are interpreted, licensees may make large numbers of 
reports that would later be retracted- a nuisance for both the industry and the NRC. Appendix G to Part 
73 requires events to be reported within one hour of discovery. In practice, licensees "discover" an event 
after a determination has been made that a safeguards event has occurred and that it meets reporting 
requirements. In the Public Comment Analysis for the new rule, the NRC states, "internal notifications 
and gathering information to make a determination as to whether it meets applicable reporting 
requirements could take several hours, or even days, depending on the amount of information needed to 
reach a conclusion. The time to report an event is upon recognition; the licensee can withdraw a report 
(based on subsequent analysis of the circumstances) ... " NEI contends that this new interpretation is a 
deviation from established reporting practices. For the notification to have value in a cyber security 
context, it should be made when it can be confirmed that the event was caused by a cyber attack. If the 
equipment involved was significant from a safety perspective, a notification would have previously been 
made in accordance with 10 CFR 50.72. 

The NRC's cyber security rule provides the programmatic requirements to defend against the design 
basis threat of radiological sabotage, as well as to protect systems and equipment that do not have a 
nexus to radiological sabotage. NEI has submitted a petition for rulemakilig (PRM-73-18) to address this 
inconsistency in the cyber rule language with the physical security rule language. The proposed cyber 
security event notification requirements duplicate the overly broad seeping language that is the subject 
of NEI's petition, and as a result would require licensees to report events related to systems and 
equipment that have no nexus to radiological sabotage. NEI understands that licensees have many 
hundreds to a few thousand digital assets included within their cyber security programs. Accordingly, NEI 
contends that licensees could report large numbers of events to the NRC related to equipment that has 
no nexus to radiological sabotage. The numbers of reports would likely exceed the frequencies used in 
the regulatory analysis for the proposed rule, and would be unnecessarily burdensome to both NRC and 
the industry. 
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In summary, the industry believes the final rule should not be issued since the proposed requirements 
are unnecessary given existing security event notification requirements and guidance, could result in 
nuisance reporting and would be unnecessarily burdensome. 

Sincerely, 

~A·f?~ 
Anthony R. Pietrangelo 

c: The Honorable Kristine L. Svinicki, COMM/OCMKS, NRC 
The Honorable William C. Ostendorff, COMM/OCMWO, NRC 
The Honorable Jeff M. Baran, COMM/OCMJB, NRC 
Mr. Mark A. Satorius, EDO, NRC 
Mr. Michael R. Johnson, DEDO, NRC 
Mr. James T. Wiggins, NSIR, NRC 
NRC Document Control Desk 
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Dear Chairman Burns: 

The Nuclear Energy Institute (NEI)[1J understands the Commission is considering final action on proposed cyber 
security event notifications requirements (SECY -14-0129). On behalf of the commercial nuclear industry, NEI 
requests that the Commission not approve issuance of the final rule for the following reasons: new requirements are 
unnecessary given existing event notification requirements and guidance; the rule could result in a substantial 
number of nuisance reports; and, the rule is unnecessarily burdensome given the overly broad scope of the current 

cyber security requirements. 

Each power reactor subject to the NRC's cyber security requirements is also subject to the requirements in Appendix 
G to 10 CFR Part 73, "Reportable Safeguards Events." These reporting requirements are sufficient because they do 
not address the method of attack (e.g., cyber versus physical), but rather focus on the potential impact to safety 
and security. For example, 10 CFR 73, Appendix G, Section (I)( a) requires licensees to report to the NRC within one 
hour of discovery of an event in which there is reason to believe that a person has committed, attempted, or has 
made a credible threat to commit or cause significant physical damage to a power reactor or its equipment, or 

interruption of normal operation. We believe that a cyber attack would clearly be reportable under this existing rule 
language. Also, Information Advisory (lA) 13-01 provides guidelines for reporting suspicious cyber security activity 
and events that may be used to support compliance with existing security event reporting requirements. 

Based on how certain provisions of the new rule are interpreted, licensees may make large numbers of reports that 
would later be retracted - a nuisance for both the industry and the NRC. Appendix G to Part 73 requires events to 
be reported within one hour of discovery. In practice, licensees "discover" an event after a determination has been 
made that a safeguards event has occurred and that it meets reporting requirements. In the Public Comment 
Analysis for the new rule, the NRC states, "internal notifications and gathering information to make a determination 
as to whether it meets applicable reporting requirements could take several hours, or even days, depending on the 
amount of information needed to reach a conclusion. The time to report an event is upon recognition; the licensee 
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can withdraw a report (based on subsequent analysis of the circumstances) ... " NEI contends that this new 
interpretation is a deviation from established reporting practices. For the notification to have value in a cyber 
security context, it should be made when it can be confirmed that the event was caused by a cyber attack. If the 
equipment involved was significant from a safety perspective, a notification would have previously been made in 
accordance with 10 CFR 50.72. 

The NRC's cyber security rule provides the programmatic requirements to defend against the design basis threat of 
radiological sabotage, as well as to protect systems and equipment that do not have a nexus to radiological 
sabotage. NEI has submitted a petition for rulemaking (PRM-73-18) to address this inconsistency in the cyber rule 
language with the physical security rule language. The proposed cyber security event notification requirements 
duplicate the overly broad seeping language that is the subject of NEI's petition, and as a result would require 
licensees to report events related to systems and equipment that have no nexus to radiological sabotage. NEI 
understands that licensees have many hundreds to a few thousand digital assets included within their cyber security 
programs. Accordingly, NEI contends that licensees could report large numbers of events to the NRC related to 
equipment that has no nexus to radiological sabotage. The numbers of reports would likely exceed the frequencies 
used in the regulatory analysis for the proposed rule, and would be unnecessarily burdensome to both NRC and the 
industry. 

In summary, the industry believes the final rule should not be issued since the proposed requirements are 
unnecessary given existing security event notification requirements and guidance, could result in nuisance reporting 
and would be unnecessarily burdensome. 

Sincerely, 

Anthony R. Pietrangelo 
Senior Vice President and Chief Nuclear Officer 

Nuclear Energy Institute 
1201 F Street NW, Suite 1100 
Washington, DC 20004 
www.nei.org 

P: 202.739.8081 
M: 202.439.2511 
E: arp@nei.org 

NOW AVAILABLE: NEI's Online Congressional Resource Guide, JUST THE FACTS! 

Web site address: www.NEI.org/CongressionaiResourceGuide 
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This electronic message transmission contains information from the Nuclear Energy Institute, Inc. The information is intended solely for the use of the addressee and its use by any other 
person is not authorized. If you are not the intended recipient, you have received this communication in error, and any review, use, disclosure, copying or distribution of the contents of this 
communication is strictly prohibited. If you have received this electronic transmission in error, please notifY the sender immediately by telephone or by electronic mail and permanently 
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delete the original message. IRS Circular 230 disclosure: To ensure compliance with requirements imposed by the IRS and other taxing authorities, we inform you that any tax advice 
contained in this communication (including any attachments) is not intended or written to be used, and cannot be used, for the purpose of (i) avoiding penalties that may be imposed on any 
taxpayer or (ii) promoting, marketing or recommending to another party any transaction or matter addressed herein. 

Sent through www.intermedia.com 

[lJ The Nuclear Energy Institute (NEI) is the organization responsible for establishing unified industry policy on matters affecting the nuclear energy industry, 
including the regulatory aspects of generic operational and technical issues. NEI's members include all entities licensed to operate commercial nuclear power 
plants in the United States, nuclear plant designers, major architect/engineering firms, fuel cycle facilities, nuclear materials licensees, and other organizations 
and entities involved in the nuclear energy industry. 
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