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Computer Security Standard 
CSO-STD-6001 

System Change Cybersecurity Significance Standard 

 

1 PURPOSE 

The purpose of CSO-STD-6001, “System Change Cybersecurity Significance Standard,” is to 
provide the requirements to determine the cybersecurity significance of a proposed change to 
an authorized Nuclear Regulatory Commission (NRC) system, including its environment of 
operation.  This standard applies to existing, authorized NRC systems processing NRC 
information up to, and including, the Safeguards Information (SGI) level.  The change 
significance to a system determines the cybersecurity requirements for: 

• Evaluation and approval, and   

• Required actions that must be taken.   

This standard is intended to be used by system owners and Information System Security 
Officers (ISSOs) responsible for the security of authorized NRC systems.  Much of the 
terminology used to differentiate changes within CSO-STD-6001 differs from Information 
Technology Infrastructure Library (ITIL) terminology used operationally, which is not intended to 
differentiate changes based upon cybersecurity significance.  CSO-STD-6001 does identify 
relationships where they exist between the types of changes defined within ITIL and the 
standard. 

The appendices to CSO-STD-6001 (ML16035A390) are living documents that list changes 
based upon the associated cybersecurity significance types of changes and their associated 
cybersecurity significance.  As living documents, the appendices can and are intended to be 
modified as needed over time to add new changes and maintain information regarding existing 
changes identified.  This is intended to make certain that lessons learned as different types of 
changes are evaluated can be incorporated to progressively reduce the amount of time needed 
to determine significance of changes as CSO-STD-6001 is used over time.  Thus, the 
appendices are not subject to the limit of one change per year as specified in CSO-PROS-3000, 
“Process for Development, Establishment, and Maintenance of NRC Cyber Security Standards.”   

This standard does not apply to classified information systems.  

2 INTRODUCTION 

The cybersecurity change significance (hereafter referred to as cybersecurity significance) 
refers to the degree or level of change to a system (e.g., new or upgraded operating system for 
one or more assets in the system) or a system’s environment of operations (e.g., typically 
broader, non-system specific changes from an agency or federal level).  Cybersecurity 
significance depends on the severity of the change and associated level of potential adverse 
security impact to a system and to other systems.   
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For systems with one or more defined subsystems with established boundaries and 
authorizations from the NRC Designated Approving Authority (DAA), changes can be evaluated 
against the affected subsystem(s).  This approach provides a degree of flexibility to the ISSO 
and system owner.  In a scenario when a change requires a reauthorization, if the change and 
impact of the change is constrained to a subsystem then it may be possible that only the 
subsystem would need to be re-authorized, as opposed to reauthorizing the overall system. 

Changes may also affect other interfacing systems.  The potential impact of a change on other 
systems is considered since a change to one system may have an impact on the security 
posture of additional systems.  The greater the cybersecurity significance, the more likely that a 
system or subsystem reauthorization effort may be required.   

Changes are differentiated from one another using three cybersecurity significance categories, 
which are identified in Section 2.1, Cybersecurity Significance Categories.   

2.1 Cybersecurity Significance Categories 

This standard identifies three cybersecurity significance categories, which is abbreviated within 
this standard from this point onward as categories.  The categories are minor change, moderate 
change and significant change.  Categories are differentiated between one another with respect 
to the change severity and level of potential adverse security impact.  In other words, a 
significant change has a higher potential adverse security impact to a system when compared to 
a moderate change or minor change.  These categories are mutually exclusive (e.g., a change 
may only be associated with one category).  The following sections provide definitions and 
further information on the categories. 

2.1.1 Minor Change 

Changes with the lowest cybersecurity significance are referred to as minor changes.   

Minor changes are related to a type of change defined within ITIL as standard changes.  
According to ITIL, standard changes are pre-approved changes, considered relatively low risk, 
and are performed frequently.  Standard changes follow a documented and NRC enterprise 
change management approved process.  For the purpose of CSO-STD-6001, ITIL standard 
changes are considered minor changes. 

In addition to ITIL standard changes, a change that meets the following qualitative criteria is 
likely to be a minor change: 

• A minor change to the system or the environment of operations for the system could be 
expected to present little or no potential adverse security impact to the system and/or 
agency. 

• A minor change is typically related to routine maintenance (e.g., patching), periodic/ad 
hoc activities that are anticipated (e.g., adding new users).  Minor changes may occur 
frequently for a system and follow established processes for implementing the change.   

• While not always the case, minor changes do not typically result in the addition of new 
capabilities and functionality for a system.   

• Minor changes do not result in non-compliance with any applicable security controls or 
enhancements for a system (nor for any other systems). 
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The criteria presented in this section are broad and are complemented by requirements in 
Section 4.1, Determining the Cybersecurity Significance, and the Minor Changes Appendix,1 
which explicitly identifies changes that fall within the minor change category based upon the 
criteria specified in this section. 

2.1.2 Moderate Change 

Changes with the moderate cybersecurity significance are referred to as moderate changes.   

Moderate changes are related to a type of change defined within ITIL as normal changes.  
According to ITIL, normal changes are not standard or emergency changes (as specified by 
ITIL) and require full change management review in accordance with the defined steps in the 
enterprise change management process.  ITIL normal changes are usually, but not always, 
considered to be moderate changes.   

A moderate change to a system or the environment of operations for a system affects the 
security posture and could be expected to present a limited adverse security impact to the 
system and/or agency not exceeding the risk accepted for the system.  Moderate changes tend 
to be smaller in scope when compared with significant changes.  Moderate changes may occur 
periodically within a system operating in the Operations and Maintenance (O&M) phase of the 
System Development Life Cycle (SDLC).   

A change that meets the majority of the following qualitative criteria is likely to be a moderate 
change:   

• The change affects one or more of the following areas of a system and has the potential 
to present a limited adverse security impact: 

− Cryptographic modules 

− Software installed / in use on system components 

− Hardware or virtualized system components (e.g., virtual servers) 

− Physical environment and location 

− Security controls 

− System functionality and capabilities 

− System access methods 

• Moderate changes may expand the boundary of the system to add or replace system 
components. 

• Moderate changes may require limited changes to other systems.  For example, the 
addition of a virtualized pre-production environment for an NRC system may involve 

                                                 

 

1 This appendix is found in the Appendices to CSO-STD-6001 document, which is the companion document to CSO-STD-6001 and 
is published on the ISD web site. 
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limited changes within NRC enterprise systems, such as the Information Technology 
Infrastructure (ITI) system. 

The criteria presented in this section are broad and are complemented by requirements in 
Section 4.1, Determining the Cybersecurity Significance, and Moderate Changes Appendix, 2 
which explicitly identifies changes that fall within the moderate change category based upon the 
criteria specified in this section. 

2.1.3 Significant Change 

Changes with the greatest cybersecurity significance are referred to as significant changes.   

ITIL normal changes are sometimes considered significant changes if there is the potential for a 
large adverse security impact.  For example, ITIL indicates that one type of a normal change is 
a major change, which involves a significant amount of preparation and work with complex 
situations and major expenses.  Major changes that present the potential for a large adverse 
security impact to the system and/or agency are considered significant changes.  

A significant change to a system or the environment of operations for a system affects the 
security posture and can be expected to present the greatest potential adverse security impact 
to the system and/or agency.  Significant changes tend to be far reaching in scope (e.g., users 
and assets affected) and/or the degree (e.g., the introduction of major new capabilities and 
technologies to a system).  Significant changes may alter key characteristics of the system, 
such as the security categorization, system boundary, and infrastructure.  

The qualitative criteria presented below, are used to assist in determining whether a change is a 
significant change in accordance with the requirements presented in this standard.   

• Significant risk:  A change that can be expected to present significant increased risk to a 
system, which may exceed the level of risk accepted on behalf of the agency by the DAA 
as part of system authorization, is a significant change.   

• Does not comply with authorization conditions:  A change that does not comply with 
system authorization conditions is a significant change. 

• Changes to security categorization:  A change to the system security categorization level 
is a significant change. 

• Use of/transitioning to cloud computing services:   

− A change that involves the use of new public, private, or hybrid cloud computing 
services that are not currently authorized by the NRC DAA is a significant 
change. 

− A change that involves transitioning a system that is hosted internally within NRC 
or by a contractor specifically for NRC to a cloud service provider is a significant 
change. 

                                                 

 

2 This appendix is found in the Appendices to CSO-STD-6001 document, which is the companion document to CSO-STD-6001 and 
is published on the ISD web site. 
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• System boundary changes:   

− A change that involves expanding a system boundary to include one or more 
additional systems or subsystems (from a different system) is a significant 
change.   

− Adding, changing, or removing subsystems is a significant change. 

• System infrastructure, architecture, and connectivity:  A change to the majority of the 
system infrastructure, architecture, or connectivity (e.g., virtualizing the entire network 
infrastructure for a system) is a significant change. 

• New technology for the agency:  The introduction of new technology to the agency, such 
as a new operating system, that is anticipated to be used across the enterprise that has 
the potential for a large adverse security impact is a significant change.  Following the 
first change introducing new enterprise technology to the agency, further 
implementations are considered moderate changes. 

• New facility:  A change to add a new facility or data center used to host the system is a 
significant change.  This excludes the relocation of an existing facility or data center that 
is being replaced in a like for like manner, which is considered a moderate change.  

The criteria presented in this section are broad and are complemented by requirements in 
Section 4.1, Determining the Cybersecurity Significance, and Significant Changes Appendix,3 
which explicitly identifies changes that fall within the significant change category based upon the 
criteria specified in this section 

3 GENERAL REQUIREMENTS 

This section addresses the general requirements with which all ISSOs responsible for the 
security of authorized NRC systems must comply.   

This standard must be used in concert with: 

• NRC’s system development life cycle methodology and cybersecurity coordination 
requirements 

• CSO-PROS-1323, “Information Security Continuous Monitoring Process” 

• Other Information Security Directorate (ISD) standards and processes. 

3.1 Cybersecurity Significance Workflow 

Figure 3.1-1 depicts the path that ISSOs must take to proceed through the requirements 
identified in this standard for determining, documenting, obtaining approval of a proposed 
cybersecurity significance for an identified change; and performing required actions for the 
change. 

                                                 

 

3 This appendix is found in the Appendices to CSO-STD-6001 document, which is the companion document to CSO-STD-6001 and 
is published on the ISD web site. 
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Figure 3-1:  Cybersecurity Significance Workflow 

 

Step 1: Identify Change and Determine Cybersecurity Significance –  

ISSOs must monitor and identify changes.  ISSOs must determine the 
cybersecurity significance, which can be done in consultation with 
appropriate stakeholders. 

Step 2: Obtain Approval of Cybersecurity Significance for Change – 

ISSOs must obtain approval of the cybersecurity significance for the change 
in accordance with the requirements in Section 4, Specific Requirements.   

If a proposed change is explicitly identified as a minor change within the 
standard, approval of the cybersecurity significance is not needed.   

Step 3: Perform Required Actions based upon the Approved Cybersecurity 
Significance – 

ISSOs must document changes determined to be minor changes in 
accordance with the requirements in Section 4, Specific Requirements.   

ISSOs must ensure that the required actions for moderate and significant 
changes are performed in collaboration with the ISD. 

System owners and ISSOs should examine whether, and to what extent, change management 
can be performed on a release schedule (e.g., identifying several different changes, planning for 
the changes to occur in a similar timeframe, and rolling out the changes together or within a 
short timeframe of one another).  This approach has the potential to reduce costs and increase 
change management effectiveness when compared with planning for and implementing 
changes separately.  In addition, a proposed change must include all activities required to 
implement the change, including changes to other systems. 

3.2 Monitoring for and Identification of Changes 

ISSOs must ensure, as part of continuous monitoring, that changes to a system and the 
system’s environment of operation are reviewed to identify changes with the potential to have a 
security impact.  

3.3 Electronic Correspondence with ISD 

All electronic correspondence by system owners and ISSOs with ISD in support of the 
requirements stated in the standard must occur using the ISD Regulatory Information 

 Step 2: Obtain Approval of 
Cybersecurity Significance for 

Change

 Step 3: Perform Required 
Actions based upon the 
Approved Cybersecurity 

Significance

Step 1: Identify Change and Determine 
Cybersecurity Significance
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Distribution System (RIDS) mailbox.  Affected System Owners and ISSOs shall be included on 
correspondence with ISD.   

3.4 Emergency Changes 

The NRC DAA for Major IT Investments may authorize the implementation of an emergency 
change even if a security assessment is not conducted at all or is not conducted in accordance 
with the requirements specified in the standard.  This is intended to make certain that true 
emergencies can be responded to in a timely fashion, such as system changes that may be 
necessary within a very short timeframe based upon the identification of potential or confirmed 
security breach. 

The NRC DAA authorization of an emergency change where a security assessment is not 
conducted at all or in accordance with the requirements specified in this standard does not 
nullify these requirements.  Instead, the emergency change must be assessed in accordance 
with CSO-STD-6001 as soon as practical following implementation.  

4 SPECIFIC REQUIREMENTS 

This section provides specific requirements to determine, document, obtain approval of the 
proposed cybersecurity significance for an identified change; and perform required actions for 
the change.  

4.1 Determining the Cybersecurity Significance 

This section provides the requirements to determine the cybersecurity significance for the 
change.  The ISSO must determine the cybersecurity significance for the change as specified in 
the steps below.  After determining the cybersecurity significance, the ISSO must ensure that 
required actions for the approved cybersecurity significance of the change specified in Section 
4.3, Required Actions following Approval of the Determined Category, are performed. 

Step 1:  The ISSO must examine the following appendices to CSO-STD-60014 in the order they 
are specified below.  The appendices identify changes that have been determined to be of 
minor, moderate, and significant cybersecurity significance:   

• Minor Changes Appendix 

• Moderate Changes Appendix 

• Significant Changes Appendix 

Step 2:  If more than one cybersecurity significance appears to apply to a change based upon 
Step 1, the greatest cybersecurity significance applies.  For example, if a change appears to be 

                                                 

 

4 These appendices are found in the Appendices to CSO-STD-6001 document, which is the companion document to CSO-STD-
6001 and is published on the ISD web site. 
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identified as both a minor and moderate change, then the moderate change category, which has 
the greater cybersecurity significance of the two, applies.  

Step 3:  If the appendices specified above do not identify the cybersecurity significance for the 
change, then the ISSO must attempt to identify the most applicable cybersecurity significance 
based upon the definitions and criteria specified in Section 2.1, Cybersecurity Significance 
Categories.  The ISSO may collaborate with ISD and other stakeholders in order to identify the 
cybersecurity significance.  Regardless of the cybersecurity significance determined, the ISSO 
must obtain approval of this proposed cybersecurity significance in accordance with the 
requirements specified in Section 4.2. 

The ISSO is always permitted to increase the significance category for a change from what is 
specified explicitly if the ISSO believes the increase to be appropriate.  

4.2 Obtaining Approval of the Determined Cybersecurity Significance 

The ISSO does not need to obtain approval in the manner specified in this section if the 
proposed change has been explicitly identified as a minor change per Section 4.1, Determining 
the Cybersecurity Significance. 

The ISSO must obtain approval of the proposed category, from a member of ISD senior 
management in the following scenarios: 

• Scenario 1 – When the cybersecurity significance was determined through review of the 
appendices specified in Section 4.1, to be a moderate or significant change. 

• Scenario 2 – If the cybersecurity significance was not determined through review of the 
appendices specified in Section 4.1, requiring the ISSO to identify a proposed 
cybersecurity significance for the change.   

The ISSO must obtain approval from a member of ISD senior management, which includes the 
ISD Director, Deputy Director, and all ISD Senior Information Technology Security Officers 
(SITSOs).   

There are two methods available to ISSOs to obtain approval of the proposed category.  The 
two methods are: 

• Primary method – Obtain approval through an existing change/IT service management 
system (e.g., BMC Remedy):   

− This method is permitted so long as the conditions listed below are fulfilled to 
assist in reducing paperwork and expediting decision-making.   

− Conditions that must be met:   

• ISD access: 

− ISD senior management identified above must be provided access 
to the change/IT service management system. 

− The designated ISD points of contact for the system must also be 
provided no less than read access to the change/IT service 
management system to aid in review of the request. 
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• Configuration/change management system capabilities: 

− ISD senior management must be notified by email of requests to 
obtain approval. 

− The change/IT service management system must be capable of 
storing and performing validation checks (to the extent technically 
feasible) to ensure that the requestor includes the following 
information for the approval request prior to the request being 
routed to approvers:  

• System/Subsystem Name 

• ISSO Name 

• Change Description  

• Proposed Cybersecurity Significance – Minor, Moderate, or 
Significant Change 

• Rationale for Cybersecurity Significance Determination – 
The requestor must specify how the cybersecurity 
significance was determined. 

− The change/IT service management system must record and 
present the following information to viewers of the request:  

• Date Approval Requested 

• Date Approval Provided 

• Name of Approver (either individual or group) 

− The change/IT service management system must be authorized to 
store / maintain Official Agency Records (OARs) or capable of 
providing an export of the approved change with all of the 
information of the change specified in the bullets above to be 
preserved as an OAR. 

• Alternate method – Obtain approval by populating CSO-TEMP-6001, System Change 
Approval Request, and provide the populated template to the ISD senior management 
individuals specified above to approve.   

− The alternate method is:  

• Available to the ISSO if desired even if the primary method is available. 

• Required if no change/IT service management system used for the 
system fulfills the conditions stated under the primary method above. 

− CSO-TEMP-6001 must be populated according to the instructions in the 
template.  Required information that must be populated includes: 

• System/Subsystem Name 

• ISSO Name 

• Change Description 
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• Proposed Cybersecurity Significance – Minor, Moderate, or Significant 
Change 

• Rationale for Cybersecurity Significance Determination – The requestor 
must specify how the cybersecurity significance was determined. 

− The ISSO must provide the populated CSO-TEMP-6001 to ISD senior 
management via the ISD RIDS mailbox.   

Regardless of which of the above methods is used to seek approval, if the member of ISD 
senior management who responds to the approval request does not approve the proposed 
cybersecurity significance, then the ISD senior management responder must specify why the 
approval request was not approved.  The responder may also suggest an alternate 
cybersecurity significance for the change.  If the ISSO disagrees with the determination 
provided by the responding member of ISD senior management, the ISSO is encouraged to 
work with the responder and the ISD point of contact for their system to reach a consensus and 
move forward.  The DAA for Major IT Investments has the discretion to approve or alter the 
category of a change. 

Following approval, the ISSO is responsible for preserving the approval of the cybersecurity 
significance as an OAR.  Please note that if the alternate approval method is used, the request 
for approval does not need to be made into an OAR.  Only the final approval must be preserved 
as an OAR. 

ISD shall periodically review approvals of cybersecurity significance to ensure that the 
appendices to CSO-STD-6001 are updated to add new changes or modify existing changes to 
incorporate lessons learned and create a more comprehensive repository of changes with their 
associated cybersecurity significance.  

4.3 Required Actions following Approval of the Determined Category 

This section specifies required actions that must be performed following category determination 
and, if applicable, approval of the proposed category for a change.  The required actions are 
based upon the proposed category for the change.  ISSOs must provide notification to ISD and 
ensure that the required actions are performed in collaboration with the ISD.   

The DAA for Major IT Investments has the discretion to change or add further required actions 
to specific changes on a case-by-case basis. 

4.3.1 Minor Changes 

The ISSO must ensure that all minor changes are documented by system and subsystem.  
Information on minor changes that have been implemented must be maintained as OARs.  A 
digest of minor changes that have been implemented must be maintained as OARs and 
produced or updated no less than quarterly.  If the change/IT service management system (e.g., 
BMC Remedy) that contains information on the implemented minor change is authorized to 
store / maintain OARs, then a digest of change only needs to be produced or updated annually 
as long as the ISD points of contact for the system are granted read access to all information on 
minor changes for the system.  Depending on the capabilities of the change/IT service 
management system, it may be possible to produce this digest through simply performing an 
export of the data on all minor changes that pertain to the NRC system. 
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If an ISSO is responsible for a system with subsystems, the ISSO may, but is not required to, 
document all minor changes to the system within one OAR as long as changes are 
differentiated by subsystem.  ISSOs are responsible for ensuring that system OARs are updated 
on schedule and contain a digest of all minor changes implemented since the prior update.  
ISSOs must also ensure the ISD is notified when each digest of minor changes for a system or 
subsystem are made available via the ISD RIDS mailbox.  This notification must include the 
ADAMS accession numbers for each OAR and can be provided manually or automatically from 
a change management system or other system (if possible).     

Minor change digests must include the following information for each change: 

• Date Implemented 

• Change Description (e.g., a list of security patches and/or software updates applied) 

• Asset(s)/Asset Group(s) Affected  

• User(s)/User Group(s) Affected (if applicable, such as for issuing new equipment) 

Please note that when asset or user groups are specified within a change digest, the groups 
must be identified and described within system documentation for the associated 
system/subsystem.  For example, in order for an ISSO to specify an asset group, such as all 
production database servers for a change, then system documentation (e.g., System Security 
Plan, System Inventory) must specify all assets that would be identified as production database 
servers at that time.  This requires a specific version to indicate exactly to which devices the 
change was applied. 

The following bullets provide an example of the minimum level of detail needed for a change 
within a change digest for a system to fulfill the requirements stated in this section.  Please note 
that the format specified below does not need to be followed for the digest. 

• System and (if applicable) Subsystem Name:   

− System:  Agency Infrastructure System 

− Subsystem:  User Workstations and Devices 

• Date Implemented:  January 15, 2015 

• Change Description:  Roll out the eight security patches released by Microsoft in 
January 2015.  The eight security patches include one critical patch (MS15-002) and 
seven important patches (MS15-001, MS15-003, MS15-004, MS15-005, MS15-006, 
MS15-007, and MS15-008). 

• Asset Groups Affected:  All production Windows workstations.5  

An ISSO may use data exports from a change management/IT service management system as 
a digest of minor changes for a system if the data is sufficiently detailed and captures all of the 
information specified above. 

                                                 

 

5 This presumes that all production Windows workstations are identified within system artifacts, such as the system inventory. 
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If needed for a specific event, ISD may request documentation from an ISSO on an ad hoc 
basis (e.g., during the period between required quarterly updates).  

4.3.2 Moderate Changes 

A security assessment is required for a moderate change.  The ISSO must notify and 
collaborate with the ISD on the required security assessment to determine the appropriate 
assessment methods, such as whether a security control assessment is needed in addition to 
an assessment of security configuration settings and patching.  The ISSO must also collaborate 
with ISD regarding the components included within the scope of the security assessment for the 
system change.   

The required assessment is under the purview of either the DAA for Major IT Investments or the 
DAA for Non-Major IT Investments.  This is determined on a case-by-case basis for each 
change depending on multiple factors, including the systems affected, nature of the change, and 
affected security controls.  The ISSO shall identify and document the affected security controls 
as part of the change request.  Depending on the number of impacted security controls and 
system assets affected, the ISD Policy, Compliance, and Training (PCT) SITSO and DAA (both 
Major and Non-Major) have the discretion to use sampling to facilitate the security assessment 
and may constrain security control assessments to affected assets. 

For example, should the change be to add a new interconnection with an external system, 
National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53, 
Revision 4, “Security and Privacy Controls for Federal Information Systems and Organizations,” 
security controls that may be affected could include the following: 

• Security Assessment and Authorization (CA)-3, System Interconnections 

• Configuration Management (CM)-4, Security Impact Analysis 

• Identification and Authentication (IA)-3, Device Identification and Authentication 

• IA-8, Identification and Authentication (Non-Organizational Users) 

• System and Services Acquisition (SA)-9, External Information System Services 

• System and Communication Protection (SC)-7, Boundary Protection 

• SC-8, Transmission Confidentiality and Integrity 

• SC-13, Cryptographic Protection 

The ISSO shall ensure that ISD and relevant system ISSOs and other stakeholders (e.g. system 
administrators) are notified by email and via BMC Remedy (if applicable) if the change may 
adversely affect the security of other systems.  For this requirement, consider the following 
scenario: 

Scenario:  A system (referred to as “system ABC” for this scenario) provides software and 
information integrity services to other systems in support of NIST SP 800-53 security control 
System and Information Integrity (SI)-7, “Software, Firmware, and Information Integrity,” and 
applicable enhancements. 

• Assumption:  Other systems inherit this control and its enhancements from system 
ABC. 
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• Change:  A change to system ABC that causes the SI-7 control and enhancements 
to no longer be in place and satisfied. 

• Impact to other systems:  This change would adversely affect the security posture 
of the other systems inheriting the control from system ABC. 

• ISSO required actions:  The ISSO for system ABC must notify the ISD and all 
system ISSOs for the other systems, which are adversely affected by the software 
and information integrity services that are no longer in compliance with the applicable 
security control and enhancements. 

Prior to the security assessment, the ISD PCT SITSO and DAA may request further analysis of 
the proposed system change to assist in identifying all impacted security controls. 

4.3.3  Significant Changes 

For changes with a category of significant change, the affected system or subsystem must be 
reauthorized by the DAA that provided the initial authorization for the system, which is most 
likely the DAA for Major IT Investments, but could be the DAA for Non-Major IT Investments.  
The scope of the reauthorization may be constrained to a subsystem if the impact of the 
proposed system change is constrained to an existing subsystem.  

The ISSO must determine if the change affects other NRC systems and, if so, notify the ISD 
and the system ISSOs for the affected systems.    
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5 ACRONYMS 

AC Access Control 

ADAMS Agencywide Documents Access and Management System 

CA Security Assessment and Authorization 

CIO Chief Information Officer 

CISO Chief Information Security Officer 

CM Configuration Management 

CSO Computer Security Office 

DAA Designating Approving Authority 

IA Identification and Authentication 

IEEE Institute of Electrical and Electronics Engineers 

ISD Information Security Directorate 

ISSO Information System Security Officer 

IT Information Technology 

MD Management Directive 

NIST National Institute of Standards and Technology 

NRC Nuclear Regulatory Commission  

OAR Official Agency Record 

O&M Operations & Maintenance 

OCIO Office of the Chief Information Officer 

PCT Policy, Compliance, and Training 

PROS Process 

RIDS Regulatory Information Distribution System 

SA System and Services Acquisition 

SC System and Communication Protection 

SDLC System Development Life Cycle 

SGI Safeguards Information 

SI System and Information Integrity 

SITSO Senior Information Technology Security Officer 

SP Special Publication 

STD Standard 

SUNSI Sensitive Unclassified Non-Safeguards Information 
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6 GLOSSARY 

External System (or 
Component) 

A system or component of a system that is outside of the 
authorization boundary established by the organization and for 
which the organization typically has no direct control over the 
application of required security controls or the assessment of 
security control effectiveness. 

External Network  Networks that interconnect with the NRC network or are used by 
individuals to connect to NRC networks, systems, and 
applications. 

Minor Change A change to a system or the environment of operations for a 
system that could be expected to present little or no adverse 
security impact to the system and/or agency.   

Moderate Change A change to a system or the environment of operations for a 
system that affects the security posture and can be expected to 
present a limited potential adverse security impact to the system 
and/or agency. 

Routine Change Changes that occur frequently to systems within the O&M phase 
of the SDLC and occur as part of regular system maintenance 
(e.g., patching, adding/removing users). 

Safeguards Information  A special category of sensitive unclassified information 
authorized by Section 147 of the Atomic Energy Act to be 
protected. 

Sensitive Unclassified 
Non-Safeguards 
Information  

Information that is generally not publicly available and 
encompasses a wide variety of categories (e.g., personnel 
privacy, attorney-client privilege, confidential source, etc.).   

Significant Change A change to a system or the environment of operations for a 
system affects the security posture and can be expected to 
present the greatest potential adverse security impact to the 
system and/or agency (when compared to moderate and minor 
changes). 

System Change 
Cybersecurity Significance 

The level of cybersecurity significance of a proposed change to 
an authorized NRC system, including its environment of 
operation.  Also referred to as cybersecurity significance. 
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