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Dear Ms. Bladey:

On behalf of the nuclear industry, the Nuclear Energy Institute (NEI)1 submits the following and attached 
comments on the subject Draft Regulatory Basis published in the Federal Register on June 18, 2014 for public 
comment. We have included responses to the six specific questions posed in the FRN for stakeholder 
consideration (Attachment 1). We appreciate the U.S. Nuclear Regulatory Commission (NRC) granting 
industry’s request2 for an extension of the comment period and the additional public meeting held on 
September 24, 2014 which we found informative. Finally, we trust that the NRC staff will find these comments 
useful and informative, as it finalizes the regulatory basis and potentially proceeds to the proposed rulemaking 
phase, and we look forward to future engagement on this important topic. 

Overarching Comment – NRC Should Adopt Rulemaking Alternatives for Parts 26 and 73
Part 73: Based on the Draft Regulatory Basis and discussions with licensees held during the June and 
September 2014 public meetings, industry continues to advocate for alternatives to rulemaking for licensees 
impacted by this rule. For example, the security orders issued by NRC in place today recognize the diversity 
of the small fleet of fuel cycle facilities and allow for a facility-specific, risk-informed and performance-based 
approach to meet the intent of the requirements. This is also true for research and test reactors.  

                                           
1 The Nuclear Energy Institute (NEI) is the organization responsible for establishing unified industry policy on matters affecting the nuclear 
energy industry, including the regulatory aspects of generic operational and technical issues. NEI's members include all entities licensed to 
operate commercial nuclear power plants in the United States, nuclear plant designers, major architect/engineering firms, fuel cycle facilities, 
nuclear materials licensees, and other organizations and entities involved in the nuclear energy industry.
2 Letter from JSchlueter, NEI to Annette Vietti-Cook, NRC dated June 20, 2014 regarding extension of comment period on 10 CFR Parts 26/73 
draft regulatory basis.
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Industry is concerned that detailed, prescriptive, one-size-fits-all new or revised requirements that modify 
the intent or go beyond the orders could create unintended conflicts or gaps with existing, NRC-approved 
security programs. The programs put in place to conform to the Orders/Additional Security Measures (ASMs)
have been inspected against and determined to be adequate. Therefore, NRC should clearly state that 
current licensees have already developed and implemented plans that comply with the new requirements 
and do not require additional action at this time. Change for change’s sake or codifying “best practices” and 
“lessons-learned in and of itself is not a sound or justifiable regulatory basis for new or modified requirements. 
See, e.g., 74 FR at 13957 (codification of ICM order requirements for power reactors). These types of 
changes are insufficient to satisfy the Backfit Rule’s “substantial increase in overall protection” requirement 
and the cost of implementing such changes would not be justified in view of any increased protection. 
Therefore, we suggest that, rather than conduct a resource intensive rulemaking, NRC either: 1) issue a 
license condition for impacted licenses which requires adherence to the current set of requirements and 
prohibits a program change that would result in a decrease in the effectiveness of the current security 
program; or 2) issue a very succinct rule stating that existing licensees have the option of continuing to 
comply with existing orders instead of the more prescriptive, “one-size fits all” potential new or modified 
requirements.  

Part 26:  Given the demonstrated effectiveness of security plans at these facilities today, NRC’s reference to 
generic work hour studies and requirements imposed by government agencies in other contexts are 
insufficient to satisfy the Backfit Rule’s “substantial increase in overall protection” requirement. Nor would the 
cost of implementing new work hour restrictions at these facilities be justified in view of any increased 
protection or demonstrated need. As stated on page 48 of the Draft Regulatory Basis, industry is supporting 
NRC’s effort to determine whether an order imposing a license condition for Category I licensees is a
necessary or practical approach to address the work hours issue, as perceived by NRC, as an alternative to a 
Part 26 rulemaking. Further, such a rulemaking would only impact one NRC licensee corporate owner who 
operates two Category I fuel facilities; therefore, rulemaking is not an efficient use of our mutual resources.

General Comments on the Draft Regulatory Basis for Part 73:
1. Based on a literal and perhaps conservative interpretation of the Draft Regulatory Basis language, 

industry identified potential new or modified fixed site physical security and transportation security 
requirements across the fleet of fuel cycle facilities (Attachment 2). Industry did not factor in any 
flexibility implied or stated by NRC staff during the September public meeting discussions with regard 
to the intent of specific Draft Basis language and potential requirements. Also, industry requests that 
certain terms and phrases used throughout the Draft Regulatory Basis be clarified in any future 
rulemaking documents to help ensure mutual understanding and compliance (Attachment 3).

2. Regarding cost estimates to implement the potential new or modified requirements, we offer the 
following. Due to the facility-specific nature of the security requirements in place today and facility 
operations, cost estimates are, at some facilities, indeterminate at this time or difficult at best to 
calculate due to the early phase of this potential rulemaking. However, some fuel facilities are 
providing cost estimates under separate cover which vary in their scope and level of detail. 
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3. If NRC does not plan on allowing licensees to maintain their NRC-approved security programs 
implementing the previously issued security orders or requirements during the proposed rulemaking 
phase, NRC should clarify when, how and which NRC security orders, Confirmatory Action Letters 
(CALs), or other requirements currently in effect would be rescinded upon the effective date of a 
final rule. Additionally, NRC should also clarify how potential conflicts between the final rule 
requirements and security orders/CALs would be rectified. For example, it is unclear whether the 
security order or rule takes precedence when one set of requirements is more restrictive or 
prescriptive than the other or a conflict exists and they are both still in effect, as NRC staff stated
during the September 2014 public meeting would be the case for some licensees. Such an approach 
is inefficient and unnecessarily confusing and could lead to non-compliance. 

4. Consistent with NRC staff comments during the September public meeting, we suggest that future 
NRC documents on this rulemaking clearly state that the current Department of Energy’s Office of 
Secure Transportation (OST) program is adequate to meet the intent of potential relevant 
transportation requirements. Further, that any references to “licensees” in this context are not to be 
interpreted as to expand the current role of NRC licensees in OST shipments. This fact was not self-
evident based on the Regulatory Basis but is a very important one and should be reflected in future 
rulemaking documents. 

5. As discussed during the September meeting, NRC should recognize that fuel cycle facilities have 
effective Corrective Action Programs (CAPs) in place. However, because they are primarily designed to 
track safety-related items and events, these CAPs may not be the most efficient and appropriate tool 
to manage or track security related events or program issues. As such, the Regulatory Basis should not 
imply that a CAP is required for such purposes. Rather, NRC should implement a performance-based 
approach and allow licensees the flexibility to continue using a system that meets the needs of the 
licensee and incorporates a level of rigor consistent with that used in a CAP.

6. The draft regulatory basis appears to set an expectation that the current Integrated Safety Analysis 
“change management” process for safety issues required under 10 CFR 70.72(a) should be used to 
address security issues. Specifically, while licensees evaluate both safety and security issues with a 
comparable level of rigor, section 70.72 is purely safety focused in accordance with Part 70.  
Therefore, licensees are not currently required to use the section 70.72 process for program change 
management when addressing security related issues or making changes to their security programs. 
In part, this is due to the “need to know” or sensitive nature of most, if not all, security related 
issues versus the “public” nature of the section 70.72 internal safety review process and its 
documentation. NRC needs to clarify its intent with regard to section 70.72 and security related 
events/program issues or eliminate any reference to it in the Draft Regulatory Basis. Further, this 
expectation appears to be unnecessary, in that, section 70.32 controls changes to security program 
implementation, and normal change processes currently used provide adequate reviews with other 
safety disciplines.
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7. NRC should clarify how this rulemaking is coordinated with potential cyber security requirements.  
Specifically, the staff expects to submit an options paper to the Commission in October 2014 
regarding whether to issue security orders or proceed to rulemaking. If the Commission directs the 
staff to proceed to rulemaking, this current Parts 26 and 73 rulemaking should be coordinated with 
or potentially subsume any Part 73 rulemaking on cyber security for fuel cycle facilities. 

8. Dilution of Licensed Material – Industry supports the concept of allowing licensees to voluntarily 
implement a “dilution” approach to categorizing special nuclear material. First, such an approach is 
consistent with industry’s risk-informed programs that important target materials are provided well 
designed and implemented security measures to provide a high level of confidence that malevolent 
use by sophisticated adversaries is prevented. That is, material in amounts and concentrations that 
represent a significant potential threat to public safety are afforded extensive and comprehensive 
protections in a focused and much disciplined manner. Secondly, a “right sized” security program 
allows licensees to efficiently deploy both the ProForce and operations personnel to achieve facility
protection goals and enable effective boundary surveillance. Third, sensitivity of information is 
derived from the associated material category/protection level so information about less attractive 
material could be handled with more transparency, enabling more extensive and timelier 
reporting. This transparency also improves oversight and fosters confidence in the nuclear material 
operations. Fourth, radiation exposure is also reduced as frequency and scope of monitoring 
activities are adjusted for less attractive materials. In summary, the new “right sized” protective 
measures coupled with performance based criteria allow flexibility to achieve protection objectives 
effectively and efficiently.

9. Parts 73 and 74 rulemakings: As industry has stated3, the special nuclear material attractiveness and 
material control and accounting (MC&A) aspects of the respective Parts 73 and 74 rulemakings are 
interdependent and their sequencing needs to be coordinated. Currently, the Part 74 rulemaking 
schedule precedes the Part 73 rulemaking schedule. The sequencing of these rulemakings must be 
coordinated and their priorities considered within the context of our collective efforts to address the 
cumulative impact of simultaneous regulatory initiatives. Specifically, current operating facilities will not 
see efficiencies with the potential new Part 73 attractiveness scheme unless it is incorporated into Part 
74. If not, licensees could find themselves protecting the same material at different levels under 
different rules. This approach would not be efficient and could cause licensees to not be in compliance.
The regulatory frameworks applied to Parts 73 and 74 need to be consistent or not in conflict with one 
another so that each type of material falls within the appropriate attractiveness category under each 
rule. Otherwise, discrepancies between the rules could cause unnecessary confusion for workers and
potentially operational safety and security issues. 

10. Current operating power reactors have NRC-approved Part 73 physical security plans that provide 
high assurance against special nuclear material theft and diversion, which should not need to be 

                                           
3 JSchlueter, NEI letter to JKinneman, NRC dated April 3, 2013 regarding the Cumulative Impacts of Regulation on Fuel Cycle Facilities
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modified or revised as part of this rulemaking. The draft Regulatory Basis (e.g., page 35) and 
statements made by NRC staff during the June and September public meetings indicate otherwise.  
Therefore, industry suggests specific modifications to the Regulatory Basis (Attachment 2) to clearly 
state that operating reactors would not be subject to new or revised Part 73 requirements applicable 
to special nuclear material located at the site and managed in compliance with existing NRC-
approved Part 73 physical security plans.

Sincerely, 

Janet R. Schlueter

Attachments:
1. Responses to Six Questions
2. Potential New Requirements
3. Terms to Modify or Clarify

c: Ms. Marissa G. Bailey, NMSS/FCSSER, NRC
Mr. James Danna, NMSS/MSSTRP/RPMB, NRC
Mr. William Gott, NSIR/DPR/OB, NRC
Mr. Alexander Sapountzis, NSIR/DSP/FCTSB, NRC
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Fuel Cycle Industry Responses to Federal Register Questions (79FR34641) 

 

Industry provides the following responses to the six questions posed by the U.S. Nuclear Regulatory 
Commission in the June 18, 2014 Federal Register Notice (79FR34641) for the Draft Regulatory 
Basis on Parts 26 and 73.  

Should implementing material attractiveness and its associated physical protection 
measures be voluntary or mandatory?  

Industry’s position is that implementation of new material attractiveness standards should be 
voluntary. The Part 70 performance objectives are requirements and licensees have the flexibility to, 
based on their operations, how best to demonstrate compliance. In some cases, licensees may opt 
to implement protective measures greater than actually required. Either way, the rule allows this 
risk-informed and performance-based approach. Further, the material attractiveness programs in 
place today are adequate to ensure the safe and secure use of licensed material and no significant 
program deficiencies have been identified to date that would warrant a significant overhaul of these 
programs.   

Are the potential regulatory changes sufficiently performance-based to allow licensees 
of different categories to effectively implement the physical protection objectives and 
strategies? 

No, based on the language in the Draft Regulatory Basis, the potential regulatory changes to Parts 
26 and 73 are not sufficiently performance based nor do they incorporate a level of flexibility 
allowed by the requirements in place today imposed by NRC through various mechanisms, e.g., 
Orders, Confirmatory Action Letters, Additional Security Measures. Instead, NRC appears to be 
taking a “one-size-fits-all” approach in several areas involving fixed site and transportation security, 
e.g., imposing current Category I fuel facility requirements on Category III fuel facilities despite the 
lower risk of Category III materials.  

Are there other problems related to these 3 rulemaking efforts that the NRC needs to 
consider? 

No. In fact, industry is not aware of any material attractiveness, fixed site physical security or 
transportation security matters that warrant such an extensive rulemaking effort that goes beyond 
the security requirements in place today at this time.  

Are there other approaches that NRC should consider to resolve the regulatory problem? 

Yes. Industry has suggested on more than one occasion that NRC either: 1) issue a license condition 
to require that licensees not make changes to their current adequate NRC-required security 
programs that would reduce its effectiveness; or 2) issue a very succinct rule stating that existing 
licensees have the option of continuing to comply with existing orders instead of the more 
prescriptive, “one-size fits all” potential new requirements.    

What are the impacts and costs associated with the regulatory changes?  
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It varies by type and category of licensee and some licensees have opted to provide cost estimates 
via separate letters. Either way, it is difficult at best and indeterminate in some cases at this stage of 
the rulemaking and based on a less than complete and succinct regulatory basis or, at minimum, a 
clear statement as to why NRC apparently believes that the requirements in place are not adequate.    

Is there additional data or procedures at Category I licensees that demonstrate fatigue 
measures are in place for security officers? 

As publicly acknowledged, additional non-public discussions between NRC and Category I licensee 
representatives are in process to discuss the scope of current security workforce programs and 
potential identify an alternative to rulemaking if indicated.  
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Potential New Part 73 Requirements Based on the Fuel Cycle Industry’s Interpretation  

of the Draft Regulatory Basis  

This list should not be considered all inclusive at this time. Some facilities were unable to determine 
the potential impact of any new or modified physical or transportation security requirements on their 
current programs due to the lack of specificity and clarity of the Draft Regulatory Basis language. 
Further, a clear problem statement with regard to the regulatory basis for a new rule was not 
available to help inform our understanding of the potential rule.  

Category I Facilities: 

• Attachment 3, page C-1, paragraphs 7 and 8: The proposed requirements regarding armed 
and unarmed personnel to perform in accordance with licensee security plans and 
procedures; as well as, the requirement for a performance evaluation program represent an 
unlimited level of security program performance and abandons the specificity of 10 CFR 
73.46. The NRC should analyze the cost-benefit impacts of these potential requirements and, 
if pursued, provide guidance on acceptable approaches to demonstrate compliance.  

• Attachment 3, page C-1, paragraph 10: NRC should clarify the specific elements and its 
performance expectations with regard to an insider mitigation program and consider 
whether the current Department of Energy Human Reliability Program meets the intent. 
Industry suspects it does.  

• Attachment 3, page C-2, paragraphs 7and 9: NRC should clarify its expectations in draft 
guidance and draft inspection procedures with regard to a security organization since it lacks 
the specificity of 10 CFR 73.46.  

• Attachment 3, page C-3, paragraph 6: NRC should provide a new definition of “vital areas” 
that are critical to the security of Category I facilities and materials and be precise about 
what areas fit the new definition. By way of background, “vital area” is defined in 10 CFR 
73.2. Over time, the term has been adopted in Category 1 facility requirements even though 
the definition does not fit well. Therefore, additional specificity and guidance is needed. Also, 
10 CFR 73.46(c) mandated that vital areas must be within the Protected Area and must be 
positioned to require passage through 3 barriers. It is unclear whether NRC has relaxed or 
modified this requirement.  

• Attachment 3, page C-4, paragraph 10: NRC should clarify what it considers adequate 
“stand-off” distance to address the Category I Design Basis Threat. Further, it is unclear 
what “protect” means in this context, e.g., prevent minor cosmetic damage or prevent 
functional impairment. 

• Attachment 3, page C-5, paragraph 6: The new 31-day potential requirement to update the 
unescorted access list seems excessive and thus unnecessarily resource intensive. Quarterly 
or less frequent would be adequate.  

• Attachment 3, pages C-5, paragraph 6 and page C-6, paragraph 8: Potential requirements 
regarding unescorted access to individuals in specific areas and two individuals required for 
access to material access areas appear to be in conflict with one another. Also, the material 
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access area can be quite large at some facilities so NRC should clarify how the two individual 
rule would be applied.  

• Attachment 3, page C-6, paragraph 1: NRC should clarify whether compensatory measures, 
in the context of compromised access control devices, should be pre-approved if they do not 
degrade security. Industry suggests not.  

• Attachment 3, page C-6, paragraph 9: NRC should clarify what constitutes adequate control  
of keys, locks, passwords, etc. and whether NRC expects licensees to estimate or document 
qualitative proof that such actions would result in a “reduction in the probability of 
compromise.” 

• Attachment 3, page C-6, paragraph 10: Industry believes that NRC should extend the 
expectation that licensees change access control devices upon “less than favorable” 
termination to favorable terminations as well.  

• Attachment 3, page C-7, paragraphs 7 and 8: The potential two new search requirements, 
taken together, suggests that 4 individuals would be required for vehicle searches. It is 
unclear whether this is NRC’s intent. It’s also unclear whether, if vulnerability assessments 
and performance testing demonstrate that they are not needed, could owner-controlled 
barriers be removed or never installed. Further, we suspect that NRC did not intend to 
simply “identify” all sabotage tools/supplies but rather to identify and prevent their entry 
through control points.  

• Attachment 3, page C-8, paragraph 8: NRC should clarify whether it expects that searches of 
vehicles entering the MAA are to be functionally consistent with personnel searches at 
personnel portals. Also, the requirement cannot prohibit such routine business as prohibiting 
the introduction of a full flammable fuel tank.  

• Attachment 3, page C-9, paragraph 5: NRC should clarify its expectation regarding “at least 
two individuals who are not authorized to that material access area” would conduct searches 
for concealed materials. Presumably, these persons are ProForce personnel; however, it 
should be recognized that ProForce personnel have access to MAAs so it is unclear whether 
the intent is to create to populations within ProForce, e.g., some with MAA access and some 
without. If so, this is unnecessary, inefficient, and not cost-effective. 

• Attachment 3, page C-9, paragraph 8: It is not necessary to search persons who have been 
searched at the PA and MAA boundaries, (and there are no openings in the MAA barrier). 
Perhaps NRC intended that this search requirement applies only to vaults and not all tamper-
safe storage locations. NRC should clarify its intent.  

• Attachment 3, page C-9, paragraphs 6 and 7: Requiring at least two individuals, who are not 
authorized access to material processing and storage areas, to scan and tamper seal waste 
and material containers and be present when the material is “being prepared” represents a 
substantial resource burden in the absence of significant industry safety or security events or 
concerns by licensees, NRC, DOT, DOE, and others with today’s programs and practices. 
NRC should conduct a cost-benefit analysis of this potential requirement. Also, the term 
“being prepared” is not clear, e.g., would this include material being loaded into shipping 
containers.  
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• Attachment 3, page C-10, paragraph 1: Current 10 CFR 73.46 requirements do not address 
intrusion assessment equipment so it is unclear whether this is a new requirement.  

• Attachment 3, page C-10, paragraph 6: The two requirements on designing and equipping 
alarm stations to ensure that a single act cannot disable both alarm stations, and ensuring 
the survivability of at least one alarm station appear to be inconsistent. The first requirement 
specifies that at least one alarm station must survive a single adversary act, but the second 
requirement seems to say that at least one alarm station must survive under any 
circumstances such as any series of multiple adversary acts (i.e., scenario or set of 
scenarios). NRC should clarify CAS/SAS survivability under specifically what 
circumstances/scenarios. Also, NRC should clarify what level of bullet resistance is necessary 
for compliance. 

• Attachment 3, page C-10, paragraph 10: NRC should clarify whether a two-person 
requirement is anticipated to meet the intent of these detection and surveillance 
expectations and what documentation is needed to demonstrate compliance. For example, it 
is unclear whether Intrusion Detection System (IDS) meets this requirement.  

• Attachment 3, page C-11, paragraph 6: NRC should clarify whether closed circuit television 
cameras need to be inside vaults and process rooms or could they be set up to cover 
activities surrounding these areas. 

• Attachment 3, page C-12, paragraph 8: NRC should remove the number “10” from the 
minimum number of tactical response team members as it is site-specific and not consistent 
with the security orders in place today. Otherwise, NRC should provide a clear, technical 
regulatory basis for the increased number as it has significant resource impacts to the site. 

• Attachment 3, page C-13, paragraph 7: NRC should clarify what types of personnel or 
organizations are “independent” of the physical security program. 

• Attachment 3, page C-13, paragraph 10: Security-sensitive items or information should not 
be included in broadly distributed corrective action reports as implied by this potential 
requirement. Rather, they are considered safeguards or classified depending on the case. 

• Attachment 3, page C-14, paragraphs 6 and 7: NRC should clarify its expectation regarding 
the periodic expectation for actual analytic performance testing of intrusion detection and 
access control equipment, because the difference between operability and performance is 
not clear.  

• Dilution definitions: NRC should add a method to calculate dilution when more than one 
special nuclear material is present (e.g., High Enriched Uranium and Plutonium). 

• Regulatory Basis (RB), page 29, paragraph 3: NRC should clarify how it will define the 
boundaries of an area with a given category of material, e.g., room, vault, tank, PA. It is 
unclear whether there are savings for Category I moderately dilute and highly dilute based 
on where it is located and its proximity to different categories or quantities of material (e.g., 
two-person rule). 

• RB Table 4-1: This table represents the historical approach to dilution and should be deleted 
to avoid continued confusion regarding its relevancy as it has none.  
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• RB, page 36, Table 4-3: NRC should clarify what type of event is envisioned for sabotage of 
Category I material and what dose rate constitutes the consequences of concern resulting 
from radiological sabotage. Also, it is important that NRC provide, along with the proposed 
rule, any draft guidance and draft inspection procedures to provide additional clarification on 
such issues as what constitutes “roll up” in the new material categorization system and NRC 
should standardize the wording for identical levels of protection as there are inconsistencies 
in the RB.  

Category III Facilities:  

• Attachment 8, page H-1, paragraph 1: It appears that a new vulnerability analysis would be 
necessary to meet conditions changed by this basis. NRC should clarify its expectation. 

• Attachment 8, page H-1, paragraph 4: NRC should clarify the following sentence: that it 
“may require, depending on the individual facility or site conditions, alternate or additional 
measures…” The timing of such an assessment is not clear, e.g., post inspection? Also, this 
element of the general performance objectives and requirements appears open ended and 
thus not justified.  

• Attachment 8, page H-1, paragraph 5: In most cases, the security information will contain 
safeguards or sensitive information such that a system, separate from the corrective action 
program currently used, will need to be developed and maintained.  

• Attachment 8, page H-2, paragraph 1: The “management system” is undefined; therefore, it 
is unclear whether this expectation would require personnel training, development or new 
staffing. For example, it is unclear whether security guards or a supervisor could fulfill this 
role. Further, NRC should clarify whether the phrase, “onsite and available at all times” 
precludes the responsible individual from performing normal, daily security duties.  

• Attachment 8, page H-2, paragraph 2: NRC should clarify the basis for an apparent 
requirement to describe the training, qualification and requalification program for security 
personnel who are armed.  

• Attachment 8, page H-2, paragraphs 5-6: NRC’s expectation with regard to how quickly 
barrier penetrations must be detected needs to be clarified. Specifically, it is unclear whether 
new electronic surveillance and detection equipment or capabilities are needed including 
increased patrol frequency. 

• Attachment 8, page H-3, paragraph 2: NRC should clarify its use of the term “materials” in 
the context of verifying access. 

• Attachment 8, page H-3, paragraph 3: Regarding controlling all keys, locks, passwords, etc. 
It is unclear whether and why NRC considers current access control devices and programs 
no longer adequate. This paragraph implies that a new program would need to be developed 
and implemented.  
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• Attachment 8, page H-3, paragraph 4: NRC should modify its expectation to state that 
devices are maintained and accounted for and recovered after termination, favorable or not. 
The current wording states that a licensee would only take such action in situations involving 
“less than favorable” termination.  

• Attachment 8, page H-3, paragraph 6: The language implies that a new numbered photo 
identification badge program would need to be developed and implemented. The basis for a 
numbered system, versus what might be in place today at some facilities, is unclear. 

• Attachment 8, page H-3, paragraph 9: It appears that NRC expects a more formalized visitor 
escort program that what might be in place today at some facilities, e.g., escort training 
program, timely communication with security personnel. The scope and frequency of such 
training and the basis for these requirements is not clear. Also, the escort ratio should be 
risk-informed and vary depending on the type of licensed activity. It should not be a “one-
size-fits-all” approach.  

• Attachment 8, page H-5, paragraphs 4-5: A review of each element of the security program 
every 24 months, by individuals independent of the program, and a review every 12 months 
of any follow-on program changes seems excessive in the absence of an NRC or industry-
identified problem or cited violations. NRC should clarify the basis for this apparent new 
requirement.  

• Attachment 8, page H-6, paragraphs 2-3: NRC should clarify the phrase: “equivalent to the 
level of protection,” and who it expects to define the “specific time frames” necessary to 
meet the general performance objectives and requirements.  

• Attachment 9: This attachment applies to any licensees possessing Category III quantities of 
plutonium and less than 100 grams of spent nuclear fuel. As such, the language implies that 
any individual having access to these facilities will now require a Safeguards Information 
background check including a fingerprint and criminal history check. The basis for this 
apparent new requirement is not clear.  

• Attachment 9, page I-1, paragraph 3: NRC should further clarify its expectation on “without 
delay” since it could require the installation of upgraded technology and performance testing 
as well as additional training of the security guard force.  

• Attachment 15, page O-1, paragraphs 3 and 5: NRC should clarify its transportation security 
program “defense-in-depth” and “redundancy and diversity” expectations. 

• Attachment 15, page O-1, paragraph 4: NRC should clarify the sentence: that it “may 
require, depending on the individual transport systems, alternate or additional measures…”. 
This element of the general performance objectives and requirements appears open ended 
and thus not justified.  

• Attachment 15, page O-1: “Transportation Security Plan” – NRC guidance is needed as to 
the scope, structure and detail level in this plan, and whether it must be in harmony with or 
at least not in conflict with that currently required by the U.S. Department of Transportation.  
Our first impression is that it could be redundant.  
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• Attachment 15, page O-2: “Security Organization” – The regulatory basis for, and purpose 
and expected structure of, the implied separate security organization is not clearly 
delineated as to composition, what “one member to direct activities” NRC might find 
sufficient, and whether it is under the direction of the licensee or participated in by the 
licensee. Also, in this context, the term “agent” needs to be defined or clarified. For 
example, it is unclear whether it includes agreements with local law enforcement and 
emergency responders.  

• Attachment 15, page O-2: “Access controls” – While the potential new requirements are 
somewhat achievable for domestic shipments, they are not for international shipments since 
the requirements go beyond the NRC licensees’ authority or ability to control, e.g., shipping 
ports of export; ocean and air transport; foreign ports; and the personnel involved, e.g., ship 
captains and pilots. It is also not possible for the licensee to be responsible to badge all 
persons who handle the shipment until it meets its final destination or limit personnel access 
at all loading, handling or transfer points, e.g., rail cars, shipping ports, aircraft. 

• Attachment 15, pages O-2 and O-3: “Export and Import Shipments” – Again, the potential 
new requirements appear to exceed the licensees authority and capability, e.g., control of 
shipment at foreign port of entry and further shipment. For example, licensees have no 
ability or authority to require enroute checks of locks and seals or perform conveyance 
searches during intermodal transfers. Enroute searches could also create problems with 
replacing the original tamper indicating devices that allow the receiver to verify that the 
package was not opened. NRC should clarify its intent of these apparent new requirements. 
NRC should also clarify the expectation that an import shipment shall be protected at all 
times as this would require a two-person approach to transport.  

• Attachment 15, page O-3: “Security Program Review” – NRC should define the term 
“independent” in this context and the basis for 24-month review intervals, particularly in the 
absence of violations or safety/security concerns given the resource intensive nature of such 
reviews.  

• Attachment 15, page O-3: “Maintenance and Testing” – NRC should clarify its use of the 
term “security equipment” and its expectations with regard to a “maintenance and testing” 
program for security systems and equipment. 

• Attachment 15, page O-4: “Records” – NRC should not “remove” all reports, records, etc. as 
this action would place the licensee in non-compliance with the requirement itself.   

• Attachment 15, page O-4, paragraph 7and Page 41, Table 4.4: “Closed and Locked 
Conveyances”: Requiring closed and locked conveyances for shipments of 2000 kilograms or 
more will prohibit, for example, bulk shipments of heeled 30B Uranium Hexafluoride 
cylinders which are typically transported on open-bed trailers (domestic shipments) or 
flatracks (international shipments) where each cylinder weighs on average approximately 
1500 kilograms and there are several cylinders on each shipment. In addition, the 2000 kg 
weight limit appears to be arbitrary. This is an unnecessary and costly potential new 
requirement without an adequate regulatory basis.  
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• Attachment 15, page O-4, paragraph 10: NRC should clarify how custody of the lock and 
seal integrity responsibility would be determined during intermodal transfers.  

• Attachment 15, pages O-5 and O-6, “Carrier Requirements” – NRC should clarify its 
expectations with regard to: 1) “two-way” communication between the transporter and 
licensee is a new requirement. For example, it is not clear whether NRC expects such entities 
to use a dedicated communication system or rely on existing communication capabilities. If it 
is the former, a regulatory basis is needed; 2) the content, scope and level of detail needed 
in “written response procedures” for dealing with threats of thefts or thefts or sabotage; and 
3) the basis for its expectation that licensees make immediate notifications under certain 
shipping circumstances, in that, programs currently allow for a modest acceptable time of 
arrival that could vary by a few hours. 

• Page 40, section 4.3, item 1: “Global Positioning System” – It is recognized that GPS has 
become somewhat routine on domestic shipments but it is not possible or practical during 
international transport, e.g., cargo vessels and airplanes. 

Operating Power Reactors: 

• Section 1, “Background,” page 2, paragraph 3, sentence 3: Should be revised to read as 
follows: “The robust physical protection…against radiological sabotage is generally sufficient 
to provide protection provides high assurance against special nuclear material theft and 
diversion.  

• Section 1, “Background,” page 2, paragraph 4, sentence 2: This sentence should be deleted 
in its entirety and replaced to read as follows: “Independent Spent Fuel Storage Installations 
located with a power reactor covered under 10 CFR 73.55 provides high assurance against 
special nuclear material theft and diversion.” 

• Section 3.1, page 14, sentences 6-8: These sentences should be deleted and replace to 
read: “However, the Part 73.55 physical security protection programs provide high assurance 
against special nuclear material theft and diversion and this rulemaking is not applicable to 
commercial operating power reactors. 
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Terms and Phrases Used in Draft Parts 26 and 73 Regulatory Basis 

That Warrant Clarification or Modification

1. “Risk assessment” and “risk analysis” are unclear in this context and used inconsistently
throughout the Draft Regulatory Basis.

2. “Safe havens” – NRC should clarify its intent since the term is currently only relevant to 
certain shipments, e.g., Radioactive Material in Quantities of Concern. Also, NRC should 
clarify whether the safe haven includes the mandatory acceptance of “threatened” special 
nuclear material shipments by licensees who might not be responsible for at risk shipment.

3. “Threat warning system” – This term is unclear without further specificity. 

4. “Control access to loading and transfer areas” – NRC should clarify the intent of this phrase. 
More specifically, it is not possible for licensees to have control or authority over all such 
areas, e.g., shipping docks air cargo loading areas. Also, U.S. Customs, not the licensee, 
reviews the tamper safe aspects of the shipment at its port of entry into the U.S. 

5. “Protection at all times” – NRC should clarify the intent of this phrase. It is not possible to 
protect a shipment while in transit “at all times.” For example, solo truck drivers will take 
biological and fueling breaks where they leave the shipment unattended for very short 
periods of time.

6. “Timely” – This term needs to be clarified wherever it is used, e.g.,“timely communication 
between escorts and security personnel.” It is unclear whether this means that two-way 
radios are required, if so, NRC should be specific on its expectations. 

7. “Immediately accept shipment upon arrival” – While this is a goal, it is not realistic at certain 
arrival times, e.g., Sunday at 1 a.m.

8. “Custody” – It is unclear whether custody includes a hand-off from one truck driver to the 
next, from one ship to the next, or personnel at safe havens.

9. “In transit physical protection” – NRC should clarify use of this term. 

10. “Attempts of sabotage” – NRC should clarify or define “attempts.”  

11. “Security organization” – Perhaps it should be revised to read an “organization responsible for 
security” to recognize that these personnel might not be in a separate organization but rather 
“matrixed” across the company for various reasons. 

12. “Should, shall, may and will” – the terms are used interchangeably throughout the 
Attachments yet, in regulatory terms, they have very different meanings with regard to 
compliance. These terms must be used in an informed and deliberate manner to clearly 
reflect what is actually required versus what might be a best practice or potential operational 
improvement. 

13. “Licensee” – The term is used extensively in places where responsibilities and expectations of 
licensees far exceed their functional or legal authority and capability. Therefore, NRC should 
clearly indicate where licensees versus other entities, e.g., shippers, are held responsible for 
compliance. 
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14. “Openings” with regard to barrier penetrations – Presumably, the penetrations of concern are 
those of a human-passable dimension (e.g., 96 square inches) but this is not clear. Such 
openings should be distinguished from a utility penetration of a barrier. 

15. “Appropriate exterior areas” – This term is not clear in the context of minimum lighting 
requirements. 

16. “Adequate” stand-off distance – Presumably, “adequate” is measured against the Design 
Basis Threat but this is not clear. 

17. “Vital areas and vital equipment” – It is unclear what criteria constitutes “vital.” In the past, 
these terms have been associated with equipment that protects members of the public. 

18. “Appropriate exterior areas” – This term should be clarified within the context of isolation 
zones within the protected area. 

19. Access control “areas” – Presumably, it is acceptable to maintain a list of persons having 
access to a particular area of the facility at the security area level, e.g., Protected Area, but 
this is not clear. 

20. “Access control equipment” – NRC is proposing to require performance testing of such 
equipment; however, the definition of the equipment in this context is not clear and it is not 
possible to test certain access control equipment. 

21. “Escort ratios” – NRC should clarify acceptable escort ratios in the context of granting 
escorted access to areas by individuals who have not been granted unescorted access. 

22. “Site-specific credible threat” – NRC should clarify what constitutes such an event and which 
specific areas are subject to this potential requirement. 

23. “Rapid” egress and ingress – NRC should provide criteria for “rapid.”

24. Transported “Hazardous Materials” – Criteria and a reference list of hazardous materials of 
concern to NRC should be included in any guidance.

25. “Periodically” checking intrusion detection and surveillance equipment – NRC should either 
define its expectation on the frequency of “periodic” or allow licensees to take a performance-
based approach depending on the nature of the equipment, its location and frequency of use.

26. “Check” versus “Inspect” by security patrols – NRC should clarify whether there is an 
intended difference in the use of these terms.

27. “Continuous” versus “Timely” communication – NRC should clarify whether there is an 
intended difference in the use of these terms. Continuous may be impossible in some cases. 

28. “Independent” – This term is used in the context of the Security Program Review and Testing 
and Maintenance and it needs further clarification or NRC guidance on NRC’s expectation. 

29. Proposed Definitions associated with “Dilution”: Industry proposes the following definitions for 
clarity:

a. Weight percent (wgt%)
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Definition: a general term used to designate the portion of a material weight that is the 
material of interest.  The SNM Dilution term below is a specific weight percent. For example: 
wgt% Pu = [(weight of Pu)/(total weight of all materials present that is: nuclear material + 
impurities + everything else)] X 100%

b. Percent U

Definition: the portion of the nuclear material weight that is Uranium. For example: %U = 
[(weight of U235 + U238 + U233)/(total weight of all materials present such as: U235 + 
U238 + U233 + Pu + all nuclear material + everything else)] X 100%

c. SNM Dilution

Definition: a specific weight percent that expresses the percentage of U235 and/or Pu 
and/or U233 that exists in a mixture of materials that is not mechanically separable. For 
example: Dilution = [(weight of Pu + U2351 + U233)2/(total weight of all materials present 
with easily mechanically separable mass removed or discounted such as containers, 
cladding, etc.)] X 100%.

d. Isotopic Weight percent

Definition: a specific weight percent that expresses the weight percentage of a certain 
isotope to the weight of the associated element. For example: Pu239 isotopic weight percent 
= [(weight of Pu239)/(total weight of all Pu present)] X 100%.

e. Enrichment

Definition: a specific isotopic weight percent that expresses the portion of Uranium that is 
U235.  For example: Enrichment = [(mass of U235)/(total mass of all uranium including 
U235)] X 100%

f. Uranium is generally classified as:

Depleted (DU) – uranium mixtures with U235 enrichment below natural levels or 0.711%

Natural (NU) – uranium as found in nature with a U235 enrichment of 0.711%

Low Enriched (LEU) – uranium whose U235 content has been increased artificially to more 
than 0.711% but less than 20%.

Highly Enriched (HEU) – uranium whose U235 content has been increased artificially to more 
than 20%.

                                           
1 The minimal amount of U235 that exists in DU and NU can be neglected in this number since it has no security 
implications but its total weight is included in the denominator as a diluent. 
2 As expressed here, the numerator is actually a sum of 2 isotopic weights (U235, U233) and an elemental weight 
(total Pu).  Pu240 is really not a security concern; therefore, NRC should reconsider this dilution equation. 




