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Summary 
 
The Union of Concerned Scientists (UCS) believes that a rulemaking to codify and strengthen 
physical protection requirements for fuel cycle facilities to account for changes in the threat 
environment post-9/11 is long overdue.  However, the draft regulatory basis for the rule is 
burdened with an overly complex and, in our view, largely misguided proposal to redefine the 
security classifications of strategic special nuclear material (SSNM) in various forms according 
to a “material attractiveness” principle. This would weaken security on several sensitive 
categories of materials, which is the last thing that the United States should be doing as it 
approaches the next and final Nuclear Security Summit.   
 
We are not opposed to a science-based approach for achieving better alignment between the 
dangers posed by SSNM-containing materials and the security measures needed to protect them 
from theft and use in improvised nuclear devices by terrorists. However, the current proposal 
would go in the wrong direction by weakening security on dangerous materials, setting a bad 
example for other countries to follow, and ultimately increasing the threat to the public in the 
United States and around the world. Given the considerable amount of work that remains to be 
done to develop a credible graded security approach, and the lack of any apparent urgent need 
for such an approach, we believe that most aspects of the rulemaking related to material 
attractiveness be removed and treated as a separate, longer term initiative. (We recommend that 
the NRC proceed with redefining the threshold dose rate for irradiated material to an 
immediately incapacitating level.) In contrast, measures to make generic (and enhance, where 
necessary) the post-9/11 security orders, including a regulatory requirement for periodic NRC-
run force-on-force inspections, should be expedited. 
 
We also agree that it is important to revise the rules to achieve consistent protection of materials, 
wherever they are stored or however they are transported. However, with regard to the protection 
of mixed-oxide (MOX) fuel assemblies, consistency would be best achieved by deleting the 
provisions in 10 CFR §73.55(l), rather than using that flawed subsection as a basis for reducing 
security on MOX fuel across the board, and restoring the requirement for Category I protection.  
 
A major part of the material attractiveness initiative should be an intensive effort to declassify as 
much of the technical basis for the proposed categorization and associated graded security 
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measures as possible. To the extent that information cannot be declassified to shed light on basic 
questions, the NRC must consider whether the perceived benefits (if any) of a material 
attractiveness approach outweigh the risks of issuing additional rules that cannot be explained in 
sufficient detail that the public can understand them.   
 
Material Attractiveness 
 
The draft regulatory basis does not contain even the minimum amount of information necessary 
to help the public to understand the basis for the proposed material categorizations and 
associated security measures, especially with regard to the radical reduction in security for for 
SNM-rich materials (such as mixtures with a plutonium content of up to 20 weight-percent). The 
public is supposed to simply accept the validity of a highly classified Los Alamos National 
Laboratory (LANL) report, even when the cited results do not agree with other, publicly 
available sources, and are internally inconsistent.  
 
The document points out, as justification for taking dilution into account in developing graded 
security measures, that 5 kilograms of HEU dispersed in a 120-ton railcar filled with nuclear 
waste would be considered Category I under the current rules.  At a dilution of 0.004 weight-
percent, this is a case where it might make sense to modify the rules.  But it is a considerable 
stretch to extrapolate from this example to the case of a 500-kilogram fast reactor driver fuel 
assembly that could contain up to 100 kilograms of plutonium (50 formula quantities). 
Consequently, the basis for the definition of “moderately dilute” Category I material in particular 
is far from clear.  
 
Adversary characteristics 
 
The first issue that should be addressed in developing a material attractiveness approach is the 
fact that attractiveness, like beauty, is in the eye of the beholder.  Attractiveness is not an 
absolute intrinsic property of an item but is heavily dependent on the capabilities and resources 
of the adversary that is assumed to be seeking fuel for an improvised nuclear device. 
 
Therefore, a material attractiveness rule should first include a description of the adversary, with a 
similar level of detail to that provided in the Category I design basis threat rule. The elements 
should include the following: 
   

• General characteristics of attacking force for acquisition 
– Size 
– Equipment  
– Weaponry 
– Capabilities 
– Tactics 

• Chemical and metallurgical engineering skills, dedication, number of personnel, 
equipment available for processing 

• Success criteria for nuclear weapon acquisition 
– Desired yield (10 kt, 1 kt, fizzle yield, or below) and reliability 
– Assumed knowledge base and skills for weaponization 
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More detailed adversary characteristics should be developed and periodically revised based on 
evolving threat information.  As is the case with the current design basis threat rule, it should be 
possible to publicly describe the adversary characteristics in broad terms and to publish them in 
the rule.   
 
The LANL study reportedly considered 12 different adversary groups in its analysis.  The public 
should be informed if the regulatory basis proposal utilizes the most conservative assumptions 
for the adversary, or an average value, or some other characterization.   
 
Dilution thresholds 
 
The origin of the 20 weight-percent threshold for moderately dilute materials remains 
mysterious.   
 
First, there is reason to be skeptical that this value was determined from the classified LANL 
study.  For one thing, it is identical to the threshold that was adopted by the NRC in 2009 for 
exempting MOX fuel assemblies containing less than 20 weight-percent plutonium from 
Category I security requirements when stored at power reactors (10 CFR §73.55(l)). It is not 
apparent that the LANL study was even underway when this rule was finalized.  The fact that the 
analysis would arrive at the very same value seems like quite a coincidence. One could 
reasonably wonder whether the LANL analysis was fine-tuned to justify the value that was 
already in the regulations.   
 
Second, the 20% threshold seems inconsistent with publicly available information about the 
attractiveness of plutonium mixtures (with the caveat that the underlying adversary assumptions 
may be different).  For instance, a 20% threshold does not appear in DOE’s graded safeguards 
guidance.  Instead, a 10 weight-percent threshold applies for SNM diluted in solids and 
determines whether a particular item is Attractiveness Level C or D.  Between 0.1 weight-
percent and 10 weight-percent SNM, an item is categorized as Attractiveness Level D. Although 
the highest security category for Level D is Category II, DOE still requires that “protection 
measures must address physical protection strategies of denial and containment as well as 
recapture, recovery and/or pursuit.” However, in the NRC draft regulatory basis, Category I 
(moderately dilute), which has the same security requirements as Category II, would not require 
either denial or containment strategies for protection. This means that DOE’s security 
requirements for a single light-water reactor MOX assembly (Pu < 10 weight-percent) would be 
considerably stronger than NRC’s proposed requirements.  And for a fast reactor fuel assembly 
with a Pu content between 10 and 20 weight-percent, DOE’s Category I requirements would be 
far more stringent than the NRC’s proposal.  
 
Third, NRC’s proposal appears internally inconsistent because it would classify mixtures of 
plutonium and uranium-238 as equally attractive as mixtures of uranium-233 and uranium-238. 
This might be appropriate if only the direct-use qualities of the materials were considered, but 
not if the potential for theft and subsequent processing were also taken into account.  This is 
because the technical difficulty of chemical separation of plutonium from uranium is lower than 
that of separation of uranium-233 from uranium-238 (e.g. enrichment). 
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This problem could potentially be fixed if the definition of “dilution” in the draft regulatory basis 
were clarified so that it distinguishes isotopic dilution of uranium-235 or uranium-233 from non-
isotopic dilution.  Our understanding is that the staff is already addressing this issue.   
 
The 20% threshold is also not clear with regard to direct-use weapon usability.  The regulatory 
basis could instead use a threshold that would correspond more closely to the weight-percent 
limit of plutonium in uranium-238 that would render direct use of the material as impractical as 
low-enriched uranium (U-235 < 20%).  This threshold would be closer to 10% than 20%.  Then, 
taking into account the ease of separation of plutonium from uranium, a safety factor of 10 to 
100 should be applied.  Thus in our view, the “moderately dilute” category should be less than 
1% plutonium (the proposed threshold for “highly dilute”) or perhaps less than 0.1% plutonium.  
 
In addition, UCS opposes any change to the transport security requirements that would permit 
the shipment of MOX fuel assemblies in any conveyance other than SSTs or SGTs.   
 
Self-protection threshold 
 
The definition (100 rem/hour at 3 feet) in the regulations for irradiated material was considered 
inadequate thirty years ago.  Today, given the current threat environment and the potential for 
suicidal adversaries, it is dangerously obsolete.  UCS supports an immediate revision to this 
threshold along the lines of DOE’s current standard for “highly irradiated” material. The dose 
rate must be high enough to assure that adversaries would be disabled before theft and 
processing could be completed.   
 
Force-on-force inspections  
 
UCS supports a requirement that Category I fuel cycle facilities be subject to annual, NRC-run 
force-on-force inspections, with full (and creative) participation of Special Forces contractors, 
the assumption of multiple active insiders and utilization of the entire range of capabilities of the 
DBT for theft.  Training and qualification requirements should not be based solely on Part 73 
Appendix B requirements for power reactor security personnel, but should reflect the higher 
level of capability necessary to protect bomb-usable quantities of SNM from theft by terrorists.   
 
Alternate or additional measures 
 
UCS supports the language providing the NRC with the flexibility to impose alternate or 
additional measures reflecting new threat information or insights.  These should be treated as 
license amendments. UCS expects such changes will most often result in augmented, rather than 
reduced security, given that the capabilities of terrorists will likely increase over time.   
 
Insider risk analysis 
 
UCS supports the proposed requirement for an insider risk analysis, but such analysis should not 
be limited to Category I facilities. The potential for a conspiracy of multiple active insiders, 
including personnel in any position, should always be considered in designing security plans and 
contingency response (see above).  




