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Ms. Annette L. Vietti-Cook         10/17/2014 
Secretary 
U.S. Nuclear Regulatory Commission 
Attn: Rulemakings and Adjudications Staff 
Washington, DC 20555-001 
 
Re: Comments on RIN 3150-AJ41 (NRC-2014-0118), "Rulemaking for Enhanced Security at Fuel 
Cycle Facilities; Special Nuclear Material Transportations; Security Force Fatigue at Nuclear 
Facilities" 
 
The Penn State Breazeale Reactor appreciates that the NRC has engaged the community at an early 
stage on potential changes to security regulations in 10 CFR 73 for the protection of special nuclear 
material (SNM).   
 
We support the stated goals of the proposed rulemaking to improve clarity and consistency of regulation, 
incorporate applicable security orders, and move to a risk-informed and performance based structure 
while considering operational and inspection insights and international guidance.  We agree that the 
concept of material attractiveness (founded in a realistic assessment of material hazard) is fundamentally 
a better basis for a regulatory structure. 
 
However, we are concerned that the proposed regulation (as outlined in the draft document attachments) 
does not meet the stated limits of incorporating existing practices into regulation with little impact on 
most licensees.  Rather the proposed regulation further expands requirements without providing a 
scientific basis, adequate justification, or clear articulated public health and safety benefit.   
 
As a small LEU facility with a variety of SNM research materials, our comments will focus on the 
sections of the draft rule that impact our operations.  It is  not feasible for a small facility to devote the 
resources to comprehensively review a lengthy complex document and pursue validating the assertions 
presented or the areas of impact on other types of facilities. 
 
The draft indicates that non-power reactors (NPR) “overall burden would be reduced” and that 
consideration of material attractiveness would be “especially” advantageous for current NPRs.  This is 
not consistent with the details as presented in the draft for our SNM category.  Additionally, in public 
meetings the staff has provided a mixed message that the intent was not to add regulatory requirements 
but also stated that new classified “information and technical studies“ have revised the view of the threat 
to facilities resulting in the need for additional security measures.  Although licensees are trusted to 
safeguard the material they are not able to evaluate the new threat information.  If the new threat is 
significant and the existing requirements are inadequate, the staff is obligated to recommend revised 
orders to protect the materials.  If the threat is not significant and the materials are safe under existing 
security, then the classified information cannot be a valid justification for increased regulatory controls.   
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In an effort to clarify our understanding of the existing threat and regulation the following discussion 
points are provided relative to SNM and the threats to SNM.  The intent of this discussion is to 
reiterate that a case for additional regulatory requirements has not been presented in the draft. 
 
Un-irradiated fuel  

No LEU NPR has a significant inventory of un-irradiated fuel.  Even relatively large quantities 
of un-irradiated LEU fuel cannot be used to create an IND or a useful dispersion or direct 
exposure device (RDD or RED). Therefore the theft or sabotage of un-irradiated fuel at 
existing NPRs poises no direct risk to the health and safety of the public or the common 
defense and cannot be used as the basis for regulation under the limitations provided by the 
statute.  If the analysis shows regulation is needed for future facilities with larger inventories 
(new construction or core replacement) it could be simply designated in any revised regulation 
(“facilities that possess xx kg of un-irradiated fuels shall also comply with requirements of 
10CFR73.xxx”).  A similar analysis could be performed to evaluate risk at HEU NPRs. 

 
In-core fuel (fuel in-use) 

Theft - LEU and HEU in-core fuel (with exception of non-operating or zero power facilities) 
will exceed any revised threshold for self-protection making it an extremely difficult theft 
target and very difficult to use in a RDD or RED.  Both the existing and proposed regulation 
recognize this is an unlikely or unfeasible target for theft.  But existing security measures and 
regulatory guidance are designed for this scenario and additional regulatory requirements are 
un-warranted and inconsistent with the statute.  

 
Sabotage – The staff has extensively analyzed and assessed the public health and safety impact 
of in-situ sabotage of in-use (and used) fuel.  There are no credible scenarios where in-situ 
sabotage could adversely affect the health and safety of the public.  The draft states (pg. 21) 
that the existing regulations “adequately consider sabotage risk” at NPR facilities. The 
proposed additional regulatory requirements will have little or no impact on prevention or 
consequences of in-situ sabotage scenarios.  Therefore, these scenarios cannot be used as a 
basis and additional regulation is un-warranted and inconsistent with the statute. 
 

Spent fuel and other attractive SNM 
Theft of small amounts of non-self-protecting fuel or highly radioactive SNM remains the most 
credible threat to the NPR community and poses the most likely risk to the health and safety of 
the public.  Again, existing regulation and facility plans or procedures have been designed and 
evaluated to protect against these events.  Absent a new or revised threat, existing regulation 
has been demonstrated as adequate and additional regulation is un-warranted and inconsistent 
with the statute. 

 
If there is a credible change in the threat environment, the draft does not do an adequate job of 
explaining it and does not adequately justify the additional detailed requirements and controls.  Indeed 
the draft seems to continue the NRC regulatory trend from regulations that provided an objective level 
of guidance that could be adapted to individual facilities to a much more detailed rule based 
requirements with the authorization to the staff accept “alternative or reduced measures as 
appropriate.” 
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Moving to more specific comments, the draft rule removes the exemption for Pu-Be sources below 
500 grams without justification. The new threshold for increased controls is 15 grams.  The previous 
rule authors went through the same diligent process before publishing their rule and found good reason 
for an exemption.  The authors of the recently published 10CFR37, which provides a threshold level to 
Cat II of ~280 grams Pu, found reason to exempt these quantities with the a post 9/11 threat 
environment.  Why would the same logistical analysis of the safety of this material result in a 
threshold protection value difference of a factor of 20? 
 
The draft document in several instances states that operating experience (OE) from NPRs and/or fuel 
cycle facilities indicate..…. But the listed OE is only from power reactor facilities and NPR operators 
know of no related OE.  Therefore this line of reasoning is invalid and unconvincing to a 
knowledgeable audience.  The basis presented is a logical fallacy, in that it concludes that because a 
problem existed in one class of licensee (power reactors) it must therefore be a problem at other 
facilities (without evidence).  Examples include pg. 26 50.59 discussion; pg. 27 storage of materials; 
and pg. 45 safety and security interface.  In general, the draft increases regulation over processes that 
in our opinion already have adequate regulation.  The draft regulation will probably not enhance safety 
but will provide the opportunity to increase the number or severity of a NOV after a problem occurs. 
 
The draft lowered the threshold amounts for implementing existing SNM regulatory requirements (one 
example: NRC approved security plans) without listed reason or technical basis.  Increased controls 
and regulatory requirements for security of SNM beyond existing levels (regulatory and security 
order) without demonstrated basis are inconsistent with the statute for research reactor licensees. 
 
The draft does not consider the cumulative effects of the draft regulation with others in process 
(10CFR74) or recently issued (10CFR37) regulation.  For example the proposed security requirements 
for Pu-Be sources do not align with 10CFR37 providing some facilities with two standards for 
protection of the same materials. 
 
The draft notes that production facilities and non-power reactor utilization facilities licensed under 10 
CFR Part 50 are not protected by the Backfit Rule (10CFR50.109) and need not be considered or 
addressed.  However, NPRs are strongly protected by section 104.c statute requirements.  Therefore 
the NRC is required to verify the regulation is necessary to protect the public health and safety.  Since 
this is a major rule change, all applicable aspects of the rule need a review against the statutory 
requirements.  Please provide reference to the NRC procedure, policy guidance or rule that 
implements this section of the statute and provide the necessary analysis. 
 
Additional specific comments, questions, and suggested wording on attachment 8 and 9 are attached. 
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Specific comments or questions: 
 
Pg. 38 “The NRC determined the appropriate level of protection to manage risk associated with 
malevolent use of Category 1 and Category 2 quantities of radioactive material (which includes 
plutonium sealed sources) in Part 37.  These additional protection requirements are provided in 
Attachment 3.”  Was this intended to be Attachment 9 Additional Physical Protection Requirements 
for Category III Plutonium and Small Quantities of Spent Nuclear Fuel?  As worded this would seem 
to indicate that 10CFR37 cat 1 and cat 2 sources require CAT I (HEU non-dilute) control levels?  
This is very high level change and is inconsistent with part 37. 
 
Safeguards-security interface – the draft would codify a safeguards security interface to correct a 
problem that does not exist at NPRs with no clear link to public health and safety.  Given that the 
details of the implementation expectations are not yet developed at this early stage the cost of 
implementing new processes and programs is indeterminate.  Adequate regulation already exists to 
cite facilities that make changes which negatively impact either safety or security required systems.  
Therefore the NRC concern in this area seems to be wholly addressable in a regulatory issue 
summary. 
 
The draft provides a specific discussion on the NRC interpretation that back-fitting does not apply to 
NPRs and therefore a review of the imposition of new requirements on NPR licensees need not 
consider or address the backfit rule.  However the draft is silent on addressing the statutory limitation 
on the Commission mandated by section 104.c of the Atomic Energy Act.  We request that staff add a 
section documenting the analysis that shows the proposed rule is wholly in keeping with the 
limitations of section 104.c. 
 
Please provide a justification for the threshold reduction from 10 kg of U235 to 1 KG for a security 
plan. 
 
Please provide a justification for the reduction of 500 grams to 15 grams of Plutonium (and related 
compounds) and the elimination of the Pu-Be source exemption. 
 
Attachment 8 Comments 
 
General performance objective  
 
Basically the only needed paragraph in this section is the first paragraph. 
 
Eliminate all references to a security organization.  Security responsibilities can be substituted in 
most instances to recognize that a responsibility needs exist to perform a function without the need 
for the level of resource implied in regulatory required “organization”.  
 
Eliminate the use of the word program to describe the process environment in which security 
requirements exist and are controlled.  The use of the term “program” implies a set of documentation, 
in addition to activities and/or procedures.  The original term “system” (from 73.67.a) would not 
carry that level of implication. 
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Eliminate references to any specific tracking systems, logs or corrective action programs.  Many 
NPRs do not have sophisticated tracking or corrective action systems.  Nor are these systems required 
at NPRs. 
 
Justify the expansion of the requirement for NRC approved security plans and explain how NRC 
approval a plan has a direct impact on public health and safety. 
 
Eliminate the requirement to coordinate security with other “plans”.  Adequate regulatory 
requirements exist to cite facilities if deficiencies are identified without additional regulation in this 
area.  Every good practice does not need to be a part of the regulation and continued codifying of 
good practices will lead facilities to stop developing them. 
 
 
Security plan  
 
Eliminate this section in its entirety for Cat III licensees 
 
Note the threshold levels listed in the table do not align with the rest of the document. 
 
Security Organization 
 
Eliminate this section, “Security responsibilities” can be inserted into the performance criteria below. 
 
Barriers 
 
Simplify the first requirement to: 

Licensees should provide control boundaries as needed to satisfy the general performance 
objective and requirements.  The control boundaries should control access into facility areas, 
and provide deterrence, delay or support for access control.   

 
Open doors or other large penetrations (that could provide personnel access) into controlled 
access areas shall be locked or monitored to ensure only authorized personnel entry. 

 
Change   
Category III SNM should be processed and stored within a controlled access area. [73.67(f)(1) – 
73.67(d)(1)]” to  
 

Category III SNM inimical to the common defense and security or that pose a significant or 
constitute an unreasonable risk to the public health and safety [73.67(a)(i)] should be 
processed and stored within a controlled access area.  [73.67(f)(1)] –  d.1 is for moderate 
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Access Controls 
 
This section incorrectly cites 73.67(d)(6) as an existing regulatory basis.  73.67(d)(6) is for 
Moderate strategic materials, not low strategic.  This section is an example of how the draft 
regulation inadvertently increases the burden on NPRs as opposed to a reduction as noted in the 
justifications. 
 
Performance  

Controlled area access controls should be designed to provide early detection and assessment 
of unauthorized access, activities, or removal of SNM by an external adversary. 73.67(a)(2)(i) 
and (ii) 
 
Licensees should limit unescorted access to the controlled access area to only individuals who 
require unescorted access to perform assigned duties and responsibilities.  (73.57) 
 
Licensees should provide supervision and control over the badging access control process to 
prevent unauthorized bypass of access control equipment.  (73.57) 

 
Eliminate discussion of emergency personnel access.  It is unnecessary and confusing.  Authorized 
workers have immediate access and outside emergency workers have no access without support from 
authorized personnel except that they break in as they would do at any commercial structure if 
needed.  No additional system to bypass access controls is needed at this level of protection. 
 
Access control devices 
 

Licensees should control all keys, locks, combination, passwords and related access control 
devices used to control access to controlled access areas and security systems to reduce the 
probability of compromise.  Licensees should periodically review personnel with access and 
have a mechanism to revoke access for cause or when no longer needed for assigned duties 
and responsibilities. 
 
If an access control device is lost or compromised, compensatory measures should be 
implemented as appropriate (refer to 73 appendix G). 

 
All other access control requirements are not needed at this category and are excessive detail in the 
regulation. 
 
Visitors 
 

Licensees may permit escorted access to controlled access areas to individuals who have not 
been granted unescorted access.  Licensees should develop and implement procedures 
controls for, escorting and controlling visitors, monitoring visitor activities at all times while 
in the CAA. 

 
All other visitor control requirements are not needed at this category and are excessive detail in the 
regulation. 
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Detection and Assessment Systems 
 
Performance capabilities 

Licensees should establish and maintain intrusion detection and assessment systems that 
satisfy the general performance objective and requirements and provide the capability to 
detect and assess unauthorized persons and facilitate the protective strategy. [73.67(f)(2)] 

 
The controlled access area barrier should either: 
(1) be monitored with an intrusion detection equipment. [73.67(f)(2)] Intrusion detection 
systems should be designed to provide visual and audible annunciation of alarms, ensure 
alarm and annunciation of the type and location of the alarm, provide automatic indication 
when the alarm system or component fails or is operating on backup power and support the 
initiation of a timely response. Assessment of intrusion detection alarms should be performed 
by a member of the security organization.  
or 
(2) by periodic patrols to detect unauthorized penetrations or activities. [73.67(f)(2)] Security 
patrols should periodically check external areas of the controlled access areas to include 
physical barriers and access portals.  

 
The physical protection program system should include surveillance, observation and 
monitoring as needed to satisfy the general performance objective and requirements, and 
identify indications of tampering. Security personnel should be trained to recognize obvious 
indications of tampering consistent with their assigned duties and responsibilities. Upon 
detection of tampering, licensees should initiate response in accordance with local guidance. 
security plans and implementing procedures. 

 
Communications 
 
This area represents a completely new set of requirements for security (and probably should only be 
applied to the detection and assessment system). 
 
Simplify the entire section to: 
 

Licensees should ensure that redundant technology communications capabilities exist between 
onsite and offsite response resources. 

 
Response 
 
This section treads heavily into emergency response and need not be duplicated in security 
regulations.  It seems inappropriate to generate documentation advertising police response times.  
Also, regulations that say “to the extent practical” are suggestions, need not be put in regulation, and 
result in confusion and conflict in inspection space. 
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Security review 
 
This section are completely new regulation requirements which cannot be justified on new threat 
information or issued security orders.  This is simply regulating best practices.  Eliminate or simplify 
(and line up with 10CFR37). 
 

Licensees should review the effectiveness of and compliance with security processes, 
procedures and activities on an annual basis.  Records of the results and actions taken should 
be retained for 3 years.  

 
 
Maintenance and testing 
 
Eliminate words “program” (use system) and reference to the security plans 
 
Compensatory measures 
 
This section is completely new regulation requirement which is not justified on new threat 
information or issued security orders.  The requirement to pre-analyze, develop and document 
compensatory measures and requirements is excessive and likely not reasonable or will just be 
completed with the obvious (example: intrusion system is inoperable, perform random security 
patrols of facility).  
 
Suspension of security measures 
 
This section seems unnecessary unless it provides relief from the requirements of 73 APP G I(c) 
which it does not do. 
 
Records 
 
This section adds little value to the Cat iii requirements section and should be evaluated for 
elimination 

 Paragraph 1 states the longstanding NRC position 

 Paragraph 2 only adds a requirement to maintain some records for 3 years which does not 
increase public safety, only facilitate inspections. 

 Paragraph 3 adds a requirement to maintain documentation that is required by business practice 
and existing law. 

 Paragraph 4 adds another records requirement that only facilitates inspection. 

Alternate measures  

The term alternate measures is already established in power plant regulations, however this section 
adds new requirements not previously present in part 73 that sets regulatory standards for analysis, 
documentation and approval too high for small Cat III facilities to use. 
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Attachment 9 ADDITIONAL Physical Protection Requirements for Category III Plutonium and 
Small Quantities of Spent Nuclear Fuel 

As previously stated, the justification for 15 grams of Pu or 100 grams of “spent” fuel does not exist 
in the document.  This section appears to be added as an afterthought without good logic or 
consistency with the other sections.  The section requires a higher level of detection and assessment 
of small quantities of Pu and <100 grams then the draft rule requires for large amounts of spent fuel.  
As worded, if I possess 20 grams of Pu and greater than 100 grams of spent fuel, this section does 
not apply. 

The requirements of this section reflect a security hazard so great, that the staff must have significant 
concerns that have not been transmitted to the licensees.  If the proposed requirements in this section 
are technical warranted, the staff should immediately issue interim security orders to secure these 
sources independent of Parts 37 and 73 rules/rule-making. 
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