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Recent Research: 

Failure Modes in Digital I&C 

Research Information Letter 

(RIL) 1002, “Identification and 

Analysis of Failure Modes in 

Digital I&C Safety Systems” 

• September 3, 2014 

• ADAMS Accession No. 

ML14197A201 

http://adamswebsearch2.nrc.gov/webSearch2/main.jsp?AccessionNumber=ML14197A201
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RIL-1002 

• Provides a synthesized 

generic set of system level 

digital I&C failure modes, 

• This set may be useful when developing a system’s design 

basis and analyzing degradation of its performance. 

… 

Relevance: EDD failure modes could degrade a safety 

function of a digital I&C safety system. 

Failure Mode Set L 

• Identifies and compares 

digital I&C failure modes 
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On-Going Research: 

Hazard Analysis of Digital I&C 

Research Information Letter 1101 

• Provides technical basis to review hazard analysis 

of digital safety systems 
 

• Will be issued this year 

• Draft available ADAMS Accession No. ML13232A001 

• ADAMS Accession No. will be ML14237A359 when issued 

http://adamswebsearch2.nrc.gov/webSearch2/main.jsp?AccessionNumber=ML13232A001
hhttp://adamswebsearch2.nrc.gov/webSearch2/main.jsp?AccessionNumber=ML14237A359
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RIL-1101 

• Highly-integrated digital I&C systems provide 

increased opportunity for unsafe behavior due to 

systemic causes. 

• Traditional techniques don’t address systemic 

causes or their contribution to safety function 

degradation. 

• Application of hazard analysis techniques can 

address systemic causes. 
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RIL-1101 (continued) 

• Identifies ways to address systemic degradation 

of safety functions, which could otherwise occur, 

throughout the system’s lifecycle. 

• Supports reducing the overall hazard space. 

• Promotes analyzability of digital I&C safety 

systems and their safety functions. 

Relevance: EDDs could increase the overall hazard space 

or cause a digital safety system’s safety function to become 

unanalyzable. 
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Future Research: 

Designed-in Assurance 

– Proof-of-concepts for Digital I&C Safety Systems: 

• Explicit identification of properties essential to safety 

• Model-based design to specify and evaluate these 

properties 

• Refinement of specifications that preserve properties 

• Mathematical analysis to demonstrate properties 

are satisfied under the specified conditions 

• Demonstration that a system is correct by construction 

Relevance: These techniques could provide a means to 

ensure EDDs do not degrade a safety function or lead to 

an unanalyzable safety system. 


