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HISTORICAL 
BACKGROUND 
 



Atomic Energy Act of 1954 

• Legal basis for civilian use of SNM 
• Established minimum safety and 

security requirements 
• Creates Atomic Energy Commission 

– AEC’s Role: 
• Encourage use of nuclear power 

» AND 
• Regulate its safety  

 
• Dual Role = Conflict of Interest 

 



Energy Reorganization Act of 1974 
 

• AEC is abolished 
 

• Created:  
 

– Nuclear Regulatory Commission (NRC) 
• Protecting public health and safety 
 

– Energy Research and Development Administration 
(ERDA) 
• Manage:  energy research and development, nuclear 

weapons, naval reactors 
– In 1977 is combined with Federal Energy Administration to 

create Department of Energy (DOE) 
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The Commission 
• The NRC is headed by: 

– 5 Commissioners  
– Appointed by the President 

and confirmed by the 
Senate  

– Serve five-year terms 
– One is designated by the 

President to be the 
Chairman and official 
spokesperson of the 
Commission 

Chairman 
Allison M. 
Macfarlane 

 

Commissioner 
Kristine L. 
Svinicki  

Commissioner 
George 

Apostolakis  

Commissioner 
William D. 
Magwood  

Commissioner 
William C. 
Ostendorff  

 



ROLE OF NRC 



NRC Mission 

• To regulate the nation's civilian use of 
byproduct, source, and special nuclear 
materials to ensure adequate protection of 
public health and safety, to promote the 
common defense and security, and to protect 
the environment. 



Legal Rules 

• Title 10, Code of Federal 
Regulations (10 CFR)  
– Requirements binding on all 

persons and organizations who 
receive a license from NRC to use 
nuclear materials or operate 
nuclear facilities 

– Takes time to change/add a rule 
due to the rulemaking process 
• 1-2 Years 

 



Legal Orders 
• The Commission may choose to issue 

immediately effective Orders. 
 

– Faster than Rulemaking Process 
 

– Used for immediate security concerns 
 

– Examples (post September 11, 2001): 
• Interim Compensatory Measures (ICM) Order 
• Design Basis Threat (DBT) Order 

 



Purpose of NRC Regulated 
Physical Protection Programs 

• Part 73 of Title 10, Code of Federal 
Regulations (10 CFR 73) 
– “Requirements for the establishment and 

maintenance of a physical protection system 
which will have capabilities for the protection of 
special nuclear material at fixed sites and in transit 
and of plants in which special nuclear material is 
used.”  

 

Physical Protection Systems are designed to protect against 
acts of radiological sabotage and to prevent the theft or 
diversion of special nuclear material. 

 



NRC APPROACH TO 
PHYSICAL PROTECTION 



Layers of Defense 
• Protecting Against Aircraft 

– Robust structures of steel and 
concrete, and relatively small targets 

• Defending Against Adversaries 
– Well-trained and armed security 

officers, and defensive barriers 

• Securing Materials 
– Licensed and tracked to prevent them 

from being misused 

• Strengthening Regulations 
– New and revised rules further enhance 

the security of nuclear power plants 

 



Regulatory Approaches 
• NRC Regulations and Orders contain a 

combination of performance-based and 
prescriptive requirements: 
– 10 CFR 73.1 contains a “performance based” 

requirement for a Design Basis Threat (DBT). 
• Performance Based 

– Some regulations and Orders contain very specific 
security measures which must be implemented by 
licensees as specified by the NRC regulation. 
• Compliance Based 

 



Performance Based Approach 

• Performance-based regulation  
– Focuses on desired, measurable outcomes, rather 

than prescriptive processes, techniques, or 
procedures.  

– Performance-based regulation leads to defined 
results without specific direction regarding how those 
results are to be obtained. 

 

• Example: Design Basis Threat (DBT) &  
 Force on Force (FoF) Inspection 
 

 



Design Basis Threat (DBT) 
Statements 

 
• Hypothetical threat model which serves as 

the basis for which security programs are 
designed 

 

– Represents adversary characteristics baseline 
– Fosters a more standardized level of security 
– Requires performance testing to verify 

 



DBT Statements 

RADIOLOGICAL SABOTAGE (Power Reactors) 
 
 
• General Components of NRC DBT 
 

– EXTERNAL THREAT                                  
• violence, deception, stealth 
• several persons 
• well trained, dedicated 
• active or passive assistance by an 

insider 
• hand carried weapons 
• hand carried equipment 
• use of land vehicle for transportation of 

personnel, equipment, or  standoff 
vehicle bomb attack 

 
– INSIDER THREAT 



Force on Force Inspections 
• By law, conducted at each plant 

site at least once every 3 years  
• Assesses the ability of facilities 

to defend against the DBT  
• Enables the NRC to evaluate 

and improve the effectiveness of 
the security programs 

• Conducted at power plants and 
Category I fuel cycle facilities  

 



Force on Force Inspections 

• Active-duty U.S. Special Operations 
Forces 
– advise the NRC inspection teams  
– participate in the inspections by  

• helping the NRC inspectors develop the 
scenarios 

• providing expert technical advice to the 
Composite Adversary Force (CAF) 

• assisting the NRC inspectors in evaluating site 
security forces and systems 

• providing an independent evaluation of CAF 
performance.  

 



Compliance Based Approach 

• A graded approach to security based on 
material significance (categorization) 
 

• Based on a defense in depth principal  
– multiple barriers, alarms, communications, response 
 

• Require a planned response to security events 
– Licensee provides immediate reaction  
– LLEA, FBI provide reinforcements 
 

• Implementation of NRC-approved Physical 
Security Plans subject to inspection and 
adequacy evaluation 
 



PROTECTION 
STANDARDS  



Protective Measures for Power 
Reactors (10 CFR 73.55) 

Regulations are designed to 
prevent radiological sabotage 

 
• Armed security force on site 
• Arrangements with local police response forces 
• Performance evaluations through tactical 

exercises 
• Hardened central alarm station, independent 

secondary alarm station 
• Multiple means of off-site communications 
• Occupied access control point, search for 

contraband materials (firearms, explosives, etc.) 
• Perimeter barrier and isolation zone 

 



Protective Measures for Power 
Reactors continued… 

• Perimeter intrusion detection alarms, illumination 
and rapid assessment (closed circuit television) 

• Personnel screening program (fitness for duty - 
access authorization program) 

• Physical Protection, Training & Qualifications, and 
Contingency Plans approved by NRC 

• Qualifications and training for security officers 
• Vehicle barriers at the perimeter 
• Vital areas locked and alarmed, access limited 

and controlled 

 



CONCLUSION 



Nuclear Security and Safeguards 
 

• Federal laws give the NRC the responsibility for 
ensuring that the peaceful uses of nuclear energy:  
– "make the maximum contribution to the common defense 

and security and the national welfare, and ... provide 
continued assurance of the Government's ability to enter into 
and enforce agreements with nations or groups of nations for 
the control of special nuclear material.”  



Questions? 



Contact Information 
• For more information regarding NRC activities, please visit our 

website at www.nrc.gov 

 Jure Kutleša, MBA 
    Nuclear Security Inspector 
    Division of Reactor Safety 
    U.S. NRC – Region III Office 
    630-829-9860 
    Jure.Kutlesa@nrc.gov 

http://www.nrc.gov/
mailto:Jure.Kutlesa@nrc.gov
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