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Atomic Energy: From War to Peace 
 
 July 1945 inaugurated a new era in warfare.  The first test of a nuclear weapon (code 
named “Trinity”) was conducted in New Mexico.  The development of nuclear weapons was a 
strictly guarded military secret for the United Sates.  After World War II, the knowledge of the 
destructive potential of nuclear energy was all too apparent.   
 
 Soon after, a debate began in the United States between the military and civilian 
authorities over the control of this technology.   Numerous hearings were held in Congress 
which resulted in Senator Brien McMahon (D-Connecticut) introducing a bill on December 20, 
1945 that placed the control of the nation’s atomic energy program in civilian hands.  President 
Truman signed the McMahon Act, known officially as the Atomic Energy Act of 1946, on August 
1, 1946.  With this law a new civilian agency, the United States Atomic Energy Commission 
(AEC), was created.1   
 
 The Atomic Energy Act of 1946 stated that “the significance of the atomic bomb for 
military purposes is evident.  The effect of the use of atomic energy for civilian purposes upon 
the social, economic, and political structures of today cannot now be determined.”2   
 

With this focus on the military uses of nuclear power the Act did not allow for the private 
use of nuclear material.  Instead, the Act’s purpose included a program of federally conducted 
research and development to assure the Government of adequate scientific and technical 
accomplishment and a program for Government control of the production, ownership, and use 
of fissionable material to assure the common defense and security. 3   
  

By 1953 the realities of the Cold War were becoming evident.  Both the United States 
(U.S.) and the Union of Soviet Socialist Republics (USSR) had tested numerous atomic 
weapons.  While meeting with the leaders of the United Kingdom and France in Bermuda on 
December 4, 1953, U.S. president Dwight D. Eisenhower stated the world was in a rather 
hysterical condition about the atomic bomb.4  Eisenhower had been invited by the United 
Nations to give a speech at their General Assembly and wanted to discuss an idea addressing 
this concern. 

 
The declassified minutes of that meeting have Eisenhower continuing with his idea that 

he felt something might be said which, while admitting the terrible destructive quality of atomic 
energy, might express the point of view of the free world on the constructive capabilities of 
atomic energy.5  Four days later, Eisenhower gave an address to the General Assembly of the 

                                                
1 Department of Energy, Office of History and Heritage Resources (2014). 
https://www.osti.gov/manhattan-project-history/Events/1945-present/civilian_control.htm . Accessed 19 
Aug 2014. 
2 ATOMIC ENERGY ACT OF 1946,(Public Law 585, 79th Congress) 
http://www.osti.gov/atomicenergyact.pdf . Accessed 19 Aug 2014 
3 Ibid. Accessed 19 Aug 2014. 
4 DDE's Papers as President, International Meetings Series, Box 1, Bermuda-State Dept. Report-Top 
Secret. Memorandum of Conversation regarding Bermuda Meeting, December 4, 1953. 
http://www.eisenhower.archives.gov/research/online_documents/atoms_for_peace/Binder4.pdf Accessed 
19 Aug 2014. 
5 Ibid. Accessed 19 Aug 2014. 
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United Nations in New York City.  The subject was the “Peaceful Uses of Atomic Energy”.  Also 
known as the “Atoms for Peace” speech, Eisenhower presented a framework for harnessing the 
peaceful use of nuclear power: 

 
The United States would seek more than the mere reduction or elimination of atomic 
materials for military purposes.  
 
It is not enough to take this weapon out of the hands of the soldiers. It must be put into 
the hands of those who will know how to strip its military casing and adapt it to the arts of 
peace.  
 
The United States knows that if the fearful trend of atomic military buildup can be 
reversed, this greatest of destructive forces can be developed into a great boon, for the 
benefit of all mankind.  
 
The United States knows that peaceful power from atomic energy is no dream of the 
future. That capability, already proved, is here--now--today. Who can doubt, if the entire 
body of the world's scientists and engineers had adequate amounts of fissionable 
material with which to test and develop their ideas, that this capability would rapidly be 
transformed into universal, efficient, and economic usage.6 
 

 Although appearing altruistic, the facts behind sharing nuclear knowledge have to be 
viewed through the strategic realities of the Cold War.  The prevailing sense of urgency, at least 
among U.S. Government leaders, reflected the fear of falling behind other nations in fostering 
peaceful atomic progress. The strides that Great Britain was making in the field seemed 
disturbing enough, but the possibility that the USSR might surpass the United States in civilian 
power development was even more ominous.  AEC Commissioner Thomas E. Murray described 
a “nuclear power race” in a 1953 speech and warned that the “stakes are high.”7 
 
 In order to shift the emphasis of atomic energy from military to peaceful uses, United 
States law needed to be changed.  The Atomic Energy Act of 1946 with its focus on military use 
and government control of nuclear information and materials was amended.  The resulting 
legislation, the Atomic Energy Act of 1954 (the Act), was signed by President Eisenhower on 
August 30, 1954.  In his statement upon signing the new law, Eisenhower said, “As I sign this 
bill, I am confident that it will advance both public and private development of atomic energy--
that it will thus lead to greater national strength--and that programs undertaken as a result of 
this new law will help us progress”8.  
 
 The goal of the Act was: 

Atomic energy is capable of application for peaceful as well as military purposes. It is 
therefore declared to be the policy of the United States that the development, use, and 
control of atomic energy shall be directed so as to make the maximum contribution to the 

                                                
6 American Presidency Project. Dwight D. Eisenhower. In: 256 - Address Before the General Assembly of 
the United Nations on Peaceful Uses of Atomic Energy, New York City. 
http://www.presidency.ucsb.edu/ws/?pid=9774 . Accessed 20 Aug 2014. 
7 Walker J and Wellock T (2010) A Short History of Nuclear Regulation: 1946–2009. US NRC, Rockville, 
MD. 
8 American Presidency Project. Dwight D. Eisenhower. In: 223 - Statement by the President Upon Signing 
the Atomic Energy Act of 1954. 
http://www.presidency.ucsb.edu/ws/index.php?pid=10012. Accessed 20 Aug 2014 
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general welfare, subject at all times to the paramount objective of making the maximum 
contribution to the common defense and security; and the development, use, and control 
of atomic energy shall be directed so as to promote world peace, improve the general 
welfare, increase the standard of living, and strengthen free competition in private 
enterprise. 9 
 
The Act instructed the AEC to prepare regulations that would protect public health and 

safety from radiation hazards. Thus, it assigned the agency three major functions: (1) to 
continue its weapons program, (2) to promote the commercial uses of nuclear power, and (3) to 
protect against the hazards of those peaceful applications.10 

 
New Agencies: NRC & DoE 

 
As time went on the three competing AEC functions became increasingly difficult to 

manage.  The AEC came under attack for the conflicting responsibilities of promoting the 
development of civilian nuclear power and regulating the same.  After the energy crisis of the 
early 1970’s, then President Richard Nixon asked the U.S. Congress to create a new agency 
whose only responsibility was to regulate and license the commercial use of nuclear material.   

 
In 1974 the U.S. Congress passed the Energy Reorganization Act which eliminated the 

Atomic Energy Commission and created the Nuclear Regulatory Commission (NRC) and the 
Energy Research and Development Agency (ERDA).  The NRC was created to regulate the 
commercial nuclear industry while ERDA managed nuclear research, development, nuclear 
weapons and naval reactors.  Two years later, in 1977, ERDA was merged with several other 
agencies to create the U.S. Department of Energy.11 

 
Legal Basis for NRC Activities 

 
 So far we have discussed the history of the Nuclear Regulatory Commission.  Now we 
turn to the legal basis for the civilian control of nuclear material in the United States.   
 

The U.S. Constitution organized the federal government into three branches: Article 1: 
Legislative (Congress); Article 2: Executive (President); Article 3: Judiciary (Courts).  Each 
branch of government can make laws.  The legislative branch creates statutory law; the 
executive branch creates regulatory law; and the judicial branch creates common law. 

 
As we have seen, the fundamental law establishing the creation and purpose of the NRC 

is the Atomic Energy Act of 1954.  Since the U.S. Congress created this law it is considered a 
statute.  However, through the years since its first implementation, the Act has been amended 
numerous times.  Therefore in legal documents we refer to the Act as “The Atomic Energy Act 
of 1954, as amended”.   

 

                                                
9 THE ATOMIC ENERGY ACT OF 1954, AS AMENDED (Public Law 83–703). 
http://pbadupws.nrc.gov/docs/ML1327/ML13274A489.pdf#page=23 . Accessed 20 Aug 2014 
10 J. S. Walker, T. R. Wellock, A Short History of Nuclear Regulation, 1946-2009, NUREG/BR-0175, 
Revision 2. (US NRC, Rockville, 2010), pp. 3-4 
11 Department of Energy, Office of Management (2014). http://energy.gov/management/office-
management/operational-management/history/doe-history-timeline . Accessed 20 Aug 2014. 
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The second important law that affects the NRC is the Energy Reorganization Act of 1974 
which created the NRC and specified its functions in relation to control of civilian use of nuclear 
material.12  The Reorganization Act sates that: 

 
There is established an independent regulatory commission to be known as the Nuclear 
Regulatory Commission which shall be composed of five members, each of whom shall 
be a citizen of the United States… Members of the Commission shall be appointed by 
the President, by and with the advice and consent of the Senate… Appointments of 
members pursuant to this subsection shall be made in such a manner that not more than 
three members of the Commission shall be members of the same political party.  Each 
member shall serve for a term of five years…13 
 
As a result, the NRC is an independent agency by virtue of the Reorganization Act.  It 

does not belong to any other department in the federal government.  The NRC is part of the 
executive branch insofar as the president appoints the commissioners.  However, the 
Reorganization Act states that any commissioner may be removed by the President only for 
inefficiency, neglect of duty, or malfeasance in office.14  This establishes both the independence 
of the NRC and its executive agency status.   

 
In the Reorganization Act of 1974, Congress directs the NRC to regulate certain 

activities in order to ensure radiological health and safety, and common defense and security.15  
As a result, Congress gives the NRC authority to issue rules and regulations to help carry out 
NRC’s mission.  Rules are administrative laws created by the Executive branch of the federal 
government in order to implement statutes created by Congress.  These laws encompass both 
legally binding requirements (regulations and orders) and non-binding guidance. 

 
In an effort to provide guidance as to how an agency may create administrative law, the 

U.S. Congress adopted the Administrative Procedure Act of 1946 (APA).  This statute governs 
the way agencies propose and establish regulations.16  The APA requires agencies to inform 
the People of these new rules and directs their publication the Federal Register (the official 
journal of the U.S. Federal government).  In an effort to organize rules into a an easily 
accessible format, once published in the Federal Register these rules are then compiled in the 
Code of Federal Regulations (CFR) (there are 50 titles that cover broad subject matters and the 
NRC rules are found in Title 10 - Energy).17 

 
Located in Title 10, Code of Federal Regulations, Sections 73.55 and 73.56 (abbreviated 

as 10 CFR 73.55 & 73.56) are the specific rules that govern security at commercial nuclear 
power plants.   

 
 

 

                                                
12 Energy Reorganization Act of 1974, (Public Law 93-438). http://www.gpo.gov/fdsys/pkg/STATUTE-
88/pdf/STATUTE-88-Pg1233.pdf . Accessed  25 Sep 2014. 
13 Ibid. Accessed 25 Sep 2014 
14 Ibid. Accessed 25 Sep 2014 
15 Ibid. Accessed 26 Sep 2014 
16 Administrative Procedure Act of 1946, (Public Law 79-404). 
http://www.legisworks.org/congress/79/publaw-404.pdf . Accessed 26 Sep 2014. 
17 Code of Federal Regulations: Government Printing Office. 
http://www.gpo.gov/fdsys/browse/collectionCfr.action?collectionCode=CFR . Accessed 26 Sep 2014. 
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NRC Rules for Power Reactor Security 
 

10 CFR 73.55, entitled “Requirements for Physical Protection of Licensed Activities in 
Nuclear Power Reactors Against Radiological Sabotage”, states that power reactors “shall 
establish and maintain a physical protection program, to include a security organization, which 
will have as its objective to provide high assurance that activities involving special nuclear 
material are not inimical to the common defense and security and do not constitute an 
unreasonable risk to the public health and safety”.18   
 
 Additionally, 10 CFR 73.1 states that: 

The following design basis threats … shall be used to design safeguards systems to 
protect against acts of radiological sabotage and to prevent the theft or diversion of 
special nuclear material.  
(1) Radiological sabotage. (i) A determined violent external assault, attack by stealth, or 
deceptive actions, including diversionary actions, by an adversary force capable of 
operating in each of the following modes: A single group attacking through one entry 
point, multiple groups attacking through multiple entry points, a combination of one or 
more groups and one or more individuals attacking through multiple entry points, or 
individuals attacking through separate entry points, with the following attributes, 
assistance and equipment: 

(A) Well-trained (including military training and skills) and dedicated individuals, 
willing to kill or be killed, with sufficient knowledge to identify specific equipment 
or locations necessary for a successful attack; 
(B) Active (e.g., facilitate entrance and exit, disable alarms and communications, 
participate in violent attack) or passive (e.g., provide information), or both, 
knowledgeable inside assistance; 
(C) Suitable weapons, including handheld automatic weapons, equipped with 
silencers and having effective long range accuracy; 
(D) Hand-carried equipment, including incapacitating agents and explosives for 
use as tools of entry or for otherwise destroying reactor, facility, transporter, or 
container integrity or features of the safeguards system; and  
(E) Land and water vehicles, which could be used for transporting personnel and 
their hand-carried equipment to the proximity of vital areas; and  
(ii) An internal threat; and  
(iii) A land vehicle bomb assault, which may be coordinated with an external 
assault; and  
(iv) A waterborne vehicle bomb assault, which may be coordinated with an 
external assault; and  
(v) A cyber attack. 
 

It is within these parameters, and others further specified in non-public documents, that 
nuclear power plants in the U.S. must defend. 
                                                
18 10 CFR 73.55. http://www.nrc.gov/reading-rm/doc-collections/cfr/part073/part073-0055.html . Accessed 
26 Sep 2014. 

http://www.nrc.gov/reading-rm/doc-collections/cfr/part073/part073-0055.html


 
The U.S. Approach to Defense in Depth 

 
The NRC has developed its regulatory requirements by beginning with the idea of 

defense in depth.  Defense in depth refers to multiple layers of security that can both stand 
alone and complement each other.  For example, nuclear power plants are physically designed 
to be robust structures that can withstand hurricanes, tornadoes, and earthquakes.  This robust 
design additionally helps in securing the plant from adversaries attempting to attack a plant.  

 
The NRC requires that each power plant have a security force that is well-trained and 

armed and physical barriers that prevent the intrusion of both personnel and vehicles.  To gain 
entry to power plants, one needs to have completed a thorough background check and then, if 
authorized, must enter through an access control area that searches and screens all individuals 
as well as their possessions.  Plants must have advanced intrusion detection systems that are 
continuously monitored from at least two alarm stations, both of which must be robust 
structures. 

The plant must also protect against an insider threat by employing a Behavior 
Observation Program which allows for the detection of aberrant behavior in employees and 
visitors.  This program is designed to detect behaviors or activities that may constitute an 
unreasonable risk to the health and safety of the public and common defense and security, 
including a potential threat to commit radiological sabotage.  

Additionally, an insider mitigation program requires security personnel to monitor the 
initial and continuing trustworthiness and reliability of individuals granted or retaining access to 
the plant and to “implement defense-in-depth methodologies to minimize the potential for an 
insider to adversely affect, either directly or indirectly, the plant’s capability to prevent significant 
core damage and spent fuel sabotage”.19 

An additional layer of protection is in place which coordinates threat information and 
response. The NRC works closely with Federal, State, Tribal, and local authorities. These 
relationships help ensure that the NRC can act quickly to disseminate threat information to 
licensees and allow effective emergency response in the event of an attack. The NRC also 
actively works with the U.S. national intelligence community.  NRC personnel review and 
analyze intelligence information and communicate with other intelligence organizations.  
Together, these layers of defense provide the highest level of security in the U.S. commercial 
sector. 

 
Regulation: In Practice 

 
In practice, the NRC regulations fall under two distinct categories: the “performance 

based” approach and the “compliance based” approach. 

                                                
19 10 CFR 73.56 http://www.nrc.gov/reading-rm/doc-collections/cfr/part073/part073-0056.html . Accessed 
29 Sep 14. 
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The performance based approach focuses on desired, measurable outcomes, rather 
than prescriptive processes, techniques, or procedures.  Performance-based regulation leads to 
defined results without specific direction regarding how those results are to be obtained. At the 
NRC, performance-based regulations focus on identifying performance measures that ensure 
an adequate security margin and offer incentives for nuclear power plants to improve security 
without formal regulatory intervention by the agency.  In other words, the NRC states a goal to 
achieve but does not direct how to implement it.   

An example of a performance based regulation is the Force on Force (FoF) inspection.  
An FoF inspection is a two-phased, performance-based inspection that is designed to verify and 
assess the ability of the nuclear power plant to defend itself against a mock adversary force.  An 
FoF inspection is conducted over several days in two separate visits by an inspection team at 
the power plant. Along with the NRC inspectors, active-duty U.S. Special Operations Forces 
advise the NRC inspection teams that conduct force-on-force inspections. These individuals 
participate in the inspections by helping the NRC inspectors develop the scenarios, providing 
expert technical advice to the mock adversary force, and assisting the NRC inspectors in evalu-
ating site security forces and systems.20 

On the other hand, “Compliance-based” regulations direct the power plant to strictly 
meet security criteria.  Certain fundamental requirements (a planned response by the power 
plant security force, specified heights of fencing, etc.) ensure that the foundation of a reliable 
and redundant security system is in place. 

An example of a compliance based regulation is the requirement that a “fence be 
constructed of No. 11 American wire gauge, or heavier wire fabric, topped by three strands or 
more of barbed wire or similar material on brackets angled inward or outward between 30 and 
45 from the vertical, with an overall height of not less than eight feet, including the barbed 
topping”.21 

Compliance-based regulation has limitations since it is not possible to identify and 
enforce all the necessary security requirements on the regulatory side.  Therefore the 
compliance based approach is complimented by the performance based regulatory approach. 

 
Inspectors 

 
 In the United States there are currently 100 nuclear power plants operating at 62 

commercial reactor sites.22  Two employees from the NRC work at each of these sites.  These 
personnel are called “resident inspectors”.  Their job is to monitor the power plants safe and 
secure operation and compliance with regulatory requirements.  Resident inspectors are nuclear 
engineers who have additional training in other applicable disciplines such as health physics 
and security.  Resident inspectors are supported by technical specialists located at one of the 
four NRC Regional Offices.  These specialists include nuclear security inspectors. 
                                                
20 USNRC, (2011) Protecting Our Nation: A Report of the U.S. Nuclear Regulatory Commission 
(NUREG/BR-0314, Rev. 2). http://www.nrc.gov/reading-rm/doc-collections/nuregs/brochures/br0314/ . 
Accessed 30 Sep 2014. 
21 10 CFR 73.2 http://www.nrc.gov/reading-rm/doc-collections/cfr/part073/part073-0002.html . Accessed 
02 Oct 2014. 
22 USNRC (2014) 2014-2015 Information Digest (NUREG-1350, Volume 26). http://www.nrc.gov/reading-
rm/doc-collections/nuregs/staff/sr1350/v26/sr1350v26.pdf . Accessed 30 Sep 2014. 
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Nuclear security inspectors are technical security specialists with years of specialized 
training in both security and nuclear power plant operations.  Nuclear security inspectors 
conduct baseline security inspections at the power plants throughout the year.  The inspections 
cover the following topics: Physical Security; Access Authorization; Access Control; Security 
Equipment; Protective Strategy; Security Training; Force on Force; and Fitness for Duty.   

Nuclear security inspectors are not limited to inspecting only the above topics.  They use 
their broad knowledge to ensure the power plants are complying with regulatory requirements 
and fundamental nuclear security.  Additionally, nuclear security inspectors support the resident 
inspectors when they have technical questions beyond the scope of their knowledge. 

 
Conclusion 

 
The United States Nuclear Regulatory Commission’s mission is to regulate the nation's 

civilian use of byproduct, source, and special nuclear materials to ensure adequate protection of 
public health and safety, to promote the common defense and security, and to protect the 
environment.23 

The NRC traces its history to the first days of the nuclear age with the U.S. government’s 
creation of the Atomic Energy Commission.  Under the Atomic Energy Act of 1954, a single 
agency, the Atomic Energy Commission, had responsibility for the development and production 
of nuclear weapons and for both the development and the safety regulation of the civilian uses 
of nuclear materials. The Energy Reorganization Act of 1974 split these functions, assigning to 
one agency, now the Department of Energy, the responsibility for the development and 
production of nuclear weapons, promotion of nuclear power, and other energy-related work, and 
assigning to the NRC the regulatory work, which does not include regulation of defense nuclear 
facilities. 

The NRC's regulatory mission covers three main areas: reactors, materials and waste.  
This paper focused on the security aspects of commercial reactors used for generating electric 
power at nuclear power plants. 

The NRC demands high assurance from power plant operators that they will protect their 
sites against adversaries attempting to commit radiological sabotage.  Through its regulatory 
regime and long history, the U.S. NRC has ensured the safe civilian use of nuclear materials.   

 
 
 
 

                                                
23 USNRC Mission Statement. http://www.nrc.gov/about-nrc.html . Accessed 30 Sep 2014. 
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