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Computer Security Process 
CSO-PROS-1321 

System Cybersecurity Coordination Process for New Systems and System Changes 

 

1 PURPOSE 

CSO-PROS-1321, “System Cybersecurity Coordination Process for New Systems and System 
Changes” defines the process that must be followed to coordinate and communicate with the 
Computer Security Office (CSO) on development of new systems and system changes.  This 
process supports the requirement to perform a Security Impact Analysis (SIA) to determine the 
extent to which changes to the information system affect the security state of the system as well 
as cybersecurity analysis for implementation of new systems.  Each new system effort or 
change to an existing implementation is considered to be a project. 

Why do projects fail?  Projects fail for many reasons, but good communication and coordination 
are critical to successful projects.  Good communication and collaboration ensure that the 
necessary stakeholders have all the information they need to perform their part of the project, 
have appropriate time to perform their part(s) of the project, and that all pieces of the project are 
synchronized and planned accordingly through well developed and executed project and 
communication plans.  Project Managers (PM) are typically assigned the role to develop and 
execute project and communication plans.  PMs take the time to ensure that a realistic 
implementation plan is developed and effectively manage changes as they occur.  

Why this process?  Security needs to be integrated into all phases of the NRC’s System 
Development Life Cycle Methodology (SDLCM) to ensure that NRC systems and data are 
adequately protected.  The Federal Information Security Management Act (FISMA) of 2002 
applies to federal agencies; and the National Institute of Standards and Technology (NIST), as 
part of its statutory authority under FISMA, develops standards and guidelines pertaining to 
providing adequate information security to be used by the federal agencies.  NIST Special 
Publication (SP) 800-64, Revision 2, Security Considerations in the System Development Life 
Cycle assists agencies in integrating security activities into their SDLCM.  It provides guidance 
on what should be included in all phases of the SDLCM from the initiation of a project to its 
ultimate disposal.  The value as referenced from the standard states:  

Agencies may realize the value of integrating security into an established system 
development life cycle in many ways, including:  

• Early identification and mitigation of security vulnerabilities and misconfigurations, 
resulting in lower cost of security control implementation and vulnerability mitigation;  

• Awareness of potential engineering challenges caused by mandatory security 
controls;  

• Identification of shared security services and reuse of security strategies and tools to 
reduce development cost and schedule while improving security posture through 
proven methods and techniques;  
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• Facilitation of informed executive decision making through comprehensive risk 
management in a timely manner;  

• Documentation of important security decisions made during development, ensuring 
management that security was fully considered during all phases;  

• Improved organization and customer confidence to facilitate adoption and usage as 
well as governmental confidence to promote continued investment; and 

• Improved systems interoperability and integration that would otherwise be hampered 
by securing systems at various system levels.   

NRC’s SDLCM is defined in Management Directive (MD) 2.8, “Project Management 
Methodology (PMM).”     

The coordination process described in this document helps ensure that security is integrated 
into all phases of the SDLCM and defines how proper communication and collaboration should 
occur during those phases. 

The remaining sections of this document address the various phases of the SDLCM and 
answers as appropriate the five “Ws”,  why, who, where, what, when and how.   

This document does not address how the SDLCM documents are to be developed or how the 
security impact assessment is performed.  Those documents are outside the scope of this 
process and are covered in the Agency’s PMM and CSO internal procedures respectfully.   

2 GENERAL REQUIREMENTS 

This section discusses the general coordination and communication requirements that shall be 
met for all phases of the SDLCM. 

Why?  All system efforts must comply with federal laws and guidance and NRC policy, 
standards, processes, procedures, templates, and checklists.  Incomplete or inaccurate 
information causes repeated steps, implementation delays and additional costs.  A standardized 
process for coordination and communication on projects and changes can save significant 
project costs.   

Risk management requires that an understanding of risk be determined, and the risk accepted 
prior to all change implementation.  This process enables CSO to identify cybersecurity issues 
as early in the process as possible, thus improving effectiveness and reducing overall costs of 
projects. 

Who?  The System Owner assigns a Project Manager (PM) for new system development efforts 
and for each change to an existing implementation (from this point forward referred to as the 
project).  The system owner must approve all formal notifications and deliverables.  The PM is 
responsible for providing required information for other than formal deliverables, scheduling 
required meetings with required attendees, ensuring CSO notification of delays and issues, 
recording and distributing meeting minutes, and tracking action items. 
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CSO assigns a point of contact for projects, and this person or team participates in required 
meetings and convey the CSO position at those meetings.  The CSO point of contact is 
responsible for ensuring PM notification of delays and issues that impact CSO’s participation in 
the project.  Where project priorities have been changed by the agency, the CISO will notify the 
system owner. 

System ISSOs for all systems impacted by the project must concur on all information provided 
to CSO. 

Process roles and responsibilities are provided in Table 1. 

Table 1:  System Cybersecurity Coordination Process Roles and Responsibilities 

Role Role Responsibilities 

Chief Information Security 
Officer (CISO) 

Provides risk information to the Major Information Technology (IT) 
Investments DAA. 

Makes a recommendation on acceptability of risk to the Major Information 
Technology (IT) Investments DAA. 

Provides oversight of compliance with the cybersecurity program. 

CSO Primary/Alternate POC 
(P/A POC) 

The CSO representatives to the project. 

Designated Approving 
Authority (DAA) 

Assumes risk associated with operating a system. 

System Owner (SO) Appoints the PM for the project.  

Appoints the system Information System Security Officers. 

Information Owner Understands the specific information type, including how the agency uses 
the information and the sensitivity associated with the information. 

Information Technology (IT) 
Manager 

Responsible for managing the staff responsible for the project. 

Information System Security 
Officer (ISSO) 

Concurs on all information provided to CSO.   

Responsible for the security posture of the system and for ensuring all 
cybersecurity requirements are met. 

Project Manager Individual appointed by the system owner to manage the project from start to 
finish.  Executes this process. 

Security Control Assessor Provides an independent assessment of the security controls within the 
boundary of the assessment. 

Policy Compliance and 
Training (PCT) Senior 
Information Technology 
Security Officer (SITSO) 

Responsible for assigning P/A POCs to the project. 

Responsible for approving security categorizations. 

Responsible for FISMA compliance oversight program. 

 

Where?  This process applies to all phases of the SDLCM.  Specific requirements are defined 
for each of the defined phases below. 
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What?  Continuous Updates:  There are specific types of information for which continuous 
updates are required.  For example, changes to the project plan and schedule are critical to 
resource planning.  The following updates shall be provided to the PCT SITSO and P/A POC 
within 5 business days of update: 

• Project plan (visible in the NRC PWA):  CSO management must provide sign-off on CSO 
resource availability if the schedule or scope has changed. 

• Project schedule (available in Enterprise Project Management (EPM) system with read 
access for all project stakeholders; schedule change notifications are provided to all 
stakeholders automatically) 

• Project dependencies 

• Project priority 

• System security categorization or modification of system security categorization using 
CSO-TEMP-2001, “System Security Categorization Report” (The security categorization 
must be approved by the PCT SITSO.  The approval request must be submitted using 
CSO-TEMP-2002, “System Security Categorization Request Memo Template.”) 

Additional specific requirements for what is needed are detailed in the following sections 
pertaining to the different life cycle phases. 

When?  This process is used for all projects (new system development efforts and for all 
changes to existing systems).  If a system change can be clearly identified as a minor change 
per CSO-STD-6001, “System Change Significance Standard,” this process is not required, and 
the system owner must notify CSO of the change in accordance with the standard.  Until CSO-
STD-6001 is issued, CSO staff will determine if a change is minor on a case by case basis.   

For system changes, an SIA is conducted as part of the SDLCM to ensure required 
cybersecurity controls are in place, operating as intended, and having the desired effect.  The 
purpose of the SIA is to determine the impact of proposed system changes such that decisions 
can be made in system architecture, design, or implementation to minimize the cybersecurity 
impact of proposed system changes.  

All CSO received projects are prioritized and scheduled based upon the current risk to the 
agency and available resources.  Those that pose the greatest risk are addressed first.  
Changes to the prioritization occur though discussions with the system owner and CISO, and 
when necessary due to significant security risk or business impact with the DAA.  

A generic schedule for security activities for new systems and system changes can be found at:  
http://www.internal.nrc.gov/CSO/documents/Cybersecurity_Activity_Schedules.pdf  

Figure 1 provides a process flow for this process. 

When changes occur that require reworking information from earlier steps (e.g., a design issue 
was found during integration), the process returns to the steps that address providing that 
information and meeting to discuss the information. 
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Figure 1:  CSO-PROS-1321 Process Flow 
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How?  To ensure that CSO can effectively distribute and manage the information, all notification 
and provision of information occur via an email to the RidsCsoMailCenter Resource email box.  
CSO shall be provided read access to any information provided using web pages, SharePoint, 
the Agencywide Documents Access and Management System (ADAMS), change management 
systems, etc.  CSO shall be invited to project meetings and discussions involving security 
matters.  Meetings need to be effectively managed so that the time used is efficient, and 
effective. 

2.1 References 
• CSO-PROS-1323, “Information Security Continuous Monitoring Process” 

• CSO-TEMP-0050, “System Cybersecurity Coordination Process for New Systems and 
System Changes – Initial Notification Template” 

• CSO-TEMP-0051, “System Cybersecurity Coordination Process for New Systems and 
System Changes – Initial Architecture and Design Template” 

• CSO-TEMP-0052, “System Cybersecurity Coordination Process for New Systems and 
System Changes – Final Architecture and Design Template” 

• CSO-TEMP-0053, “System Cybersecurity Coordination Process for New Systems and 
System Changes – Development, Integration, and Test Completion Template” 

• CSO-TEMP-0054, “System Cybersecurity Coordination Process for New Systems and 
System Changes – System Build and Test Completion Template” 

• CSO-TEMP-1510, “System Change Notification Memo”  

• CSO-TEMP-1511, “System Change Information Template” 

• CSO-TEMP-2019, “System Authorization Package Transmittal Memo for Sensitive 
Unclassified Non-Safeguards Information (SUNSI) Systems”   

• Management Directive 2.8, “Project Management Methodology (PMM)” 

• National Institute of Standards and Technology (NIST) Special Publication (SP) 800-39, 
“Managing Information Security Risk Organization, Mission, and Information System 
View” 

• NIST SP 800-53, “Security and Privacy Controls for Federal Information Systems and 
Organizations” 

• NIST SP 800-64, “Security Considerations in the System Development Life Cycle” 

3 SPECIFIC REQUIREMENTS 

Specific requirements for each phase of the SDLCM are defined below.  The steps reflected in 
this process are intended to be the formal cybersecurity sign-off steps and are not intended to 
be the only points of coordination in the process.  System representatives (i.e., system owner, 
PM, Information System Security Officers [ISSOs]) are expected to have multiple discussions 
with the CSO primary and alternate Points of Contact (P/A POC), and the number and length of 
discussions should reflect the size and complexity of the project.   A step is not completed until 
the completion criteria are met.  



 CSO Process CSO-PROS-1321       Page 10 

3.1 Initial Project Notification 
System lifecycle phase:  Initiation (PMM Inception) 

For new systems and system changes, this process starts at the very beginning of the effort.   

Why?  This step allows CSO to clearly understand the project’s objective, scope, and potential 
impact and get a feel for when the required information identified in Table 2 will be submitted to 
the CSO for review.  Initial project notification information provides a basis upon which to 
evaluate the impact of the project on cybersecurity.  With this information and understanding, 
CSO can appropriately analyze information related to the project with respect to security control 
impact and risk to the agency and align the needed resources to support the project. 

Initial project notification addresses the following NIST SP 800-53 requirements: 

• CM-3, Configuration Change Control 

• CM-4, Security Impact Analysis 

• CM-9, Configuration Management Plan 

• SA-3, System Development Life Cycle 

Who?  The PM notifies CSO when the project starts and invites CSO to the kick-off meeting.  
Once CSO has received the notification via the RidsCsoMailCenter Resource email box, the 
CSO PCT SITSO assigns a P/A POC, and the PCT SITSO notifies the system owner of that 
assignment via the system owner’s Rids email box.   

What?  The PM provides CSO with at least the information identified in Table 2 regarding the 
project, along with any other pertinent information.   

Table 2:  Initial Project Notification Information  

Information  Benefit 

The name and enterprise architecture identifier 
of the impacted system(s) 

Unique identification of impacted systems. 

A description of the business need that resulted 
in the project 

The business need assists in understanding the 
purpose of the project so that discussions relate to 
meeting the objective. This ensures that all 
stakeholders understand the agency need the project 
will fulfill.  

A description of the vision associated with the 
project, including at least the following at a high 
level: 

Example vision that includes the information describe 
below: 

The RES HPC system must be moved to the 3WFN 
Data Center as NRC HQ offices are consolidated into 
the HQ complex.  This must occur no later than May 
2016. 

There are two possible paths toward moving the RES 
HPC system to 3WFN.  Both of the following plans will 
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Table 2:  Initial Project Notification Information  

Information  Benefit 

begin simultaneously.  Only one plan will be 
implemented. A go, no-go date for each will be 
determined early.  The project will be completed by 
the end of May 2015. 

Plan A:  Move RES HPC equipment to the 3WFN Data 
Center.  Provide necessary infrastructure and IT 
services to preserve RES current HPC capabilities.  
HPC will run on its own power independent from the 
NRC network power.  HPC will run on its own 
physically separated network. 

Plan B:  Move RES HPC equipment to the TWFN 
Data Center by May 2015. Provide necessary 
infrastructure and IT services to preserve RES current 
HPC capabilities.  HPC will run on its own power 
independent from the NRC network power.  HPC will 
run on its own physically separated network.  RES 
HPC will be moved to the 3WFN Data Center by May 
2016. 

 Short logical summary of the solution  Assists in understanding what will be accomplished. 

 What does it do Assists in understanding the goal of the system 
implementation to ensure that operational and security 
goals align. 

 What does it interact with and how Assists in understanding dependencies and impacts of 
interactions with other systems and information to 
ensure that the information is protected appropriately 
throughout system processes. 

 Description of data to be processed Assists in understanding the sensitivity of the data in 
regards to availability, confidentiality and integrity that 
is stored, processed and/or transmitted by the system 
to ensure that the information is appropriately 
protected. 

 What equipment will be required Assists in understanding the full scope of equipment 
required for the project so that the information system 
can be appropriately assessed and maintained. 

 High level description of the users Provides a high level understanding of how the vision 
relates to the project users. 

 What is the approximate time frame Assists in understanding the project time frames and 
schedules to ensure that CSO resources will be 
available as needed and involved at the appropriate 
times during the project lifecycle. 

 Development project plan time frame to 
include milestones 

Assists in understanding the times where CSO 
resources will be required and the level of effort 
needed to support the project. 

 Benefit of new system/change  Assists in understanding the ultimate goal of the 
project. 

A list of systems that may be impacted by the Assists in understanding the interactions of the system 
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Table 2:  Initial Project Notification Information  

Information  Benefit 

new system/change and its data so that impact and risks across the 
agency can be assessed. 

Project scope Clearly defines the boundary of the project. 

Points of contact for the project, including, at a 
minimum, the system owner(s), ISSOs, 
Information Owners, and other system 
personnel that are pertinent to understanding 
the new system/change 

Provides information on who should be contacted 
should questions arise. 

Identification of project stakeholders Assists in understanding who will be impacted by the 
project. 

A list of user roles and types of users Assists in understanding the types of users that will be 
impacted by the project to ensure that secure 
architecture/design decisions are made and 
appropriate security controls are employed across 
different user types. 

Assists in understanding the groups of individuals that 
will be impacted differently. 

Anticipated change significance Provides an initial estimate of the significance of a 
change to an existing system.  This is not provided for 
new systems. 

The functional business requirements 
(implementation independent) 

Assists in understanding specifics that the project 
must meet from a functional perspective to assist with 
definition and testing of security controls. 

The cybersecurity requirements (implementation 
independent) 

Assists in understanding specifics that the system 
owner believes the project must meet from a 
cybersecurity perspective. 

Identification of new technology and standards 
(should have an understanding of the standards 
being followed. Additional standards may be 
required after all parties meet) 

Assists in understanding new technologies and 
whether or not CSO needs to develop a standard or 
whether existing guidance will meet the needs of the 
project. 

Project description Provides an overview of the project. 

Project boundary, with diagrams Identifies specific physical and logical boundary of the 
project. 

Hardware and software Identifies the hardware and software that is used by 
the project so that the project can be appropriately 
assessed. 

Cybersecurity controls Identifies the cybersecurity controls that will be used to 
meet the cybersecurity requirements identified in the 
NIST SP 800-53. 

Ports, protocols, and services Identifies the anticipated ports, protocols, and services 
that will be used in the project implementation. 

Physical environment and location Identifies the final destination environment and 
location for the project. 

Interconnections  Identifies interconnections with other systems. 
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Table 2:  Initial Project Notification Information  

Information  Benefit 

Information type and sensitivity Identifies the information types and sensitivity of the 
information that the project must protect from a 
confidentiality, integrity, or availability perspective. 

System functionality Identifies the functionality the project is expected to 
provide. 

System access method Identifies the different ways the project will be 
accessed. 

Initial/updated system specific rules of behavior, 
if any 

Identifies the need for system specific rules of 
behavior above and beyond that agency-wide rules of 
behavior. 

Initial risk analysis Provides perspective on what the system owner 
believes is the risk associated with the project. 

Any product trade-off analyses conducted Enables CSO to propose an alternative should a 
significant cybersecurity risk be identified for a 
proposed product. 

High-level project plan and schedule for 
development through deployment that includes 
cybersecurity touch points (visible in the NRC 
Project Web Access [PWA]) 

Places dates on major activities and required CSO 
staff participation. 

When?  This step occurs prior to any development effort.  In this step, the PM notifies CSO of 
an effort (the project) to develop a new system or to modify an existing system.  Most of the 
required documentation should be available from other required project management 
documentation.  The PM shall provide all identified information in Table 2 to the 
RidsCsoMailCenter Resource email box, at least 10 business days but no more than 20 
business days before the kick-off meeting.  The PM conducts a kick-off meeting at least 10 
business days but no more than 20 business days after providing the information identified in 
Table 2. 

How?  This notification from the PM to CSO is provided via the RidsCsoMailCenter Resource 
email box in accordance with CSO-TEMP-0050, “System Cybersecurity Coordination Process 
for New Systems and System Changes - Initial Notification Template.”   

Provide Initial Project Notification Information Completion Criteria: 

• The PM has provided all identified information to the RidsCsoMailCenter Resource email 
box, at least 10 business days but no more than 20 business days before the kick-off 
meeting. 

3.1.1 Kickoff Meeting 

The PM schedules a project security kickoff meeting and that includes the Director, Office of 
Information Services; Director, Computer Security Office; CSO PCT SITSO; and P/A POC that 
occurs at least 10 business days but no more than 20 business days after providing the 
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information identified in Table 2 and includes the system ISSO as a mandatory attendee.  If 
more than one system is involved in the new system/change, ISSOs from all involved systems 
must attend.  The purpose of the kickoff meeting is to discuss the project, identify cybersecurity 
concerns, and clarify any areas where there might be confusion. 

All attendees bring the information identified in Table 2 along with any questions/concerns. 

The PM provides meeting minutes, action item status, and updated materials or any new 
materials identified during the discussion to CSO no later than 10 business days after the 
meeting. 

If the project is a change to an existing implementation, the P/A POC and PCT SITSO use the 
provided information in accordance with CSO-STD-6001, “System Change Significance 
Standard” to determine whether the change is moderate or significant.  The CSO significance 
determination and rationale are provided via a memo from the PCT SITSO to the system owner. 

The security categorization of the system/subsystem is required prior to beginning the 
architecture and design of the project.   

CSO-System Owner(s) Kickoff Meeting Completion Criteria: 

• Questions and answers as well as action items from the meeting are documented as 
part of the meeting minutes. 

• The PM has provided meeting minutes, project action item status, and updated materials 
to reflect identified issues/questions or any new materials identified during the discussion 
to the RidsCsoMailCenter Resource email box. 

• If system modification, CSO PCT SITSO has formally provided the change significance 
determination to the system owner. 

• CSO PCT SITSO has formally approved the system/subsystem security categorization. 

• The PM schedules the next security meeting in accordance with the project plan and 
schedule at a time when all required attendees can attend (if there is an issue with CSO 
availability, the PM consults with the PCT SITSO). 

• CSO PCT SITSO or above has provided resource sign-off based upon the high-level 
project plan provided. 

3.2 Initial Architecture and Design 
System lifecycle phase:  Development/Acquisition (PMM Elaboration/Construction) 

The PM ensures the security related architecture and design information is coordinated with the 
project architecture team and P/A POC prior to providing the initial architecture and design 
information.  This assists in resolving potential cybersecurity issues while architecture and 
design ideas are discussed and helps this step go more smoothly. 

Why?  This step allows CSO to clearly understand the project’s initial architecture and 
understand how the project will fit into the existing agency architecture.  Initial architecture and 
design information provide a basis upon which to evaluate the architectural and design impact 
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of the project on cybersecurity.  This assists in resolving potential cybersecurity issues while 
architecture and design ideas are discussed and helps this step go more smoothly. 

Initial architecture and design addresses the following NIST SP 800-53 requirements: 

• AC-5, Separation of Duties 

• AC-6, Least Privilege 

• CM-3, Configuration Change Control 

• CM-4, Security Impact Analysis 

• CM-9, Configuration Management Plan 

• SA-3, System Development Life Cycle 

• SA-8, Security Engineering Principles 

• SA-15, Development Process, Standards, and Tools 

• SA-17, Developer Security Architecture and Design 

Who?  The PM notifies CSO when the project initial architecture and design information is ready 
for review and invites CSO to the initial architecture and design meeting.     

What?  The PM provides CSO with at least the information identified in Table 3 regarding the 
project, along with any other pertinent information.   

Table 3:  Initial Architecture and Design Information 

Information  Benefit 

Updates to information from Table 2 Ensures that CSO has the current information for 
cybersecurity review and analysis 

Draft architecture/design document, including 
at least the following 

 

 System diagram Provides critical information regarding components, 
network location, physical location, and connectivity. 

 Geographic location of components Provides critical information about physical security and 
network security. 

 Expected topography Provides technical information required for CSO 
cybersecurity analyses. 

 Interconnections between system 
components and with other systems, along 
with the information exchanged 

Provides critical information regarding how information 
traverses the systems and other systems so that 
security controls can be appropriately assessed. 

 Products to be used Provides information critical to examining the 
cybersecurity posture of the solution. 

 Security controls (e.g., access controls, 
encryption) 

Provides information on how the project will meet 
cybersecurity control requirements. 

The full scope of the project A description of the full scope of the project that clearly 
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Table 3:  Initial Architecture and Design Information 

Information  Benefit 

defines items that are in and out of scope enables CSO 
to understand the potential cybersecurity impacts of the 
project. 

Identification of currently deployed assets that 
are impacted by the project 

Provides CSO with the scope of operational impacts. 

Cybersecurity plan – how will cybersecurity 
(including vulnerability management) be 
controlled, SOP/CONOPS, system 
authorization plan 

Provides CSO with an understanding of how the 
system owner will ensure cybersecurity will be 
addressed after deployment. 

Implementation plan to include the roll-back 
plan 

Provides CSO with an understanding of the 
implementation and deployment controls to be used. 

Project Plan to include testing and 
authorization milestone dates (visible in the 
NRC PWA) 

Provides CSO with an understanding of the project’s 
schedule so that impacts on CSO resources can be 
assessed. 

Anticipated deviation requests  Provides CSO with an understanding of cybersecurity 
controls that may need to be met through risk-based 
decisions. 

List any new items that will be placed in the 
TRM 

Provides CSO with an understanding of new hardware 
and software that are anticipated to be introduced into 
the NRC environment. 

When?  This step occurs after an initial architecture and design are created as part of the 
project.  Most of the required documentation should be available from other required project 
management documentation.  The PM shall provide all identified information in Table 3 to the 
RidsCsoMailCenter Resource email box, at least 10 business days but no more than 20 
business days before the CSO-system owner(s) initial architecture and design meeting.  The 
PM conducts a CSO-system owner(s) initial architecture and design meeting at least 10 
business days but no more than 20 business days after providing the information identified in 
Table 3. 

How?  This notification from the PM to CSO is provided via the RidsCsoMailCenter Resource 
email box in accordance with CSO-TEMP-0051, “System Cybersecurity Coordination Process 
for New Systems and System Changes - Initial Architecture and Design Template.”   

Provide Initial Architecture and Design Information Completion Criteria: 

• The PM has provided all identified information to the RidsCsoMailCenter Resource email 
box, at least 10 business days but no more than 20 business days before the formal 
initial architecture and design meeting. 

3.2.1 Conduct CSO-System Owner(s) Initial Architecture and Design Meeting 

System lifecycle phase:  Development/Acquisition (PMM Elaboration/Construction) 
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The PM schedules an initial architecture and design project meeting that includes the CSO PCT 
SITSO and P/A POC that occurs at least 10 business days but no more than 20 business days 
after providing the information identified in Table 3 and includes the system ISSO as a 
mandatory attendee.  If more than one system is involved in the new system/change, ISSOs 
from all involved systems must attend.  The purpose of the initial architecture/design meeting is 
to discuss the project, identify cybersecurity concerns, and clarify any areas where there might 
be confusion. 

All attendees bring the information identified in Table 3 along with any questions/concerns. 

The PM provides meeting minutes, action item status, and updated materials or any new 
materials identified during the discussion to CSO no later than 10 business days after the 
meeting. 

CSO-System Owner(s) Initial Architecture and Design Meeting Completion Criteria: 

• Questions and answers as well as action items from the meeting are documented as 
part of the meeting minutes. 

• The PM has provided Meeting minutes, action item status, and updated materials to 
reflect identified issues/questions or any new materials identified during the discussion to 
the RidsCsoMailCenter Resource email box, no later than 10 business days after the 
meeting. 

• The PM schedules the next security meeting in accordance with the project plan and 
schedule at a time when all required attendees can attend (if there is an issue with CSO 
availability, the PM consults with the PCT SITSO). 

• CSO PCT SITSO or above has provided sign-off on CSO resource availability if the 
schedule or scope has changed. 

3.3 Final Architecture and Design 
System lifecycle phase:  Development/Acquisition (PMM Elaboration/Construction) 

The PM ensures the security related architecture and design information is coordinated with the 
project architecture team and P/A POC prior to providing the final architecture and design 
information.  This assists in resolving potential cybersecurity issues while architecture and 
design ideas are discussed and helps this step go more smoothly. 

Why?  This step allows CSO to clearly understand the project’s final architecture and 
understand how the project will fit into the existing agency architecture.  The final Architecture 
and design information provides a final view of how the system or software is going to interact 
with the existing environment, and enables identification of cybersecurity issues before system 
implementation. 

Final architecture and design addresses the following NIST SP 800-53 requirements: 

• AC-5, Separation of Duties 

• AC-6, Least Privilege 

• CM-3, Configuration Change Control 
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• CM-4, Security Impact Analysis 

• CM-9, Configuration Management Plan 

• SA-3, System Development Life Cycle 

• SA-8, Security Engineering Principles 

• SA-15, Development Process, Standards, and Tools 

• SA-17, Developer Security Architecture and Design 

Who?  The PM notifies CSO when the project final architecture and design information is ready 
for review and invites CSO to the final architecture and design meeting.     

What?  The PM provides CSO with at least the information identified in Table 4 regarding the 
project, along with any other pertinent information.   

Table 4:  Final Architecture and Design Information 

Information  Benefit 

Updates to information from previous sections Ensures that CSO has the current cybersecurity  
information for review and analysis 

Final architecture/design document, including 
at least the following 

 

 System diagram Provides critical information regarding components, 
network location, physical location, and connectivity. 

 Geographic location of components Provides critical information about physical security and 
network security. 

 Expected topography Provides technical information required for CSO 
cybersecurity analyses. 

 Interconnections between system 
components and with other systems, along 
with the information exchanged 

Provides critical information regarding how information 
traverses the systems and other systems so that 
security controls can be appropriately assessed. 

 Ports and protocols to be used Provides information on how information will traverse 
the system. 

 Products to be used (software and 
hardware, to include operating systems, 
databases, and applications) 

Provides information critical to examining the 
cybersecurity posture of the solution. 

 Security controls (e.g., access controls, 
encryption) 

Provides information on how the project will meet 
cybersecurity control requirements. 

System security plan with full security control 
implementation details 

Provides CSO with information on exactly how security 
controls will be implemented. 

System contingency plan Provides CSO with information on how system 
contingency will be implemented. 
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When?  This step occurs after the final architecture and design are created as part of the 
project.  Most of the required documentation should be available from other required project 
management documentation.  The PM conducts a CSO-system owner(s) final architecture and 
design meeting at least 10 business days but no more than 20 business days after providing the 
information identified in Table 4. 

How?  This notification from the PM to CSO is provided via the RidsCsoMailCenter Resource 
email box in accordance with CSO-TEMP-0052, “System Cybersecurity Coordination Process 
for New Systems and System Changes - Final Architecture and Design Template.”     

Provide Final Architecture and Design Information Completion Criteria: 

• The PM has provided all identified information to the RidsCsoMailCenter Resource email 
box, at least 10 business days but no more than 20 business days before the final 
architecture and design meeting. 

3.3.1 Conduct CSO-System Owner(s) Final Architecture and Design Meeting 

The PM schedules a meeting that includes CSO (PCT SITSO, P/A POC) that occurs at least 10 
business days but no more than 20 business days after providing the information identified in 
Table 4 and includes the system ISSO as a mandatory attendee.  If more than one system is 
involved in the new system/change, ISSOs from all involved systems must attend.  The purpose 
of the final architecture/design meeting is to ensure an understanding of the final architecture 
and design, the cybersecurity controls, cybersecurity concerns, and clarify any areas where 
there might be confusion. 

All attendees bring the information identified in Table 4 along with any questions/concerns. 

The PM provides meeting minutes, action item status, and updated materials or any new 
materials identified during the discussion to CSO no later than 10 business days after the 
meeting. 

CSO-System Owner(s) Final Architecture and Design Meeting Completion Criteria: 

• Questions and answers as well as action items from the meeting are documented as 
part of the meeting minutes. 

• The PM has provided meeting minutes, action item status, and updated materials to 
reflect identified issues/questions or any new materials identified during the discussion to 
the RidsCsoMailCenter Resource email box, no later than 10 business days after the 
meeting. 

• The frequency for development stage reviews is determined. 

• The PM schedules the next security meeting in accordance with the project plan and 
schedule at a time when all required attendees can attend (if there is an issue with CSO 
availability, the PM consults with the PCT SITSO). 

• CSO PCT SITSO or above has provided sign-off on CSO resource availability if the 
schedule or scope has changed. 
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3.4 Development, Integration, and Test Completion 
System lifecycle phase:  Development/Acquisition (PMM Elaboration/Construction) 

During coding and integration of project components, there is little interaction with CSO staff, 
unless an issue with meeting cybersecurity requirements is identified.  CSO should be notified 
as soon as cybersecurity issues are identified. 

This step occurs after the system owner has developed, integrated, and unit tested the system 
prior to the system build and full system test.  Development testing of any code that is not 
Commercial-Off-The-Shelf (COTS) code, especially public-facing code, should be performed 
(e.g., using Veracode).   

Why?  This step allows CSO to clearly understand the project’s development and unit testing 
state.  The development, integration, and test completion information provides a final view of 
project development activities. 

Development, integration, and test completion addresses the following NIST SP 800-53 
requirements: 

• AC-5, Separation of Duties 

• AC-6, Least Privilege 

• CA-2, Security Assessments 

• CM-3, Configuration Change Control 

• CM-4, Security Impact Analysis 

• CM-9, Configuration Management Plan 

• SA-3, System Development Life Cycle 

• SA-8, Security Engineering Principles 

• SA-10, Developer Configuration Management 

• SA-11, Developer Security Testing and Evaluation 

• SA-15, Development Process, Standards, and Tools 

• SA-17, Developer Security Architecture and Design 

Who?  The PM notifies CSO when the project development, integration, and test information is 
ready for review and invites CSO to the development, integration, and test meeting.     

What?  The PM provides CSO with at least the information identified in Table 5 regarding the 
project, along with any other pertinent information.   

Table 5:  Development, Integration, and Test Completion Information 

Information  Benefit 

Updates to information from previous Ensures that CSO has the current information for cybersecurity 
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Table 5:  Development, Integration, and Test Completion Information 

Information  Benefit 

sections review and analysis 

Changes to cybersecurity controls Ensures CSO understands how cybersecurity controls were 
implemented. 

Development testing results Ensures CSO understands the state of development and what 
is and is not working according to intentions. 

Issue identification and plan to correct 
issues 

Ensures CSO understands current issues and how they will be 
resolved. 

When?  This step occurs after the project development, integration, and test is complete.  Most 
of the required documentation should be available from other required project management 
documentation.  The PM shall provide all identified information in Table 5 at least 10 business 
days but no more than 20 business days before the CSO-system owner(s) development, 
integration, and test completion meeting.  The PM conducts a CSO-system owner(s) 
development, integration, and test completion meeting at least 10 business days but no more 
than 20 business days after providing the information identified in Table 5. 

How?  This notification from the PM to CSO is provided via the RidsCsoMailCenter Resource 
email box in accordance with CSO-TEMP-0053, “System Cybersecurity Coordination Process 
for New Systems and System Changes – Development, Integration, and Test Completion 
Template.” 

Provide Development, Integration, and Test Completion Information Completion Criteria: 

• The PM has provided all identified information to the RidsCsoMailCenter Resource email 
box, at least 10 business days but no more than 20 business days before the 
development, integration, and test meeting 

3.4.1 Conduct CSO-System Owner(s) Development, Integration, and Test 
Completion Meeting 

The PM schedules a meeting that includes CSO (PCT SITSO, P/A POC) that occurs at least 10 
business days but no more than 20 business days after providing the information identified in 
Table 5 and includes the system ISSO as a mandatory attendee.  If more than one system is 
involved in the new system/change, ISSOs from all involved systems must attend.  The purpose 
of the development, integration, and test meeting is to identify any changes that occurred during 
the development and testing process and to discuss the cybersecurity controls that were 
ultimately implemented. 

The system owner testing should reveal all cybersecurity issues and the system owner should 
know from system-sponsored testing the risks that will be raised in the independent 
assessment, since all required standards are known by all. 

All attendees bring the information identified in Table 5 along with any questions/concerns. 
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The PM provides meeting minutes, action item status, and updated materials or any new 
materials identified during the discussion to CSO no later than 10 business days after the 
meeting. 

CSO-System Owner(s) Development, Integration, and Test Completion Meeting 
Completion Criteria: 

• Questions and answers as well as action items from the meeting are documented as 
part of the meeting minutes. 

• The PM has provided Meeting minutes, action item status, and updated materials to 
reflect identified issues/questions or any new materials identified during the discussion to 
the RidsCsoMailCenter Resource email box, no later than 10 business days after the 
meeting. 

• The PM schedules the next security meeting in accordance with the project plan and 
schedule at a time when all required attendees can attend (if there is an issue with CSO 
availability, the PM consults with the PCT SITSO). 

• CSO PCT SITSO or above has provided sign-off on CSO resource availability if the 
schedule or scope has changed. 

3.5 System Build Completion 
System lifecycle phase:  Development/Acquisition (PMM Elaboration/Construction) 

At this point, the actual hands-on build of the system is completed.  At some point during this 
time, interoperability and security should be tested prior to the assessment process being 
initiated.  Identified shortfalls should be documented with a plan to fix.   

This is where the system owner ensures the system is fully implemented and tested.  All 
configuration settings are tested against the required standards, and all security controls are 
examined against requirements. 

Why?  This step allows CSO to clearly understand the project’s final implementation state.  The 
system build and test completion information provides a final view of project implementation. 

System build completion addresses the following NIST SP 800-53 requirements: 

• AC-5, Separation of Duties 

• AC-6, Least Privilege 

• CA-2, Security Assessments 

• CM-3, Configuration Change Control 

• CM-4, Security Impact Analysis 

• CM-9, Configuration Management Plan 

• SA-3, System Development Life Cycle 

• SA-8, Security Engineering Principles 

• SA-10, Developer Configuration Management 
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• SA-11, Developer Security Testing and Evaluation 

• SA-15, Development Process, Standards, and Tools 

• SA-17, Developer Security Architecture and Design 

Who?  The PM notifies CSO when the system build and test completion information is ready for 
review and invites CSO to the system build and test completion meeting.     

What?  The PM provides CSO with at least the information identified in Table 6 regarding the 
project, along with any other pertinent information.   

Table 6:  System Build Completion Information 

Information  Benefit 

Updates to information from previous sections Ensures that CSO has the current information 
for cybersecurity review and analysis 

Changes to cybersecurity controls Ensures CSO understands how cybersecurity 
controls were implemented. 

Identification of any false positives from configuration 
scans performed 

Ensures CSO understands any potential false 
positives that may be obtained during 
independent assessments. 

Issue identification and plan to correct issues Ensures CSO understands current issues and 
how they will be resolved. 

Deviation request, if applicable Ensures CSO understands the deviation 
requests to be analyzed. 

When?  This step occurs after the project system build and test is complete.  Most of the 
required documentation should be available from other required project management 
documentation.  The PM shall provide all identified information in Table 6 to the 
RidsCsoMailCenter Resource email box, at least 10 business days but no more than 20 
business days before the CSO-system owner(s) system build and test completion meeting.  The 
PM conducts a CSO-system owner(s) system build and test completion meeting at least 10 
business days but no more than 20 business days after providing the information identified in 
Table 6. 

How?  This notification from the PM to CSO is provided via the RidsCsoMailCenter Resource 
email box in accordance with CSO-TEMP-0054, “System Cybersecurity Coordination Process 
for New Systems and System Changes – System Build and Test Completion Template.”   

Provide System Build Completion Information Completion Criteria: 

• A self-assessment of the final build of the system is completed, along with a plan to 
remediate all identified vulnerabilities 
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• The PM has provided all identified information to the RidsCsoMailCenter Resource email 
box, at least 10 business days but no more than 20 business days before the system 
build and test completion meeting 

3.5.1 Conduct CSO-System Owner(s) System Build Completion Meeting 

The PM schedules a meeting that includes CSO (PCT SITSO, P/A POC) that occurs at least 10 
business days but no more than 20 business days after providing the information identified in 
Table 6 and includes the system ISSO as a mandatory attendee.  If more than one system is 
involved in the new system/change, ISSOs from all involved systems must attend.  The purpose 
of the system build and test completion meeting is to discuss the project, identify cybersecurity 
concerns, and clarify any areas where there might be confusion. 

Significant issues at this stage can cause project delays. 

The final security categorization of the system/subsystem is required prior to beginning the 
independent assessment.  The final security categorization, in accordance with CSO-TEMP-
2001, “System Security Categorization Report” must be approved by the PCT SITSO.  The 
approval request for any changes since the last approval must be submitted using CSO-TEMP-
2002, “System Security Categorization Request Memo Template.” 

All attendees bring the information identified in Table 6 along with any questions/concerns. 

The PM provides meeting minutes, action item status, and updated materials or any new 
materials identified during the discussion to CSO no later than 10 business days after the 
meeting. 

CSO-System Owner(s) System Build Completion Meeting Completion Criteria: 

• Questions and answers as well as action items from the meeting are documented as 
part of the meeting minutes. 

• The PM has provided Meeting minutes, action item status, and updated materials to 
reflect identified issues/questions or any new materials identified during the discussion to 
the RidsCsoMailCenter Resource email box, no later than 10 business days after the 
meeting. 

• CSO PCT SITSO has formally approved the final system/subsystem security 
categorization. 

• The PM schedules the next security meeting in accordance with the project plan and 
schedule at a time when all required attendees can attend (if there is an issue with CSO 
availability, the PM consults with the PCT SITSO). 

• CSO PCT SITSO or above has provided sign-off on CSO resource availability if the 
schedule or scope has changed. 

3.6 Independent Assessment  
System lifecycle phase:  Implementation and Assessment (PMM Transition) 

The system owner must use an independent assessment contractor to independently assess 
the system or subsystem in accordance with the established assessment process.  In the 
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cybersecurity activity schedule, this activity is referred to as “CSPSS (Contractor-MAR) System 
Assessment and Authorization Package Preparation.” 

Why?  An independent assessment of cybersecurity controls is required to ensure the DAA has 
a full and complete view of the cybersecurity risk that must be accepted in order for the project 
to be deployed.   

The independent assessment addresses the following NIST SP 800-53 requirements: 

• AC-5, Separation of Duties 

• AC-6, Least Privilege 

• CA-2, Security Assessments 

• CA-5, Plan of Action and Milestones 

• CA-6, Security Authorization 

• CA-7, Continuous Monitoring 

• CM-3, Configuration Change Control 

• CM-4, Security Impact Analysis 

• CM-9, Configuration Management Plan 

• SA-3, System Development Life Cycle 

• SA-8, Security Engineering Principles 

• SA-10, Developer Configuration Management 

Who?  The PM notifies CSO when the independent system/subsystem assessment is 
completed and invites CSO to the system build and test completion meeting.     

What?  The PM provides CSO with the independent assessment deliverables.   

When?  This step occurs after the project independent assessment is complete.  The PM shall 
provide all independent assessment deliverables to the RidsCsoMailCenter Resource email 
box, at least 10 business days but no more than 20 business days before the authorization 
readiness review meeting.  The PM conducts an authorization readiness review meeting at least 
10 business days but no more than 20 business days after providing the independent 
assessment deliverables. 

How?  This information from the PM to CSO is provided via the RidsCsoMailCenter Resource 
email box.   
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Independent Assessment Completion Criteria: 

• Independent system/subsystem assessment is completed, resulting in formal 
independent assessment deliverables 

• The PM schedules the next security meeting in accordance with the project plan and 
schedule at a time when all required attendees can attend (if there is an issue with CSO 
availability, the PM consults with the PCT SITSO). 

3.7 Authorization Readiness 
Once the results of the independent assessment are available, the PM and ISSO discuss the 
results with the P/A POC and PCT SITSO to develop an understanding of the project readiness 
for authorization.  If the results reveal risk that might not be acceptable, methods to resolve 
issues causing the elevated risk are discussed.  The DAA meeting is scheduled when the risk is 
at an acceptable level or the system owner decides to meet with the DAA for a risk decision. 

Authorization readiness addresses the following NIST SP 800-53 requirements: 

• AC-5, Separation of Duties 

• AC-6, Least Privilege 

• CA-2, Security Assessments 

• CA-5, Plan of Action and Milestones 

• CA-6, Security Authorization 

• CA-7, Continuous Monitoring 

• CM-3, Configuration Change Control 

• CM-4, Security Impact Analysis 

• CM-9, Configuration Management Plan 

• SA-3, System Development Life Cycle 

• SA-8, Security Engineering Principles 

• SA-10, Developer Configuration Management 

Authorization Readiness Completion Criteria: 

• Project risk is at an acceptable level or the system owner decides to go before the DAA 
for a risk decision 

• P/A POC has scheduled DAA meeting 

3.8 DAA Authorization Request 
System lifecycle phase:  Implementation and Assessment (PMM Transition) 

System authorization package, including formal deliverables, is submitted to the DAA for 
authorization determination.  All documentation must reflect the final state of the project to be 
deployed.  For new systems, this is accomplished using CSO-TEMP-2019, “System 
Authorization Package Transmittal Memo for Sensitive Unclassified Non-Safeguards 
Information (SUNSI) Systems.”  For system changes, this is accomplished using CSO-TEMP-
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1510, “System Change Notification Memo” and CSO-TEMP-1511, “System Change Information 
Template.” 

DAA authorization addresses the following NIST SP 800-53 requirements: 

• CA-5, Plan of Action and Milestones 

• CA-6, Security Authorization 

• CA-7, Continuous Monitoring 

DAA Authorization Request Completion Criteria: 

• Project authorization determination regarding system/subsystem implementation made by 
the DAA 

3.9 Continuous Monitoring 
System lifecycle phase:  Operations and Maintenance (PMM Operations and 
Maintenance) 

Perform continuous monitoring to ensure security controls are in place, operating as intended, 
and having the desired effect.  System owners must follow CSO-PROS-1323, “Information 
Security Continuous Monitoring Process.”  

Continuous monitoring addresses the following NIST SP 800-53 requirements: 

• AC-5, Separation of Duties 

• AC-6, Least Privilege 

• CA-2, Security Assessments 

• CA-5, Plan of Action and Milestones 

• CA-6, Security Authorization 

• CA-7, Continuous Monitoring 

• CM-3, Configuration Change Control 

• CM-4, Security Impact Analysis 

• CM-9, Configuration Management Plan 

• SA-3, System Development Life Cycle 

• SA-8, Security Engineering Principles 

• SA-10, Developer Configuration Management 

• SA-11, Developer Security Testing and Evaluation 

• SA-15, Development Process, Standards, and Tools 

• SA-17, Developer Security Architecture and Design 
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Continuous Monitoring Completion Criteria: 

• Continuous monitoring requirements are met 
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APPENDIX A ACRONYMS 

ADAMS Agencywide Documents Access and Management System 

CISO Chief Information Security Officer 

COTS Commercial-Off-The-Shelf  

CSO Computer Security Office 

DAA Designated Approving Authority 

EPM Enterprise Project Management  

ISSO Information System Security Officer 

IT Information Technology 

MD Management Directive 

NIST National Institute of Standards and Technology  

P/A POC CSO primary and alternate Points of Contact 

PCT Policy Compliance and Training 

PM Project Manager 

PMM Project Management Methodology 

PWA Project Web Access 

SDLCM System Development Lifecycle Methodology 

SIA Security Impact Analysis 

SITSO Senior Information Technology Security Officer 

SO System Owner 

SP Special Publication 

SUNSI Sensitive Unclassified Non-Safeguards Information 

TRM Technical Reference Model 
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APPENDIX B INITIAL NOTIFICATION CHECKLIST 

☐ The PM sends a notification of the project kick-off to CSO via the RidsCsoMailCenter 
Resource email box.  The notification is provided at least 10 business days but no more 
than 20 business days before the kick-off meeting and includes the completed CSO-
TEMP-0050, any other pertinent information, and the date and time of the kick-off 
meeting.  

☐ The CSO PCT SITSO assigns a P/A POC, and the PCT SITSO notifies the system owner 
of that assignment via the system owner’s Rids email box.   

☐ The PM ensures the meeting scheduler for the kick-off meeting is sent at least 10 
business days but no more than 20 business days before the meeting to at least the 
following individuals: 

• Director, Office of Information Services 

• Director, Computer Security Office 

• CSO PCT SITSO 

• P/A POC 

• System ISSO as a mandatory attendee 

• ISSOs from all involved systems   

☐ The PM conducts the project kick-off meeting as scheduled to ensure everyone 
understands the purpose of the project and the information provided in CSO-TEMP-0050. 

☐ The PM provides meeting minutes, action item status, updated materials, any new 
materials to reflect identified issues/questions, and any new materials identified during the 
discussion to CSO via the RidsCsoMailCenter Resource email box no later than 10 
business days after the meeting. 

Questions and answers as well as action items from the meeting are documented as part 
of the meeting minutes. 

☐ If the project is a change to an existing implementation, the P/A POC and PCT SITSO use 
the provided information in accordance with CSO-STD-6001, “System Change 
Significance Standard” to determine whether the change is moderate or significant.  The 
CSO significance determination and rationale are provided via a memo from the PCT 
SITSO to the system owner. 

☐ The system owner provides the security categorization of the system/subsystem to CSO 
using CSO-TEMP-2002, “System Security Categorization Request Memo Template” 
submitted via the RidsCsoMailCenter Resource email box prior to beginning the 
architecture and design of the project. 

☐ The CSO PCT SITSO formally approves the system/subsystem security categorization 
and notifies the system owner via the system owner’s Rids email box.  

☐ The CSO PCT SITSO or above reviews the resource requirements for the project, 
provides the system owner with CSO resource availability for the project, and commits to 
the resource availability identified by CSO.  Please note that resource re-assignment at an 
agency level may occur should higher priority projects be identified. 

☐ The PM updates the project plan to reflect CSO resource availability. 

☐ The PM schedules the next security meeting in accordance with the updated project plan 



 CSO Process CSO-PROS-1321       Page 31 

and schedule at a time when all required attendees can attend (if there is an issue with 
CSO availability, the PM consults with the PCT SITSO). 
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APPENDIX C INITIAL ARCHITECTURE AND DESIGN CHECKLIST 

☐ The PM ensures the security related architecture and design information is coordinated 
with the project architecture team and P/A POC prior to providing the initial architecture 
and design information.  This assists in resolving potential cybersecurity issues while 
architecture and design ideas are discussed and helps this step go more smoothly. 

☐ The PM sends a notification of the project initial architecture and design to CSO via the 
RidsCsoMailCenter Resource email box.  The notification is provided at least 10 business 
days but no more than 20 business days before the initial architecture and design meeting 
and includes at least the completed CSO-TEMP-0051 and any other pertinent information. 

☐ The PM ensures the meeting scheduler for the initial architecture and design meeting is 
sent at least 10 business days but no more than 20 business days before the meeting to 
at least the following individuals: 

• CSO PCT SITSO 

• P/A POC 

• System ISSO as a mandatory attendee 

• ISSOs from all involved systems   

☐ The PM conducts the project initial architecture and design meeting as scheduled to 
ensure everyone understands the initial architecture and design of the project and the 
information provided in CSO-TEMP-0051. 

☐ The PM provides meeting minutes, action item status, updated materials, any new 
materials to reflect identified issues/questions, and any new materials identified during the 
discussion to CSO via the RidsCsoMailCenter Resource email box no later than 10 
business days after the meeting. 

Questions and answers as well as action items from the meeting and previous meetings 
are documented as part of the meeting minutes. 

☐ The CSO PCT SITSO or above reviews any changes to the resource requirements for the 
project (including schedule changes), provides the system owner with CSO resource 
availability for the project, and commits to the resource availability identified by CSO.  
Please note that resource re-assignment at an agency level may occur should higher 
priority projects be identified. 

☐ The PM updates the project plan to reflect CSO resource availability. 

☐ The PM schedules the next security meeting in accordance with the updated project plan 
and schedule at a time when all required attendees can attend (if there is an issue with 
CSO availability, the PM consults with the PCT SITSO). 
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APPENDIX D FINAL ARCHITECTURE AND DESIGN CHECKLIST 

☐ The PM ensures the security related architecture and design information is coordinated 
with the project architecture team and P/A POC prior to providing the final architecture and 
design information.  This assists in resolving potential cybersecurity issues while 
architecture and design ideas are discussed and helps this step go more smoothly. 

☐ The PM sends a notification of the project final architecture and design to CSO via the 
RidsCsoMailCenter Resource email box.  The notification is provided at least 10 business 
days but no more than 20 business days before the final architecture and design meeting 
and includes at least the completed CSO-TEMP-0052 and any other pertinent information. 

☐ The PM ensures the meeting scheduler for the final architecture and design meeting is 
sent at least 10 business days but no more than 20 business days before the meeting to 
at least the following individuals: 

• CSO PCT SITSO 

• P/A POC 

• System ISSO as a mandatory attendee 

• ISSOs from all involved systems   

☐ The PM conducts the project final architecture and design meeting as scheduled to ensure 
everyone understands the final architecture and design of the project and the information 
provided in CSO-TEMP-0052. 

☐ The PM and P/A POC determine the needed frequency for development stage reviews.  
The determination is made based upon the project size and complexity. 

☐ The PM provides meeting minutes, action item status, updated materials, any new 
materials to reflect identified issues/questions, and any new materials identified during the 
discussion to CSO via the RidsCsoMailCenter Resource email box no later than 10 
business days after the meeting. 

Questions and answers as well as action items from the meeting and previous meetings 
are documented as part of the meeting minutes. 

☐ The CSO PCT SITSO or above reviews any changes to the resource requirements for the 
project (including schedule changes), provides the system owner with CSO resource 
availability for the project, and commits to the resource availability identified by CSO.  
Please note that resource re-assignment at an agency level may occur should higher 
priority projects be identified. 

☐ The PM updates the project plan to reflect CSO resource availability and the frequency of 
development stage reviews. 

☐ The PM schedules the next security meeting in accordance with the updated project plan 
and schedule at a time when all required attendees can attend (if there is an issue with 
CSO availability, the PM consults with the PCT SITSO). 
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APPENDIX E DEVELOPMENT, INTEGRATION, AND TEST 
COMPLETION CHECKLIST 

☐ The PM schedules and conducts development stage reviews in accordance with the 
agreed upon frequency. 

☐ The PM ensures that any code that is not Commercial-Off-The-Shelf (COTS) code, 
especially public-facing code, is assessed for security issues using security-specific tools 
(e.g., using Veracode). 

☐ The PM notifies CSO as soon as cybersecurity issues are identified. 

☐ The PM sends a notification of the project development, integration, and test completion to 
CSO via the RidsCsoMailCenter Resource email box.  The notification is provided at least 
10 business days but no more than 20 business days before the development, integration, 
and test completion meeting and includes at least the completed CSO-TEMP-0053 and 
any other pertinent information.  

☐ The PM ensures the meeting scheduler for the development, integration, and test 
completion meeting is sent at least 10 business days but no more than 20 business days 
before the meeting to at least the following individuals: 

• CSO PCT SITSO 

• P/A POC 

• System ISSO as a mandatory attendee 

• ISSOs from all involved systems   

☐ The PM conducts the project development, integration, and test completion meeting as 
scheduled to ensure everyone understands the implementation of the project and the 
information provided in CSO-TEMP-0053. 

☐ The PM provides meeting minutes, action item status, updated materials, any new 
materials to reflect identified issues/questions, and any new materials identified during the 
discussion to CSO via the RidsCsoMailCenter Resource email box no later than 10 
business days after the meeting. 

Questions and answers as well as action items from the meeting and previous meetings 
are documented as part of the meeting minutes. 

☐ The CSO PCT SITSO or above reviews any changes to the resource requirements for the 
project (including schedule changes), provides the system owner with CSO resource 
availability for the project, and commits to the resource availability identified by CSO.  
Please note that resource re-assignment at an agency level may occur should higher 
priority projects be identified. 

☐ The PM schedules the next security meeting in accordance with the updated project plan 
and schedule at a time when all required attendees can attend (if there is an issue with 
CSO availability, the PM consults with the PCT SITSO). 
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APPENDIX F SYSTEM BUILD COMPLETION CHECKLIST 

☐ The PM notifies CSO as soon as cybersecurity issues are identified. 

☐ The PM sends a notification of the project system build completion to CSO via the 
RidsCsoMailCenter Resource email box.  The notification is provided at least 10 business 
days but no more than 20 business days before the system build completion meeting and 
includes at least the completed CSO-TEMP-0054 and any other pertinent information.  

☐ The PM ensures the meeting scheduler for the system build completion meeting is sent at 
least 10 business days but no more than 20 business days before the meeting to at least 
the following individuals: 

• CSO PCT SITSO 

• P/A POC 

• System ISSO as a mandatory attendee 

• ISSOs from all involved systems   

☐ The PM conducts the project system build completion meeting as scheduled to ensure 
everyone understands the build and testing information of the project and the information 
provided in CSO-TEMP-0054. 

☐ The PM provides meeting minutes, action item status, updated materials, any new 
materials to reflect identified issues/questions, and any new materials identified during the 
discussion to CSO via the RidsCsoMailCenter Resource email box no later than 10 
business days after the meeting. 

Questions and answers as well as action items from the meeting and previous meetings 
are documented as part of the meeting minutes. 

☐ The CSO PCT SITSO or above reviews any changes to the resource requirements for the 
project (including schedule changes), provides the system owner with CSO resource 
availability for the project, and commits to the resource availability identified by CSO.  
Please note that resource re-assignment at an agency level may occur should higher 
priority projects be identified. 

☐ The PM schedules the next security meeting in accordance with the updated project plan 
and schedule at a time when all required attendees can attend (if there is an issue with 
CSO availability, the PM consults with the PCT SITSO). 

☐ The PM ensures that interoperability and security controls (including compliance with 
configuration standards) are tested and verified prior to initiating the independent 
cybersecurity assessment.  This enables the system owner to address cybersecurity 
issues before the assessment. 

☐ The PM ensures that a plan to remediate all vulnerabilities identified in the self-
assessment is developed.  

☐ If the security categorization has changed since it was approved, the system owner 
provides the security categorization of the system/subsystem to CSO using CSO-TEMP-
2002, “System Security Categorization Request Memo Template” submitted via the 
RidsCsoMailCenter Resource email box prior to beginning the architecture and design of 
the project and the CSO PCT SITSO formally approves the system/subsystem security 
categorization and notifies the system owner via the system owner’s Rids email box. 
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APPENDIX G INDEPENDENT ASSESSMENT CHECKLIST 

☐ The PM notifies CSO as soon as cybersecurity issues are identified. 

☐ The PM ensures that the independent assessment task order is current and funded. 

☐ The PM coordinates with the independent assessor to provide information needed to 
perform the assessment and to schedule the assessment. 

☐ The PM sends a notification of the project independent assessment to CSO via the 
RidsCsoMailCenter Resource email box.  The notification is provided at least 10 business 
days but no more than 20 business days before the assessment begins and includes the 
updated project schedule that includes any date changes for the assessment. 

☐ The PM notifies CSO when the independent system/subsystem assessment is completed 
and provides all independent assessment deliverables via the RidsCsoMailCenter 
Resource email box.  The notification and information are provided at least 10 business 
days but no more than 20 business days before the authorization readiness review 
meeting. 

☐ The PM ensures the meeting scheduler for the authorization readiness review meeting is 
sent at least 10 business days but no more than 20 business days before the meeting to 
at least the following individuals: 

• CSO PCT SITSO 

• P/A POC 

• System ISSO as a mandatory attendee 

• ISSOs from all involved systems   

☐ The PM conducts the authorization readiness review meeting as scheduled to ensure 
everyone understands the cybersecurity state of the system. 

☐ CSO identifies any issues that may impact an authorization decision. 
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APPENDIX H AUTHORIZATION READINESS 

☐ The PM and ISSO discuss the results with the P/A POC and PCT SITSO to develop an 
understanding of the project readiness for authorization.  If the results reveal risk that 
might not be acceptable, methods to resolve issues causing the elevated risk are 
discussed. 

☐ If the project is a change to an existing system, the assessment reveals very good control 
implementation, and the change is not significant, CSO may make a recommendation to 
forego a DAA meeting and provide all materials and memoranda electronically for DAA 
signature. 

☐ If a DAA meeting is needed, the P/A POC schedules the DAA meeting is scheduled when 
the risk is at an acceptable level or the system owner decides to meet with the DAA for a 
risk decision. 
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APPENDIX I DAA AUTHORIZATION REQUEST 

☐ The PM ensures that all system documentation reflects the final state of the project to be 
deployed. 

☐ The system owner sends an authorization request memorandum to the DAA.   For new 
systems, this is accomplished using CSO-TEMP-2019, “System Authorization Package 
Transmittal Memo for Sensitive Unclassified Non-Safeguards Information (SUNSI) 
Systems.”  For system changes, this is accomplished using CSO-TEMP-1510, “System 
Change Notification Memo” and CSO-TEMP-1511, “System Change Information 
Template.” 

☐ If necessary, a DAA meeting is conducted to review the system information and the 
cybersecurity state of the system. 

☐ The DAA make an authorization decision and provide that decision to the system owner 
via a formal memorandum. 
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APPENDIX J CONTINUOUS MONITORING 

☐ The system owner ensures that the system ISSO performs required continuous monitoring 
activities as identified in follow CSO-PROS-1323, “Information Security Continuous 
Monitoring Process.” 
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